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LESSON OBJECTIVES
(Specific points of information to complete the goal statement):

Part One: Concepts of Security

· Explain basic concepts of security. 

· Identify and explain basic security barriers. 

· Identify the three lines of defense; Perimeter, Exterior and Interior.

· Identify, define and explain: risk management, dynamic risk, pure risk, risk reduction, risk elimination, risk spreading and risk acceptance.

· Identify weaknesses and make recommendations to improve the security on each line of defense. 

Part Two: Concepts of Security Lighting

· The student will be able to identify, define and explain define watt, lumen, and foot-candle.

· The student will be able to identify  explain and distinguish the difference between the following types of light sources; Incandescent, Mercury,  vapor, Fluorescent and Low and high-pressure sodium vapor.

· The student will be able to identify and define photoelectric cell and timer.

· The student will be able to make cost-effective recommendations for proper security lighting

INSTRUCTOR'S LESSON PLAN

I.
PREPARATION
(Student Motivation / Opening Statement)

The instructor will provide an example or statement of why this topic is important to a school/campus based law enforcement officer.

II.
PRESENTATION
(Implementation of Instruction)

KEY TOPIC POINTS



        ELABORATION ON KEY POINTS

Part One: Concepts of Security
	Concepts of Security

· Anything made by man can be defeated by man. 

· Low level: home or small business.

· High level: nuclear power plant, military installations, prisons, Universities and schools.  


	

	Cost 

· Effectiveness is one of the most difficult concepts of security. 

· Does the cost of protecting it outweigh its value? 


	Money is an overall factor and making the right recommendations or just proper maintenance will save thousands in a year.



	Put yourself mentally in the role of the actor (Thief - Perpetrator)! 

· Test accessibility and vulnerability

· Draw on your experience and knowledge of local conditions and MO’s

·  Consider the total environment

·  Pay attention to detail 


	

	Security Barriers

· Defined as: 

· Anything that restrains or obstructs passage.

· Restrain:

·  To hold back from action

· Obstruct: 

· To make difficult or oppose passage.

· Security measures:

· Taken to reduce losses to criminal acts.


	

	Three Lines of Defense

· Dozens of security devices and procedures may be placed to reduce losses caused by crime.

· To discuss these measures systematically, we present them within the context of the three lines of defense. 


	

	Three Lines of Defense

·  Perimeter 

·  Building Exterior

·  Building Interior


	Effective Perimeter barriers will  provide good protection for a building.  


	Concepts of Security:  Perimeter Barriers

· Perimeter barriers define the outside perimeter of a site and are designed for physical and psychological deterrence.

· Barrier Considerations

· Maintenance is important to any barrier.

· Channel personnel and vehicles.

· Must not obstruct visibility. 


	As Law Enforcement officers during your patrol duties you will be able to detect and report any shortcomings of the barriers. 



	Concepts of Security: Perimeter Barriers - Fences

· Many people think of the traditional chain link fence with barbed wire strands at the top when they think physical perimeter barrier. 

· A definite psychological barrier as well as physical. 

· Consequently a person may react emotionally when discussing need for physical barrier to be improved or upgraded. 

· Options as far as general nature and appearance of fencing.

· Considerations

· Where appearance is a factor – other barriers can have same effect of wire fencing, yet blend better with overall appearance of facility.

· Fencing that will add and not detract from appearance.

· When conducting security surveys most situations call for a recommendations that provide maximum protection at the least cost. 

· Chain Link Fence

· Relative low cost per running foot 

· Security it provides, a chain link fence is a common recommendation.


	This is one of the cost efficient barriers, yet it does have its flaws. Sagging fences that have not been reinforced make for easier entry. Warnings on the fence will help deter criminal activity some times.

(Picture Commentary) - This an example of good security fencing yet it still has flaws. Weak point would be the area where the mulch bed is. Someone could crawl underneath to gain entry.  A good security lock would be beneficial for the gate.



	Concepts of Security Perimeter Barriers - Landscaping

· Proper lighting: Most effective perimeter barriers available

· Very effective deterrent

· Used in combination with other barriers

· A psychological deterrent, which partially restores protection, afforded by daylight.

· Have to be on and functioning properly.

· Protect fixtures, switches & fuse box.


	Lighting will be discussed further in detail later.  Switches & fuse boxes should have some security locking devices.


	Concepts of Security Perimeter Barriers - Alarms

· Other types of alarms as well as more on lighting will be discussed in depth later in this lesson.


	Alarms with lighting makes a more secure area.



	Concepts of Security Second Line of Defense - Exterior

· The next area of concern in securing a facility is the building exterior. Principal points of entry that need to be inspected. A crime prevention practitioner must consider sides as well as tops.

· Other considerations

· Skylights

· Air-conditioning ducts – air-conditioning window units

· Windows – walls themselves

· Drains – storm sewers

· Fire escapes

· Floors – crawl space 


	Most of the skylights that you might come in contact with are inoperable . Rooftops are a favorite target of burglars. A/C units will continue to attract burglars.



	Concepts of Security Risks

Dynamic Risk

· Can produce profit or loss a judgment call on the part of the businessman. 

· Relates directly to business decisions.

Pure Risk

· No profit or potential for profit just loss. 

· Risk of robbery, burglary, embezzlement, shoplifting, employee theft, etc.

Risk Management
· Attempts to reduce the possibilities for cost or loss in order to derive the highest possible net benefit.

Risk Transfer
· By using comprehensive insurance coverage risk of loss through criminal action is transferred from a business owner to insurance underwriter.

Risk Reduction
· Involves techniques to reduce potential for criminal confrontation.

Risk Elimination 

· Involves removing potential targets of dynamic or criminal risk (i.e. removing all cash from premise).

Risk Spreading 

· May involve dividing potential targets into smaller segments thereby making a large loss les likely. (i.e. spread available cash around in several secured locations around premise).

Risk Acceptance 

· Business person assumes personally (see page 8 in your handout) 


	


Part Two: Concepts of Security Lighting

	Objectives of Lighting

· Ideally “GOOD LIGHTING” system reproduces daylight.

· High visibility – low glare 

· Transitional Lighting providing gradual light level change from a brightly lit area to dark area


	Reproducing “Good Lighting” helps the patrol officer identify criminal activity easier. It also provides a safer environment for the officer.



	Transitional Lighting

· Good Lighting is a cost-efficient deterrent to crime

· What is good lighting?  

· The lighting system must furnish high visibility and low glare.  

· The evenness (balance) of outdoor light is more important than the absolute level.  

· Too much lighting can be a hazard.  

· If resultant glare of brightness makes visibility difficult, it is hazardous because of the difficulty in seeing clearly in to the surrounding area.

· When an individual leaves a brightly lit area and walks into a dark area, his/her vision is momentarily reduced and vulnerability increased. 

· Transitional lighting merely provides a gradual light level change from a brightly lit area to a dark area.  

· A lower light level is employed adjacent to the bright area to help provide a safe transition. 


	Good Lighting is a cost-efficient deterrent to crime, but what is good lighting?  The lighting system must furnish high visibility and low glare.  One of the most critical problems to consider is that the evenness of outdoor light is more important than the absolute level. 

Too much lighting can actually be a hazard.  If resultant glare of brightness makes visibility difficult, it is hazardous because of the difficulty in seeing clearly in to the surrounding area.  When an individual leaves a brightly lit area and walks into a dark area, his/her vision is momentarily reduced and vulnerability increased.



	Can You See The Man In The White T-shirt?
	The low lying branches of the tree to the right of the truck adds to the shadows creating a serious problem.

We added light to this photo to simulate what it would look like if the branches had been trimmed and it would reduce the shadows. Also let it be known that the darker the concrete the  loss of spillage light will occurr.



	Coverage Factor
· The coverage factor is the minimum number of directions from which a point or area should be lit depending upon the use of the area.  

· Coverage factor of two is required for parking areas and for protective lighting to reduce the effect of shadows between automobiles, etc. 


	The coverage factor is the minimum number of directions from which a point or area should be lit depending upon the use of the area.  For example, a coverage factor of two is required for parking areas and for protective lighting to reduce the effect of shadows between automobiles, piles of materials, and similar bulky objects.



	Coverage Factor of Lighting

	Where would you recommend more light in this photo?  Of course to the right of the building to the far right of the photo.



	Definitions

· Watt – term used to measure the amount of electrical energy consumed.

· Lumen – The lamps (light bulbs) used in lighting equipment are rated in lumens.  The lumen is frequently used as a term to express the output of a light source.  Lumen is actually an expression of a light’s efficiency as measured by lumens per watt.

· Reflector – A device used to redirect light by the process of reflection

· Refractor – A glass band, globe, or bowl designed to control the direction of light by using prisms


	This is good information as a consumer. Overall you can save money just by buying the correct light. 

Simple maintenance on the reflector can improve the efficiency of the light. The Refractor can be best utilized in a closed area.



	Quality of Lighting

· This term refers to the distribution of brightness and color rendition in a particular area.  

· The term is generally used to describe how light can favorably contribute to visual performance, visual comfort, ease, scene, safety, and aesthetics for specific tasks.


	Quality of light can determine proper identification in the color of clothing on a preparator.



	Visual Factors
· The ease with which objects are seen as largely dependent upon four visual factors.

· Understanding these visual factors is important for designing new buildings or modifying existing buildings.  

· Keep these four factors in mind when recommending security changes even if it is merely the blueprint that is presented to you for suggestions.


	The ease with which objects are seen as largely dependent upon four visual factors.  These factors play an important part when planning effective security lighting. Understanding these visual factors is important for designing new buildings or modifying existing buildings.  Keep these four factors in mind when recommending security changes even if it is merely the blueprint that is presented to you for suggestions.



	Four Visual Factors
1. Size – larger objects are more readily seen and reflect a greater amount of light.

2. Brightness – bright or light-colored surfaces reflect more light than dark colored objects. Brightly polished silver surfaces reflect a greater intensity of light than a dark or tarnished reflector surface.

3. Contrast – is important in that an object placed against a strongly contrasting background seems to reflect more light to the eye than when the object and the background are alike.

4. Time – is critical because it requires less time to see accurately under good illumination than it does with poor lighting 


	

	Types of Outside Lighting

· Continuous Lighting

· Emergency Lighting

· Moveable Lighting

· Stand-by Lighting


	

	Continuous Lighting

· Continuous lighting, the most familiar type of outdoor security lighting

· Designed to provide either of two specific results:

· Greater projection (glare method)

· Controlled lighting. 

· It is described by some security experts as a “barrier of light” and is particularly effective for lighting

· Boundaries around a facility

· Approaches to the site. 

· Used when light glare does not annoy or interfere with neighboring or adjacent properties institutions

· Limits intruders ability to see inside a protected area

· Strong visual and psychological deterrent


	Continuous lighting, the most familiar type of outdoor security lighting, can be designed to provide either of two specific results: greater projection (glare method) or controlled lighting. It is described by some security experts as a “barrier of light” and is particularly effective for lighting boundaries around a

(picture commentary) - This building could save thousands in a year just by eliminating lights on the 2nd through the 5th floor. 

(picture commentary) - The lake or moat is natural barrier that provides good security.



	Standby Lighting

· A second type of outside security lighting is stand-by lighting.  

· Stand-by lighting systems generally consist of continuous systems, but are designed for reserve or stand-by use or to supplement continuous systems.

· These systems are engaged either automatically or manually when the continuous system is inoperative or when there is a need for additional light. 

· Engaged automatically or manually for system failure or for additional lighting

· Most useful to provide selective light to a particular portion of an area


	

	Moveable Lighting

· A third system uses moveable lighting hardware.  

· This system is manually operated and usually is made up of moveable search or flood lights

· Temporary lighting located in selected places.

· Also know as portable lighting

· Portable lighting hardware (hand-held or can be towed) 

· Adjustable search or flood lights that can be focused

· Very useful at construction sites, road-side vehicle search stations or entry process points, such as gates to military installations


	


	Emergency Lighting

· The fourth system is emergency lighting.

· Emergency lights may duplicate any or all of the other three types of lighting.

· Generally, the emergency lighting system is used in time of power failure or other emergencies when other systems are inoperative. 

· The unique feature of the emergency system is that is it based on an alternate power source such as:

· gas-powered generator

· batteries


	The fourth system is emergency lighting.  Emergency lights may duplicate any or all of the other three types of lighting.  Generally, the emergency lighting system is used in time of power failure or other emergencies when other systems are inoperative. The unique feature of the emergency system is that is it based on an alternate power source such as a gas-powered generator or batteries. 

Most universities and school districts have these readily available.



	Types of Lighting Sources

· Incandescent

· Mercury Vapor

· Metal Halide

· Fluorescent

· High-Pressure Sodium Vapor

· Low-Pressure Sodium Vapor 


	

	Incandescent Lighting

· Low initial cost and provide good color rendition. 

· Short life- span (500 to 10,000 hours) and are low in AMP efficiency (17 to 23 LPW) as compared to other light sources.

· High end expensive in operating costs. Used in homes and small lighting systems


	Over the years many improvements have been made, LED is the wave of the future. At first it was expensive over the years the cost is more affordable and the output of light is great.

Incandescent lighting systems have low initial cost and provide good color rendition.  However, incandescent lamps are relatively short in rated life (500-10,000 hours) and low in lamp efficiency (17-23 LPW) when compared to other lighting sources.  Incandescent sources offer the lowest initial cost but their operating cost makes them relatively expensive.  They are commonly used in homes or in small lighting systems.  If burning hours per year are low, incandescent may be economical. light-bulb-glowing-filament-light-blue-uncropped-lores-3-ahd



	Mercury Vapor

· Emits a purplish-white color cause by electric current passing through tube of conducting luminous gas. 

· Good lumen maintenance and long life span (24,000 hours) (45-63 LPW).


	Mercury vapor lights are effective in open areas and mounted on buildings. Proper height should be at least 10’. Cost efficient and long life span 5-7 years. Excellent for residential use.

The housings have become aesthetically pleasing.

Mercury Vapor lights are user friendly work on a photo cell. Life span is 5-7 years so it’s cost efficient 



	Metal Halide

· Similar in appearance to Mercury vapor but provides a light source of higher luminous efficiency and better color rendition. 

· Rated hours are short when compared to 24,000 hours plus of mercury lamps. Rated at (80-100 LPW)

· Best source of available street lighting for both highway safety and crime prevention


	Used for normal street traffic and neighborhoods.



	Fluorescent Lighting

· Good color rendition and high lamp efficiency (67 to 83 LPW) as well as a long life (12,000 to 20,000 hours). 

· Temperature sensitive and low ambient temperatures decrease their efficiency. 

· Cannot project light over long distances, commonly used indoors 


	Excellent for garages, workshops, small sheds.. Usually installed inside offices and school classes. Overall cost efficient, but some people are sensitive to this light.



	High Pressure Sodium Vapor

· Used for exterior lighting such as parking garages used inside for commercial and industrial applications. 

· Constructed on same principal as mercury vapor but emits golden white to light pink color (100 to 140 LPW) life expectancy 24,000 hours). 


	Expensive to operate burn extremely hot, excellent light source.

This light source was introduced in 1965 and is used for exterior lighting for parking areas, roadways, and buildings.  It is also used inside for commercial and industrial application.  High-pressure sodium vapor is constructed on the same principle as mercury vapor but emits a golden-white to light pink color.  It provides high lumen efficiency (100-140) and relatively good color rendition.  The lamp life expectancy is up to 24,000 hours.  The maintenance of light output is good and averages about 90 percent throughout its rated life.



	Low Pressure Sodium Vapor

· Similar in principle to other type vapor lights but provides much brighter LPW ratio (135 to 180) life expectancy 18,000 hours. It distorts or inhibits color rendition. 


	Light output distorts the color of surroundings. Expensive and life expectancy is short compare to other lights.



	Automatic Lighting Control

Three methods of automatic light control used to regulate hours of operations are;

1. Timer

2. Photoelectrical cell operates a set of contacts through a pre-set Turn on/off cycle and responds to light level to turn on and off.

3. Motion detector


	This system is used  throughout Universities and School Districts. 



	· Timer

· A timer is essentially an electric clock which operates a set of contacts through a preset turn on/turn off cycle.  

· Some timers multi-programmable turning lights off and on many times within a 24-hour period.  

· Timers are versatile and used to operate appliances such as radios and televisions as well as lights. 


	These types of timers are also used for residential homes.

These types of timers are also used for residential homes.



	Photoelectric

· If there is a low light level hitting the photocell, the resistance of the cell is lowered and current flows to energize the light.  

· As the light level increases, the resistance also increases and cuts off the current turning the light off


	The key to this is keeping the photocell clean of debris and placing it in a strategic location to operate properly  from dusk to dawn.



	Motion Detector

· Flood lights or front door lighting now on the commercial market that have a motion detector built into the luminaries and turn the lights on and off.


	Not cost efficient for residential use, sensors are normally not adjusted properly so the bulbs turn to burn out quickly. Can be used for business locations but tend to fall under the same situation.



	Guidelines To Recommending A Lighting System 

· The location of lights, the direction of beams, and the types of general and backup systems that you recommend depends upon a number of variables.

· When considering these variables remember cost factors verses security and hit a balance

· These variables include: 

· the size for the secured area 

· the amount of light needed to adequately protect the facility

· the nature of other protective systems that the facility is already using

· the type & nature of the facility protected 

	Angles, Landscaping, buildings also create a problem.

It’s always to contact your Public Service Company or local Crime Prevention Officer for safety tips.



	Mounting Heights

· Mounting heights selected for outdoor lighting can have a significant impact on the cost and quality of the illumination provided. 

· Higher mounting heights permit use of higher wattage light sources which are more efficient and so less costly to operate.  

· Using higher wattage light sources also means that fewer of them are needed.

· Efficiency cannot be the only factor considered in selecting a mounting height or device.

· The suitability of the techniques must be assessed first.

· Mounting Heights

· Thus, while taller poles are more expensive, their additional cost may be offset because fewer poles are needed.  

· Cost is offset by life-cycle economies resulting from lower lamp operating cost and reduced maintenance requirement


	It’s always to contact your Public Service Company or local Crime Prevention Officer for safety tips.

Depending on the lighting fixtures usually the recommendation will be marked on the package or your safety specialist can make the recommendations.

Good height, sufficient spillage and of course there is always room for improvement.  Example, another light to the right of existing fixture.

Mounting height will greatly depend on what type of light you have as well as how much area do need covered.




III.
APPLICATION:
Planning for student to practice or apply new knowledge 



(where applicable)

Question and Answer and Discussion for how presentation is applicable to the students work setting.  Instructor may use role-playing/scenarios as appropriate.

IV.
EVALUATION:
Final check of student's comprehension of material presented

Multiple-choice examination

V.
REFERENCES:

Part One: Concepts of Security


· Crime Prevention Sixth Edition by Steven P. Lab

· Locks, Safes & Security  Handbook for Law Enforcement Personnel by Marc Weber Tobias

· Effective Physical Security and Handbook of Loss Prevention and Crime Prevention Fourth Edition by Lawrence J. Fennelly
Part Two: Concepts of Security Lighting

· Handbook of Loss Prevention and Crime Prevention (Fourth Edition) Lawrence J. Fennelly.

· Healy, Richard J.  Design for Security. New York: John Wiley and Sons, Inc., 142-144, 151. The discussion on types of lighting was drawn entire from this publication.  It should be noted that all reference to residential lighting was added to the discussion by Koepsell-Girard and Associates.

· Conservation and Crime.  Washington, DC: U.S. Government printing Office, 16. Light Concepts for Conservation #123.  

· Siemon, Joyce and Larry Vardell. “A Bright Answer to the Crime and Energy Question”.  
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