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Institute for Criminal Justice Studies
Introduction To Crime Prevention Part I

(Internal Theft)

Introduction

Sales losses due to shrinkage-whether employee, customer, or vendor theft-continue to plague retailers. According to an annual survey conducted by the accounting firm Arthur Young and Company, 65 percent of inventory shrinkage is attributable to internal factors.

A company is more vulnerable to employee theft than to shoplifting. Obviously employees are hired in good faith, trusting that they are honest. But a dishonest employee can steal several items at one time or several times throughout the workday. This gives new meaning to the Biblical caution; “A man’s enemies are the men of his own house.”

Procedural Controls

A constant problem facing most business people is ensuring their employees are both productive and honest. One of the tools used to accomplish this is procedural control. Procedural controls involve a series of systems that guide employee activities. Many business people are not aware that such controls can be beneficial, cost-effective, and easily implemented.

A considerable portion of small business losses is attributed to poor internal controls. Losses to employee theft and pilferage are staggering. Add to this the losses due to conflicts of  interest, kickbacks, and auditing irregularities, damaged merchandise, poor inventory control, and it is readily apparent that losses due to lack of internal control are considerable. Largely, internal control only necessitates procedural change; though at times it is also necessary to incorporate some physical hardware or layout changes. Keep in mind and stress that procedures are designed for prevention not detection.

The level of internal loss depends, at least in part, on the attitude management takes toward employees. Some firms feel that security interferes with production and saves less than the cost when lower output is considered. To some, even the swiftest security procedure is frequently seen as a counter-productive expense having nothing at all to do with business. To be practical, however, you must consider the cost of any procedural change. Is the cost and effort involved proportionate to the problem? Rules that are not fully enforced are worse than no rules at all.

If employee theft is discovered and accurately documented, employers should prosecute. Some firms feel that firing an employee is adequate punishment, but it merely allows the thief to move freely from one company to another.

As a crime prevention practitioner, your ability to recognize the need for instituting or upgrading procedural controls is a valuable tool in helping to reduce criminal opportunity. This skill is also advantageous in developing a dialogue with business people.

Purchasing

Purchasing Agent’s Authority

The individual who serves as a company’s purchasing agent is extremely important. In fact, the nature of the purchasing agent’s authority is such that he/she can actually manipulate processes for spending the company’s money. Accordingly, purchasing agents commonly fall prey to unscrupulous vendors who make every effort to obligate the agent to them.

Because of this eventuality, many companies develop policies concerning accepting gratuities. Regardless of the stance taken, it is important that some guidelines are established so that all persons concerned-including vendors, purchasing agents, and management-know the rules.

Bill Padding “Kickbacks”

A major fraud practiced in purchasing is vendors kicking back part of the sales price to the buyer or other companies who authorizes an order. This opportunity arises when an employee is given independent authority to order services or merchandise. As a “fee” for being selected, a vendor obliges by returning a percentage of the gross order to the purchasing officer or other specific individual. Accepting these gratuities or kickbacks may cause the buyer to accept shoddy service or inferior goods or pay an inflated price. The added cost of kickbacks is usually borne by the purchaser.

To minimize opportunities for such losses, institute a policy that requires management to receive and file records of competitive bids, rotation of vendors who supply bids, written notification to suppliers that contracts are not awarded to vendors that offer gifts or gratuities to company employees, periodic expense analysis performed by administrative personnel or an outside auditing firm, and clear, firm statements of company policy which spell out all the ramifications of violating the no kickback policy (Jasper 1974,129). 

Another are of concern involves conflict of interest. In particular, businesses should make certain that employees do not have a personal interest in a vending operation that supplies the company. This arrangement can easily lead to favoritism at the expense of quality and cost.

Centralizing Purchasing

Security experts maintain that it is desirable, whenever the size of the firm permits, to centralize operations. This process has two basic advantages. First, centralized system purchases are usually larger which results in lower per unit cost, and second, centralization affords better supervision of control procedures.

Controlling Purchase Orders

Purchase orders, the written record that an order is placed for a particular item, are an important part of any purchasing control system. Experience shows that secure system uses pre-numbered order forms, with copies of executed purchase orders filed by both the accounts payable department and the receiving department.

Pre-numbering order forms facilitate their accountability in sequence. Security experts indicate that sequential accountability is a useful tool because destroying an order form is unlikely and if it occurs, it is not done without arousing suspicion.

We cannot overemphasize the importance of sufficient carbons of purchase orders. Authenticated copies produced by carbon paper or other specially treated paper protect against unauthorized changes, additions, or modifications, which are costly. As a minimum, prepare purchase orders in triplicate. Here is a suggested distribution: 1. Vendor 2. Unfilled or open file 

 3. Warehouse or receiving clerk.

The copy sent to the receiving clerk is used as goods delivered receipt and forwarded to purchasing when the goods actually arrive. Purchasing can then match this copy with their copy in the unfilled or open file. These two copies are then sent to accounts payable.

These triplicate copy forms provide checks-and-balances. Special consideration is given to the copy of the purchase order sent to the receiving clerk. Firms normally require receiving clerks to clearly note the quantity, condition, and other characteristics of merchandise received. If this procedure is carefully followed, it is possible to follow-up on short shipments and avoids overpaying a vendor.

In a well controlled purchasing system, every purchase or expense invoice is supported by valid documentation before becoming eligible for payment (Hemphill 1971, Ch.6). The verifying document may be an invoice, completed work order, bill of lading, transportation bill, or other type of document indicating delivery of service or goods. 

Separating Purchase, Receiving, and Authority to Pay Bills 

The three major functions of the purchasing process are: 1) purchasing or ordering merchandise, 2) receiving the merchandise, and 3) authorizing payment for the merchandise. The opportunities for fraud multiply geometrically when one person performs any two of these functions. Therefore, even if a most trusted employee is handling the process, wherever possible, maintain these functions separately.

Receiving Merchandise

Inadequate control over receiving merchandise offers opportunity for theft and embezzlement. Because opportunities for employees or others to steal property increases greatly at any location where goods are brought in or shipped out, take special precautions. 

Many smaller firms take these general steps to counter this problem: 1) limiting the hours of receiving to certain specific times, 2) posting the schedule on the receiving dock, and 3) assigning the duties concerned with receiving, stock-keeping, and delivery handling to three different employees. In addition, a variety of other protective measures, to secure receiving operations follows. 

Receiving in a Protected Area (Hemphill 1971, Ch.7)

Ideally, it is best receive goods and material within a fenced area when only suppliers’ vehicles or company cars are permitted. The physical layout is arranges to eliminate “blind spots” so receiving clerks can observe the entire area. Whether the receiving area is fenced or not, do not allow employee parking within 50 feet of the receiving door. Do not permit employees to leave the building through the receiving doors. Establish procedures that prohibit leaving merchandise on the receiving block. Finally, ensure that receiving doors are closed and locked when the area is not operational. Put a buzzer or bell on the receiving door to alert employees to shipment arrivals.

Packing Slips (Hemphill 1971, Ch. 7)

Never verify goods from a packing slip. These slips are often illegible or hard to read and represent only the items that the shipper claims to send, not necessarily, what was actually delivered. The packing slip may be inaccurate. For convenience, employees often initial a packing slip as a note that the merchandise is received; a procedure referred to as “blind receiving.” If the actual shipment is later counted and a discrepancy is found, it may be too late to file a shortage claim. In addition to the procedure described above, institute a procedure whereby a supervisor makes a periodic check of merchandise received after the receiving clerk signs for the shipment. The supervisor counts the goods before placing them with existing stock. Randomly conduct these checks. Examine any damaged cartons that evidence retaping or restrapping.

Check Product Weight

When products are ordered by weight, rather than by unit, weigh each before it is accepted. Once such a procedure is initiated, certify the scale’s accuracy on a periodic but irregular basis to counter possible tampering.

Receiving from a Railroad Car or Trailer

Shipments received on these carriers are usually secured at their point of origin with metal seals crimped by a locking tool. Each metal seal bears an individual number. A notation of this seal number is customarily placed on the bill of lading or the shipping document at the time the shipment leaves the factory or supplier. To provide maximum protection, however, implement procedures to ensure the seal numbers on the conveyance agree with those recorded on the billing.

Restrictions in Dock Area

Place restrictions during unloading or loading goods delivered or picked up by truck. Make shipping and receiving platforms restricted areas. Do not permit visiting truck drivers beyond the immediate dock.

Locate lounge and restroom facilities close to the dock to minimize drivers in the warehouse. Discourage casual visits to the dock area by non-shipping/receiving room employees.

Business Loss in Outgoing Shipping and Delivering

Two types of control systems are generally employed in a warehouse and delivery situation. One focuses on internal controls by which shipments or deliveries are authorized. The second involves controls over the physical processing of shipping and delivering. The following is a discussion of these controls and variations.

Controlling Outgoing Shipments

Some losses result form improper or unauthorized shipping. To minimize this loss, an invoice or shipping ticket serves as the basis for assembling merchandise for shipment. Consecutively number the invoices or shipping orders to provide better accountability. Prenumbered invoices ensure more effective accountability, because each one is accounted for.

Selecting and Checking

Some businesses use one employee to select the stock and a second employee to check and pack an order. This arrangement ensures accuracy in the delivery process and makes it more difficult to ship an unauthorized order. Provide space on the shipping order for both employees to sign.

Extra Merchandise on a Truck

Most delivery people and truck drivers are reliable. However, delivery procedures expose merchandise to unusual hazards. For example, loaders and checkers are human and can make errors in counting. Thus, from time to time, extra items may remain on a truck. At the end of the day, many companies require that a driver return all extra merchandise. This keeps losses at a minimum.

Factory Sealed Cartons

If possible, ship orders in carton quantities. If less than a carton is ordered, use alternate packaging with pilfer-proof tape. Factory sealed cartons offer less temptation to pilferage.

Auditing a Delivery Vehicle

Most firms have rules that prohibit a driver from loading his vehicle unsupervised. One method of supervising is having a checker or supervisor check off the merchandise with the driver, item by item, as it is loaded on the vehicle. As in anything else, collusion is possible with this method. Therefore, establish an audit policy. For example, conduct occasional counts of merchandise on delivery trucks, and compare it with the driver’s documents. Another approach is to rotate employees in shipping areas from one assignment to another.

Delivery Receipts

Require an authorized person to sign for merchandise at the point of receipt. This protects both the seller and the buyer.

Delivery Vehicles

Some business people think their delivery trucks are not susceptible to loss from theft or robbery. This is not true, and delivery vehicles should be locked at all times when unattended and key control maintained. An installed safe is advisable if drivers make money collections during their deliveries. The driver should not have a key to the safe.

Loss of Cargo

Additional techniques for minimizing cargo loss include parking loaded trailers back-to-back in docking areas; making adequate use of lighting; making non-stop hauls; using truck convoys; having all trucks painted on all sides, the back, and top so they are especially identifiable; covering trailer numbers on shipment containing high value merchandise, and restricting information about departure and arrival of unusual cargoes.

Packaging

From an advertising standpoint, it is desirable to use easily readable printing on the outside of shipping cartons. This advertising, however, alerts both drivers and employees, to the contents. Thus, when packaging for shipment use plain or coded identification systems to reduce opportunity. 

Warehouse and Storing

Encourage employees to look upon the warehouse or stockroom in the same way that a banker looks on the vault that safeguard the bank’s cash reserve. Poor warehouse conditions, either in main or feeder aisles, frequently contributes to a loss of respect for all merchandise handled by employees. In fact, some experts maintain that poor warehousing conditions give employees the false impression that stock is not valuable to the company. This situation leads to increased theft. The warehouse or stockroom is a critical area requiring sound procedural controls. Several of these controls are outlined below.

Auditing Merchandise

Establish two procedures for merchandising auditing. First, make frequent checks to compare the amount of merchandise on hand to what should be in stock. Second, if merchandise counts do not jibe, consider the possibility of theft.

Inventory

Inventories are customarily taken at monthly, semi-annual, or annual intervals, depending upon the size of the business concerned. Where someone maintains perpetual inventory records outside the store-keeping department, it is possible to exercise effective control over withdrawn merchandise with pre-numbered requisitions prepared in duplicate. Make a selective, physical count of certain items in stock on a weekly or monthly basis and compare with the balance shown on the inventory record. Check any discrepancies carefully to determine the cause.

When taking a physical inventory, sales clerks should inventory merchandise in departments other than the ones where they are regularly employed. Use other than stockroom employees to inventory that division. Make physical inventories entirely independent of the perpetual inventory and compare the results.

A final factor regarding this system concerns inventory records. Secure all records at all times when they are unattended. Make an effort to have the records maintained by employees outside the warehouse or stock-keeping department.

Restricting Access in Warehouse

As mentioned earlier, it is important to restrict access to warehouse and storage areas. Permit access only to those who have legitimate purpose. Paint “limit lines” on the floor indicating to truck drivers and other non-employees that the area is carefully regulated. Use color coded badges.

Require that employees, vistors, and truck drivers wear the badges. The color coding on the badge restricts employees to areas where they are permitted. A system like this enables supervisors to easily identify unauthorized persons.

High-Value Area

Among general merchandise, small, high-value items are prime theft targets. To protect these items, use a “warehouse within a warehouse.” A common method is to use a properly secured separate room. An alternative method is a fenced or caged area within the warehouse.

With regard to the rules of the high-value room, many companies find it important to constantly monitor such rooms when not locked. In addition, losses are sharply reduced if access is limited to authorized stockroom or warehouse employees. If not constantly manned, give only authorized employee’s keys to the high-value area. Consider using a buzzer or other opening indicator. If the value of the goods warrant, provide additional security by using closed-circuit television cameras.

Employee Controls

Shrinkage expert Peter Berlin, Prince Waterhouse, New York City, says: “Security is not always a major influence on shrinkage. In fact, sometimes there is no correlation. Granted, thieves are afraid to be caught, and security helps in that regard, but security controls in and of themselves are not enough.”

The point is well taken, for there’s more to counteracting internal theft than the standard security approaches such as CCTV, investigations, pre-employment polygraphic, or pencil-and-paper honesty tests.

According to Berlin, at least four other types of controls must be joined with standard security measures if a business is to effectively deter employee theft: control through policy (training and education), control through selection, control through inventory, and control through prosecution.

Applicant Screening

Establish and use strict procedures to screen potential employees. Do not limit the screening to a person’s potential to perform on the job or his likelihood of advancement. Extend the screening to a review of the individual’s background, criminal history, stability, and other factors that may increase the likelihood of dishonest acts. Much of this desirable information is harder to obtain. Many employers feel as though a polygraph examination may minimize the time and effort required conducting a background investigation and have turned to this to screen new employees. As a minimum, call previous employers-not just the immediate past employer. 

Spreading potential loss through the purchase of surety bonds is another risk-spreading technique used in business. For example, firms can protect against loss in advance by bonding employees who handle cash and valuables. Essentially, the surety bond serves as an “insurance policy” against loss suffered through illegal or fraudulent employee acts. Individual or blanket bonds covering all employees are available from many insurance companies. 

Cashier Controls

Cashiers are constantly exposed to temptation. Implement theft controls to reduce the opportunity and increase the possibility of detection. Non-registered sales and under-rings are two of the most common methods used to steal. Cashiers who are guilty of either may let the money accumulate in the register until break time or the end of the shift. For this reason, conduct unannounced cash register audits to determine fluctuations in registered totals. Give cash register receipts to all customers to minimize of an unused receipt. If more than one person works from a cash register, each one should have his or her own drawer to provide personal responsibility. 

Returned Merchandise

Establish specific procedures for returning merchandise. Preferred methods are to provide a credit slip, or if a charge, adjust the bill. Have the clerk fill out a returned merchandise form, and have the customer sign the form and include their mailing address. Some firms randomly check customers by mail for verification. Store returned merchandise in a separate, secure area for disposition. 

Employee Exits and Parking

Place time card racks in al logical position near the doors through which employees enter and exit. If time clocks are not used, designate specific exits for employees to leave the business. Require package slips of employees leaving the business with unusual packages and occasionally spot check these packages.

Human Aspects of Loss Prevention

Although there is no single reason why some employees steal and others remain honest, research indicates that three conditions exist in cases of employee theft: 1) the opportunity or easy access to remove valuable property or money, 2) the element of need or desire, and 3) mental justification on the part of the thief.

The opportunity factor is, of course, the primary focus of the Texas Crime Prevention Institute and is the framework within which most of the protective and remedial actions suggested in this program are structured. 

Need or desire is a condition generally beyond the capacity of the business person or crime prevention practitioner to define or control. Indirectly, however, through reducing criminal opportunity and thwarting mental justification, this factor is affect able.

Regarding mental justification for theft, two conditions warrant review. First, an image of dishonesty, fraud, or embezzlement in “high corporate places” has a significant effect on similar attitudes among rank and file employees. That is, if dishonesty is condoned, the rank and file employee commonly reacts by wanting his “piece of the action.” On the other hand, if a forthright and seemingly incorruptible company image is projected, it is commonly transferred to lower levels in the organization. The fact is that even under the best conditions there are more than enough people in a company with dishonest tendencies. Through image, example, and internal procedures, every effort is exerted to keep dishonesty at a minimum.

Shrinkage Control Devices Most Frequently Used

Training programs





Guards/detectives

Fitting room attendants

Lock and chain devices




Electronic/magnetic tags


Observation room

Incentive programs Limited access area


Point-of-sale systems


Mirrors






Visible and concealed TV monitors
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This is a group assignment.

Consider ways that employees steal from their employer. Focus your discussion on ways that utilize purchasing and receiving; outgoing shipping and delivering; warehousing and storing; applicant screening; cashier controls; returned merchandise; employee exits, and parking.

Once you have listed the many different ways employees can steal, list ways that an employer can reduce the opportunity for loss from the methods you listed.
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