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Institute for Criminal Justice Studies
Introduction To Crime Prevention Part I

(Checks & Credit Cards)

CHECKS AND CREDIT CARDS
Fraudulent Checks

Most businesses cash checks as a convenience to customers to encourage new or continued patronage. Laxity on the part of business people, combined with their desire to increase sales, make fraudulent checks a significant problem

For every careful merchant who refused to accept a check because it is improperly written, contains abbreviated information, or is not verified with corroborating identification, there are many others who accept the same check without hesitation. Therefore, all a criminal has to do is find a “cooperative” business – an easy job when there are so many to choose from. Within the context of lack of adequate check-cashing procedures, specific losses are associated with: failure to examine every check; failure to record vital information on checks; indiscriminate check cashing; fear of losing a sale unless a check is cashed without undue complication, and identifying the person cashing the check. Most of the time a clerk spends less than a minute with a check writer. Without proper identification, the check writer cannot be prosecuted in court.

Establishing a Check-Cashing Procedure 
As a crime prevention practitioner, you quickly learn that many businesses do not have adequate check-cashing policies. Thus, your role is to recommend procedures that offer the greatest possible protection against back checks. For effectiveness, you must stress applying procedures consistently and without deviation. Emphasize written procedures properly applied by employees. Include periodic reviews to refresh employee’s understanding of the procedures as well as the need for conscientious application. Employee apathy is a major contributor to heavy losses. Businesses can establish a number of preventive measures to reduce risk. Some suggestions follow.

· The amount – establish a firm policy regarding checks for amounts over the cost of merchandise or services.

· Employee responsibility-limit to certain employees the check-cashing responsibility for amounts higher than a purchase.

· Examination-examine every check carefully to ensure that all entries are complete, legible, and accurate. Compare signatures on check and identification.

· Identification- require more than one form of identification. The most valid form of identification is a valid drivers license. Look at all identification for signs of tampering different type styles, or torn laminated edges.

Questionable Forms of Identification
Credit cards, Military identification cards, Selective Service cards, Company identification cards, Insurance identification cards, Student identification cards (college), Library cards

Invalid Forms of Identification
Check-cashing courtesy cards, Social Security cards, Community organization cards, Fraternal organization identification cards, Letters

Additional Guidelines
· Adequacy of Information – Require the endorser’s name, address, home and business telephone numbers on the check. 

· Bad Check lists and Services – Advise merchants about using a bad checklist or check service if one is available. Such lists and services help detect persons known or suspected as bad check passers.

Unusual Items on a Check
The Small Business Administration recommends the following preventive actions:

· Beware of checks with a typed or rubber-stamped company name.

· Refuse to cash a check with the word “hold” written anywhere on it.

· Watch out for the “I’m an old customer” routine.

· Do not cash a check for an intoxicated person.

· Never assume a check is good because it looks good.

· Beware of personal checks bearing unusually high-sequence numbers.

· Have the employee cashing the check initial it so that it can be identified in court if necessary.

· Report all check violators to law enforcement.

· Follow through with prosecution on all check cases after a signed complaint.

· Protect blank business checks, canceled checks, bank statements, and check protector from theft and misuse.

· Frequently review canceled checks for unauthorized signatures or altered amounts.

· Familiarize yourself with the law governing fraudulent checks.

· Authenticate small business payroll checks by calling the company.

· Never assume that because a person is wearing a “uniform” with a company name and a personal nickname that he actually worked for the company whose check he is cashing.

· Beware of persons who cash checks for money orders.

Some back check writers cash fraudulent checks at small businesses and purchase money orders. The employee thinks that since no money is exchanging hands, only paper, that this is all right. The employee is not careful to check the identification of the customer. The check writer can then cash his money order at another store or business nearby.

Signature Comparison
The identification required to cash a check should have a signature on it. Require the customer to sign the check again if it has already been endorsed. Compare the signature on the check and the identification. Have the customer print his name below any illegible signature. When all customers are treated in an indistinguishable manner, their compliance with check-cashing policy is more favorable. People tend to resent having to produce more identification to cash a check than the customer in front of them does. Remember that no one is obligated to cash a check. Everyone has the right to refuse anyone’s check, even if the casher presents all required identification.

Pointing Out Errors
Crime prevention practitioners may have to assist with employee training. One approach to teaching employees is to identify errors on checks on file with the company. This is done only with the support of the employer. Obtain a sampling of the checks in advance for research and study. The following are common mistakes found on checks that bounce.

· Written and numerical amounts differ

· Not endorsed 

· No signature where the make should sign

· Make out to a different business

· Post-dated

· Endorsed improperly

· Improper or no identification 

· Counter checks that are unacceptable

· Dated incorrectly

· No address

Prosecution
A person who passes a worthless check can be criminally prosecuted if the facts constitute a violation of the criminal law. The prosecutor must prove all the elements of the offense.

Credit Cards
Credit cards are widely used because the convenience is appealing. Consumers carry and use credit cards to reduce the amount of money they carry and businesses feel compelled to accept credit cards, the same as checks, to be competitive. The crime prevention practitioner may not be able to change a business’ credit card procedures. However, training program son fraudulent use of credit cards helps reduce company losses.

Canceled Cards
Credit cards safeguards are contained in cancellation bulletins mailed to businesses on a weekly or monthly basis. Destroy outdated bulletins when a new one arrives. The card member, the business, and the card company are protected when proper procedures are followed. This procedure is commonly handled by automated electronics.

Call for Authorization
Credit card companies have toll-free numbers to call for authorization. Authorization is returned to the business as an approval code for transaction. The code number is written on the charge record. It is most common today for authorization to be handled by automated electronics. Make calls for authorization immediately when: A chard holder purchased the same item several times on the same day: a card holder tries to rush the sales person; a card holder appears nervous; a card holder wants to know the floor limit; a card holder is overly friendly; the purchase is an over limit charge; the card number appears in the cancellation bulletin; the card is expired; the card is not valid; the signatures do not match; the card has evidence of being tampered with; the card has been altered; the card holder has no other identification; the card holder refuses to produce additional identification; or there are any other suspicions.

Conclusion

Include guidelines and safeguards on credit cards in your crime prevention training for fraudulent checks. Identification and comparison of signatures are the same for each. Most banks and saving companies are eager to support such training programs.

PAGE  
4
ICJS – Introduction to Crime Prevention – Part I – (Checks & Credit Cards)


