Exceptions

14. The Ccourt may authorize exceptions to this procedure with
respect to particular filings, for good cause shown. The Court may
also modify this procedure with respect to the filing of deocuments
that contain or may contaln classified information in addition to
sensitive discovery material, in accordance with any protective
order for classified material that is entered in this case. This
protective order applies to court filings and does not control
court proceedings such as hearings and trials.

Miscellaneous provisions

15. Nothing in this Order shallil preclude the Government from
seeking a further protective order pursuant to Rule 16(d} as to
particular items of discovery material. Similarly, nothing in this
Order constitutes a waiver of any right of the Defendants to use
discovery material in connection with any pleading or proceeding in
this case, provided that such use is consistent with the provisions
of this Order or any further Order, as well as any applicable law.

16. DNotwithstanding any other provision of this or any other
Protective Order that may be entered by the Court, the disclosure
or discovery of materials that may be submitted to the Court in

cennection with any FISA-related litigation, including but not



limited to any FISA applications, orders, or related materials,

shall be governed by FISA.

SO ORDERED this éowday of December, 2006.

Presented by
/s/David E. Nahmias, USA
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PROTECTIVE ORDER FOR CLASSIFIED MATERIALS

This matter is before the Court upon the Government’s several
motions for a protective order to prevent the unauthorized
disclosure of classified national security information in this case
{Docs 33, 65, 99); the Defendants’, Intervenors’, and BAmici”s
objecticons {(Docs 79, 82, 105); and the Government’s responses
thereto (Docs 99, 100).

On January 25, 2007, this Court held a hearing on the
Government’s proposed protective order, at which all sides were
given an opportunity to present their views. (Docs 155, 157).
Having considered ﬁhe pleadings and the oral arguments made at the
hearing, the Court OVERRULES the Defendants’, Intervenors’, and
Amici’s objections to the Government’s motions and FINDS:

Section 3 of the Classified Information Procedures Act, 18

U.s.C. App. III (“CIPA"), requires entry of a protective order upon

motion by the Government. The Government has properly moved for
such an order, so one shall be entered, as detailed below.

The Government has demonstrated the need to safeguard national

security information at all phases of this criminal proceeding,




including any appeliate proceedings. While the following order in
no way binds the appellate courts, it does control and govern the
conduct of all individuals granted access to classified information

during this case at all times unless and until it is superseded by

a protective order issued by an appellate court.

The Government’s participation in any decision that the Court!?
may be asked to make concerning defense requests to share
classified information with either a Defendant or a third party is
necessary and appropriate. First, Government participation is
structurally proper, given that it is the Executive Branch that
ultimately controls the disclosure of classified information.
Second, the Government is uniquely situated to advise the Court on
the risks involved in disseminating classified information, whether
because of the nature or scurce of the information or because of
the individual with whom it is to be shared.

The Court acknowledges its role in ensuring that the‘public’s
First Amendment right of access to court filings is not improperly
compromised. To that end, the Court will exercise its discretion
to compare redacted filings with their companion.classified filings
to verify that only classified information and materials are kept
under seal. While the Court is not now setting any formal deadline
for the Government to supply redacted versions of its classified

filings, the Court may revisit the issue should there be excessive

! “Court” refers to both the District Court and the Magistrate
Court insofar as this Order delegates authority (see 9 4, below).
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delays between the filing of classified documents and the public
release of redacted versions thereof.

THEREFORE, pursuant to the authority granted under Section 3
of CIPA; the Security Procedures Established.Pursuant To Pub. L.
96-456, 94 Stat. 2025, By The Chief Justice Of The United States
For The Protection Of Classified Information (reprinted following
Section 9 of CIPA) (“Security Procedures”); Rules 16{d) and 57 of
the Federal Rules of Criminal Procedﬁre; the general supervisory
authority of the Court; and in order to.protect the national
security,

THE COURT_ HEREBY FURTHER FINDS AND ORDERS:

1. This case will involve <classified national security
information, the storage, handling and control of which, by law or
regulation, requires special security precautions, and access to
which requires a security clearance and an actual need to know.

2. The purpose of this Order is to establish the procedures
that must be fcllowed by the Defendants, defense counsel, other
counsel involved in this case, persons assisting defense counsel,
other Court personnel, and all cther individuals who are granted
access to classified information or documents in connection with
this case. It is a further purpose of this Order to ensure that
those authorized by the Order to receivé classified information do
not divulge the classified information disclosed to them to anyone

who 1s not authorized to receive it, or otherwise use the

classified information, except in conformity with this Order or




with prior written authorization from the originating agency.

3. The procedures set forth in this Protective Order and in
CIPA will apply to all pretrial, trial, post-trial and appellate
aspects concernihg classified information in this case, aﬁd may be
modified from time to time by further order of the Court acting
pursuant to Fed. R. Crim. P. 16{(d), CIPA, and the Court’s inherent
supervisory authority to ensure a fair trial,

4. The Court may refer pretrial matters involving classified
information to the Magistrate Judge for review and consideration
consistent with this and any other applicable orders that may be
issued by the Court pursuant to CIPA or any other applicable law.
In the event of a referral, this Protective Order, and any other
applicable orders, shall remain in effect and binding upon each of
the parties and shall govern all proceedings that are held before
the Maglistrate Judge until such further order of this Court. The
Magistrate Judge shall have the full autheority to hear and
determine any referred pretrial matter that is granted pursuant to
28 U.S.C. § 636 or any other applicable law. Because of the
possibility of referrals, all references below to "the Court" shall
include the Magistrate Court.

5. Definitions. The following definitions shall apply to

this Order:
a. The terms “classified national security information

and documents,” “classified documents and information,” “classified

information,” and “classified documents” refer to:




i. Any document that has been classified by any
Executive Branch agency in the interests of national security or
pursuant to Executive Order 12,958, as amended, as “CONFIDENTIAL,”
“SECRET,” or “TOP SECRET,” or additionally contreclled as “SENSITIVE
COMPARTMENTED INFORMATION” (SCI), and any information contained in
such documents;

ii. Any document or information that the Defendanfs
or the defense know, or should reasonably know, has been derived
from United States Government information that was classified,
regardless whether such document or information has subseguently
been classified by the Government pursuant to Executive Order
12,958 as amended;

iii. Verbal classified information that has been
disclosed by attorneys for the Government or by a witness in a
court proceeding to the Defendants or the defense; or

iv. Any document or information, including verbal
information and “foreign government information” (as that term is
defined in Executive Order 12,958, as amended)}, that the Defendants
or the defense have been notified is classified, unless already
possessed by or known to the Defendants or the defense, providéd
that such knowledge is not derived from materials described in
subparagraph 5(a) (i), (ii), or (iii) above.

b. The words ‘“document” and “information” shall
include, but are not limited to, all written or printed matter of

any kind, formal or informal, including originals, conforming
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copies and non-conforming copies (whether different from the
original by reason of notation made on such copies or otherwise),
and further include, but are not limited to:

i. Papers; correspondence; memoranda; notes;
letters; reports, summaries; interoffice and intra-office
communications; notations of any sort concerning conversations,
meetings or other communications; bulletins; telexes; cables;
teletypes; telegrams; facsimiles; invoices; worksheets; and drafts,
alterations, modifications, changes and amendments of any kind to
the foregoing:

ii. Graphic or oral records or representations of
any kind, including, but not limited to, photographs, maps, charts,
graphs, microfiche, microfilm, videotapes, soﬁnd reccordings of any
kind and motion pictures;

iii. Electronic, mechanical, magnetic, optical or
electric records of any kind, including, but not limited to, data
stored on tapes, cassettes, CD-ROMS, disks, recordings, films,
typewriter ribbons, word processing or other computer tapes or
disks, and all manner of electronic data processing storage; and

iv. Information acquired aurally.

c. “Access to classified information” means having
access to, reviewing, reading, learning, or otherwise coming to
know in any manner any classified information.

d. “Secure Area” shall mean a physical facility

accredited for the storage, handling, and control of classified



information.

e. “The defense” means any person assisting the
Defendants with the preparation of their defense in this case
including (but not limited to) counsel for the Defendants and
employees of, consultants to or contractors for defense counsel.

f. “Attorneys for the Government, ” “Government
counsel,” and “counsel for the Government” means the attorneys
listed in paragraph 10 herein and their respective supervisors.

g. “Originating agency” means the government agency,
department or entity from which the classified document or the
information contained therein originated.

6. Any document or information provided by attorneys for the
Government to the Defendants or the defense referencing,
mentioning, originating from, or concerning any agency, or part of
an agency, that is a member of the United States “intelligence
community” (as defined in Section 3.4 of the National Security Act
of 1947, codified at 50 U.S8.C. § 401a(4)}, other than the FBI, or
information in possession of such agency, or part thereof, other
than the FBI, shall be presumed to fall within the meaning of
classified information unless and until the Court Security Officer
or an attorney for the Government advises otherwise in writing.

7. All classified documents and information shall remain

classified unless such document or information bears a clear

indication that it has been declassified by the originating agency.




8. Information in the public domain is ordinarily not

classified. However, such information may be considered
classified, and therefore subject to the provisions of CIPA, if it
is confirmed by any person who has had access to the classified
information, and that confirmation corroborated the information in
question. Any attempt by the Defendants or the defense to have
such information confirmed or denied at trial, or in connection
with any pretrial, post-trial or other proceeding in this case,
shall be governed by CIPA and the provisions c¢f this Order.

9. In accordance with the provisions of CIPA and the
Security Procedures, the Court designates Jennifer H. Campbell as
Court Security Officer for this case and Mary M. Cradlin, Christine
E. Gunning, Michael P. Macisso, Daniel 0. Hartenstine, Erin E.
Hogarty, James P. Londergan, John P. Molinard, Barbara J. Russell,
and Joan B. Kennedy as Alternate Court Security Officers
(collectively “the CS0”), for the purpose of providing security
arrangements necessary to protect from unauthorized disclosure any
classified documents or information to be made available in
connection with this case. The defense shall seek guidance from
the CSO with regard to the appropriate storage, handling,
transmittal, and use of classified information.

10. The Court has been advised that the following Government
attorneys will be working on this case: United States Attorney
David E. Nahmias, Assistant United States Attorneys Katherine B.

Mcnahan and Robert C. McBurney, and U.S. Department of Justice



Trial Attorney Alexis L. Collins and Attorney Advisor Shennie
Patel, along with various supervisory attorneys. The Court has
also been advised that the Government attorneys have the requisite
security clearances to have access to the classified information in
this case. The Government may add additional attorneys with notice

to the Court and defense counsel.

11. Protection of Classified Documents and Information: The
Court finds that, in corder to protect the classified do;uments and
information involved in this case, no person except the attorneys
for the Government, personnel of the originating agency and other
intelligence agencies, appropriately-cleared Department of Justice
employees, judicial personnel, members of the defense, and the
Defendants (subject to paragraphs 11(d} and 19(b)} shall have
access to the classified documents and information in this case.

a. Judicial personnel, other than the Court, may obtain
access to classified documents or information after having been
granted security clearance by the CSO.

b. No member of the defense shall have access to any
classified documents or information in this case unless that person
shall first have:

i. received approval for access to the particular
classified documents or information from the Government or, should
the Government reject the request, from the Court in a separate

order, which shall not occur except upon a showing of a need to

know the particular classified information and upon consideration




of any résponsive pleading from the Government:;

ii. received the necessary security clearance at
the appropriate level of classification as determined by the
Department of Justice Security Officer working in conjunction with
the CS0; and

iii. signed a Memorandum of Understanding (a form
for which is attached hereto), agreeing to comply with the terms of
this Order.

c. The substitution, departure.or removal of counsel
for the defense or anyone associated with the defense as an
employee, consultant, contractor, witness or otherwise shall not
release that person from the provisions of thié Order or the
Memorandum of Understanding executed in connection with this Order.

d. The Defendanﬁs shall not have access to any
classified documents or information in this case except pursuant to
paragraph 19 (b).

12. For the purpose of establishing the security clearances
necessary for access to classified documents and information that
may be involved in this case, the defense, and such Court personnel
as the Court requires for its assistance shall forthwith complete
and submit_to the CS0 Standard Form 86 (“Security Investigation
Data for Sensitive Position”), the necessary releases, and full
fingerprints, unless such person already holds an appropriate
security clearance and 1is approved for access to classified

documents and information in this case. The CS0 shall take all
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reasonable steps to process all security clearance applications in
a timely manner. The C30 shall not disclose to Government
attorneys any information supplied by anyone applying for security
clearance pursuant to this Order.

13. The CSO shall arrange for and maintain an appropriately
approved secure area for the use of the defense. The CS0O shall
establish procedures to ensure that the secure area is accessible
during normal business hours, and at other times on reasonable
reguest as approved by the CS0, to the defense, the Defendants (if
such access should be determined by the Court to be ﬁecessary and
is authorized through a separate order, subject to paragraph 19(b)
herein), and witnesses authorized to access classified information
pursuant to paragraph 19 herein (hereafter “authorized witnesses”)
who are accompanied by defense counsel. The secure area will be
outfitted with any secure cffice equipment requested by the defense
that is reasonable and necessary to the preparation of a defense in
this case. The CSO, in consultation with defense counsel, shall
establish procedures to “assure that the secure area may be
maintained and operated in the most efficient manner consistent
with the prectection of classified information. No documents
containing classified information may be removed from the secure
area by anyone, including the defense, unless authorized by the
CSO. No person, including the defense, shall copy or reproduce any
classified document or information in any form, except with the

approval of the CSO or 1in accordance with the procedures
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established by the CSO for the operation of the secure area.

14. 1If, upon the entry of a separate order of the Court as
provided in paragraph 19(b), 1t becomes necessary for the
Defendants to discuss classified matters, review classified
documents or information, or otherwise meet with defense counsel
regarding classified matters, this will only occur in the Secure
Area and under appropriate supervision, which the €SO will
coordinate with the U.8. Marshals Service, to ensure that the
Defendants do not escape, cause physical injury to themselves or
others, or remove, copy, alter or destroy classified documents or
information or obtain access to classified documents or information
that the Defendants are not authorized to review, and to ensure
that the Defendants do not use the opportunity to review the
classified materials to circumvent any applicable security
restrictions and other orders of this Court governing discovery in
this case.

15. Filing of Papers By the Defense: Any pleading or other

document filed by the defense shall be filed under seal with the
Court through the CSO or her designee, unless defense counsel has
obtained permission from the CS0, specific to a particular pleading
or document (e.g., meotions for extensions of time, continuances,
scheduling ﬁatters, etc.) not containing information that is or may
be classified or under seal, to file the pleading or document not
under seal. Pleadings filed under seal with the CSO shall be

marked, “Filed In Camera and Under Seal with the Court Security
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Officer or Designee.” Such pleadings need not be accompanied by a
‘separate motion to seal, but should include in the introductory
paragraph a statement that the item is being filed under seal
pursuant to this Order. The time of physical submission to the CSO
shall be considered the date and time of filing. The CSO shall
promptly examine the pleading or document and, in consultation with
representatives of the appropriate agencies, determine whether the
pleading or document contains classified information. If the CSO
determines that the pleading or document contains classified
informaticon, she shall ensure that the portion of the document that
contains classified information, and only that portion, is marked
with the appropriate classification marking(s) and remains under
seal. All portions of all papers filed by the defense that do not
contain classified information shall be immediately unsealed by the
CS80 and placed in the public record. The CS0O shall immediately
deliver under seal to the Court and attorneys for the Government
any pleading or document filed by the defense that contains
classified information. The Court shall then direct the Clerk of
Court to enter on the docket sheet the title of the pleading or
document, the date it was filed, and the fact that it has been
filed under seal with the CSO.

1l6. Fiiing of Papers by the Government: Any pleading or
document filed by attorneys for the Government that contains
classified information shall be filed under seal with the Court

through the CSO or her designee. Such pleadings and documents

13




shall be marked, “Filed In Camera and Under Seal with the Court
Security Officer or Designee.” Such pleadings need not be
accompanied by a separate motion to seal, but should include in the
introductory paragraph a statement that the item is being filed
under seal pursuant to this Order. The time of physical submission
to the CSO shall be considered the date and time of filing. The
CSO shall immediately deliver under seal tc the Court and the
defense any pleading or document filed by the Government that
contains classified information, provided that the defense has
proper clearance to receive the pleading or document. The Court
shall then direct the Clerk of Court to enter on the docket sheet
the title of the pleading or document, the date it was filed, and
the fact that it has been filed under seal with the CSO. Unless
otherwise granted leave by the Court, the Government shall file
with the Clerk of Court a redacted, unclassified version of any
filing that was sealed because it contained classified information
as soon as practicable or as ordered by the Court,

17. Sealing_of Records: The CS0 shall maintain a separate
sealed record for those pleadings or documents containing
classified materials. The CSO shall be responsible for maintaining
the secured records for purposes of later proceedings or appeal.

18. Access to Classified Information: The defense, the
Defendants (if such access should be determined by the Court to be
necessary and is authorized through a separate order, subject to

paragraph 19(b) herein), and authorized witnesses when accompanied
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by defense counsel shall have access to classified documents or
information only as follows:

a. All classified documents or information produced by
the Government to the defense, in discovery or otherwise, and all
classified documents or information possessed, <c¢reated, or
maintained by the defense, shall be steored, maintained, and used
only in the secure area established by the CSO or in another area
authorized by the CS0,.

b. The defense and authorized witnesses when
accompanied by defense counsel shall have free access in the secure
area to the classified documents or information made available to
them in accordance with this Order, and shall be allowed to take
notes and prepare documents with respect to those materials.

C. All documents prepared by the defense, the
Defendants or authorized witnesses {(including pleadings or other
documents intended for filing with the Court) that contain or deal
in any way with classified information shall be transcribed,
recorded, typed, duplicated, copied, and otherwise prepared only by
persons who have received an appropriate approval for access to
classified information, and only in the secure area on approved
word processing and data.handling equipment, and in accordance with
the procedures approved by the CSO. All such documents and any
associated materials (such as notes, drafts, copies, typewriter
ribbons, magnetic recordings, and exhibits) containing classified

information shall be maintained in the secure area unless and until
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the CS0 determines that those documents or associated materials are
unclassified in their entirety. None of these materials shall be
disclosed to counsel for the Government.

d. The defense, the Defendants (if access to classified
information is determined by the Court to be necessary and is
authorized through a separate order, subject to paragraph 19(b)
herein), and authorized witnesses shall discuss classified
documents or information only within the secure area or in another
area authorized by the CS0, and shall not discuss or attempt to
discuss classified information over any standard commercial
telecommunications system or office communication system,
including, but not limited to, by facsimile and over the internet.

e. The CSO shall not reveal .to the Government the
content of any conversation she may hear émong the defense, reveal
the nature of the documents being reviewed by them, or the work
generated by them. In addition, the presence of the CS0O shall not
operate as a waiver of, limit, or otherwise render inapplicable,
the attorney-client or work product privilege.

19. Disclosure of Classified Information: The defense, the
Defendants (if access to classified information is determined by
the Court to be necessary and is authorized through a separate
order, subject to paragraph 19(b) herein), and authorized witnesses
shall not disclose, without prior approval of the Court, any
classified document or information to any person not authorized

pursuant to this Order, except for the Court or those Court
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personnel, personnel of the originating agency and other
intelligence agencies, appropriately-cleared Department of Justice
employees, or attorneys for the Government who have been identified
by the CSO as having the appropriate clearances and the need-to-
know and 1in accordance with the procedures of CIPA and the
procedures established by the (CSO. Counsel for the Government
shall be given an opportunity to be heard in response to any
defense request for disclosure to a person not named in this Order.
Any person approved by the Court for disclesure under this
paragraph shéll be reguired to obtain the appropriate security
clearance, to sign and submit to the Court a Memorandum of
Understanding in the form attached to this Order, and to comply
with all terms and conditions of this Order. If preparation of the
defense requires that classified documents or information be
disclosed to a person not named in this Order, the €S0 shall
promptly seek to obtain a security clearance for such person at the
request of defense counsel,.

a. No person shall discuss classified documents or
information in the presence cf any person who has not been granted
access by the Court to such classified documents or information.

b. No person shall disclose c¢lassified documents or
information to either of the Defendants without prior concurrence
of counsel for the Government (in consultation with the originating
agency) or, absent such concurrence, an order of the Court, which

shall not occur except upon a showing of a need to know the

17




particular classified document or information. Counsel for the
Government shall be given an opportunity to be heard in response to
any defense request for disclosure to the Defendants of any
classified document or information.

cC. Procedures for the use or the public disclosure of
classified information shall be those provided in Sections 5, 6 and
8 of CIPA. These provisions, and this Order, require that:

i. Any and all items which are classified that the
defense seeks to use or publicly disclose shall be listed in tﬁe
Defendants’ Section 5 notices.

ii. To facilitate the filing c¢f notices required
under Section 5 of CIPA, the CS0O shall make arrangements with the
appropriate agencies for a determination of the classification
level, if any, of materials or information either within the
possession of the defense or the Defendants or about which the
defense or the Defendants have knowledge and which the defense
intends to use in any way at any pretrial proceeding, deposition,
trial or post-trial or other proceeding. Nothing submitted by the
defense to the CS0 pursuant to this paragraph shall be made
available to counsel for the Government unless so ordered by the
Court or so designated by the defense.

20. Notwithstanding any other provision of this or any other
Protective Order that may be entered by the Court relating to the
disclosure of classified information, the Foreign Intelligence

Surveillance Act (FISA) shall govern the discleosure or discovery of
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materials in connection with any FISA-related litigation, including
but nrot limited to any FISA applications, orders or related
materials.

21. Any unauthorized wuse or disclosure of classified
information may constitute a violation of United States criminal
law. 1In addition, any vioclation of the terms of this Order shall
be immediately brought to the attention of the Court and may result
in a charge of contempt of the Court and possible referral for
criminal prosecution. Any breach of this Order may also result in
the termination of the person’s access to classified documents and
information. Perscns subject to this Order are advised that direct
or indirect unauthorized use, disclosure, retention or negligent
handling of classified documents or information could cause serious
damage, and in some cases exceptionally grave damage, to the
national security bf the United States and may be used to the
advantage of a foreign power against the interests of the United
States.

22. All classified documents and information to which the
defense, the Defendants or authorized witnesses have access in this
case are now and forever remain the property of the Government.
Any member of the defense, here including the Defendants and
authorized witnesses, who receives classified documents or
information shall return all such documents and information in
their possession or for which they are responsible, upon demand of

the CSO. Any notes, summaries, or other documents prepared by the
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defense, the Defendants, or authorized witnesses that contain
classified information shall remain at all times in the custody of
the CSO for the duration of this case. All such notes, summaries,
and other documents shall be destroyed by the CSO in the presence
of defense counsel, should they choose to be present, (a) one year
after the judgment in this case is final or (b) at the conclusion
of litigation of any motion filed pursuant to 28 U.S.C. § 2255, if
said motion was filed within one year after the judgmeﬁt became
final, whichever event is later.

23. A copy of this Order shall be issued forthwith to the
attorneys for the Government, the €S0, the Defendants and counsel
of record for the Defendants. Counsel for the defense shall be
responsible for advising the Defendants, authorized witnesses and
any other member of the defense who should be made aware of the
contents of this Order. The Defendants, counsel for the Defendants
and any other individuals who will be provided access to classified
documents or information pursuant to this Order shall execute the
Memorandum of Understanding in the form attached hereto. Counsel
for the Defendants shall file executed originals of such documents
with the Court, and serve copies of executed originals of such
documents upon the CSO and the Government. The execution and
filing of the Memofandum of Understanding is a céndition precedent
for the Defendants, any member of the defense or any other

individual to have access to classified information.
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24. The Court may amend this Protective Order and/or issue

additional Protective Orders as needed.

A
SO ORDERED this 8hutday of February, 2007.

UNITED STATES DISTRICT JUDGE

Submitted by
/s/Rebert C.I. McBurney, AUSA
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF FLORIDA

CASE NO. 04-60001-CR-COOKE/Brown (s)(s)(s)(s)(s)

UNITED STATES OF AMERICA

ﬂlé}%j by ~T ] D.C.
V. .l—
ﬁ 8 2006

ADHAM AMIN HASSOUN,
a’k/a “Abu Sayyaf,” CCLLE‘:?F:(;:UC.:EAM?AIE?:“ET.
MOHAMED HESHAM YOUSSEF, ——
a’k/a “Abu Turab,”
KIFAH WAEL JAYYOUSI,
a/k/a “Abu Mohamed,”
KASSEM DAHER,
a/k/a “Abu Zurr,” and
JOSE PADILLA,
a/k/a “Ibrahim,”
a/’k/a “Abu Abdullah the Puerto Rican,”
a/k/a “Abu Abdullah Al Mujahir,”

Defendants.

AMENDED CIPA § 3 PROTECTIVE ORDER

This matter comes before the Court upon the Government’s Motion for Protective
Order to prevent the unauthorized use, disclosure or dissemination of classified national
security information and documents which will be reviewed by or made available to, or are
otherwise in the possession of, defense counsel in this case.

Pursuant to the authority granted under Section 3 of the Classified Information
Procedures Act, 18 U.S.C. App. 3 (1994) (CIPA); the Security Procedures Established

pursuant to Pub. L. 96-456, 94 Stat. 2025, by the Chief Justice of the United States for the

PRYS
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Protection of Classified Information (reprinted following CIPA Section 9); the general
supervisory authority of the Court, and in order to protect the national security;

IT IS HEREBY ORDERED:

1. The Court finds that this case will involve classified national security
information, the storage, handling and control of which, by law or and regulation, requires
special security precautions, and access to which requires a security clearance and a
"need-to-know.”

2. The purpose of this Order is to establish, consistent with applicable statutory
law, the procedures that must be followed by all defense counsel of record, their designated
employees, all other counsel involved in this case, translators for the defense, any Court
personnel, and all other individuals who receive access to classified information or
documents in connection with this case.

3. The procedures set forth in this Amended CIPA Protective Order, and CIPA,
shall apply to all pre-trial, trial, post-trial, and appellate aspects concerning this case, and may
be modified from time to time by further order of the Court acting under Fed. R. Crim. P.
16(d), Sections 3 and 9 of CIPA, and its inherent supervisory authority to ensure a fair and
expeditious trial.

Definitions

4. As used herein, the terms "classified national security information and

documents," "classified information" and "classified documents" refer to:
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a. Any classified document or information which has been classified by
any Executive Branch agency in the interests of national security or pursuant to Executive
Order 12958 or its predecessor Orders as "CONFIDENTIAL," "SECRET," OR "TOP
SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED
INFORMATION (SCI)," or any information contained in such documents;

b. Any document or information, regardless of its physical form or
characteristics, now or formerly in the possession of a private party, which has been derived
from United States government information that was classified, regardless whether such
document or information has subsequently been classified by the government' pursuant to
Executive Order 12958 or its predecessor Orders as "CONFIDENTIAL," "SECRET," or
"TOP SECRET," or additionally controlled as "SENSITIVE COMPARTMENTED
INFORMATION (SCI)" by the appropriately authorized authorities;

c. Oral classified information known from a verbal disclosure to defense
counsel;

d. Any document and information, including verbal information, as to
which the defense counsel have been notified orally or in writing that such documents or

information contain classified information; or,

' This provision is meant to explain how classified information may or could come,
unknowingly, into the possession of the parties. It intended merely to assist the parties in their
continued good faith efforts to guard against the unauthorized, inadvertent disclosure of
classified information. It is not intended to be a trap for those who unknowingly come into
possession of classified information.
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€. Any information, regardless of place or origin and including "foreign
government information," as that term is defined in and Executive Order 12958, that could
reasonably be believed to contain classified information.

S. The words "documents" or "information" shall include, but are not limited to,
all written or printed matter of any kind, formal or informal, including originals, conforming
copies and non-conforming copies (Whether different from the original by reason of notation
made on such copies or otherwise), and further include, but are not limited to:

a. Papers, correspondence, memoranda, notes, letters, reports, summaries,
photographs, maps, charts and graphs, interoffice and intra-office communications, notations
ofany sort concerning conversations, meetings, or other communications, bulletins, teletypes,
telegrams, and telefacsimiles, invoices, worksheets, and drafts, alterations, modifications,
changes and amendments of any kind to the foregoing;

b. Graphic or oral records or representations of any kind, including, but
not limited to, photographs, charts, graphs, microfiche, microfilm, videotapes, sound
recordings of any kind, and motion pictures;

C. Electronic, mechanical or electric records of any kind, including, but not
limited to, tapes, cassettes, disks, recordings, films, typewriter ribbons, word processing or

other computer tapes or disks, and all manner of electronic data processing storage; and,
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d. Information acquired orally or verbally that is classified or which
defense counsel has reason to believe is classified, or which defense counsel has reason to
believe is derivative of classified material.

6. All classified documents, and information contained therein, shall remain
classified unless the documents bear a clear indication that they have been declassified by
the agency or department that is the originating agency of the document or the information
contained therein (hereinafter, the "originating agency"), or the holder(s) have otherwise been
notified of the declassification by an appropriate government official.

7. Information in the public domain is ordinarily not classified. However, if
defense counsel anticipates seeking the confirmation or denial of public domain information
by any person who has, or has had, access to the classified information at trial, or in
connection with any pretrial or other proceeding in this case, that shall be governed by CIPA
and all provisions of this Order.

8. "Access to classified information" means having access to, reviewing, reading,
learning, or otherwise coming to know in any manner any classified information.

9. "Secure area” shall mean a physical facility accredited for the storage, handling,
and control of classified information.

10.  Court Security Officer - In accordance with the provisions of CIPA and the

Security Procedures, the Court designates James Londergan, Security Specialist as Court

Security Officer for this case, for the purpose of providing security arrangements necessary
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to protect from unauthorized disclosure any classified documents or information to be made
available in connection with this case. Defense counsel shall seek guidance from the Court
Security Officer with regard to appropriate storage, handling, transmittal, and use of
classified documents and information.

11.  Government Attorneys - The Court has been advised that the following

government attorneys working on this case, Assistant U.S. Attorneys Russell R. Killinger,
Brian K. Frazier, and Julia A. Paylor and U.S. Department of Justice Trial Attorneys
Stephanie K. Pell and Mark Maldonado, and their respective supervisors, have the requisite
security clearances to have access to the classified documents and information that relates
to this case. All references to government attorneys, or attorneys for the government, as used
in this Order, refer only to the attorneys listed in this paragraph and their respective
Supervisors.

12.  Protection of Classified Information — The Court finds that, in order to protect

the classified information involved in this case, no person, including the defendants and any
witness for the defense, except government attorneys, appropriately cleared Department of
Justice employees, personnel of the originating agency, defense counsel, employees of
defense counsel or translators employed by defense counsel, shall have access to the
classified information in this case. Persons other than government attorneys, appropriately
cleared Department of Justice employees, and personnel of the originating agency, can only

obtain access to classified documents and information after having been granted a security
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clearance by the Court Security Officer, and with permission of the Court, either through this
Order, (for those named in paragraph 13 below), or by a separate Order upon showing of a
need to know.

13.  Defense Counsel - Subject to the provisions of paragraph 12, the following

attorneys for the defense, their approved employees and translator (collectively referred to
herein as "the defense"), shall be given access to classified documents and information as
required by the government’s discovery obligations and otherwise as necessary to prepare
for proceedings in this case: Kenneth M. Swartz, Jeanne Baker, William W. Swor, Michael
Caruso, Anthony J. Natale, Orlando do Campo and Andrew Patel, once each of the listed
individuals have obtained security clearances verified by the Court Security Officer, James
Londergan.

Any additional person whose assistance the defense reasonably requires may only
have access to classified information in this case after obtaining from the Court -- with prior
notice to the “Wall”attorney for the government® -- an approval for access to the appropriate
level of classification on a need-to-know basis, and after satisfying the other requirements
described in this Order for access to classified information. Counsel for the defense may
submit applications under seal for additional persons to review classified documents and
classified information on the understanding that defense counsel will notify the “Wall”

attorney for the government and that the Court will consult with the “Wall” attorney for the

2 The term “Wall attorney for the government” denotes a government counsel who

does not have contact with the government trial counsel for the purpose of this case.
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government and the Court Security Officer about any such application. The substitution,
departure, or removal for any reason from this case of defense counsel or anyone associated
with the defense as an employee or witness or otherwise, shall not release that person from
the provisions of this Order or any Non-Disclosure Agreement properly executed.

14. Unless already holding an appropriate security clearance, and approved for
access to classified information in this case, for the purpose of establishing security
clearances necessary for access to classified information that may be involved in this case,
standard Form 86 ("Security Investigation Data for Sensitive Position"), attached releases,
SF 312 [Non-Disclosure Agreement] and "major case” fingerprints shall be completed and
submitted to the Court Security Officer forthwith by the defense counsel, all persons whose
assistance the defense reasonably requires, and by such Court personnel as the Court requires
for its assistance. The Court Security Officer shall take all reasonable steps to process all
security clearance applications.

15.  AreaofReview - The Court Security Officer shall arrange for an appropriately

approved secure area for the use by the defense. The Court Security Officer shall establish
procedures to assure that the secure area is accessible to the defense from 7:00am until
11:00pm, 7 days per week. The secure area shall contain a separate working area for the
defense, and will be outfitted with any secure office equipment (to include an approved
shredder for classified material) requested by the defense that is reasonable and necessary to

the preparation of the defendants’ defense in this case. The Court Security Officer, in
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consultation with defense counsel, shall establish procedures to assure that the secure area
may be maintained and operated in the most efficient manner consistent with the protection
of classified information. No documents containing classified information may be removed
from this secure area unless authorized by the Court Security Officer. The Court Security
Officer shall not reveal to the government the content of any conversations she or he may
hear among the defense, nor reveal the nature of documents being reviewed by them, or the
work generated by them. In addition, the presence of the Court Security Officer shall not
operate as a waiver of, limit, or otherwise render inapplicable, the attorney-client privilege.

16.  If, upon the entry of a separate order of the Court, it becomes necessary for
defendant(s) to review or discuss classified matters, or otherwise meet with defense counsel,
in the Secure Area, the conditions under which defendant(s) shall be brought into the Secure
Area shall be set in that future order.

17.  Filings with the Court - Until further order of this Court, any pleading or other

document filed by the defense, which defense counsel knows, or has reason to know,
contains classified information in whole or in part, believes may be classified in whole or in
part, or is unsure of the proper classification of the document or pleading, shall be filed under
seal with the Court through the Court Security Officer.’ If defense counsel are unsure of
cither whether or not any such pleading or document contains classified information, in

whole or in part, such pleading or document shall also be filed under seal with the Court

3 See footnote No. 1.
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Security Officer. The time of physical submission to the Court Security Officer shall be
considered the date and time of filing. The Court Security Officer shall promptly examine
the pleading or documents and, in consultation with representatives of the appropriate
agencies, determine whether the pleading or document contains classified information. If
the Court Security Officer determines that the pleading or document contains classified
information, she or he shall ensure that that portion of the document, and only that portion,
is marked with the appropriate classification marking and that the document remains under
seal. All portions of any document filed by the defense that does not contain classified
information shall immediately be unsealed by the Court Security Officer and placed in the
public record. The Court Security Officer shall immediately deliver under seal to the Court
and counsel for the government any pleadings or document to be filed by the defense that
contains classified information; the Court shall then direct the clerk to enter on the docket
sheet the title of the pleading or document, the date it was filed, and the fact that it has been
filed under seal with the Court Security Officer. The Court Security Officer shall maintain
a separate sealed record for those materials which are classified. The Court Security Officer
shall be responsible for maintaining the secured record for purposes of later proceedings or
appeals.

18.  Any pleading or other document filed by the government containing classified

information shall be filed under seal with the Court through the Court Security Officer. The

10
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date and time of physical submission to the Court Security Officer shall be considered the
date and time of the filing.

19.  Access to Classified Information ~ Defense counsel, their designated

employees and translators, as well as defense witnesses who are permitted, shall have access
to classified information only as follows:

a. All classified information produced by the government to the defense,
in discovery or otherwise, and all classified information possessed, created, or maintained
by the defense, shall be stored, maintained, and used only in the secure area established by
the Court Security Officer;

b. The defense shall have free access to the classified information made
available to them in the secure area, and shall be allowed to take notes and prepare
documents with respect to those materials. However, the defense shall not, except under
separate Court order, disclose the classified information, either directly, indirectly or in any
manner which would disclose the existence of such, to pursue leads or in the defense of the
defendants. Pleadings containing classified information which are filed by any one defendant
on behalf of a single defendant or other defendants, can only be disclosed to other defendants
and their counsel on authorization by the Court or Court Security Officer.

c. No person, including the defense, shall copy or reproduce any classified

information in any form, except with the approval of the Court Security Officer or in

11
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accordance with the procedures established by the Court Security Officer for the operation
of the secure area;

d. All documents prepared by the defense (including without limitation,
pleadings or other documents intended for filing with the Court) that do or may contain
classified information, shall be transcribed, recorded, typed, duplicated, copied, or otherwise
prepared only by persons who have received an appropriate approval for access to classified
information, and in the secure area on approved word processing equipment and in
accordance with the procedures approved by the Court Security Officer. All such documents
and any associated materials (such as notes, drafts, copies, typewriter ribbons, magnetic
recordings, exhibits) containing classified information shall be maintained in the secure area
unless and until the Court Security Officer determines that those documents or associated
materials are unclassified in their entirety. None of these materials shall be disclosed to
counsel for the government;

e. The defense shall discuss classified information only within the secure
area or in another area authorized by the Court Security Officer, and shall not discuss or
attempt to discuss classified information over any standard commercial telephone instrument
or office intercommunication system, such as email;

f. The defense shall not disclose, without prior approval of the Court, the
contents of any classified documents or information to any person not authorized pursuant

to this Order, including the defendants and defense witnesses, except the Court, Court

12
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personnel, and the attorneys for the government, who have been identified by the Court
Security Officer as having the appropriate clearances and the need to know that information.
The “Wall” attorney for the government shall be given an opportunity to be heard in response
to any defense request for disclosure to a person not named in this Order. Any person
approved by the Court for disclosure under this paragraph shall be required to obtain the
appropriate security clearance, to sign and submit to the Court the Memorandum of
Understanding appended to this Order, and to comply with all terms and conditions of this
Order. If preparation of the defense requires that Classified information be disclosed to
persons not named in this Order, then, upon approval by the Court and upon notice to the
“Wall” attorney for the government, the Court Security Officer shall promptly seek to obtain
security clearances for them at the request of defense counsel.

20.  Procedures for the use or the public disclosure of classified information by the
defense shall be those provided in Sections S and 6 of CIPA. No classified information may
be used or disclosed by the defense except:

a. To the Court, Court personnel, and government attorneys and their
agents and employees identified by the Court Security Officer as holding proper approvals
for access to classified information;

b. Torepresentatives of the agency or department originating the classified
information who have been identified by the Court Security Officer as holding proper

security clearances and having the need to know the classified information;

13
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c. In accordance with the procedures of CIPA and the procedures
established by the Court Security Officer; and,

d. To persons who have been authorized to have access to classified
information pursuant to this Order or to CIPA.

To facilitate the defense filing of notices required under Section 5 of CIPA, the Court
Security Officer shall make arrangements with the appropriate agencies for a determination
of the classification level, if any, of materials or information either within the possession of
the defense or about which the defense has knowledge and which the defense intends to use
in any way at any pretrial proceeding, deposition or at trial. Nothing submitted by the
defense to the Court Security Officer pursuant to this paragraph shall be made available to
trial counsel for the government unless so ordered by the Court, or so designated by the
defense. Any and all items which are classified shall be listed in the defendant’s Section 5
notice.

21.  Violations of this Order - Any unauthorized use or disclosure of classified

information may constitute violations of United States criminal laws. In addition, any
violation of the terms of this Order shall be immediately brought to the attention of the Court
and may result in a charge of contempt of the Court and possible referral for criminal
prosecution. Any willful, negligent or intentional breach of this Order will also result in the
termination of a person’s access to classified information. Persons subject to this Order are

advised that direct or indirect unauthorized use, disclosure, retention, or negligent handling
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of classified documents or information could cause serious damage, and in some cases
exceptionally grave damage, to the national security of the United States or may be used to
the advantage of a foreign nation against the interests of the United States.

22.  All classified information to which defenses witness, the defense counsel,
defense counsel employees and translators have access to in this case is now and will remain
the property of the government. The defense counsel, defense counsel employee(s) and
translators who receive classified information shall return all such classified information in
their possession obtained through discovery from the government in this case, or for which
they are responsible because of access to classified information, upon demand of the Court
Security Officer. The notes, summaries, and other documents prepared by the defense that
do or may contain classified information shall remain at all times in the custody of the Court
Security Officer for the duration of this case, to include any appellate and post-conviction
(if any) procedures. At the conclusion of this case, all such notes, summaries, and other
documents are to be destroyed by the Court Security Officer in the presence of defense
counsel.

23.  Nothing in this Order shall preclude the government from seeking a further
protective order pursuant to Rule 16(d) as to particular items of discovery material or limit
the defendant(s) right to file objections to any protective order.

24. A copy of'this Order shall be issued forthwith to all counsel for the defendants,

who shall be responsible for advising the defendants and defense counsel employees, of the
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contents of this Order. Any defense counsel employees, who are not counsel of record, and
are to be provided access to classified information, shall execute the Memorandum of
Understanding appended to this Order, and executed originals shall be filed with the Court
and the Court Security Officer and served upon the government, or the “Wall” attorney for
the government when appropriate. The execution and filing of the Memorandum of
Understanding is a condition precedent for the defense counsel employees, and defense
witnesses to have access to classified information in this matter.

25. The provisions of this Order also apply to any document or information derived
from information protected by this Order.

26. Nothing contained in this Order or the procedures outlined in this Order shall be

construed as a waiver of any right of the defendants.

875
ORDERED this Z day of April, 2006 at Miami, Florida.

MARCIA G. COOKE
UNITED STATES DISTRICT JUDGE
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Defendants.
/

ORDER GRANTING GOVERNMENT’S UNOPPOSED MOTION TO ADD
ADDENDUM TO CIPA § 3 PROTECTIVE ORDER CONCERNING THE FILING OF
CLASSIFIED PLEADINGS

This matter is before the Court on the government’s unopposed Motion to Add an Addendum
to the Amended CIPA § 3 Protective Order (DE 315) concerning the filing of cléssiﬁed pleadingst
The Court having considered the Motion and being otherwise being fully advised in the premises,
it is hereby ORDERED and ADJUDGED as follows:

1. The Court finds that putting these new filing procedures in writing and incorporating
them into the CIPA § 3 Protective Order governing this case is in the interests of all parties.

2. Because the Court Security Officer (CSO) will not always be available to accept

classified filings from the parties in person, the following procedures are incorporated into Amended
NS

A



CIPA § 3 Protective Order governing this case:

A. These filing procedures only govern documents or pleadings that are classified at the
CONFIDENTIAL, SECRET or TOP SECRET level, and contain no SCI information. If either party
must file documents or pleadings that contain SCI information, the filing of such pleadings must be
arranged directly through the CSO. The determination of the level of classification of a document
or pleading is to occur prior to the time the pleading is filed. The CSO will assist the defense and
the Court with the determination of the level of classification appropriate for each pleading or Court
Order. Before defense counsel file a classified pleading, the CSO must be consulted to ensure that
the pleading is given the appropriate classification level. The CSO shall also be available to assist
the government in the event that agency owning the information has not provided clear direction to
the government regarding the classification of information contained in a government pleading.

B. The CSO authorizes Tammy McIntyre (designee), from the Chambers of the Honorable
Marcia G. Cooke, to serve as a designee for the CSO to accept classified filings at the
CONFIDENTIAL, SECRET and TOP SECRET level, that do not contain SCI information. The
CSO may appoint additional court personnel to act as a designee for the purpose of accepting
classified filings at the CONFIDENTIAL, SECRET and TOP SECRET level, that do not contain SCI
information. However, the CSO must notify all parties and the Court in writing if the CSO appoints
additional designees.

C. Every effort should be made to notify the designee by 4:00 pm that a party intends to
make a classified filing. The designee may then give further directions to the party.

D. Anoriginal and a courtesy copy should be delivered for filing with the Court. Any

additional copies that a party needs for records or for opposing counsel should also be brought to the



designee to be file stamped. Each copy should contain the appropriate classification markings and
cover sheet.

E. A *“halfsheet” should also be affixed to the top of the original pleading and all classified
copies. This “half sheet” should contain the caption of the case, as well as an UNCLASSIFIED title
for the pleading. The designee will then stamp all “half sheets” and classified pleadings. One of the
“half sheets” will be filed and appear on the docket. Another “half sheet” should be faxed to the
CSO at 202-307-2066. The additional “half sheets” will be retained by the party for records, and/or
to provide to opposing counsel.

F. All materials transported to the designee for filing must be wrapped and sealed in
accordance with “double wrapping” procedures established for the transportation of classified
information. The CSO has explained these procedures to all parties. Any questions about these
procedures should be directed to the CSO. A “half sheet” should be attached to the outside of the’
envelope or package containing the classified filing.

G. Once all documents are file stamped, the designee shall hand carry them to the Judge
or Magistrate Judge, or place them in an approved security container for storage.

H. Parties should attempt to make arrangements to serve classified pleadin.gs (containing
“half sheets”) with opposing counsel. Such service can occur only when a party has access to a
secure container to store the classified pleading. The CSO will assist the parties in making service

if necessary.



I.  Any questions on these procedures or on the handling of classified documents should

be directed to the CSO.

s7-
DONE and ORDERED this 3 day of August, 2006 at Miami, Florida.

IVCend

HONORABLE MARCIA G. COOKE
UNITED STATES DISTRICT COURT JUDGE
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)

LAWRENCE ANTHONY FRANKLIN, )
)

Defendant. )

)

PROTECTIVE ORDER

This matter comes before the court upon the Motion of the United States for a Protective
Order to prevent the unauthorized disclosure or dissemination of classified national security
information and documents, which will be reviewed or made available to the defendant and his
counsel by the government during the prosecution of this case. Pursuant to the authority granted
under Section 3 of the Classified Information Procedures Act, 18 U.S.C. App. 3 (2000)
(“CIPA”), the Security Procedures Established Pursuant to CIPA by the Chief Justice of the
United States for the Protection of Classified Information (reprinted following CIPA section 9),
Rule 16(d) of the Federal Rules of Criminal Procedure, local rule 49 and the general supervisory
authority of the Court, and in order to protect the national security, the following Protective
Order is entered:

1. The Court finds that this case will involve information that has been classified in
the interest of the national security. The storage, handling and control of this information will

require special security precautions mandated by statute, executive order, and regulation, and



access to which requires the appropriate security clearances. The purpose of this Order is to
establish procedures that must be followed by counsel and the parties in this case. These
procedures will apply to all pretrial, trial and post-trial matters concerning classified information
and may be modified from time to time by further order of the Court acting under its inherent
supervisory authority to ensure a fair and expeditious trial.
2. Definitions. The following definitions shall apply to this Order:
a. “Classified information” shall mean:
1. any document or information which has been classified
by any executive agency in the interests of national security or
pursuant to Executive Order 13292 as “confidential,” “secret,” “top
secret,” or “sensitive compartmented information.”
ii. any document or information now or formerly in the
possession of a private party which (A) has been derived from
information from the United States government that was classified,
and (B) has been subsequently classified by the United States
pursuant to Executive Order 13292 as “confidential,” “secret,” “top

secret,” or “sensitive compartmented information,”

iii. verbal classified information known to the defendant or
defense counsel, or

iv. any information, regardless of place of origin and
including “foreign government information,” as that term is
defined in Executive Order 13292, that could reasonably be
believed to contain classified information, or that refers to national
security or intelligence matters.
b. “Document” shall mean any material containing information. The term “document”
shall include, without limitation, written or printed matter of any kind, including originals,

conforming copies, and non-conforming copies {e.g., a copy of an original with an added

notation). The term “document” shall also include, without limitation, letters, reports,



summaries, memoranda, notes, communications, telexes, cables, telecopies, telegrams,
facsimiles, e-mails, microfilms, reports, photographs, charts, graphs, maps, invoices,
accountings, worksheets, bulletins, transcripts, and messages, as well as alterations, amendments,
modifications, and changes of any kind to the foregoing; and all recordings of information on
magnetic, electronic, or optical media (including but not limited to those on CD-ROM),
typewriter ribbons, films and all manner of electronic data processing storage.

c. “Access to classified information” means having access to, reviewing, reading,
learning, or otherwise coming to know, in any manner, classified information.

d. “Secure area” means a sensitive compartmented information facility accredited by the
Department of Justice Security Officer for the storage, handling, and control of classified
information.

3. Information in the public domain is ordinarily not classified. However, such
information may be considered as classified and subject to the provisions of CIPA, if it is
confirmed as being classified by any person who has, or has had, such access to classified
information and that confirmation corroborated the information in question. Any attempt by the
defense to have such information confirmed or denied at trial or in any public proceeding in this
case shall be governed by CIPA and all provisions of this Order.

4. All classified documents and information contained therein shall remain classified
unless the documents bear a clear indication that they have been declassified by the agency or
department that originated the document or information contained therein (hereinafter,

“originating agency”).
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5. In accordance with the provisions of CIPA and the Security Procedures
promulgated by the Chief Justice of the United States pursuant to that Act, this court designates
Christine Gunning as the Court Security Officer and Michael Macisso, Glenn Bensely, John
Molinard, James Londergan, Daniel Hartenstine, Mary Cradlin, Barbara Russell and Jennifer
Campbell as alternate Court Security Officers for this case for the purpose of providing security
arrangements necessary to protect any classified information or documents that will be made
available to the defense in connection with this case or that may be in the possession of the
defense from unauthorized disclosure. Defense counsel shall seek guidance from the Court
Security Officer with regard to appropriate storage, handling, transmittal, and use of classified
information.

6. The court has been advised that the United States Attorney, Paul J. McNulty, the
Assistant United States Attorneys overseeing or assigned to this case, Kenneth E. Melson, Robert
Spencer, Kevin V. Di Gregory, Neil Hammerstrom, and Department of Justice attorneys John J.
Dion, Ronald R. Roos and Thomas Reilly, all have the requisite security clearances allowing
them to have access to the classitied documents and information that relate to this case. Any
references to government attorneys as used in this Order refer only to the attorneys listed in this
paragraph.

7. The defendant’s counsel, Plato Cacheris and John F. Hundley, shall be given
access to classified national security documents and information as required by the government’s
discovery obligations and in accordance with the terms of this Protective Order, and any other
orders pursuant to CIPA, and upon receipt of appropriate security clearances. Consistent with the

defendant’s prior employment and authorized access to classified information, the defendant,
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Lawrence Franklin, will also be given access to national security documents and information as
required by government discovery obligations and in accordance with the terms of this Protective
Order, and any other orders pursuant to CIPA. As set forth in the Government’s Motion for
Protective Order, Franklin has a continuing contractual obligation to the government not to
disclose to any unauthorized person classified information known to him or in his possession.
The government is entitled to enforce its agreement to maintain the confidentiality of classified
information. Consequently, pursuant to federal common law and the ordinary principles of
contract law, the defendant is hereby enjoined from breaching the terms of his secrecy
agreements with the government, is prohibited from any future violations of the above referenced
secrecy agreements, and is enjoined from disclosing any classified information to any
unauthorized person unless authorized to do so by this Court. Any additional person whose
assistance the defense reasonably requires may only have access to classified information in this
case after first obtaining from this Court, with prior notice to the government, an approval for
access to the required level of classification on a need-to-know basis, and after satisfying the
other requirements described in this Order for access to classified information. The substitution,
departure, or removal from this case of defense counsel or any other cleared person associated
with the defense as an employee or witness or otherwise, shall not release that person from the
provisions of this Order or the Memorandum of Understanding executed in connection with this
Order.

8. The Court Security Officer shall arrange for and maintain an appropriately
approved secure area for the use of defense counsel. The Court Security Officer shall establish

procedures to assure that the secure area is accessible to defense counsel during business hours
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and at other times upon reasonable request as approved by the Court Security Officer. The
secure area shall contain a separate working area for defense counsel and will be outfitted with
any secure office equipment requested by the defense that is reasonable and necessary to the
preparation of the defense. The Court Security Officer, in consultation with defense counsel,
shall establish procedures to assure that the secure area may be maintained and operated in the
most efficient manner consistent with the protection of classified information. No classified
documents may be removed from the secure area unless so authorized by the Court Security
Officer with notice provided to the Court. The Court Security Officer shall not reveal to the
government the content of any conversations he may hear among the defense, nor reveal the
nature of the documents being reviewed or the work being generated. The presence of the Court
Security Officer shall not operate to render inapplicable the attorney-client privilege.

9. Filing of Papers by Defendant. Any pleading or other document filed by the
defendant shall be filed under seal with the Court Security Officers or Designee and shall be
marked, “Filed in Camera and Under Seal with the Court Security Officer or Designee.” The
time of physical submission to the Court Security Officers or designee shall be considered the
date and time of filing. The Court Security Officer shall promptly examine the pleading or
document and, in consultation with representatives of the appropriate agencies, determine
whether the pleading or document contains classified information. If the Court Security Officer
determines that the pleading or document contains classified information, she shall ensure that
the portion of the document containing classified information, and only that portion, is marked
with the appropriate classification marking and remains under seal. All portions of all papers

filed by the defendants that do not contain classified information shall be immediately unsealed
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by the Court Security Officer and placed in the public record. The Court Security Officer shall
immediately deliver, under seal, to the Court and counsel for the United States any pleading or
document to be filed by the defendant that contains classified information. The Court shall then
direct the clerk to enter on the docket sheet the title of the pleading or document, the date it was
filed, and the fact that it has been filed under seal with the Court Security Officer.

10.  Filing of Papers by the United States. Only the portions of pleadings or
documents filed by the United States that contain classified information shall be filed under seal
with the court through the Court Security Officer or Designee. Such pleadings and documents
shall be marked, “Filed In Camera and Under Seal with the Court Security Officer.” The date and
time of physical submission to the Court Security Officer or Designee shall be considered the
date and time of filing.

11. Unless already holding an appropriate security clearance, and approved for access to
classified information in this case, for the purpose of establishing security clearances necessary
for access to classified information that may be involved in this case, Standard Form 86
{(“Security Investigation Data for Sensitive Position™), attached releases, and full fingerprints
shall be completed and submitted to the Court Security Officer forthwith by defense counsel, by
all persons whose assistance the defense reasonably requires, and by such Court personnel as the
Court requires for its assistance. The Court Security Officer shall take all reasonable steps to

process all security clearance applications.
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12.  The Court Security Officer shall maintain a separate sealed record for those
materials which are classified. The Court Security Officer shall be responsible for maintaining
the secured records for purposes of later proceedings or appeal.

13, Protection of Classified Information. The Court finds that in order to protect the
classified information involved in this case, no individual other than counsel for the United
States, appropriately cleared Department of Justice employees, personnel of the originating
agency, the defendant, Lawrence Franklin, and Franklin’s counsel, Plato Cacheris and John F.
Hundley, shall be allowed to obtain access to classified documents and information unless and
until that person has been granted a security clearance by the Department of Justice through the
Court Security Officer, and has obtained permission of the Court. No person except the
defendant and counsel for the defendant, Plato Cacheris and John F. Hundley, shall have access
to the classified information involved in this case, unless and until that person, which includes
any potential witness at trial, shall first have:

a. received from the Court Security Officer the appropriate security clearance for

the level of the classified information involved in this litigation; and

b. signed the Memorandum of Understanding, in the form attached hereto, thereby

agreeing to comply with the terms of this Order.

The signed Memorandum of Understanding shall be filed with the Court. The substitution,
departure, or removal for any reason from this case of counsel for the defense or anyone later
cleared and associated with the defense as an employee or witness or otherwise shall not release
that individual from the provisions of this Order or the Memorandum of Understanding executed

in connection with this Order. Before any person other than counsel for the United States,
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appropriately cleared Department of Justice employees, and personnel of the originating agency,
1s permitted by the Court to inspect and review classified national security information, he or she
must also sign the attached Memorandum of Understanding.

14. Access to Classified Information. Counsel for the defendant, Plato Cacheris and
John F. Hundley, the defendant, Lawrence Franklin, and any later cleared employees of counsel
for the defendant or cleared witnesses accompanied by counsel for the defendant (hereinafter,
“the defense™) shall have access to classified information only as follows:

a. All classified information produced by the government to the defense in
discovery or otherwise, and all classified information possessed, created or
maintained by the defense, shall be stored, maintained and used only in the secure
area established by the Court Security Officer. No classified information shall be
maintained by the defense in any other place other than the secure area established
‘by the Court Security Officer.

b. Counsel for the defendant shall have free access to the classified information
made available to him in the secure area established by the Court Security Officer
and shall be allowed to take notes and prepare documents with respect to those
materials.

¢. No person, including counsel for the defendant, shall copy or reproduce any classified
information in any manner or form, except with the approval of the Court Security
Officer or in accordance with the procedures established by the Court Security Officer for
the operation of the secure area.

d. All documents prepared by the defense (including, without limitation,
pleadings or other documents intended for filing with the Court) that do or may
contain classified information must be prepared in a secure area on word
processing equipment approved by the Court Security Officer. All such
documents and any associated materials (such as notes, drafts, copies, typewriter
ribbons, magnetic recordings, exhibits) containing classified information shall be
maintained in the secure area unless and until the Court Security Officer
determines that those documents or associated materials are unclassified in their
entirety. None of these materials shall be disclosed to counsel for the United
States.



e. The defense shall discuss classified information only with other cleared

persons and only in the secure area or in an area authorized by the Court Security
Officer.

f. The defense shall not disclose, without prior approval of the Court, the contents
of any classified documents or information to any person not named in this Order
except the Court, Court personnel, and the attorneys for the United States
identified by the Court Security Officer as having the appropriate clearances and
the need to know. Counsel for the United States shall be given an opportunity to
be heard in response to any defense request for disclosure to a person not named
in this Order. Any person approved by the Court for disclosure under this
paragraph shall be required to obtain the appropriate security clearance, to sign
and submit to the Court the Memorandum of Understanding appended to the
Order, and to comply with all the terms and conditions of the Order. If
preparation of the defense requires that classified information be disclosed to
persons not named in this Order, the Department of Justice shall promptly seek to
obtain security clearances for them at the request of defense counsel.

g. The defense, including the defendant, counsel for the defendant, and any other
later cleared employees or defense witnesses, shall not discuss classified
information over any standard commercial telephone instrument or office
intercommunication systems, including but not limited to the internet, or in the
presence of any person who has not been granted access

by the Court to classified information.

h. Any documents written by the defense that do or may contain classified
information shall be transcribed, recorded, typed, duplicated, copied or otherwise
prepared only by persons who have received an appropriate approval for access to
classified information.

i. If counsel for the government advises defendant’s counsel that certain
classified information or documents may not be disclosed to the defendant, then
defense counsel shall not disclose such information or documents to the defendant
without prior concurrence of counsel for the government or, absent such
concurrence, approval of the Court. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for disclosure to the
defendant of such classified information.

15. Classified Information in the Defendant’s Possession. The court has been advised
that the defendant and/or his counsel have been provided information during pre-indictment

discussions in this case which may later be determined to be classified. All such information
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shall be immediately provided to the Court Security Officer or to counsel for the United States.
Counsel for the United States will assist defendant’s counsel in identifying any such classified
information which may have remained in the defendant’s or his counsel’s possession. The
defendant and defendant’s counsel are hereby enjoined from disclosing any classified
information to any unauthorized person during the pendency of this Order. Nothing in this Order
shall be construed as a limitation on the government in filing criminal charges against any person
in the event of an unauthorized disclosure of classified information or instituting civil litigation
to enforce secrecy agreements.

16.  Classified Information Procedures Act. No motion has been made by the defense
for the disclosure of classified information. Procedures for the public disclosure of classified
information by the defense shall be those established in sections 5 and 6 of CIPA. The court may
issue additional Protective Orders as needed.

17. Procedures for the public disclosure of classified information by the defense shall
be those provided in Sections 5 and 6 of CIPA. No classified information may be disclosed by
the defense except:

a. to the Court, Court personnel, and government attorneys and their agents and
employees identified by the Court Security Officer as holding prior approvals identified by the
Court Security Officer as holding proper approvals for access to classified information;

b. to representatives of the agency or department originating the classified information
who have been identified by the Court Security Officer as holding appropriate security clearances

and having the need to know the classified information;
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c. in accordance with the procedures of CIPA and the procedures established by the
Court Security Officer; and

d. to persons who have been authorized to have access to classified information pursuant
to this Order or to CIPA.

To facilitate the defense filing of notices required under Section 5 of CIPA, the Court
Security Officer shall make arrangements with the appropriate agencies for a determination of the
classification level, if any, of materials or information either within the possession of the defense
or about which the defense has knowledge and which the defense intends to use in any way in
any pretrial proceeding or at trial. Nothing submitted by the defense to the Court Security
Officer pursuant to this paragraph shall be made available to counsel for the government unless
so ordered by the Court, or so designated by the defense. Any and all items which are classified
shall be listed in the defendant’s Section 5 notice.

18. As the identity of government intelligence employees may be classified, and as
certain security arrangements may be necessary to protect classified information which may be
discussed, the parties agree that the defense may not contact any employee of any government
intelligence agency without making prior arrangements for such contact with an attorney for the
government, unless the defense files a motion with the Court -- which motion may be ex parte at
the discretion of defense counsel -- to authorize such contact, gives the government notice of
such motion without revealing the name of the employee the defense seeks to contact , and
obtains a court order authorizing that contact. Further, the defense shall give prior notice to

government attorneys of any contacts it intends to make with any employee of any government
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intelligence agency for the purpose of declassifying any classified information relating to this
case.

19.  Any unauthorized disclosure of classified information may constitute violations of
United States criminal laws. In addition, any violation of the terms of this Order shall be brought
immediately to the attention of this Court and may result in a charge of contempt of court and
possible referral for criminal prosecution. Any breach of this Order may also result in
termination of an individual’s access to classified information. Persons subject to this Order are
advised that direct or indirect unauthorized disclosure, retention, or negligent handling of
classified documents or information could cause serious damage, and in some cases,
exceptionally grave damage to the national security of the United States or may be used to the
advantage of a foreign nation against the interests of the United States. This Protective Order is
to ensure that those authorized to receive classified information in connection with this case will
never divulge that information to anyone not authorized to receive it, without prior written
authorization from the originating agency and in conformity with this Order.

20.  All classified documents and information to which the defense (including the
defendant, counsel for the defendant, any later cleared employee of counsel for the defendant, or
cleared defense witness) have access in this case are now and will remain the property of the
United States. Upon demand of the Court Security Officer, these persons shall return to the
Court Security Officer, all classified information in their possession obtained through discovery
from the government in this case, or for which they are responsible because of access to

classified information. The notes, summaries and other documents prepared by the defense that
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do or may contain classified information shall remain at all times in the custody of the Court
Security Officer for the duration of the case. At the conclusion of this case, all such notes,
summaries and other documents are to be destroyed by the Court Security Officer in the presence
of defense counsel.

21. A copy of this Order shall be issued forthwith to the defendant, defense counsel
who shall be responsible for advising the defendant, any co-counsel, employees of counsel for
the defendants, and defense witnesses who need to know of the contents of this Order.
Defendant, counsel for the defendant, and any other individuals who will be provided access to
the classified information, shall execute the Memorandum of Understanding described in
paragraph 13 of this Order, and counsel for the defendant shall file executed originals of such
documents with the Court and the Court Security Officer and serve an executed original ﬁpon the
United States. The execution and filing of the Memorandum of Understanding is a condition
precedent for Defendant, counsel for the defendant, or any other person assisting the defense to

have access to classified information.

fr

day of June , 2004, at Alexandria, Virginia.

SO ORDERED this /

T.S. Ellis, Il
UNITED STATES IAASTRICT JUDGE
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CERTIFICATE OF SERVICE

I hereby certify that the a true and correct copy of the Government’s Motion for
Protective Order and to Allow Prospective Filing of Sealed Documents has been faxed to Plato
Cacheris, counsel for the defendant, 1350 Connecticut Avenue, NW, Washington, DC 20036, fax

number (202) 464-3319, phone number (202) 464-3303, this 16" day of Jung, 2005.
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EASTERN DISTRICT OF VIRGINIA

CLERK, U.S. DISTRICT COURT
ALEXANDRIA, VIRGINIA 45 C&

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
V. )

LAWRENCE ANTHONY FRANKLIN, ) Hon. T.S. Ellis, 111

)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

PROTECTIVE ORDER

This matter comes before the court upon the Motion of the United States for a Protective
Order to prevent the unauthorized disclosure or dissemination of classified national security
information and documents, which will be reviewed or made available to the defendant and his
counsel by the government during the prosecution of this case. Pursuant to the authority granted
under Section 3 of the Classified Information Procedures Act, 18 U.S.C. App. 3 (2000)
(“CIPA”™), the Security Procedures Established Pursuant to CIPA by the Chief Justice of the
United States for the Protection of Classified Information (reprinted following CIPA section 9),
Rule 16(d) of the Federal Rules of Criminal Procedure, local rule 49 and the general supervisory
authority of the Court, and in order to protect the national security, the following Protective
Order is entered:

1. The Court finds that this case will involve information that has been classified in

the interest of the national security. The storage, handling and control of this information will



require special security precautions mandated by statute, executive order, and regulation, and
access to which requires the appropriate security clearances. The purpose of this Order is to
establish procedures that must be followed by counsel and the parties in this case. These
procedures will apply to all pretrial, trial and post-trial matters concerning classified information
and may be modified from time to time by further order of the Court acting under its inherent
supervisory authority to ensure a fair and expeditious trial.
2. Definitions. The following definitions shall apply to this Order:
a. “Classified information” shall mean:
i. any document or information which has been classified
by any executive agency in the interests of national security or
pursuant to Executive Order 13292 as “confidential,” “secret,” “top
secret,” or “sensitive compartmented information.”
ii. any document or information now or formerly in the
possession of a private party which (A) has been derived from
information from the United States government that was classified,
and (B) has been subsequently classified by the United States
pursuant to Executive Order 13292 as “confidential,” “secret,” “top

secret,” or “sensitive compartmented information,”

1ii. verbal classified information known to the defendant or
defense counsel, or

iv. any information, regardless of place of origin and
including “foreign government information,” as that term is
defined in Executive Order 13292, that could reasonably be
believed to contain classified information, or that refers to national
security or intelligence matters.
b. “Document” shall mean any material containing information. The term “document”

shall include, without limitation, written or printed matter of any kind, including originals,

conforming copies, and non-conforming copies (e.g., a copy of an original with an added
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notation). The term “document” shall also include, without limitation, letters, reports,
summaries, memoranda, notes, communications, telexes, cables, telecopies, telegrams,
facsimiles, e-mails, microfilms, reports, photographs, charts, graphs, maps, invoices,
accountings, worksheets, bulletins, transcripts, and messages, as well as alterations, amendments,
modifications, and changes of any kind to the foregoing; and all recordings of information on
magnetic, electronic, or optical media (including but not limited to those on CD-ROM),
typewriter ribbons, films and all manner of electronic data processing storage.

c. “Access to classified information” means having access to, reviewing, reading,
learning, or otherwise coming to know, in any manner, classified information.

d. “Secure area” means a sensitive compartmented information facility accredited by the
Department of Justice Security Officer for the storage, handling, and control of classified
information.

3. Information in the public domain is ordinarily not classified. However, such
information may be considered as classified and subject to the provisions of CIPA, if it is
confirmed as being classified by any person who has, or has had, such access to classified
information and that confirmation corroborated the information in question. Any attempt by the
defense to have such information confirmed or denied at trial or in any public proceeding in this
case shall be governed by CIPA and all provisions of this Order.

4, All classified documents and information contained therein shall remain classified
unless the documents bear a clear indication that they have been declassified by the agency or
department that originated the document or information contained therein (hereinafter,

“originating agency™).
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5. In accordance with the provisions of CIPA and the Security Procedures
promulgated by the Chief Justice of the United States pursuant to that Act, this court designates
Christine Gunning as the Court Security Officer and Michael Macisso, Glenn Bensley, John
Molinard, James Londergan, Daniel Hartenstine, Mary Cradlin, Barbara Russell and Jennifer
Campbell as alternate Court Security Officers for this case for the purpose of providing security
arrangements necessary to protect any classified information or documents that will be made
available to the defense in connection with this case or that may be in the possession of the
defense from unauthorized disclosure. Defense counsel shall seek guidance from the Court
Security Officer with regard to appropriate storage, handling, transmittal, and use of classified
information.

6. The court has been advised that the United States Attorney, Paul J. McNulty, the
Assistant United States Attorneys overseeing or assigned to this case, Kenneth E. Melson, Robert
Spencer, Kevin V. Di Gregory, Neil Hammerstrom, and Department of Justice attorneys John J.
Dion, Ronald R. Roos and Thomas Reilly, all have the requisite security clearances allowing
them to have access to the classified documents and information that relate to this case. Any
references to government attorneys as used in this Order refer only to the attorneys listed in this
paragraph.

7. The defendant’s counsel, Abbe David Lowell and Keith Rosen, shall be given
access to classified national security documents and information as required by the government’s
discovery obligations and in accordance with the terms of this Protective Order, and any other
orders pursuant to CIPA, and upon receipt of appropriate security clearances. The defendant,

Steven J. Rosen, will also be given access to national security documents and information as
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required by government discovery obligations and in accordance with the terms of this Protective
Order, and any other orders pursuant to CIPA. As set forth in the Government’s Motion for
Protective Order, Rosen has a continuing contractual obligation to the government not to disclose
to any unauthorized person classified information known to him or in his possession. The
government is entitled to enforce its agreement to maintain the confidentiality of classified
information. Consequently, pursuant to federal common law and the ordinary principles of
contract law, the defendant is hereby enjoined from breaching the terms of his secrecy
agreements with the government, is prohibited from any future violations of the above referenced
secrecy agreements, and is enjoined from disclosing any classified information to any
unauthorized person unless authorized to do so by this Court. Any additional person whose
assistance the defense reasonably requires may only have access to classified information in this
case after first obtaining from this Court, with prior notice to the government, an approval for
access to the required level of classification on a need-to-know basis, and after satisfying the
other requirements described in this Order for access to classified information. The substitution,
departure, or removal from this case of defense counsel or any other cleared person associated
with the defense as an employee or witness or otherwise, shall not release that person from the
provisions of this Order or the Memorandum of Understanding executed in connection with this
Order.

8. The Court Security Officer shall arrange for and maintain an appropriately
approved secure area for the use of defense counsel. The Court Security Officer shall establish
procedures to assure that the secure area is accessible to defense counsel during business hours

and at other times upon reasonable request as approved by the Court Security Officer. The
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secure area shall contain a separate working area for defense counsel and will be outfitted with
any secure office equipment requested by the defense that is reasonable and necessary to the
preparation of the defense. The Court Security Officer, in consultation with defense counsel,
shall establish procedures to assure that the secure area may be maintained and operated in the
most efficient manner consistent with the protection of classified information. No classified
documents may be removed from the secure area unless so authorized by the Court Security
Officer with notice provided to the Court. The Court Security Officer shall not reveal to the
government the content of any conversations he may hear among the defense, nor reveal the
nature of the documents being reviewed or the work being generated. The presence of the Court
Security Officer shall not operate to render inapplicable the attorney-client privilege or the
attorney work product doctrine.

9. Filing of Papers by Defendant. Any pleading or other document filed by the
defendant shall be filed under seal with the Court through the Court Security Officer or her
designee, unless defense counsel has obtained from the Court Security Officer permission,
specific to a particular, non-substantive pleading or document (e.g., motions for extensions of
time, continuances, scheduling matters, etc.) not containing information that is or may be
classified or under seal, to file the pleading or document not under seal. Pleadings filed under
seal with the Court Security Officers or Designee and shall be marked, “Filed in Camera and
Under Seal with the Court Security Officer or Designee.” The time of physical submission to the
Court Security Officers or designee shall be considered the date and time of filing. The Court
Security Officer shall promptly examine the pleading or document and, in consultation with

representatives of the appropriate agencies, determine whether the pleading or document contains
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classified information. If the Court Security Officer determines that the pleading or document
contains classified information, she shall ensure that the portion of the document containing
classified information, and only that portion, is marked with the appropriate classification
marking and remains under seal. All portions of all papers filed by the defendants that do not
contain classified information shall be immediately unsealed by the Court Security Officer and
placed in the public record. The Court Security Officer shall immediately deliver, under seal, to
the Court and counsel for the United States any pleading or document to be filed by the
defendant that contains classified information. The Court shall then direct the clerk to enter on
the docket sheet the title of the pleading or document, the date it was filed, and the fact that it has
been filed under seal with the Court Security Officer.

10.  Filing of Papers by the United States. Only the portions of pleadings or
documents filed by the United States that contain classified information shall be filed under seal
with the court through the Court Security Officer or Designee. Such pleadings and documents
shall be marked, “Filed In Camera and Under Seal with the Court Security Officer.” The date and
time of physical submission to the Court Security Officer or Designee shall be considered the
date and time of filing.

11.  Unless already holding an appropriate security clearance, and approved for access
to classified information in this case, for the purpose of establishing security clearances necessary
for access to classified information that may be involved in this case, Standard Form 86
(“Security Investigation Data for Sensitive Position”), attached releases, and full fingerprints
shall be completed and submitted to the Court Security Officer forthwith by defense counsel, by

all persons whose assistance the defense reasonably requires, and by such Court personnel as the
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Court requires for its assistance. The Court Security Officer shall take all reasonable steps to
process all security clearance applications.

12.  The Court Security Officer shall maintain a separate sealed record for those
materials which are classified. The Court Security Officer shall be responsible for maintaining
the secured records for purposes of later proceedings or appeal.

13.  Protection of Classified Information. The Court finds that in order to protect the
classified information involved in this case, no individual other than counsel for the United
States, appropriately cleared Department of Justice employees, personnel of the originating
agency, the defendant, Steven J. Rosen and Rosen’s counsel, Abbe David Lowell and Keith
Rosen, shall be allowed to obtain access to classified documents and information unless and until
that person has been granted a security clearance by the Department of Justice through the Court
Security Officer, and has obtained permission of the Court. No person except the defendant and
counsel for the defendant, Abbe David Lowell and Keith Rosen, shall have access to the
classified information involved in this case, unless and until that person, which includes any
potential witness at trial, shall first have:

a. received from the Court Security Officer the appropriate security clearance for

the level of the classified information involved in this litigation; and

b. signed the Memorandum of Understanding, in the form attached hereto, thereby

agreeing to comply with the terms of this Order.

The signed Memorandum of Understanding shall be filed with the Court. The substitution,
departure, or removal for any reason from this case of counsel for the defense or anyone later

cleared and associated with the defense as an employee or witness or otherwise shall not release
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that individual from the provisions of this Order or the Memorandum of Understanding executed
in connection with this Order. Before any person other than counsel for the United States,
appropriately cleared Department of Justice employees, and personnel of the originating agency,
is permitted by the Court to inspect and review classified national security information, he or she
must also sign the attached Memorandum of Understanding.

14. Access to Classified Information. Counsel for the defendant, Abbe David Lowell
and Keith Rosen, the defendant, Steven J. Rosen, and any later cleared employees of counsel for
the defendant or cleared witnesses accompanied by counsel for the defendant (hereinafter, “the
defense”) shall have access to classified information only as follows:

a. All classified information produced by the government to the defense in
discovery or otherwise, and all classified information possessed, created or
maintained by the defense, shall be stored, maintained and used only in the secure
area established by the Court Security Officer. No classified information shall be
maintained by the defense in any other place other than the secure area established
by the Court Security Officer.

b. Counsel for the defendant shall have free access to the classified information
made available to him in the secure area established by the Court Security Officer
and shall be allowed to take notes and prepare documents with respect to those
materials.

c. No person, including counsel for the defendant, shall copy or reproduce any classified
information in any manner or form, except with the approval of the Court Security
Officer or in accordance with the procedures established by the Court Security Officer for
the operation of the secure area.

d. All documents prepared by the defense (including, without limitation,
pleadings or other documents intended for filing with the Court) that do or may
contain classified information must be prepared in a secure area on word
processing equipment approved by the Court Security Officer. All such
documents and any associated materials (such as notes, drafts, copies, typewriter
ribbons, magnetic recordings, exhibits) containing classified information shall be
maintained in the secure area unless and until the Court Security Officer
determines that those documents or associated materials are unclassified in their

9.



entirety. None of these materials shall be disclosed to counsel for the United
States.

e. The defense shall discuss classified information only with other cleared
persons and only in the secure area or in an area authorized by the Court Security
Officer.

f. The defense shall not disclose, without prior approval of the Court, the contents
of any classified documents or information to any person not named in this Order
except the Court, Court personnel, and the attorneys for the United States
identified by the Court Security Officer as having the appropriate clearances and
the need to know. Counsel for the United States shall be given an opportunity to
be heard in response to any defense request for disclosure to a person not named
in this Order. Any person approved by the Court for disclosure under this
paragraph shall be required to obtain the appropriate security clearance, to sign
and submit to the Court the Memorandum of Understanding appended to the
Order, and to comply with all the terms and conditions of the Order. If
preparation of the defense requires that classified information be disclosed to
persons not named in this Order, the Department of Justice shall promptly seek to
obtain security clearances for them at the request of defense counsel.

g. The defense, including the defendant, counsel for the defendant, and any other
later cleared employees or defense witnesses, shall not discuss classified
information over any standard commercial telephone instrument or office
intercommunication systems, including but not limited to the internet, or in the
presence of any person who has not been granted access

by the Court to classified information.

h. Any documents written by the defense that do or may contain classified
information shall be transcribed, recorded, typed, duplicated, copied or otherwise
prepared only by persons who have received an appropriate approval for access to
classified information.

i. If counsel for the government advises defendant’s counsel that certain
classified information or documents may not be disclosed to the defendant, then
defense counsel shall not disclose such information or documents to the defendant
without prior concurrence of counsel for the government or, absent such
concurrence, approval of the Court. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for disclosure to the
defendant of such classified information.
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15.  Classified Information in the Defendant’s Possession. The court has been advised
that the defendant and/or his counsel have been provided information during pre-indictment
discussions in this case which may later be determined to be classified. All such information
shall be immediately provided to the Court Security Officer or to counsel for the United States.
Counsel for the United States will assist defendant’s counsel in identifying any such classified
information which may have remained in the defendant’s or his counsel’s possession. The
defendant and defendant’s counsel are hereby enjoined from disclosing any classified
information to any unauthorized person during the pendency of this Order. Nothing in this Order
shall be construed as a limitation on the government in filing criminal charges against any person
in the event of an unauthorized disclosure of classified information or instituting civil litigation
to enforce secrecy agreements.

16.  Classified Information Procedures Act. No motion has been made by the defense
for the disclosure of classified information. Procedures for the public disclosure of classified
information by the defense shall be those established in sections 5 and 6 of CIPA. The court may
issue additional Protective Orders as needed.

17. Procedures for the public disclosure of classified information by the defense shall
be those provided in Sections 5 and 6 of CIPA. No classified information may be disclosed by
the defense except:

a. to the Court, Court personnel, and government attorneys and their agents and
employees identified by the Court Security Officer as holding prior approvals identified by the

Court Security Officer as holding proper approvals for access to classified information;

-11-



N

() ()

b. to representatives of the agency or department originating the classified information
who have been identified by the Court Security Officer as holding appropriate security clearances
and having the need to know the classified information; |

c. in accordance with the procedures of CIPA and the procedures established by the
Court Security Officer; and

d. to persons who have been authorized to have access to classified information pursuant
to this Order or to CIPA.

To facilitate the defense filing of notices required under Section 5 of CIPA, the Court
Security Officer shall make arrangements with the appropriate agencies for a determination of the
classification level, if any, of materials or information either within the possession of the defense
or about which the defense has knowledge and which the defense intends to use in any way in
any pretrial proceeding or at trial. Nothing submitted by the defense to the Court Security
Officer pursuant to this paragraph shall be made available to counsel for the government unless
so ordered by the Court, or so designated by the defense. Any and all items which are classified
shall be listed in the defendant’s Section 5 notice.

18.  Asthe identity of government intelligence employees may be classified, and as
certain security arrangements may be necessary to protect classified information which may be
discussed, the parties agree that the defense may not contact any employee of any government
intelligence agency without making prior arrangements for such contact with an attorney for the
government, unless the defense files a motion with the Court -- which motion may be ex parte at
the discretion of defense counsel -- to authorize such contact, gives the government notice of

such motion without revealing the name of the employee the defense seeks to contact , and
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obtains a court order authorizing that contact. Further, the defense shall give prior notice to
government attorneys of any contacts it intends to make with any employee of any government
intelligence agency for the purpose of declassifying any classified information relating to this
case.

19.  Any unauthorized disclosure of classified information may constitute violations of
United States criminal laws. In addition, any violation of the terms of this Order shall be brought
immediately to the attention of this Court and may result in a charge of contempt of court and
possible referral for criminal prosecution. Any breach of this Order may also result in
termination of an individual’s access to classified information. Persons subject to this Order are
advised that direct or indirect unauthorized disclosure, retention, or negligent handling of
classified documents or information could cause serious damage, and in some cases,
exceptionally grave damage to the national security of the United States or may be used to the
advantage of a foreign nation against the interests of the United States. This Protective Order is
to ensure that those authorized to receive classified information in connection with this case will
never divulge that information to anyone not authorized to receive it, without prior written
authorization from the originating agency and in conformity with this Order.

20.  All classified documents and information to which the defense (including the
defendant, counsel for the defendant, any later cleared employee of counsel for the defendant, or
cleared defense witness) have access in this case are now and will remain the property of the
United States. Upon demand of the Court Security Officer, these persons shall return to the

Court Security Officer, all classified information in their possession obtained through discovery
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from the government in this case, or for which they are responsible because of access to
classified information. The notes, summaries and other documents prepared by the defense that
do or may contain classified information shall remain at all times in the custody of the Court
Security Officer for the duration of the case. At the conclusion of this case, all such notes,
summaries and other documents are to be destroyed by the Court Security Officer in the presence
of defense counsel if they choose to be present.

21. A copy of this Order shall be issued forthwith to the defendant, defense counsel
who shall be responsible for advising the defendant, any co-counsel, employees of counsel for
the defendants, and defense witnesses who need to know of the contents of this Order.
Defendant, counsel for the defendant, and any other individuals who will be provided access to
the classified information, shall execute the Memorandum of Understanding described in
paragraph 13 of this Order, and counsel for the defendant shall file executed originals of such
documents with the Court and the Court Security Officer and serve an executed original upon the
United States. The execution and filing of the Memorandum of Understanding is a condition
precedent for Defendant, counsel for the defendant, or any other person assisting the defense to

have access to classified information.

T.S. Ellis, 0~
UNITED STATHY

i)

DISTRICT JUDGE
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
V. )
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING
1. Having familiarized myself with the applicable laws, I understand that I have

already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. [ agree that I shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. I understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin, Steven J. Rosen and Keith Weissman,
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Criminal No. 1:05CR225, and any subsequent related proceedings including the appellate
process.

4. I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and I agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

Abbe David Lowell
Counsel for Defendant Steven J. Rosen

Date

Witness Name

Witness Signature
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
V. )
)
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING
1. Having familiarized myself with the applicable laws, I understand that [ have

already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. I agree that I shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. [ understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin, Steven J. Rosen and Keith Weissman,



Criminal No. 1:05CR225, and any subsequent related proceedings including the appellate
process.

4, I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and I agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

Keith Rosen
Counsel for Defendant Steven J. Rosen

Date

Witness Name

Witness Signature
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
v. )
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING

1. Having familiarized myself with the applicable laws, I understand that I have
already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. [ agree that I shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. I understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin, Steven J. Rosen and Keith Weissman,
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Criminal No. 1:05CR225, and any subsequent related proceedings including the appellate
process.

4. I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and 1 agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

Steven J. Rosen

Date

Witness Name

Witness Signature
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IN THE UNITED STATES DISTRICT COURT FOIL TH

SEP 19 2005
EASTERN DISTRICT OF VIRGINIA
CLERK.US. DISTRICT COURT
Alexandria Division ~~ALEXANDRIA, V'RG'MW' o

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
v. )

LAWRENCE ANTHONY FRANKLIN, ) Hon. T.S. Ellis, III

)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

PROTECTIVE ORDER

This matter comes before the court upon the Motion of the United States for a Protective
Order to prevent the unauthorized disclosure or dissemination of classified national security
information and documents, which will be reviewed or made available to the defendant and his
counsel by the government during the prosecution of this case. Pursuant to the authority granted
under Section 3 of the Classified Information Procedures Act, 18 U.S.C. App. 3 (2000)
(“CIPA”™), the Security Procedures Established Pursuant to CIPA by the Chief Justice of the
United States for the Protection of Classified Information (reprinted following CIPA section 9),
Rule 16(d) of the Federal Rules of Criminal Procedure, local rule 49 and the general supervisory
authority of the Court, and in order to protect the national security, the following Protective
Order is entered:

1. The Court finds that this case will involve information that has been classified in

the interest of the national security. The storage, handling and control of this information will

hly



require special security precautions mandated by statute, executive order, and regulation, and
access to which requires the appropriate security clearances. The purpose of this Order is to
establish procedures that must be followed by counsel and the parties in this case. These
procedures will apply to all pretrial, trial and post-trial matters concerning classified information
and may be modified from time to time by further order of the Court acting under its inherent
supervisory authority to ensure a fair and expeditious trial.

2. Definitions. The following definitions shall apply to this Order:

a. “Classified information” shall mean:

i. any document or information which has been classified
by any executive agency in the interests of national security or
pursuant to Executive Order 13292 as “confidential,” “secret,” “top
secret,” or “sensitive compartmented information.”

ii. any document or information now or formerly in the
possession of a private party which (A) has been derived from
information from the United States government that was classified,
and (B) has been subsequently classified by the United States
pursuant to Executive Order 13292 as “confidential,” “secret,” “top
secret,” or “sensitive compartmented information,”

1i1. verbal classified information known to the defendant or
defense counsel, or

iv. any information, regardless of place of origin and
including “foreign government information,” as that term is
defined in Executive Order 13292, that could reasonably be
believed to contain classified information, or that refers to national
security or intelligence matters.

b. “Document” shall mean any material containing information. The term “document”

shall include, without limitation, written or printed matter of any kind, including originals,

conforming copies, and non-conforming copies (e.g., a copy of an original with an added
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notation). The term “document” shall also include, without limitation, letters, reports,
summaries, memoranda, notes, communications, telexes, cables, telecopies, telegrams,
facsimiles, e-mails, microfilms, reports, photographs, charts, graphs, maps, invoices,
accountings, worksheets, bulletins, transcripts, and messages, as well as alterations, amendments,
modifications, and changes of any kind to the foregoing; and all recordings of information on
magnetic, electronic, or optical media (including but not limited to those on CD-ROM),
typewriter ribbons, films and all manner of electronic data processing storage.

c. “Access to classified information” means having access to, reviewing, reading,
learning, or otherwise coming to know, in any manner, classified information.

d. “Secure area” means a sensitive compartmented information facility accredited by the
Department of Justice Security Officer for the storage, handling, and control of classified
information.

3. Information in the public domain is ordinarily not classified. However, such
information may be considered as classified and subject to the provisions of CIPA, if it is
confirmed as being classified by any person who has, or has had, such access to classified
information and that confirmation corroborated the information in question. Any attempt by the
defense to have such information confirmed or denied at trial or in any public proceeding in this
case shall be governed by CIPA and all provisions of this Order.

4, All classified documents and information contained therein shall remain classified
unless the documents bear a clear indication that they have been declassified by the agency or
department that originated the document or information contained therein (hereinafter,

“originating agency”).
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5. In accordance with the provisions of CIPA and the Security Procedures
promulgated by the Chief Justice of the United States pursuant to that Act, this court designates
Christine Gunning as the Court Security Officer and Michael Macisso, Glenn Bensley, John
Molinard, James Londergan, Daniel Hartenstine, Mary Cradlin, Barbara Russell and Jennifer
Campbell as alternate Court Security Officers for this case for the purpose of providing security
arrangements necessary to protect any classified information or documents that will be made
available to the defense in connection with this case or that may be in the possession of the
defense from unauthorized disclosure. Defense counsel shall seek guidance from the Court
Security Officer with regard to appropriate storage, handling, transmittal, and use of classified
information.

6. The court has been advised that the United States Attorney, Paul J. McNulty, the
Assistant United States Attorneys overseeing or assigned to this case, Kenneth E. Melson, Robert
Spencer, Kevin V. Di Gregory, Neil Hammerstrom, and Department of Justice attorneys John J.
Dion, Ronald R. Roos and Thomas Reilly, all have the requisite security clearances allowing
them to have access to the classified documents and information that relate to this case. Any
references to government attorneys as used in this Order refer only to the attorneys listed in this
paragraph.

7. The defendant’s counsel, John Nassikas and Laura Lester, shall be given access to
classified national security documents and information as required by the government’s
discovery obligations and in accordance with the terms of this Protective Order, and any other
orders pursuant to CIPA, and upon receipt of appropriate security clearances. The defendant,

Keith Weissman, will also be given access to national security documents and information as
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required by government discovery obligations and in accordance with the terms of this Protective
Order, and any other orders pursuant to CIPA. As set forth in the Government’s Motion for
Protective Order, Weissman has a continuing contractual obligation to the government not to
disclose to any unauthorized person classified information known to him or in his possession.
The government is entitled to enforce its agreement to maintain the confidentiality of classified
information. Consequently, pursuant to federal common law and the ordinary principles of
contract law, the defendant is hereby enjoined from breaching the terms of his secrecy
agreements with the government, is prohibited from any future violations of the above referenced
secrecy agreements, and is enjoined from disclosing any classified information to any
unauthorized person unless authorized to do so by this Court. Any additional person whose
assistance the defense reasonably requires may only have access to classified information in this
case after first obtaining from this Court, with prior notice to the government, an approval for
access to the required level of classification on a need-to-know basis, and after satisfying the
other requirements described in this Order for access to classified information. The substitution,
departure, or removal from this case of defense counsel or any other cleared person associated
with the defense as an employee or witness or otherwise, shall not release that person from the
provisions of this Order or the Memorandum of Understanding executed in connection with this
Order.

8. The Court Security Officer shall arrange for and maintain an appropriately
‘approved secure area for the use of defense counsel. The Court Security Officer shall establish
procedures to assure that the secure area is accessible to defense counsel during business hours

and at other times upon reasonable request as approved by the Court Security Officer. The
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secure area shall contain a separate working area for defense counsel and will be outfitted with
any secure office equipment requested by the defense that is reasonable and necessary to the
preparation of the defense. The Court Security Officer, in consultation with defense counsel,
shall establish procedures to assure that the secure area may be maintained and operated in the
most efficient manner consistent with the protection of classified information. No classified
documents may be removed from the secure area unless so authorized by the Court Security
Officer with notice provided to the Court. The Court Security Officer shall not reveal to the
government the content of any conversations he may hear among the defense, nor reveal the
nature of the documents being reviewed or the work being generated. The presence of the Court
Security Officer shall not operate to render inapplicable the attorney-client privilege or the
attorney work product doctrine.

9. Filing of Papers by Defendant. Any pleading or other document filed by the
defendant shall be filed under seal with the Court through the Court Security Officer or her
designee, unless defense counsel has obtained from the Court Security Officer permission,
specific to a particular, non-substantive pleading or document (e.g., motions for extensions of
time, continuances, scheduling matters, etc.) not containing information that is or may be
classified or under seal, to file the pleading or document not under seal. Pleadings filed under
seal with the Court Security Officers or Designee and shall be marked, “Filed in Camera and
Under Seal with the Court Security Officer or Designee.” The time of physical submission to the
Court Security Officers or designee shall be considered the date and time of filing. The Court
Security Officer shall promptly examine the pleading or document and, in consultation with

representatives of the appropriate agencies, determine whether the pleading or document contains
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classified information. If the Court Security Officer determines that the pleading or document
contains classified information, she shall ensure that the portion of the document containing
classified information, and only that portion, is marked with the appropriate classification
marking and remains under seal. All portions of all papers filed by the defendants that do not
contain classified information shall be immediately unsealed by the Court Security Officer and
placed in the public record. The Court Security Officer shall immediately deliver, under seal, to
the Court and counsel for the United States any pleading or document to be filed by the
defendant that contains classified information. The Court shall then direct the clerk to enter on
the docket sheet the title of the pleading or document, the date it was filed, and the fact that it has
been filed under seal with the Court Security Officer.

10.  Filing of Papers by the United States. Only the portions of pleadings or
documents filed by the United States that contain classified information shall be filed under seal
with the court through the Court Security Officer or Designee. Such pleadings and documents
shall be marked, “Filed In Camera and Under Seal with the Court Security Officer.” The date and
time of physical submission to the Court Security Officer or Designee shall be considered the
date and time of filing.

11.  Unless already holding an appropriate security clearance, and approved for access
to classified information in this case, for the purpose of establishing security clearances necessary
for access to classified information that may be involved in this case, Standard Form 86
(“Security Investigation Data for Sensitive Position™), attached releases, and full fingerprints
shall be completed and submitted to the Court Security Officer forthwith by defense counsel, by

all persons whose assistance the defense reasonably requires, and by such Court personnel as the
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Court requires for its assistance. The Court Security Officer shall take all reasonable steps to
process all security clearance applications.

12.  The Court Security Officer shall maintain a separate sealed record for those
materials which are classified. The Court Security Officer shall be responsible for maintaining
the secured records for purposes of later proceedings or appeal.

13.  Protection of Classified Information. The Court finds that in order to protect the
classified information involved in this case, no individual other than counsel for the United
States, appropriately cleared Department of Justice employees, personnel of the originating
agency, the defendant, Keith Weissman, and Weissman’s counsel, John Nassikas and Laura
Lester, shall be allowed to obtain access to classified documents and information unless and until
that person has been granted a security clearance by the Department of Justice through the Court
Seéurity Officer, and has obtained permission of the Court. No person except the defendant and
counsel for the defendant, John Nassikas and Laura Lester, shall have access to the classified
information involved in this case, unless and until that person, which includes any potential
witness at trial, shall first have:

a. received from the Court Security Officer the appropriate security clearance for

the level of the classified information involved in this litigation; and

b. signed the Memorandum of Understanding, in the form attached hereto, thereby

agreeing to comply with the terms of this Order.

The signed Memorandum of Understanding shall be filed with the Court. The substitution,
departure, or removal for any reason from this case of counsel for the defense or anyone later

cleared and associated with the defense as an employee or witness or otherwise shall not release
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that individual from the provisions of this Order or the Memorandum of Understanding executed
in connection with this Order. Before any person other than counsel for the United States,
appropriately cleared Department of Justice employees, and personnel of the originating agency,
is permitted by the Court to inspect and review classified national security information, he or she
must also sign the attached Memorandum of Understanding.

14. Access to Classified Information. Counsel for the defendant, John Nassikas and
Laura Lester, the defendant, Keith Weissman, and any later cleared employees of counsel for the
defendant or cleared witnesses accompanied by counsel for the defendant (hereinafter, “the
defense™) shall have access to classified information only as follows:

a. All classified information produced by the government to the defense in
discovery or otherwise, and all classified information possessed, created or
maintained by the defense, shall be stored, maintained and used only in the secure
area established by the Court Security Officer. No classified information shall be
maintained by the defense in any other place other than the secure area established
by the Court Security Officer.

b. Counsel for the defendant shall have free access to the classified information
made available to him in the secure area established by the Court Security Officer
and shall be allowed to take notes and prepare documents with respect to those
materials.

c. No person, including counsel for the defendant, shall copy or reproduce any classified
information in any manner or form, except with the approval of the Court Security
Officer or in accordance with the procedures established by the Court Security Officer for
the operation of the secure area.

d. All documents prepared by the defense (including, without limitation,
pleadings or other documents intended for filing with the Court) that do or may
contain classified information must be prepared in a secure area on word
processing equipment approved by the Court Security Officer. All such
documents and any associated materials (such as notes, drafts, copies, typewriter
ribbons, magnetic recordings, exhibits) containing classified information shall be
maintained in the secure area unless and until the Court Security Officer
determines that those documents or associated materials are unclassified in their

9.
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entirety. None of these materials shall be disclosed to counsel for the United
States.

e. The defense shall discuss classified information only with other cleared
persons and only in the secure area or in an area authorized by the Court Security
Officer.

f. The defense shall not disclose, without prior approval of the Court, the contents
of any classified documents or information to any person not named in this Order
except the Court, Court personnel, and the attorneys for the United States
identified by the Court Security Officer as having the appropriate clearances and
the need to know. Counsel for the United States shall be given an opportunity to
be heard in response to any defense request for disclosure to a person not named
in this Order. Any person approved by the Court for disclosure under this
paragraph shall be required to obtain the appropriate security clearance, to sign
and submit to the Court the Memorandum of Understanding appended to the
Order, and to comply with all the terms and conditions of the Order. If
preparation of the defense requires that classified information be disclosed to
persons not named in this Order, the Department of Justice shall promptly seek to
obtain security clearances for them at the request of defense counsel.

g. The defense, including the defendant, counsel for the defendant, and any other
later cleared employees or defense witnesses, shall not discuss classified
information over any standard commercial telephone instrument or office
intercommunication systems, including but not limited to the internet, or in the
presence of any person who has not been granted access

by the Court to classified information.

h. Any documents written by the defense that do or may contain classified
information shall be transcribed, recorded, typed, duplicated, copied or otherwise
prepared only by persons who have received an appropriate approval for access to
classified information.

i. If counsel for the government advises defendant’s counsel that certain
classified information or documents may not be disclosed to the defendant, then
defense counsel shall not disclose such information or documents to the defendant
without prior concurrence of counsel for the government or, absent such
concurrence, approval of the Court. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for disclosure to the
defendant of such classified information.

-10-
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15.  Classified Information jn the Defendant’s Possession. The court has been advised
that the defendant and/or his counsel have been provided information during pre-indictment
discussions in this case which may later be determined to be classified. All such information
shall be immediately provided to the Court Security Officer or to counsel for the United States.
Counsel for the United States will assist defendant’s counsel in identifying any such classified
information which may have remained in the defendant’s or his counsel’s possession. The
defendant and defendant’s counsel are hereby enjoined from disclosing any classified
information to any unauthorized person during the pendency of this Order. Nothing in this Order
shall be construed as a limitation on the government in filing criminal charges against any person
in the event of an unauthorized disclosure of classified information or instituting civil litigation
to enforce secrecy agreements.

16.  Classified Information Procedures Act. No motion has been made by the defense
for the disclosure of classified information. Procedures for the public disclosure of classified
information by the defense shall be those established in sections 5 and 6 of CIPA. The court may
issue additional Protective Orders as needed.

17. Procedures for the public disclosure of classified information by the defense shall
be those provided in Sections S and 6 of CIPA. No classified information may be disclosed by
the defense except:

a. to the Court, Court personnel, and government attorneys and their agents and
employees identified by the Court Security Officer as holding prior approvals identified by the

Court Security Officer as holding proper approvals for access to classified information;
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b. to representatives of the agency or department originating the classified information
who have been identified by the Court Security Officer as holding appropriate security clearances
and having the need to know the classified information;

c. in accordance with the procedures of CIPA and the procedures established by the
Court Security Officer; and

d. to persons who have been authorized to have access to classified information pursuant
to this Order or to CIPA.

To facilitate the defense filing of notices required under Section 5 of CIPA, the Court
Security Officer shall make arrangements with the appropriate agencies for a determination of the
classification level, if any, of materials or information either within the possession of the defense
or about which the defense has knowledge and which the defense intends to use in any way in
any pretrial proceeding or at trial. Nothing submitted by the defense to the Court Security
Officer pursuant to this paragraph shall be made available to counsel for the government unless
so ordered by the Court, or so designated by the defense. Any and all items which are classified
shall be listed in the defendant’s Section 5 notice.

18.  As the identity of government intelligence employees may be classified, and as
certain security arrangements may be necessary to protect classified information which may be
discussed, the parties agree that the defense may not contact any employee of any government
intelligence agency without making prior arrangements for such contact with an attorney for the
government, unless the defense files a motion with the Court -- which motion may be ex parte at
the discretion of defense counsel -- to authorize such contact, gives the government notice of

such motion without revealing the name of the employee the defense seeks to contact , and
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obtains a court order authorizing that contact. Further, the defense shall give prior notice to
government attorneys of any contacts it intends to make with any employee of any government
intelligence agency for the purpose of declassifying any classified information relating to this
case.

19.  Any unauthorized disclosure of classified information may constitute violations of
United States criminal laws. In addition, any violation of the terms of this Order shall be brought
immediately to the attention of this Court and may result in a charge of contempt of court and
possible referral for criminal prosecution. Any breach of this Order may also result in
termination of an individual’s access to classified information. Persons subject to this Order are
advised that direct or indirect unauthorized disclosure, retention, or negligent handling of
classified documents or information could cause serious damage, and in some cases,
exceptionally grave damage to the national security of the United States or may be used to the
advantage of a foreign nation against the interests of the United States. This Protective Order is
to ensure that those authorized to receive classified information in connection with this case will
never divulge that information to anyone not authorized to receive it, without prior written
authorization from the originating agency and in conformity with this Order.

20.  All classified documents and information to which the defense (including the
defendant, counsel for the defendant, any later cleared employee of counsel for the defendant, or
cleared defense witness) have access in this case are now and will remain the property of the
United States. Upon demand of the Court Security Officer, these persons shall return to the

Court Security Officer, all classified information in their possession obtained through discovery
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from the government in this case, or for which they are responsible because of access to
classified information. The notes, summaries and other documents prepared by the defense that
do or may contain classified information shall remain at all times in the custody of the Court
Security Officer for thé duration of the case. At the conclusion of this case, all such notes,
summaries and other documents are to be destroyed by the Court Security Officer in the presence
of defense counsel, if they choose to be present.

21. A copy of this Order shall be issued forthwith to the defendant, defense counsel
who shall be responsible for advising the defendant, any co-counsel, employees of counsel for
the defendants, and defense witnesses who need to know of the contents of this Order.
Defendant, counsel for the defendant, and any other individuals who will be provided access to
the classified information, shall execute the Memorandum of Understanding described in
paragraph 13 of this Order, and counsel for the defendant shall file executed originals of such
documents with the Court and the Court Security Officer and serve an executed original upon the
United States. The execution and filing of the Memorandum of Understanding is a condition
precedent for Defendant, counsel for the defendant, or any other person assisting the defense to

have access to classified information.

SO ORDERED this / day of September, 2005, at Alexandria, Virginia.
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
V. )
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING
i. Having familiarized myself with the applicable laws, I understand that I have

already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. I agree that I shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. [ understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin. Steven J. Rosen and Keith Weissman,



) ()

Criminal No. 1:05CR225, and any subsequent related proceedings including the appellate
process.

4. I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and 1 agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

John Nassikas
Counsel for Defendant Keith Weissman

Date

Witness Name

Witness Signature
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
V. )]
)
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
)
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING
I. Having familiarized myself with the applicable laws, I understand that I have

already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. I agree that [ shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. I understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin. Steven J. Rosen and Keith Weissman




Criminal No. 1:05CR225, and any subsequent related proceedings including the appellaté
process.

4. I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and I agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

Laura Lester
Counsel for Defendant Keith Weissman

Date

Witness Name

Witness Signature
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA ) CRIMINAL NO. 1:05CR225
)
v. )
LAWRENCE ANTHONY FRANKLIN, )
)
STEVEN J. ROSEN and )
' )
KEITH WEISSMAN, )
)
Defendants. )
)

MEMORANDUM OF UNDERSTANDING

1. Having familiarized myself with the applicable laws, I understand that [ have
already received, and may be the future recipient of information and documents, that pertain to
the national security of the United States, and which are the property of the United States, and
that such documents and information, together with the methods of collecting such information,
are classified according to security standards set by the United States government.

2. I agree that I shall never divulge, publish or reveal, either by word, conduct or any
other means, such classified information and documents unless specifically authorized to do so in
writing by an authorized representative of the United States government, or as required by the
Classified Information Procedures Act, or as otherwise ordered by this Court.

3. I understand that this agreement will remain binding upon me after the conclusion

of trial in United States v. Lawrence Anthony Franklin, Steven J. Rosen and Keith Weissman,
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Criminal No. 1:05CR225, and any subsequent related procéedings including the appellate
process.

4. I have received, read and understand the Protective Order entered by the United
States District Court for the Eastern District of Virginia in the above-styled case, and I agree to

comply with the provisions contained therein.

I declare under penalty of perjury under the laws of the United States that the foregoing is

true and correct to the best of my knowledge, information and belief.

Keith Weissman

Date

Witness Name

Witness Signature



Protective Order

United States v. Abu Ali
(E.D. Va. 1:05-cr-53)



N THE UNI TED STATES DI STRI CT COURT FOR THE
EASTERN DI STRICT OF VIRG NI A
ALEXANDRI A DI VI SI ON

UNI TED STATES OF AMERI CA )
V. § CRIM NAL ACTION NO 05-53 (GBL)
AHMVED OVAR ABU ALI , g
Def endant . g
ORDER

THI'S MATTER is before the Court on the governnent’s Mdtion
to Unseal Testinony by Saudi Governnent O ficials and
Governnent ’s Qpposition to Defendant’s Mdtion to Suppress, and on
the governnent’s Mdtion for Protective Order. The issues before
the Court are (1) whether to unseal the existence and transcripts
of testinony, taken under seal, of Saudi Governnent officials
pursuant to Federal Rule of Crimnal Procedure 15 and the
governnment ’s Qpposition to Defendant’s Mtion to Suppress; (2)
how t he af orenentioned testinmony will be presented during the
upcom ng suppression hearing and during trial; and (3) the manner
i n which defense counsel shall be permtted access to the video
recordings of that testinmony. The Court grants, in part, the
government s Motion to Unseal Testinony by Saudi Government
Oficials and Governnment’s Qpposition to Defendant’s Mdtion to
Suppress. The Court grants, in part, the government’s Mdtion for

Protecti ve O der.



(A) Limted Unsealing of Rule 15 Deposition Transcripts and

Unseal i ng of Governnent’s Opposition to Defendant’s Motion to

Suppr ess

Background

By its April 19, 2005 Menorandum Order, this Court granted
the governnent’s Mdtion for Rule 15 Depositions and thereby
authorized the parties in this case to take depositions in Saudi
Arabi a of several Saudi governnent officials, including Foreign
Wtnesses A and B, who are alleged to possess rel evant
i nformati on about the detention and interrogation of Defendant
Ahmed Qmar Abu Ali (“M. Abu Ali,” “Defendant”) as his primry
i nterrogator and superior interrogator, respectively. Federal
Rul e of Crimnal Procedure 15(a)(1l) allows a party to nove for
the deposition of a prospective witness to preserve his or her
testinony for trial, and permts the Court to grant the notion
when “exceptional circunstances” arise, and when doing so is in
the “interest of justice.” FED. R CRIM P. 15(a)(1).

After weighing the factors articulated in United States v.
Haj beh, 284 F. Supp.2d 380, 382 (E.D.Va. 2003), this Court granted
the Rule 15 notion because it found that: (1) Foreign Wtnesses A
and B are unavailable to testify at trial since they both reside
in Saudi Arabia and the Saudi governnent will not allow themto
travel to the United States to participate in judicia

proceedi ngs; (2) their testinony is material to the outcone of



this proceeding; and (3) their testinony is necessary to serve
the ends of justice. Mem Oder, Apr. 19, 2005, at 3-5.

Pursuant to the Order of the Court, the transcript of the
deposition testinony was filed by the governnment under seal. The
governnent, through the instant notion, now seeks to have the

exi stence and transcripts of the Rule 15 deposition testinony

unseal ed.

Rul i ng

The Court grants the governnment’s Mdtion to Unseal Testinony
by Saudi Governnment O ficials and Governnent’s Cpposition to
Def endant s Motion to Suppress, and orders that the transcripts
of the Rule 15 deposition testinony are unsealed with the
followi ng restrictions. During the suppression hearing, both the
government and defense counsel may refer only to testinony in the
transcripts. Neither party may refer to those portions of the
transcript which refer to evidentiary objections. Furthernore,
nei t her the governnent nor defense counsel may refer to argunents
made by either party during the course of the depositions.
Finally, neither party may rel ease these transcripts, in whole or
in part, to the public until so instructed by the Court.

The governnent’s COpposition to Defendant’s Mdttion to
Suppress is unsealed and nay be referred to during the

suppressi on heari ng.



(B) Presentation of Video Recordings of Rule 15 Depositions at

Suppressi on Hearing and at Tri al

The Court grants, in part, the governnent’s Mtion for
Protective Order and orders that the Rule 15 deposition testinony
be di splayed in the manner prescribed below. In the Court’s
April 19, 2005 Menorandum Order authorizing Rule 15 depositions
to be taken, the Court specifically reserved the question of
whet her and how that deposition testinony would be presented in
future hearings and at trial. Mem Oder, Apr. 19, 2005, at 2

n. 1.

Suppr essi on Heari ng

The Court rules that during the suppression hearing, the
parties will be permtted to play, in open court, those portions
of the videotaped depositions to which evidentiary objections
were not made. However, the Court will only permit the public to
hear audi o of the videotaped depositions and will, otherw se,
conceal the faces of the deponents. During these depositions, at
the governnent’s request, the Court permtted the Foreign
Wtnesses to testify under pseudonyns and ordered the courtroom
seal ed during the deposition testinony because the governnent
advanced an “overriding interest that is likely to be
prejudi ced, ” and the cl osure was no broader than necessary to
protect that interest. See Waller v. Georgia, 467 U S. 39, 48
(1984) (describing and affirmng the standard for closing a

4



hearing in Press-Enterprise Co. v. Super. C. Cal., 464 U S. 501
(1984)). The Court also considered alternatives to closing the
proceeding. 1d. (holding courts must “consider reasonable
alternatives to closing the proceeding, and... nake findings
adequate to support the closure”).

The Court granted the governnent’s notion to seal the
courtroom because the governnment articul ated overriding public
interests: protecting the witnesses from possible violent acts,
allowing the factfinder access to highly rel evant testinony
necessary for a fair adjudication of this case, and Saudi
cooperation in future terrorismcases. The prosecution infornmed
the Court that the Saudi Governnment expressly conditioned its
wi | lingness to nmake the witnesses available for deposition on the
United States Governnent’s assurance that the true nanmes of the
W tnesses will not be nade public. Both w tnesses work for the
Saudi donestic security service, the Mabahith, and their true
names are classified. O her Mabahith nmenbers whose true names
have been publicized have suffered violent retribution. O her
courts have permtted the sealing of courtroons and testinony
under pseudonyns when danger to the wi tnesses or national
security interests are at issue. See United States v. Mussaoui,
382 F.3d 453, 458 (4th Cir. 2004) (allow ng renote video
depositions of witnesses not identified to the public for
nati onal security reasons); see also Ayala v. Speckard, 131 F. 3d

62 (2d Cr. 1997) (holding three state court trial judges

5



“adequately determ ned that courtroom cl osure was warranted”
during the testinony of undercover officers whose testinony m ght
make it inpossible for themto continue their work); Smth v.
[1linois, 390 U S. 129, 133-34 (1968) (Wite and Marshall, JJ.,
concurring) (suggesting that a court nmay bar inquiries on cross-
exam nation tending to endanger the personal safety of a

W t ness).

Despite the Court’s granting of the governnent’s notion to
seal the courtroomand allow Foreign Wtnesses A and B to testify
under pseudonyns, the Court recognizes that seal ed proceedings in
a crimnal case, particularly involving the credibility of key
prosecution witnesses, are highly disfavored. See Smth, 390
U S at 131 (citing Pointer v. State of Texas, 380 U. S. 400, 404
(1965) (“Yet when the credibility of a witness is in issue, the
very starting point in ‘exposing fal sehood and bringi ng out the
truth’ through cross exam nati on nust necessarily be to ask the
w tness who he is and where he lives.... To forbid this nost
rudinmentary inquiry at the threshold is effectively to emascul ate
the right of cross-examnation itself”). Consequently, the Court
has fashi oned a procedure intended to preserve the defendant’s
rights to confrontation under the Sixth Amendnent and the public
and the press’s qualified First Amendnent rights to attend
crimnal trials. See Waller, 467 U S. at 44-45 (citing d obe

Newspaper Co. v. Super. C. Norfolk County, 457 U S. 596 (1982)



(di scussing the First Amendnent rights of the public and press to

attend crimnal trials)).

Trial
The Court rules that, during trial, the depositions wll be
presented in the same manner as during the suppression hearing,
W th one exception. During trial, the jury, the defendant, and
counsel will see the full edited video testinmony with the faces

unobst ruct ed.

Evi dentiary Cbjections to Transcripts

The Court directs both parties to neet on or before
Septenber 30, 2005 to jointly review the transcript, and seek to
resolve, in advance of trial, any evidentiary objections to the
transcript registered by either side and to determ ne which
portions, if any, of the testinony are not necessary for
consideration by the judge or jury (e.g. dialogue with the judge
and counsel concerning scheduling wi tnesses, etc.). |If
necessary, the parties shall then prepare a |ist of any
unr esol ved objections not including translation issues concerning
the transcripts and submt that list to the Court no later than 5
p.m on Thursday, October 6, 2005. The Court will hold a hearing
on any unresolved evidentiary objections at the end of the civil
docket at 12:00 noon on Friday, Cctober 14, 2005. After those

obj ections have been resolved, the Court will require that the
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vi deo and audi o recordings to be played at trial be edited

accordingly.

Transl ati on-Rel ated Objections to Transcri pt

The Court will address, in a separate Order, the manner in
whi ch the parties’ objections to the transcripts that are based

on transl ation-rel ated i ssues are to be resol ved.

(C) Defense Access to Video Recordings of Rule 15 Depositions

The Court grants the government’s Mtion for Protective
Order and prohibits defense counsel, the governnent, and any
ot her persons from maki ng or receiving copies of the
af orenenti oned video recordings for the reasons the Court has
shielded the identity and nanmes of the Saudi Arabian governnment
officials discussed above. However, the governnent shall give
def ense counsel |iberal access and opportunity to privately view
the video recordings of the Rule 15 depositions at the United
States Attorney’s Ofice in Alexandria, VA. The Court notes that
this ruling is in no way a reflection upon the integrity or
ethics of defense counsel who continue to conduct thenselves in
accordance with their duties as officers of the court. However,
the Court issues this protective order in order to mnimze the
|'i kel i hood that individuals other than defense counsel and the
government will inadvertently gain access to the video

recor di ngs.



For the preceding reasons, it is hereby

ORDERED t hat the governnent’s Mtion to Unseal Testinony by
Saudi CGovernnment O ficials and Governnent’s Qpposition to
Def endant s Motion to Suppress is GRANTED IN PART. The
transcripts of the Rule 15 deposition testinony are unsealed with
the following restrictions. During the suppression hearing, both
the governnent and defense counsel may refer only to testinony in
the transcripts. Neither party nmay refer to those portions of
the transcript to which evidentiary objections were nade.
Furthernore, neither the governnent nor defense counsel may refer
to argunents nmade by either party during the course of the
depositions. Finally, neither party may rel ease these
transcripts, in whole or in part, to the public until so
instructed by the Court. Also, the governnent’s Cpposition to
Def endant ’s Motion to Suppress is unsealed and may be referred to
during the suppression hearing. It is further

ORDERED t hat the governnent’s Mtion for Protective Oder is
GRANTED I N PART. During the suppression hearing, the parties
will be permtted to play, in open court, testinony of w tnesses
excl udi ng those portions of the videotaped depositions to which
evidentiary objections were nade. However, the Court will only
permt the public to hear audio of the videotaped depositions and
wll, otherwi se, conceal the faces of the deponents. During
trial, the depositions will be presented in the sane manner as

during the suppression hearing, wth one exception. During
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trial, the jury, the defendant, and counsel wll see the ful
edited video testinony with the witnesses’ faces unobstruct ed.
It is further

ORDERED t hat defense counsel, the governnent, and any ot her
persons are prohibited from nmaking or receiving copies of the
af orenenti oned vi deo recordings for the reasons the Court has
shielded the identity and nanes of the Saudi Arabian governnent
of ficials discussed above. However, the governnent shall give
def ense counsel |iberal access and opportunity to privately view
the video recordings of the Rule 15 depositions at the United
States Attorney’s Ofice in Alexandria, VA, It is further

ORDERED t hat both parties neet on or before Septenber 30,
2005 to jointly review the transcript, and seek to resolve, in
advance of trial, any evidentiary objections to the transcript
registered by either side. |If necessary, the parties shall then
prepare a list of any unresolved issues concerning the
transcripts and submt that list to the Court no later than 5
p.m on Thursday, Cctober 6, 2005. The Court will hold a hearing
on any unresolved evidentiary objections at 12: 00 noon on Friday,
Cct ober 14, 2005. After those objections have been resol ved, the
Court will require that the video and audi o recordings to be

pl ayed at trial be edited accordingly.
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The Clerk is directed to forward a copy of this Order to
counsel of record.

ENTERED t hi s 16th day of Septenber, 2005.

/s/

Geral d Bruce Lee
United States District Judge

Al exandria, Virginia
9/ 16/ 05
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Protective Order

United States v. Warsame
(D. Minn. 0:04-cr-29)
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UNITED STATES DISTRICT COURT
DISTRICT OF MINNESOTA
CRIMINAL NO. 04-29(JRT/FLN)

UNITED STATES OF AMERICA,
Plaintiff,

PROTECTIVE ORDER
VS.

MOHAMMED ABDULLAH WARSAME,
Detendant.

This matter comes before the Court upon the Motion of the United States
for a Protective Order to prevent the unauthorized disclosure or dissemination of
classified national security information and documents which will be reviewed or
made available to defense counsel in this case.

Pursuant to the authority granted under Section 3 of the Classified
Information Procedures Act, 18 U.S.C. App. 3 (1994) (“CIPA”), the Security
Procedures Established Pursuant to CIPA by the Chief Justice of the United States
for the Protection of Classified Information {reprinted following CIPA section 9),
Rules 16(d) and 57 of the Federal Rules of Criminal Procedure, the general
supervisory authority of the Court, and in order to protect the national security, the
following Protective Order 1s entered:

L. The Court finds that this case will involve information that has been
classified national security information. The storage, handling and control of this
information will require special security precautions mandated by statute,
executive order, and regulation, and access to which requires the appropriate
security clearances and a legitimate “need to know.” The purpose of this Order is
to establish procedures that must be followed by defense counsel, any translators
for the defense, investigators and all other individuals who receive access to

classified national security information or documents in connection with this case.

Protective Order - 1
WarsameCIPA ProtecOrder.wpd
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These procedures will apply to all pretrial, post-trial and appellate matters

concerning classified information and may be modified from time to time by

further order of the Court acting under its inherent supervisory authority to ensure

a fair and expeditious trial.

b.

2. Definitions. The following definitions shall apply to this Order:
“Classified information” shall mean:

(i) any document or information which has been classified by any
executive agency in the interests of national security or pursuant to
Executive Order 12958 or its predecessor orders, as “confidential,” “secret,”
“top secret,” or additionally controlled as “SENSITIVE
COMPARTMENTED INFORMATION” (SCI), or any information
contained in such document.

(ii) any document or information now or formerly in the possession of a
private party which (A) has been derived from information from the United
States government that was classified and (B) has subsequently been
classified by the United States pursuant to Executive Order as

2 (¢

“confidential,” “secret,” “top secret” or additionally controlled as “sensitive
compartmented information.”

(iii) verbal classified information known to the Defendant or defense
counsel, or

(iv) any information, regardless of place of origin and including “foreign
government information,” as that term in defined in Executive Order 12958,
that could reasonably be believed to contain classified information, or that

refers or relates to national security or intelligence matters.

“Document” shall mean any material containing information. The term

“document” shall include, without limitation, written or printed matter of any kind

including originals, conforming copies, non-conforming copies (e.g., a copy of an

Protective Order - 2
WarsameCIPA ProtecOrder.wpd
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original with an added notation). The term “document” shall also include,
without limitation, letters, reports, summaries, memoranda, notes,
communications, telexes, cables, telecopies, telegrams, facsimiles, microfilms,
reports, photographs, charts, graphs, maps, invoices, accountings, worksheets,
bulletins, transcripts, and messages, as well as alterations, amendments,
modifications and changes of any kind to the foregoing; and all recordings of
information on magnetic, electronic, or optic media such as audio or video tapes,
computer tapes or discs, microfiche, type-writer ribbons, films and all manner of
electronic data processing storage.

C. “Access to classified information” means having access to, reviewing,
reading, learning or otherwise coming to know in any manner classified
information. |

d. “Secure Area” means a sensitive compartmented information facility
accredited by a Court Security Officer for the storage, handling and control of
classified information.

3. Information in the public domain is ordinarily not classified,
however, such information may be considered as classified and therefore subject
to the provisions of CIPA, if it is confirmed as being classified by any person who
has, or has had, such access to classified information. and that confirmation
corroborated the information in question. Any attempt by the defense to have such
information confirmed or denied at trial or in any public proceeding in this case
shall be governed by CIPA and all provisions of this Order.

4, All classified documents and information contained therein, shall
remain classified unless the documents bear a clear indication that they have been
declassified by the agency or department that originated the document or

information contained therein (hereinafter, originating agency).

Protective Order - 3
WarsameCIPA ProtecOrder. wpd
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3. In accordance with the provisions of CIPA and the Security
Procedures promulgated by the Chief Justice of the United States pursuant to that
Act, this Court designates John Mollinard as Court Security Officer and Christine
Gunning, Barbara Russell, Margaret Fennell, Michael Macisso, and Charles
Alliman as alternate Court Security Officers for this case, for the purpose of
providing security arrangements necessary to protect from unauthorized disclosure
any classified information or documents that have been made available to the
Defendant Mohammed Abdullah Warsame, as a result of his prior relationship
with the government, or will be made available to the defense in connection with
this case. Defense counsel shall seek guidance from the Court Security Officer
with regard to appropriate storage, handling, transmittal, and use of classified
information,

6. The Court has been advised that the Assistant United States Attorney
assigned to this case, Michael W. Ward, and Thomas Hollenhorst and Department
of Justice attorneys Joseph Kaster and Daniel Fromstein, have the requisite
security clearances allowing them to have access to the classified documents and
information that relate to this case. Any references to government attorneys as
used in this Order refer only to the attorneys listed in this paragraph.

7. The Defendant, his counsel, and counsels’ approved employees, shall
be given access to classified national security documents and information as
required by the government’s discovery obligations and in accordance with the
terms of this Protective Order, and any other orders pursuant to CIPA, and upon
receipt of appropriate security clearances. Any additional person whose assistance
the defense reasonably requires may only have access to classified information in
this case after obtaining from the Court, with prior notice to the government, an
approval for access to the required level of classification on a need to know basis,

and after satisfying the other requirements described in this Order for access to

Protective Order - 4
WarsameCIPA ProtecOrder.wpd
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classified information. The substitution, departure, or removal from this case of
defense counsel or anyone associated with the defense as an employee or witness
or otherwise, shall not release that person from the provisions of this Order or the
Memorandum of Understanding executed in connection with this Order.

8. The Court Security Officer shall arrange for an appropriately
approved secure area for the use of defense counsel and his employees. The Court
Security Officer shall establish procedures to assure that the secure area is
accessible during business hours to defense counsel, employees of counsel, and
authorized witnesses accompanied by defense counsel, and at other times upon
reasonable request as approved by the Court Security Officer. The secure area
shall contain a separate working area for defense counsel and will be outfitted with
any secure office equipment requested by the defense that is reasonable and
necessary to the preparation of the defense. The Court Security Officer, in
consultation with defense counsel, shall establish procedures to assure that the
secure arca may be maintained and operated in the most efficient manner
consistent with the protection of classified information. No classified documents
may be removed from the secure area unless so authorized by the Court Security
Officer with notice provided to the Court. The Court Security Officer shall not
reveal to the government the content of any conversations he may hear among the
defense, nor reveal the nature of the documents being reviewed or the work being
generated. The presence of the Court Security Officer shall not operate to render
inapplicable the attorney-client privilege.

9.  Filing of Papers by Defendant. Any pleading or other document filed
by Defendant shall be filed under seal with the Court Security Officer or a
designee and shall be marked, “Filed in Camera and Under Seal with the Court
Security Officer.” The time of physical submission to the Court Security Officer

or a designee shall be considered the date and time of filing. The Court Security

Protective Order - 5
WarsameCIPA ProtecOrder.wpd
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Officer shall promptly examine the pleading or document and, in consultation with
representatives of the appropriate agencies, determine whether the pleading or
document contains classified information. If the Court Security Officer
determines that the pleading or document contains classified information, he shall
ensure that that portion of the document, and only that portion, is marked with the
appropriate classification marking and remains under seal. All portions of all
paper filed by Defendant that do not contain classified information shall be
immediately unsealed by the Court Security Officer and placed in the public
record. The Court Security Officer or a designee shall immediately deliver under
seal to the Court and counsel for the United States any pleading or document to be
filed by defendant that contains classified information; the Court shall then direct
the clerk to enter on the docket sheet the title of the pleading or document, the date
it was filed, and the fact that it has been filed under seal with the Court Security
Officer or a designee.

10.  Filing of Papers by the United States. Only the portions of pleadings
or documents filed by the United States that contain classified information shall be
filed under seal with the Court through the Court Security Officer. Such pleadings
and documents shall be marked, “Filed In Camera and Under Seal with the Court
Security Officer.” The date and time of physical submission to the Court Security
Officer or a designee shall be considered the date and time of filing.

11.  The Court Security Officer shall maintain a separate sealed record for
those materials which are classified. The Court Security Officer shall be
responsible for the maintaining of the secured records for purposes of later
proceedings or appeal.

12.  Protection of Classified Information. The Court finds that in order to
protect the classified information involved in this case, individuals other than

counsel for the United States, appropriately cleared Department of Justice

Protective Order - 6
WarsameCIPA ProtecOrder.wpd
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employees, and personnel of the originating agency, can obtain access to classified
documents and information only after having been granted a security clearance by
the Department of Justice through the Court Security Officer, and with permission
of the Court. No person except counsel for Defendant, employees of counsel for
the Defendant or defense witnesses, upon receipt of appropriate security
clearances, shall have access to the classified information involved in this case.
Moreover, no counsel for the Defendant, employee of counsel for the Defendant
or defense witnesses shall have access to any classified information in this case
unless that person shall first have:
(a) received from the Court Security Officer the appropriate security
clearance for the level of the classified information involved in this
litigation; and
(b) signed the Memorandum of Understanding in the form attached hereto
agreeing to comply with the terms of this Order, The signed Memorandum
of Understanding shall be filed with the Court. The substitution, departure
or removal for any reason from this case of counsel for the defense or
anyone associated with the defense as an employee or witness or otherwise
shall not release that individual from the provisions of this Order or the
Memorandum of Understanding executed in connection with this Order.
Before any person other than counsel for the United States, appropriately cleared
Department of Justice employees, and personnel of the originating agency, is
permitted by the Court to inspect and review classified national security
information, he or she must also sign the attached Memorandum of Understanding.
13.  Access to Classified Information. In the interest of the national
security, the defendant may be excluded from access to certain classified

information. Counsel for the Defendant, employees of counsel for the Defendant

Protective Order - 7
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and witnesses accompanied by counsel for the Defendant shall have access to

classified information only as follows:

a. All classified information produced by the government to defense
counsel in discovery or otherwise, and all classified information possessed,
created or maintained by the defense, shall be stored, maintained and used
only in the secure arca established by the Court Security Officer.

b. Counsel for the defendant and employees of counsel for the
Defendant shall have free access to the classified information made
available to them in the secure area established by the Court Security
Officer and shall be allowed to take notes and prepare documents with
respect to those materials.

C. No person, including counsel for the defendants, any employee of
counsel for the defendant or defense witnesses, shall copy or reproduce any
classified information in any manner or form, except with the approval of
the Court Security Officer or in accordance with the procedures established
by the Court Security Officer for the operation of the secure area.

d. All documents prepared by the defense (including, without limitation,
pleadings or other documents intended for filing with the Court) that do or
may contain classified information must be prepared in a secure area on
word processing equipment approved by the Court Security Officer. All
such documents and any associated materials (such as notes, drafts, copies,
typewriter ribbons, magnetic recordings, exhibits) containing classified
information shall be maintained in the secure area unless and until the Court
Security Officer determines that those documents or associated materials are
unclassified in their entirety. None of these materials shall be disclosed to

counsel for the United States.

Protective Order - &
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e. Counsel for the Defendant and employees of counsel for the
Defendant shall discuss classified information only within the secure area or
in an area authorized by the Court Security Officer.

f. The defense shall not disclose, without prior approval of the Court,
the contents of any classified documents or information to any person not
named in this Order except the Court, Court personnel and the attorneys for
the United States identified by the Court Security Officer as having the
appropriate clearances and the need to know. Counsel for the United States
shall be given an opportunity to be heard in response to any defense request
for disclosure to a person not named in this Order. Any person approved by
the Court for disclosure under this paragraph shall be required to obtain the
appropriate security clearance, to sign and submit to the Court the
Memorandum of Understanding appended to the Order, and to comply with
all the terms and conditions of the Order. If preparation of the defense
requires that classified information be disclosed to persons not named in
this Order, the Department of Justice shall promptly seek to obtain security
clearances for them at the request of defense counsel.

g. The Defendant, counsel for the Defendant, employees of counsel for
the Defendant and defense witnesses shall not discuss classified information
over any standard commercial telephone instrument or office
intercommunication systems, including but not limited to the internet, or in
the presence of any person who has not been granted access by the Court to
classified information. |

h.  Any documents written by the defense that do or may contain
classified information shall be transcribed, recorded, typed, duplicated,
copied or otherwise prepared only by persons who have received an

appropriate approval for access to classified information.

Protective Order - 9
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i. If counsel for the government advise defense counsel that certain

1 classified information or documents may not be disclosed to the Defendant,
2 then defense counsel, employees of defense counsel, and defense witnesses |
3 shall not disclose such information or documents to the Defendant without
4 prior concurrence of counsel for the government or, absent such |

3 concurrence, approval of the Court. Counsel for the government shall be

6 given an opportunity to be heard in response to any defense request for

7 disclosure to the defendant of such classified information.

8 14. Defense counsel, employees of defense counsel, and defense

9 | witnesses shall not disclose such information or documents to the defendant

10 without prior concurrence of counsel for the government, or, absent such

1 concurrence, prior approval of the Court. Counsel for the government shall be

12 given an opportunity to be heard in response to any defense request for disclosure
13 to the defendant of such classified information.

14 15. Classified Information Procedures Act. Procedures for the public

151 disclosure of classified information by the defense shall be those established in
16 | sections 5 and 6 of CIPA. No classified information may be disclosed by any

171 defense except:

18 a. to the Court, court personnel and government attorneys and their

19 agents and employees identified by the Court Security Officer or a designee
20 as holding proper approval for access to classified information;
21 b. to representatives of the agency or department originating the
22 classified information who have been identified by the Court Security
23 Officer as holding proper security clearances and having the need to know
24 the classified information;
25 C. in accordance with the procedures of CIPA and the procedures
26 established by the Court Security Officer; or
2| Trtive Orer 10
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d.  to persons who have been authorized to have access to classified

information pursuant to this Order or to CIPA.

To facilitate the defense in its filing of notices as required under Section 5 of
CIPA, the Court Security Officer shall make arrangements with the appropriate
Agencies for a determination of the classification level, if any, of materials or
information either within the possession of the defense or about which the defense
has knowledge and which the defense intends to use in any way at any pretrial
proceeding or at trial. Nothing submitted by the defense to the Court Security
Officer or a designee pursuant to this paragraph shall be made available to counsel
tor the United States unless so ordered by the Court, or so designated by the
defense. Any and all of these items which are classified shall be listed in
defendant’s Section 5 notice.

16. The defense may not contact any employee of any government
intelligence agency without making prior arrangements with a government
attorney, unless the defense files a motion with the Court (which may be ¢x parte
at the discretion of defense counsel), to authorize such contact, provides the
government notice of such motion, and obtains a court order authorizing that
contact. This is required since the identities of the government intelligence
employees may be classified, and formal arrangements may be required to protect
the classified information which may be the subject of discussion by the parties.

17.  Any unauthorized disclosure of classified information may constitute
violations of United States criminal laws. In addition, any violation of the terms
of this Order shall be brought immediately to the attention of the Court and may
result in a charge of contempt of Court and possible referral for criminal
prosecution. Any breach of this Order may also result in termination of an
individual’s access to classified information. Persons subject to this Order are

advised that direct or indirect unauthorized disclosure, retention or negligent
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handling of classified documents or information could cause serious damage, and
in some cases exceptionally grave damage to the national security of the United
States or may be used to the advantage of a foreign nation against the interests of
the United States. This Protective Order is to ensure that those authorized to
receive classified information in connection with this case will never divulge that
information to anyone not authorized to receive it, without prior written
authorization from the originating agency and in conformity with this Order.

18.  All classified documents and information which counsel for the
Defendant, employees of counsel for the Defendant or defense witnesses have
access to in this case are now and will remain the property of the United States.
Upon demand of the Court Security Officer, these persons shall return to the Court
Security Officer, all classified information in their possession obtained through
discovery from the government in this case, or for which they are responsible
because of access to classified information. The notes, summaries and other
documents prepared by the defense that do or may contain classified information
shall remain at all times in the custody of the Court Security Officer for the
duration of the case. At the conclusion of this case, all such notes, summaries and
other documents are to be destroyed by the Court Security Officer in the presence
of defense counsel.

19. A copy of this Order shall be issued forthwith to defense counsel who
shall be responsible for advising the Defendant, employees of counsel for the
defendant, and defense witnesses of the contents of this Order. Counsel for the
defendant, each employee of counsel for the Defendant and defense witnesses who
will be provided access to the classified information, shall execute the
Memorandum of Understanding described in paragraph 12 of this Order, and
counsel for the defendant shall file executed originals of such documents with the

Court and the Court Security Officer and serve an executed original upon the
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United States. The execution and filing of the Memorandum of Understanding is a

T condition precedent for counsel for the defendants, any employee of counsel for

2| the Defendant, and any defense witness to have access to classified information.

3 ORDERED this__ 3" day of March, 2005.

4

5 n @l« ein__

6 JOHN R. TUNHEIM

United States District Court Judge

7| WE ASK FOR THIS:

8 | THOMAS B. HEFFELFINGER

9 United States Attorney
10

M/ é\—/@———/ t

11 .

Michael W. Ward
Assistant United States Attorney
Attorney ID Number 190755

—t b e
£ N

SEEN AND AGREED TO:

S 1l Ta

David Thomas
Counsel for Defendant
Mohammed Abdullah Warsame
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Protective Order

United States v. Lindh
(E.D. Va. 1:02-cr-37)



UNITED STATES OF AMERICA )
V. ; CRIMINAIL NO. 02-37-A
) (J. ELLIS)
JOHN PHILLIP WALKER LINDH )
PROTECTIVE ORDER

This matter comes before the Court upon the Government’'s
Motion for Protective Order to prevent the unauthorized
disclosure or dissemination of classified national security
information and documents which will be reviewed by or made
available to the defense in this case.

Pursuant to the authority granted under Section 3 of the
Classified Information Procedures Act, 18 U.S.C.rApp. 3 (CIPA);
the Security Procedures Established Pursuant to Pub. L. 26-456,
94 Stat. 2025, by the Chief Justice of the United States for the
Protection of Classified Information (reprinted following CIPA
Section 9}; Rules 16(d}) and 57 of the Federal Rules of Criminal
Procedure; the ordinary principles of contract law; the general
supervisory authority of the Court; and in order to protect the
national security,

IT IS HEREBY ORDERED THAT:

1. The Court finds that this case will involve information

that has been classified in the interest of national security.

3|



The storage, handling, control, and use of this information will
require special security precautions mandated by statute,
executive order, and regulation.

2. The procedures set forth in this Protective Order are
intended to govern the time period throughout all post-indictment
proceedings, including trial and post-trial {(including appellate)
matters in this case, and may be modified from time to time by
further order of the Court acting under its inherent supervisory
authority.

3. As used herein, the terms “classified national security
information and documents,” “classified information” and
“classified documents” refer to:

A. any document which has been classified by any
Executive Branch agency in the interest of national security or
pursuant to Executive Order 12958 as “CONFIDENTIAL,” “SECRET,”"
“"TOP SECRET,” or "“SENSITIVE COMPARTMENTED INFORMATION,"“ or
information contained in such document;

B. any document or information, regardless of its
physical form or characteristics, now or formerly in the
possession of a private party or a foreign government which (1)
has been derived from information from the United States
government that was classified, and (2) that has subsequently
been classified by the government pursuant to Executive Order

12958 as “CONFIDENTIAL,” “SECRET,” “TQP SECRET” orxr “SENSITIVE



COMPARTMENTED INFORMATION (SCI)”;

C. verbal classified information known to the
defendant or defense counsel; or

D. any information regardless of origin and including
foreign classified documents, that could reasonably be believed
to contain classified information, or that refers or relates to
national security or intelligence matters, unless and until the
Court Security Officer or counsel for the United States advises
otherwise in writing, or the material in question is produced to
the defense by the Government asg unclassified material.

4. The words “documents” or “information” shall include,
but are not limited to, all written or printed matter of any
kind, formal or informal, including originals, conforming copies
and non-conforming copies (whether different from the original by
reascon of notation made on such copies or otherwise), and further
include, but are not limited to,

A. papers, correspondence; memoranda; notes; letters;
reports; summaries; photographs; maps; charts and graphics;
inter-office and intra-office communications; notations of any
sort concerning conversations, meetings, or other communications;
bulletins; teletypes, telegrams, and telefacsimiles; invoices;
worksheets; and drafts, alterations, modifications, changes and
amendments of any kind to the foregoing;

B. graphic or oral records or representations of any



kind, including, but not limited to, photographs, charts, graphs,
microfiche, microfilm, videotapes, sound recordings of any kind,
and motion pictures;

C. electronic, mechanical or electric records of any
kind, including, but not limited to, tapes, cassettes, disks,
recordings, films, typewriter ribbonsg, word processing or other
computer tapes or disks, and all manner of electronic data
processing storage; and

D. information acquired orally.

5. All classified documents and information contained
therein shall remain classified until the documents bear a clear
indication that they have been declassified by an authorized
agency or department of the United States.

6. Information in the public domain is ordinarily not
classified. However, such information may be considered as
classified, and therefore subject to the provisions of CIPA, if
it is confirmed by any person who has, or has had, access to the
classified information, and that confirmation corroborated the
information in question. Any attempt by the defendant or defense
counsel to have such information confirmed or denied at trial, or
in connecticn with any proceeding in this case, shall be governed
by CIPA and all provisions of this Order.

7. “Access to classified information” means having access

to, reviewing, reading, learning, or otherwise coming to know in
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any manner any classified information.

8. “Secure area” shall mean a physical facility accredited
for the storage, handling, and control of classified information.

9. 1In accordance with the provisions of CIPA and the
Security Procedures, the Court designates Christine Gunning as
Court Security ©fficer for this case, and Michael P. Macisso,
Charles L. Alliman, Earl D. Hicks, James P. Londergan, and
Barbara J. Rugsell as Alternate Court Security Officers, for the
purpose of providing security arrangements necessary to protect
from unauthorized disclosure any classified documents or
information to be made available in connection with this case.
Defense counsel shall seek guidance from the Court Security
Officer with regard to appropriate storage, handling,
transmittal, and use of classified information.

10. The Court Security Officer shall arrange for an
appropriately approved secure area for the use of counsel for the
defense and their employees. The Court Security Officer shall
establish procedures to assure that the secure area is accessible
to defense counsel, employees of defense counsel, and authorized
witnesses accompanied by defense counsel during normal business
hours and at other times upon reasonable request, as approved by
the Court Security Qfficer and in consultation with the United
States Marshal Service. The secure area shall contain a separate

working area for defense counsel, and will be outfitted with any



secure office equipment requested by defense counsel that is
reasonable and necessary to the preparation of the defense. The
Court Security officer, in consultation with defense counsel,
shall establish procedures to assure that the secure area may be
maintained and operated in the most efficient manner consistent
with the protection of classified information. The Court
Security Officer shall not reveal to the government the content
of any conversations she/he may hear between defense counsel and
their employees, nor reveal the nature of documents being
reviewed by them, or the work generated by them, except as
authorized by defense counsel. In addition, the presence of the
Court Security Cfficer shall not operate as a waiver of, limit,
to otherwise render inapplicable, the attorney-client privilege.
11. Filing of Papers by Defendant. Any pleadings or other
document filed by the defendant shall be filed under seal with
the Court through the Court Security Officer and shall be marked:
“Filed in Camera and Under Seal with the Court Security Officer.”
The time of physical submission to the Court Security Officer
shall be considered the date and time of filing. The Court
Security Officer shall promptly examine the pleading or documents
and, in consultation with representatives of the appropriate
agencies, determine whether the pleading or document contains
classified information. If the Court Security Officer determines

that the pleading or document contains classified information,



she/he shall ensure that the portion of the document, and only
that portion, is marked with the appropriate classification
marking and that the document remains under seal, unless the
Court directs that a redacted version of the document be placed
on the public record. Any document filed by the defendant that
does not contain classified information shall immediately be
unsealed by the Court Security Officer and placed in the public
record. The Court Security Officer shall immediately deliver
under seal to the Court and counsel for the government any
pleading or document to be filed by the defendant that contains
classified informatiop; the Court shall then direct the clerk to
enter on the docket sheet the title of the pleading or document,
the date it is filed, and the fact that it has been filed under
seal with the Court Security Cfficer.

12. Filing of Papers by the Government. Pleadings or

documents filed by the government containing classified
information shall be filed under seal with the Court through the
Court Security Officer. Such pleadings and documents shall be
marked: “Filed in Camera and Under Seal with the Court Security
Officer.” The date and time of physical submission to the Court
Security Officer shall be considered the date and time of the
filing.

13. Protection of Classified Information. The Court finds

that, in order to protect the classified information inveolved in



this case, no person except counsel for the defendant shall have
access to the classified information in this case unless the
Court grants permissgsion. “Counsel for the defendant” is defined
as the following individuals, assuming they receive the
appropriate security clearances and execute the Memorandum of
Understanding referenced in this order: Jamesg J. Brosnahan,
George c. Harris, Tony West, Raj Chatterjee, William Cummings and
David T. Williams. No defense counsel shall have access to any
classified information in this case unless that person shall
first have:

A. received an approval for access to the appropriate
level of classification from the Court on a need to know basis;

B. received from the Court Security Officer the
appropriate security clearance for the level of classified
information involved in this litigation (For the purpose of
establishing security clearances necessary for access to
classified information that may be invelved in this case,
Standard Form 86 (“Security Investigation Data for Sensitive
Position”), attached releases, and full fingerprints shall be
completed and submitted to the Court Security Officer forthwith
by defense counsel and all persons whose assistance the defense
counsel requires.); and

C. signed the Memorandum of Understanding in the form

attached hereto, agreeing to comply with the terms of this Order.



An executed original of each signed Memorandum of Understanding
shall be filed with the Court. The substitution, departure, or
removal for any reason from this case of counsel, for the
defendant, or anyone associated with the defense as an employee
or witness or otherwise, shall not release that person from the
provisions of this Order or the Memorandum of Understanding
executed in connection with this order.

Persons other than counsel for the government, appropriately
cleared Department of Justice employees, and appropriately
cleared personnel of the originating agency, can only obtain
access to classified documents and information after having been
granted a security clearance by the Court Security Officer, and
with permission of the Court. Before any person other than
counsel for the government, appropriately cleared Department of
Justice employees, and personnel of the originating agency, is
permitted by the Court to inspect and review classified
information, he or she must also sign the Memorandum of
Understanding.

14. Access to Clasgsified Information. In the interest of

National Security, the defendant shall not have any access to
classified information except as provided for by the procedures
in Secticn 14 (F) and {(G). Defense counsel shall have access to
classified information only as follows:

A. All classified information produced by the



government to counsel for the defendant, in discovery or
otherwise, and all classified information possessed, created, or
maintained by the defense, shall be stored, maintained, and used
only in the secure area established by the Court Security
Officer.

B. Defense counsel shall have free access to the
classified infeormation made available to them in the secure area,
and shall be allowed to take notes and prepare documents with
respect to those material.

C. ©No person, including defense counsel, shall copy or
reproduce any classified information in any form, except with the
approval of the Court Security Officer or in accordance with the
procedures established by the Court Security Officer for the
operation of the secure area.

D. All documents prepared by counsel for the defense
(including without limitation, pleadings or other documents
intended for filing with the Court) that do or may contain
classified information, must be prepared in the secure area with
approved word processing equipment and in accordance with the
procedures approved by the Court Security Officer. All such
documents and any associated material (such as notes, drafts,
copies, typewriter ribbons, magnetic recordings, exhibits)
containing classified information shall be maintained in the

secure area unless and until the Court Security Officer
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determines that those documents or associated material are
unclassified in their entirety. None of these materials shall be
disclosed to counsel for the government.

E. Defense counsel shall discuss classgified
informaticn only within the secure area or in an area authorized
by the Court Security Officer.

F. Defense counsel shall not disclose without prior
approval of the Court the contents of any classified documents or
information to any person not authorized pursuant to this Order,
including the defendant, except the Court, Court personnel, and
the attorneys for the government, who have been identified by the
Court Security Officer as having the appropriate clearances and
the need to know that information. Counsel for the government
shall be given an opportunity to be heard in response to any
defense request for disclosure to any person not named in this
Order. Any person approved by the Court for disclosure under
this paragraph shall be required to obtain the appropriate
security clearance, to sign and submit to the Court the
Memorandum of Understanding appended to this Order, and to comply
with each and every term and condition of this Order. If
preparation of the defense requires that classified information
be disclosed to persons not named in this Order, the Court
Security Officer shall promptly seek to obtain security

clearances for them at the request of defense counsel.
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G. Defense coungel shall not disclose to the
defendant, without prior concurrence of counsel for the
government, or, absent such concurrence, prior approval of the
Court, the contents of any classified documents or information
provided to the defense in connection with the litigation of this
matter. The Government shall review and respond to any such
request promptly. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for
disclosure to the defendant of classified information. This
Court will consider a defense request to disclose classified
information to the defendant where the government refuses to
concur.

H. The defendant, defense counsel, employees of
defense counsel, and defense witnesses shall not discuss
classified information over any standard commercial telephone
instrument or office intercommunication system.

I. Any documents written by the defense that do or may
contain classified information shall be transcribed, reccrded,
typed, duplicated, copied, or otherwise prepared only by persons
who have received an appropriate approval for access to
classified information.

15. Classified Information Disclosed to Defendant. Should
classified information be disclosed to the defendant in the

courge of this litigation, the defendant is enjoined from
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disclosing such classified information to any unauthorized person
at any time. Nothing in this order shall be construed as a
limitation on the government in filing additional criminal
charges against the defendant in the event of an unauthorized
disclosure of classified information, or instituting civil
litigation to further enforce these agreements.

16. Clasgified Information Procedures Act. Procedures for

the public disclosure of classified information by the defense
shall be those provided in Sections 5 and 6 of CIPA. No
classified information may be disclosed by the defense except:

A. to the Court, court personnel, and government
attorneys and their agents and employees identified by the Court
Security Officer as holding proper approvals for access to
classified information;

B. to representatives of the agency or department
originating the classified information who have been identified
by the Court Security Officer as holding proper security
clearances and having the need to know the classified
information;

C. 1in accordance with the procedures of CIPA and the
procedures established by the Court Security Officer; and

D. to persons who have been authorized to have access
to classified information pursuant to this Order or to CIPA.

17. Any unauthorized disclosure of classified information

13



may constitute viclationg of United States criminal laws. In
addition, any viclation of the terms of this Order shall be
immediately brought to the attention of the Court and may result
in a charge of contempt of Court and possible referral for
criminal prosecution. Any breach of this Order will also result
in the termination of a person’s access to classified
information. Persons subject to this Order are advised that
direct or indirect unauthorized disclosure, retention, or
negligent handling of classified documents or information could
cause serious damage, and in some casesg exceptionally grave
damage, to the natiocnal security of the United States or may be
used to the advantage of a foreign nation against the interests
of the United States. This Order is to ensure that those
authorized by the Order to receive classified information will
never divulge the classified information disclosed to them to
anyone who is not now authorized to receive it, without prior
written authorization from the originating agency and in
conformity with this Order.

18. All classified information to which the defendant,
defense counsel, defense counsel employees, or any defense
witnesses has access in this case will remain the property of the
government. The defendant, defense counsel, defense counsel
employees, and defense witnesses shall return all classified

information in their possession obtained through discovery from

14



the government in this case, or for which they are responsible
because of access to classified information, upon demand of the
Court Security Officer. The notes, summaries, and other
documents prepared by the defense that do or may contain
classified information shall remain at all times in the
designated and approved secure area or in the custody of the
Court Security Officer for the duration of this case. At the
conclusion of this case, all such notes, summaries, and other
documents are to be destroyed by the Court Security Officer in
the presence of defense counsel.

19. A copy of this Order shall be issued forthwith to
counsel for the defendant, who shall be responsible for advising
the defendant of the contents of this Order. Counsel for the
defendant who are to be provided access to clascsified information
shall execute the Memocrandum of Understanding appended to this
Order, and defense counsel shall file an executed original with
the Court and the Court Security Officer and serve executed
original of such document upon the government. The execution and
filing of the Memorandum of Understanding is a condition
precedent for defense counsel being granted access to classified

information in this case.
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Date United S strict Judge
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IN THE UNITED STATES DISTRICT CQURT FOR THE

EASTERN DISTRICT OF VIRGINTA

Alexandria Division

UNITED STATES OF AMERICA )
)
v, ) CRIMINAL NO. 02-37-A
) (J. ELLIS)
JOHN PHILLIP WALKER LINDH )

MEMORANDUM OF UNDERSTANDING REGARDING
RECEIPT OF CIASSIFIED INFORMATION

Having familiarized myself with the applicable espionage
laws, I understand that I may be recipient of information and
documents that concern the present and future security of the
United States and belong to the United States, and that such
information and documents, together with the sources and methods
of collecting ti, are classified according to security standards
set by the United States government. In consideration for the
disclosure to me of classified information and documents, as
necessary in connection with this case:

1. I agree that I shall never divulge, publish, or reveal,
either by word, conduct, or any other means, such classified
information and documents unless specifically authorized in
writing to do so by an authorized representative of the United

States Government, or as authorized by the Court pursuant to the



Classified Information Procedures Act, or as provided for in the
Protective Order entered in the case of United States v. John
Phillip Walker Lindh now pending in the Eastern District of
Virginia.

2. I agree that this agreement and any other nondisclosure
agreement will remain binding upon me after the conclusion of the
proceedings in the above-captioned case.

I have received and read a copy of the Protective Order
entered in this case by the United States District Court for the

Eastern District of Virginia on , 2002, relating

to classgsified information. I understand this Protective Order,
and I agree to comply with the provisions of it.

I declare under penalty of perjury under the law of the
United States that the foregoing is true and correct to the best

of my knowledge, information, and belief.

Signature

Date

Witness



Protective Order

United States v. Moussaoui
(E.D. Va. 1:01-cr-455)
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CLERK, U.S. DISTRICT CO

Alexandria Division 4 Mﬂmmmkvmmmnai

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

UNITED STATES OF AMERICA )
V. i Crim. No. 01-455-A
ZACARIAS MOUSSAOQUI ;
PROTECTIVE ORDER

This matter comes before the Court upon the Government's
Motion for Protective Order to prevent the unauthorized
disclosure or dissemination of classified national security
information and documents which will be reviewed by or made
available to, or are otherwise in the possession of, the
defendant and/or defense counsel in this case.

Pursuant to the authority granted under Section 3 of the
Classified Information Procedures Act, 18 U.S.C. App. 111 (1994)
(CIPA); the Security Procedures Established Pursuant to Pub. L.
96-456, 94 Stat. 2025, by the Chief Justice of the United States
for the Protection of Classified Information (reprinted following
CIPA Section 9); Rules 16(d) and 57 of the Federal Rules of
Criminal Procedure; the general supervisory authority of the
Court; and in order to protect the national security,

IT IS ORDERED:

1. The Court finds that this case will involve classified

national security information, the storage, handling and control



of which requires special security precautions, and access to
which requires a security clearance and a “need to know.”

2. The purpose of this Order is to establish the
procedures that must be followed by all defense counsel of
record, their respective defendant(s), all other counsel involved
in this case, translators for the defense, any Court personnel,
and all other individuals who receive access to classified
national security information or documents in connection with
this case.

3. The procedures set forth in this Protective Order and
the Classified Information Procedures Act will apply to all pre-
trial, trial, post-trial, and appellate aspects concerning this
case, and may be modified from time to time by further order of
the Court acting under Fed. R. Crim. P. 16{(d), Sections 3 and 9
of CIPA, and its inherent supervisory authority to ensure a fair
and expeditious trial.

4. As used herein, the terms “classified national security
information and documents,” “classified information” and
“classified documents” refer to:

a. any classified document or information which has
been classified by any Executive Branch agency in the interests
of national security or pursuant to Executive Order 12958 or its
predecessor Orders as “CONFIDENTIAL,” “SECRET,” or “TOP SECRET,”

or additionally controlled as “SENSITIVE COMPARTMENTED



INFORMATION (SCI)”, or any information contained in such
document ;

b. any document or information, regardless of its
physical form or characteristics, now or formerly in the
possession of a private party, which has been derived from United
States government information that was classified, regardless
whether such document or information has subsequently been
clasgified by the government pursuant to Executive Order 12958 or
its predecessor Orders as “CONFIDENTIAL”, “SECRET”, or “TOP
SECRET” or additionally controlled as “SENSITIVE COMPARTMENTED
INFORMATION (SCI)”;

c. verbal classified information known to the
defendant or defense counsel; or

d. any document and information as to which the
defendant or defense counsel have been notified orally or in
writing that such documents or information contains classified
information.

5. The words “documents” or “information” shall include,
but are not limited to, all written or printed matter of any
kind, formal or informal, including originals, conforming copies
and non-conforming copies (whether different from the original by

reason of notation made on such copies or otherwise), and further

include, but are not limited to,



a. papers; correspondence; memoranda; notes; letters;
reports; summaries; photographs; maps; charts and graphs;
interoffice and intra-office communications; notations of any
sort concerning conversations, meetings, or other communications;
bulletins; teletypes, telegrams, and telefacsimiles; invoices;
worksheets; and drafts, alterations, modifications, changes and
amendments of any kind to the foregoing;

b. graphic or oral records or representations of any
kind, including, but not limited to, photographs, charts, graphs,
microfiche, microfilm, videotapes, sound recordings of any kind,
and motion pictures;

C. electronic, mechanical or electric records of any
kind, including, but not limited to, tapes, cassettes, disks,
recordings, films, typewriter ribbons, word processing or other
computer tapes or disks, and all manner of electronic data
processing storage; and

d. information acquired orally.

6. All classified documents, and information contained
therein, shall remain classified unless the documents bear a
clear indication that they have been declassified by the agency
or department that is the originating agency of the document or
the information contained therein (hereinafter, the “originating

agency”) .



7. “Access to classified information” means having access
to, reviewing, reading, learning, or otherwise coming to know in
any manner any classified information.

8. “Secure area” shall mean a physical facility accredited
for the storage, handling, and control of classified information.
9. In accordance with the provisions of CIPA and the
Security Procedures, the Court designates Christine E. Gunning as

Court Security Officer for this case, and Michael P. Macisso,
Charles L. Alliman, Earl D. Hicks, James P. Londergan, and
Barbara J. Russell as Alternate Court Security Officers, for the
purpose of providing security arrangements necessary to protect
from unauthorized disclosure any classified documents or
information to be made available in connection with this case.
Defense counsel shall seek guidance from the Court Security
Officer with regard to appropriate storage, handling,
transmittal, and use of classified documents and information.

10. The Court has been advised that the following
government attorneys working on this case, Paul J. McNulty,
Robert A. Spencer, Kenneth M. Karas, David J. Novak, John W. Van
Lonkhuyzen, and Margaret Griffey, have the requisite Security
clearances to have access to the classified documents and
information that relate to this case. All references to
government attorneys, or attorneys for the government, as used in

this Order, refer only to the attorneys listed in this paragraph.



11. No defendant, counsel for a defendant, employee of
counsel for a defendant, or defense witness shall have access to
any classified information involved in this case unless that
person shall first have:

a. received the necessary security clearance as
determined by the Department of Justice Security Officer working
in conjunction with the CSO, or approval from the Court (as set
forth below in paragraph 8), or the Government for access to the
particular classified information in question; approval by the
Court shall not occur but upon a showing to the Court's
satisfaction of a “need to know” the particular classified
information; and

b. signed the Memorandum of Understanding (“MOU”) in
the form attached hereto agreeing to comply with the terms of
this Order.

12. The following attorneys for the defense and their
approved employees (collectively referred to herein as “the
defense”), shall be given access to classified documents and
information as required by the government’s discovery obligations
and otherwise as necessary to prepare for proceedings in this
case: Frank W. Dunham, Jr.; Gerald T. Zerkin; Edward B. MacMahon,
Jr., Michael Nachmanoff, Ken Troccoli, Linda McGrew, and Pam
Bishop. Any additional person whose assistance the defense

reasonably requires may only have access to classified



information in this case after obtaining from the Court -- with
prior notice to the government -- an approval for access to the
appropriate level of classification on a need to know basis, and
after satisfying the other requirements described in this order
for access to classified information. The substitution,
departure, or removal for any reason from this case of defense
coungel or anyone associated with the defense as an employee or
witness or otherwise, shall not release that person from the
provisions of this order or the Memorandum of Understanding
executed in connection with this Order.

13. Unless already holding an appropriate security
clearance, and approved for access to classified information in
this case, for the purpose of establishing security clearances
necessary for access to classified information that may be
involved in this case, Standard Form 86 (“Security Investigation
Data for Sensitive Position”), attached releases, and full
fingerprints shall be completed and submitted to the Court
Security Officer forthwith by defense counsel, all persons whose
assistance the defense reasonably requires, and by such Court
personnel as the Court requires for its assistance. The Court
Security Officer shall take all reasocnable steps to process all
security clearance applications.

14. The Court Security Officer shall arrange for an

appropriately approved secure area for the use of the defense.



The Court Security Officer shall establish procedures to assure
that the secure area is accessible to the defense, and the
defendant (if such access should be determined by the Court to be
necessary) and authorized witnesses accompanied by defense
counsel, during normal business hours and at other times on
reasonable request as approved by the Court Security Officer.

The secure area shall contain a separate working area for the
defense, and will be outfitted with any secure office equipment
requested by the defense that ig reasonable and necessary to the
preparation of the defendant’s defense in this case. The Court
Security officer, in consultation with defense counsel, shall
establish procedures to assure that the secure area may be
maintained and operated in the most efficient manner consistent
with the protection of classified information. No documents
containing classified information may be removed from this secure
area unless authorized by the Court Security Officer.

The Court Security Officer shall not reveal to the
government the content of any conversations she or he may hear
among the defense, nor reveal the nature of documents being
reviewed by them, or the work generated by them. In addition,
the presence of the Court Security Officer shall not operate as a

waiver of, limit, or otherwise render inapplicable, the attorney-

client privilege.



15. If it is necessary for a defendant to review or discuss
classified matters, or otherwise meet with defense counsel, in
the Secure Area, this will only occur under appropriate
supervision to ensure that the defendant does not escape, attempt
to escape, cause physical injury to himself or others, or remove,
copy, alter, or destroy classified information, or obtain access
to classified information the defendant is not entitled to
review, and to ensure that the defendant does not use the
opportunity to review the classified materials to circumvent any
applicable security restrictions, including the Special
Administrative Measures imposed by the Bureau of Prisons, other
prison regulations, and the other orders of this Court governing
discovery in this case.

16. Until further order of this Court, any pleading or
other document filed by the defense shall be filed under seal
with the Court through the Court Security Officer. The time of
physical submission to the Court Security Officer shall be
considered the date and time of filing. The Court Security
Officer shall promptly examine the pleading or documents and, in
consultation with representatives of the appropriate agencies,
determine whether the pleading or document contains classified
information. If the Court Security Officer determines that the
pleading or document contains classified information, she or he

shall ensure that that portion of the document, and only that



portion, is marked with the appropriate classification marking
and that the document remains under seal. Any document filed by
the defense that does not contain classified information shall
immediately be unsealed by the Court Security Officer and placed
in the public record. The Court Security Officer shall
immediately deliver under seal to the Court and counsel for the
government any pleading or document to be filed by the defense
that contains classified information; the Court shall then direct
the clerk to enter on the docket sheet the title of the pleading
or document, the date it was filed, and the fact that it has been
filed under seal with the Court Security Officer.

17. Any pleading or other document filed by the government
containing classified information shall be filed under seal with
the Court through the Court Security Officer. The date and time
of physical submission to the Court Security Officer shall be
considered the date and time of the filing.

18. Access to Classified Information. Defense counsel and

their employees, and the defendant (if such access should be
determined by the Court to be necessary) and defense witnesses
when accompanied by defense counsel, shall have access to
classified information only as follows:

a. All classified information produced by the
government to the defense, in discovery or otherwise, and all

classified information possessed, created, or maintained by the

10



defense, shall be stored, maintained, and used only in the secure
area established by the Court Security Officer.

b. The defense shall have free access to the
classified information made available to them in the secure area,
and shall be allowed to take notes and prepare documents with
regpect to those materials.

c. No person, including the defense, shall copy or
reproduce any classified information in any form, except with the
approval of the Court Security Officer or in accordance with the
procedures established by the Court Security Officer for the
operation of the secure area.

d. All documents prepared by the defense (including
without limitation, pleadings or other documents intended for
filing with the Court) that do or may contain classified
information, shall be transcribed, recorded, typed, duplicated,
copied, or otherwise prepared only by persons who have received
an appropriate approval for access to classified information, and
in the secure area on approved word processing equipment and in
accordance with the procedures approved by the Court Security
Officer. All such documents and any associated materials (such
as notes, drafts, copies, typewriter ribbons, magnetic
recordings, exhibits) containing classified information shall be
maintained in the secure area unless and until the Court Security

Officer determines that those documents or associated materials
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are unclassified in their entirety. None of these materials shall
be disclosed to counsel for the government.

e. The defense shall discuss classified information
only within the secure area or in an other area authorized by the
Court Security Officer, and shall not discuss classified
information over any standard commercial telephone instrument or
office intercommunication system.

f. The defense shall not disclose, without prior
approval of the Court, the contents of any classified documents
or information to any person not authorized pursuant to this
Order, except the Court, Court personnel, and the attorneys for
the government, who have been identified by the Court Security
Officer as having the appropriate clearances and the need to know
that information. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for
disclosure to a person not named in this Order. Any person
approved by the Court for disclosure under this paragraph shall
be required to obtain the appropriate security clearance, to sign
and submit to the Court the Memorandum of Understanding appended
to this Order, and to comply with all terms and conditions of
this Order. If preparation of the defense requires that.
Classified information be disclosed to persons not named in this
Order, the Court Security Officer shall promptly seek to obtain

security clearances for them at the request of defense counsel.
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g. If counsel for the government advise defense
counsel that certain classified information or documents may not
be disclosed to the defendant, then defense counsel, employees of
defense counsel, and defense witnesses shall not disclose such
information or documents to the defendant without prior
concurrence of counsel for the government, or, absent such
concurrence, prior approval of the Court. Counsel for the
government shall be given an opportunity to be heard in response
to any defense request for disclosure to the defendant of such
classified information.

19. Procedures for the public disclosure of classified
information by the defense shall be those provided in Sections 5
and 6 of CIPA. No classified information may be disclosed by
the defense except:

a. to the Court, court personnel, and government
attorneys and their agents and employees identified by the Court
Security Officer as holding proper approvals for access to
classified information;

b. to representatives of the agency or department
originating the classified information who have been identified
by the Court Security Officer as holding proper security
clearances and having the need to know the classified

information;

13



C. in accordance with the procedures of CIPA and the
procedures established by the Court Security Officer; and

d. to persons who have been authorized to have access
to classified information pursuant to this Order or to CIPA.

To facilitate the defense filing of notices required under
Section 5 of CIPA, the Court Security Officer shall make
arrangements with the appropriate agencies for a determination of
the classification level, if any, of materials or information
either within the possession of the defense or about which the
defense has knowledge and which the defense intends to use in any
way at any pretrial proceeding or at trial. Nothing submitted by
the defense to the Court Security Officer pursuant to this
paragraph shall be made available to counsel for the government
unless so ordered by the Court, or so designated by the defense.
Any and all items which are classified shall be listed in the
defendant’s Section 5 notice.

20. Any unauthorized disclosure of classified information
may constitute violations of United States criminal laws. In
addition, any violation of the terms of this Order shall be
immediately brought to the attention of the Court and may result
in a charge of contempt of Court and possible referral for
criminal prosecution. Any breach of this Order will also result
in the termination of a person’s access to classified

information. Persons subject to this order are advised that

14



direct or indirect unauthorized disclosure, retention, or
negligent handling of classified documents or information could
cause serious damage, and in some cases exceptionally grave
damage, to the national security of the United States or may be
used to the advantage of a foreign nation against the interests
of the United States. This Order is to ensure that those
authorized by the Order to receive classified information will
never divulge the classified information disclosed to them to
anyone who is not now authorized to receive it, without prior
written authorization from the originating agency and in
conformity with this Order.

21. Unless otherwise ordered by the Court, with due notice
to the government, all classified information to which the
defendant, defense counsel, defense counsel employees, or any
defense witness has access in this case is now and will remain
the property of the government. The defendant, defense counsel,
defense counsel employees, and defense witnesses shall return all
clagsified information in their possession obtained through
discovery from the government in this case, or for which they are
responsible because of access to classified information, upon
demand of the Court Security Officer. The notes, summaries, and
other documents prepared by the defense that do or may contain
classified information shall remain at all times in the custody

of the Court Security Officer for the duration of this case. At

15



the conclusion of this case, all such notes, summaries, and other
documents are to be destroyed by the Court Security Officer in
the presence of defense counsel.

22. A copy of this Order shall be issued forthwith to
counsel for the defendant, who shall be responsible for advising
the defendant, defense counsel employees, and defense witnesses
of the contents of this Order. The defendant, defense counsel,
defense counsel employees, and defense witnesses to be provided
access to classified information shall execute the Memorandum of
Understanding appended to this Order, and defense counsel shall
file executed originals with the Court and the Court Security
Officer and serve executed original of such document upon the
government. The execution and filing of the Memorandum of

Understanding is a condition precedent for the defendant,

16



defense counsel, defense counsel employees, and defense witnesses

to have access to classified information.
nMe
ORDERED this £ day of January 2002, at Alexandria,

Virginia.

/S/

Leonie M. Brinkema
United States District Judge

WE ASK FOR THIS:

Paul J. McNulty
United States Attor...y

%“Q’%/\

Robert A. ébencer

Kenneth M. Karas

David J. Novak

Assistant United States Attorneys

17



Protective Order

United States v. Regan
(E.D. Va. 1:01-cr-944)



IN THE UNITED STATES DISTRICT COUR

FOR THE EASTERN DISTRICT OF VIRGIN

Alexandria Divisgion

UNITED STATES COF AMERICA

V. CRIMINAL NO. 01-944-M

L S S N

BRIAN PATRICK REGAN

PROTECTIVE ORDER

This matter comes before the Court upon the Government's
Motion for Protective Order to prevent the unauthorized
disclosure or digsemination of classified national security
information and documents, which will be reviewed by or made
available to, or is otherwise in the possession of, the defendant
and/or his counsel in this case.

Pursuant to the authority granted under Section 3 of the
Classified Information Procedures Act, 18 U.S.C. App. III (1994)
("CIPA"); the Security Procedures Established Pursuant tc Pub. L.
96-456, 94 Stat. 2025, by the Chief Justice of the United States
for the Protection of Clagssified Information (the "Security
Procedures"); Rules 16(d) and 57 of the Federal Rules of Criminal
Procedure; the general supervisory authority of the Court; and in

order to protect the national security,



IT IS ORDERED:

1. The procedures set forth in this Protective Order are
intended to govern the time period preceding indictment in this
case, as well as throughout all post-indictment proceedings.
Accordingly, these procedures shall apply to all pre-indictment,
pretrial, trial, and post-trial (including appellate) matters in
this case, and may be modified from time to time by further order
of the Court acting under its inherent supervisory authority to
ensure the proceedings in this case are fair and expeditious.

2. As used in this Order, the terms "classified national
security information and documents," "classified information" and
"classified documents" refer to:

a. any classified document or information which has
been classified by any Executive Branch agency in the interests
of national security or pursuant to Executive Order 12958 or its
predecesscr QOrders ag “CONFIDENTIAL,” “SECRET,” or “TOP SECRET,”
or additionally controlled as “SENSITIVE COMPARTMENTED
INFORMATION" (“SCI”), or any information contained in such
document ;

b. any document or information, regardless of its
physical form or characteristics, now or formerly in the
possession of a private party, which has been derived from United
States government information that was classified, regardless

whether such document or information has subsequently been



classified by the government pursuant to Executive Order 12958 or
its predecessor Orders as “CONFIDENTIAL”, “SECRET”, or “TQOP
SECRET”, or additionally controlled as "SENSITIVE COMPARTMENTED
INFORMATION” (“SCI”) ;

c. verbal classified information known to the
defendant or defense counsel;

d. any information, regardless of place or origin and
including “foreign government information” as that term is
defined in Executive Order 12958, that could reasonably be
believed to contain classified information, or that refers or
relates to national security or intelligence matters;

e. any document or information as to which the
defendant or defense counsel have been notified orally or in
writing that such document or information contains classified
information.

3. The words "documents” or "information" as usged in this
Order include, but are not limited to, all written or printed
matter of any kind, formal or informal, including originals,
conforming copies and non-conforming copies (whether different
from the original by reason of notation made on such copies or
otherwige), and further include, but are not limited to,

a. papers; correspondence; memoranda; notes; letters;
telegrams; reports; summaries; inter-office and intra-office

communications; notations of any sort concerning conversations,



information that relate to this case. All references to
government attorneys, or attorneys for the government, as used in
thig Order, refer only tec the attorneys listed in this paragraph.

10. The defendant and his counsel, Nina J. Ginsberg, and
her approved employees (collectively referred to herein as “the
defense”) shall be given access to classified national security
documents and information as required by the government's
discovery obligations and as necessary to prepare for proceedings
in this case, 1in accordance with the terms of this Protective
Order, and any other orders pursuant to CIPA, and upon receipt of
the appropriate security clearances. Any additional person whose
assistance the defense reasoconably requires may only have access
to classified information in this case after obtaining from the
Court -- with prior notice to the government -- an approval for
access to the appropriate level of classification on a need to
know basis, and after satisfying the other requirements described
in thisg Order for access to classified information. The
substitution, departure, or removal for any reason from this case
of defense counsel or anyone associated with the defenge as an
employee or witness or otherwise, shall not release that person
from the provisions of this Order or the Memcrandum of

Understanding executed in connection with this Order.



11. Unless already holding an appropriate security
clearance, and approved for access to classified information in
this case, for the purpose of establishing security clearances
necessary for access to classified information that may be
involved inrthis case, Standard Form 86 (“Security Investigation
Data for Sensitive Position”), attached releases, and full
fingerprints shall be completed and submitted to the Court
Security Officer forthwith by defense counsel, by all persons
whose assistance the defense reasonably requires, and by such
Court perscnnel as the Court requires for its assistance. The
Court Security Qfficer shall take all reascnable steps to process
all security clearance applications.

12. Before any person, including the defendant and his
counsel -- but not including government counsel and appropriately
cleared Court personnel, Department of Justice employees, and
personnel of the originating agencies -- may have access to
classified national security information that may be involved in
this case, he or she must also sign and swear to the Memorandum
of Understanding ("MOU") appended to this Protective Order. Each
person executing the MOU must file an executed original with the
Court and in addition must provide an executed original to the

Court Security Officer.



13. The Court Security Officer shall arrange for an
appropriately approved secure area for the use of the defense.
The Court Security Officer shall establish procedures to assure
that the secure area is accessible to the defense, and the
defendant and authorized witnessegs accompanied by defense
counsel, during normal business hours and at other times on
reasonable request as approved by the Court Security Officer.
The secure area shall contain a separate working area for the
defense, and will be outfitted with any secure office equipment
requested by the defense that 1s reasonable and necessary to the
preparation of the defendant’s defense in this case. The Court
Security Officer, in consultation with defense counsel, shall
establish procedures to assure that the secure area may be
maintained and operated in the most efficient manner consistent
with the protecticn of classified information. No documents
containing classified information may be removed from this secure
area unless authorized by the Court Security Officer with notice
to the Court.

The Ccurt Security Officer shall not reveal to the
government the content of any conversations she or he may hear
among the defense, nor reveal the nature of documents being
reviewed by them, or the work generated by them. In addition,

the presence of the Court Security Officer shall not operate as a



waiver of, limit, or otherwise render inapplicable, the attorney-
client privilege.

14. Until further order of this Court, any pleading or
other document filed by the defense shall be filed under seal
with the Court through the Court Security Officer. The time of
physical submission to the Court Security Officer shall be
considered the time of filing. The Court Security Officer shall
promptly examine such document and determine, in consultation
with representatives of the appropriate agencies, whether the
document contains classified information. If the Court Security
Officer determines that the document containg classified
information, she or he shall ensure that that portion of the
document -- and only that portion -- is marked with the
appropriate classification marking and that the document remains
under seal. The Court Security Officer shall immediately deliver
under seal to the Court and counsel for the government any such
pleading or other document; the Court shall then direct the clerk
to enter on the docket sheet the title of the pleading or
document, the date it was filed, and the fact that it has been
filed under seal with the Court Security Officer.

Any document filed by the defense that the Court Security
Officer determines does not contain classified information shall
immediately be unsealed by the Court Security Officer and placed

in the public record, unless otherwigse gealed by the Court.
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13. The Court Security Officer shall arrange for an
appropriately approved secure area for the use of the defense,
The- Court Security Officer shall establish procedures to assure
that the secure area is accessible to the defense, and the
defendant and authorized witnesses accompanied by defense
counsel, during normal business hours and at other times on
reasonable request as approved by the Court Security Officer.
The secure area shall contain a separate working area for the
defense, and will be ocutfitted with any secure office equipment
requested by the defense that is reasonable and necessary to the
preparation of the defendant’s defense in this case. The Court
Security OQOfficer, in consultation with defense counsel, shall
establish procedures to assure that the secure area may be
maintained and operated in the most efficient manner consistent
with the protection of classified information. No documents
contalining classified information may be removed from this secure
area unless authorized by the Court Security Officer with notice
to the Court.

The Court Security Officer shall not reveal to the
government the content of any conversations she or he may hear
among the defense, nor reveal the nature of documents being
reviewed by them, or the work generated by them. In addition,

the presence of the Court Security Cfficer shall not operate as a



waiver of, limit, or otherwise render inapplicable, the attorney-
client privilege.

14. Until further order of this Court, any pleading or
other document filed by the defense shall be filed under seal
with the Court through the Court Security Officer. The time of
physical submission to the Court Security Officer shall be
considered the time of filing. The Court Security Officer shall
promptly examine such document and determine, in consultation
with representatives of the appropriate agencies, whether the
document contains classified information. TIf the Court Security
Qfficer determines that the document contains classified
information, she or he shall ensure that that portion of the
document -- and only that portion -- is marked with the
appropriate classification marking and that the document remains
under seal. The Court Security Officer shall immediately deliver
under seal to the Court and counsel for the government any such
pleading or other document; the Court shall then direct the clerk
to enter on the docket sgheet the title of the pleading or
document, the date it was filed, and the fact that it has been
filed under seal with the Court Security Officer.

Any document filed by the defense that the Court Security
Officer determines does not contain classified information shall
immediately be unsealed by the Court Security Officer and placed

in the public record, unless otherwise sealed by the Court.



15. Any pleading or other document filed by the government
containing classified information shall be filed under seal with
the Court through the Court Security Officer. The date and time
of physical submission to the Court Security Officer shall be
congidered the date and time of the filing.

16. Access to Clagsified Information. Defense counsel and
their employees, and the defendant and defense witnesses, shall
have access to classified information only as follows:

a. All classified information produced by the
government to the defense, in discovery or otherwise, and all
classified information possessed, created, or maintained by the
defense, shall be stored, maintained, and used only in the secure
area established by the Court Security Officer.

b. The defense shall have free access to the
clagssified information made available to them in the secure area,
and shall be allowed to take notes and prepare documents with
respect to those materials.

¢. No person, including the defense, shall copy or
reproduce any classified information in any manner or form,
except with the approval of the Court Security Officer or in
accordance with the procedures established by the Court Security
Qfficer for the operation of the secure area.

d. All documents prepared by the defense (including,

without limitation, pleadings or other documents intended for
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filing with the Court) that do or may contain classified
information, shall be transcribed, recorded, typed, duplicated,
copied, or otherwise prepared only by persons who have received
an appropriate approval for access to classified information, and
in the secure area on approved word preocessing equipment and in
accordance with the prccedures approved by the Court Security
Officer. All such documents and any associated materials (such
as notes, drafts, copies, typewriter ribbons, magnetic
recordings, and exhibits) containing classified information shall
be maintained in the secure area unless and until the Court
Security Qfficer determines that those documents or associated
materials are unclassified in their entirety. None of these
materials shall be disclosed to counsel for the government.

e. The defense shall discuss classified information
only within the secure area or in another area authorized by the
Court Security Officer; the defense shall not discuss classified
information over any standard commercial telephone instruments or
office intercommunication systems, including, but not limited to,
the internet, or in the presence of any person who has not been
granted access to classified information in this case by the
Court.

f. The defense shall not disclose, without prior
approval of the Court, classified information to any person not

authorized pursuant to this Order, except the Court, Court
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personnel, and the attorneys for the government, who have been
identified by the Court Security Cfficers as having the
appropriate security clearances and the need to know that
information. Counsel for the government shall be given an
opportunity to be heard in response to any defense request for
disclosure to a person not named in this Order. Any person
approved by the Court for disclosure under this paragraph shall
be required to obtain the appropriate security clearance, to sign
and submit to the Court the Memorandum of Understanding appended
to this Order, and to comply with all terms and conditions of
this Order. If preparation of the defense requires that
classified infeormation be disclosed to persons not named in this
Order, the Court Security Officer shall promptly seek to obtain
security clearances for them at the request of defense counsel.
g. If counsel for the government advise defense
counsel that certain classified information or documents may not
be disclosed to the defendant, then defense counsel, employees of
defense counsel, and defense witnesses shall not disclose such
information or documents to the defendant without prior
concurrence of counsel for the government or, absent such
concurrence, prior approval of the Court. Counsel for the
government shall be given an opportunity to be heard in response
to any defense request for disclosure to the defendant of such

classified information.
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17. Clagsified Information in the Possession of the

Defendant Prior to the Institution of this Case. The Court has

been advised by the government that as a result of his previous
employment by the United States government and by a contractor to
the United States government, the defendant possesses classified
information. Furthermore, get forth in the government’s Motion
for Protective Order, it is clear that the defendant has a
continuing contractual obligation to the government not to
disclose to any unauthorized person classified information that
he possesses as a result of such previous employment. The
government is entitled to enforce its agreements to maintain the
confidentiality cof classified information. Consequently,
pursuant to federal common law and the ordinary principles of
contract law, the defendant is hereby enjoined from breaching the
terms of the secrecy agreements to which he has subscribed
throughout his government employment, an exemplar of which is
appended hereto and expressly incorporated herein. Specifically,
the defendant is prohibited from any future violations of the
above-referenced secrecy agreements, and in particular is
enjoined from disclosing any classified information to any
unauthorized person during the pendency of this Order. Nothing
in this Order shall be construed as a limitation on the
government in filing additional criminal charges against the

defendant in the event of an unauthorized disclosure of
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counsel with the appropriate security clearance and who has been
granted access to the particular classified 1nformation in
gquestion by the government or the Court pursuant to paragraph
S(a) of this order will be permitted to review such pleadings 1in
the SR under the same conditions as they would review other
classified information. The Administrative CSO shall promptly
review such pleading and shall determine, with the assistance of
and in consultation with perscnnel from the appropriate agencies,
whether any of the submitted material 1s classified, and the
level of any classified information. If the Administrative CSO,
working in conjunction with appropriate Intelligence Community
member agencies, determines that the pleading or document
contains classified information, the Administrative CSO shall
insure that the portion of the document, and only that portion,
is marked with the appropriate classification marking and remains
sealed. All reasonable efforts to declassify such materials will
be undertaken by the agencies conducting the review. Portions of
the pleading or documents that do not contain classified
information shall be unsealed by the Administrative CSO and
placed in the public record.

21. The Administrative CSO shall maintain a separate sealed
record for those materials which are classified. The
Administrative CSO shall be responsible for the maintaining of

the secured record for purposes of later proceedings or appeals.
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22. Pleadings containing classified i1nformation wnich are
filed by any one defendant on behalf of a single defendant or
other defendants, can only be disclosed to other defense counsel
whom counsel knows 1s authorilized pursuant to paragraph 15 to
discuss all the classified information contained in the document
therein.

23. Persons subject to this Order are advised that all
information to which they obtain access by this Order is now and
will forever remain the property of the United States Government.
They shall return all materials that may have come into their
possession or for which they are responsible because of such
access upon demand by the counsel for the government or the Court
Security Officer.

24. Persons subject to this Order are further admonished
that they are obligated by law and regulation not to disclose any
national security classified information in an unauthorized
fashion and that any breach of this Order may result in the
termination of their access to classified information. In
addition, they are admonished that any unauthorized disclosure of
classified information may constitute violations of the United
States criminal laws, including without limitation, the
provisjons of 18 U.S5.C. Sections 371, 641, 1001, 793, 794, 798,
952, and 1503; 50 U.5.C. Sections 421 (the Intelligence

Identities Protection Act) and 783; and that a violation of this

17



Order or any portion hereof may be chargeable as a contempt oI
“ourt.

25. Nothing contained in this Order shall be construed as a
walver of any right of any defendant.

26. A copy of this Order shall be issued forthwith to
counsel for all defendants who shall be responsible for advising
defendants, employees of counsel for defendants, and defense
witnesses of the contents of this Order. Each defendant, counsel
for defendant, employee of counsel for defendant, defense
wltness, or any other person assoclated with the defense to be
provided access to classified information shall execute the
Memorandum of Understanding described in paragraph 4 of this
Order, and counsel for defendants shall file executed originals
with the Court and the Administrative CS0O and serve an executed
original of such document upon the government. The execution and
filing of the Memorandum of Understanding is a condition

precedent to receiving access to classified information.

/////////bRD Eb
~

ON "LEONARD B/ SAND
Unlted State# District Judge
Southern District of New York

Dated: New York, New York
JulyZﬁ, 1999
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

U
UNITED STATES OF AMERICA
- - : 98 Cr. 1023 (LBS)
UsaMA BIN LADEN, et al.
Defendants.
oy

MEMORANDUM OF UNDERSTANDING REGARDING RECEIPT OF
CLASSIFIED INFORMATION

Having familiarized myself with the applicable statutes,
regulations, and orders, related to, but not limited to, Title 18
United States Code, including unauthorized disclosure of classified
information, espionage and related offenses; The Intelligence
Agents Identities Protection Act, Title 50 U.S.C. Section 421;;
Title 18 U.S.C. Section 641; Title 50 U.S.C. Section 783; 28 C.F.R.
17 et seg., .and Executive Order 12356; I understand that I may be
the recipient of information and documents that concern the present
and future security of the United States and belong tco the United
States, and that such documents and information together with the
methods and sources of collecting it are classified by the United
States Government. In consideration for the disclosure of
classified information and documents:

(1) I agree that I shall never divulge, publish, or
reveal either by word, conduct or any other means, such
classified documents and information unless specifically

authorized in writing to do so by an authorized representative of



the United States Government; oOr as expressly authorized by the
~Court pursuant to the Classified Informaticn Procedures Act and

the Protective QOrder entered 1n the case of United States v,

Usama Rin Laden, et al., 98 Cr. 1023 (LBS), Southern District of

New York.

{2) I agree that this Memorandum and any other non-
disclosure agreement signed by me will remain forever binding on
me .

(3) I have received, read, and understand the
Protective Order entered by the United States District Court for
the Southern District of New York on July 29, 1999, in the case

of United States v. Usama Bin Laden et al., 98 Cr. 1023 (LBS),




relating to classiflied information,

the provisions thereof.

Court Security Officer

David Bruck, Esq.
Counsel for Defendant al-’'Owhali

Carl J. Herman, Esq.
Counsel for Defendant Odeh

Leconard F. Joy, Esqg.
Counsel for Defendant al-’'Owhali

Paul J. McAllister, Esqg.
Counsel for Defendant Salim

James Roth, Esqg.
Counsel for Defendant Mohamed

Samuel Schmidt, Esqg.
Counsel for Defendant El-Hage

Robert Tucker, Esqg.
Counsel for Defendant al-’COwhali

Michael Young, Esqg.
Counsel for Defendant Odeh

and I agree Lo comply with

Date

Date

Date

Date

Date

Date

Date

Date

Date





