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PREFALE

The Constitution Project (TCP) is a national, bipartisan think
tank that develops consensus-based solutions to some of
the most difficult constitutional challenges of our time.
Established in 1997, TCP is renowned for its ability to bring
together unlikely allies—experts and practitioners from across
the political spectrum—in order to promote and safeguard
America’s founding charter. TCP works on criminal justice and
rule of law issues by undertaking scholarship, policy reform
and public education initiatives. TCP's Criminal Justice Program
seeks to counter a broad-based effort to deny fundamental day-
in-court rights and due process protections to those accused
of crimes. TCP's Rule of Law Program addresses threats to our
constitutional system and our civil liberties.

In 2001, TCP launched the Rule of Law Program'’s bipartisan
Liberty and Security Committee. The Committee brings together
members of the law enforcement community, legal academics,
former government officials and advocates from across the
political spectrum to develop and advance proposals that
protect civil liberties as well as our nation’s security. The Liberty
and Security Committee tackles a variety of issues including
the growing threat to individual privacy as a result of rapid
technological advancements.

In the aftermath of the September 11 attacks, the government
created a network of state and regionally-based fusion centers
to detect and defend against potential terrorist threats.
Fusion centers are information-sharing hubs that facilitate
the exchange of critical information among federal and state
law enforcement, intelligence agencies, and sometimes even
military officials and private sector entities. Fusion centers
have the potential to dramatically strengthen the nation’s
law enforcement and counterterrorism efforts. However,
without effective limits on data collection, storage and use,
fusion centers can pose serious risks to civil liberties, including
rights of free speech, free assembly, freedom of religion, racial

and religious equality, privacy and the right to be free from
unnecessary government intrusion.

This report contains six parts. In parts | and Il, the report introduces
the subject and provides an overview of the structure of fusion
centers and the institutional framework within which they
operate. In part Ill, the report highlights civil liberties concerns
raised by fusion center data collection. Some fusion centers'
policies and training programs have enabled racial, religious
and political profiling, and their collection of information for
“suspicious activity” reports has threatened constitutional rights
of privacy. Part IV outlines and critiques fusion centers’ procedures
regarding data storage and use. The report explains how fusion
centers should rely upon the Fair Information Practice Principles
that form the basis for the Privacy Act of 1974 to develop proper
safequards for personally identifiable information, such as
through data minimization, use limitations, and audit logs, as
well as policies strictly requlating the use of data mining and
private sector partnerships. Part V addresses the lack of adequate
accountability and redress mechanisms within fusion centers
and the need for government transparency. Finally, in part VI,
the report offers a set of recommendations to ensure that fusion
centers operate effectively while respecting civil liberties and
constitutional values. These recommendations include specific
limits on collection, storage and use of data, as well as state and
federal oversight.

The Constitution Project sincerely thanks the team of attorneys
at Latham & Watkins LLP—Daniel Adams, Kevin M. McDonough,
Tyler U. Nims, Shervin Rezaie and Miles N. Ruthberg—for their
insight and invaluable work in researching and drafting this
report. The Constitution Project is also grateful to The Atlantic
Philanthropies, Open Society Foundations, CS Fund/Warsh-Mott
Legacy, Rockefeller Brothers Fund, Wallace Global Fund, Herb
Block Foundation and Bauman Foundation for their support in
the creation and publication of this report.

Virginia E. Sloan, President, Sharon Bradford Franklin, Senior Counsel
August 2012
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4 | INTRODUCTION

Today at least 77 fusion centers
are active in the United States.

In the aftermath of the September 11, 2001 terrorist
attacks, the federal and state governments embarked
on a far-ranging effort to detect and defend against
potential terrorist threats.' One of the central components
of this effort has been the creation of a network of state and
regionally-based fusion centers that share information among law

enforcement and some intelligence agencies. Today at least 77
fusion centers are active in the United States.? While these state
entities have received substantial support from Congress and the
Executive Branch, their roles and missions vary widely and are
still being developed. Run properly, fusion centers could play an



important role in addressing terrorist and other criminal threats.
Yet fusion centers can also pose serious risks to civil liberties,
including rights of free speech, free assembly, freedom of
religion, racial and religious equality, privacy, and the right to
be free from unnecessary government intrusion. Several fusion
centers have issued bulletins that characterize a wide variety
of religious and political groups as threats to national security.
In some instances, state law enforcement agencies that funnel
information to fusion centers have improperly monitored and
infiltrated anti-war and environmental organizations. Moreover,
the manner in which fusion centers amass and distribute
personal information raises the concern that they are keeping
files—perhaps containing information that is sensitive or
concerns constitutionally protected activities—on people in the
United States without proper justification.

The very nature of the fusion center network raises the stakes. In
such aninterconnected system, fusion centers—even those with
the best civil liberties practices—can inadvertently perpetuate
or exacerbate the problematic activities of other fusion centers
or law enforcement agencies. The breadth of the fusion center
network also means that inaccurate or problematic information
can be distributed widely across government databases,
and perhaps even to private businesses, with potentially
disastrous consequences for individuals. Finally, without proper
safequards, links between fusion centers in different states
might allow “forum-shopping” law enforcement officials to
evade the privacy and domestic surveillance restrictions of
their own states by accessing information obtained by fusion

of utilizing local law enforcement in this national effort—its
close connection to the community—depends on maintaining
a cooperative and collaborative relationship with that very
community. Casting stigma on individuals for exercising their
religion, speaking out or attending group functions risks
alienating segments of the community whose cooperation can

be critical to counterterrorism and law enforcement efforts.

For these reasons, we, the members of The Constitution Project’s

Liberty and Security Committee
endorsing this report, have under-
taken this examination of fusion
centers, and offer a set of recom-
mendations to assist policymakers
to ensure that fusion centers oper-
ate effectively while respecting civil
liberties and constitutional values.
Part Il of this report provides an
overview of the structure of fusion
centers and the institutional frame-
work within which they operate.
Parts Ill, IV and V identify specific
concerns raised by fusion center
data collection, data storage and
use, and accountability and gover-
nance mechanisms. Part VI outlines
our specific recommendations for

reforms that address civil liberties concerns.

Yet fusion centers can
also pose serious risks to
civil liberties, including
rights of free speech,
free assembly, freedom

of religion, racial and
religious equality, privacy
and the right to be free
from unnecessary
government intrusion.

We hope that these recommendations will facilitate the
development of sound rules and best practices to ensure
respect for constitutional rights and values. Indeed, fusion
centers themselves seek concrete guidance on the practical
application of constitutional principles to daily threat
assessment.> We also hope that they will encourage further
consideration of the proper role and mission of fusion centers
within the nation’s law enforcement and anti-terrorism

centers in other jurisdictions. All of these risks are potentially
compounded by the limited transparency and accountability of
these institutions.

Further, because fusion centers are new and protean, their role
and effectiveness demand further study.> Some basic principles,
however, are clear. The ability of state and federal agencies to
identify potential threats requires the careful identification and
analysis of discrete items among mountains of information.
Because fusion centers can amass an incredible amount of data,
they must ensure that they collect information effectively and
judiciously to avoid burying analysts underneath an avalanche of
information of negligible value or dubious relation to terrorism
or other criminal activity.* In addition, the principal benefit

framework.
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A. What is a Fusion Center? Although they take many forms, fusion
centers are essentially information-sharing hubs designed to pool the
knowledge and expertise of state, local and federal law enforcement and
intelligence agencies, and, in some instances, other government agencies,
military officials and private sector entities.® Individual fusion centers are
independent regional, state or local entities, with no specific federal legal
status. They operate primarily on state funding, though they generally
receive federal funds and work closely with federal agencies such as the
Department of Homeland Security (DHS) and the Department of Justice
(DOJ). As a general matter, fusion centers are not established pursuant
to specific state legislation or state executive orders, but rather derive their
authority from general statutes creating state police agencies or memoranda of
understanding among partner agencies.” Many fusion centers simply represent
extensions of existing intelligence units in state law enforcement agencies.?

Fusion centers were originally intended to focus on terrorist threats, but
their operational goals have expanded over the past decade. Today, fewer
than 15% of fusion centers describe their mission solely as addressing
terrorist threats.® Most embrace an “all-crimes, all-hazards” approach.'
Fusion centers thus facilitate the exchange of critical information between
federal and state agencies relating to terrorist threats, state and local law
enforcement, criminal intelligence and, in many instances, natural disasters
and hazards.



To perform this role, fusion centers collect and disseminate a
wide array of information. They access information from a diverse
spectrum of sources, including databases maintained by federal,
state and local government agencies, law enforcement and
intelligence files, records of financial transactions and utilities
payments and insurance-fraud databases."” Many fusion centers
also maintain subscriptions to the commercial databases of
private information re-sellers. For example, some states buy access
to credit reports and others to car-rental databases. Often these
databases provide instant access to records on homes, cars and
phone numbers."? In addition, the federal government encourages
fusion centers to collaborate with a wide variety of private actors
in sectors such as banking, education, energy, and hospitality and
lodging."

Fusion centers often act as clearinghouses for information.™
In addition to collecting information, they also analyze and re-
distribute the information they receive, whether in the “raw”
form of reports of suspicious activity or potential infrastructure
vulnerabilities, or in the “processed” form of intelligence bulletins.

Mirroring this diverse set of objectives and capacities, the structure
of fusion centers varies considerably across jurisdictions. As of
June 2012, there were 77 federally-recognized fusion centers
in the United States.” Fusion centers are staffed by anywhere
from 3 to 250 individuals—averaging, in 2008, 27 full-time
personnel—the majority of whom are state law enforcement
officers and analysts.' Fusion centers adopting an all-crimes, all-
hazards approach often include officials from the local department
of health, fire department, emergency medical services and other
public agencies. Federal agencies such as DHS, the Federal Bureau
of Investigation (FBI), Immigration and Customs Enforcement, and
the National Counterterrorism Center deploy analysts, linguists and
agents to many fusion centers."” In addition, approximately 30%
of fusion centers co-locate with federal agencies or the National
Guard, thereby increasing the federal role.™

B. Federal Support of Fusion Centers

While fusion centers are not federal entities and have no federal
legal status, they are a central element of homeland security policy
and receive substantial federal support and guidance.’ As Secretary
of Homeland Security Janet Napolitano put it, “Fusion Centers will
be the centerpiece of state, local [and] federal intelligence-sharing
for the future.”? Federal funding matches this rhetoric: between
2004 and 2007, DHS provided $254 million to state and local
governments to support fusion centers.?' Federal funding accounts
for 20 to 30 percent of state fusion center budgets.?

In addition to financial support, the federal government supports
fusion centers by providing guidance, training, technological and
logistical assistance and personnel.” The Office of Intelligence
and Analysis at DHS takes lead responsibility for coordinating
with fusion centers, but both DHS and DOJ provide assistance.”*
Together, the two agencies have established guidelines (the
“Fusion Center Guidelines”) and basic operational standards (the
“Baseline Capabilities”) for fusion centers.?> They also provide
technological and logistical support to fusion center personnel
and help them to obtain federal security clearances.”® And, as
described above, many fusion centers have been assigned federal
personnel.

Fusion centers are integrated into federal information-sharing
programs. Qualified fusion centers form part of the federal
Information Sharing Environment, which is intended to facilitate
information sharing among law
enforcement  and intelligence
agencies.”’ Fusion centers staffed
by individuals with federal security
clearances receive information
from a multitude of federal
intelligence and law enforcement
databases.”® Fusion centers also
transmit information they receive
to these databases.?® Compliance
with certain privacy and civil
liberties policies is required
for participation in the Information Sharing Environment.*
Recently—and commendably—DHS has conditioned its grant
funding for fusion centers on certification that the fusion
centers have privacy and civil rights protections that are
as comprehensive as the federal Privacy Guidelines for the
Information Sharing Environment.*'

terrorist threats.

C. Proposed Federal Fusion Center

In late 2010, DHS proposed creating a federal fusion center
intended to collect and analyze information related to “all-threats
and all-hazards, law enforcement activities, intelligence activities,
man-made disasters and acts of terrorism, natural disasters
and other information collected or received from federal, state,
local, tribal and territorial agencies and organizations; foreign
governments and international organizations; domestic security
and emergency management officials; and private sector entities
or individuals.”3? At present, little is known about the specific
purpose and design of this proposed fusion center, but it has
drawn protests from groups concerned about its impact on civil
liberties and technology privacy.®

OVERVIEW |7
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Fusion Centers and their personnel are tasked with
wide-ranging investigative and intelligence-gathering
activities, including information collection and the
identification of potentially suspicious groups or
behavior. Concerns about constitutional rights to privacy, equal
protection and freedom of expression are always present when
law enforcement agencies collect information on people in the
United States. These concerns are magnified in the case of fusion
centers, given the amount of data that they can aggregate and
their role as hubs in an information-sharing network. In particular,
the nature of fusion centers raises concerns that information may
be improperly accessed by or stored in fusion center databases,
and that individuals might be subject to unwarranted scrutiny
based on innocuous activities or their political or religious beliefs
or racial status. Cooperation and information sharing are essential
to effective policing, but troubling anecdotal reports indicate that
some fusion centers have disregarded constitutional limitations
on law enforcement activity and may have infringed upon the
rights of U.S. citizens and residents. In addition, new systems
of collecting and disseminating reports of suspicious activity
observed by local law enforcement officials could result in the
creation of vast databases of information compiled on individuals
without reasonable suspicion that these individuals are linked to
terrorism or any other criminal activity.

A. Risks of Racial, Religious and Political Profiling

While information sharing is vital to keeping the United States
safe from terrorist threats, efforts by fusion centers to monitor
and share information about individuals in the United States
implicate fundamental constitutional rights of freedom of speech,
freedom of religion, freedom of association and equal protection
under the law. As discussed below, a number of disturbing reports
indicate that some fusion center and state and federal law
enforcement personnel have targeted individuals for suspicion
based on characteristics such as religion, political beliefs and race.
Profiling on these grounds is neither effective nor consistent with
constitutional values. In addition, the information-sharing function
of fusion centers has the potential to multiply the harm caused by
profiling, because improperly acquired information in one fusion
center can readily be disseminated to other fusion centers, law
enforcement agencies and federal intelligence agencies.

1. Constitutional Principles
Profiling based on religious, racial or political grounds

is inconsistent with constitutional principles and values.
Investigating individuals on these protected grounds implicates
the First and the Fourteenth Amendments to the U.S. Constitution,
among other constitutional provisions.3

The First Amendment protects the rights of individuals to express
their religious and political beliefs and to associate freely to share
those beliefs. Freedom of association, religion and expression
are such bedrock values that even laws and policies that merely
discourage or “chill” these activities, rather than restrict them
outright, are prohibited.** Based on this principle, the Supreme
Court and other courts have recognized that intrusive govern-
ment surveillance of “expres-
sive” activities, such as political
or social activism, can violate the
First Amendment.

The  Fourteenth  Amendment
forbids each state government

...a number of disturbing
reports indicate that
some fusion center and

from “denyling] to any person
within its jurisdiction the equal
protection of the laws"*’ and
therefore  prohibits  government
institutions and employees from
discriminating against individuals
on the basis of race, ethnicity,

state and federal law
enforcement personnel

have targeted individuals
for suspicion based on
characteristics such as
religion, political beliefs

national origin, or religion.*® The
Fifth Amendment provides similar
safequards against discrimination
by the federal government. Based
on these constitutional protections, law enforcement may not
use race, religion and other protected characteristics as grounds
for determining whom to target for investigation.* By the same
token, information about an individual that is already contained
in a fusion center database should not be shared with another
government entity on the sole basis that the individual belongs
to a particular race or ethnicity or practices a particular religion.*

and race.

2. Reports of Political, Racial and Religious Profiling

Despite these constitutional principles, there have been
numerous anecdotal reports of incidents in which fusion centers
have targeted individuals in the United States for surveillance
and investigation based solely on beliefs and characteristics that
are protected by the First and Fourteenth Amendments. Although
federal guidance to fusion centers cautions against profiling,
these incidents demonstrate that significant additional guidance,

DATA COLLECTION }-9



training and oversight are crucial to ensure that fusion centers
and other law enforcement agencies do not engage in racial,
religious and political profiling.*!

Recent reports from across the country bear testament to the potential
for problematic profiling at fusion centers, particularly regarding
bulletins and intelligence reports circulated by fusion centers. These
are a few examples:

e The February 2009 “Prevention Awareness Bulletin,” circulated
by a Texas fusion center, described Muslim lobbying groups
as “"providing an environment for terrorist organizations to
flourish” and warned that “the threats to Texas are significant.”

The bulletin called on law enforcement officers to report
activities such as Muslim “hip hop fashion boutiques, hip hop
bands, use of online social networks, video sharing networks,
chat forums and blogs."#

e A Missouri-based fusion center issued a February 2009 report
describing support for the presidential campaigns of Ron Paul
or third party candidates, possession of the iconic “Don’t Tread
on Me" flag and anti-abortion activism as signs of membership
in domestic terrorist groups.*

o The Tennessee Fusion Center listed a letter from the American
Civil Liberties Union (ACLU) to public schools on its online

10 | DATA COLLECTION

map of “Terrorism Events and Other Suspicious Activity.” The
letter had advised schools that holiday celebrations focused
exclusively on Christmas were an unconstitutional government
endorsement of religion.*

e The Virginia Fusion Center's 2009 Terrorism Risk Assessment
Report described student groups at Virginia's historically black
colleges as potential breeding grounds for terrorism and
characterized the “diversity” surrounding a military base as a
possible threat.*

Other reports, although they do not involve fusion centers per
se, provide additional troubling examples of profiling and
demonstrate the manner in which problematic
incident reports can spread through linked databases.
For example, from 2005 to 2007, the Homeland
Security and Intelligence Division of the Maryland
State Police secretly monitored a wide range of anti-
war, anti-death penalty, animal rights and bike lane
activists, even going so far as to employ undercover
operatives to infiltrate meetings. The surveillance
lasted for several years, despite the fact that no
evidence of criminal activity was ever uncovered. Even
more troubling, the police characterized these groups
and individuals as terrorists and security threats in
state files which were subsequently transmitted to
federal databases. All told, data characterizing 53
peaceful activists (including two nuns) as “terrorists”
was transmitted to at least seven federal and state
agencies, including the National Security Agency.*
In a similar incident, Pennsylvania state homeland
security officials reportedly hired contractors to draft
intelligence bulletins on a wide range of protest
movements and activities, including a gay and lesbian festival,
Tea Party meetings, an anti-British Petroleum candlelight vigil and
the screening of an environmentalist documentary film. These
intelligence bulletins were distributed to both law enforcement
personnel and the security offices of private companies.*’ In
an example of potential profiling on other grounds, reporters
analyzing suspicious activity reports generated by the private
security offices at Minnesota’s Mall of America and shared with
the local police department and the Minnesota state fusion
center revealed that nearly two-thirds of the reports involved
minorities.*® According to the Mall's security director, his office is
the Minnesota fusion center’s “number-one source of actionable
intelligence.”*



Reports of training sessions provided to fusion center personnel
and local law enforcement officers by so-called “counterterrorism
experts” also raise serious questions about compliance with
constitutional protections against profiling on religious grounds.
According to recent press accounts, the flood of federal money
flowing to local enforcement for homeland security efforts
has produced a cottage industry of counterterrorism trainers
of dubious provenance.® As outlined in the reports, some of
these trainers engage in fear-mongering that displays dramatic
ignorance of both the subject they purport to teach and the
constitutional rights of Americans.

According to an article in The Washington Post, one instructor
told fusion center personnel to monitor Muslim student groups
and mosques and, if possible, to tap their phones.”’ The same
instructor told an interviewer that to prevent Muslims from
seeking to impose sharia law in the United States, police officers
“have to look at the entire pool of Muslims in a community.”>
Another instructor warns local law enforcement officials that
Muslims want the “Islamic flag [to] fly over the White House.”*3
One self-proclaimed expert on Islamic terrorism, who regularly
teaches courses to law enforcement personnel across the country,
told Florida law enforcement officers to assume that all Muslims
lie to disguise the true, violent nature of Islam. He also claimed
as fact that a Muslim wearing a headband means that he is
willing to be a martyr, and that a Muslim using a long Arabic
name that is spelled differently on different forms of ID provides
“probable cause to take them in.”* None of these claims, of
course, are true. This sort of misbegotten, misleading training
encourages civil liberties violations. National security experts
warn that it also compromises police effectiveness by distracting
law enforcement officers from actual threats and by poisoning
relationships between police and the communities that can be
their best sources of information.>

In sum, these reports show that fusion centers must take serious
steps to ensure that they do not violate the Constitution by
investigating, storing or sharing information about—or by
issuing bulletins or intelligence reports that advise other law
enforcement agencies to investigate—individuals or groups
based solely on protected grounds such as race, ethnicity,
religion and political expression. These steps include establishing
structures for effective oversight and providing clear guidance, in
the form of both written policies and training, to fusion center
personnel about the rights protected by the First and Fourteenth
Amendments. Another step is to ensure that individuals who train

fusion center and law enforcement personnel are themselves
competent and knowledgeable about their subject matter and
the constitutional strictures that govern law enforcement activity.

B. Suspicious Activity Reports and Privacy

The DHS plans to use fusion centers to form a national network
for collecting and sharing local law enforcement reports of suspi-
cious, potentially terrorism-related activity. This effort is known
as the Nationwide Suspicious Activity Reporting (SAR) Initiative.>
While information sharing can be important for law enforcement,
the program also has the potential to infringe upon constitutional
rights of privacy and fundamental notions of appropriate gov-
ernment collection of information. In particular, the loose defini-
tion of “suspicious activity” under these plans could result in the
creation of government databases
that store files on individuals who
have no link to terrorism or any
other criminal activity.

1. Constitutional and Federal
Privacy Law

The collection and storage of
information about individuals by
the government implicates the
privacy rights of Americans. Privacy is a broad concept that is
susceptible to many definitions, but at its core, the right to privacy
protects what Supreme Court Justice Louis Brandeis described
as “the right to be let alone.”*” The National Research Council
describes privacy as “an individual's freedom from excessive
intrusion in the quest for information and an individual's ability
to choose the extent and circumstances under which his or
her beliefs, behaviors, opinions and attitudes will be shared
with or withheld from others.”*® While the right to privacy is
not specifically enumerated in the Bill of Rights and its exact
contours are subject to debate, it is protected in various forms by
the First, Third, Fourth, Fifth and Fourteenth Amendments and is
fundamental to the concept of a democratic society under limited
government. At least ten state constitutions expressly protect the
right to privacy, and courts in many more states have found the
right to privacy implicit in state constitutions.>

violations.

Constitutional protections of privacy are supplemented by federal
and state statutes. Many federal and state laws and regulations,
including the Privacy Act of 1974, require government agencies
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and officials to respect individual privacy. While law enforcement
agencies are excepted from many Privacy Act protections and
the Act does not apply to the states,®’ law enforcement data
collection is governed by federal statutes, including the Electronic
Communications Privacy Act®? and Fair Credit Reporting Act,®
as well as by state statues. Perhaps the most important privacy
restriction on fusion centers, however, is federal regulation 28
C.FR. Part 23.

28 C.FR Part 23 prohibits state law enforcement agencies that
receive federal funding from collecting or maintaining personal
information about individuals in criminal intelligence databases
unless “there is reasonable suspicion that the individual is
involved in criminal conduct and the information is relevant to
that criminal conduct or activity." The “reasonable suspicion”
standard requires that a law enforcement official gathering
data about an individual be aware of information giving him
or her a basis to believe that there is a reasonable possibility
that the individual is involved in a definable criminal activity.®
The Supreme Court has explained that “reasonable suspicion”
is founded on “specific and articulable facts” rather than
“inarticulate hunches."

2. Suspicious Activity Reports

The Suspicious Activity Reporting Initiative enlists fusion centers
in a national network to collect and analyze reports of suspicious

12 | DATA COLLECTION

activity that might be related to terrorist threats. Notably, the
DOJ interprets 28 C.ER Part 23 to exclude suspicious activity
reports because they consist of “tips and leads data"“—defined
as an "uncorroborated report or information . . . that alleges or
indicates some form of criminal activity”—and thus do not meet
the statutory definition of criminal intelligence information that is
subject to 28 C.FR. Part 23. The structure of the reporting system
and the criteria for suspicious activity raise the concern that this
system could result in the amassing of government
files on individuals without adequate justification,
particularly if DOJ defines suspicious activity reports
in a manner in which they are not governed by 28
C.ER. Part 23.

The suspicious activity reporting system begins
with police officers and private citizens reporting
incidents that they believe are potentially
indicative of terrorism-related activity. These
reports are then forwarded from the local law
enforcement agency to the state or regional
fusion center. At the fusion center, the reports
are logged into the fusion center's database
and analyzed to determine whether there is a
“potential nexus to terrorism.”®® If the fusion
center makes that determination, the report could
then be shared with the Information Sharing
Environment and/or the FBI's eGuardian system,
where they would be accessible by federal
intelligence and law enforcement agencies and
other fusion centers. In March 2011, the DOJ released a manual
to train fusion center employees on how to vet suspicious
activity reports and determine whether they meet the criteria
for wider distribution.® Guidance provided by the federal office
responsible for overseeing the Information Sharing Environment
emphasizes that its " behavior-focused approach to identifying
suspicious activity requires that factors such as race, ethnicity,
national origin or religious affiliation should not be considered
as factors that create suspicion.””®

Nonetheless, the definitions of suspicious behavior used by the
federal government and police forces are wide-ranging and
include behavior that may be completely innocuous. For instance,
the Los Angeles Police Department (LAPD) Special Order 11,
praised by the Office of the Director of National Intelligence
as a “national model,””" calls upon LAPD officers to report
“suspicious activities” that encompass non-criminal conduct



such as using binoculars, taking notes, drawing diagrams and
“espousing extremist views."”? The ACLU criticized the LAPD,
expressing concern that “overbroad reporting authority gives
law enforcement officers justification to harass practically
anyone they choose, to collect personal information and to
pass such information along to the intelligence community.””?
Special Order 11 was superseded by Special Order 1 in January
2012. While the new policy adopts a narrower definition of
“suspicious activities,” it has been criticized by civil liberties
organizations and other advocacy groups.’ The federally
published standards for suspicious activity reports, like the
LAPD Special Orders, describe conduct that might not meet the
“reasonable suspicion” standard. For example, “observation
through binoculars” and “taking notes"” could provide grounds
for a suspicious activity report.”> As of the date of this report,
the LAPD has agreed to amend its policy, although the new
standards have not yet been released.

An example of an actual suspicious activity report described in The
Washington Post illustrates some of the problematic aspects of
the reporting system. An officer observed a man snapping photos
of a police fire boat and a ferry with a cell phone camera. The
man made a phone call and was eventually joined by two other
adults and two small children, all of whom then boarded the
ferry. The report of this activity was passed along to the regional
fusion center. Authorities would not address what happened to
the report after it reached the fusion center, but even if the fusion
center concluded that it was harmless, it would still be forwarded
to the FBI. At the FBI, the report would either be used to start a
full-fledged investigation or be deemed irrelevant, in which case
the FBI would leave the report in its suspicious activity reporting
database, eGuardian. The most likely outcome, however, would
be that no decision would be made and a file would remain
open on the individual in question. Over time, more information
could be added to the file, including employment and financial
history, phone numbers, addresses and any other potentially
useful information.’ In another real-life example, a suspicious
activity report generated by the private security team of a large
shopping center based on nothing more suspicious than a cell
phone accidently left on a cafeteria table resulted in a visit by the
FBI to the cell phone owner’s home. The investigation concluded
that a 72-year-old man who operated a kiosk in the shopping
center simply forgot his phone on the table during a break.”

These types of practices raise civil liberties and privacy concerns,
particularly in cases in which suspicious activity reports are

forwarded to the FBI or shared with other agencies. These
concerns are heightened when law enforcement officials receive
inadequate or problematic training such as the inaccurate and
misleading instructions described above concerning Muslim-
American communities.

Ultimately, while an individual taking pictures of a ferry or a cell
phone sitting on an abandoned table might warrant an initial
inquiry, it certainly does not justify the creation of a government
file linking that individual to terrorism. Such a file might easily have
serious consequences. It might be accessed by law enforcement
or intelligence agencies—or
perhaps released to private sector
entities—with potentially severe

ramifications, including placement
on a no-fly list, loss of employment
or serious reputational harm. To
limit these consequences, files
that link individuals to allegations

....files that link
individuals to allegations
of terrorism should not
be held in government

of terrorism should not be
held in government databases
unless those files are based on
information that rises to the level
of “reasonable suspicion” of
criminal - activity. This standard
also has the benefit of familiarity
to law enforcement personnel
because it is the same standard
required for conducting a Terry
stop,’® performing a protective sweep of a home during the
execution of a search warrant,” or frisking the passenger of a
vehicle.®
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Fusion centers store personal information about Americans and
may have access to a vast range of government databases. They can
access and share information from state and local criminal record systems, as
well as federal intelligence and law enforcement databases. They can also gain
access to personal information, including unlisted phone numbers, insurance
claims, car rental information, drivers' license photographs and credit reports,
through commercial databases owned by “information resellers.”®" While access to
information is necessary to achieve the anti-terrorism and anti-crime goals of fusion
centers, policymakers must balance the desirability of the free flow of information
against the risks that information will be abused or shared inappropriately.

A. Fair Information Practice Principles

Since the early 1970s, in response to the growing use of computerized record systems,
government agencies in the United States (and later Europe) developed a series of
reports, guidelines and codes that have given rise to a set of widely-accepted “Fair
Information Practice Principles.”® Today, these principles guide the treatment of
government-held records containing personally identifiable information and form the
basis of state and federal privacy laws and international treaties.®

Personally identifiable information refers to information that can be used to identify a
specific individual. In an age where vast amounts of information can be accessed and
cross-checked online, the range of information that can be used to specifically identify
an individual has grown. With this in mind, the White House Office of Management



and Budget defines “personally identifiable information” as
“information that can be used to distinguish or trace an individual’s
identity, such as their name, social security number, biometric
records, etc. alone, or when combined with other personal or
identifying information is linked or linkable to a specific individual,
such as date and place of birth, mother's maiden name, etc.”®
For the purposes of this discussion, “personally identifiable
information” is any personal information that is linked or linkable
to an individual.®

The Fair Information Practice Principles have been expressed in a
number of different formulations, but at their core they call upon
governments that maintain personal records about individuals to
afford those individuals the following rights:

¢ Notice and Awareness of the purpose of data collection, and
how such information is used:;

e Consent to the collection of personal information and Choice
as to how it is used;

e Access and Participation in the process of data collection
and use, including the right to correct errors;

e Data Security and Integrity adequate to protect the
information against loss or misuse; and

¢ Redress and Accountability for injury resulting from the loss
or misuse of personal information, to give meaning and effect
to the previous principles.t

These principles form the basis of the Privacy Act of 1974, a federal
statute that governs federal databases that contain records of
personally identifiable information on U.S. citizens or lawful
permanent residents.®” While the federal Privacy Act does not apply
to state and local entities and federal law enforcement databases
are specifically exempted from some Privacy Act protections,®
the Privacy Act and Fair Information Practice Principles provide a
sound framework for the manner in which fusion centers should
handle the information that they store and access. Indeed, the
Fusion Center Guidelines advise fusion centers to abide by Fair
Information Practices,®® and several state fusion centers explicitly
refer to the Fair Information Practice Principles in their own privacy
and civil liberties policies.”

Given the need for confidentiality in certain fusion center
operations, the application of the Fair Information Practice
Principles outlined above may be limited in some respects.
Nonetheless, the Fair Information Practice Principles of notice and
awareness, consent and choice, access and participation, integrity
and security, and redress and accountability should guide all

fusion centers, as far as possible, in the manner in which they
access, store and share information.

B. Data Minimization and Use Limitations

Two additional privacy principles that are directly applicable to
fusion centers are data minimization and use limitation.”’ Data
minimization refers to the principle that personally identifiable
information should be utilized for a specified purpose and
retained only so long as necessary to fulfill that purpose. The
28 C.FR. Part 23 provisions restricting information in criminal
intelligence databases to information relevant to an individual's
suspected criminal conduct is an example of data minimization.*
So too is the 28 C.ER. Part 23
requirement for the periodic review
of information and the destruction
of any information which is
misleading, obsolete or otherwise
unreliable and the requirement
that any recipient agencies be
advised of such changes which
involve errors or corrections. All
information retained as a result of

In an age where vast
amounts of information
can be accessed and
cross-checked online,

this review must reflect the name
of the reviewer, date of review and
explanation of decision to retain.
Information retained in the system
must be reviewed and validated

the range of information
that can be used to
specifically identify an
individual has grown.

for continuing compliance with
system submission criteria before
the expiration of its retention
period, which in no event shall be longer than five years.*

Fusion centers should adopt similar data minimization practices.
Given the sensitivity of the information that they retain and the
ease with which intelligence and law enforcement officials across
the country can access this information, fusion centers should
review the information in their files more frequently than every
five years.

Use limitation refers to the principle that personally identifiable
information should only be used for the purpose for which it
was collected. In other words, personally identifiable information
gathered by fusion centers should only be directed towards law
enforcement or intelligence purposes. Similarly, it should only be
shared with agencies that intend to use the information for the
purposes for which it was gathered. Consistent with this aim, the
Markle Task Force on National Security in the Information Age
recommended that information sharing networks require “a user
to provide a predicate in order to access data under an authorized
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use standard. To establish a predicate, an analyst seeking
information would need to state a mission- or threat-based need
to access the information for a particular purpose.” Use limitation
is also found in 28 C.FR. Part 23, which only permits sharing when
there is a need to know and a right to know the information in
the performance of a law enforcement activity. Additionally, the
information may only be shared with law enforcement authorities
that agree to follow procedures regarding information receipt,
maintenance, security and dissemination which are consistent with
the principles of 28 C.FR. Part 23.%

C. Audit Logs

As the Fair Information Practice Principles make clear, any effective
and safe repository of personally identifiable information must
ensure the security and integrity of data and the accountability of
users of that data. Data security is particularly significant in the
context of fusion centers, which access a wide range of databases.
In certain instances, fusion centers do not operate databases
themselves, but rather access information from the databases of
other agencies and institutions at the state, local and federal levels.

However, wherever data is ultimately stored, fusion centers must
incorporate safeguards and accountability measures for the data
that they can access. Unfortunately, anecdotal reports indicate
that there is some confusion on these points among fusion
center employees. One analyst explained that his fusion center
“does not host the data, but rather refreshes [it] regularly. That
means analysts are not subject to Freedom of Information Act or
being dragged into court.”*® Fusion center personnel and other
intelligence and law enforcement officials may also believe that
the principles of accountability and data integrity and security
do not apply when they are accessing personal information from
commercial “information reseller” services.*’

Yet, when personally identifiable information is accessible online
or over a network, the location where that information is hosted,
stored or owned has little to do with the potential for its misuse.
All who have access to that information for governmental purposes
should be held accountable.

One simple solution to promote data security and user
accountability—and thus the protection of civil liberties—is the
use of immutable audit logs to monitor individuals and entities that
access information. These logs record network activity, such as the
nature of queries for information, the user making the query, the
information accessed, and the date and time of these activities.”®

Immutable audit logs serve many purposes. They improve the ability

to detect privacy violations and the unauthorized access of sensitive
information, and facilitate audits of databases and organizations
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to ensure compliance with legal restrictions. Because they cannot
be altered or edited, they provide valuable proof of unauthorized
behavior, improving the ability of system administrators to punish
transgressors.”” Consequently, they deter users who would
otherwise access and use information improperly.'® By increasing
data security and accountability, audit logs help promote public
trust in government and trust between institutional users.’" They
might also protect against intrusion into databases by hackers or
other unauthorized outsiders.

Anecdotes from the 2008 presidential campaign illustrate both
the privacy risks posed by government databases and the use of
audit logs to track potential violations of information privacy. In
early 2008, a State Department auditing system determined that
private contractors had improperly accessed the passport files of
presidential candidates Hillary Clinton, Barack Obama and John
McCain. Several of the contractors were disciplined for their
actions.'® Later in the election season, Ohio state government
employees made a number of intrusive searches in state databases
for information regarding Joe Wurzelbacher, the public John
McCain supporter more commonly known as “Joe the Plumber.”
Audits of these searches enabled investigators to determine that a
number were legitimate, but also that several were unauthorized
and improper. Several employees reportedly were disciplined, one
resigned, and another was placed under criminal investigation.'

Immutable audit logs, which have been widely recommended by
government agencies, ' national security think-tanks,' and even
the former General Counsel of the National Security Agency,'®
should form a central component of fusion center data security
policies. For example, the National SAR Initiative Federated Search
capability utilizes such an audit trail."” Given the networked
nature of fusion centers, these audit logs should apply equally to
proprietary databases and outside databases hosted by federal,
local and other state entities. They should also apply to the access
of commercial databases, which increasingly contain sensitive and
private personal information. Furthermore, an independent auditor
should review fusion center audit logs at least once every two
years and issue a report describing data-security practices and any
abuses or unauthorized access.

D. Data Mining

The vast range of information that can be gathered, aggregated
and analyzed through an interconnected network of fusion
centers gives rise to the possibility that fusion centers might
be used to facilitate data mining by federal or state authorities.
Data mining generally refers to the use of statistical analysis
and modeling to discern patterns or relationships in large
aggregations of data.'%®



Principles for Government Data Mining

Preserving Chvil Libertios in the Information Age

These techniques have numerous appli-
cations, from program evaluation to fraud
detection to criminal investigation and
counterterrorism. The Constitution Project’s
Liberty and Security Committee addressed
the issues raised by data mining in our 2010
report Principles for Government Data Min-
ing."® As we explained in that report, while
data mining programs possess the potential
to provide unique insights, they can pose
serious risks to civil liberties, particularly in
the criminal prevention and counterterror-
ism contexts. For example, inaccurate data
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on a full-time basis'"®—these partnerships
suggest that sensitive, personally identifiable
information might be shared with individuals
lacking the appropriate clearance levels or
public mission. Instances of inappropriate
information sharing with private sector
entities have already been reported. For
example, intelligence bulletins prepared by
the Pennsylvania Office of Homeland Security
on a number of innocuous protest activities,
such as the screening of an environmentalist
documentary film, reportedly were shared
with security officers of private companies.'

or imprecise modeling risks both missing

evidence of impending criminal acts or terrorism and falsely accus-
ing innocent persons.'® Data mining programs might also utilize
constitutionally problematic criteria, such as race or religion, or be
directed towards constitutionally impermissible ends."" If fusion
centers engage in or facilitate data mining, they should take par-
ticular care to address these dangers. "2

E. Private Sector Partnerships

Private sector entities often work closely with fusion centers.
For example, the security director for a large shopping center in
Minnesota told Congress that his office was the “number one
source of actionable intelligence in the state” and had provided
more information regarding suspicious activities to the state
fusion center than any other source." Some large corporations
even have employees specifically assigned to fusion centers,”

The federal government encourages a close relationship between
the private sector and fusion centers. These relationships,
particularly with entities in sectors like energy, transportation,
communications and health care, can play an important role in
ensuring that fusion centers are able to assess threats to critical
infrastructure and respond effectively."™ According to the Fusion
Center Guidelines, published jointly by the DHS and DOJ,
“[t]he private sector is a crucial component of fusion centers.”!"®
A supplement to the Fusion Center Guidelines explains that
“[flusion centers . . . shall develop, implement and maintain a
plan and procedures for sharing information with owners of
[critical infrastructure and key resources] and, in general, the
private sector, in a coordinated manner.” "’

These relationships raise concerns, however, in light of the highly
sensitive material that fusion centers gather, store and access.
While the federal government has encouraged fusion centers to
welcome private sector representatives into their facilities—and
even to station private sector personnel inside fusion centers

Access by private sector individuals to the
sensitive information held by fusion centers seriously impinges on
privacy and could cause unjustified
reputational harm. Such disclosures
might also risk compromising
ongoing investigations.

The flow of information in the
opposite direction, from the
private sector to fusion centers,
is also potentially problematic.
Private entities are usually privy to
personal information about their
employees and the individuals and
organizations with whom they do
business. Close relationships with
fusion centers might facilitate the
flow of this information into fusion
center databases—and into the network of intelligence and law
enforcement databases—uwithout the proper legal requirements
and processes. '

harm.

At present, the sole privacy-related policy guidance regarding
cooperation between the private sector and fusion centers
discusses methods to limit the risk that fusion centers will
improperly disclose proprietary private sector data to outsiders
or to regulatory agencies.’”" Yet from the civil liberties
perspective, the use to which fusion centers might put private
sector data and the movement of sensitive information from
fusion centers to the private sector raise even more serious
concerns.

Fusion centers should ensure that they do not share personally
identifiable information with private individuals or entities unless
necessary to carry out legitimate law enforcement functions.
They must also take care not to access personally identifiable
information in the possession of private sector entities without
possessing an appropriate basis and following the appropriate
procedures for seeking that information.
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One of the most pressing concerns regarding
fusion centers is accountability.’”? Accountability is
crucial to both protecting privacy and civil liberties and ensuring
that institutions operate effectively.’””® Yet, several features
of fusion centers contribute to a lack of accountability. First,
the rapid pace of advances in information technology and the
nation’s limited experience with the fusion center concept may
make it difficult for policymakers to understand the nature
and consequences of fusion center activity. Some fusion center
employees may be aware of the latitude that can result from this
lack of understanding; in the words of one analyst, fusion centers
are "a sort of ‘wild west' . . . in that they can use a variety of
technologies before “politics” catches up and limits options.”
The wide variety of fusion center structures and the diverse legal
regimes to which they are subject also complicate oversight.
It is not always clear whether these governance structures are
effective'® or whether the fusion centers abide by the relevant
legal regimes.'?® And while the federal government exercises
limited oversight of fusion centers, there are reports of federal
agencies pushing states to flout or alter their laws at the expense
of civil liberties. Finally, the secrecy that surrounds fusion centers
makes public oversight of their activities more difficult. The
following sections identify areas of concern and suggest reforms
that would enhance accountability.

A. Mission Statements

Although fusion centers are intended to be a cornerstone of
domestic anti-terrorism efforts, their goals and efficacy are not
always clear. Without a clearly defined purpose, fusion centers
may suffer from “mission drift.” For example, fusion centers
were originally focused solely on preventing terrorism. In
recent years, however, most have been re-purposed to address
general criminal activity and natural disasters as well as terrorist
threats. This change in focus might mean that the methods and
procedures that they employ are not necessarily well-suited to
their new missions. Shifting metrics for success associated with
the different functions of fusion centers can also complicate
evaluating their performance.

To address this issue, each fusion center should develop a clear
mission statement that sets forth the purpose of the fusion center
and the metrics upon which its performance should be evaluated.
These mission statements should be made widely available so
that the public can better understand and evaluate the goals

and performance of the fusion center. Additional study of the
proper role for fusion centers, as called for below, would help
guide the development of mission statements and metrics for
accountability.

B. Transparency

Openness is a foundational principle of democratic government.
Citizens rely on their knowledge of government to make informed
decisions about how it should operate. Openness is also an
important means of ensuring that government officials abide by
the laws that govern their conduct and respect civil rights and civil
liberties. In the oft-quoted words of Supreme Court Justice Louis
Brandeis, “Sunshine is said to be the
best disinfectant; electric light the
most efficient policeman.”'?

While national security concerns
legitimately impact what infor-
mation may be disclosed about
terrorist threats, this is not sufficient
to explain the fact that little
information is publicly available
about the actual practices and
activities of individual fusion centers.
Indeed, in some instances, federal
agencies like the FBI have reportedly required states to exempt
fusion centers from their open government laws as a condition
to allowing those fusion centers access to important federal law
enforcement databases—a troubling practice that implicates
issues of federalism as well as transparency.'?

centers makes

Fusion centers can gather and access vast amounts of information
about people living in the United States—information that can
cause real harm when improperly collected or shared. As noted
above, certain fusion centers have already been implicated in
problematic activities. And the history of domestic surveillance
by law enforcement organizations in the United States in the
20" century confirms the risk that law enforcement may infringe
on constitutional rights and values when tasked with “national
security” operations but left unwatched and unregulated.'?

Of course, the law enforcement activities of fusion centers require

a degree of confidentiality, lest criminals and terrorists adjust
their tactics to avoid detection or innocent persons be wrongfully
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tarred with suspicion. There will thus be some limits to the level
of transparency that is advisable for fusion centers. Nonetheless,
there are practical benefits to increased transparency. Announcing
fusion center policies and practices to the public might make
fusion centers more effective by increasing public trust and thus
promoting public cooperation. '3

With these goals in mind, fusion centers should emphasize
public outreach, as federal guidance documents advise.”" They

should publish important information online, including broad
descriptions of their activities, budgets and staffing, in an easily
understandable and accessible format. Of particular importance,
fusion centers should make the public aware of their policies for
protecting privacy by publishing them online. Some fusion centers,
including those based in Alabama, Minnesota, Texas and Virginia,
have already taken this commendable step.™? Others, such as the
Minnesota Joint Analysis Center, have taken the additional and
commendable step of publishing audits of their adherence in
practice to privacy policies.'

C. Redress Mechanisms

Government  databases that contain sensitive personal
information should provide redress for individuals who believe
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that the databases contain inaccurate information about them.'3*
An effective redress mechanism ensures the accuracy of database
information and affords the opportunity for corrective action in
the event of errors.'®

Incorrect information in fusion center databases can have serious
consequences for innocent individuals. Given the nature of
investigations into criminal and terrorist activity, individuals subject
to inaccurate information might, for example, find themselves
subject to repeated, intrusive investigation or placed
on watch-lists that interfere with their ability to
travel or enjoy other basic rights.'¢ For example, the
DOJ Inspector General has already found significant
inaccuracies in the federal Terrorist Screening Center
watchlist." In the words of the Inspector General,
"inaccurate, incomplete and obsolete information
increases the chances of innocent persons being
stopped or detained during an encounter because
of being misidentified as a watchlist identity.” '
The same concern holds true for information that is
stored in or funneled through fusion centers.

Meaningful redress mechanisms are vital because
they provide individuals with the opportunity to
dispel unwarranted suspicion that interferes with
fundamental rights and protected activities. To
that end, fusion centers should develop procedures
by which individuals can review and correct or
challenge information possessed by a fusion
center, if necessary. Federal guidance documents
encourage redress mechanisms,'® and certain fusion centers
have already taken steps to adopt such mechanisms.™® For
example, the Alabama and Texas fusion centers have issued
privacy policies that state that individuals are allowed access
to personal information held by the fusion center (subject to
certain restrictions), and that the fusion center will refer requests
for access to information originated from another agency, or
complaints about the accuracy of such information, to the
originating agency.'™! Neither privacy policy, however, provides a
clear description of the process for seeking correction of mistaken
information or of the applicable appeals process."* These
gaps should be addressed in Alabama and Texas, and redress
procedures should be strengthened and made independent
nationwide. Federal guidance on redress mechanisms is similarly
broadly phrased and lacks specific instruction on the nuts-and-
bolts of appropriate redress procedures.



The Liberty and Security Committee’s report Promoting Accuracy
and Fairness in the Use of Government Watch Lists provides
specific recommendations for crafting redress mechanisms in
the counterterrorism context.' Features of an effective redress
mechanism that accounts for the secrecy necessarily demanded
by the national security context might include public notice of the
procedures for seeking redress and the review of questionable
material by an independent, security-cleared arbiter. Another
potential feature might be a two-tracked process, with one set
of procedures for relatively easy-to-resolve cases of alleged
mistaken identity and another more rigorous set of procedures
for cases involving allegations of insufficient justification for
inclusion in fusion center databases.'* Given that some degree
of confidentiality and secrecy is necessary to fusion center
operations, in certain situations allowing individuals access
to database information would be inappropriate. The rules for
redress mechanisms should take this into account, perhaps by
restricting review of personal information when the disclosure
of information would interfere with an ongoing investigation or
endanger the safety of another individual.

Another important characteristic of an effective redress
mechanism is interoperability between systems. Given the
networked nature of the fusion center environment, in which
information is shared among numerous agencies, the negative
consequences of inaccurate information may appear to be
caused by the actions of one agency when in fact they stem
from inaccurate information in databases maintained by
another agency. The rules governing fusion centers should take
account of this fact by ensuring that there are procedures for
transferring petitions for redress from the agency where they
are received to the agency that maintains the records that have
generated the petition.’ In addition, when error corrections
are made, it is critical that they be disseminated to all databases
containing the original erroneous information.

D. State Oversight

Fusion centers are designed to share information across state
borders, but the primary responsibility for ensuring that fusion
centers collect, access and share information responsibly
belongs to the states themselves. States bear responsibility for
safeguarding the rights of their residents, particularly when the
threat to those rights comes from state-based institutions like
fusion centers.'

First and foremost, states should require fusion centers to
abide by state open government and privacy laws. Individual
states often pass legislation more protective of privacy rights
and more stringent with respect to public disclosure than
similar federal statutes. Despite the fact that these laws, like
the federal Privacy Act, generally contain limited exemptions
for law enforcement agencies, there are a number of
disturbing examples of federal authorities pressuring states
to completely exempt fusion center and other anti-terrorism
personnel from compliance with state privacy laws and
other state laws governing the activities of law enforcement
agencies.

In Virginia, for example, state

legislators introduced a bill to
exempt the Virginia Fusion Center
from state open government laws,
reportedly at the behest of federal
authorities.” The bill ultimately
passed, but only after the scope
of the exemption was narrowed to
address the criticism of free press
and civil liberties advocates.'®
Similar  problems have been

“... obsolete information
increases the chances
of innocent persons
being stopped or
detained during an

encounter because of
being misidentified as a

reported in California, where
secret agreements between the
San Francisco Police Department
and the FBI apparently allowed
San Francisco police officers
participating in an FBI-led Joint Terrorism Task Force to conduct
investigations without reasonable suspicion—in violation of
local law. The existence of these agreements was even kept
secret from the Police Commission, the body charged
with overseeing police affairs.™® In Oakland, local officers
were apparently directed by the FBI to question Muslim-
Americans pursuant to an agreement so secret that the FBI
reportedly refused to provide a copy to the Oakland Police
Department itself.’°

These efforts raise civil liberties concerns and implicate questions
of the proper allocation of power between the federal government
and the states, particularly given the fact that the vast majority of
fusion centers have shifted from an exclusive focus on terrorism
to an “all-crimes” or “all-threats” approach. Moreover, federal
efforts to circumvent state privacy and open government laws
have the potential to undermine the democratic accountability of
state governments.
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Second, states should enact legislation specifically directed
towards fusion center accountability and the protection of
civil liberties. One component of such legislation would be the
institutionalization of periodic audits or assessments of the fusion
center's impact on privacy rights. These audits might be based on
the Privacy Impact Assessments required for federal databases.'’
Commendably, some fusion centers have already adopted such
auditing practices.’™ Another important feature of fusion center
legislation would be the appointment of a privacy and civil

liberties watchdog. Depending on the size and scope of the fusion
center, this watchdog might range from a single individual to a
committee composed of stakeholders including law enforcement
representatives, members of the bar, representatives of public
defenders organizations and civil liberties advocates. At least
one state fusion center has a privacy oversight committee that
includes civilian civil liberties advocates, although this committee
is not mandated by statute.”™ Finally, fusion center legislation
should include limits on the retention and use of data as well as
other best-practices for safeguarding civil liberties.’*

E. Federal Oversight

Because fusion centers are state and local entities that operate
independently from one another, their missions, tactics, resources
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and operating standards vary significantly. In some respects, the
protean and decentralized nature of fusion centers is a source
of strength, because each fusion center has the institutional
knowledge and flexibility necessary to adapt and respond to the
unique demands of its jurisdiction. The decentralized nature of
fusion centers, however, may carry significant costs in the area of
civil liberties. In an environment where partners are sharing data
with serious civil liberties implications, the bad practices of one
partner can render all partners complicit in abuses.'

For this reason, the federal government should play
an active role in ensuring that fusion centers respect
civil liberties. The DHS requirement that fusion
centers certify they have privacy and civil liberties
protections consistent with the Privacy Guidelines
for the Information Sharing Environment in order
to receive federal funding is an excellent first step.
But the federal government has both the resources
and institutional experience to do more. Given the
federal government’s constitutional responsibilities
and the fundamental role that fusion centers are
expected to play in federal national security policy,
the federal government has a duty to ensure that
fusion centers respect civil liberties. Moreover,
because state and local law enforcement officers
often engage in counterterrorism work at the
behest of the federal government and with the
support of significant federal funding, the federal
government has a responsibility to ensure that
proper constitutional safeguards and proper
training programs are in place. Indeed, many fusion centers
themselves have expressed the desire for greater federal
guidance and coordination.'®

First, in order to more effectively monitor compliance with civil
liberties rules, the DHS and DOJ should coordinate to establish a
federal audit function. These agencies should audit fusion centers
on a periodic basis to ensure that they are in compliance with
privacy and civil liberties rules.

Second, federal funding for fusion centers is currently
intermingled with funding streams for general state and local
law enforcement activity. In order to increase accountability and
transparency, federal funds that are directed towards fusion
centers should be separate and distinguishable from general
law enforcement funds.



Third, all federal funding for state fusion centers should be
predicated on demonstrated civil liberties best practices.
Compliance with federal and state civil liberties guidelines should
be assessed by periodic audits, and funding should be contingent
on successful completion of the audit process. Compliance should
be measured not by the strength of the civil liberties policies
as written, but by their efficacy in practice. In addition, federal
funds for fusion centers should also be conditioned upon states
enacting legislation that provides for periodic state audits of
fusion centers and subjects fusion centers to state privacy and
open government laws.

Fourth, federal agencies should use their expertise and resources
to provide fusion center personnel with additional training by
qualified trainers regarding civil liberties and privacy issues.
They should also work together to expand upon existing privacy
and civil liberties guidelines. The guidance currently available
discusses privacy and civil liberties at a high level,’>” as many
commentators both within and without the government have
noted, but does not provide practical instruction.™® Civil liberties
guidance should translate principles into practical advice and
address operational concerns regarding data collection, retention
and dissemination. For example, future training programs and
guidance should present specific hypothetical situations that
demonstrate the complexities of these decisions and offer insight
to fusion center personnel on the specific conduct that does or
does not provide the appropriate basis for a suspicious activity
report, investigation or information-sharing with other law
enforcement and intelligence entities.

Finally, Congress should commission a study by an independent
group—perhaps the Government Accountability Office or
Congressional Research Service—to evaluate the performance
and sustainability of fusion centers and their impact on civil
liberties.

...because state and
local law enforcement

officers often engage in
counterterrorism work at
the behest of the federal
government and with
the support of significant

federal funding, the
federal government has
a responsibility to ensure
that proper constitutional
safequards and proper
training programs are in
place.
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V. FUSION CeENTER RECOMIMENUATIONS
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A. Data Collection Recommendations

Profiling and Data Collection:

1.

Fusion centers should establish guidelines that clearly prohibit
their personnel from engaging in racial and religious profiling.
In determining when to collect and share information, the
guidelines should focus on behaviors that raise a reasonable
suspicion of criminal activity or evidence of wrongdoing.
Race, national origin, ethnicity and religious belief should not
be considered as factors that create suspicion, and should
only be used as factors in alerts if they are included as part
of a specific suspect’s description. The guidelines should also
specify that political association and the peaceful exercise of
constitutionally protected rights may not be relied upon as
factors that create suspicion of wrongdoing.

. Fusion centers should ensure that their personnel are properly

trained on the constitutional rights of free expression,
assembly, religion and equal protection.

Fusion centers should ensure that individuals who instruct
their personnel on intelligence analysis and terrorist threats
are competent and well-qualified, and have themselves been
trained in the constitutional rights discussed above.

Suspicious Activity Reporting:

4.

Fusion centers should carefully analyze suspicious activity
reports to determine whether there is a likely connection
to criminal or terrorist activity, and should only retain and
disseminate suspicious activity reports if they demonstrate
reasonable suspicion of such activity.

B. Data Storage and Use Recommendations

Data Minimization:

1.

Fusion centers should periodically review the information in
their files to determine whether that information is accurate
and of continuing relevance. Data retained by fusion centers
should be purged five years after its collection unless its
continued relevance can be demonstrated.

2. Fusion centers should collect and retain only the minimum

amount of personally identifiable information necessary to



serve their law enforcement purposes. Fusion centers should
only use this personally identifiable information for the law
enforcement purpose for which the information was collected.

Audit Logs:

3. Fusion centers should ensure that immutable audit logs track
all database activity.

4. Independent auditors should review fusion center audit
logs every two years and publish reports describing the use
of fusion center databases and any abuses or unauthorized
access.

Data Mining:

5. As set forth in The Constitution Project’s report Principles for
Government Data Mining, fusion centers should act carefully
to ensure that constitutional rights and values are respected
if they engage in data mining or if the information in their
databases is used for data mining by other government
entities.

Private Sector Partnerships:

6. Fusion centers should carefully limit the information that they
disseminate to private sector entities. Personally identifiable
information should only be shared with private sector
entities to the extent necessary to carry out legitimate law
enforcement or national security functions.

7. Fusion centers should not collect information from private
sector sources that they would otherwise be restricted by law
from obtaining.

C. Accountability Recommendations

Mission Statement:

1. Fusion centers should develop clear mission statements
that express their purpose and the criteria upon which their
performance can be evaluated. Further study of the proper
goals and methods of fusion centers would be useful for the
development of these mission statements and accountability
criteria.

Transparency:
2. Fusion centers should engage local communities by publicly
explaining their mission, budget and staffing.

3. Fusion centers should publicize their privacy policies and the
results of their compliance audits.

Redress:

4. Fusion Centers should be equipped with effective redress
processes by which individuals can, if necessary, review and
correct or challenge information possessed by a fusion center.

5. Redress processes should provide for the availability, where
appropriate, for review of complaints by an independent,
security-cleared arbiter, with a right of appeal to a higher-
level independent state or local authority.

6. Redress processes should be well-publicized.

7. Redress processes should ensure that corrections are
disseminated across databases.

State Oversight:

8. State governments should ensure that fusion centers are
subject to state privacy, open government and anti-domestic
surveillance laws, regardless of federal pressure to the
contrary.

9. States should require periodic audits of fusion center privacy
practices and that fusion centers privacy practices be subject
to review by an oversight board or officer.

Federal Guidance and Oversight:

10. The federal government should regularly audit fusion centers
for compliance with privacy guidelines and report its findings
to the appropriate congressional committee of jurisdiction.

11. Federal funding for fusion centers should be separate and
distinguishable from general funding for state and local law
enforcement activities.

12. Federal funding for fusion centers should be contingent upon:
a. States enacting legislation that (i) subjects fusion centers
to periodic state audits of their civil liberties practices, and
(i) requires fusion centers to comply with state privacy,
open government and anti-domestic surveillance laws; and
b. Continued compliance with federal and state privacy and
civil liberties guidelines, as assessed by periodic federal
audits.

13.The federal government should provide fusion centers with
increased civil liberties training and detailed and specific
guidance regarding the practical implementation of privacy
protections.

14. Congress, DHS or DOJ should commission an independent
study of fusion center performance, sustainability and impact
upon civil liberties.
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