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Important Prerequisite

The Microsoft Defender for Endpoint app is mandatory and will be pushed to all Intune registered android
devices. You will be prompted to install the app, or the app also available for download in the Google Play
Store.

How to setup Microsoft Defender for Endpoint once installed

Step 1: Open the Microsoft Defender for Endpoint app and tap on 'Get Started’
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=  Microsoft Defender for Endpo...

Stay protected wherever you go

Microsoft Defender for Endpoint helps secure your
device from online threats such as malicious apps,
dangerous websites, and more

IMPORTANT: ONLY AVAILABLE TO
ENTERPRISE CUSTOMERS

GET STARTED

By clicking ‘Get Started’ you are agreeing to our End User
License Agreement and Microsoft Privacy Statement

Microsoft Privacy Statement

License Terms

Transform the way we work, learn, share and connect.
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Step 2: Tap on your Virtusa account
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Pick an account to continue

&

+ Use another account

Transform the way we work, learn, share and connect.
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Step 3: Tap on “BEGIN”

Dialog @I .l & ¢ R

Microsoft Defender for Endpo...

Microsoft Defender for Endpoint needs
access to few permissions to protect your
device

E] Storage

Access your storage on this device to help
detect and remove malicious unwanted

apps

OX VPN setup

Setup a local VPN in order to provide
web protection. Microsoft doesn't see
your browsing content and respects your
privacy

Q Display over other apps

Alert when malicious network activity is
blocked

Accessibility

&

Provide you a safe browsing experience
O Permanent protection

To improve battery life, Android may

stop an app when it is running in the

background. We recommend you allow
Microsoft Defender for Endpoint to stay

O O <

e way we work, learn, share and connect.
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Step 4: Tap on ‘OK’
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Connection request

Microsoft Defender for
Endpoint wants to set up a
VPN connection that allows it
to monitor network traffic. Only
accept if you trust the source.

Or appears at the top of your
screen when VPN is active.

CANCEL

Transform the way we work, learn, share and connect.
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Step 5: Enables permission to ‘Draw over other apps
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Endpoint @
Version 1.0.2624.0301

Draw over other apps

This permission allows an app to be displayed on
top of another app you are using. This may affect
how other apps are displayed.

rm the way we work, learn, share and connect.
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Step 6: Tap on ‘OK’

é Microsoft Defender for Endpoint
Accessibility Service

Microsoft Defender for Endpoint ()
Accessibility Service

ABOUT

Microsoft Defender for Endpoint uses the Android
Accessibility Service to check links you tap or
access in supported web browsers. This protects
you from malicious, undesirable or illegal content.
No personal information is collected.

The Microsoft Defender for Endpoint Accessibility
Service uses the following accessibility
capabilities:

Observe your actions:

This is required to notify the Microsoft Defender

Use Microsoft Defender for Endpoint
Accessibility Service?

Microsoft Defender for Endpoint
Accessibility Service needs to:

+ Observe your actions
Receive notifications when you're
interacting with an app.

« Retrieve window content
Inspect the content of a window that
you're interacting with.

CANCEL

learn, share and
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Note: The Installation is completed, and the device is safe
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Microsoft Defender for Endpo...

Device is safe
No issues found

O App security 5

° No issues found

ﬁ Web protection 5
© Noissues found

learn, share and connect.




