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Allianz Risk

Sources: Ponemon Institute | HIPAA Journal | Retruster
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Everything is Encrypted?
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Reason for SSL

Sources: Ponemon Institute | HIPAA Journal | Retruster

 Snowden revelations of NSA snooping

 Disclosures in 2014 that governments were 

injecting surveillance software in web traffic

−YouTube and Microsoft Live

used as conduits to inject malware

−Both now encrypt traffic

 Google ranks SSL sites higher for SEO

 RFC 8446 TLS 1.3 introduced by Mozilla
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Increasing Threats

Sources: Ponemon Institute | HIPAA Journal | Retruster
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Cyber Crimes are on the Rise!

650%
Increase in 

Trojan-based 
malware threats

$3.92 M
Average cost of a 

Data Breach

90%
Breaches caused by 

Phishing

A lot of these attacks are enabled by
Internal Threat Actors

Sources: Ponemon Institute | HIPAA Journal | Retruster
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• Ransom

• Lost revenue

• Brand damage

• Regulatory fines e.g. GDPR

• Investigation costs

• Lawsuits

Impact of Data Breaches

Data Breaches can happen anywhere, at any time

Source: Bleeping Computer
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Encryption gives you Privacy

But it can hurt your Security

Encryption Introduces New Challenges & Complexity
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Exploiting The Growing Encrypted Blind Spot

94% of all internet traffic is 

encrypted

Almost half of cyber attacks use 

encryption to evade security

Source: Google Transparency Report | Dark Reading



Confidential  |  Do Not Distribute 10Confidential  |  Do Not Distribute 10

Encryption Makes Traditional Defenses Ineffective

Infiltration Command and Control Exfiltration

Intrusion Prevention System (IPS)

Firewall

Secure Web Gateway (SWG)

Anti Virus System

Advanced Threat Protection (ATP)

Anti Malware System

Sandbox

Data Loss Prevention System (DLP)

Forensics

$

Before During After

The Cyber Attack Continuum
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• What is Zero Trust?
• Conceptual model driving architectural changes

• The concept has been around for long

• Vendors and customers finally implementing the model

• Demands major architectural changes

• In the Zero Trust model, visibility is key

• Visibility into users, data, workflows etc.

Zero Trust Aims to Solve These Security Issues
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• “Trust Nobody”
• Redesign networks into secure micro-perimeters

• Limit excessive user privileges

• Improve detection and response times through 
analytics and automation

• Enable compliance

• Improve security detection and response with 
centralized visibility & control

• Avoid solutions that are too complex to deploy and use

• Avoid solutions that don’t support diverse integrations

Basic Principles of Zero Trust

Source: Forrester



Confidential  |  Do Not Distribute 13Confidential  |  Do Not Distribute 13

Zero Trust Model Will Also Fail Without Decryption Because

Visibility Is Key



Confidential  |  Do Not Distribute 14Confidential  |  Do Not Distribute 14

Decryption Scale and Security Problems
Encrypted Internet Traffic
Decrypted Internet Traffic

Each device must decrypt and re-encrypt its own 
traffic for full visibility

SWG

DLP/AV

ATP IPS NGFW

Separate decryption licenses 
required on each device

No single point of decryption policy 
control & key management

SSL/TLS decryption is extremely 
compute-intensive and adds latency

Expensive upgrades required to 
scale with rising demands
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So What’s The Solution?

Performance Hit at Every Appliance
OR

No TLS/SSL Inspection?
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“Dedicated Decryption” is the Preferred Solution

Source: NSA
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Introducing SSL Insight®
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• With most of internet traffic being encrypted, SSL Insight enables other Zero Trust 
security devices and improves their efficacy

• Multi-Layered Security Services:
• Enable compliance

• Restrict and scrutinize user access

• Provide consolidation of multiple security services in one platform

• “Ease Of Use Matters” – Forrester
• Centralized visibility, management and policy control with uniform UIs help position us as a strong 

contender

• Seamless integration with other security solutions 

SSL Insight is at the Core of the Zero Trust Model
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SWGDLP/AV ATP IPS NGFW

Improved user experience due to 
reduced latency

Enhance Performance with Secure Decrypt Zone

SECURE DECRYPT ZONE

Encrypted Internet Traffic
Decrypted Internet Traffic

Centralized decryption, policy control 
and key management

Enhanced performance due to 
Decryption/Re-encryption offload
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• Full Visibility, including PFS, at industry’s highest performance
• Decrypt across all multiple protocols including SSL/TLS, SSH, STARTTLS, XMPP, SMTP and POP3

• Dynamic port inspection to identify and decrypt SSL/TLS over any port

• Full proxy architecture ensures granular control over traffic

• SSL Insight is non-disruptive, integrating seamlessly into any network
• Can be deployed as an L2 bump-in-the-wire or L3 device

• Can be deployed as a transparent or explicit proxy

Full Traffic Visibility
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• Decrypt once, inspect many times

• Flexible interoperability
• Supports inline, passive or ICAP-enabled devices

• Works with transparent and explicit proxies

• Supports proxy chaining for connecting to upstream proxies

• Service chaining can be used to steer traffic through different security devices based on
• Source and destination IP addresses

• Protocol type

• User and group ID

• Application ID

Secure Decrypt Zone
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What Goes in the Secure Decrypt Zone?

SECURE DECRYPT ZONE

Note: Logos of only some of our validated security partners are shown here
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Multi-Layered Security Services

Application 
Firewall

Threat
Investigator

URL & Web
Filtering

ICAP
Integration

Threat
Intelligence

User ID Based
Traffic Filtering

…And More
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• Identify applications irrespective of port, protocol, or evasive tactics

• Identify applications based on bandwidth or connections consumption 

• Restrict applications based on security and performance concerns

• Steer traffic through different security devices based on Application ID

Application Visibility

Note: Application Visibility subscription is required
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Analytics & Ease of Use
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• AppCentric Templates
• Streamlined Wizards

• Wider coverage of use cases

• Configuration Dashboard

• 3-step configuration

• Streamlined, single device 
deployments

• Simplified, wizard-based 
troubleshooting

Simple and Easy to Use

You can either use the default topologyOr use the custom topology option for more complex deployments Configuration Dashboard helps you review your existing configurations before making editsTroubleshooting wizard helps find issues anywhere in the device

Screenshots Source: AppCentric Templates (ACT) v4
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• Harmony Controller SSLi App
• Streamlined Wizards

• Device and Policy Manager

• Wider coverage of use cases with 
shared objects

• Multi-device, Multi-site 
deployments

• Enhanced operational efficiency

Centralized Management and Visibility

Device Manager for managing added devicesConfiguring devices in the Device Manager using a simple configuration wizardPolicy Manager for creating custom traffic and security policies 
that can be applied to multiple devices and device groups

Shared Objects can be used across multiple devices and device groupsThe dashboard presents detailed information related to traffic and services being used by SSL Insight

Screenshots Source: Harmony Controller SSLi App
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Proactive Deployment

• High speed logging to syslog, SIEM 
etc.

• Comprehensive SSLi logging and stats 
for all SSL sessions 

• Shows detailed traffic and 
connections statistics

• Dedicated Splunk Enterprise App

Enhanced Logging

Screenshots Source: Splunk SSL Insight App available on Splunkbase
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…but back to the Risk

Screenshots Source: Splunk SSL Insight App available on Splunkbase
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Always Secure. Always Available.
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What is the Problem?
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DDoS 2015

100 Gbps
DDoS 2018

Billion/IoT

VS.
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The World We Live In

DO YOU KNOW THIS MAN?

John Kelsey Gammell

vDOS
<- Paid: $652.87

-> “30Gbps of Dedicated Bandwidth” and 

“Unlimited Boots.”

Source: bleepingcomputer.com and Minnesota Star Tribune, Nov 6, 2017

https://www.bleepingcomputer.com/news/security/man-uses-ddos-for-hire-services-to-attack-former-employer-taunts-firm-via-email/

http://www.startribune.com/hacker-for-hire-cases-going-federal-in-minnesota/455624163/

BUSINESSES ATTACKED:

“FBI convicted a Minnesota man for 

launching hundreds of DDoS attacks …

former employers and business partners”

https://www.bleepingcomputer.com/news/security/man-uses-ddos-for-hire-services-to-attack-former-employer-taunts-firm-via-email/
http://www.startribune.com/hacker-for-hire-cases-going-federal-in-minnesota/455624163/
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Most Common Use Cases

Player Experience Protection

Gaming

Thunder TPS

Edge

Core

Gaming Servers

Database etc.

aGalaxy

• Real-time proactive protection
• Full spectrum, sub-second mitigation
• Zero-trust security posture
• DDoS and Cheater blocking

Hybrid Application Protection

Enterprise

Thunder TPS

Edge

Firewall

Applications

Data Centers

aGalaxy

DSIRT

DDoS 
Protection 

Cloud

Signal

• Always-on protection
• Multi-vector protection
• DDoS Protection Cloud integration
• Application availability assurance

Infrastructure & Critical App. 
Protection

Service Provider

• Reactive infrastructure protection
• Proactive DNS, SIP, HTTP/S, GRE 

protection
• Automatic BGP announcements
• REST API SecOps system integration

Thunder TPS

Edge

Backbone

Applications

Data Centers

aGalaxy

Peace-time

During 
War-time

BGP
xFlow 

Telemetry

SecOps 
System

SP 
Peers

MSSP

Multi-tenant Protection

• Highly scalable tenant protection
• Profit driven on-demand, auto-

reactive, and always-on services
• Robust tenant reporting

Thunder 
TPS

Backbone

Scrubbing 
Tenants

aGalaxy

xFlow 
Telemetry

Tenant 
Portal

Edge

EMEA 
Peers

NA 
Peers
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Comprehensive

Multi-Vector

DDoS Mitigation

App 

Exploit  

Attacks

Application

Resource Attacks

Network Protocol Attacks

Network Volumetric Attacks

Mitigating DDoS Attacks Using Thunder TPS Series

Packet/Request Anomaly Check
Validate incoming packets & requests

Behavioral Policies & Content Signatures
Thwart malicious behavior and surgically target 

content patterns

Challenge-Based Authentication
Identify malicious from legitimate clients

Black and White Lists
High-scale source-based admission control

Traffic Rate Control
High-granularity traffic rate enforcement
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Precise DDoS Detection

• Understanding traffic characteristics better is the key 

• Baselining for individual protected service-port
• Automatically builds behavioral traffic profile in learning mode, 

or manual entry

• Traffic profile = detection threshold

• Monitoring multiple protocol indicators in addition to 
typical packet or bit indicators (pps or bps)

• Protocol indicators provide better visibility to traffic 
characteristics and improve detection precision

Baselining & Anomaly Detection

Baselining for HTTP service port
(13 indicators)
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DDoS Attack Mitigation Strategies

Blackholing / RTBH

Destination rate limit/ traffic shaping

IP reputation/Geo-based blacklist

IPS attack pattern filter

Per-SRC rate limit/ traffic shaping

L4-7 behavioral policy violation with rate limit

L4-7 behavioral policy violation with SRC blacklist

Application malformed request check

Advance L7 challenge authentication

Automatic attack pattern recognition

L4 source (SRC) authentication

Protocol misuse & anomaly check

Block/rate limit amplification attacks

Packet anomaly check

Technical 
complexity

Potential impact 
on valid users

None

HIGH

Breadth & cutting edge L4-7 countermeasures 
• Distinguish users and attackers
• Verify application/ protocol behavior
• Limit/ drop only attack traffic

Precise tracking & anomaly detection using extensive 
indicators 

• Catch any type of traffic anomaly
• Monitor destination or per-source basis

A10’s  Surgical Mitigation Commonly used countermeasures

How To Apply Those Countermeasures?

Auto-escalation, multi-stage mitigation rules
• Minimize false-positive by applying basic through aggressive 

countermeasures progressively

A10’s Strength
Machine-learning, zero-day automated protection

• Precise pattern filter 
• Increase mitigation accuracy
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Zone: Auto-Mitigation & Managing Threat Levels

DDoS DST Zone :  Web Server Farm

Level 4 - Wartime

Level 3 - Wartime

Level 2 - Wartime

Level 1 - Wartime

Level 0 - Peacetime

Final Countermeasures

Aggressive Countermeasures

Increase Countermeasures

Add Countermeasures

Establish Baseline
Basic (or No) Countermeasures

Threshold
DST

Per-SRC

Tracking Mitigation Policies

Threshold
DST

Per-SRC

Threshold
DST

Per-SRC

Threshold
DST

Per-SRC

Threshold
DST

Per-SRC

IP & Protocol anomaly filter (default)
Pass through

+ Malformed request check

+ Source authentication
+ Per-connection rate limit

+ Per-type request rate-limit (DST/Per-SRC)
+ Per-SRC GLID

+ Blacklisting based on per-SRC traffic rate

Example Countermeasures 

Mitigation 
Level?

Manual Mode
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Zero-day Automated Protection - ZAPR filter

Legitimate 
Traffic

Attack Traffic

Collect and Analyze Flood 
Traffic

Identify Attack Vector & 
Pattern (ML)

Filter extraction 
• SRC IP, DST IP
• IP ID, TTL, Length, Frag.
• DST Port, SRC Port
• TCP Flags, Window Size
• Seq/Ack Numbers
• UDP Length
• DNS Flags, Resp.Code
• and more…

Block Zero-day Flood Attack

Automatically 
created BPF filter 

• Zero-day protection powered by Unsupervised Machine Learning
◦ Dynamic DDoS attack pattern recognition
◦ Automatic BPF filter creation*
◦ No SecOps admin input required

• Capable of extracting filters from zero-day attack and emerging attack
• Best suited for blocking volumetric DDoS attack, such as SYN-ACK flood
• Easy setup and operation via aGalaxy-TPS 
• Combining other countermeasures to enforce precise surgical mitigation

*BPF filter is also presented in human readable 
lexical format.
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Defeating DDoS Needs a Precision Strategy

COLOSSAL
DDoS Attacks Loom



Thank You

Always Secure. Always Available.


