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FOREWORD

1. (U) National Security Telecommunications and .
Information Systems Security Advisory Memorandum (NSTISSAM)
TEMPEST/1-92, "Compromising Emanations Laboratory Test
Requirements, Electromagnetics" specifies test procedures for
identifying the conducted and electromagnetic radiation
emanations characteristics of individual equipment in a
laboratory environment. This NSTISSAM supersedes NSTISSAM

TEMPEST/1-S81, dated 21 March 19851.

-

2. (U) This document contains communications security
material. BAccess by contractor personnel is restricted to U.S.
citizens holding final U.S. Government clearances. This

document is not relezsable to the Defense Technical Informaticn
Center per DoD Instruction 5100.38.

3. (U) Representatives of the National Security
Telecommunications and Information Systems Security Committee
(NSTISSC) may obtain additional copies of this acvisory
memorandum from:

Executive Secretariat

National Security Telecommunications and
Information Systems Security Committee

National Security Agency

Fort George G. Meade, MD 20755-6000

4. (U) U.S. Government contractors are to contact their
appropriate government agency or Contracting Officer
Representative regarding distribution of this document.

QM Conmf

J. M. McCONNELL
Vice Admiral, U.S. Navy
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SECTION 1—PURPOSE AND SCOPE

1.1. (U) Purpose.—This document specifies test procedures for identifying the conducted emanation and
electromagnetic radiation emanation characteristics of individual equipment in a laboratory environment.

1.1.1 (U) The emanation limits constitute a set of reference curves which are intended for use:

(U) As a guide for determining a contractual measure for acceptability, or as a performance objective
in preparing specifications for newly developed equipment, and
b. (U) As a standard for comparing the TEMPEST profiles of diﬁerem equipment.

s s e

== |
" 1.1.2 (U) Equipment meeting the Level I limits of this document provide an accsptabls degree of 1'
conducted and radiated TEMPEST security at the eguipment level. Those complying with the Level IT a
Level III limits of this document provide an acceptable degres of radiated TEMPEST security at t‘-:l:

I equipment level when installed in afi appropriate protected environment. Measurements of electromagnstic
radiatzd emanaiions are made at a standard measuremsnt point of one meter from the equipment undar test
(EUT). Howsver, this does not imply that equipmsnt mssting the requirements of this documsnt doss not
radiate compromising emanations bsyond ons metsr. Specific insta Ha ion and environmental considerztions

| may have a significant effect on TEMPEST security when judged at the system or field-site level. Such |
1 . - i . [
i considerations ars bsyond the scope of this document. J
J.1.3 (U) Test instrumentation, used to dstermine whsather sgquipment mests the Limits, is gexsrally
available.

1.1.4 (U) Taroughout this document, various options are presanted which the sponsoring organizziion
may exercise. Unexercised options shall not apply. Tness options are summarizad in Paragraph 3.11

1.2. (U) Scope.—This documsnt is zpplicable to eiectronic, slectrical, and electromechanical eguipmsant

hich generaiss, processes, or transfers classified information or semsitive information as set forth in 10
U,S,C. Section 2315 (Warner Amendment) internally or at extzmal interfaces in either digital or analog
form. This document doss not apply to facilitiss.

1.2.2 (f( The maximum digital data signaling rates and the maximum analog data bandwidth at which this
document applies are:
l-".-'l -

1.2.3 (U) This document specifies three levels of TEMPEST compliance.

1.2.4 (U) This document is intended for use by U.S. Government departments and agencies, and their
authorized contractors. This document is applicable to equipment in the deve lopmental stage, during and
subsequent to production, and after any modification. This docum~1t is not intendsd for use in qualification
testing of individual component parts of a complete .equipment (e.g., a power supply, a rssistor, etc. ), since
such a test is meaningless from a TEMPEST standpoint.

NFIDEN 1-1
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SECTION 2—REFERENCE DOCUMENTS

2.1. (U) Documents.—The following listed documents supplement the information included in this
document. U.S. Government personnel may request copies through their NSTISS representative. Contractors
should contact their contracting officer. Complete or essentially complete lists of TEMPEST documents are

UNCLASSIFIED.

2.1.1 Uy Specificarions.—Military.
(U) MIL-STD-435662, Calibration System Requirements (UNCLASSIFIED)

2.1.2 (L7 General.
NACSIM 5000 — TEMPEST Fundamentals (title UNCLASSIFIED; document CONFIDENTIAL).

NSTISSAM TEMPEST/2-81 — Compromising Emanations Analysis Handbook (title UNCLASSIFIED:
document CONFIDENTIAL).

NACSEM 35108 — Reaceiver and Amplifier Characteristics Measurement Procadyres (title UNCLASSI-
FIED; documsnt FOR OFFICIAL USE ONLY).

NACSIM 5203 — Guidelines for Facility Design and RED/BLACK Installation (title UNCLASSIFIED:
document CONFIDENTIAL).

NACSEM 3204 — Shielded Enaclosures (title UNCLASSIFIED; document CONFIDENTIAL)L

NCSC 3 — TEMPEST Glossary (title UNCLASSIFIED; documenat SECRET).

NTISSI 4002 — Classification Guide for COMSEC Infcrmation (utle UNCLASSIFIED; document
SECRET).

NACSEM 3002 — Technical Rational: Basis for Electromagnetic Compromising Emanations limits
{title UNCLASSIFIED: document CONFIDENTIAL).

2.2. (U) Comments and Recommendations.—Revisions to this document will be made as approopriate.
Comments. corrections, and recommendations on its contents are encouraged. U.S. Government organizations
should submit their comments through their respective department or agency authority to:

Dirsctor, National Security Agency
ATTN: C9
Fort George G. Meade, Maryland 20755-6000

Contractors should submit their comments regarding this standard to their sponsoring organization.

A comment shest is provided in the back of this document for this purpose. When submitting comments,
it is suggested that this form be reproduced or that a format similar to that on the form be usad.

UNCLASSIFIED e -22-1
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SECTION 3—DEFINITIONS AND ABBREVIATIONS

3.1. (U) Definitions.—The definitions of terms given in this glossary are specifically for use in this
document. Many TEMPEST-related terms used in this document are not included in this glossary, but can
be found in NACSIM 5000 Appendix A and NCSC 3, TEMPEST Glossary.

3.1.1 (U) Automated Derection System.—An automated TEMPEST detection svstemn must detect and record
EUT emanation levels, and may also identify those emanations which are correlated to RED signals. The
system includes the detection system, internal/external controller, and calibration source(s). The sensitivity,
bandwidth, and tuning range of automated systems must mest the specified requirements for manual sysiems.

3.1.2 (Uj Bit Density.—The total number of ‘““1’s’ in the particular bvte or word.

. For

purposes of this document, it is defined as being numerically equivaleat to the reciprocal of tas duration in
seconds of the shoriest urit interval (the interval betwesn the beginning of adjaceat bits). Tte units are bits
per second (b/s) for serial transfer, paralle] information units p_. second ’PTL for parailel transier. For
! 1 ! , the term ““baud™ is synonymous with “‘bits per second.

3.1.5 (L) Bus.—A group of wires used for transferring parallel dara one byte or ons word a: a time.

3.1.6 (L} Byte.—A group of adjacent binary digits associated with one character or unit of m.o:-rauon
oup of eigr

operated upon as 2 unit and usuallv shorter than a word: usually connotes a g.‘ I
digits are operated upon simultansously as a unit. (A byte usually connotes a g0

i
[
=

b
£

(=

(2%

ey

(3]

o

3.1.7 (U} Characrer Time.—Pzriod of a data cha acter transfer cyele. Character time is the reciprocal of

: the repetition rate of the data character

ok ':-dm -—;-:-'-MW( i

3.1.9 (U) Conversion Factor.—A general term that refers to adjustments which must be made to the rasults
of a physical measurement to express the results in desired units. A conversion factor always involves a
change of units. Some specific conversion factors are: antenna factor (dBpV to dBuV/m or dBgV to dBuA/
m); current probe factor (dBuV to dBrA); and bandwidth conversion factor (dBeV/kHz to dBeV/MHz

3.1.10 (U) Correction Factor.—A general term that refers to adjustments which must be made to the
rcsults of a physical measurement to express the results in an accurate relation to a desired reference. A
correction factor accounts for gains or losses in the measuring svstem and does not involve a chanoc of
units. Some specific correction factors are: cable losses, mismatch losses, and attenuator lossas

3.1.11 (U) Demodulator.—A device that operates on a modulated carrier wave in such a way that the
wave with which the carrier was originally modulated is recovered.

3.1.12 (U) Detection System.—The equipment used in performing a TEMPEST test which includes
transducers, detectors, and display devices. Recording devices are also included if they are the only means
of displaying the emanations during the test.

coxEBENTIAE S 3
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3.1.13 (UJ Derection System Sensitivity (DSS).—The input signal level (in dBuV 'rrhs,.dB;xV/m Ims or
dBgA/m rms) which produces a zero dB peak signal to rms noise voltage ratio at the detection system
output.

3.1.15 (U) Gate Time.—The hardwa}e-selected time period during which the detection system output level
is sampled for a peak by the digital voltmeter. .

3.1.16 (U) Ground Plane.—A metal sheet or plate used for circuit returns and a common reference point
for electrical signal potentials.

3.1.17 (U} Impulse Bandwidth.—The effective bandwidth of a device or detection sysiem, which when
multiplied by the impulse single-sided spectral density (volts/Hz) and mid-band gain of the device or detection
system, yields the peak magnitude (volts) of the time domain response of the device or detection system to
an impulse. - =

3.1.18 (L) Impulse Sirength.—A measure of the amplitude-density spectrum of an impulse. expressed in
amplitude per unit bandwidth. Nore: In this document, impulse strength is measured®in units of microvolts
per MHz (equivalent rms sine wave). This means that impulse strength is .707 times the magnituds of ths
single-sided voltags density spectrum, which is also specified in microvolts per MHz (pezak!.

3.1.19 'U) Instantaneous Dyvnamic Range (IDR/—Range of signal levels which can be measured to ths
required accuracy without changing detection svstemn amplifier gains or RF attenuation. This is a function of
bandwidth, frequency, and gats tims. :

3.1.20 (U} Low Byte, High Bvre.—Terms used to distinguish betwesn two bytzs which have bs=n combinsd
to form a word. Low byies (and two-byte words) are often stored at even numbered memory locations (0, 2.
4, ...)and high bytes ars often stored at odd numbersd memory locations (1, 3, 5, ...).

3.1.21 1U) Maximum Measurable Signal (MMS) —Largest signal level which can be measured to ths
required measursment accuracy. This is peak measurement sensitivity plus IDR plus all available attenuation.

3.1.22 (U) Measuremen: Window.—The measuremsnt time required to achieve measurement accuracy (as
refers to automated detection svstzms).

3.1.23 (U) Microvolts Pzr Megahert=.— A unit of measurement for impulsive signals. The impulsive signal
level in microvolts per mezaheriz (uV/MHz) rms is equal to the rms sine wave microvolts (unmodulated.
applied to the input of the measuring circuit at its center frequency and resulting in a peak response in the
circuit equal to that producsd by the signal being measured) divided by the impuise bandwid:h, in megzhertz.
of the measuring circuit. A moere commonly used unit of impulsive signal measurements is decibeis above
one microvolt per megaheriz (dBpV/MHz (equivalent rms sine wave)).

3.1.24 (UJ Noise Floor.—Measurement of the noise which appears at the dstection system digital voltmeter
(DVM) with no signal input. Noise floor is the lowest level that can be displayed by the detection system
and may be lower than peak measurement sensitivity.

3.1.25 (U) Nonreturn-to-Zero (INRZ).—A method of transferring information in which the signal level
representing a binary | is held for as many units of time as there are consecutive *“1’s."

3.1.26 (U} Overall Detection System Bandwidth.—The 6 dB bandwidth of the detection system. The overall
bandwidth includes the combined influence of all the bandwidth—determining circuits betwesn the detection
system input and output used.

3.1.27 (U) Overall System Bandwidth.—The effective 6 dB bandwidth of the automated detection system
measured at the DVM output. This bandwidth is the smallest of the following: DVM bandwidth, video
bandwidth, and predetection bandwidth. '
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3.1.28 (U) Parity Bit.—The bit whose value is determined by'thc number of ““1’s’’ in-the associated group
of bits, such that the total number of *“1's” is always odd (odd parity) or always even feven parity). The
parity bit is usually located in the most-significant-bit (MSB) position.

3.1.29 (U} Peak Measurement Sensitivity (PMS).—Lowest signal level which can be measured to the required
measurement accuracy. This is a2 function of bandwidth, frequency, and gate time. For automated testing,
this replaces DSS.

3.1.30 (U) Plain Texr.—Intelligible text or signals which have meaning and which can be read or acted
upon without the application of any decryption.

ﬂﬁ"?m-mw'_n-m‘fﬂ. v 3 e e SN
3.1.32 (U) Receiver Band.—Range of frequencies in which the signal path remains constant through the
detection system. The mechanical RF arttenuators are not included in this definition.

3.1.33 (L) RED Analog Signaling Rare (Rd.—The signaling rate for RED analog signals is equal to the
required bandwidth of the signal conveying the national security irformation and is expressed in heriz.

causes a chang: in signal currenr with respect to time (di/dt).

3.1.36 (L) RED Signa! Type.—The characterization of a RED signal by the following features: code.
format, parity, whether synchronous or asynchronous, whether sezial ‘or parailel, whether rzpeutive or non-

repetitive, the number of bytes simultaneously processed, and whether baseband or a form of modulation or
multiplexing.

3.1.37 (L) Return-to-Zero (RZ.—A method of transferring information in which a | is reoreseatad by
short pulse, so that the signal returns to zero betwe=n consecutive ““1’s."’

m

3.1.38 (L) Scan.—A frequency swesp measurement procsss consisting of one or mors scan szgmenis
perfoermed sequentially.

bandwidth and gate time while recording amplitude data.

3.1.40 (U) Sertling Time.—Peziod of time required for the detection system to stabilize following a chang=
of the signal path and period of time required for an external signal source to stabilize following a changs.
Settling times are typically associated with changes to the following system parameters: frequesncy, receiver
band, bandwidth. attenuator, RF/IF/video gain, input port, and frequency and level of the calibration source.

3.1.41 (U) Shape Factor.—The ratio of the 60 dB bandwidth to the 6 dB bandwidth of the gain versus
frequency response of a tunable detection system.

3.1.42 (U) TEMPEST Limited Ambient Emanations.— Ambient emanations at each test frequency below
which compromising emanations, if present, could not be detected. Such ambient emanations are often below
the peak ambient signals found at the test frequency. :

_3-3
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a e -
3.1.43 (U) Transition Density ftotal.—The number of transitions from | to 0 plus the number of
transitions from 0 to | which occur between consecutive bytes or words when the transfer occurs in an

NRZ parallel format.

i\ 3.1.44 (214

3.1.45 (U) Wobbulate.—A term used to describe the continual shifting of a2 cw tone from one frequency
to another either in a discrete step or by slewing betweesn the two frequency extremes.

3.1.46 (U) Word.—A group of bytes, stored or transferred together as a unit.

3.2. (U) Abbreviations

(U) A - ampere i
(U) a.c. - alternating current

(L) ADCS - average depth of correct symbol a
(L) AGC — automatic gain control

(L) AM - amplitude modulation or amplituds medulated (Signal)
(U) BFO - beat freguency oscillator

(U) BLC - black line conduction

(U) bis - bits per second

(L) BW -~ bandwidth

(U) CALCS - calculated controlled space

(U) CE - compromising emanations

(U) em = ¢entimeter

(L) CORR E - correlated emanations

() CRO — cathode-ray oscilloscope

(U) CRT - cathode-ray tube

(L) CS - controlled space

(U) ew ~ continuous wave

(U) dB - decibel

(C) d.c. = direct current

(U) DRE — data related emanations

(U) DSN = detection system noise

(L) DsS = detection system sensitivity

(U) EMI - electromagnetic interference

(U) EMR - electromagnetic radiation

(U) ENVA - environmental ambient

(U) ER - electrical radiation

(U) EUT - equipment under test

(U) EUTA — equipment under test ambient

(U) fe — center frequency (synonymous with tuned frequency when referring to tunable devices)
(U) FC - fortuitous conduction

(U) FM - frequency modulation or frequency modulated (signal)
(U G - giga-prefix for 10° multiplier

(U) Hz - hertz

(U) IBW - impulse bandwidth

(U) IDR - impulsive dynamic response

(U) IF = intermediate frequency

(U) IG - impulse generator

(U) k : - kilo-prefix for 10° multiplier

3-4 LCONFIDENTIAL— o




-CONFIDENTRAE _ NSTISSAM TEMPEST/1-92

(U) LC - line conduction
(U) M - mega-prefix for 10° multiplier e g
(U) m = meter (linear measurement) or milli-prefix for 10 ~? multiplier
(U) u - micro-prefix for 1078 multiplier
*(U) mm - millimeter
(U) mms - maximum measurable signal
(U) MR — magnetic radiation
(U) n - nano-prefix for 10™° multiplier
(U) NRZ - nonreturn-to-zero
(U) NTIC - National TEMPEST Information Center
(U) OE - other emanations
(U) p - pico-prefix for 10 ™2 multiplier
(_jU} PIU - parallel information unit per second
( —W

= powe'hnc conduction

- powe _me Impedancc SLablh.zanon n°tworh

- peak measurement sensitivity
= RED aznalog signaling rate or RED pulse width signaling rate or RED digital signzaling

rate
(C) RECCS = recommended controlled space
(U) RF - radio fraguency
(L) RLC - RED linz conduction
(L) rms - rogt-mean-square
(U) Rt = RED transition time signaling ra:s
(U RZ - return-io-z2ro
(U) SNR = signal-tc-noise ratio
(UY T - tesla (1 weber/m?)
(U) TEP - TEMPEST Endorsement Program
(C) Tt - transition time
(U) v - volt
(L) VSWR - voltage standing wave ratio




. UNCLASSIFIED

THIS PAGE IS INTENTIONALLY BLANK

UNCLASSIFIED

NSTISSAM TEMPEST/1-92




-CONFIBENTHE NSTISSAM TEMPEST/1-92

SECTION 4—BASIC REQUIREMENT

4.1. (U) Requirement and Definition of Compromising Emanations.

4.1.1 (U) Compromising emanations are unintentional intelligence-bearing signals which, if intercepted
and analyzed, disclose the national security information transmitted, received, handled, or otherwise processed
by any information-processing equipment. ‘

4.1.2 (U) Equipment and systems to which the requirements of this document are levied shall not emit
compromising emanations that excesd the applicable limits specified herein.
- s

4.2. (@Y Requirement Levels

(=9
(o

4.3. (U) Use of Alternative Testing Approaches.—The testing approaches and proczdures spezified in this
document are derived from the best body of pure tecanical knowledge on TEMPEST testing known to the
LU.S. Government. Added to this are several moderating factors such as time to periorm testing, cost of
testing and availability of test instrumentation. Outside the scope of this document there may be othsar

her
acceptable TEMPEST testing procedures that satisfy the criterion of an equipmant under test mesting thess
Limits. The sponsoring organization may approve alternative TEMPEST testing procsdurss not contained in
this document, provided suficient evidencs is available to show that the limits defined in Chapter 12 can be
met. Similarly, if a testing organization finds tkat the procedures defined in their TEMPEST testing plan are
inadzquate to perform a satisfactory TEMPEST test, they are obligated to provide an addendum to the test
plan, as part of the TEMPEST test repor:. dstailing any changss required to satisfactorily periorm the tasis.
This modification can entail a change in test categzory, bandwidth selection, limits, etc.
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SECTION 5—GENERAL APPROACH

5.1. (U) Introduction.—This section presents general information, test requirements, and procedures for
conducting a TEMPEST evaluation of an equipment, referred to herein as the equipment under test (EUT).
Specific procedures and test requirements are presented in Chapters 7 through 12 and in the Appendicss.

5.2. (U) Emanations Classification and Identification.—Figure 5-1 illustrates the classification and
identification of the various types of detected emanations.

Detected Emanations 5
1
r |

Non- Correlatable
correlatable (CORR E}
| I ] | = |
Test ECT elow Above
Setup Rziated Limit Limii-
-.’E;‘\'.\'A,E (ELTA |
I | i i
Below Above zlow  Abovs Non- Compromising Non- Compromising
Limit Limit'* Limit Limit® compromising (CE) compromising ICE
(DRE {DRE,
Nores:
| Test setup ambien: emanations shall not excaed limuts zpplicabic to tasts of the EUT (except low frequency powsriine noiss. see
54

i reserves the right 1o mzake ths finz

tors (ENVAL enc.) ars

UNCLASSIFIED

Figure 5-1.—Sequence of Emanations Identification, Manual Testing (U) (U)

5.3. (U) Extension of Specified Requirements.—If, in the course of testing or subsequent evaluation or
anaiysis, a2 phenomsnon or emanaticn is encountersd which lies outside the specified requirements of this
document. and this phenomenon or emanation could concsivably compromise the national security informatior
being generated. processed. or transferred by the EUT, the tester shall be responsible for bringinz thi
discovery to the attzntion of the sponsoring organization.

5.4. (U) RED Signaling-Rate Determination. —

A,
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Figure 3-2.
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5.6. (U) Tunable and Non-Tunable Detection Systems.—Searches for emanations correiative to RED

digital and RED analog signals shall be made using appropriate tunable and non-tunabie datecrion SYsi2ms.
Refer to Chapter 7 for instrumentation reguirements.

5.7. (U) EUT Operation During Testing.—During TEMPEST testing, exercise the EUT in all of its
operational modes. All circuits which are active during a given mode of operation, shall be in cperation
when that mode is tested. As required by the EUT specification, adjust controls for optimum design
performance. Unless otherwise specified by the sponsoring organization, interface lines shall be terminated
in their normal load impedances (may be simulated if actual termination device is not required for the tests).
Use normal interfacs signaling voltages and frequencies (i.e., waveforms). The EUT shall be operated at the
signaling rates used to determine test category and instrumentation requirements. All doors, panels, etc. shall
be opened or closed, as in normal operating condition. Refer to Chapter 9 for details.

5-4 - | -CONFIDENTI4E
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5.8. (U) Test Environment. o

5.8.1 (U) Test Chamber.—Perform all tests in a test environment wherein all ambient. emanations are
below the specifitd TEMPEST limit; except for powerline ambient emanations as discussed in Paragraph
8.4. This normally requires a shiclded enclosure with the test instrumentation located outside the test
environment. i

5.8.2 (U) Ground Plane.—The shielded enclosures shall contain a solid copper or brass plate for use as a
ground plane. Bond one side to the shielded enclosure.

5.8.3 (U} Ambient Signa! Control, Test Setup.—Prior to commenczment of formal TEMPEST testing of
the EUT, evaluate the ambient emanations originating from the test setup with only the EUT turned off.
Reduce signals above the appropriate TEMPEST limits to a level equal to, or below, the limits except for
powerline conducted ambients as discussed in Paragraph 8.4.

—_—

- .’:,’fT-
LS.Q. (525 Emanations Search and Measur

ement.=

P -

B Tests may be made for either peak

zeiated EUT g
with Chapter JI_: T

-~ - - -

5. 10: (52'()"513}13] Clas/ses and Signal/Noise Measurements.— =

BE." a Ve e

y Emanation measurement procedures shall be conducted in accordance

o

I = (T__ - - o
5.10.1 fg?f@fg'nc{ Classes/Denormalizin

5.10.2 (U) Signal/Noise Measurements.—To provide data for analysis of correlated emanations, signal and
noise measurements must be accomplished during the course of testing. Procsdures for performing signal
and noise measurements arz given in Paragraph 11.5.

5.11. (U) Summary of Options.—The following list is a summary of the various options which may be
exercised by the sponsoring organization to modify the requiremeats stated in this document. Only those
options exercised shall apply; otherwise, the requirements shall remain as stated herein. The options are:

CONFIDENTIAL | 5-5
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a. (U) If other than three years, the length of time detection system and facility ccmﬁcanon approvals
are valid (see Paragraphs 6.4 and 6.5). 2

b. (U) If corrclated emanations, when measured below the limit, are to be analyzed (see Paragraph 6.3).

c. (U) If footnote 2 on Table G-4 shall apply. This reduces the maximum test frequencies from those
specified in the table.

d. (U) If identification is required of peak emanations measured below the limit (ses Paragraph 6.3.2).

e. (U) If submission of test setup ambient certification report is required prior to testing (see Paragraph
6.6).

/. (U) If data sheets are required in test reports (ses Paragraph 6.7).

g. (U) If 6 dB bandwidth measurements are r:qui::ﬁ (see Paragraph 7.4).

A. (U) If impulse bandwidth measurements are required (ses Paragrap]_:l_ 7.4).

i. (U) If shape factor measurements are required (ses Paragraph 7.4).

J. (U) If any test media are to be completely eliminated from testing requirements (see Paragraph 10.3).
k. (U) If analysis performed by the testing organization is not required (ses Paragraph 10.2.3).
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SECTION 6—DOCUMENTATION AND CERTIFICATION REQUIREMENTS

1. (U) Introduction.— This section details the documentation and certification requirements for verifying
compliance with various levels of this standard. Sections 6.2 through 6.7 detail the requirements for Levels
I and II and Section 6.8 for Level II1.

6.2. (U) Test Plan Requirements/Contents.—Prepare a.test plan that details the means of implementing
and applying the test procedures to be performed in order to verify compliance with the applicable
TEMPEST requirements of this document. The test plan, when executed, shall demonstrate and delineate
wherein the equipment meets or fails to meet the requirements herein. The test plan shall include, but not
necessarily be limited to, the items listed in the TEMPEST test plan outline in Appendix L.

6.3. (U) Data Recording.

6.3.1 (U) Correlated Emanations.—When correlated emanations are detected, they shall be measured and
recorded regardless of whether the level is less than or in excess of the limit. When the level of the correlated
emanation is less than the limit, it is not required to make any further determinatiofi as to whether the
signal is CE or DRE, uniess otherwise specified by the sponsoring organization. Where correlated emanations
are not detected, sufficient measurements shall be made to ascertain the spectrum of TEMPEST —limited
ambient emanations from the EUT and test environment.

6.3.2 (U) Peak Emanations.—When searches are made for peak emanations, record all emanations
rezardless of whether above or below the limit. When the level of the peak emanation is less than the Lmit,
further identification is not required (e.g., whether ENVA, EUTA, etc.), unless otherwise specified by the
sponsoring organization. For automated testing (Appendix E), the use of peak ambient emanation levels is
acceptable, provided such emanation levels are below the applicable limits.

6.3.3 (U} Number of Measurements.—It is the intent of this document that sufficient measuremeats be
made to ascertain the levels of the detected emanations and the frequency rangs over which the emanations
are to be found. To achieve this, measurements should be made at definitive peaks and valleys over the test
frequeacy range. The total number of emanation and noise measurements recorded and plotted shall be a
minimum of thres per decade of test frequency or thres per detection system frequency band (mear the
beginning, center, and end of the decade or band), whichever is the greater number of measuremeats. Record
all signal measurements in the units of the limit to which the measurements are to be comparsd.

6.3.4 (U) Dara Sheets.—All data taken during testing of the EUT shall be recorded on data sheests. Thoe
data she=ts shall include, but not necessarily be limited to, the following items:

a. (U) Date data was taken.

b. (U) Nomenclature of EUT, including model number, manufacturer, serial number and any other
designation needed to identify it.

c. (U) Test performed (test reference number, if applicable), including line tested (designation, pin
number, etc.) and function of line for conduction tests.

d. (U) Referencs to approved test plan, applicable test plan items, EUT and detection system test
setup.

e. (U) EUT operational mode or any other test conditions describing operation of EUT.
f. (U) Name(s) of person(s) performing tests, if different from test plan.
g. (U) Monitor, i.c., RED signal.
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b. (U) Signal processing mode (serial or parallel, nonrepetitive or repetitive).
i. (U) For each measurement, record the following data.

(1) (U) Test frequency.

(2) (U) Overall detection system bandwidth. (Also, record predetection bandwidth used when
employing a Demodulator.).

(3) (U) Calibrated source (signal generator, impulse generator) reading in appropriate units.

(4) (U) Conversion and correction factors listed separately and identified.

(3) (U) Adjusted reading (absolute emanation level) in appropriate units.

(6) (U) Specified TEMPEST limit at the particular test frequency.

(7) (U) Identification of emanation (see Paragraph 6.3.7).

(8) (U) Description of detected emanation (timing, 60 Hz, etc.).

(9) (U) Comments, e.g., any observations considered helpful in identifying or describing detected
emanations or special test conditions. '

6.3.5 (U) Emanation Recordings.—Provide recordings (photographs and/or strip charts or other data
formats specified by the sponsoring organization) for EUT emanations that excsed the applicable limits
herein. Recordings, representative of correlated emanations, shall be provided, whether above or below the
applicable limits. Sufficieat recordings shall be made to substantiate conclusions by the tester as to compliance
or noncompliance of the EUT with this document or, when applicable, to provide adequate description of
EUT emanations to allow the U.S. Government to determine compliance via signal analysis. The recordings
shall e captioned and be accompanied by a brief description of what is being presented. Denote applicable
timing, amplitude, and other relevant data (e.g., information ratio (IR) when calculated). The recordings
shall clearly show the emanations.

6.3.6 (U) Graphs of Test Results.—Present all measured EUT emanations on graphs, togsether with ambient
noise ancd applicable limits. Graphs shall be plotted in dB on a linear scale versus. frequeacy on 2 logarithmic
scale. Graphs shall be scaled horizontally and vertically to show effectively the required tes: frequency range
and the recorded levels. Units of measurement shall be inciuded and shall be the same as those provided on
the limits.

6.3.7 (U) Emanation Designators.—When performing searches for correlated emanations the following
emanation designators' shall be used for identifying detected emanations and ambieat signals (ses Figure
5-1) on data sheets and graphs and for other results presented in the EUT test report:

CORR E — correlated emanations which consist of either:

CE — compromising emanations; specify whether above or below limit; or
DRE — darta related emanations; correlated emanations which are not compromising.
OE — other emanations which consist of either:

EUTA — EUT TEMPEST-limited ambieat (noncorrelated EUT emanations); or
ENVA — environmental TEMPEST-limited ambient.
DSN — detection sysiem noise.

Note: DSN normally deoes not represent an emanation as such; however, the designator is included hers
for completeness.

6.4. (U) Test Instrumentation Certification Report.—All instrumentation (i.e., detection system and signal
generators) used for TEMPEST testing must be certified and approved prior to performing laboratory
TEMPEST evaluations. To obtain certification approval, the testing organization must provide descriptions
and detection system sensitivity measurements of the test instrumentation and submit this data in a
certification report to the sponsoring organization. The certification approval will be valid for a period of
thres years from the date of approval, unless otherwise specified by the sponsoring organization. (This does
not alleviate the requirement that test instrumentation operation and calibration be verified at six-month

'Emanation designators are normally not applied to peak emanation searches.
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intervals.) The test instrumentation certification report shall include, but not necessarily be limited to, the
following items: )

L
a. (U) Name of organization or firm conducting the test, contracting agency, and contract number.

b. (U) Date(s) of tests.

c. (U) List of the entire complement of TEMPEST test instrumentation, including the nomenclature,
identification number, bandwidths,? frequency ranges, and manufacturer of receivers, antennas, probes, signal
generators, oscilloscopes, etc.

d. (U) Sensitivities for each bandwidth used for both tunable and non-tunable detection system test
configurations. For each media searched, the sensitivity data and bandwidths® used shall be presented in
graphic form which compares the measured detection system sensitivity with the appropriate TEMPEST
limits.

e. (U) Pertinent control settings of the test devices and insiruments.
J. (U) All conversion and correction factors used for the applicable test frequency rangss.
g. (U) Block diagrams of the detection systems and calibration signal sources used.

h. (U) An explanation and justification of noncompliance with the sénsitivity, bandwidth and frequency
requirements. Specify the steps that were taken in an effort to comply with these requirements.
6.5. (U) Facility Certification Requirements.—The test facility must be certified and approved prior to
performing laboratory TEMPEST evaluations. To obtzin facility cerzification approval, the t2sting organization
must provide descriptions and amb:eat measurements of its test facilities and submit this data in a facility
certification report to the sponsoring organization. Facility certification approval will be valid for a pzriod
of thres years from the date of approval, unless otherwise specified by the sponsering organization. The
facility certification report shall inciude, but not necessarily te limited to, the following items:

a. (U) Name of organization or firm conducting the certification tests. sponsoring organization and
contract number (if applicable).

b. (U) "Address of the organization or firm where test is to be conducted.
¢. (U) Location of test facility within plant.

d. (U) Description of facility, e.z., manufacturer and construction of shielded enclosure. description of

cable entrances, lighting, available electrical power, etc.
e. (U) Date(s) of certification tests.

/. (U) Levels versus frequency plot compared with the appropriate TEMPEST limits of radiated ambient
signals in the test environment measured with tunable and non-tunable detection systems for the highest and
lowest applicable test categories.

8. (U) Levels versus frequency plot compared with the appropriate TEMPEST limits of ambient levels on
d.c. and a.c. main electrical powerlines under load when measured with tunable and non-tunable detection
systems for the highest and lowest applicable test categories, if such lines will be used to power the EUT
during tests. '

Note: (U) The test chamber powerlines shall be filtersd such that the ambient levels are equal to or less
than the tunable BLACK line conduction (BLC) limits (Figure H-3 and Table H-3) at test frequencies above
150 times the powerline frequency when measured with a tunable detection system. This measurement shall
be taken using a line impedance stabilization network (LISN) with the load side terminated in a resistive
load drawing the same current (=25%) as the EUT.

*Include the overall detection systam bandwidths at both the pre-detection and post-detsction outputs.
3nclude both pre-detection and overall detection system bandwidths when the post-detection output is to be used.
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h. (U) Description of any unusual or potentially bothersome signal conditions, not gvident from graphic
data, which might cause masking. ; .

i. (U) List of instrumentation, including serial numbers.
J. (U) An explanation and justification of noncompliance with facility requirements. Specify the steps
which were taken in an effort to comply with these requirements.

6.6. (U) Test Setup Ambient Certification.—After the test setup has besn determined, and before formal
TEMPEST testing of the EUT has begun, the ambient signals originating from the test setup must be
evaluated by the testing organization. The ambient signal levels must be documented in a test setup ambient
certification report, which shall be submitted as an apperdix to the test report. Submission and approval of
the test setup ambient certification report is not required prior to testing, unless otherwise specified by the
sponsoring organization. This certification report shall include, but not necessarily be limited to, the following
nems:

Nore: Ttems a., f., and g. are required only when the sponsoring organization requires submission and
approval of this report prior to testing.

a. (U) Name of organization or firm conducting certification tasts, spensoring organizations, and contract
number, if applicable.

b. (U) Date!s! of tests.

c¢. (U) Functional description of EUT exesrciser equipment. if different from that used for tesis of the
EUT.

d. (U) Levels versus frequency plot of radiated and conducted TEMPEST-limited or peak ambient signals
in the test environment for the highest and lowest Rd or Rt data rates, (measurad with the tunable aad non-
tunable detection systems and with the test setup installed). (Rzfer to Paragraph 8.4.)

Nore: (U) Preseat the data obtained above in graphic form which compares ths ambient levels with the
applicable TEMPEST limits.

e. (U) Description of any unusual or potentially bothersoms ambient conditions. not evidenat from graphic
data, which might cause masking.

/- (U) List of instrumentation. including serial numbers, used during ambient-level survey.
& (U) Block diagrams of EUT and detection system setups used during ambient-level survey.

h. (U) An explanation and justification of noncompliancs with the ambient-level requirements. Specify the
steps that were taken in an effort to comply with these requirsments.

Notze: (U) If the requirements of this paragraph are met, it follows that those of 6.5 ars also mer.
6.7. (U) Test Report.—At the completion of the TEMPEST tests, 2 report shall be written which contains,
_at a minimum, the following information:

a. (U) Abstract.

b. (U) Name of organization or firm conducting the tests. the sponsoring organization, and the contract
number.

¢. (U) Date(s) of tests.

d. (U) Test plan (Paragraph 6.2) and test setup ambient certification report (Paragraph 6.6) as appendices.
e. (U) Date of most recent calibration of test instrumentation prior to TEMPEST :e.srs.

/f. (U) Descriptions of any deviations from the test plan.

g (U) Photographs or pictorial diagrams of detection system and EUT test setups with proper
identification. '
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h. (U) Critical installation details determined as a result of either preliminary or formal testing, which are
necessary in order that the EUT meets the limits of this document. ;

i. (U) Description of supplementary theoretical and empirical work that was accomplished.

J. (U) Identification and description of suppression devices using schematics, performance. characteristics,
and drawings, except where these data are required of the tester in other documents. If required of the tester
in other documents, the appropriate document(s) shall be referenced.

k. (U) Test results, including the following items: .
(1) (U) Data, including all emanation levels and noise graphed with the appropriate TEMPEST limit.
An easily interpreted legend shall be used to identify the various emanation designators. (See Paragraph

6.3.7.)
(2) (U) A concise narrative description of the emanations detected in each test media and the frequency

range in which these emanations were detected. ;

(3) (U) Visual recordings, with appropriate reference to test plan items, illustrating each type of
detected correlated emanation. .

(4) (U) Description of any phenomenon or emanation, encountered during testing, that lies outside of
the specific requirements of this document, and which may conceivably compromise the national security
information being processed by the EUT. o

(5) (U) Data sheets, when requested by the sponsoring organization.

{. (U) Tabular summary of compromising emanation (CE! levels excesding limits that shall include. but

not necessarily be limited to. the following items:

(1) (U) Identification of line or test medium (i.2.. electric radiation (ER: or magnetic radiation {MR
with reference to appropriate test plan item.

(2} (U) Identification of RED signal to which above-limit CE is correlatd.

{3) (U) Frequency ranges of above-limit CE.

(4! (L) Maximum level of above-limit CE normalized to /i.2.. how muck abovs) the appropriate limit.
Indicate referenced lLimit.

(5) (U) Reference sections of TEMPEST test report or tes: results that further explain the extzat of
CE on that particular line or in that test medium.

m. (U) Description of signal analysis procsdures and technigues used.

. (L) Conclusions.

=

o. (U) Recommendations.

p.- (U) Names of test personnel.

g. (L) Completed TEMPEST proiile. (Ses Appendix M.)
6.8. (U) Abbreviated Documentation and Certification Requirements.—When permitted. the following
reduced formats can be used to satisfv the documentation and certification requirements of this document.

6.8.1 (U) Test Plan/Report Requirements and Contents.— A test plan/report which contains. a: 2 minimum.
the following information:

a. (U) Title page including equipment nomenclature, equipment file number (if applicable). name of
organization or firm conducting the tests, sponsoring organization, ccntract number, names and original
signatures of TEMPEST personnel, dates) of test.

b. (U) Description of EUT.

. (U) Operating modes.

o 0N

. (U) RED signal description.

. (U) Test matrix.

- "

. (U) Test messages.
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g. (U) Critical installation details determined as a result of either preliminary or formal testing which

are necessary in order that the EUT meets the limits of this document. )

h. (U) Test results including the following items:

(1) (U) A concise narrative description of all above-limit emanations and the frequency range in

which these emanations where detected.
(2) (U) Description of any phenomenon or emanation encountered during testing, that lies outside of .

the specific requirements of this document.
i. (U) Description of signal analysis procedures and techniques used.
j. (U) Conclusions.
k. (U) Completed page one of TEMPEST profile. (Sc; Appendix M).

6.8.2 (U) Data Recording—All recorded data shall be maintained for on-call U.S. Government inspection.
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SECTION 7—INSTRUMENTATION REQUIREMENTS

7.1. (U) Introduction.—The TEMPEST test instrumentation consists of detection systems and signal
measurement standards which shall mest the performance requirements and operating characteristics specified
herein. Measurements of sensitivity and bandwidth shall be performed as specified.

7.2. (U) Detection Systems: General Requirements.—Two basic types of detection systems are required:
tunable and non-tunable. All systems shall have a 50 ohm input impedance, with the exception of conducted
signal probes and electric radiation antenna interface amplifiers, which may be high impedance. Svstems shall
be selected that mest the frequency range and bandwidths required by the EUT internal RED signaling
rate(s) of the equipment being evaluated. Systems selected shall mest the appropriate sensitivity requirements.
Pulse-stretching circuits may be used on the output of any tunable detection system, provided the following
requirements are met:

e Charge time constant < I/BW

® Discharge time constant < 10/BW

e Signal level as observed on the oscilloscope is not reducsd by more than 20 percant.
BW is the pre-detection bandwidth of the detection system. Pulss-stretching circuits shall not be used when
measuring the sensitivity or bandwidth of the detection systems, even if the circuit is used during TEMPEST
tasiing.

7.3. (U) Detection System Sensitivity (DSS) Measurements, General.
7.3.1 (U Introduction.

7.3.1.1 (U) Tre dstection system sensitivity (DSS), as defined in Paragraph 3.1.13. shall be measured
for both tunable and non-tunable detection systems and shall apply to all signa!l classes. Al DSS measuremeants
shall use acceptable calibration sourcss (ses Paragraph 7.3).

7.3.1.2 (U) Taoree methods are specified using sine wave substitution sourcss. Ons optional method
using impulse generator substitution sources is presented as an al:a:'nati_w:.1 Method A requires a calibratsc
unmodulated carrier as the substitution signal, and is applicable when measuring the DSS at the pre-detsction
(e.g., IF) output of tunable detection svstems and at the output of non-tunable detection systems. Meathod
B requires a calibrated sine wave carfier. modulated at 30 percent by a sine wave at any suitable frequsncy
less than, or equal to, the repetition rate as the subsiitution signal, and is applicable when measuring the
DSS at the a.c.- or d.c.coupied post-detection output. Method C is applicable when measuring the DSS at
the d.c.-coupled post-detection outpur, where technical limitations prevent the use of 2 moduiated sine wave
carrier as the substitution signal. The required substitution signal for method C is a calibrated unmodulated
carrier. Method D is an optional method to be used with impulse generator substitution sources. Method
A, B, or C is recommended when sine wave substitution sourcss are available.

7.3.2 (U) DSS Measurements, Method A: Tunable Detection System Withour Demodulator and Non-Tunable
Derection System.—Measurements shall be made using a calibrated, unmodulated sine wave substitution
source. A true rms a.c. voltmeter of adequate bandwidth (frequency range extending both below and above
the detection system bandpass) shall be connected at the pre-detection output of the tunable detection system
or output of the non-tunable detection system. The controls on the detection system shall be adjusted to
establish a convenient reading of detection system noise on the output voltmeter. The calibrated source, with
the cw frequency equivalent to the center frequency of the detection system, shall be adjusted to producs a
reading on the output true rms a.c. voltmeter 3 dB higher than the reading of detection system noise (signal

! Other alternate DSS measurement methods are allowed if justified and approved by the sponsoring organizations.
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plus noise-to-noise ratio of 3 dB). The level of the sine wave source output (expressed _in dBpV rms), plus
any appropriate conversion and correction factors, minus 3 dB, is the detection system sensitivity.

7.3.3 tU} DSS Measurements, Method B: Tunable Derecrion System With Demodulator.—Measurements shall
use a calibrated sine wave carrier modulated 30 percent. A true rms a.c. voltmeter (not necessarily the same
voltmeter as used for Method A) of adequate bandwidth (larger than the detection system bandwidth) shall
be connected at the post-detection output (a.c.- or d.c.-coupled) of the detection system. The controls on
the detection system shall be adjusted to establish a convenient reading of detection system noise on the
output voltmeter. The calibrated source, with the carrier frequency equivalent to the center frequency of the
tuned detection system, shall then be applied to the detection system input. The carrier amplitude of the
signal substitution source shall be adjusted to produce a reading on a true rms a.c. voltmeter that is 3 dB
higher, with the carrier modulated 30 percent, than with the carrier unmodulated (modulation turned off and
on). The level of the sine wave source output (expressed in dBuV rms), plus any appropriate conversion and
correction factors, minus 13 dB, is the detection system sensitivity.

7.3.4 (U} DSS Measurements, Method C: Tunable Detection System With Demodulator (d.c.-coupled output).—
This method is used when technical limitations prevent the use of 2 _modulated sine wave carrier as a
substitution signal. Measurements shall be made using a calibrated, unmodulated sine wave substitution
source. A true rms a.c. volimeter of sufcient bandwidth (larger than the detection system bandwidth: and a
d.c. millivolimeter shall be connected at the post-detection output (d.c.<coupled) of tﬁe detection sysiem.
The calibrated sourcs, with the ¢w frequency equivalent to the center frequency of ths tuned detection
sysiem. shall then bz applied to the detection system input. The substitution source amplituds controis shall
be adjusted to producs a reading on the d.c. millivoltmeter approximately equal to five times the rzacing on
the truz rms a.c. voltmeter at the post-detection output (i.e., ourpur signal- (d.c.) to-noise (a.c.) ratic
approximately equal to five). Compute the actual output signal- (d.c.) to-noise (a.c.) ratio in dB. Ttz level
of the sine wave source output (expressed in dBpV rms), plus any appropriate conversion and correction
factors, minus the above computed output signal- (d.c.) to-noise (a.c.) ratio in dB, is the deiection svsiem
Sensitivity.

Nore: This method assumes a d.c.<coupled output from post-dztection to d.c. meter. In some dezection
systems there may be an associated d.c. offset. Under these circumstances, the offset must be nulled out
electronically or taken into account in ensuing calculations. If it is not. significant error can result beczuse
the static d.c. offset can be large in relation to the small changs producsd during the sensitivity measurements.
Linear operation is assumed over the range being used.

7.3.5 (L) DSS Measurements, Optional Method D (IG): Tunable Derection Systems Withour Demodulator and
Non-Tunable Detection System.—Measurements shall be made using a calibrated IG and converting this
measurement to dB ref 1xV rms using the impulse bandwidth (refer to Paragraph 7.4 for impulse bandwidth).
A true rms a.c. volimster and a calibrated CRO of sufficient bandwidth frequency range, exiending both
below and above the detection system bandpass, shall be connected to the output of the detection system.
With the IG connected to the input of the detection system and the IG level controls adjusted so that the
detection system output impulsive signal is well below the noise, note the reading on the trus rms voltmeter.
Without disturbing the detection system settings, the IG level controls shall be adjusted to producs an
impulsive signal on the CRO with a peak amplitude equal to five times the rms noise reading previously
noted (14 dB peak signal-to-rms noise ratio). The level of the IG substitution source (expressed in dB ref
#V/MHz, equivalent rms sine wave), plus the impulse bandwidth factor {20 log,o [[BW(MHz)]}, minus 14
dB, plus any appropriate conversion and correction factors, is the detection system sensitivity.

Note: Method D is not recommended when sine wave substitution generators are available or when the
impulsive input/output characteristics of the detection system are not sufficiently linear over the initial 14 dB
range.
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7.4. (U) 6 dB and Impulse Bandwidth Requireménts, Tunable and Non-Tunable Detection Systems.

7.4.1 (U) Refer to Appendix G for tables and figures. The detection system bandwfdth requirements
specified in this paragraph shall apply to the entire detection system, including the transducer’ (antenna,
voltage or current probe, etc.) and display device (CRO, strip chart recorder, etc.), unless it can be shown
that the bandwidth of these devices will not restrict the bandwidth of the remainder of the detection system.
The 6 dB bandwidth of the tunable or non-tunable detection system shall be measured in accordance with
Appendix F if:

a. (U) The 6 dB bandwidth of the detection system is mot known or cannot be calculated within an
accuracy of =20 percent.

b. (U) There is reason to doubt the manufacturer’s published 6 dB bandwidth figures for any of the
devices in the detection system (the most band-limited device being the most critical).

c. (U) Requested by the authority sponsoring the tests.

7.4.2 (U) The impulse bandwidth of the tunable or non-tunable détcction system shall be measured in
accordance with Appendix F if:

a. (U) There is reason to doubt the manufacturer’s published impulse bandwidth figures.

b. (U) Thers is reason to believe that the impulse bandwidth of the detection system cannot be
approximated by the 6 dB bandwidth of the detection system within an accuracy of =20 percent.

c. (U) Reguested by the authority sponsoring the tests.

7.4.3 (U) Toe 6 dB bandwidth requirements for all tunable and non-tunable detection svstems shall be
based on the EUT internal RED signaling rates determined in Paragraph 3.4. Bandwidths for tunzhie
detection systems shall comply with the requirements specified in Figure G-2. For tunabls detection sysiems
which employ a’Demodulator, the pre-detection bandwidth shall not bz greatar than thrss times the overzil
detection system bandwidth, as measured in accordance with Appendix F. The pra-destection banéwidth
requirement applies to the intermediate frequency (IF) bandwidth for detection sysiems employing the
heterodyne principle. The bandpass of non-tunable detection systems shall conform to the requiremeats
presented in Table G-3. Tunable detection systems used for TEMPEST testing equipment may be comprised
of non-tunable fixed-bandwidth amplifiers, provided the applicable bandwidtk. sensitivity, and test frequency
requirements of this document are met. The shape factor (se= glossary) of the tunable detection sysiems sazll
not excesd 10:1%, when measured at the center of each decade of frequency or the center of each tuning
band, whichever is the greater number of measurements. The shape factor shall be measured if:

a. (U) The shape factor of the detection system is not known.

b. (U) There is reason to doubt the manufacturer’s published shape factor figures for any of the devicas
in the detection svstem (the most band-limiting device being the most ertical’.

c. (U) Requested by the authority sponsoring the tests.

7.4.4 (U) The roll off of the non-tunabie detection system gain-frequency response (each side or *‘skirt’’)
shall be no less than 40 dB/decads.

7.5. (U) Signal Measurement Standards.—The acceptable calibration standards, for the purpose of this
document, are impulse generators and sine wave generators.

7.3.1 (U) Impulse Generarors.—Impulse generators (IGs) shall conform to the following requirements:

. * The bandwidths of some transducers (e.g., antennas, current probes) are very difcult or impractical to measure. In these cases,
bandwidth measurements need not be made on the devics, but precautions shall be taken to assurs that the device does not limit the
overall detection system bandwidth.

? An exception to the 10:1 shape factor, defined at the 60 dB and § dB points, shall be mads only when the response of the
dstection system or device does not have suficient dynamic range to allow a frequency mezsurement at the 60 dB point. In this even:,
the frequencies at the 40 dB point shall bs measured; the ratio of the 40 dB bandwidth to the 6 dB bandwidth shall not exceed 6.5:1.
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a. (U) Calibrated in dBgV/MHz (equivalent rms sine wave) (peak minus 3 dB) 1o a 50 ohm resistive
load. .

b. (U) Flat spectrum (=1 dB) over the detection system bandwidth at all test frequencies applicable to
the bandwidth.

c. (U) Amplitude accuracy (=2 dB) calibrated at a minimum of three frequencies including the
maximum, minimum, and center frequencies of the range over which they are to be used. Calibration of
impulse gensrators shall be accomplished in accordance with the procedures in Appendix K. '

7.5.2 (U) Sine Wave Generators.—Sine wave generators shall conform to the following requirements:

a. (U) Frequency accuracy: =2 percent.

b. (U) Harmonic and spurious outputs 30 dB or more down from power level of the fundamental
signal frequency. RF coupling which bypasses the signal generator attenuator should not induce errors in
any measurements.

c. (U) Amplitude accuracy: =1 dB for fc = | GHz
=3 dB for fc > 1 GHz

7.6. (U) Calibration Requirements and Operational Check.—Prior 1o the beginning of EUT evaluztion,
at the beginning of each working day, or at the request of the sponsoring organization, all test insirumentziion
shall be chezked to assure proper operation. The operation and calibration of the inswwumentaion shall be
verified at six-month intervals or immediately after exposure to conditions tha: might aFzct the calibration.
All instrumsniation (detection svstem. signal measurement standards, 2tc.) shall be czlibrated in accordance
with a recognized calibration procsdure e.g., MIL-STD-43662. If. during any of the above tests. an
equipment is found to be out of calibration or a dsparture from the requiremsnts of this docums=t is notad,

the tester skall:
a. (U) Deizrmine the causels) of deviations.
b. (U) Make necessary repairs and adjustments.

¢. (U) Racuest the sponsoring organization to determine the nezassity for rerunning afected tests.
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SECTION 8—TEST ENVIRONMENT

8.1. (U) Introduction.—The electromagnetic environment in which TEMPEST tests are performed infiuences
the ability to detect emanations from the EUT. Therefore, tests must be performed in a test environment
wherein ambients are not above the applicable TEMPEST limits. This normally requires that the EUT be
installed within a shielded test enclosure with the test instrumentation and exercising equipment located
externally. Strict attention must be paid to grounding and the test setup to eliminate extraneous coupling
paths which could produce erroneous test results.

8.2. (U) Test Chamber.—The test chamber shall provide a test environment where the internal spatial
ambient signal is below the applicable TEMPEST limits. This normally requires an eleciromagnetically
shielded enclosure. The test chamber shall provide a means of isolating the EUT from the EUT-exercising
equipment and the test detection sysiem (except the transducer). The test chamber shall be large enough to
permit the test antenna being used to meet the requirements of Paragraph 10.3.1 and Figure 10.2. RF
absorption material may be positioned within the test chamber to minimize measurement anomalies caused
by standing waves and/or reflections. If absorption material is used, the certification report shall coniain
details on the tvpe of material used and location relative to the EUT and enclosure walls i tarzs dimensions.

8.3. (U) Test Configuration.
8.3.1 1U) Egquipmsent Under Test Grounding/Con figuration.

8.3.1.1 (U) The EUT shall be grounded. as in a normal installation. and shall be piaczd on a ground
plane when tesis are performad in a shielded enclosure. When tests are not psriormed in a shieldsd enciosurs.
a ground plane is not required. The ground plane shall consist of a2 tabie with a copper or brass top suriace,
unless the weight and’or size of the EUT makes this impractical: in this case, the ground plane shall be
located on the floor of the test chamber. This ground plane shall meet the requirements of Paragraph 8.3.2.
When bonding straps are required to complete the test setup (exclusive of bonding siraps from the ground
plane to the shielded enclosure), they shall be identical to those specified for normal instaliztion. When an
external lug or connector pin is available on the EUT for a ground connection and when in the normal
operational installation the luz or pin is grounded, the lug or pin shall be bonded to the ground plane. If
the installation requirements specify that the EUT not be grounded, or if the installation conditions are
unknown, the EUT shall not be grounded. In the latter case, the EUT and ancilliary cables shall be piacasd
on, but isolated from, the ground plane with nonconductive materials or standoff insulators 4 to 6 centimerter
in height.

8.3.1.2.a (U) Level 1.

(U) The type and installation of conduits and cables used in the EUT setup shall be tke same as that
specified for the operational installation. Otherwise, justification must be provided in the TEMPEST test
plan (Ses Paragraph 6.2) as to why this will not be done.

8.3.1.2.b (U) Levels II and III.

(U) The type and installation of conduits and cables used in the EUT test setup shzll te the same as
that specified for the operational installation. When conduit is not required the EUT shall be installed as
shown in Figure 8-1 to provide a standard test configuration. An appropriate two meter long unshielded
power cord extension shall be connected betwesn the end of the provided power cord and the PLISN. The
PLISN is used to provide a standard termination for the power line. A signal line cable shall be at least two
meters long. The signal line shall be installed as described in the notes on Figure 8-1. Additional signal lines
may be connected, as required, between the shielded enclosure and the termination box shown in Figure 8-
. Provide justification in the test plan if the EUT test configuration cannot conform to that specified in
this paragraph.

UNCLASSIFIED - 8-1
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Figure 8-1.—Standard Test Configuration (U)
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8.3.1.3 (U) If either preliminary or formal tests reveal that certain installation details (reference
grounding and shielding) are necessary in order that the EUT meet specification limlits, Jhen such details
must be documented in the test report (see Paragraph 6.7). Likewise, any EUT test installation details which
differ from that provided in the TEMPEST test plan shall also be documented in the test report.

8.3.2 (U) EUT Ground Plane.—The EUT ground plane (required for tests performed in a shielded
enclosure) shall consist of a solid copper or brass plate that has a minimum thickness of 0.25 mm for
copper, or 0.63 mm for brass, and is 1 square meter or larger in area, with the small side no less than 75
cm in length. At least one side of the ground plane shall be bonded to the shielded enclosure. If bonding
straps are used, they shall consist of solid copper 0.25 mm minimum thickness, having 2 maximum length-
to-width ratio of 5:1 and placed at distances no greater than | meter apart. The d.c. bonding resistance
betwesn the ground plane and the shielded enclosure shall not exceed 2.5 milliohms.

8.3.3 (U) Test Derection System.—The detection system shall be installed and configured so as to minimize
undesired signal coupling from the EUT or EUT exerciser, and to minimize ssnsitivity degradation resulting
from high-level environmental ambients. Sensitivity degradation can be minimized by using equipment case
shields, interconnection wiring, and shielded terminations. If high-level ambient signals outside the test
chamber persist in causing degradation to the detection system sensitivity, ths detection system should be
housed in a shielded enclosurs separate from the EUT test chamber.

8.3.4 (L) EUT Exercising Equipment.

8.3.4.1 (U) Stimulus equipment used to exercise the EUT shall be located and connected SO as o
maintain the test ambient equal to or below the appiicable limit. This equipment processes sicnals similar.
cr 1czntical, 1o those procsssed by the EUT. Such sigrals could bscome inadvertently coupled into the
cztection system and be musinterpreted as EUT compromising emanations.

8.3.4.2 (U) The following steps can aid in reducing coupling effects from the stimulus eguipment:
a. (U) Place stimulus equipment outsids the test chamber.
b. (U) Shield and/or isolate stimulus equipment anc detection sysiems.

c. (U) Use double-shielded cable (e.g., RG-223) whanever possible. and minimize cabre leng:h.

r'_
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passbands should be no greater than those required to pass s

8.4. (U) Test Setup Ambient Signal Control.—Test setup TEMPEST-limitsd ambient emanation levels.
from the completed test setup and with only the EUT d ergized, shall be zgual to or below TEMPEST

ts for all applicable test categoris R AT . A G

e tests shall be performed with the EUT de-nergized (power OFF) and with all other test
Setup equipment energized (power ON). All necessary test instrumentation and associated EUT exerciser
equipment shall be connected and operated normally. ER and MR measurements shall be made in one of
the planes or polarizations of the antenna that will be used during EUT TEMPEST tests and that results in
the highest test environment ambiznt level readings. A minimum of one signal and one control line for each
EUT connector or cable shall be selected for ambient certification from among those lines selected for the
formal tests. Conducted signal measurement shall be made with reference to the rtest setup ground plans.
Test setup ambient level measurements shall be performed and documented in accordance with Paragraph
6.6. If the TEMPEST-limited ambient levels cannot be determined (e.g., because svnc or monitor signals
are not available with the EUT de-energized), then the peak test ambient emanation levels found at each test
frequency shall be required to be equal 1o or below the applicable test limits. For automated detection
systems which do not provide the capability of measuring TEMPEST-limited ambient levels. the peak test
ambient emanation levels found at each test frequency shall be required to be equal to or below the appiicable
test limits (except for powerline-conducted ambients as discussed above).
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/ SECTION 9—EQUIPMENT UNDER TEST OPERATION
S —

s LS ~
Operation,—

9.1.2 1L) ELT Signaling Raze. Aralog Signals.—EUT RED analog test signals shall contain some form of
pitude or fregueacy variations. If a simulated RED dama input signal is

. ol the following forms:
a. (U) A wobbulated cw signal centered near the signaling rate of the EUT that was used to determine
the test categorv. The maximum frequency extremes (highest, minus lowest, frequeacy) shail be 10 per

of the center frequency and a maximum slew-cycle rate berwesn 0.1 percent and | percant of the canter

frzguency

he signaling rate of the EUT thar was used to
U be between 0.1 percent and | percant of the cw

f&duency
9.1.3 (U} For Tunable Analog Voice Tests.—If a simulated RED data input signal is used. ir shall taks
ons, or a combinatien, of the following forms: .

9.1.4 (U) For Non-Tunable Analog Voice Tests.— If a simulated RED data input signal is used, it shall be
a swept cw signal which covers the entire non-tunable bandpass test frequency range.

/
:

S
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SECTION 10—EMANATIONS SEARCH

10.1. (U) Introduction.—Adequate TEMPEST testing must be accomplished to establish whether an EUT
emits CE above applicable limits. Emanations search requires that RED signals and sync/monitor signals are
properly addressed, that correct bandwidths are selected, and that specified frequency ranges are covered.
These searches shall be performed using both tunable and non-tunable detection systems. Searches shall be
performed in all test media, unless otherwise specified by the sponsoring organization (ses Paragraph 10.3

for guidance).
10.2. (U) RED Signal Identification/Selection and Generzl'S_eg_r_ch.REquirements.

10.2.1 1@ General.—

10.2.2 (@) RED Signa! Tvpe and Siznal Source, Definition of —

#277 10.2.3 (U) RED Signal Identification/Selecrion. = ‘ o
f 0.2.3.1 (;2'} RED Signal Type Identification/Selection.

10.2.3.2 {Q‘ﬁ RED Signal Source Identification/Selection.

10.2.3.3 (;2‘) Selection of Signaling Rates for Testing




NSTISSAM TEMPEST/1-92 -

10.2.3.4 (U) RED Signal Flow Description/Diagram.—A RED signal flow description and diagram
shall be used to ensure all RED signal types and major potential sources are identified” to show the
relationship between signals identified, and to show the RED signaling rates. (See Figure L-1 for an example
of a flow diagram.) : 5 g )

e
10.2.4 JC) Test Categories/Criteria.

] 10.2.4.1 (&5
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L—__ . ' "‘-\—\.__‘_-‘
f’-' 6 (C) Procedure 2 Searcﬁ Sfor Peak EUT Emanations.

arch Optimization.—If during the search for emanations dascribzd in Paragrapes
2st categories and criteria descrived in Paragrzph 10.2.4 CORR E is deractad. the f
' the detection sysiem. Tae bandwidth of the deizction svsizm
if the signzl to noise raio improves. If improvement oczurs
scuon, continue to changs the bandwidth in that direction uatil the maximum

"W
(a8
b
@]
pn |
1]
i
=

occurs without loss of intelligibility. The appropriate procadures descrived in Chaprer ||

optimization procedure is not to be interpreted to mezn that a significant increase in test time be incurred.
but rather it should be obvious to the tester that an improvement in the signal-to-noise ratio czn 'cc obtained
with minimum efort.

i\lﬂ.l (U) Test Media Examinations.—

’In some cases, the sponsoring organization may decide to not allow tests to be combined or eliminared.
Q\_(..

CONEFDENTHAL 2 = 10-3




1o locate the position of maximum radiarion from the EUT. These
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Table 10-1.—Test Media Requirements (U)

10.3.1 (L) Electromagneric all cabies interconnecting ths devicss and
components within the EUT szaall be configured as in a normal installation. The

' equipment, cable, racks, persomnel.

adiarion.—During radiation tes s,

test chamber shall b2 keor
free of unnec= and desks- Only the equipment and ersonne!
eing periormed shall be in the chamber.

essential 1o the t2

10.3.1.1 (U) Anteana Position for Maximum Radiation.— A probing technique shall bs used iritially

checks shall be made at least every decacds

of frequency with the position of the antenna being adjusted for maxirum pickup. For dipole, planar log
periedic, horn and similar antennas, the antenna shall also be orisnt=d (i.e., rotated and direcied) for

maximum pickup. (Note: This in effect adjusts the antenna for optimum polarization and pointed direction.)
During formal Mmeasurements, the antenna shall be located at the position (and orientation) of maximum
radiation determinad by the probing technique. If no well-defined position of maximum radiation is found
by the probing technique, the antenna shall be placed in a position judged by the test personnel to offer the
greatest possibility for detecting radiation, e.g., positioned naar or facing cable eatrancss, control panels,
air intakes and exhausts, covers, doors and openings.

10.3.1.2 (U) Electric Radiztion.—Ses Figure 10-1 for a typical electric radiared (ER) test setup.
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Figure 10-1.—Typical Test Instrumentation for ER Tests (L)

b. (U) An:znna Ground Planes.—Whenever an unbalancsd antenna (e.g., rod antenna. is us2Z, the
ugorn whica the EUT is placed shall be exieaded to the base of the antenna and attaczzc to

i g

ina
Paragraph 8.3 is acceptable for this purpose. Whenever a balancsd antenna (e.g., dipols antenna: is usad,
s of whether a balun is employed or not, the detaction system shall be grounded to the ground
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Figure 10-2.—Required Minimum Antenna Distances From Metal Surfaces and Objects Other Than
the EUT (U)

10.3.2.1 (U) Lins Conduction—General Requirements (includes guidance for selection of lines to be
tested). :

_




-CONFIPDENTIAE il NSTISSAM TEMPEST/1-92

TO RECEIVER

PICKUP = — ' s ATTENUATOR : AMPLIFIER p——=— Dégci‘c’“;
LOOP : ETC. '
SUESTITUTION
SOURCE
UNCLASSIFIED

Figure 10-3.—Typical Test Instrumentation for MR Tests (U)
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Figure 10-4.—Orientation of MR Pickup Loop (L)
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Figure 10-5.—Typical Test Instrumentation for Line Conduction
Tests (excluding pﬂwer]ine§)‘(\__lj)"

EUT POWER LINE(S) —
| PLISN .
COMMON | : TOa.c.ORd.c
’ —| PUSN I POWER SOQURCE
] —
o O
/ RECEIVER DISPLAY
@ ATTENUATOR AMPLIFIER —— DEVICE
ETC. =
SUBSTITUTION

NOTE: Test port not being tested shall be terminated
SOURCE in 2 50—ohm resistive load.
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Figure 10-6.—Typical Test Instrumentation for PLC Tests (U)




" NSTISSAM TEMPEST/1-92

10.3.2.6 (U) Black Signal and Control Line Conduction.—Black signal, control, indicator and clock
lines shall be examined. EUT linss that are not necessarily terminated when

en in an actual operational setup
nesd not be terminated when tested. All other lines shall be terminated in their normal load impedance. Ses
Figure 10-5 for typical detection system setup. :

10.3.3 (UJ RED Line Emanations.

) Reguirement.
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b. (U) The detection system shall be connected to the line under test in such a fashion as to minimize
the likelinood of producing distortion or perturbations of the waveform on the line. In the lower test
frequency ranges where the 50 ohm detection system causes distortion of the waveform under surveillancs,

-impedance voltage probes, current probes, resistive-matching networks, and high-pass filters may be
used, provided the bandwidth and sensitivity requirsments are me: and the transfer characteristics of the
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probcs are accurately known. Any corrccnon or conversion t'aczors a.sscc:latcd with such prob's or pickup™-
devices shall be applied to the measurement in order to determine the voltage actually appcannﬂ on the line
under ‘test. Ses Figure 10-5 for a typical detection system s:tup 'All othcr rcqmrcnc‘urs specxﬁcd for

conduction tests are applicable. e

10.4.3 (U Non- Tunub’e F'e quency Coverage and Bandpass Reguirements.—Non-Tunable
coverage and bandpass uirements are specified in Table G-3. Note that for a.c. power ..m:: the

g—,_Tf

SR
- -
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SECTION 11—EMANATIONS MEASURE\'IEI\TS

11.1. (U) Introduction.—The measurement procedures herein are applicable when measuring correlated
emanations, peak EUT emanations, and when separate signal and noise measurements are required.
Emanations measurements are required when performing emanations searches in each test media, using
tunable or non-tunable detection systems.

e T as : : S —_— Deviation from
this procsdure is perr Jttfﬂ onh when an accurately pre-calibrated device (e.g., antenna and associated
matching device or prots} precedes the point of signal substitution. When such devices are ussd. all
aporopriate conversion and correction factors skall be addzd to the substituted signzl level to obia i

tion. When using a loop antenna. the series injection measurement tecanig
tlnj’::LmU a :aJDfaZﬂd currsnt into the loop) shall not be used. If the detection system is equipped with a
beat frequency oscillator (BFO) or a.mm.;; gain coatrol (AGC!, all measurzmenis shall be made with t
BFO® and AGC turned oF. An attenuator shall be inserted in the detection system pickup line ozlv
the amplitude of the incoming interference signal is such that the detection svstem inpur circuits are over-
driven. The attenuator shall have a characteristic impedance of 50 ohms (=3 Ob.:‘-"LS' over.the test I"D"":nc‘_v
range in which it is employed. Care shall b2 iaksn to ensure that accsssor

equipment, oscilloscopes, earphones. etc.) and tsst seiup ground loops do not ¢

11.3. (U) Measurement Accuracy.—All measurements mads in accordance with this document shzll have
the following accuracies:

(U) Frequency accurzcy: =35%

b. (U) Amplitude accuracy: =2 dB for fc < | GHz
=4 dB for fc > | GHz

11.4. (U) Emanations Measurement Procedures.

11.4.1 fLJ Correlated and Peax E:’.T Emanauons

"The BFO feature may be desirable when searching for narrow bandwidth CE.

CONEIDENTIAL. 3 11-1
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Figure 11-2.—Examples of Sign.als to be Measured, Method 2 (U)
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11.4.3 (U) Application of Measurement Merhods.—The following paragraphs address the application of the
measurement methods, described in Paragraph 11.4.2, for measuring emanation and noise levels during

searches performed in accordance with Chapter 10.

11.4.3.1 (U) ER, MR and BLC Measurements.—The following measurement methods apply when
performing ER, MR, and BLC emanation searches.

a. {f;/
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Figure 11-3.—Examples of Signals to be Measured, Method 3 (U)

11-6 _ CONFIDENTIAL~




" CONFIPENTIAL . - NSTISSAM TEMPEST/1-92

TOUNFIDENTIAL

Figure 11-4.—Positive/Negative Signal Examples (U)
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11.4.3.3 (U) RED Line Emanations Measurements.—The followmg procedures apply when measuring
RED analog or RED digital signal energy spectrum on RED lines. Tnc*me...surc:.cnts ars performed using
a tunable detection svstem with or without a Demodulator.

a. (U) RED Analog Signal Energy Spectrum Measurements. -

(1) (U) With demodulator.—The procedurs outlined in Paragraph 11.4.3.1.2 shall-apply.
(2) (U) Without democulator.—The procsdure outlined in Paragrapn 11.4.3.1.b shall apply.

(L) RED Digital Si

ergy Specirum Measurements.

i

1) (U) With Demodulator.—The recommended mathod is Method 3 (IG). The resuitac:
measurement using Method 3, plus any appropriate conversion and correction factors, is equal to the level
of the signal energy of the RED digital signal(s) at that particular test frequeacy. As an alternative, Mezhod
| (first choics) or Method 2 (second choice; using crest/trough method at d.c. post-detection outputs) may
be used. The resultant measurement, using Method | or 2, minus the impulse barndwidtk factor {20 legig
[IBW(MHz)]}, plus any appropriate conversion and correction factors, is equzal to the level of the sigoal
energy of the RED digital signal(s) at that particular test freqguency.

(2) (U) Without modulator.—Thoe recommended method is Method 3 (IG). Tze direct metzed
is recommended in lieu of the crest/trough methed. The resultant measurement, using Method 3, plus anv
appropriate conversion and correction factors, is_equal to the level of the signal energy of the RED digital
signal(s) at that particular test frequeacy. As an altzrnative, Method 2 may be used. Thne direct methed is
recommended in lien of the crest/trough method. The resultant measurement, using Msthod 2, minus the
impulse bandwidth factor {20 log,o [IBW(MHz)]}, plus any appropriate conversion and correction factors. is
the level of the signal energy of the RED digital signal(s) at that particular test frequezcy.

11.5. (U) Signal and Noise Measurements.

11.5.1 (U) General. —When correlated emanations are detected, and analysis is required, both signal and
noise measurements of the detected cutput shall also be performed and documented. The minimum number
of signal and noise measurements required for detected CORR E is thre= per decade. If more than thres per
decade are found, the thres worstcase (i.e., highest observed signal-to-noise ra tio) emanations shall be
measured. The intent is to measure characteristics related to the correlation component of the detected
emanation. Figure 11-5 shows a correlated emanation in the presence of equipment ambient. An appropriate
measurement window, W, is shown for this correlated emanation. The objective is to select W such that
noise not contributing to the TEMPEST-limited ambient is ignored in proximity to the correlated emanation.
All signal and noise measurements are made within W. The noise measurement made in W is the TEMPEST-
limited ambient. When performing peak EUT emanation measurements (Paragraph 11.4.1.2), use the
measurement window defined in Appendix E, Paragraph 3.4. Noise measurements shall be made using either
a statistical signal analyzer (or equivalent measurement system) that measures the mean and variance of the
sampled video voltage; or a visual ‘““A-scope’’ presentation.

11-8 : CONFEDENTRAL
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Figure 11-3.—Example of Noise Measurement Window, W (U)
J1.5.2 (U} Procedure [: Statistical Measurements.— Using this proczdure. the voltage parameters of

detected emanation to be measured and documented are the peak signal mean
It may be necessary to document seis of signal and noise measurements T
used (e.g., test patterns A, B, or C for parallel processed digital signals, discussed in Appzndix Cl.

11.5.3 1U) Procedure 2: Visual ""A-scope

of the detected emanation to be measursd are the peak signal mean (S, (maximum polarity for bi-polar
signals) and the peak-to-peak noise (N,,). All measurements shall be performed using the '‘A-scope’
presentation. The following paragraphs discuss examples illusirating the visual “*A-scope’ measurements for

serial (analog or digital) and parallel (digital) signal processing.
11.5.3.1 (U) Serial Signals.—Figure 11-6 illustrates an ideal emanation related to a signal serially
rocsssed. The output levels (i.e., voltage or vertical divisions) to be measured are E. ]

m

2. (U) The noise measurement is equal to:
N =E, — E
Note: The intent is to measure the noise that occurs wirh the signal. A simpler method may be used when
it is obvious that the bdseline noise appears equal to the noise on the signal. In this case. it is acceptable te
measure the baseline noise.

UNCLASSIFIED 11-9
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b. (U) The signal measurement is equal to: S, = E, : i =

UNCLASSIFIED

Figure 11-6.—Signal/Noise Measurements: Serial Signal Example (U)

11.5.3.2 (U) Small Signal-to-Noise Ratios.—When correlated emanations are characterized by small
signal-to-noise ratios, performing separate signal and noise measuremenis may be difficult. An alternate
procedure may be used which requires a visual measurement representing the signal plus noise, and a visual
measurement representing the noise alone. Figure [1-7 illustrates this type of emanation {ideal). The voitzge
levels to be measured are E| and E,.

2. (U) The noise measurement is equal to:

NPP = Ej_ - E; *
b. (U) Tne signal plus roise measurement is equal to:
S + N’.. = E:

¢. (U) Toe signal leve!l is computed using the following equation:
S=E —-N,/2=(E +E)=+2

Note: As in previous noise measurements, the baseline noise (N,,) may be used when it is ebvious tha: it
appears equal to the noise on tke signal. This procedure can te extended to apply to emanzations related o
a signal that is either serially or parallel-processed.

11.5.3.3 (U) Exteasions/Precautions.—The previous examples illustrate the signal and noise measurement
parameters to be measured using simplified signals. While it is recognized that many signals encountersé in
TEMPEST testing do not appezr in this form, the concspt remains the same anc the measursment procecure
should be easily extended. The noise voltage mesurements shall relate oniy to the noise that limits detectariiity
of the signal; the limiting noise is not necessarily the maximum noise leve! (e.2., do nor measurs 60 Ez
powerline noise that is present but does not limit detectability of the signal).

in Paragraphs 11.5.2 and 11.5.3 are not precisely related because of the subjective nature of the visual
measurements. However, based on simplifying assumptions®, the statistical and visual noise measurements
can be related by:

N, (db) = N_ (db) + 14 db

The 14 dB factor is based on the assumption that N,, = (2)(2.58) N,. This is discussed in Appendix B of NACSIM 5002.

11-10 UNCLASSIFIED
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Figure 11-7.—Small Signal-to-Noise Ratios Example (C)
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SECTION 12—LIMITS ~

12.1. (U) General.

12.1.1 (U) Compromising emanations limits (curves and tabulated breakpoints) are contained in Appendix

H {Level I), Appendix I (Level 1), and Appendix J (Level III).

i
STy
/

s

12.2. (U) Electromagnetic Radiation Limits.
(L) Eiectric Radiation Limits.—Tne electric racdiztion limits ap
§el¢ antenna located one meter from the EUT. One meter from the EUT is the standarc measurement point.

ply to tests periormed with an E-

—

g
=R
m =

12.2.2 (U) Magneric Radiation Limits. —Thne magnetic raciation limits apply to tesis peior

loop located one metes fro
no limits for these categori

a8
—

field antenna with the ceater of the
catezory 1 or J; therefore, there are

12.3. (U) BLACK Line Limits.

= -~ 5 ; -
12.3.1 1€/ BLACK Line Conduction Limits,

d=-
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APPENDIX A
CLASSIFICATION OF COMPROMISING EMANATIONS INFORMATION

A.1. (U) General.—The Director, National Security Agency, has responsibility for providing guidance on
security classification and control of information pertaining to compromising emanations, including the
releasability of this information to foreign nationals. X

A.2. (U) Scope.—These guidelines cover information relating to the control of compromising emanations
and supplement those in_ NTISSI-4002, dated 5 June 1986. Y

. s
- —

A.3. (U) Rationale.—Compromising emanations information shall b'é_c‘.assiﬁcd based on provisions of
Executive Order 12356, “National Security Information,’” dated 2 Apri. 1982,

——

Wk‘b. % Thoe following guidelines describe various aspects of the compromising emanations probiem and
A provide levels of classification which shall be assigned to this information. The levels of classification indicats

the minimum levels of protection which shall be aforded 2 particular category of compromising emanztions
i els of classification 1o specific catezories of COMDPIOTLSL

information. (It may be necessary (0 assigh higher lev
emanations information depending on su h fa

" ol --W.ﬂ .m MM . b :'—e‘:' il . vy wpFEE Y AN

-

: ]'No person is entitled to possess Or aCCEss information concsraing compromising
emanations solely because of his offics, position, or type of clearancs. No information relared to the subject
of compromising emanations shall be released to the public through the press, advertising, radie, TV, or

other public media without spezinc written approval from the Dirsctor, National Security Ageacy.

—_—
on commercial telephones is discourages:
|

{ The discussion of TEMPEST information ;
ttempts to ‘‘talk around™ classified

TEMPEST information must be avoided.

A.4. (U) Classification Marking.—In accordance with the following guidelines, classification markings for
compromising emanations information shall be reflected in each paragraph, and at the 10D and bottom of
each page and the cover shests:

_—

IDoes not apply to contractors.

—CONEIDENTIAL A-1
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a. (U) For Department of Defense contractors and bidders— .
in accordance with the directives of DoD 5220.22-M and the authorization and guidelines of the
contractor’s/bidder’s DD-254.

b. (U) For all other contractors and bidders—
in accordance with appropriate department or ageacy guidance.

c. (U) For U.S. Government testing agencies—
““Classified by NSA/CSSM 123-2
Declassify On: Originating Agency’s Determination Required”’

A.5. (U) Foreign Release.—Classified TEMPEST information may be released to forei gn nationals only
when authorized by the Director, National Security Agency. Address requests for authorization to Director,
National Security Agency, ATTN: S1, Fort George G. Meade, MD 20755-6000. Each publication which
contains classifed TEMPEST information shall have the following notation placed on its letter of
promulgation, handling instructions or title page.

““This publication or the information it contains may not be released to
foreign nationals without prior specific approval from the Director,
Nartional Security Agency. All approvals will ideatify the specific
information extracted’ from this publication authorized for release 1o
specific fersign holdess.”

A.6. (U) Specific Guidelines.—This appeadix contains classification guidelines which reiate onlv to
TEMPEST information. Terms, details of tesiing, test data, e:xc., related to siandard radio frequency
interference (RFI), eleciromagnetic interTerence (EMI) or c".c::romagnc:ic compatibility (EMC] testing are
unclassified and are not acdressed in these guidelines. These guidelines cover the most commen occurrencess:
if circumsiances arise which ars not covered by these guidzlines, the originator must determine a classification
based on the rationale contaizzZ in Paragraph A.3. above.

. (U) TEMPEST Classification Chart Outline.—The following is a TEMPEST c,.a.,smr:'zuon chart to
assist in specific problems. The contents of this chart are:
a. (U) Terms (when associated with TEMPEST) and definitions.
b. (U) Policy.
¢. (U) General TEMPEST statements.
d. (U) Procedures, techniques, and specifications.
e. (U) Laboratory tests.

A.8. (U) TEMPEST Classification Chart.

a. (U) Terms (when assoc:ared with TEMPEST) and Definitions.—The dc&mnops for thc terms listed herein
are com.amcd m Appendix A, NACSIM 5000.

Terminology Classi fication
) Term ° Definition
Y
1. (U) Acoustic Emanation If UNCLASSIFIED CONFIDENTIAL
2. (U) Average Depth of Correct Symbol (ADCS) UNCLASSIFIED CONFIDENTIAL
3. (U) Bit Density Information UNCLASSIFIED CONFIDENTIAL
4. (U) Compromising Emanations (CE) UNCLASSIFIED  UNCLASSIFIED
5. (U) Controlled Space (CS) UNCLASSIFIED UNCLASSIFIED
6. (U) Digraphic Information UNCLASSIFIED CONFIDENTIAL
7. (U) Emission Security UNCLASSIFIED UNCLASSIFIED
8. (U) Fortuitous Conduction (FC) UNCLASSIFIED  UNCLASSIFIED

A-2 ' . UNCLASSIFIED
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Terminology Classi fication
Term " Definition
9. (U) Information Ratio (IR) (_U\NCLASSIFIED UNCLASSIFIED
10. (U) Line Conduction (LC) l-UNCLASSIFIED UNCLASSIFIED
11. (U) Monographic Information | UNCLASSIFIED CONFIDENTIAL
12. (U) Polygraphic Information . UNCLASSIFIED CONFIDENTIAL

13. (U) | UNCLASSIFIED

Powerline Conduction

16. (2
“77. (U) Short Cycle Operation . UNCLASSIFIED
18. (U) Skewed Parallel Signal UNCLASSIFIED
19. (U) Telecommunications \UNCLASSIFIED
20. (U) TEMPEST JUNCLASSIFIED
21. (U) Transition Density Information 'UNCLASSIFIED
. Starement

b. (U Policy.—Informaticn indicating the U.S. Governmeat’s national-level pob-
ciles. programs, responsicilities, Or [resources for the control of compromusing
emanations.

- (U General TEMPEST Statements.

(1) (U) The statement, witbout giving details, that a specific plaintext processing
equipmentsystem has TEMPEST deficiencies. (If any specifics are provided. ses
Paragraph A.8.e).

(2) (U) Toe statemeat that a TEMPEST-suppressed version of a plaintext
procsssing equipment/sysiem is available. (If any specifics are provided, ses Paragraph
A.8.e).

(3) (U) Schematics or information regarding the technical or performance
characierstics of specific countermeasures (circuits, devices or components) which are
identified as being used to control or eliminate the following types of TEMPEST
problems if not associated with a specific equipment or system. (If a specific equipment
or system is identified, ses Paragraph A.8.e).

(a) (U) Electromagnetic radiation ot line conduction
\, (b) (;2)) '
ﬁ‘&} (U) The statement that a specific equipment/sysiem has besn scheduled for a
TEMPEST test.

(5) (U) Complete or essentially complete listings of TEMPEST documents.
’

d. (U ‘P.mcedures. Techniques and Specifications.

(1) (U) Procedures, techniques, and specifications for the derecrion of compro-
mising emanations which compromise plaintext. _ "

(2) (U) Information revealing the specific analytic methods or techniques used f0
extract information or otherwise exploit compromising emanations related to plaintext.

(3) (U) Information revealing newly discovered, or certain special, techniques for
interception, analysis, or testing.

e. (U) Laboratory Tests.—The following statements provide guidance relative to
system and equipment TEMPEST evaluations.

CONFIPENTIAL

CONFIDENTIAL
CONFIDENTIAL
UNCLASSIFIED
UNCLASSIFIED
CONFIDENTIAL

Classi fication

CONFIDENTIAL

UNCLASSIFIED

UNCLASSIFIED

—

UNCLASSIFIED
UNCLASSIFIED

CONFIDENTIAL
SECRET

TOP SECRET
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Statement . -Classification
1) (U) Test results, or other information, including the information ratio (IR), ’
which indicates that the following TEMPEST vulnerabilities exist with a specific
equipment/system which process national security information
(a) (U

) Emanations within a CS or below a specification limit (i.e., CE) which —
compromise pi.amtcxt

\ CONFIDENTIAL |

(2) (U) Thc statement

, Without revealing specific details

, that an equipment/ |
System has been modified to mest TEMPEST requirements or that TEMPEST
vulnerabilities have been corrected.

| UNCLASSIFIED
(3) (U) Information that specific TEMPEST wvulnerabilities have besn corrected |
with a specific cnmpmcqtfsvsrcm CONFIDENTIAL |
|
; '1
' W |
Nore: Schematics and drawings which include TEM "’Esm
p are not classified..

-CONFEIDENTIAE-
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APPENDIX B
DESCRIPTION OF CORRELATED SIGNALS

B.1. (U) The tester has the responsibility to describe clearly and accurately any correlated signals detected
during TEMPEST testing. Table B-l depicts the relationship betwesn displayed emanations and types of
correlation. This table is not meant o be all-inclusive. Figures B-1 through B-8 illustrate some examples of
correlated emanations. The upper trace(s) is the monitor signal (i.e., RED signal) and the bottom trace(s) is
the detected signal. The photographs are representative of only 2 few of the possible 1ypes of correlation.
Also, the photographs depict a high signal-to-noise ratio to facilitate reproduction and to demonstrate easily

recognizable correlation. Under certain test conditions, the correlation may be far less obvious and distinct.

UNCLASSIFIED B-1
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Figure B-1.—Examples of Correlated Emanations. A-Scope Display (U)
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Figure B-2.—Examples of Correlated Emanations. A-Scope Display (U)
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Figure B-4.—Examples of Correlated Emanations. A-Scope Display (u)

B-6 ' CONFIDENTIAL




Figure B-

—COMNFIDENTTAL NSTISSAM TEMPEST/1-92

(V)

5.—Examples of Correlated Emanations. Raster Display
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Figure B-6.—Examples of Correlated Emanations. Raster Display (U)
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Figure B-8.—Examples -of Correlated Emanations. Raster Display (U)
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APPENDIX C
TEST GUIDELINES FOR PARALLEL INFORMATION TRANSFER EQUIPMENT

UNCLASSIFIED

Figure C-1.—Parallel Transfer of Data (U)
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Figure C-2.—Bit-Density Emanation Examples (U)

'NSTISSAM TEMPEST/2-91, **Compromising Emanpations Analysis Handbook''.
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Figure C-3.—Fingerprint Emanation Examples (T)
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APPENDIX D = ~
ALPHANUMERIC CRT DISPLAYS

D.1. (U) Scope.—This appendix describes the operation of alphanumeric CRT displays and presents
guidelines for determining RED signaling rates.

D.2. (U) Introduction.
{

~
D.2.3 (U) Toe determination of Rt is made in the same manner as descriced in 5.5.2.

sl

D.3. (U) Examples of Scanning and Character Generation Methods. -
D.3.1 (U) Scanning.

D.3.1.1 (U) Video Scan: Continuous.—In a continuous scan display, the electron beam of the CRT
starts at a given coordinate point and sequeatially moves through each coordinate point at a fixed swezp
spesd. This type of scanning can be extended to other types of CRTs, such as a standard TV monitor where
the scanning is ‘“‘interlaced’ (see Figurs D-1).

D.3.1.2 (U) Video Scan: Modified Continuous.—The electron beam of the CRT scans all the displayable
points for each character of all character positions. The pattern traced by the deflection system is normally
a vertical modulation of a herizontal swesp. This type of scan uses a sawtooth pattern sometimes referred
1o as a ‘‘diddle pulse’’ sawtooth pattern (ses Figure D-2).

D.3.1.3 (U) Random Scan.—In a CRT display with this type of scan, the beam is not scanned linearly,
but is directed from any screen location to any other.

_CONFIDENTHE D-1
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Figure D-2.—Video Scan-Modified Continuous (U)
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D.3.2 (U) Character Generation.

'D.3.2.1 (U) Standard TV Display.—The individual characters are displayed by unb_l_anking the electron
beam during line segments of a continuous scan (see Figure D-3). T

D.3.2.2 (U) Dot Matrix.—The individual characters are displayed by unblanking the electron beam at
the appropriate positions in a dot matrix (see Figure D-4).

D.3.2.3 (U) Stroke or Vector Generation.—The individual characters are displayed by ‘‘drawing”’ small
line segments (vectors) to make up the character (ses Figure D-5). The program which is controlling the
display must control the electron beam position, as well as unblanking, since there is no raster.

D.3.2.4 (U) Beam Extrusion.—The individual characters are displayed by passing the electron beam
through a selected shaped aperture in 2 metal plate which causes the beam to assume the shape of the
aperture when focused on the face of the CRO.

D.4. (U) Examples of Defining Rd.
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UNCLASSIFIED
Figure D-3.—Standard TV Display: Character “‘B™ (U)
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Figure D—4.—Dot Matrix (U)
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D.5 (U) Special Test Requirements.
D.5.1 (Ul Alphanumeric CRT Displays. -
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D.5.3 (U) The testing organization shall provide signalling characteristics used to determine the Rd’s and
Rt’s. Any deviations to the above test requirements shall be documented and justified.

_

UNCLASSIFIED

Figure D—5.—Stroke or Vector Generation: Character *“B'* (U)
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Figure D—-6.—Example of TY Display (V)
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Figure D-9.—Example of Stroke Generation Display (U)
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W"L:.B. (U) Automated Detection System Parameters. - e moruomam moc -

8 ——

o
H

s U,

| E.4. (U) Documentation Requirements.—Do
I

: below and in Paragraphs 6.3 and §.4.
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APPENDIX F
DETECTION SYSTEM BANDWIDTH MEASUREMENT

F.1. (U) Introduction.—The overall detection system bandwidth shall be used when determining compliance .
of TEMPEST detection systems with the bandwidth requirements of this document. Procedures are presented
for measuring sine wave and impulse bandwidths of non-tunable detection systems and tunable detection
systems with and without a Demodulator. Alternate procedures may be used, provided the same results are
obtained as when using the specified procedures herein. The alternate procedures used must be documented
in the test instrumentation certification report and must be approved by the sponsoring organization.

F.2. (U) 6 dB Bandwidth Measurements: Tunable Heterodyne Detection System with Demodulator.—
This procedure is required for determining the overall 6 dB detection sysiéin bandwidth of tunable heterodyne
detection systems at the post-detection output. This overall bandwidth is equal to the difference berween the
low-pass and high-pass 6 dB cutoff frequencies, as measured using F2.2.a through /i below.

F.2.1 (U) Signa! Generator Requirements.—This procedure accounts for the effect of both the IF and video
circuits upon the overall low-pass cutoff frequencies. An RF sine wave signal generator spall be used for the
measurements. Ine RF signal generator carrier frequency shall be tunable and shall be within the tuned
frequency rangs of the detection sysiem. Toe RF generator carrier signal shall be amplitude-modulated with
a sine wave using any comveaient modulation index (e.g., 30 percent). Tne modulation index shall be
maintained constant during the measurement, unless otherwise noted. The frequency of the modulating signal
shall be adjustable over the modulating frequency capability of the RF signal generator. If the maximum
usable modulating frequency is greater than the expected IF bandwidih, then only one RF signal generator
is required. If the expected IF bandwidth is greater than the maximum usable modulating frequency, then
two RF sine wave generators are reguired for the test. The second RF generator shall be tunable over the
same frequency range as the first RF generator, but shall not be modulated. When :wo.RF generalors are
required, both generators must provide frequency accuracy and resolution which are at least one order of
magnitude better than the expected overall bandwidth.

F.2.2 IU} Measurement Procedure.—The overall bandwidth shall be measured as follows:

a. (U) If one RF signal generator is required, apply the output of the generator directly to the input
of the detection system. If two RF signal generalors are required, apply both generators through a power
divider to the input of the detection sysiem. Inline attenuation (e.g., 20 dB) may be used as nesded 10
provide signal attenuation and signal generator isolation. Initally, decrease the output of the second generator
(if used) to zero or at least 40 dB below the output of the modulated RF generator.

b. (U) Adjust the carrier frequency of the modulated RF generator around the tuned center frequency
of the detection systemn until the maximum level of the modulating signal is observed at the same output
port of the detection system as nsed during TEMPEST testing. The level of the modulated carrier signal
applied to the detection sysiem and the modulation index must be such that the detection system output
signal is at or below the 1 dB compression point.

¢. (U) Adjust the frequency of the modulating signal until the maximum output level of the detection
system is observed or the maximum available modulating frequency has besn reached, whichever comes first.
Readjust the RF signal generator level, if necessary, to maintain the detection system output level at or
below the | dB compression point. Note the modulating frequency and the detection system output level as
a reference.

d. (U) Maintaining the same RF generator carrier frequency, as in ¢ above, reduce the frequency of
the modulating signal until the output of the detection system decreases 6 dB from the reference level noted

UNCLASSIFIED F-1
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in ¢ above or until the modulating frequency is essentially zero frequency (such as would occur in d.c.-
coupled Demodulator), whichever comes first. Record this frequency as the 6 dB high-pass cutoff frequency.

e. (U) Increase the modulating frequency found in step 4 as necessary to produce a relatively noise fres
detection system output signal, but do not increase the modulating frequency to more than 10 percent of
the overall bandwidth. Note the resulting modulating frequency and the detection system output level as a
reference. Shift the RF carrier frequency down until the output of the detection system decreases 6 dB from
the reference level of this step. Increase the RF generator carrier level by 6 dB and decrease the modulation
index by 6 dB (e.g., to 15 percent).

/. (U) If only one RF signal generator is required, then increase the frequency of the modulating signal
until the maximum output level of the detection system is observed. Note the new output reference level.
Then, continue to increase the modulating frequency until the detection system output level decreases 6 dB
from the new reference level. Record the resulting modulating frequency as the overall 6 dB low-pass
frequency.

g. (U) If two RF signal generators are required, set the frequency of the second generator equal to the
first generator, plus the reference medulating frequency of step e. Turn off the modulation of the first
generator. Increase the level of the second generator until the detection system output eguals the refereace
level of step ¢ minus 6 dB. Next, increase the frequency of the second RF generator until the maximum
output level of the detection system is observed. Note this output level as the new refereacs level. Toen
continue to increase the freguency of the second RF gemerztor until the detection sysiem outpu: lsvel
decreases 6 dB from the new referencs level. Record the resulting difference betwesn the two RF generzior
frequencies as the overall 6 dB low-pass cutoff frequency.

h. (U) Subtract the result of 4 (above) from that of for g (above) to obtain the overall 6§ dB deteciion
system bandwidth.

i. (U) Repeat the bandwidth measurements at a minimum of two tuned frequencies per decade or one
near the center of each tuning band of the detection system, whichever is the greater number of readings.

F.3. (U) 6 dB Bandwidth Measurements: Tunable Heterodyne or Tunable Non-Hetgrodyne Detection
System Without Demodulator.—The bandwidth of these detection svstems shall be measured as follows:

a. (U) Apply the output of a calibrated unmodulated sine wave generator' to the input of the deteciion
sysiem.

b. (U) Adjust the carrier frequency of the cw generator around the ceater frequency of the detsciion
system until the maximum ourput level of the detection system is observed at the same port used during
TEMPEST testing. Note the output level.

c. (U) Maintaining the same cw generator carrier amplitude and detection system tuned ceater freguency
as in b (above}, reduce the cw generator carrier frequency until the output levei of the detection sysiem
decreases 6 dB from the leve] obtained in & (above), or until the carrier frequency is esseatially zero frequeacy
(such as would occur at a detection system output with d.c. response), whichever comes first. Note this
frequency.

d. (U) Repeat ¢ (above), except increase the carrier frequency until the output level decreases 6 dB from
the leve! obtained in & (above). Note this frequency.

e. (U) Subtract the frequency recorded in ¢ (above) from that in 4 (above) 10 obtain the detection svsiem
bandwidth.

f. (U) Repeat the bandwidth measurements at 2 minimum of two frequencies per decade or one per

tuning band (near the center), whichever is the greater number of readings.

A swept-!‘requénc'y generator with a coostant output voltage may be used in lieu of the manually-tuned gezerator. Using a
calibrated display device, the detection system bandwidth can then be read directly.

F-2 _ UNCLASSIFIED




. UNCLASSIFIED . NSTISSAM TEMPEST/1-92

d. (U) Adjust the IG output level so that the peak-to-peak waveform displayed on the oscilloscope (at
the output of the detection system) is equal to the peak-to-peak amplitude of the cw waveform recorded
in b (above). Note the level (in volts (equivalent rms sine wave)/MHz) of the impulsive signal applied at the
input of the detection system.

e. (U) Calculate the impulse bandwidth of the detection system with the following formula:

(Sine wave input signal level in rms volts recorded in b (above).)

IBW =
(impulsive input signal level in volts (equivalent rms sine wave)/MHz, recorded in 4 (above).)

S (U) Repeat the ifﬁb’ﬁlsc bandwidth measurements at a minimum of two tuned frequencies per decade
or one per tuning band (near the center), whichever is the greater number of readings.

F.7. (U) Impulse Bandwidth Measurements: Non-Tunable Detection Systems.—The impulse bandwidth
shall be measured as follows:

a. (U) Apply the output of a calibrated unmodulated sine wave generator to the input of the detection
system.

b. (U) Adjust the carrier frequency of the cw gsnerator around the center frequency of the detection
svstem passband.

¢. (U) Obuain a convenient display of the derection system output signal on an oscilloscope. Note the
output peak-to-peak amplitude observed on the oscilloscope and the signal level in rms volts of the cw sine
wave applied at the input of the detection system.

d. (U) Disconnect the cw geznerator and apply the output of a calibrated impulse generztor to the input
of the detection system. Set the IG repetition rate to any convenient rate less than one-fifth of the nominal
. ; (]
overall detection system bandwidth.

e. (U) Adjust the IG output level so that the peak magnitude of the waveform displayed on the
oscilloscope (at the output of the detection system) is equal to one-half the peak-to-peak amplituce of the
cw waveform recorded in ¢ atove. Note the level, in volts (equivaient rms sine wave) MHz, of the impulsive
signal applied at the input of the detection system.

f. (U) Calculate the impulse bandwidth of the detection system with the following formula:

(Sine wave input signal leve! in rms volts, recorded in ¢ above.)

IBW =
(impulsive input s_igna.l level in volts (equivalent rms sine wave)/MHz, recorded in 4 above.)
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Figure G-2.—Bounds on Tunable Overall Detection System Bandwidth (U)
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Figure G-5.—Required Minimum Antenna Distances From Metal Surfaces and Objects
Other Than the EUT (U)
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Figure G-7.—Orientation of MR Pickup Loop (U)
DIRECT RECEIVER
TO LINE - N DISPLAY
o o= VOLTAGE AMPLIFIER .
UNDER TEST £
= : TAP . ETC. | DEVICE |
SUBSTITUTION
SOURCE
UNCLASSIFIED
Figure G-8.—Typical Test Iostrumentation for Line Conduction Tests (excluding powerlines) (U)
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Figure H-1.—Tunable ER Limits (U)
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APPENDIX K
IMPULSE GENERATOR CALIBRATION

K.1. (U) Procedure.—Impulse generators shall be calibrated by one of the four following methods:'
K.1.1 (Ur Method 1.

a. (U) Apply the outpul of the impulse generator 10 be calibrated to the input of an amplitude-linear
receiver having synchronously tuned, Jess-than-critically-coupled, circuits. Radio interference field intensity
receivers are satisfactory for this purpose if their impulse bandwidth is at least five times the repetition rate
of the impulse generator. Any automatic gain control (AGC) system shall be defeated. Once the receiver
controls are set, they should not be changed during the calibration process.

b. (U) Obrain an oscilloscope pattern of the overall receiver response at the IF output. The oscillescope
controls shall be so adjusted that the patiern is as large as possible within the calibrated area on the facs
plate. Either photograph or trace the pattern. Record the oscilloscope sweep speed setting. (The swesp
spesd shall be calibrated accurately.)

¢. (U) Use a planimeter of other intsgrating device 10 determine the arsz of the positive portion of the
major lobe of the response waveform. (More accuracy can be obtained by summing the area under the odd-
numbered lobes and subtracting from it the total area under the even-numbered lobes.) Tais operation shall
be carried out at least five times and the average of the readings taken as the arsa.

d. (U) Calculate the impulse bandwidth of the receiver in accordance with the following formula:

pattern height* in cm

IBW in MHz = e . x 1078
(pattern area® in cm”) (sweep speed In sec/cm)

*Refers only to positive portion of response waveform.

e. (U) Connect 2 calibrated sine wave generaior 10 the receiver. Tune the gznerator the recsiver's
tuned frequency and adjust the output until the peak pattern height is the same as that obtained with the
impulse generator in 2. and b. (above). Record the output of the sine wave generator in microvolts (rms).

f. (U) Calculate 20log,o(e/d) where ¢ and d are the results obtained in €. and d. (above) expressed in
microvolts (rms) and megahertz, respectively. This calculation gives the spectral intensity of the impulse
generator output in dBpV/MHz (equivalent rms sine wave).

K.1.2 (U) Method 2.

a. (U) Select a bandpass or Jow-pass filter with the following characteristics:
(1) (U) Minimum upper roll-off of 18 dB/octave.

(2) (U) Maximum upper 3 dB cutoff point which is 10% of the reciprocal of the expected width of
the driving impulse (from the 1G to be calibrated) or 80% of the bandpass of the CRO in use, whichever is
less.

(3) (U) Passband wide enough 1o permit passage of sufficient energy such that the peak voltage of
the output waveform can be accurately read on the CRO.

(4) (U) 50 ohm input and output impedance in the passband.

b. (U) Determine the impulse bandwidth (IBW) of the filter employing the procedures specified in
method 1, paragraphs 2. through d. (above), substituting the word *‘filter”” for tireceiver”. Once the IBW

PR

Other methods may be used if justified and approved by the sponsonng organization.
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of the filter has been measured, the filter may be used to calibrate any number of IGs; however, the IBW
shall be rechecked in accordance with the calibration requirements specified in Paragraph 7.6.

c. (U) Terminate the output of the IG to be calibrated with a 6 dB (minimum), 50 ohm pad and
connect it to the input of the filter.

d. (U) Terminate the output of the filter with a 50 ohm resistive load and connect it to the vertical
input of the CRO.

e. (U) Record the peak voltage of the filter output on the CRO microvolts.

f. (U) Calculate:
20log,q(e/b) + pad loss — 3 dB + filter insertion loss
where e and b are the results obtained in paragraphs e. and b. (above), expressed in microvolts (peak) and
megahertz respectively. This calculation gives the spectral intensity of the impulse generator output in dBuV/
MHz (equivalent rms sine wave).

K.1.3 (U) Method 3.—Compare the output of the IG to be calibrated, with the output of znother IG
which has previously besn calibrated, in accordance with method | or method 2, within the last six months.

K.1.4 (U} Method 4.

2. (U) Apply the output of the impulse generator to be calibrated to the input of a spectrum analyzer
baving the following characteristics:
(1) (U) Known impulse bandwidths.
(2) (U) Absolute amplitude accuracy equal to =2 dB or better.

b. (U) Select a spectrum analyzer bandwidth at least five times the repetition rate of the impulse
g=nerator, but no larger than one-tenth the usable spectrum of the impulse generator. Select a scan time in
seconds/division, no less than 10/repetition rate (Hz) to insure ten-impulse responses per division.

c. (U) Add any conversion factors to the spectrum analvzer displaved voltage nesded to convert dBm
10 dB ref. | uV rms. Subtract the impulse bandwidth of the spectrum analvzer in dB ref. 1 MHz from this
value to convert to dB ref. | uV/MHz and subtract 3 dB to convert the rzading to dBuV/MHz (=quivalent
rms sine wave), which is the spsctral intensity of the impulss gensrator output.
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OUTLINE DESCRIPTION (U)

Abstract (150 to 300 words)

Identification of equipment or system

Purpose of test, including dates

Location of test facilities

Functioning/operating principles
RED data and lines identification

Certifications included for Facility and Measurement Equipment

Test setup including exercise and simulation equipment

Test message statement

e Commercial—concluding statement

1.0 (U) Introduction.

1.1. (U) Introductory statement, including exact identification of EUT: name and type rfumber; purposs of
12st: contractual and subcontract information, if any; briel statement of configuraticn or modss of operziion
selected for testing and for cartification, if applicable; any other statements nec=ssary to round out the
introduction for the reviewsr, as well 2s for the tecanician who will be foliowing this test plan and

performing the actual TEMPEST test.
1.2. (U) Include a list of all applicable documents such as NSTISSAM TEMPEST/1-91.
1.3. (U) Provide details of any waivers or exceptions, and justify.

2.0 (U) Equipment under Test.—Tnis section of the test plan describes the EUT in precise and desfinitive
terms.

2.1. (U) Description of the EUT.—This should include nomenclaturs, description of intended uses
including actual applications as a system, as part of a system, or as 2 stand-alone, modes of operztion,
modes 1o be tested, power, /O lines, etc.

2.2. (U) Theory of Operation.—This should be in sufficient detail or depth to provide the U.S. Govemment
reviewer and the person performing the TEMPEST 1ests with the knowledge 10 ascertain whether the test
plan exploits all TEMPEST modss and conditions. Identify control and timing signals that are associated
with processing of RED data.

(Figure 2-1.—Functional Block Diagram)

(Figure 2-2.—System Block Diagram if applicable, to identify or clarify the position of the EUT in an
operational system.)

2.2.] (U Function.—If the device or system consists of more than one box, separate paragraphs may be
used to describe the functions of each (2.2.2, 2.2.3, ewc.). Use either a separate block diagram for each box
or a consolidated single diagram.

2.3. (U) Operating Modes.— Describe cach mode of operation, ¢.g., manual, automatic, single channel,
TDM, orderwire, etc.

3.0 (U) RED Signals.—In this section, identify each EUT RED signal type, the major internal and
external RED signal sources (S1, 52, S3, etc.) for each RED signal type, and all RED signaling rates (Rdl,
Rd2, Rd3, Rtl, Rt2, Ri3, etc.). It shall be considered a different RED signal type if there is a change in
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format, code, timing, transfer method, or parity. Determine the épplicablc test categories fot each Rd and
Rt. A time-sequence description and illustration of the RED signal flow shall be provided to properly
identify all RED signal sources.

3.1. (U) RED Signal Description.

This section should present signal description in tabular form, including:
* RED signal identification including frequency

Synchronous/asynchronous

Signal function

Data format, e.g., NRZ

Code, e.g., ASCII

Parity and other nondata information

Data unit bit widths

Data bit rate

Rise and fall times

Level, e.g., voltage, impedance, TTL, 188, etc.

IC families

Dara delays )

Sampling information, if applicable

Serial, parallel, MUX, etc.

® @ o & @& 0 ® @ ° & ® 8 @

3.2. (U) RED Signal Flow Diagram.—Figure L-1 presents an example of a time-ssquence RED signal
flow diagram. It is recommended that each RED signal be identified with consscutive numbers or letters,
and that the same identification be used throughout the test plan and test report.

4.0 (U) RED and BLACK I/O Lines.—This section enumerates all lines that connect to the EUT. Identify
cach RED line and each BLACK line that enters or leaves the EUT or the EUT area. Selecr and justify
specific lines 10 be tested. Justify rejection of lines not to be tested. This should include signal linss, control
lines, clocks, grounds, status lines, and others. (Figure 4~1.—Input/Output Lines — This should be a block
diagram that differs from the functional block diagram of Figure 2-1 since it permits each line that
interconnects EUT boxss or enters/leaves the EUT area to be shown and identified. Identification of ezch
line should be clear and complete, including information on function, time, format, level, destination, and
any other pertinent features.)

5.0 (U) Potential Carriers.—Identify potential inadvertent carders of RED information including possible
areas where contamination with RED information may occur. An example could be clock harmonics, or any
clock multiples or submultiples that provide timing information to more than one circuit or function. The
TEMPEST test plan should point the way to search and verification by its thoroughness in listing all such
potential carriers.

6.0 (U) TEMPEST Test Requirements.—This section should include all details of the planned TEMPEST
test, except for preliminary information in the preceding sections. The use of tables, as applicable, will be
fully acceptable, with accompanying explanations as neaded.

6.1. (U) Test Procedures.—Provide a narrative description of both general and specific test procedures.
Describe in general the procedures for running the tests and the process of operating the detection system
to acquire and measure emanations. Include specific operation of the EUT and exerciser. The procedures for
running the tests should be presented in the form of a specific guide for the TEMPEST test technician,
including necessary adjustments for each operational mode to be explored. Include herein any special
conditions to be observed and any specific software requirements to attain desired operational characteristics.
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Figure L-1.—Example of Test Plan Time-Sequence RED Signal Flow Diagram, Simplified (U)

L-7

UNCLASSIFIED




UNCLASSIFIED NSTISSAM TEMPEST/1-92

.

6.2. (U) Documentation.—Describe herein accessory equipment used for documentation, such as camera,
chart recorder, etc. Include examples of data sheets used for manual recording of raw data for each test and
for correcting, adjusting, and normalizing results. Attach examples of type/s of data shests to be used.
(Figure 6—4. —Example(s) of Documentation Forms)

6.3. (U) Test Media.—List the various media in which tests are to be performed including ER, MR, PLC, -
etc. (as well as tunable and non-tunable). Include each signal line, control line, clock line, powerline, etc.,
to be tested. Exceptions, deletions, limitations, or modifications will require rationale and authority from the
sponsoring organization for each change. ;

6.4. (U) RED Signals and Test Categories.—From the RED signal sources identified in Paragraph 3.0,
select those RED signals/sources to be investigated as part of this TEMPEST test. Justify those not selscted
for testing. Select the appropriate test category for each RED signal source.

6.5. (U) Frequency Ranges.—Include a narrative justifying selection of appropriate frequency ranges for
both tunable and non-tunable tests.

6.6. (U) Bandwidth/Bandpass Selections.—Explain selections of bandwidths and bandpasses for tunable
and non-tunable tests. State the bandwidth limitations, if any, of the instrumentation. .

6.7. (U) Exercise Equipment and Modes of Operation.—Describe the equipment and system to be used
to exercise the EUT. Pressnt the rationale for selection of this equipment and this test systzm. Include
explanation why certain modes, if any, were selected for test exercise and why other modes of operation, if
any, were excluded from such testing. Describe the piovsical location of the exercise equiprnent. Describe
use of any special operating techniques, e.g., usz of software to exsrcise certain portions of the EUT.
{Figure 6-1.—Exzrcise Equiproent, Diagram)

6.8. (L) Test Setups.

6.8.1 (U) Cl=arly describs and diagram the test setup(s) to be uszd for text media examinzatiens (ER, MR,
BLC, PLC, and RLC). Gensrzally, only one diagram will be neasded; however, additional diagrams mav be
necsssary for clarity. Iacluds ths test environment or shicided test eaclosure, EUT, auxiiiary eguipment,
exercise equipment, power supplies, blocks, detection and measurement equipment, oscilloscopes, PLISN’s,
filters, EUT ground planes, grounds, etc. Specify EUT grounding methods for both signal and safsty. Also,
specify how the cabinet is connected in the grounding scheme. The description and dizgram should make
clear what is to be in the test enclosurz{s), what is to be placed in any auxiliary shielded znclosure!s), and
what is to be placed or usesd outside shiclded enclosures. Provide justification if the type and installation of
conduits and cables used in the EUT test setup are not the same as those specified for the actual operaiicnal
installation.

6.8.2 (U) If the equipment or system can or may be operated in more than one mode or more than one
configuration, list and describe all such variations. If applicable, explain why certain modes are selectzd and
why others are not to be tested. This explanation should tie in with the intent of this test and thus with the
EUT description in Paragraphs 1.0 and 2.1 of this test plan. Accordingly, TEMPEST accrzditation. as a
result of the test to be performed, will not include the equipment or system in the modes or configurations
excluded in this test plan, unless due justification is provided herein.

(Figure 6-5, and, if required, 6-6, 6-7, etc.: Test Setup)

6.9. (U) Monitor Signals.—Explain and diagram specifically how and where monitor and/or synchronization
signals are to be derived for the purpose of comparing or correlating detected emanations with RED signals
in Paragraph 3.0 of this test plan. Describe what precautions will be taken to preclude signal distortions and
false indications of detected emanations.

(Figure 6-2.—Synchronize/Monitor Test Points)
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6.10. (U) Test Messages.

6.10.1 (U) Select test messages, words, characters, or input states which will succeed in‘running the EUT
through all combinations of conditions representative of all operational usages. Test messages should also be
selected or designed to aid in rapid correlation of detected emanations by assuring a high degree of
recognition or identification.

6.10.2 (U) Present in this section all the actual test messages to be used for testing, and include rationale
for selections made.

6.11. (U) Predicted Detected Output Signals.—Include explanation of hypothetical detected compromising
emanations. These should relate directly to the test messages described in Paragraph 6.10 above.
(Figure 6-3.—Predicted Detected Output Signals)

6.12. (U) Test Matrix.—This section should gather together in a single table, as a ready ‘reference, all
information required to perform all TEMPEST tests.
(Table 6-1: Test Marrix. See example in Table L-1).

TABLE L-1
EXAMPLE OF TEST MATRIX (U)

Approx.

TY“'“_ Spec. EUT S Rd ca. ot TIst Fred o pogmidth Rew  Ampl Filter  Aat Test
est & Mediom Type Range
Schedule

lAA-] 1-91 ez Sl xkzs X ER TUN 1-10MHz .25MH:z erc etc 6ilo:5!
1AA-2 1-91 el S1 xkbis X ER TUN 10=-100M ™ 6/16/91
1AA-3 191 et S oxkbis X ER TUN 100-1000M M 6/16/91
lAA-4 1-51 e St xkbis X ER TUN 1-10GHz M 6/16/91
2AA-1 1-51 erc S22 ykHz Z ER TUN  3-30MHz e1c - 6/16/51
2AA-2  1-G1 ete S2 ykHz Z ER TUN  30-300M : 6/16/91
Notes:

|. Detailed breakdown in this tazle may be simplified if these deuils have bean provided in test tables.
2. Numbering scheme shown in column | is only an example. Whatever sceme is selecied should be copsisteal anc clear
throughout the test plan and the TEMPEST test inciuding data shesis and the test report.

S*—RED signal source descoiption %

e.g.: S1 = parcllel [/O
S2 = printer data
S3 = RAM-UART
S4 = CPU-RAM
S5 = ew.

UNCLASSIFIED

7.0 (U) Test Capabilities.—This is the section for reporting on facilities to be employed in the projected
TEMPEST testing, if not covered in a separate facilities certification report.

7.1. (U) Test Facilities.

7.1.1 (U) Describe facilities to be used in the planned test, including dimensions, type of construction,
shielding materials, panel seam scheme, attenuation, door(s), lighting, air-conditioning, air ducts, powerline
filtering, power entrance, signal entrance scheme, grounding details, use of companion room(s) for test
equipment and/or exercise equipment.

(Figure 7-1.—Shielded Enclosure(s})

7.1.2 (U) If not covered in a separate certification report, include herein as Figure 7-2, certification
attesting to test facility in accordance with Paragraph 6.5 of this document.

UNCLASSIFIED L-9
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7.2. (U) Instrumentation. . v

7.2.1 (U) Describe measurement equipment, including detection equipment, antennas, attenuators,
oscilloscopes, power supplies, filters, PLISN’s, signal generators, IG’s, probes, etc., if not covered in a
separate detection system certification report.

(Table 7-1: Instrumentation)

7.2.2 (U) Include manufacturer, type number, description, frequency range, categories covered, band-
widths, etc., as applicable. _

7.2.3 (U) If not covered in a separate certification réport, include herein, as Figure 7-3, detailed
certification attesting to last calibration of frequencies, sensitivity, etc., in accordance with Paragraph 6.4 of
this document.

7.3. (U) Personnel Qualifications.—Provide qualifications of supervisory and technical personnel who

prepared this test plan, as well as those who will perform the tests and those who will write the TEMPEST
evaluation report.

L-10 UNCLASSIFIED




ACCESSION NUMBER
CLASSIFICATION

ORIGINATING SERVICE
OR AGENCY

ORIGINATOR'’S ID NO/
PROJECT NO.

CONTRACT NUMBER
TYPE

TESTING ORGANIZATION
TEST STANDARD

DATES OF TEST

REPORT TITLE

REPORT DATE
DISTRIBUTION CODE

ABSTRACT
OBJECTIVES
EUT DESCRIPTION

RESULTS

UNCLASSIFIED NSTISSAM TEMPEST/1-92

INSTRUCTIONS FOR COMPLETING
TEMPEST PROFILE FORM

Leave blank, number assigned by the NTIC.
Fill in classification of profile.

Fill in the name and address of service or agency that is paying for the test
or originated test tasking.

Number assigned by testing organization to this project. Enter task number
or report number.

Enter contract number if applicable.

Enter X in the appropriate line: Lab, Fielded, or Study.
Enter name and address of testing organizarion.

Enter test standard(s) applicable to equipment.

Enter dates equipment was under test (from - to).

Enter official title of report as it appears on the front cover.
Enter date of the report as it appears on the front cover.

Enter X in the appropriate line. If report is limited, and cannot be released
to the entre TAG Community, attach explanation.

Brief description of the report.
Enter X in the appropriate line.

Brief description of equipment under test; to include:

MODEL NUMBER Enter model number.

MANUFACTURER (no abbreviations)

EQUIPMENT NAME Enter other names equipment is known by (e.g.,
LaserJet Series ITI, SPARCStation, SCOPE etc., do not enter the model
number here).

EQUIPMENT CATEGORY (see NTIC's TEMPEST Zone Assign—
ments publication.

EQUIPMENT COMMENTS List any options or equipment tested
with the equipment (e.g., tested with a Zenith ZCM-1492 monitor).

Enter NSTISSAM TEMPEST Level and enter X in the appropriate
compliant box.

Enter Zone Rating as: A-D, B-D, C-D, or D

Enter Walk-Away Distance (if applicable).

Enter Comments about the Results.

UNCLASSIFIED M-1
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NTIC NUMZBER _ ‘CLASSFICATION
TEMPEST Profile
Originating Service Orig. ID No./Project No. Type
or Agency :
: Laboratory
Contact No. Field
Study
Testing Organization Test Standard Dates of Test
Report Title Report Date | Dist. Code
All TAG
Limited
ABSTRACT .
OBJECTIVES

NSTISSAM TEMPEST/1-92 Compliance Evaluation
TEMPEST Zone Evaluation

EUT DESCRIPTION
Model No. Manufacturer
Equipment Name
Equipment Category
Equipment Comments:
RESULTS

NSTISSAM TEMPEST Level _______ Compliant: Yes
Zone Rating Walk-Away Distance

No

Result Comments:

UNCLASSIFIED M-=-2
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(when blank)
CLASSIFICATION
COMMENT FORM
for

Use one form per comment,

Return completed form to: Director

) National Security Agency

ATTN: C9

Fort George G. Meade, Maryland 20755-6000

1. Date:

2. Name of Conuibutor:

3. Name of Organization:
4. Address of Organizaton:

5. Reference section in document (paragraph. page number. line number if required: if general comment

describe subject to be discussed):
6. Comment (What should be changed?):
7. Alternative (What should it be changed t07):

8. Rationale (why should change be made?):

. 1f more space is required for any of the above items. use extra shet(s) and attach to this form.

UNCLASSIFIED
(when blank)

CLASSIFICATION
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