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6.5
Network Scanners Within
Enclave Boundaries 

As discussed in Section 6.4, Network Monitoring Within Enclave Boundaries and External Connections, on-line network monitoring technologies provide a critical layer of defense within enclave boundary protection.  In addition to the network monitoring technologies, another class of technologies, referred to as network scanners, can also be deployed to improve overall security posture.  The framework makes a distinction between these scanners and network monitoring devices.  Monitors typically operate in near real time and have network traffic (or related characteristics) as their focus. Monitors tend to measure the effectiveness of the network’s protection services that are subject to attempted exploitation.  This is somewhat of an “after the fact” measure, not a preventive measure.  Scanners, on the other hand, are preventive measures.  Typically, they operate periodically (or on demand) and examine systems for vulnerabilities that an adversary could exploit, measuring the effectiveness of the system’s infrastructure protection.

The local environment is the logical place for addressing these network assessment technologies.  Scanning can be performed at the network boundary or at the host level.  This segment of the Information Assurance Technical Framework (IATF) specifically considers network vulnerability scanner and War Dialer technologies that are germane to the enclave environment.  Please refer to Section 7.2, Host-Based Detect and Respond Capabilities Within Computing Environments, for guidance on the use of similar technologies that are more suitable for deployment at the host level.  

Unlike the near-real-time network monitoring technologies addressed in Section 6.4, Network Monitoring Within Enclave Boundaries and External Connections, network assessment technologies are typically executed in a periodic or on-demand manner, providing perspectives on the posture of a local environment.  Section 8.2, Detect and Respond as a Supporting Element, of the framework provides a perspective on an overall detect and response infrastructure; however, because these assessments typically focus on the local level, they tend not to interact with or be particularly relevant to a broader network infrastructure.

6.5.1
Network Vulnerability Scanners

Periodic or on-demand network assessment tools are adept at finding security holes at boundary-point devices or on network hosts within an enclave environment, hopefully before an attacker does.  They accomplish this effort by discovering known vulnerabilities in host or network system components and improper configurations visible from the network that create the potential for unauthorized access or exploitation or are counter to enterprise policies.

6.5.1.1
Technology Overview

Vulnerability analysis tools help automate the identification of vulnerabilities in a network or system.  Network-based vulnerability scanners take an inventory of all devices and components within the network infrastructure.  These scanners operate over a network “against” target nodes by probing and examining the network components and hosts to identify vulnerabilities that are typically visible to their network connection.  They seek to identify network services that allow uncontrolled access, contain buffer control vulnerabilities, violate possible trust privileges, and contain weaknesses in network component (e.g., router, firewall, and Web server) configurations. 

A scanner probes for weaknesses by comparing data about a network configuration with its database of known vulnerabilities.  Network components, the network configuration, and the various versions of the software controlling the network are examined and compared with this database.  Network vulnerability scanners fall within one or more of the following classes.

Simple Vulnerability Identification and Analysis

A number of tools have been developed that perform relatively limited security checks.  These tools may automate the process of scanning Transmission Control Protocol/Internet Protocol (TCP/IP) ports on target hosts, attempting to connect to ports running services with well-known vulnerabilities and recording the response.  They also may perform secure configuration checks for specific system features.  The user interface of these tools is likely to be command-line based, and the reporting may include limited analysis and recommendations.  The tools are likely to be freeware.

Comprehensive Vulnerability Identification and Analysis

More sophisticated vulnerability and analysis tools have been developed that are fairly comprehensive in terms of the scope of vulnerabilities addressed, the degree of analysis performed, and the extent of recommendations made to mitigate potential security risks.  Many of these tools also provide a user-friendly graphical user interface (GUI).

Password Crackers

Password cracker tools attempt to match encrypted forms of a dictionary list of possible passwords with encrypted passwords in a password file.  This is possible because the algorithm used to encrypt an operating system’s passwords is public knowledge.  An attacker or insider would run these tools after successfully gaining access to the system in order to acquire a higher privilege level, such as root.  These tools allow operators to verify compliance with password selection policies.  Many tools from the previous category have integrated password-cracking modules.

Risk Analysis Tools

Risk analysis tools typically provide a framework for conducting a risk analysis but do not actually automate the vulnerability identification process.  These tools may include large databases of potential threats and vulnerabilities along with a mechanism to determine, based on user input (typically query/response scripts), cost-effective solutions to mitigate risks.  The vulnerabilities identified using a vulnerability analysis tool may be input into a risk analysis tool to assist in determining the overall risk to the system, or conversely, vulnerabilities predicted by a risk analysis tool can be specifically targeted for confirmation using vulnerability scanning tools.

6.5.1.2
General Considerations for Use

Network vulnerability scanners operate across the network to identify weaknesses in a connected system’s security scheme, exploitation of which would negatively affect the confidentiality, integrity, or availability of the system or its information.  These scanners are easy to install and can run a wide variety of attacks on a network to determine the network’s resilience to each attack.  However, a scanner only takes a snapshot of the network and does not operate in real time, often requiring post-capture analysis to understand and implement any mitigation approaches that may be required.  Typically, local area network (LAN) administrators do not use scanners on a day-to-day basis.

Scanners work either by examining attributes of objects or by emulating an attacker.  To act as a hacker, a scanner can execute a variety of attack scripts.  Because these can look (and act) like real attacks, it is important to consider what and when scans are performed.  Otherwise, it is possible that the scanner could have as much impact on the network as an actual incident.  Coordination with network operations staff is critical, particularly in environments that implement real-time intrusion detection techniques.  However, another use of such scanners is a “live” test and readiness evaluation of intrusion detection and incident response processes and procedures for an enterprise environment.

The vulnerability scanner will detect only objects it is configured to scan.  If the scanner is not configured and set up properly, there may be vulnerabilities that are not identified.  Therefore, using these tools may be of less value than performing no scans at all, because it may offer a false sense of the adequacy of the network’s resiliency to attacks.

6.5.1.3
Important Features

When considering the selection of a network-based vulnerability scanner, a number of features should be considered.  This section identifies important features for selection.  The section that follows discusses the rationale for the selection of these features.

Scanning Capabilities

· Does the tool offer an ability to add custom scanning routines to look for site- or technology-specific weaknesses of concern?

Response Mechanisms

· Automatic shutoff of vulnerable ports of entry.

User Interfaces

· Does the tool have a GUI for number entry, dialing status, and call results?
· Can reports be viewed in real time?
Reporting Capabilities

· Does the tool offer automatic alerting when new non-network ports are detected?
· Are all system answers logged in a database or file?

· Is there an updated database of network numbers with which to compare newly identified numbers?

· Does the database automatically combine logged information and place it in a report format?

· Does the tool provide suggested mitigation approaches for discovered vulnerabilities?

Platform Compatibility

· What are the platforms (operating systems) on which the tool will run?

· Does it use executables?

· Does it support scripts or macros?

6.5.1.4
Rationale for Selecting Features

The type and level of detail of information provided varies greatly among tools.  Although some can identify only a minimal set of vulnerabilities, others can perform a greater degree of analysis and provide detailed recommended mitigation approaches.  The selected scanner technologies should cover the full range of vulnerabilities for the given environment and system platforms.  In addition, the technologies should offer a comprehensive library of vulnerabilities, periodically updated by the vendor.  Capabilities including grouping of nodes into scan groups and customized scan options may be valuable for larger environments.

Some scanner technologies offer features that are useful depending on the training and skill levels of the operators that will be using them.  Depending on the planned usage of the scanner and the skills of the operators available, it is often desirable to select technologies that can be tuned to ignore some false positives.  It is also desirable to select features that enable the scanner to be tuned for important application environments, such as database environments, Web server environments, file server environments, firewalls, etc., since such profiles may differ based on the functions provided.

Scanning Capabilities

The type and level of detail of information provided varies greatly among tools.  Although some can identify only a minimal set of vulnerabilities, others can perform a greater degree of analysis and provide detailed recommended mitigation approaches.

Response Mechanisms

Assessment tools will continue to evolve in usability, with some vendors offering click-and-fix solutions.  The assessment software flags vulnerabilities in terms of the risk posed to the network and the ease of the fix.  Some technologies can generate trouble tickets to trigger a manual response.  They may offer an ability to change policies in firewalls and other enclave boundary defense mechanisms.  Some identify patches that should be installed.  Some offer to obtain and install patches.  Although installing patches is feasible, allowing the security administrator the ability to undertake these tasks and the difficulty of undoing configuration changes should leave customers wary of this function.  Such features should be considered in light of an environment’s existing configuration management policies and procedures.

User Interfaces

Most scanners enable the operator to configure what network elements are to be scanned and when the scans are to occur.  Typically, scanners are preconfigured with lists of vulnerabilities and can operate without customization.  Some technologies allow operators to customize the vulnerabilities the scanner will investigate.  Usually the results are sorted into a file that can be accessed upon demand to review the results.  More recently developed tools provide user-friendly front ends and sophisticated reporting capabilities.
Reporting Capabilities

Old products inundated customers with phonebook-size reports on all the various vulnerabilities that the network faced.  New products have database interfaces that prioritize vulnerabilities and allow network managers to deal with the network’s problems in a logical manner.  Many generate reports that are Web-enabled with hot-links and other “labor savers.”
Platform Compatibility

The computers to run this software must meet the hardware and software requirements specified by the manufacturer.  The vulnerability scanner software should function properly and perform its duties without failing.

Source

· Has the tool been developed by the Government (or under government sponsorship); if so, is it reserved; can your organization obtain authorization for its use?

· Is the tool available from a reputable vendor?

· Is the tool in the public domain (e.g., freeware from the Internet); if so, is source code available?

6.5.2
War Dialers

Firewalls and other enclave boundary protection devices can create a level of defense against network attacks that adversaries have to defeat.  However, as the trend continues toward borderless networks, machines with attached modems are often scattered throughout organizations.  When modems are installed on telephone lines connected to the data network, firewalls are no longer the only access port to the network, and thus cannot detect or control ALL of the data traffic that is traveling in or out of the network.  The result is that “back doors” are created that offer alternative, unprotected portals for adversaries to exploit, as depicted in Figure 6.5-1.  Analysts estimate that the bulk of damaging hacks on corporate networks come over modem connections that are not secure.  One technology, called War Dialers, is a specific form of network vulnerability scanner. 

6.5.2.1
Technology Overview 

Most commonly, War Dialers are associated with hackers.  Most hackers target organizations because they rarely control the dial-in ports as strictly as a firewall.  One way of combating intrusions by hackers is to use the same type of scanning tool as a defensive mechanism.

A War Dialer consists of software that dials a specific range of telephone numbers looking for modems that provide a login prompt.  The tools, at a minimum, record the modem numbers and login screen, but can also be configured to attempt brute force, dictionary-based login attempts. Visibility into telephone networks is provided by identifying modem, fax, or voice tones and characterizing security behaviors.  This process allows identification of network vulnerabilities.

War Dialers call a given list or range of telephone numbers and record those that answer with handshake tones.  Those handshake tones may be characterized as entry points to computer or telecommunications systems.  Some of these programs have become quite sophisticated, and can now detect modem, fax, or private branch exchange (PBX) tones and log each one separately.  A block of specified numbers is attempted and any modems found in that block are noted.
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Figure 6.5-1.  Back-Door Attacks Through Telephone Networks 

6.5.2.2
General Considerations for Use

Remote access to most organizations’ information systems is usually performed through ordinary telephone lines.  The lack of visibility into telephone networks makes it possible for any user to connect to an entire private data network via a modem.  These telephone lines must be thought of as ports of entry for possible network attacks and intrusions.  When an enclave does not deploy protection mechanisms that effectively secure or monitor telephone networks, intruders can gain access to proprietary information; existing security systems remain blind to unauthorized activity.  War Dialers are an effective way to identify unsecured modems.  Along with a strong modem policy describing the need for modem registration and PBX controls, War Dialer scanning can help an organization defend itself against such dangers.  Use of this type of technology can help an enterprise to identify those vulnerable back doors before an attack occurs.  Once identified, those back doors can be closed or some type of security plan created to preclude use of that particular point of entry.

6.5.2.3
Important Features

When selecting a War Dialer technology, a number of features should be considered.  This section identifies important features for selection.  The section that follows discusses the rationale for the selection of these features.

Scanning Capabilities

· Identification of every dial-up system.

· Facsimile machine detection.

· Multi-modem scanning.

· Brute force username and/or password guessing (code cracking).

· Support terminal emulation to allow tool to enable access to mainframe computers.

· Built-in knowledge of various dial-in authentication technologies.

Response Mechanisms

· Automatic shutoff of vulnerable ports of entry (interface to telephone network).

User Interfaces

· Does the tool have a GUI for number entry, dialing status, and call results?

· Can reports be viewed in real time?
Reporting Capabilities

· Automatic alerting when new non-network ports are detected.

· Are all system answers logged in a database or file?

· Is there an updated database of network numbers with which to compare newly identified numbers?

· Does the database automatically combine logged information and place it in a report format?
Platform Compatibility

· What platforms (operating systems) will the tool run on?

· Does it use executables?

· Does it support scripts or macros?

Source

· Has the tool been developed by the Government  (or under government sponsorship); if so, is it reserved; can your organization obtain authorization for its use?

· Is the tool available from a reputable vendor?

· Is the tool in the public domain (e.g., freeware from the Internet); if so, is source code available?

6.5.2.4
Rationale for Selecting Features

War Dialers identify known modems, modem banks, and communication servers; compare discovered modem configuration data against predefined modem configurations; and alert administration when a vulnerable port of entry has been detected.  The major discriminator is how well each product performs these functions.

It is often difficult to determine the true nature of the features that are provided in a particular technology offering (beyond strict vendor claims).  It is always advisable to seek test results of reputable, independent third-party laboratories.  When these are available, they should be an important consideration in any technology selection.  A number of organizations provide these types of results. 

Scanning Capabilities

It is important that the War Dialer be capable of uncovering and characterizing all back doors on the network, because each represents a potential unprotected portal for an adversary.  Thus, beyond simply identifying when a modem responds to an incoming call on each telephone line specified, it is possible to uncover when computers serving as facsimile machines and modem banks are encountered.  Further, the ability to emulate a terminal (to enable access to mainframe computers) and apply password cracking mechanisms provides valuable information regarding how susceptible the identified parts actually are, supporting efforts to prioritize those that require earlier resolution.  The more extensive scanning capabilities a tool offers the more thorough and reliable report it can provide on the actual posture of the network.

Response Mechanisms

For the most part, War Dialers report on back doors they have uncovered.  However, technologies are available that can automatically shut off vulnerable ports of entry.  Care should always be taken when selecting any automated response.  In this case, shutting down a remote access port may have negative effects on operational capabilities.

User Interfaces

Most scanners enable the operator to enter telephone numbers and provide dialing status and call results.  Usually the results are stored in a file that can be accessed upon demand to review the results.  Depending on the skills of the intended operator, it may be desirable to select a tool that offers a user-friendly interface.  Recently developed tools provide a user-friendly user interface for number entry, dialing status, and call results.  
Reporting Capabilities

Again, based on the intended manner in which the War Dialer is operated, it may be desirable to select features that provide automatic alerting when new non-network ports are detected.  If reports of the results of War Dialer scans are required by the organization, consideration should be given to technologies that offer the capability for the database to automatically combine logged information and place it in a report format.  If the enterprise allows selected remote access ports to remain operational, operators may be concerned primarily with new ports that were not reported previously.  In this situation, consideration should be given to technologies that are able to update the database of network numbers with which to compare newly identified numbers.

It is important to ensure that the selected technology logs all system answers in a database or file.  If the operator will be monitoring the results of the War Dialer assessment during its operation, it will be important to consider technologies where reports can be viewed in real time.
Platform Compatibility

The computers to run this software must meet the hardware and software requirements specified by the manufacturer.  The malicious code protection software should function properly and perform its duties without failing.

Source

A number of War Dialers have been developed by the Government (or under government sponsorship).  If one of these is selected, it may be reserved for use only by selected communities.  In these situations, it is necessary to determine if your organization can obtain authorization for its use.  

A wide array of War Dialers are available as freeware or shareware.  These are regarded as hacker tools and are an open source via the Internet.  Many commercial scanners dial only predetermined numbers in a telemarketing atmosphere.  Commercial products are preferred because they tend to offer technical support mechanism; typically, no reliable means exist for support for freeware and/or shareware.  Overall, the functions are the same, but technical support, better reporting styles, and more attractive GUIs can be found with the commercial products offered today.

Care should be taken when using any software obtained from the public domain (e.g., freeware from the Internet).  The software should be scanned carefully for potential malicious code.  If source code is not available, the software’s use is NOT recommended.

6.5.3
Considerations for Deployment

The same considerations that apply to placement of network monitors, discussed in Section 6.4, Network Monitoring Within Enclave Boundaries and External Connections, are in general applicable in deploying network scanners.  Network switches, which segregate network traffic into specific individual “subnets,” reduce network loads across an organization by implementing a form of “need-to-know” policy among connected computers.  Network switches allow traffic to enter a subnet only if it is meant for a computer within that subnet; similarly, packets are only allowed out of a subnet that are destined for a computer outside its particular realm. 

Network scanners only can find vulnerabilities that they can see based on the segments on which they are installed.  As long as the network scanner is placed on critical segments, it will be able to measure the effectiveness of the security protection mechanisms for the most critical systems and applications.  Within an enclave environment, a number of possible locations should be considered in deploying a network scanner.  The challenge is to identify the locations where the potential vulnerabilities are of most interest.  This is often considered from the view of potential attacker sources that are of concern.  For example, if the concern is for hackers from the Internet, the scanner should be structured to look at the network from that vantage point.  If the concern is for insider threats, that vantage point should be considered.  Because the scanners can operate on demand, they can be used in one location and then moved to another to determine the overall security posture of a network environment.

6.5.4
Considerations for Operation

Assessment frequency is a factor of how often network changes are made and the security policy for the enterprise.  Depending on the organization, assessments may take place quarterly, monthly, weekly, or even daily.  Some service providers offer scanning services on a subscription basis, ensuring that assessments occur regularly.

6.5.5
Discussion of Typical
Bundling of Capabilities 

At one point, network monitors were offered as stand-alone devices.  Vendors may prefer to offer these technologies as appliances, sold with what is otherwise a commercial off-the-shelf (COTS) computer system, at an inflated price.  A number of offerings combine these monitors with firewalls, routers, vulnerability scanners, and the like as a means for vendors to leverage existing market positions to gain market share in related areas.  Another trend that is becoming popular is for larger vendors to offer integrated architecture approaches, in which they combine a number of related technologies as a bundled offering.  Vendors tend to prefer custom rather than standard interfaces to preclude the merging of other vendor offerings.  This offers a so-called “complete solution”; however, it tends to lock the buyer into one particular product suite.  Although this often sounds attractive, it is valuable to be able to incorporate various technologies to take advantage of the detection capabilities available from the different implementations.

There is a natural linkage of these monitoring technologies with Enterprise Security Management (ESM) systems, and vendors have been discussing the integration for some time.  However, there is little evidence to suggest that this integration will be realized in the foreseeable future.

6.5.6
Beyond Technology Solutions

Although the focus of the IATF is on technology solutions, operational aspects of effective network scanning are critical to an effective information assurance (IA) solution.  Network scanning is the primary means of assessing the security of the network.  The functions performed by the scanner should be tailored to the network configuration and environment, together with the applications performed by the protected network.  The framework recommends the following guidance for network scanners:

· Develop network scanning requirements as an integral part of the enterprise security policy.

· Scan your network consistent with the guidance listed for intrusion detection and response, using the best available scanners.

· Assess the results in light of your security policy.

· Adjust and counter identified deficiencies relative to your policy.  This may include patches, changes in configuration, changes in procedures, or better enforcement of procedures such as the use of good passwords that change frequently.

· Repeat the process regularly.

6.5.7
For More Information

The list of reference materials used in preparing this section provides an excellent base of knowledge from which to draw on relevant technologies.  A number of additional sources of information exist.  This section of the framework focuses on on-line sources because they tend to offer up-to-date information.  These include the following.

6.5.7.1
IATF Executive Summaries

An important segment of the IATF is a series of “Executive Summaries” that provides summary implementation guidance for specific situations.  These summaries offer important perspectives on the application of specific technologies to realistic operational environments.  Although these are still being formulated, they will be posted on the IATF Web site www.iatf.net as they become available. [1]

6.5.7.2
Protection Profiles

The National Security Telecommunications and Information Systems Security Policy (NSTISSP) Number 11 provides the national policy that governs the acquisition of IA and IA-enabled information technology products for national security telecommunications and information systems.  This policy mandates that, effective January 2001, preference be given to products that are in compliance with one of the following.

· International Common Criteria for Information Security Technology Evaluation Mutual Recognition Arrangement.

· National Security Agency/National Institute of Standards and Technology (NSA/NIST) National Information Assurance Partnership (NIAP).

· NIST Federal Information Processing Standard (FIPS) validation program. 

After January 2002, this requirement is mandated. Department of Defense (DoD) Chief Information Officer (CIO) Guidance and Policy Memorandum No. 6-8510, Guidance and Policy for Department of Defense Global Information Grid Information Assurance references this same NSTISSP Number 11 as an acquisition policy for the Department.

The International Common Criteria and NIAP initiatives base product evaluations on Common Criteria Protection Profiles.  NSA and NIST are developing a comprehensive set of protection profiles for use by these initiatives.  An overview of these initiatives, copies of the Protection Profiles, and the status of various products that have been evaluated are available at the NIST Web site http://niap.nist.gov/[2]
6.5.7.3
Independent Third Party Reviewers of Relevant Vendor Technologies

· ICSA Net Security Page www.icsa.net
· Talisker’s Intrusion Detection Systems www.networkintrusion.co.uk/
· Network Computing—The Technology Solution Center www.nwc.com/1023/1023f12.html
· Paper on CMDS Enterprise 4.02 www.ods.com/downloads/docs/Cmds-us.pdf (ODS Networks has changed its name to Intrusion.com)
· PC Week On-Line www.zdnet.com/pcweek/reviews/0810/10sec.html
6.5.7.4
Overview of Relevant Research Activities

· Coast Home page—Purdue University www.cs.purdue.edu/coast
· UC Davis www.seclab.cs.ucdavis.edu/cidf
· UC Davis www.seclab.cs.ucdavis.edu
6.5.7.5
Overview of Selected Network Scanner Vendor Technologies

· Axent Technologies www.axent.com
· cai.net http://www.cai.net/
· Cisco Connection Online www.cisco.com
· CyberSafe Corporation www.cybersafe.com
· Internet Security Systems www.iss.net
· Network ICE www.networkice.com
6.5.7.6
Overview of Selected War Dialer Technologies

· VerTTex Software www.verttex.com 

· The Hackers Choice www.infowar.co.uk/thc/toneloc
· AT&T Information Security Center www.att.com/isc/docs/war_dialer_detection.pdf 
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