UNCLASSIFIED

Multi-Level Security

IATF Release 3.1(September 2002

UNCLASSIFIED

Multi-Level Security

IATF Release 3.1(September 2002


6.7
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6.7.1
High-to-Low
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The High-to-Low category is a subcategory of multilevel security (MLS).  The goal of this category is to provide solutions giving installations the ability to connect networks of unlike classification (in generic terms, the classifications can be described as “High” and “Low”), as depicted in Figure 6.7-1.  Given that the classifications of the data on the two networks are ordered, i.e., one is higher than the other is, users would have the ability to exchange Low data between the High and low networks.  This ability is in spite of the fact that neither the High network nor the Low network has the ability to label the data.  All data on the High side is considered to be High data.  Users on the High network must explicitly designate data as Low and then request that it be transferred to the Low network.  This is a flow of Low data from High to Low.  Likewise, Low data may flow from Low to High as a result of a user on the Low network sending data to the High network (e.g., in an e-mail message), or a user on the High network requesting data from the Low network (e.g., through a HyperText Transfer Protocol [HTTP] request to a Web server on the Low side.

In no case is it desirable for High data to cross between the two networks in either direction.  There are three primary statements within the policy for High-to-Low.  First, the High data on the High network must never cross to the Low network.  Second, the High network must be protected from attacks that could cause High data to be leaked to, modified by, or destroyed by users on the Low network.  Third, High network resources may not be utilized, modified, destroyed, or made unavailable by unauthorized Low network users.  

These requirements apply to all High-to-Low connections, regardless of the actual classifications.  Possible scenarios include Secret-to-Unclassified, Secret U.S.-to-Secret Releasable, Top Secret-to-Secret, and High-to-Low connections that are not formally classified such as (Unclassified but Controlled)-to-Unclassified Internet.  It is the intention of this framework to specify requirements in a form that is generic enough to address all popular network services, e.g., e-mail, HTTP, File Transfer Protocol (FTP), database.  The requirements will be phrased in terms of “pushing” and “pulling” data between the two networks.

6.7.1.1
Target Environment

There are three target environments that this framework will address: 
1)
Allow users on the High network to push Low data to users on the Low network, and allow users on the Low network to push Low data to users on the High network.

2)
Allow users on the High network to downgrade data to Low, and push that data to a server on the Low network for subsequent pull by users on the Low network.

3)
Allow users on the High network to view and import (pull) data that exists on the Low network.

In the remainder of this framework, the above three capabilities will be referred to, respectively, as—

· Communication.

· Releasability.

· Network access.

6.7.1.2
Consolidated Functional Requirements

6.7.1.2.1
Requirements for Communication

Current requirements are—

· Send and receive electronic mail between the High network and the Low network.

· E-mail must conform to standards used in the wider community.

· E-mail must allow users to send and receive attachments in both directions.

Anticipated requirements are—

· Enable users to use Chat as a means of communication between High and Low network users.

· Enable Internet telephony between High network users and Low network users as the technology becomes available.

· Enable video teleconferencing between High network users and Low network users.

6.7.1.2.2
Requirements for Releasability

Current requirements are—

· Enable authorized users on the High network to designate and push—e.g. FTP, e-mail, HTTP Post, etc.—data to the Low network that is releasable to users on the Low network.

· Enable authorized users on the Low network to access the released data using Web technology, FTP, database access techniques.

· Released data may be restricted to certain users, or it may be made publicly available.

· Released data may be text, video, images, audio, or executable software.

6.7.1.2.3
Requirements for Access

Current requirements are—

· Users on the High network must be able to access the vast information resources on the Low network.

· Access methods may be HTTP, FTP, Gopher, Wide Area Information Service (WAIS), SQL, or Web Push. With Web Push, as a result of a previous High-to Low-access request, information is pushed onto the High network from the Low network.
6.7.1.3
Attacks and Potential Countermeasures 

The following section itemizes previously identified attacks that were explained in Chapter 3, System Security Methodology, of this document, and matches these attacks with potential countermeasures that may be included in solutions addressing the High-to-Low requirement category. 

6.7.1.3.1
Passive Attacks

· Traffic Analysis.  As of now, no technical countermeasure has been identified that is appropriate for inclusion in High-to-Low requirement category solutions.

· Monitoring Plaintext.  The appropriate countermeasure to this attack is to deny access to the data by unauthorized users by encrypting the data or by using other data separation techniques that will restrict unauthorized release of data.  (Note that utilizing encryption is possible only when both parties have access to the same algorithms and keys and the same capability to encrypt and decrypt the data properly.)

· Decrypting Weakly Encrypted Traffic.  Countermeasures are to use adequate encryption algorithms and maintain sound key management.

6.7.1.3.2
Network-Based Attacks

· Modification of Data in Transit.  The countermeasure to this attack is to use digital signatures or keyed hash integrity checks to detect unauthorized modification to the data in transit.

· Insertion of Data.  There are many countermeasures to the malicious insertion of data.  They include the use of timestamps and sequence numbers, along with cryptographic binding of data to a user identity, to prevent replay of previously transmitted legitimate data.  Data separation or partitioning techniques, such as those used by firewalls and guards deny or restrict direct access and the ability to insert data by Low-side agents into the High-side network. 

· Insertion of Code.  Virus scanning by High-side users and enclave protection devices attempts to detect incoming viruses.  Cryptographically authenticated access controls may be utilized to allow data only from authorized sources to enter the High network.  Audit and intrusion detection techniques may detect breaches in established security policy and anomalies.

· Defeating Login Mechanisms.  The most appropriate countermeasure for this is cryptographic authentication of session establishment requests.

· Session Hijacking.  The countermeasure for this is continuous authentication through digital signatures affixed to packets, or at the application layer, or both.

· Establishment of Unauthorized Network Connections.  There is no technical countermeasure for this. It is incumbent on the management and administration of the local network to prohibit unauthorized connections between High and Low networks, and to enforce that policy through nontechnical means.  Various commercial tools may be utilized by system administrator personnel to detect such connections. 
· Masquerading as an Authorized User.  The appropriate countermeasure is to use cryptographic authentication in conjunction with timestamps or sequence numbers to prevent replay of authentication data.  Another countermeasure to prevent stealing an authentic session is to cryptographically bind authentication data to the entire session/ transaction.

· Manipulation of Data on the High Side.  The appropriate countermeasure is to permit only authorized users to access the data on the High side using cryptographic authentication and data separation techniques.

6.7.1.3.3
Insider Attacks

· Modification of Data or Modification of Security Mechanisms by Insiders.  The primary technical countermeasure is to implement auditing of all security relevant actions taken by users.  Auditing must be supported by timely, diligent review and analysis of the audit logs generated.  Other countermeasures to these attacks are nontechnical and therefore not addressed by the High-to-Low requirement category solutions.  Nontechnical countermeasures include personnel security and physical procedures.

· Physical Theft of Data.  Again, the countermeasures to these attacks are nontechnical and therefore not addressed by the High-to-Low requirement category solutions.  Appropriate nontechnical countermeasures include personnel security and physical security procedures, which inhibit actual removal of data, either in printed form or on storage media. 

· Covert Channels.  The countermeasure against a covert channel between the High and Low networks is a trusted guard function that examines network header fields and network messages for possible unauthorized information.

6.7.1.3.4
Development and Production/Distribution Attacks

· Modification of Software During Development, Prior to Production.  The countermeasures for threats during this phase include use of strong development processes/criteria such as Trusted Software Development Methodology and subsequent evaluation of software by third-party testing using high assurance methods and criteria such as the Trusted Product Evaluation Program (TPEP) and Common Criteria testing. 

· Malicious Software Modification During Production and/or Distribution.  The countermeasures for threats during this phase include high assurance configuration control, cryptographic signatures over tested software products, use of tamper detection technologies during packaging, use of authorized couriers and approved carriers, and use of blind-buy techniques.

6.7.1.4
Technology Assessment 

This section discusses general technology areas that can be used in system solutions to address the functional and related security requirements associated with the High-to-Low requirement category.  Section 6.3.1.5, Requirement Cases, proposes various system-level solutions that build upon these general technology areas.  The proposed security countermeasures included in each system solution result from our analysis of user target environments; functional requirements applicable to the communications, releasability, and network access requirements, and attacks and potential countermeasures as discussed in previous sections.  

The framework divides the technology of protection between High and Low networks into three categories: 

1)
Data Separation Technologies

2)
Authenticated Parties Technologies

3)
Data Processing, Filtering, and Blocking Technologies. 

This categorization allows us to make some high-level assessment of system assurance provided for groups of similar solutions, thereby ordering solutions in terms of security robustness.  These three generic categories of potential solutions are explained in more detail in subsequent paragraphs of this section. 

6.7.1.4.1
Data Separation Technologies

System solutions that would logically fit into this technology category would allow users who are located in High-side protected enclave environments to have access to both High network and Low network data, but prohibit pushing and pulling of data between these two networks.  Typically, solutions in this category rely upon physical separation of data (from user interface to redundant distribution networks) in order to provide data segregation between High and Low applications.

In most cases High-side users are restricted from using sophisticated automated means that allow for the storage or manipulation of Low-side generated data on the High network.  In addition, High-side users are also restricted from directly extracting Low data from the High network applications, or using a broad range of applications to move the extracted data to the Low network. 

All of the proposed solutions that are included in this category do provide for the data transfer techniques previously described as communications, releasability, and network access, but do so only within networks of the same level. 
For communications exchanges, typical solutions in this category allow access for High-side users to redundant network access points, which are individually connected to both networks, i.e., High network users have access to two network access points, one for the High network and one for the Low network.  Users may have two processors with shared monitors and keyboards, or several users may be provided access to a shared Low network interface located in a centralized location.  Likewise, for both releasability and network access exchanges, users on the High network side will interface to logically separated network interfaces.

The economics of solutions that fit into this category must be examined and a tradeoff analysis completed that compares the savings resulting from greatly simplified security mechanisms and reduced complexity of security management infrastructure and personnel support with the cost of redundant local networks and network management.  The primary advantage of data separation solutions is that all of the solutions in this category provide the highest degree of system-level security, and may in fact be the only solutions that are acceptable for very high assurance networking requirements.  These are very secure system topologies, providing the best protection from both passive and network attacks. 

These solutions do not allow data to flow between the High network and the Low network.  Hence, they are robust in preventing attack of the High network and leakage of High data to the Low network.  The only true data separation technology is physical isolation of the network.  Any connection between the two networks will create the potential for at least minimal leakage via covert channels, as well as the operational risk of attacks from Low to High.  Solutions here include—

· Isolated Networks.

· Secure Network Computers.

· Starlight Interactive Link.

· Compartmented Mode Workstations (CMW).

Each of these is discussed below.

Isolated Networks

This solution is simply to maintain two networks, one for High data and one for Low data.  The two networks are never to be connected together.  This would require redundant infrastructures, at additional cost.  However, the cost can be justified in environments where users cannot tolerate the risk that the High data might be compromised or the High network attacked. 

The number of workstations on each network is a function of the need within the organization to have individuals with access to both networks.  Perhaps the Low network can be accessed via shared workstations if it is not necessary for all users to have access from their desktops. 

The specific capabilities addressed by this solution are communication and network access.  Automated releasability to the Low network of data created on the High network is not addressed by this technique.  Regrading, and subsequent release to a co-located Low network computer, of information contained on the High network computer may be performed by overt human intervention, e.g., human review and retyping of data on the Low network computer or optical scanning.  Communication and network access are addressed by allowing the user who has access to a terminal for each network to exchange electronic mail, participate in Chat sessions, and perform World Wide Web (WWW) browsing with other parties on either network by using the appropriate terminal. 

While many customers wish to avoid using separate networks, this option bears consideration with the increased availability of low-cost personal computers (PC) and network computers.  The cost of implementing and operating two separate networks might actually be less than implementing and managing sophisticated network security systems.  Furthermore, the richness of the network access will be unimpaired by the security at the boundary of the High network. 

Secure Network Computers

Research is being done on a secure network computer that will employ a cryptographic token to separate data on the network.  The concept is that the network will be classified for Low data, while having servers connected that process High data.  All High data on the network is encrypted to provide separation.  The workstations on the network are all single level at a time with only volatile memory.  They are network computers that accept a cryptographic token to encrypt and decrypt all communications over the network.  Depending on the token placed in the network computer at any one time, it will be able to access either High servers or Low servers, but not both.  When the token is changed, the volatile memory of the network computer is cleared.  Since this is a research project, no commercial products are yet available.  Hence, this is identified as a technology gap that is being addressed.

When secure network computers become available, they will allow communication and network access on High networks and Low networks using the same device.  They will not allow automated regrading of data, so it would not be possible to forward an e-mail message from the Low network to recipients on the High network.  Likewise, the secure network computer does not support automated releasing of Low data from the High network.  To release Low data residing on the High network, users would be required to perform a human regrade procedure, using nonautomated methods such as retyping of the data or optical scanning.

Starlight Interactive Link

This is a technology that is being developed in Australia that allows a single monitor, mouse, and keyboard to have access to two different computers.  One computer is connected to the High network, and one is connected to the Low network.  The technology allows single level at a time access to the two networks from a single location.  Data does not transfer between the two without human review. It is possible to cut-and-paste data from Low to High only (never High to Low) using the standard X Windows cut and paste capability.  This can be done only with human intervention.  There is no way to automate the regrading of data. It should be noted that the cut-and-paste Low-to-High capability introduces risk that the data pasted to the High network could contain malicious code.

The implementation employs a one-way fiber optic link with the Low computer.  This prohibits data leakage from High to Low.  Because of the fiber optic link, data can only flow away from the Low computer to the display; it can never flow from the display to the Low computer.

The Starlight Interactive Link supports communication and network access from a single location.  It does not support automated releasability from the High network to the Low network.

Since the Starlight Interactive Link is not yet a commercial product, it is identified as a technology gap.

Compartmented Mode Workstations 

Another solution in the data separation class is to use CMWs or higher assurance workstations, if available.  These could be judiciously allocated to the users who need to access both the High network and the Low network.  With this approach, each user is then able to access both the High network and the Low network.

The specific capabilities addressed by this solution are communication, network access, and releasability.  Communication and network access are addressed by allowing the user who has access to a CMW, which is connected to each network, to exchange electronic mail, participate in Chat sessions, and perform WWW browsing with other parties on either network by using a window dedicated to the proper network.  Releasability and communication between the High network and the Low network are addressed by the CMW cut-and-paste and downgrade capability.  This operation allows users to highlight information in a High window and use the cut or copy command to place it in a buffer for review.  The resulting information is then downgraded, appropriately classification marked, and displayed to the user in a Low window for visual review and release.

Cut and paste between sensitivity levels is an action that requires the CMW to be configured with this privilege; it is not allowed by default.  If the CMW is not configured with this privilege, complete logical data separation is achieved.

6.7.1.4.2
Authenticated Parties Technologies 

System solutions that would logically fit within this category are solutions that mandate the use of cryptographic authentication mechanisms prior to allowing access.  Examples of actions that could be governed by this technology are—

· Allowing High users to access servers on the Low network when the servers can be authenticated.

· Allowing High users to release data from the High network based on their authenticated identity.

· Allowing Low data to enter the High network when the Low data is cryptographically bound to an authorized individual through a digital signature.

Authenticated access is widely available and is supported by a large number of standards and protocols.  It allows two parties that intend to exchange data to identify themselves to one another and positively authenticate their identities.  Hence, they become mutual trusting parties.  The data that flows between these trusting parties is at the level of the lower party.  This paradigm is applicable to the previously discussed modes of data exchange: communication, releasability, and network access. 

Authenticated access solutions typically address communication data exchanges by use of digital signatures for electronic mail messaging applications, e.g., Message Security Protocol (MSP) or Secure/Multipurpose Internet Mail Extension (S/MIME).  Such solutions typically involve the concept of protected enclaves for the system-high users that are separated from the system-low network users by some sort of enclave boundary protection device such as a guard or firewall.  In such a topology, Low network users might utilize digital signature technology to authenticate themselves to High network users.  Also, the guard might incorporate access control list (ACL) mechanisms to make access decisions governing the set of users that are authorized to release information from the High network.  Access control lists can also be used to restrict the set of Low network users that are authorized to push data up to the High network. 

Likewise, authentication solutions are applicable to releasability data exchanges in that the releaser can digitally sign data to be released.  Again, enclave boundary protection systems such as guards might utilize ACLs that would regulate who in the system-high network is authorized to release data from the High-side network.  The enclave boundary protection system might also perform content review of the data submitted for release.

Lastly, authentication solutions are applicable to network access data exchanges typically through the use of commercial off-the-shelf (COTS) protocols such as Secure Sockets Layer (SSL), Secure HyperText Transfer Protocol (S-HTTP), SOCKS, Secure Electronic Transaction (SET), and Internet Protocol Security (IPSec) for Web access, database access, FTP access, etc. 

It is logical to conclude that security is enhanced if parties that are mutually trusting create a closed virtual community.  The downside of these types of solutions is that, in general, they mandate that both parties have compatible security mechanisms to strongly authenticate themselves to one another.  Therefore, the implication is that the number of Low network resources that are accessible is greatly reduced to include only those that are “security enabled.”  In the case of network access requirements, the requirement to be security enabled may greatly reduce the availability of access to public information resources.  

It must also be noted that authentication solution topologies normally necessitate a very restrictive policy whereby activity is allowed only with other parties that are authenticated as part of the closed, and therefore trusted, community.  Conversely, if the community is opened by a single party who interacts with another party outside of that community, then the entire community is potentially vulnerable to attack. 

While authentication technologies are widely available, they have yet to become fully mature. For a discussion of hurdles that must be overcome, see Section 6.3.1.4, Technology Gaps.

Solutions using Authenticated Parties include the following:

· Authentication between clients and servers using SSL.

· Host-to-host authentication using IPSec with the Authentication header.

· Authentication at the application layer via digital signatures.

These are discussed below.

Authentication between Clients and Servers Using SSL

SSL[1] is becoming a popular security protocol for implementing privacy and authentication between communicating applications.  It is a transport layer security protocol, enabling the encryption and authentication of arbitrary applications.  The protocol prevents eavesdropping, tampering with information, and forging of information sent over the Internet.

The SSL protocol includes a lower level protocol (called the SSL Record Protocol) that encapsulates higher level security protocols.  The SSL Handshake Protocol is one such encapsulated protocol.  It allows communicating parties to authenticate one another and to establish cryptographic algorithms and keys at the start of a communication session.

Connections using SSL have three properties:

· The communication is private.  The initial handshake uses public key cryptography to define a secret key.  The secret key is then used with symmetric cryptography to encrypt all communications.

· Clients and servers can authenticate one another during the handshake using public key cryptography.

· The entire communication is protected against tampering or insertion of data.  Each datagram has a Message Authentication Code that is a keyed hash value.

The SSL protocol can be used for network access between clients on the High side and servers on the Low side.  This can give confidence that the server is trusted to some degree.  A policy requiring that SSL be used for all network access between High and Low would effectively permit access only to servers on the Low side that have the ability to authenticate using SSL.  However, such a policy might not be useful if there are some Low servers that have the ability to authenticate, but should not be included within the set of servers to which access is allowed.  The goal should be, not just authentication.  Rather, the goal should be but access control, with authentication used as a means to implement access control.  This is accomplished by maintaining a list of Low servers that, once authenticated, can be accessed by High clients.  That list is best maintained by an enclave boundary protection system, e.g., guards. 

If an enclave boundary protection system is in use, SSL can be used between the enclave boundary and the Low server.  If the SSL is between an enclave boundary protection system and the Low server, then guarding, filtering, and blocking technologies can also be applied to allow access to only those Low servers that are on an access control list.  The enclave boundary protection system would keep a list of servers to which network access is allowed, and would enforce the policy that no network access is allowed to any other servers.  SSL could also be used as a basis for communication via e-mail, Chat, Whiteboarding, or other protocols, since it is a transport layer protocol and is independent of the application.  Since SSL also gives the capability to encrypt all application layer data, the communication between the enclave boundary and the Low server is private.

SSL can also be used between the client on the High network and the enclave boundary.  This allows the enclave boundary protection system to maintain a list of High clients that are authorized to communicate with users on the Low network, to access information on the Low network, and to release information to the Low network. 

Using SSL for end-to-end encryption and authentication from High clients to Low servers limits the effectiveness of an enclave boundary protection system.  In this case, the enclave boundary protection system cannot see the application layer information being communicated between the client and the server.  Therefore it can make access control decisions only on information in the transport layer and layers lower than the transport layer.  Thus, a tradeoff must be made between end-to-end security and the access control capabilities of an enclave boundary protection system.  However, the benefits of using an enclave boundary system to enforce access control can be argued to outweigh the loss of uninterrupted end-to-end encryption and authentication.

For High-to-Low, the optimal use of SSL is to have two SSL connections meeting at the enclave boundary protection system.  One connection is between the High host and the enclave boundary; another is between the enclave boundary and the Low host.  This allows the enclave boundary protection system to perform filtering, authentication, access control, and auditing of all traffic passing from High to Low.  To perform this function, the enclave boundary system would use a proxy that effectively glues two separate SSL sessions together. 

Host-to-Host Authentication Using IPSec
With the Authentication Header 

Like SSL, the IPSec security protocols allow encryption and authentication of all information above the network layer in the Transmission Control Protocol (TCP)/IP stack.  Unlike SSL, IPSec resides at a lower layer in the communication stack, and has the capability to completely encapsulate IP packets, including the source and destination addresses.  Where SSL can be described as a process-to-process security protocol, IPSec is sometimes referred to as a host-to-host security protocol.

In connections between High networks and Low networks, IPSec can be useful in authenticating the hosts at the communication endpoint, and in providing privacy of the data being transmitted.  Since IPSec is at a lower layer in the communication stack than SSL, IPSec can help in prevention of spoofed IP addresses. 

IPSec is of little use in High-to-Low connections without an enclave boundary protection system at the point where the High network is connected to the Low network.  The enclave boundary protection system is needed to perform access control between High and Low.  At the same time, the enclave boundary protection system is rendered useless if IPSec with encryption is used between the High host and the Low host, since the communications would be encrypted with a key private to those two endpoints.  For High-to-Low, the best use of IPSec is between the Low host and the enclave boundary protection system, and also between the High host and the enclave boundary protection system.  This allows the enclave boundary protection system to authenticate both endpoints of the communication, although it creates a complexity in key management for the enclave boundary protection system.  Since most enclave boundary protection systems that are suitable for High-to-Low do not perform IPSec, this is considered a technology gap. 

Authentication at the Application Layer via Digital Signatures 

Current High-to-Low solutions for electronic mail have the capability for digital signatures to identify the originator of e-mail messages.  These solutions also depend heavily on a mail guard for enclave boundary protection.  Like SSL and IPSec, the enclave boundary protection system cannot perform the functions of inspecting the content of the message or verifying the digital signature if the message is encrypted.  The currently available e-mail solutions allow the guard to decrypt a copy of outgoing messages in order to perform filtering on the contents of those messages.

Authentication at the application layer using digital signatures allows the enclave boundary protection system to determine the individual who is responsible for the traffic passing from High to Low, and then to make an access control decision to allow or disallow the traffic.  Since the digital signature is based on public key cryptography, a public key infrastructure must be in place to enable this solution. 

6.7.1.4.3
Processing, Filtering, and Blocking Technologies

Solutions that logically fit within this solution category utilize various processing, filtering, and data blocking techniques in an attempt to provide data sanitization or separation between High network data/users and Low network data/users.  Data originating from the High network is assumed to be High data though it may be asserted to be Low data by a High network user.  Automated processing and filtering techniques may be performed by enclave boundary protection devices such as a guard, and if such tests are successfully passed, the data is actually regraded by automated means.  In the reverse direction, such solutions often incorporate data blocking techniques (typically in firewalls but also in guards) to regulate the transfer of data from Low network users to High network users.  Use of certain protocols may be blocked and/or data may be processed or filtered in an attempt to eliminate or identify viruses and other malicious code transfers.

The technology categories of data separation and authenticated parties do not allow users to use automated means to transfer data between the High and the Low network.  The only technology that allows automated data regrading and transfer is processing, filtering, and blocking.  Hence, this technology is the linchpin of High-to-Low.  Without processing, filtering, and blocking techniques, there are no automated mechanisms supporting the regrading of information from High networks to Low networks.  Data separation and authenticated parties technologies are restricted to allowing information transfer between networks only by means of human intervention such as retyping or optical scanning.

It must be emphasized that data transfer between High and Low involves risk, and one must take steps to mitigate risk.  If data separation via a technology described in any of the other solution categories is not possible, then processing, filtering, and blocking must be considered.  It must, however, be recognized by implementing organizations that these techniques involve inexact attempts to filter High data from outgoing transmission through content checking against a pre-defined list of prohibited strings.  It also involves scanning for and detecting virus-infected executables, and blocking executables.  Since there are an almost infinite number of possible executables, and malicious ones can be detected only through prior knowledge of their existence, the problem of detecting “maliciousness” in an arbitrary executable is not computable.  This is exacerbated by the fact that there are many executables that users wish to allow to cross the network boundary (e.g., Java applets, Active X controls, JavaScript, Word macros) and that they would therefore not wish to filter out or block.  Only by performing a detailed risk management tradeoff analysis wherein operational needs are weighed against security concerns can these issues be resolved.

Solutions using processing, filtering, and blocking employ some type of processing to allow information flow between the two networks but attempt to detect and block attacks and High data leakage.  Solutions here include—

· I-Server for Communication, Network Access, and Releasability.

· Mail Guard.

· Low-to-High Replication.

Each of these is discussed below.

I-Server for Communication, Network Access, and Releasability

This solution uses a special purpose computer, dual-homed at the boundary between the High network and the Low network.  The solution is identified as a technology gap due to the nonexistence of commercial products that have this capability.  The technology needed to develop such products is well understood, however.  The computer, called an Intermediate Server, is a remote host that users on the High network can log in to and execute browsers and Internet client software.  The I-server is ideally a trusted computer with the ability to keep data of differing classifications separated.  It also has the ability to protect itself against attack from the outside. Malicious code that might execute as part of Java applets or Active X controls would not be able to damage the I-server or the High network due to rigid design constraints.

The I-server is protected by a robust architecture that prevents tampering or modification of the operating system.  This architecture also constrains the processes that are running any hostile executables to their own address space, and gives them no privileges to observe or modify files.  The High network is protected by the remote location of the I-server, keeping potentially hostile code off of the High workstations and servers.  Only the display of the information retrieved from the Low network is sent to the High network.

The specific capabilities addressed by this solution are communication, network access, and releasability.  Communication is addressed by allowing the user on the High network to exchange electronic mail with users on the Low network, and to participate in Chat sessions with parties on the Low network.  Network access is addressed by allowing users on the High network to perform WWW browsing via the I-server, and to access FTP servers on the Low network via the I-server.  Releasability is addressed by allowing users on the High network to upload files to be released to the I-server, applying filters to determine that the information is indeed releasable, and then sending the released files to external servers.

The I-server architecture enables indirect accesses to the Low network.  The I-server is a trusted computer that has MLS capability with high assurance.  The I-server is connected both to the Low network and to the High network.  Users on the High network log onto the I-server at the Low level.  Browsers and other Internet clients, e.g., Simple Mail Transfer Protocol (SMTP), FTP, and Telnet, execute on the I-server, and all information retrieved from the Low network stays on the I-server at the Low level.  That information can be viewed by the user on the High network who requested it.  The viewing is done through a terminal emulation protocol between the I-server and the user workstation on the High network.  Since the I-server is a trusted computer that can protect itself from attack, the threat posed by malicious executables is greatly diminished.

The following are the steps a user would perform to browse the Low network from the High network through an I-server—

· Log in to the I-server at the Low level.

· Authenticate to the I-server via password or other authentication mechanism.

· Run the Web client available on the I-server.

· Type in the Universal Resource Locators (URL)/IP address desired or select from your personal set of bookmarks/favorites or select entries from an address book.

· See the responses through terminal emulation at the user’s workstation and, if desired, save them on the I-server for future reference.  Files saved on the I-server will be saved at the Low level.

Note that the steps above do not include a means for a user to pull data retrieved from the Low network to his or her workstation on the High network.  Since pulling of data from the Low network could create an avenue for attack, the I-server prohibits this pulling.  To allow this pulling of information through the I-server would bring along the inherent risks of pulling data from untrusted sources on the Low network.  If pulling of data is a user requirement, then procedures and policies must be in place to mitigate risk of pulling hostile executables.  One such policy would be to allow pulling of only ASCII text and to prohibit use of decoding software (such as UUdecode) on that text.

The main security weakness of the I-server is the potential for leakage of data from the workstation on the High network that is untrusted, to the Low process executing on behalf of the user on the I-server.  This could occur through a covert channel in the terminal emulation protocol and be driven by a Trojan horse on the user’s workstation.  It would also require collusion at the receiving end (the Low process on the I-server).  This vulnerability would be difficult to exploit, and therefore is considered lower risk than would be present if the HTTP protocol were being sent end-to-end between the workstation on the High network and the server on the Low network.

Mail Guard

This solution is readily available with both commercial and government-developed products.  The guard is deployed at the boundary of the High network and the Low network.  The guard performs filtering and control of mail messages passing High to Low and Low to High.  The filtering is based on the headers of the mail messages, e.g., sender, recipient, presence of signature; as well as the contents of the mail message, e.g., encryption of contents, presence of prohibited words or phrases.  At this time the solution only addresses communication via electronic mail.  Guards are typically used in conjunction with “authenticated parties” technology.  This adds some strength to the relative weakness of content filtering employed by a guard.

Current mail guards are very flexible, allowing implementation of a wide variety of message acceptance and message release policies.  It is possible to configure mail guards to be very liberal in these policies.  Policy makers must pay strict attention to policy decisions to assure that policies are not so liberal as to negate the usefulness of the mail guard.

Low-to-High Replication

Low-to-High replication allows users on the High network to receive data that originates on the Low network, without having to explicitly request that the data be sent from the Low servers.  Replication can be used for network access, pushing data from the Low network to the High network.  It cannot be used for releasability or for communication, because its primary security property is the prevention of data flows from High to Low.

Replication can give the High network any application that passes messages from one host to another.  Examples are database replication, FTP, electronic mail, and Web Push protocols.

To prevent data leakage from High to Low, replication does not allow a direct back channel to send message acknowledgements from the High network to the Low network.  To do so would allow quite a large covert channel.  The replication acts as an intermediary, sending acknowledgements to the Low sender, and receiving acknowledgements from the High recipient.  The Low sender cannot determine with precision the timing of the acknowledgements sent from the High side.  Hence, the bandwidth of the back channel is reduced by the intermediate buffer within the replication process.  This disconnects any direct communication from High to Low.

Replication does not mitigate the potential risk that data replicated into the High network might be hostile executable code.  Mitigation of this risk would require that data be replicated first in a network guard that inspects the data for potentially hostile code, making sure the data passes this inspection before being forwarded into the High network.

6.7.1.5
Requirements Cases 

This section is intended to address the connection of High-to-Low networks for purposes of communication, network access, and releasability.  These are general, functional requirements that have been articulated by various customers.  Presently, only the Secret-to-Unclassified network connection scenario has been analyzed in detail.  There are other connection scenarios where similar requirements appear to be appropriate.  The additional scenarios we are aware of are Top Secret-to-Compartmented-Top Secret, Top Secret-to-Secret, and Secret U.S.-to-Secret (Allied).  These other scenarios are under analysis, and their requirements will be presented in future versions of the framework if they are found to be different from the Secret to Unclassified case.

Case 1:  Secret-to-Unclassified
Users on the Secret network have a need to connect to the Unclassified network for the purposes of communication, network access, and releasability.  For communication, the needed application is electronic mail.  Access to the Unclassified network is needed also via Web protocols, using commercially available Web browsers.  Finally, Secret users sometimes create large files that are in reality Unclassified. In some cases users have a need to release these Unclassified files to the Unclassified network.

Electronic mail is currently enabled between Secret and Unclassified in many instances through a mail guard, which is sometimes coupled with a COTS firewall.  In the Defense Message System, e-mail will be enabled between Secret and Unclassified using a mail guard.  The immediate need is to develop the additional capability to use Web-based protocols (i.e., HTTP) to access Web servers on the Unclassified network.  Another immediate need is to develop the capability to release large files from Secret to Unclassified (probably using FTP).  Current guards do not have the capability to allow network access and releasability.  The environmental requirements for the Secret-to-Unclassified connection include—

· Secret users must be able to use COTS software, e.g., browsers and e-mail clients, in accessing information, communicating with users, and releasing information on the Unclassified network.

· Secret users must be able to use the installed base of operating systems, whether they are Windows or Unix.

The new capabilities for access to the Unclassified network and for releasability must coexist with existing capabilities to send and receive e-mail with users on the Unclassified network.

Case 2:  Secret U.S.-to-Secret Allied

This section will be provided in a later release of the framework.

Case 3:  Top Secret-to-Secret 

This section will be provided in a later release of the framework.

6.7.1.6
Framework Guidance 

In this section, guidance is provided on the solutions that can be implemented now to perform High-to-Low network connections for the purposes of communication, network access, and releasability.

Case 1:  Secret-to-Unclassified

Requirement Considerations
In order to place the framework guidance in a proper perspective, this section delineates the specific security requirements being addressed and discusses issues associated with providing solutions for them.

Communication

· Secret users must be able to send and receive Unclassified electronic mail with communication partners on the Unclassified network.
This requirement opens the possibility of leakage from Secret to Unclassified and also the possibility of attacks being encoded in messages received from the Unclassified network.

· Secret users must get notice of electronic mail that was sent to users on the Unclassified network but could not be delivered, i.e., bounced messages.

· It must be possible to send and receive electronic mail with attachments.
Attachments greatly increase the risk of leakage Secret to Unclassified, and the risk of attack to the Secret network, because it is generally very difficult to determine whether an attachment contains an executable.

· Secret users must be able to participate in live Chat sessions with users on the Unclassified network.

· Secret users must be able to use collaborative technologies such as whiteboarding and video conferencing with users on the Unclassified network.

· Internet Telephony between Secret network users and Unclassified network users must be enabled as the technology becomes available.

Releasability

· Enable Secret users on the Secret network to designate and push, e.g. FTP, e-mail, HTTP Post, etc., data to the Unclassified network that is releasable to users on the Unclassified network.

· Enable Unclassified users on the Unclassified network to access the released Unclassified data using Web technology and FTP database access techniques.

· Access to Unclassified data released from a Secret network may be restricted to specific Unclassified users, or groups of users, or may be made publicly available.

· The format of Unclassified data released from a Secret network may be text, video, images, audio, or executable software.

Network Access

· Secret users on the Secret network must be able to access the vast information resources on the Unclassified network using HTTP, FTP, Gopher, WAIS, SQL, or Web Push.

· When using Web Push as a result of a previous Secret user request to the Unclassified network, Unclassified information is pushed into the Secret network from the Unclassified network.
The implications of these requirements are the dangers in retrieving data from servers. Data could harbor malicious executables.  Also, information normally transmitted using the HTTP protocol might give the Unclassified servers a passive intelligence gathering capability.

Secret users must be able to use search engines that reside on the Unclassified network.  This effectively means keywords must be sent from the Secret user to the Unclassified search engine. 
The main implication of this is that data must be transmitted from Secret to Unclassified via the HTTP Post method.  This method allows arbitrary data to be posted to an HTTP server.  Measures must be taken to assure that Secret data is not being posted to an Unclassified server.

· The Secret client needs to receive data of arbitrary type and format.
This requirement increases the possibility of attack on the Secret client.  The arbitrary format of the data makes it virtually impossible to detect any undesired executable.

· Error conditions sent by Unclassified servers must be received by Secret clients.

· The WWW interface must generate error and warning messages when it is unable to fulfill the request of a Secret client, and the Secret client must receive these messages.
Recommended Security Policies

The security policy for the Secret-to-Unclassified connection must include statements requiring countermeasures for attacks described previously.  

For passive attacks the security policy must address:

· Traffic Analysis.  The guard shall include measures to make all network access requests coming from the Secret network anonymous.

· Monitoring Plaintext.  Encryption shall be used for all electronic mail passed out of the Secret network.  Encryption shall be used between the high workstations and all external hosts receiving data for releasability.  Encryption shall be used with all Unclassified hosts that support it (for example, via SSL, IPSec).  The minimum size of the encryption key shall be 80 bits.

For network-based attacks the security policy must address the following attacks:

· Modification or Insertion of Data in Transit.  All data in transit shall have either a digital signature or keyed hash algorithms applied.  These cryptographic algorithms must be deployed in conjunction with timestamps or sequence numbers to prevent replay of valid data.

· Insertion of Hostile Executables.  Scanning for viruses and blocking applets and other executables must be performed for all data being transmitted into the Secret network.

· Defeating Authentication Mechanisms.  Strong cryptographic authentication must be used across the enclave boundary.  No Unclassified users shall access the Secret network unless it is done in accordance with the framework guidance for remote access.

· Session Hijacking.  Continuous authentication along with timestamps or sequence numbers shall be used to prevent session hijacking.

· Establishment of Unauthorized Network Connections.  Policy shall prohibit connections between the Secret and the Unclassified network other than those providing adequate security countermeasures.

· Masquerading.  E-mail sender authentication and authorization to release data or to access the Unclassified network shall be handled using digital signature.

· Manipulation of Data on the Secret Network.  This shall be handled through blocking of executables, and authentication of any users on the Unclassified network that access the Secret network remotely.

The security policy to prevent insider attacks involves procedural, physical, and personnel security.  The primary technical countermeasure is to implement audit and intrusion detection systems on the Secret network.

For development, production, and distribution attacks, the vendors of all commercial security products shall use approved configuration control techniques and approved distribution methods.

Recommended Topology

The IATF recommends the topology shown in Figure 6.7-2 for the near-term Secret-to-Unclassified solution.

The figure shows that the only service offered between Secret and Unclassified is e-mail at this time.  The guard enforces the policy for release of messages from the Secret user side.  This policy can include content filtering, crypto-invocation check, release authority check, message format check, valid receiver check, message nonrepudiation signature, sequence signature, and allow/disallow attachments.  The policy for admittance of messages to the Secret network can include all of these elements except crypto-invocation check.  The guard will be able to decrypt copies of encrypted messages being released.  However, if messages being admitted to the Secret network are encrypted, the guard will not be able to decrypt them.  Consequently, the guard will not be able to filter incoming messages that are encrypted.

With minimal work, current mail guards can be modified to allow for releasability for Secret-to-Unclassified networks.  It will take considerably more work to enable network access between Secret and Unclassified networks with adequate risk mitigation, because the risks of network access are quite high.  The Technology Gaps section outlines a migration path to allow near term Secret-to-Unclassified capability for releasability and midterm capability for network access.

For the near term it is obvious that the guard will remain the linchpin of Secret-to-Unclassified connectivity. Many risks exist that guards will never be able to mitigate.  The long-term architectural goals should be to minimize the number of Secret-to-Unclassified connections while working to migrate toward MLS on the desktop workstation and within the servers.

The optimal solution to minimize risk is to move away from Secret-to-Unclassified and move toward MLS.  MLS could be implemented on the desktop using CMWs or the Starlight Interactive Link technologies.  There are several medium assurance (B2-B3) platforms on the market that are now being used as guard platforms.  These could be converted to use as server platforms.  Data could be separated on the network cryptographically. The technology exists for MLS; the business case has been the problem.  The MLS systems that have been developed by industry have met with a lukewarm reception by government customers.  Only if the Government is serious about using MLS will MLS become available.
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Figure 6.7-2.  Recommended Topology 

Technology Gaps

This section addresses the near-term technology advances that should be addressed to allow Secret-to-Unclassified releasability, then the midterm advances for Secret-to-Unclassified network access.  

a)
Technology Gaps for Communication.  The technology to allow Secret-to-Unclassified communication via electronic mail is readily available.  However, the technology to allow Chat, whiteboarding, Internet telephony, and video conferencing across the network boundary is not yet available.

b)
Technology Gaps for Releasability.  All of the capabilities needed to support releasability are currently technology gaps.  However, it is felt that Secret-to-Unclassified releasability can be accomplished within 2 years using the present solution topology shown in Figure 6.7-2.  The goal is to allow users on the Secret side to submit files to the guard for downgrading.  Then those files should be stored on a releasability server on the Unclassified side, making them available to Unclassified side users.  They could also be made available to users outside the firewall, with the firewall and the releasability server performing authentication and controlling dissemination.

This should be accomplished by developing a releasability policy for the guard and then applying the policy to files being mailed to the releasability server.  The releasability policy would likely be different from the message release policy applied to regular e-mail.  The guard would recognize e-mail destined for the releasability server and would apply the releasability policy.  The releasability policy will be more restrictive than the message release policy in the following ways.

· Only a very small set of users on the Secret side shall be allowed to release files to the releasability server.

· The guard shall maintain a list of this set of users and check the list upon each submission of a file to be released.

· All files submitted for release require signatures by two of the authorized individuals; one is a nonrepudiation signature; the other is a sequence signature.

· Only files with specific formats of plain text or HTML shall be releasable.

· Strict audit logs shall be kept on the guard of all files sent to the releasability server.

· Released files shall be scanned for content.

The releasability server should be a COTS product that receives the files and stores them for future publication.  Publication occurs when an authorized user on the releasability server unwraps the files from their signed MSP wrappers, and places them in a directory that is accessible to other users.  The authorized user of the releasability server must set the appropriate permission on the published files to allow the intended users to access them.

c)
Technology Gaps for Network Access.  There is considerably more work to be done for network access. A completely new set of filters and proxies must be developed for the guard to recognize HTTP, FTP, Gopher, WAIS, SQL, and Web Push protocols and to apply appropriate policies to these.  Work is needed to develop these policies and vet them to gain confidence that they adequately mitigate risk for network access.  Elements of such a policy must include but not be limited to the following.

· HTTP Post is not allowed Secret-to-Unclassified.

· Certain fields within the HTTP protocol that identify the user making the request and the version of the browser being used must be set to arbitrary values, effectively making the Secret user anonymous. 

· Executables must be blocked from entering the Secret network as Java applets or Active X controls.

· The guard shall maintain a list of URL to which access is authorized, and enforce the policy that these URLs are the only ones accessible.  The guard shall perform stateful filtering of HTTP.

· The guard shall prohibit Secret users from using the FTP PUT command.

· The guard shall maintain a list of users on the Secret network that are allowed to perform network access and network access attempts using SSL.

Case 2:  Secret U.S.-to-Secret Allied

This section will be provided in a later release of the framework.

Case 3:  Top Secret-to-Secret 

This section will be provided in a later release of the framework.

6.7.2
MLS Workstation 

This section will be provided in a later release of the framework.

6.7.3
MLS Servers 

This section will be provided in a later release of the framework.

6.7.4
MLS Network Components 

This section will be provided in a later release of the framework.
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