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5.2
Wireless Networks Security Framework

The Wireless Networks Security Framework section has been added as an element of the Information Assurance Technical Framework (IATF) to discuss the security of new wireless communications technologies.  This section is incorporated because the IATF addresses many security concerns and secure infrastructure elements that also affect wireless communications.  Exposure of wireless communications in the radio frequency (RF) transmission environment, and the portability of computer processing and storage that wireless connectivity provides, add another set of vulnerabilities to the vulnerabilities of wired network systems.  This section will present the areas of security where wireless communication presents additional vulnerabilities, different customer requirements, and different, although related, security concerns.

Wireless network protection addresses the need to ensure security of user communications where one or more links in the communications channel traverse a wireless link.  “Wireless” is defined as the set of services and technologies that does not include more traditional legacy radio communications such as land mobile radio (LMR) and military point-to-point and netted military satellite communications (MILSATCOM).  RF systems are addressed separately because the government legacy systems were typically designed for specific applications and included required security mechanisms.  The new wireless technologies are commercially based and are not built to specifications for government applications, although the number of government applications for such systems is increasing rapidly.  Security measures for new wireless systems must be developed in conjunction with the equipment manufacturers and service providers involved in the wireless industry.

“Wireless,” in this context, defines a set of commercially developed systems and products, and a system infrastructure, that transfers personal communications from wired to RF transmission environments.  Wireless communications often are provided as a service to the user where the user does not own the communication infrastructure.  These systems often do not require user licensing or user spectrum management (at least in the United States).  Typically, wireless systems use low-power transmission and/or spectrum-spreading techniques in short-range communications environments.  The characteristics used herein to define wireless are—

· RF communications in commercial and unlicensed frequency bands

· Low-power, short-range communications systems using enhanced processing and multiple transmitters to achieve range when required

· Commercially owned and operated communications infrastructure (there are exceptions)

· Commercial standards

· Vendor proprietary protocols

· Mobility of users and communications.

As we describe the technologies and applications involved in wireless systems, the reader will note that there are exceptions to each of these characteristics.  Wireless communications, rather than being a set of discrete technologies, applications, and implementations, actually form a continuum of capabilities that connect across the boundaries of the system definitions we provide.  Wireless technologies also, in most cases, rely heavily on the wired network and telecommunications infrastructures for their interfaces and proper function.  These interconnections are significant in discussion of security.

Wireless equipment may be used by travelers or telecommuters to remotely access their local area networks (LAN), enclaves, or enterprise computing environments.  However, most remote access situations involve connecting through wired telephone or commercial data networks.  Discussion in this section of the framework focuses on wireless communication networks in general, regardless of the systems being accessed through the network.  As digital wireless telephony, two-way paging, wireless LANs (WLAN), and other wireless technologies gain strength in the marketplace, both government and industry users are becoming increasingly reliant on wireless communications for their daily activities.  With this in mind, these devices must operate in untrusted, highly mobile, and potentially hostile environments.  

There will be some overlap between the options presented here and those presented in other portions of the IATF because the majority of wireless communications networks in use today tie into a larger, wired network with additional security concerns.  Previous sections of the IATF have addressed the data network portion of these wired concerns in great detail, and references are made throughout this chapter to those IATF sections, as applicable.  Securing wireless communications across network segments implies a unique set of challenges that must be addressed within this framework document in order to provide layered security services, as outlined in the defense-in-depth strategy.

In today’s marketplace, the consumer has access to a wide variety of wireless devices, including digital wireless phones, mobile satellite circuit-switched and packet services, WLANs, pagers, and wireless private branch exchange (PBX)/local loop devices.  Each device interacts differently with existing wired networks, often through a private gateway or a service provider’s network equipment.  Additionally, different users have different connectivity and communications security needs. Information protection mechanisms can provide authentication and confidentiality but definitely add to the cost of the equipment.  Therefore, before purchasing any wireless communications equipment, users should make a decision regarding connectivity needs and the sensitivity of the information that will traverse their wireless network.  Based on these decisions, appropriate protection mechanisms can be selected to meet user needs. 

This section examines several categories of wireless technology, addressing the functional requirements, security requirements, and mechanisms involved at each point in the communications and processing links.  Security requirements will focus primarily on the following areas: identification and authentication (I&A), access control, data confidentiality, data integrity, and availability.  These requirements for wireless systems do not replace those discussed in earlier sections.  Instead, they are the same as the security requirements presented for wired networks but may have differing emphasis due to RF exposure, and differing implementation requirements.  For example, if a (Unclassified but Controlled) WLAN is connected to a public network such as the Internet, the requirements discussed in Sections 5.3, 6.1, 6.2, and 6.3 are fully valid.  RF transmission of sensitive or classified data adds other variables to the equation in terms of ensuring that the message is received by only the intended recipient, detecting location of users, and combating denial of service –caused by techniques such as jamming.  In such situations, a wireless network connection will often expand virtual private networks (VPN), protection of network access (PNA), remote access, and even multilevel security (MLS).  Typically, wireless systems connect to their wired counterparts at the same security level as the wired system, although the use of end-to-end confidentiality can permit users to “tunnel” through the wired system at any level of classification without mixing different classification levels.  The provision of security mechanisms for High-to-Low, Low-to-High, and need-to-know is entrusted to processors within the system just as it is with wired components.

In developing the security solutions framework for wireless communications, we have subdivided commercial wireless communications into topical areas based on differences in application and implementation technology.  Admittedly, there is overlap as providers merge applications to provide new services and maximize customer base (e.g., paging over cellular phones in Personal Communications System [PCS] networks).  The wireless topics covered here are divided into the following areas:

· Cellular telephone

· Low Earth orbit (LEO)/medium Earth orbit (MEO) satellite telephone networks

· WLAN

· Paging (one-way and two-way)

· Wireless telephone (wireless PBX, wireless local loop [WLL], and cordless telephone).

Figure 5.2-1 shows a combination of the wireless services attached to a set of wired infrastructures.  It depicts a boundary around the various wired information transfer services that includes both data network systems and circuit-switched systems, which typically provide voice communications.  Each type of wireless implementation effectively creates a hole in the wired infrastructure boundary because it exposes information in the system to the RF medium where signals can be much more readily detected and intercepted than in wired communications systems.

Figure 5.2-1 demonstrates that security measures implemented in the wired infrastructure can be negated by wireless connections.  For example, a user community might have a wired VPN that is secured using a combination of encryption, access controls, and firewalls to create a security boundary, shown as the oval in the figure.  The connection of wireless components to the VPN (e.g., wireless LAN, cell phones) can expose the VPN users and their data to over-the-air signal intercept.  Such interception is readily accomplished.  The wireless assets, if not properly implemented, thus punch holes in the security boundary.  These holes are depicted as the breaks in the oval in the figure.
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Figure 5.2-1.  Wireless Extension of the Wired Infrastructure

Wireless technology and capabilities are moving so rapidly that continuous updates to this document will be required to attempt to stay abreast of increased bandwidths, new modes of wireless operations, new product and service offerings, and the aggregation of services.  As wireless technology services are enhanced, new vulnerabilities and user risks will be introduced.

Throughout this section, comparisons are made between several different types of wireless networks and their wired counterparts.  New threats and new vulnerabilities in the wireless arena add a different dimension in security requirements and considerations for designers and consumers.  Some of the vulnerabilities and risks described in this section of the IATF are common to both wired and wireless networks and communications media.  This section will emphasize areas of risk that are increased by the use of wireless communications media.  The framework will highlight critical gaps in current government and commercial security technologies.  

5.2.1
Cellular Telephone

As technologies have advanced, cellular applications and terminology have become confused.  Originally, “cellular” referred to a dialed analog voice telephone call technology that made use of distributed transceivers in line-of-sight communications with connections to the circuit-switched wired infrastructure.  The term “cellular” no longer means the same thing for everybody because it is evolving into a digital pipeline that can be used for virtually any voice- or data-based service (bandwidth limitations notwithstanding). Cellular systems operate primarily in the 800–900 MHz range and the 1.8–1.9 GHz range using either Time Division Multiple Access (TDMA) narrowband or Code Division Multiple Access (CDMA) wideband RF modulation.  These distinctions of frequency and modulation do not substantially modify the services offered by cellular providers but are in some cases germane to the security of the systems.  All cellular systems provide an over-the-air control channel from the cellular base station in addition to multiple user “talk” channels.  This arrangement means that the bulk of the system control is out of band with reference to user channels.

In recent years, the cellular telephone market has seen tremendous growth around the world.  With the transition to digital cellular telephony and the advent of the new PCS, the wireless telephone system has become a major part of both the Defense Information Infrastructure (DII) and the National Information Infrastructure (NII) for mobile users.  Moreover, users desire similar functionality with wireless telephones to the functionality they have become accustomed to with standard wired telephones, including call forwarding, conference calling, and secure calling.  Specialized militarized systems have been developed where vehicle transportable cell base stations are used as cellular telephone communications hubs.  The user instruments that support cellular communications have grown increasingly capable in mobility, processing, storage, and communications capability.  This aggregation of capabilities provides enhanced user functions, but also increases the risk of loss of sensitive information, denial of service, and spoofing of user messages and identities.

5.2.1.1
Target Environment

This framework examines the standard wireless telephone environment, described as an end user with a hand-held telephone, roaming throughout a cell-based infrastructure owned or at least controlled by a cellular service provider.  As shown in Figure 5.2-2, the cell towers connect through a base station to their mobile telephone switching center (MTSC), which provides connection to the public switched telephone network (PSTN) or if service is procured, to the Defense Switched Network (DSN).

Figure 5.2-2 can be broken into three major sections:  the user environment, the service provider network, and the public network.  The user environment consists of the hand-held phone and associated user, and the traffic and control channels.  The service provider network infrastructure includes all equipment and connections from the cellular transmitter through the base station and on to the MTSC.  The MTSC is the gateway to the PSTN or DSN for wired routing of calls.  The PSTN includes connections to wired users, the Internet, and other mobile network providers.  Each segment varies in the levels of privacy and availability provided to the user.
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Figure 5.2-2.  Cellular Telephone Environment

5.2.1.2
Consolidated Requirements

Users of wireless networks require functionality from their wireless equipment similar to what they get from their wired counterparts.  Wireless telephony is certainly no exception.  In discussing the following capabilities and postulated functional requirements, particular attention is paid to functions associated with connecting a wireless user to an existing wired network.  

5.2.1.2.1
Functional Requirements 

· Users/User Equipment

· Should provide maximum portability and mobility for the user.

· Must have individual identification (ID), e.g., unique phone number.

· Must provide unique ID of user instrument.

· Must be able to provide location to the service provider system, e.g., Emergency 911 (E911).

· Must have service availability within full assigned area of provider network.

· Must ensure confidentiality of control channel and voice/data channel information.

· Must provide protection for information stored and processed in user equipment.

· Must provide user with maximum allowable access to needed information and services.

· Must be compatible with different signaling protocols for operation in different locations when outside home network.

· Must interface with wired and wireless user communities.

· Should provide certificate and key management and distribution interfaces for authentication of users.

· Should maximize user instrument operating time (battery life).

· Geolocation is both a benefit provided by cellular systems (under certain circumstances) and a risk for cellular users when the function is not desired.  Federal law for E911 service requires geolocation of users for emergency situations.  At the same time, the greater precision of the geolocation and the availability of that information in the cellular system put other users at risk during clandestine operations.

· Service Provider

· Provide high grade of system availability for users.

· Provide high-quality voice and error-free data services for users.

· Protect user information (e.g., ID and location) within the cellular infrastructure.

· Provide priority service for critical users.

· Provide capability for user communities to manage allocation of user services.

· Manage security of user provisioning and location information.

· Protect against the full range of network attacks (e.g., cloning, eavesdropping, impersonation).

· Provide signaling technologies that are compatible with multiple user instruments.

· Provide protection against jamming and other denial-of-service attacks.

· Interface to Public Network

· Provide minimal operational impact on user and phone performance.

· Provide accurate billing method.

· Provide dedicated connections from mobile telephone switch to telco.

· Provide wired telco services (e.g., caller ID).

· Provide standard interface with telco systems.

5.2.1.2.2
Networking Environments

· The networking environment in a wireless telephone network is not as clearly defined as it is in a computer network.  One of the significant differences between a cellular network and a computer network is the level of access provided to a user.  Local access to a computer network can provide universal access to all systems connected to that network.  Access on a cellular network is much more limited for the end user, that is, access to a selected called party.  However, with the increased use of the data capabilities of digital wireless telephony, a cellular network may begin to resemble the more familiar computer network.  Wireless telephones should offer conference calling, as well as the ability to broadcast data to one or many recipients simultaneously.

· The networking environment should maximize the user’s ability to use the service within the full boundaries of the service area.  Fading and interference characteristics vary depending on site structures and modulation techniques.  Users should investigate these characteristics for different providers in areas of critical operations for service continuity before selecting a provider.

5.2.1.2.3
Interoperability Requirements

· Service providers and associated handsets should not force users to use any nonstandard protocols, modes of operation, or procedures that would prohibit interoperability with external users or systems with which users desire to communicate.  

· Different cellular infrastructures currently make certain handsets inoperable in many areas around the world.  In addition to the varying protocols, frequency allocations differ globally.  While equipment is being manufactured to operate in different frequency bands, switching between protocols like TDMA and CDMA is more challenging.  From a network security standpoint, users must carefully consider how transmitted signals affect detectability, availability, power control, jamming, and interception.  Based on these considerations, the proper technology should be available to meet the user’s needs.  Regardless of the primary digital multiple access technique used, cellular handsets that can revert to a more universal system like Ad​vanced Mobile Phone Service (AMPS) are extremely useful when the mobile user is outside of his or her normal area.  However, AMPS is gradually being replaced and will not be widely available in the future.   Future cell phones will be equipped to handle multiple types of more modern protocols.

5.2.1.2.4
Anticipated Future Requirements

· Convergence of technologies is demanding access to Internet services from the wireless telephone.  Manufacturers have begun providing this service with a combination of wireless telephone and personal digital assistants (PDA).  Increases in channel bandwidth to (in excess of) 100 Kbps have made Internet connection a viable reality.

· Wireless phones will require operation with a smart card or a Subscriber Identity Module (SIM) card for such future technologies as electronic commerce.  These cards are also referred to as tokens.  A token can be implemented in hardware or software, depending on the required assurance level for the transmitted information. 

· Tokens will help cellular phones provide digital signatures, as well as end-to-end confidentiality of information.  The security features required for electronic commerce can also be used to implement security features for sensitive and classified traffic. 

· The ability to use a single-user instrument for different types of cellular protocols (and other wireless capabilities such as mobile satellite service [MSS], paging, WLAN, cordless phone services, and wireless computer synchronization) is now coming on line.  Universal handsets will be available in the near future.  This will reduce the cost of confidentiality and other security mechanisms because the security will not need to be implemented for multiple protocols, but could rather become a user application that is independent of the network for end-to-end security requirements.

· The number of communications modes and interfaces described in the previous paragraph will require some common form of authentication and other common security solutions.

· Increased information transmission over the user and control channels will require enhanced security for those connections.  For example, caller ID is now becoming available, and E911 will carry very specific geolocation information over the RF path.

5.2.1.3
Potential Attacks

The primary concerns of the cellular service provider are theft of service and denial of service.  While different types of users may or may not be concerned about the confidentiality of the information transmitted and received by their wireless phone, commercial service providers definitely want to ensure that the cellular system prevents unauthorized use of their service by a nonpaying customer and that the cellular service is functional for paying customers.  Confidentiality of the information is typically a secondary objective for the service provider, but a primary concern for business and government users.

5.2.1.3.1
Passive 

· Eavesdropping operations were relatively simple with analog AMPS handsets.  The change to digital technologies has increased the difficulty of passive eavesdropping, but devices can be readily modified to provide channel scanning and intercept capabilities.  Without a true encryption scheme, passive means can result in a major attack.  

· Geolocation by an adversary via direction finding, cell location, or E911 requirements.

· Traffic analysis via dialed phone numbers and caller ID.

· Spoofing.  Attacker intercepts data, splices in information, and retransmits the message as if originator of the message.

5.2.1.3.2
Active

· As shown in Figure 5.2-2, a distinction must be made between the voice/information channel and the control channel.  Interception of control channel information is a bigger threat to service providers, while users are typically more concerned with the confidentiality of the “talk” channel.

· Denial of service by jamming or altering control channel data can be a threat to users and service providers in cellular networks because of the vulnerability of control channel information when it is transmitted over the air.  Such attacks typically require physical access to a provider’s network equipment, although outsider spoofing can modify the control channel.

· Outsider control of the transmit power of the user hand-held device allows an attacker to conduct locating and tracking operations against a target.  Also, an attacker could cause denial of service by limiting the output power of a user’s handset below what is required to maintain a connection. 

5.2.1.3.3
Insider

· Duplicate smart cards or SIM cards (copy user token).

· Steal information on user identification and user traffic via control channel intercept.

· Modify control parameters of the system infrastructure.

· Modify user’s phone. 

5.2.1.3.4
Distribution

· Hardware or software modification in transit could be used as a first step in a complete attack by which an adversary eventually could cause the system to send data or allow access by way of electronic connections to information for which he or she is not authorized.  These attacks, however, are not the emphasis within this section.

· The distribution attack is enhanced by the fact that user instruments are becoming increasingly modular.  Thus, a user capability is assembled from parts that were distributed separately.  Such components include storage devices (disks, flash prom) and communications devices (e.g., PC card modems, wireless modems, and WLAN cards) that could spread viruses and open undesirable communications channels.

5.2.1.3.5
Other

· Theft of portable user devices containing sensitive information and user programs is also a risk.  The increasing integration of processing and communications elements in mobile systems can make the theft of user equipment very destructive because of the storage volume and aggregation of information on that equipment.

5.2.1.4
Potential Countermeasures

Sufficient countermeasures must be implemented to provide privacy, authentication, and message integrity in accordance with the level of information being transmitted.  Type 1 security, primarily for the DII community, requires countermeasures that provide the maximum possible security for message traffic.  Sensitive information requiring Type 2/3 security requires less stringent countermeasures.  In order to maintain a secure infrastructure, the Government must overlay a supporting system infrastructure to incorporate authentication and key management and other countermeasures for each level of information as appropriate.  Chapter 8, Supporting Infrastructure, is dedicated entirely to discussion of supporting secure infrastructure, and Section 8.1.5.14, Attacks and Countermeasures, covers attacks and countermeasures in more detail.  

5.2.1.4.1
Encryption

The primary security requirement for cellular phones, as with any RF transmission system, is protection of user information over the air.  There are two primary modes for protection.  The first is encryption to secure the information and transmission security (e.g., signal spreading or hopping) to protect the channel and possibly to provide protection against signal detection.  Information on the control channel is also user related at times in that it provides information on location, privileges, called party, and calling party.  Such information is very valuable for traffic analysis.  A second important requirement for users is I&A of the parties in a communications session.

The Federal Bureau of Investigation is presently promoting a law that will prohibit sale of encryption devices for use within the United States that do not provide key recovery services to support Communications Assistance to Law Enforcement Act access.  Although the law has not been implemented, it appears that cellular service providers are slow to implement encryption services until the implications of a key recovery law are known.  However, the techniques and standards for certificate and key management and encryption exist within the data network world to permit firmware or software encryption to be implemented for sensitive communications.  Encryption algorithms can be embedded or implemented on the same tokens that provide user identification and privileges.

Inband signaling is also a target for encryption to prevent traffic analysis.  For instance, encryption of dialing and data digit signals sent over the RF network must be considered, as well as caller ID information that precedes a received communication.  This will help secure credit card transactions, personal identification numbers (PIN), other account numbers that are entered to access commercial dial-up services, and the identities of calling and called parties.

5.2.1.4.2
I&A

SIM cards and other small token form factors may provide the best countermeasure to enable user and user terminal authentication (and security management).  If a phone is stolen, for example, the user can notify the service provider, who then deactivates the SIM card in the stolen phone.  The phone can even be programmed to flash “Stolen Handset” to notify the thief that the handset is useless.  The same measures that providers use to prevent theft of service from the provider can be adapted to provide I&A security services.  For increased security, service providers can permit user groups to control access of their own individual members using software tools that the service providers use to provision systems.  The same provisioning capabilities can be expanded to include information such as security clearances, access to keying and other security management infrastructure (SMI) services, and restriction of services within the limits of the overall provisioned (and paid for) service.

5.2.1.4.3
Availability and Integrity

The availability and integrity of communications are largely a function of the protocols used by the service provider to connect calls, to provide reliable communications channels, and to service an optimal number of customers.  As with any telephone system, busy channels are possible, although a busy system (rather than called party busy) is much more likely in cellular systems depending on the number of subscribers within a given cell or coverage area.  To maximize the number of users in a given area, the RF power output is often controlled for provider and/or user equipment on a dynamic basis to within a tolerable channel error rate for digital voice communications.  Error correction codes are then used to correct the errors that would not be tolerable for data communications.  To enhance both availability and integrity, a caller priority technique could be implemented to eliminate busy connections for critical calls and to reduce the number of concurrent general user calls processed within a given cell area in support of emergency operations.

5.2.1.5
Technology Assessment

Within the wireless telephone market, current technology is more than adequate to permit insertion of required security into most applications, but few security measures have been implemented.  As discussed earlier, the best available security technologies use some sort of token (physical component or inserted code) to provide authentication, access control, and data confidentiality.  Lessons can be learned from the use of SIM cards with Global System for Mobile Communications (GSM) phones in the European market, where a user must have both a SIM card and a password (passwords are optional) in order to operate the telephone.  Hardware or software tokens can be issued to every individual requiring sensitive communications who will use a wireless telephone in the future.  Regardless of which protocol is used in a mobile telephone, the technology is available to ensure that these tokens provide continued high performance and ease of use for the mobile user, as well as providing a mechanism for implementing the required security.  For U.S. government applications, cellular end-to-end secure handsets are under development to satisfy Department of Defense (DoD) and other government high-security requirements.  Currently, the DoD is fielding Type 1 secure CDMA and GSM phones.

To manage the approval and provision of tokens and security privileges, an SMI infrastructure is required.  Presently, the software cryptography implemented in some systems provides protection only for the lowest levels of assurance.

Communications bandwidths (typically less than 20 Kbps) are not yet sufficient to support efficient public key distribution capabilities over the cellular communications channels, but the picture is changing in two ways.  High bandwidth cellular services (over 100 Kbps) will be coming on line within the next several years, and new techniques for key and certificate distribution based on elliptic curve cryptography will provide more efficient transfer mechanisms.  In combination, these capabilities will minimize call setup times and reduce the airtime cost of security to the point where a more widespread user base will consider the use of public key capabilities.

5.2.1.6
Usage Cases

Other sections of this framework have addressed several cases involving connecting equipment at one classification level to equipment at the same or a different classification level across both trusted and untrusted networks.  These cases are clearly an IATF issue but also apply in the wireless domain.  However, use of wireless equipment interfacing with a wired network does not significantly change the cases that were previously discussed.  In general, some level of communications security is recommended for any equipment where there is a connection to a potentially hostile or unknown environment.  In the case of cellular communications, all transmissions can be thought of as connecting to an unknown environment because of the nature of RF transmissions and the ease of signal intercept.  Thus, the descriptions of each of the specific cases addressed in this framework remain unchanged for the wireless environment.  Cellular calls are treated herein as having the same levels of classification as the wired systems to which they are connected.  An exception involves the use of high-grade end-to-end confidentiality of the wireless service so that the user is independent of the classification level of the wireless or wired networks to which he or she is connected.

The cellular user scenario to be discussed is the voice phone call from/to a cellular portable phone system.  Although the scenario appears to be quite simple, the actions required for the establishment and conduct of the call are quite complex.  This “simple” example involves only a voice phone call; that is, it involves no data, pager, or other service that might be available under services such as PCS.

Three types of connections are addressed in this scenario:

· The cellular user calls a plain old telephone service (POTS) user.

· The cellular user calls another cellular user (same or different provider).

· The cellular user calls a satellite telephone user (e.g., Iridium phone).

The risks to users under the three scenarios are similar in terms of over-the-air exposure, but there are differences in denial of service and quality of service that must be considered.  The risks presented below will call out the specific situation under which a certain risk or degradation in service occurs.

It is important to note that any communication over commercial facilities opens up a large number of paths for the call control and user voice information to follow.  The user has little to say about what path his or her information will take or where important information related to the user will reside.  As shown in Figure 5.2-2, for cellular voice calls the paths that can be taken by a call are varied.

Before the user ever gets to the point of making a telephone call, the user has to establish service with a cellular provider.  When the service is established, the parameters are set for local service areas and roaming areas, as well as for billing-related items (e.g., free call minutes).  All of these parameters are checked before calls can be completed.  The user privileges can be checked rapidly by the provider through the use of the wireless intelligent network (WIN) that provides a separate control system for the networks (separate from the cellular user channels themselves). User-related information is readily available within the cellular control infrastructure.

There are several important security-related elements to consider in making cellular phone calls:

· Service Is Not Assured.  In an emergency and during peak usage periods, call overload can lead to denial of service for individual phone calls.  Spurious or intentional signals sent by third parties can cause calls to hang up.  A moving user can experience dead spots within the service area.  In certain locations, such as urban areas, call coverage can be very spotty due to electronic and physical interference.  Transition of calls between cells is not assured.  Since cellular systems are implemented based on user population, many areas with low population density may not have cellular service at all.  

· User Is Identified.  As soon as a cellular phone is turned on within a service area (a call need not be made), the user is identified to the entire system.  The user ID is broadcast within the cell in response to interrogation from the cellular system over-the-air signaling channel.

· User Location Becomes Known.  As soon as a cellular phone is turned on within a service area (a call need not be made), the location of the user is identified to the entire system.  The user is located to within a fraction of the cell area (typically several square miles).

· User’s Information Is Exposed Over the Air.  Both the signals transmitted from the user and the signals from the other party to the call are available over the air within the cell site.  The equipment required for third parties to intercept calls is inexpensive.  Nothing more than a standard cell phone is required to accomplish the interception.  There are multiple hacker Web sites that provide information on how to convert a cell phone into an interception-scanning device.  The use of high-gain antennas (also cheap and readily available) can extend the interception capability well beyond the cell site itself.

· An Adversary Can Readily Deny Service.  Cellular signals can be readily jammed and are subject to interference also.  Several vendors make intentional jammers to prevent cell phone operation on a given premises.

· CDMA Technology Provides Lower Signal Exposure.  CDMA transmissions are less readily intercepted than TDMA transmissions, but CDMA transmissions are not, by any means, invulnerable.

· Intelligibility of Calls May Be Poor.  Basic cell phones that use analog user channels can suffer from noise.  Digital channels use low data rate voice encoding that can suffer quality loss through conversions from digital to analog and back in the telephone and cellular networks.

· Users Can Be Spoofed.  Through theft of equipment or reprogramming of IDs, third parties can adopt the identity of a user and make misrepresented calls.

· User Cellular Telephone Instruments Are Vulnerable.  As equipment becomes more sophisticated, more information is stored within the cell phones themselves.  Several cellular phone models include a palmtop computer as part of the instrument.  A stolen cellular instrument may contain much more sensitive information than the user’s ID.

5.2.1.7
Framework Guidance

User Advisory

· Cellular phones are adequate for general-purpose traffic but are typically unsuited for high reliability requirements.  Numerous government organizations and law enforcement agencies use cellular telephones for general-purpose traffic but use specialized security devices and private networks (e.g., LMR) for critical communications.

· Several cellular providers offer over-the-air encryption of user information, but the security is applied only for the air link, not through the telephone network.  In all cases, except the use of National Security Agency (NSA)-endorsed Type 1 instruments, commercial cellular encryption is not suited for classified information exchange.  Discretion in sensitivity of information transmitted is necessary.

· Digital telephone services are somewhat more private than analog systems.  Requirements for interception of analog conversations are trivial, whereas a small degree of sophistication must be applied to intercept digital connections.  Also, digital connections are more readily secured through encryption, should the option be available.  Use of digital cellular phones is recommended.

· Use of CDMA technology is preferable to use of TDMA from a signal interception viewpoint.

· Users must protect their cellular phone instruments from theft or loss.  The cost of the instrument may be trivial compared to the value of information contained on the instrument.

Desired Security Solution

· Users within the NII and the DII require reliable service with assurance of data integrity and confidentiality, as well as protection from handset cloning and misidentification. 

· Any cellular/PCS network should provide over-the-air security (at a minimum) for both voice and control channel information.  

· End-to-end security for user conversations and data transfers is required for U.S. Government sensitive and classified operations.

· Users should be protected from RF attacks and traffic flow analysis attacks.

· Systems should provide capabilities for users to be restricted to absolute need in the use of options available within the systems (e.g., caller ID), thus minimizing the amount of traffic-related information sent over the air.

Best Commercially Available Solution

· The best current solutions involve using a PCS phone or a GSM phone with a SIM card to provide user I&A.  

· Cellular providers have adopted RF signature evaluation techniques to find stolen cellular user instruments.

· Network providers currently secure billing information through the cellular and PSTN networks.

· GSM standards provide for encryption of user channels within the provider secure infrastructure (i.e., as far as the wired telco interface).  This encryption is from the cellular phone to the base station only and is not sufficient to protect classified or sensitive information.

Technology Gaps

· Adequate security mechanisms to implement Type 1 security for U.S. government classified operations, for example, insertable or software-based high-grade encryption.

· Protocol-sensitive encryption techniques to protect multiple data protocol types.

· SMI within the service provider network to include user security privilege establishment, maintenance, and distribution.

· User-operated control and provisioning systems to allow rapid reconfiguration of user privileges to modify services in emergency quick-response operations.

· Modified modulation techniques for spread spectrum systems (e.g., CDMA) to decrease the effect of electronic jamming and reduce the probability of detection for covert users.

5.2.2
Low Earth Orbiting/Medium Earth Orbiting Satellite Telephone Networks

LEO and MEO satellite telephone networks, often referred to as MSS, are the next stage in worldwide, portable telephone connectivity.  Unlike the cellular/PCS systems discussed earlier in this section, these handsets will provide telephone connectivity from anywhere in the world where the subscriber elects to pay for service.  The traditional cell structure and roaming environment changes significantly with these networks because the cells are now moving and the users are remaining relatively stationary compared with the faster moving LEO satellites.  

LEO satellites circle the planet many times each day at orbit altitudes of 300 to 1,000 miles.  The engineering is very complex because these systems cover large areas with many small, low-powered satellites.  Currently, only two satellite services are scheduled to be partially available now or in the near future: Iridium and Globalstar.  In one case, there will actually be handoffs between the satellites, as shown in Figure 5.2-3.  Advantages of these services will include worldwide coverage, the ability to use portable phones, and automatic searching for a terrestrial (cellular) service before switching to the satellite.  Many MSS phones scheduled for commercial use operate with local digital cellular networks as well as with the satellite network.  Because of the present high per-minute cost of satellite communications, the phone will/should first try to access a local cellular system when making a call.  If no cellular service is available, the satellite service is used.
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Figure 5.2-3.  Mobile Satellite Subscriber Environment 

5.2.2.1
Target Environment

The target environment is very similar to the cellular case where a user is making or receiving a phone call from a portable mobile user instrument to another portable instrument, to a wired telecommunications user, or to a cellular telephone.  In this environment, the user and recipient can be anywhere in the world.

As previously presented for the cellular case, the elements of Figure 5.2-3 can be broken into three major sections: the user environment, the service provider network, and the public network.  The user environment consists of the hand-held phone and associated user, as well as the talk and control channels.  The service provider network infrastructure includes all equipment and connections from the satellites and earth stations, the satellite control infrastructure, and the ground entry points that interface with the PSTN.  The public network includes connections to wired users, the Internet, and other mobile network providers.

5.2.2.2
Consolidated Requirements

The following requirements are proposed for government utilization of MSS capabilities.

5.2.2.2.1
Functional Requirements

· Global coverage area for call transmission and reception.

· Continuation of call connection from satellite to satellite.

· User and recipient I&A.

· Voice and data confidentiality and data integrity.

· Transmission of voice and data.

· User geolocation capability (both beneficial and a vulnerability).

· Long user instrument lifetime (battery power).

· Accurate and timely billing procedures.

5.2.2.2.2
Networking Environments

· Cross-connected satellite constellation for primary call handling (vendor or service provider proprietary protocols).

· Data transmission capabilities of up to 19.6 Kbps currently for e-mail and other short message services.

· Interconnection to PSTN, cellular networks, and data networks.

· Worldwide paging services also available through LEO satellite networks.

5.2.2.2.3
Interoperability Requirements

· User instruments that can be used with the MSS system and with cellular telephone systems.

· Interfaces with all PSTN systems worldwide.

· Sufficient digital voice quality to traverse the PSTN and be intelligible in cellular systems.

5.2.2.2.4
Anticipated Future Requirements

· Increased bandwidth to support data transfer.

· Increased voice quality for conferencing.

· Reduced cost of user instrument to expand availability.

· Support for SMI functions.

5.2.2.3
Potential Attacks

5.2.2.3.1
Passive 

· Largely the same as for cellular RF emission vulnerabilities.

· Interception of data from the satellite downlink transmission can be accomplished from anywhere in the satellite footprint (larger space than for cellular).  The only drawback for the adversary in this case is the volume of information to be processed.

5.2.2.3.2
Active

· Denial-of-service attacks by electronic jamming.

· Like attacks on cellular systems, network attacks through LEO/MEO satellite systems are somewhat limited in scope.  An adversary cannot access the entire telephone network simply by intercepting one telephone call.  In other words, local access does not allow universal system access as it would in the case of a LAN connected to the Internet.  

5.2.2.3.3
Insider

· Modification of handsets before delivery to customer.

· Duplicate handset and user ID information can be loaded into a second phone (nonsimultaneous use).

· User location information available to service provider.

5.2.2.4
Potential Countermeasures

Many of the countermeasures discussed in the Cellular/PCS section also apply to satellite telephones.  Theft of service will most likely be the primary goal of any hacker on the MSS telephone network.  Theft of information and eavesdropping will likely be a secondary concern for providers, but will be critical to certain government users.  Service providers must ensure that control channel information is secure, and procedures must be in place to provide user I&A in order to prevent theft of service.  Providers must also permit the use of end-to-end confidentiality mechanisms to protect user information.

With a cellular structure, creating some type of SMI incorporating key management and other countermeasures is easier within a country.  Any SMI used in the LEO network must fit into more of a global management structure.  However, as costs drop and satellite telephony becomes more popular, usage by customers within both the DII and the NII will likely increase.  Before these telephones become useful for customers in the DII transmitting sensitive information, sufficient countermeasures must be implemented to provide privacy, authentication, and message integrity in accordance with the level of information being transmitted.

Use of some sort of token or smart card with the telephone handsets can also be integrated into the satellite network.  As with cellular systems, SIM cards may provide the best countermeasure to enable user authentication and key management.  Only authorized users will be able to access the satellite network.  Also, if a phone is stolen, the user can notify the service provider, who then deactivate the SIM card in the stolen phone.  The phone can even be programmed to flash “Stolen Handset” to notify the thief that the handset is useless.

5.2.2.5
Technology Assessment

As of this writing, service has been initiated on both the Iridium and the Globalstar networks.  Proposed technologies include dual-mode (GSM/MSS) handsets, voice and data transmission, paging, facsimile, and position location.  Iridium will use a combination of Frequency Division Multiple Access (FDMA) and TDMA multiple access technologies, while Globalstar uses CDMA.  Type 1 secure handset for end-to-end confidentiality in the Iridium network has been developed.

5.2.2.6
Usage Cases

As stated for cellular usage cases, other sections of this framework have addressed several cases involving connecting equipment at one classification level to equipment at the same or a different classification level across both trusted and untrusted networks.  These cases are clearly an IATF issue and also apply in the MSS domain.  In the case of wireless communications, all transmissions can be thought of as connecting to an unknown environment because of the nature of RF transmissions and the ease of signal intercept.  Thus, the descriptions of each of the specific cases addressed in this framework remain unchanged for the wireless environment.  

The sample case of an MSS call can be treated in a very similar manner to that of the cellular call scenario described earlier.  If we take the earlier cellular case of calls to another MSS telephone, a wireline-connected standard telephone, or a cellular telephone, the cellular vulnerabilities presented in Section 5.2.1.6, Usage Cases, exist with some modifications, as described below:

· In most cases, the MSS user must preregister with the service provider for specific roaming access areas outside of home territory.  

· The extended satellite footprint makes user information more available to interception since the terrestrial range over which the RF signal is broadcast is on the order of several hundred miles.

· For at least one MSS service (i.e., Iridium), user coverage is global.  In other cases (e.g., Globalstar/ICO), far north and south latitudes are not covered.

· Transmission rates are typically lower for MSS services than for cellular services.  Since digital voice rates are reduced, voice quality is reduced.  Connections across MSS and cellular systems may suffer degradation in voice quality to the point where user voice recognition is not possible.

5.2.2.7
Framework Guidance

User Advisory

· The risks for users in using MSS services are similar to those for cellular.  The range of interception for MSS calls is increased, but the risk of geolocation is reduced.  Keep messages short for both security and financial reasons.

· There is insufficient data concerning the operability of MSS systems to make definitive statements on system availability and loading.  Request provider information on call completion rates.

· The development of instruments and protocols for high-grade end-to-end confidentiality has begun.  If you are addressing user requirements for your organization, contact NSA for status of efforts.

Desired Security Solution

Ideally, an MSS telecommunications network will provide confidentiality for both talk channel and control channel information.  Users within the Government require reliable service with some assurance of data integrity and confidentiality, as well as protection from spoofing and misidentification (e.g., handset cloning).  Integration of the smart card technology used in GSM phones with the satellite phone handsets could help provide adequate protection for users.

Best Commercially Available Solution

Currently, the Iridium and Globalstar networks are operational with some commercial-grade encryption available over the air link.  The only Type 1 solution today is the Iridium Security Module (ISM) for Iridium.  The ISM provides handset-to-handset encryption and handset-to-STU/3 encryption through a red gateway.  The primary security needs for satellite telephone services are end-to-end confidentiality for user information and the protection of caller and calling party identification.

Technology Gaps

· Adequate security mechanisms to implement Type 1 or Type 2 security.

· SMI within the service provider network.

· Protection of stored information in user instruments.

· As wireless telephones increase in complexity and become more like personal computers, user handsets will require a way to provide secure data storage using SIM cards or other types of tokens. 
5.2.3
Wireless Local Area Network

WLANs are quickly gaining popularity in multiuser environments.  A WLAN can be used as a stand-alone network, or as is most often the case, it can be used to increase the range, flexibility, and user mobility of a larger network.  WLANs are typically implemented with personal computer (PC) cards inserted into network processors, and can also be implemented in portable devices such as hand-held computers.  A WLAN uses the same transmission (Ethernet is typical) and data protocols (e.g., Internet Protocol [IP]) as its wired equivalent but provides a lower bandwidth (e.g., 1-11 Mbps versus 10-100 Mbps for Ethernet).  The typical implementation for RF communications is a collision avoidance direct-sequence spread-spectrum or frequency-hopped protocol under the Institute of Electrical and Electronics Engineers (IEEE) 802.11 standard.  Members of a WLAN communicate one at a time as on an Ethernet rather than in an overlay of signals as occurs in CDMA cellular systems.  Multiple WLAN nets can then be overlaid in the same location and frequency range by using different spreading or hopping sequences.  WLAN members have a connection distance measured in the range of 100 to 1,000 feet, depending on the environment, e.g., office building, and open space.

WLANs have gained entrance into the marketplace primarily in the vertical markets of health-care, retail, manufacturing, warehousing, and academe.  These markets have leveraged the productivity gains of using hand-held terminals and notebook computers to transmit real-time information to centralized hosts for processing.  Primarily, WLANs provide an advantage when mobility, scalability, and installation speed, simplicity, and flexibility are important requirements.  An interesting example of a large-scale WLAN integration is the Fox Tower building in Portland Oregon.  The Fox Tower will feature connectivity to a high-speed fiber-optic network, including satellite transmission, digital phone lines, WLANs, video, and high-speed digital subscriber line access, to every tenant on every floor, regardless of each tenant’s current technology capacity.  This is an example of the architecture providing information technology infrastructure in a flexible, scalable plan to minimize the cost of constantly upgrading the system infrastructure as tenants move or change technology.

5.2.3.1
Target Environment

The WLAN provides flexibility for movement of net members but requires a high degree of colocation of the wireless segments (communications range on the order of 300 feet).  WLANs are often used in offices and facilities where the wiring required for a standard network has not been installed.  Other applications include provision of network interconnection where the nets must be configured and torn down rapidly.  A tactical military command post or forward air base is an example of the latter.  The target environment, shown in Figure 5.2-4, has been drawn to represent the case where a WLAN extends an existing network through a wireless modem link.

The WLAN environment is a notable exception to the definition of “wireless” provided earlier in Section 5.2, in that, in the WLAN case, the user owns the wireless infrastructure (however small that may be).  The user buys the components and does not need to rely on a service provider for WLAN operation.  This fact provides flexibility in location, mobility, and applications.  However, the WLAN is tied to a wired LAN environment in most cases, thus reintroducing “borrowed” infrastructure requirements.

The wired infrastructure to which the WLAN is connected can be formulated in several ways.  As shown in Figure 5.2-4, the “cloud” can be the Internet or a secured environment composed of an intranet or a VPN.  The security implications of connecting WLAN components to an intranet or a VPN are of particular importance.  It must be noted that the range from which an observer can observe (detect or read) the signals emanating from the wireless connection is always greater than the range over which the WLAN will operate.  Very simply, the use of high-gain directional antennas from a remote location provides the same receive signal strength that can be achieved by a close-in user with a standard antenna and receiver.

The key elements of the environment are the physical space where the WLAN is implemented (size and type of physical environment and its perimeter), the level of classification or sensitivity of information handled in the system, and, as mentioned in the previous paragraph, the wired interconnect mechanism.  Special cases of High-to-Low classification, firewalls, and other wired LAN security elements are assumed to be handled by the wired LAN segment of the target environment.
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Figure 5.2-4.  WLAN Environment

5.2.3.2
Consolidated Requirements

Users of WLANs typically connect through an access point to a larger wired network.  Each access point can represent a separate user domain, or multiple access points can be assigned to the same domain to increase data throughput in high-usage areas.  When connecting a WLAN to an existing network, system administrators must be careful not to weaken the existing network security of the wired LAN.  The use of VPNs, as discussed in Section 5.3, System High Interconnections and Virtual Private Networks or secure wireless LAN products, will play large parts in ensuring adequate security for WLANs.  Without access controls at the wireless nodes, an attacker can gain universal access to the entire network by simply penetrating a single node.  

Additionally, a distinction must be made between use of a WLAN in a standard office environment and use in a highly mobile or tactical environment.  An office environment will typically require a network to handle higher traffic loads and a large number of users.  Tactical environments, on the other hand, will usually operate in a hostile environment.  Traffic loads may vary, and networks will typically consist of fewer, more mobile users than wired cases.  Requirements may differ dramatically between the two environments.  The following is a list of proposed requirements.

5.2.3.2.1
Functional Requirements

User/Mobile Terminals

· Provide access control for restricted domains.

· Provide user I&A mechanism.

· Ensure VPN software compatibility to support data confidentiality. 

· Support secure wireless LAN card. 

Access Points/Network Equipment and Configuration

· Strong access control.

· Ensure network bandwidth availability.  The network must be fast enough and able to handle a large number of nodes without becoming unusable.  

· Ensure data integrity.

· Provide continuous authentication of all users connected to a WLAN.

· Establish secure wireless domains for each access point.

5.2.3.2.2
Networking Environments

· Ability to communicate with wired networks through a wireless access point within range of the LAN at data rates sufficiently high to prevent congestion.  

· Ability to communicate at close range among mobile elements (ad hoc network) as in a field tactical situation.

· Provision of spreading codes that minimize interference with other wireless LANs.

5.2.3.2.3
Interoperability Requirements

· Networks using different modulation schemes cannot communicate directly with each other without any conversion.  Both direct-sequence spread spectrum (DSSS) and frequency-hopped spread spectrum (FHSS) modulation are part of the IEEE 802.11 WLAN standard.  In the standard network environment, gateways are used to translate between networks from one protocol to another.

· Collocating WLAN systems must not cause interference problems with other wireless systems in the vicinity.  Spread-spectrum modulation attempts to minimize this interference.  However, with the common 11-bit spreading code, WLAN systems will not attain a processing gain much higher than 10 dB (Federal Communications Commission minimum).  Longer spreading codes would increase processing gain and could improve data security. 

· Appropriate key management must be used to isolate/coordinate separate wireless LANs. 

5.2.3.2.4
Anticipated Future Requirements

· Wireless networks must allow for the evolution and reconfiguration of the network and associated components without disruption of service.  

· Higher data rates will likely lead to more frequent transmission of time-sensitive data, such as audio and video files.  Current standard data rates of 1 or 2 Mbps are far too slow for practical video transmission given that a multiuser LAN begins to saturate at an aggregate throughput of approximately 10 percent of rated speed.  Also, transmission of large text or image files can cause congestion in a WLAN.  WLAN data rates are quickly approaching 56 Mbps.  .

· Current WLANs can optionally apply low-grade data scrambling or basic encryption to the transmitted data.  All the header information is frequently sent over the air in the clear.  This causes weak traffic flow security, a problem that will be discussed in the Potential Attacks section below.

· If WLANs are to be used in a classified environment, individual node identity and message header information may be classified and thus will need to be protected at a higher level of security than presently available.  This will require capabilities akin to the Network Encryption System (NES) or other robust encryption discussed in Section 5.3.5 of the IATF, but with a portable form factor.

5.2.3.3
Potential Attacks

A WLAN without appropriate security mechanisms in place can add critical vulnerabilities to a network, making it easy for an attacker to penetrate.  With WLANs, an adversary no longer requires physical access to the network, as in a wired situation, in order to exploit a wireless system.  This physical access is particularly important to an adversary in the case of VPNs and intranets, where physical access is required if those systems are properly established and protected in accordance with the IATF recommendations.  Addition of a WLAN to a VPN or an intranet removes the physical access requirement for an adversary to penetrate the system.

5.2.3.3.1
Passive 

· Signal detection and intercept are readily accomplished with WLANs due to the limited requirements for diversity in spread-spectrum systems.  The standards are public in IEEE 802.11, facilitating signal detection.

· WLAN signals are designed to penetrate office walls and to maintain user connectivity at significant distances—up to several hundred feet.  Therefore, an attacker has the advantage of operating without requiring access to a protected facility, and the attacker can use high-gain antennas and receiver equipment to recover a signal.  (Note that this is a major difference from a wired architecture.  While some devices on a wired network may inadvertently radiate, they are not designed to do so.  Cable shielding and the use of fiber-optic cable for network connections make it difficult for an adversary to tap on to a wired network without gaining access to the actual cabling.)

· A passive attacker can determine critical information about network architecture just by monitoring message headers, even if all the transmitted data has been encrypted.  While this may be acceptable for government and some DoD applications, many government sensitive networks and military tactical networks would prefer not to divulge critical information about network nodes.  Therefore, there is a clear requirement for inclusion of strong message confidentiality and good traffic flow security (packet header cover) in future WLAN designs.

5.2.3.3.2
Active

· Attacks on a WLAN can be accomplished easily with the proper network analysis equipment.  Standard network sniffers can be adapted to analyze wireless network packets.  Current sniffer technology allows the sniffer software to be run from a laptop computer. 

· Denial-of-service attacks, though not specifically network based, can have drastic effects on critical DII and NII networks if not properly detected.  WLANs operate like any other radio in that the receiver must maintain an adequate signal-to-noise ratio in order to maintain a link.  When the noise overpowers the signal and any processing gain, proper reception will not happen.  If an adversary decides to jam an access point or a major portion of the wireless network, the WLAN will not continue to function.  However, this type of attack, and the source of the interference, would be easy to detect and correct.  On the other hand, if an attacker directs a jamming signal at only one node, the rest of the network has no way of knowing why that node has gone down.  In fact, many of the access points (i.e., wireless hubs) on the market today will continue to show a valid connection to that node even if it is currently unreachable.  If a WLAN is used in a critical part of the NII, preventing denial-of-service attacks will be a major issue to address.  

· Network information available to an adversary can lead to spoofing attacks using directional transmission aimed at the system RF hub or at a single node.  The attack against a single node is more difficult to defend against because the RF hub would be unaware of the interference.

5.2.3.3.3
Insider

· An insider on a WLAN can often have access to access point configuration files.  Without proper administrator authentication procedures at the access point, a user can modify these configuration files to increase the vulnerability of the entire network.  For example, access points will usually only forward a message to their wireless nodes if the intended recipient is in that accessed point’s domain.  Thus, the wireless link is more efficient, and an attacker cannot easily view messages between nodes on the wired network.  A malicious insider could modify the access point configuration to pass all or none of the network messages on to its nodes, if proper administrative authentication procedures are not in place.  

· As on a wired network, many insider attacks are available in a WLAN.  While user privileges can be set on a network server by the system administrator, there is no mechanism in place to prevent a legitimate user on the system from entering more private areas on the network.  File privileges can be set on sensitive files, but if a privileged user wants to take advantage of a WLAN, there is no mechanism to prevent this.  Again, this problem is not specific to wireless networks and was addressed in earlier sections of the framework.

5.2.3.3.4
Distribution

Hardware or software modification in transit could be used as a first step in a complete attack by which an adversary eventually could cause the system to send data or allow access by way of electronic connections to information for which he or she is not authorized.  These attacks are more readily prevented using physical and operational security techniques and are not a primary emphasis in this section.

5.2.3.4
Potential Countermeasures

Many of the countermeasures used in a wired network, and those described in Section 5.3.4, Potential Countermeasures (for VPNs), also apply to the wireless case.  In general, maintaining privacy is accomplished by appropriate use of confidentiality mechanisms.  If a WLAN is employed in a classified application, the strength of confidentiality mechanisms must be sufficient to withstand national laboratory strength attacks.

As discussed in Section 5.2.3.3.1, traffic flow security is a major issue.  Unfortunately, a WLAN cannot simply implement a constant bit rate leased line or other traffic shaping mechanisms.  Leased lines in the wireless case do not apply, and traffic shaping may severely limit the throughput of the wireless link and interfere with the collision avoidance mechanisms in place.  One way to provide some traffic flow security would be to route all wireless traffic through secure tunnels.

Wireless network sniffers used in conjunction with bit generators can be used to insert messages into a wireless network that appear to have originated in the network.  Continuously authenticated channels can prevent insertion of information into the channel that can lead to short plaintext attacks that allow cryptanalysis by guessing known responses to known short messages.  

Prevention of denial-of-service attacks on WLANs is a difficult issue, although, in some respects, the wireless case is very much the same as a denial-of-service attack on a wired network.  Network administrators must implement proper authentication software to prevent the manipulation of network hardware.  In the wireless case, simple signal detection mechanisms can probably detect and locate an obvious RF jamming signal as easily as an administrator on a wired network could detect a broad denial-of-service attack.

5.2.3.5
Technology Assessment

The technologies for WLANs are targeted at minimized bandwidth licensing requirements.  Since users own their system infrastructure for WLANs, the low power and spread spectrum techniques that support nonlicensing of the spectrum are valuable to the user community.  However, users, particularly government and DoD users, are cautioned that unlicensed bandwidth in the United States, e.g., 2.4 GHz band, may require licensing for use in foreign countries.  Federal licensing authorities must be consulted on foreign requirements for bandwidth and spectrum allocation before systems are implemented in foreign countries.

FHSS and DSSS are both defined in IEEE 802.11 for WLAN applications, and both have been implemented by product vendors, but DSSS is the more popular implementation.  Limited LPD is provided by the waveforms, but the 802.11 standard is sufficiently restricted in spreading patterns that such protection cannot be deemed suitable for military environments.  The anti-jam (AJ) protection that is afforded is similarly weak for the same reason.

Current encryption and data scrambling methods used in WLANs provide minimal data protection and are not suitable for protection of classified information.  The data encryption techniques for commercial WLANs are insufficient for other than privacy.  Presently, key lengths are restricted to 128 bits.  The casual probe will not achieve access, but the strength of the cryptography will not withstand a more determined attack.  Cryptography that provides security for transfer of header information is not in place and is not easy to implement.  DoD products such as TACLANE cryptography are available for high-grade protection of over-the-air signals.  Development of PC card-based Type 1 security devices is also under study.  The interfaces are complicated by use of such products because the commercial capabilities are meant to plug directly into processing elements.  The DoD cryptography must be inserted between the processing and the transmission elements.  The TACLANE is transportable, but not man portable.

Operating frequencies vary according to product vendor and system.  Presently, the 2.4 GHz band is the most popular; however, higher data rates are achieved with larger bandwidth in the 5.6 GHz range.  It has been found in certain application environments that interference problems can occur.  Notably, microwave ovens have been found to “jam” some WLAN systems.  The RF technologies used in the GHz range communications systems include antennas that vary from 2–3 dB isotropic to directional gains in excess of 20 dB.  In fixed plant configurations (or portable configurations that remain in one location during operation), the directional antennas can be used for nodes of a WLAN to increase range to a distance of several miles.  Such nodes cannot then be highly mobile, since directional antennas must be aimed for effective operation.  Unfortunately, the same antennas can be used by an adversary to expand his or her probe range to a similar distance.

The wireless modem shown in Figure 5.2-4 provides the capabilities of a microwave transmission system at a small fraction of the cost.  Such modems, as in the case of microwave links, can readily be equipped with over-the-air confidentiality applied to the modem point-to-point connection.  Since the connection is point to point, and independent of protocol, there are straightforward solutions provided by commercial vendors and DoD to provide link encryption security at the requisite security levels.

5.2.3.6
Usage Cases

Other sections of this framework have addressed several cases involving connecting equipment at one classification level to equipment at the same or a different classification level across both trusted and untrusted networks.  These cases are clearly an IATF issue and also apply in the WLAN domain.  In general, some level of communications security is recommended for any equipment where there is a connection to a potentially hostile or unknown environment.  In the case of wireless communications, all transmissions can be thought of as connecting to an unknown environment because of the nature of RF transmissions and the ease of signal intercept.  Thus, the descriptions of each of the specific cases addressed in this framework remain unchanged for the wireless environment. 
As mentioned previously, the type of network to which a WLAN is connected has substantial impact on vulnerabilities, attack approaches, and the damage that can be done.  There are three interconnection possibilities in the scenario presented here for WLAN:

· Users connected to a stand-alone WLAN.

· Users connected to a WLAN that is interfaced to a wired VPN or intranet.

· Users connected to a WLAN that is connected to the Internet.

Figure 5.2-4 shows the three scenarios.  The following security related elements apply:

· Over-the-Air Exposure Exists.  Although spread-spectrum techniques are used, the spreading techniques are public and the signals are not difficult to intercept.

· Detection Range of WLAN Signals Is Much Greater Than Communications Range.  Typical WLANs use small omnidirectional antennas.  High-gain directional antennas can pick up signals at much greater ranges than those used for communications (the range can be several miles).

· Information on Any WLAN Connected Network Is Exposed.  All communications on a WLAN are exposed to interception.  Information on wired LANs to which the WLAN is connected is also exposed to interception.  In the case of VPN or intranet connections, the protective mechanism of those networks may be defeated.

· IP Headers Are Subject to Traffic Analysis.  The interception of IP traffic can compromise more than user data through the use of source/destination analysis.

· WLAN Signals Can Be Spoofed.  Just as on the Internet, adversaries can use RF signal paths to masquerade as valid users or to deliver spurious messages. 

· WLANs Can Be Jammed.  Multiple jamming techniques exist for denying service to WLAN users.

· Low Data Rates of WLAN Segment May Reduce Availability.  When a WLAN is connected to a high-speed wired LAN, WLAN users may experience reduced system availability and grade of service.

· Service May Not Be Available in Mobile Systems.  If the WLAN network is developed using mobile components, nulls in signal may exist and users may periodically move out of range of other users or of network access points.

5.2.3.7
Framework Guidance
User Advisory

· As discussed in Section 6.2.6, Cases (Remote Access), top secret and compartmented information on wireless networks presents extreme risk and should be handled on a case-by-case basis.  

· Do not assume that either the spread-spectrum techniques used or the short communications range of the WLAN components affords any protection against signal and data interception.

· Do not develop standard timing structures for transmissions.  Asynchronous operations are preferred.  Noise can alternate with real data.

· Use “ping” signals to test channel availability before commencing transmission.

· Do not process classified information on a WLAN without Type 1 encryption.

Desired Security Solution

· Secure data and header information in sensitive transmissions.

· Provide intercept/low probability of detection (LPI/LPD) of WLAN transmissions for tactical situations.

· Protect wireless network against traffic flow analysis through RF transmission patterns.

· Continuously authenticate WLAN nodes to the “parent” system.

Best Commercially Available Solution

· PC card/FORTEZZA® card software encryption of data prior to transmission.

· Most manufacturers use the 11-bit spreading codes called for in the IEEE 802.11 specifications.  However, some manufacturers have modified the selection of spreading codes by implementing a way to select a different spreading code for each transmitted symbol.  Thus, an additional level of transmission security is provided.

· The RF protocol, using direct spreading, is provided to increase bandwidth, make use of unlicensed spectrum, and increase the number of users that can be accommodated.  The same technology also provides a degree of LPD protection.

Technology Gaps

· Improved spreading and/or hopping characteristics of spread-spectrum transmissions could be implemented but are not accommodated in the standards.

5.2.4
Paging (One-Way and Two-Way)

Paging is defined as a broadcast or a duplex (that is, one-way or two-way) communication of short messages to highly mobile users in an area where system infrastructure is available for line-of-sight transmission of the messages.  Paging was originally a one-way service provided over licensed channels for delivery of numeric messages.  Today, paging can be one-way or two-way, so users may receive and send multiple types of short messages to and from their portable devices.

Paging can be accomplished over many networks, such as digital cellular, PCS, packet radio, and trunked radio.  References to paging in this section apply to the transmission of many types of data over many types of system infrastructure depending on the facilities available to the service provider.  Wireless communications providers have entered the paging market to enhance revenue for unused bandwidth in their cellular systems.  Paging messages are broadcast when channels are tied up with circuit-switched cellular calls.

Pagers have gained widespread market penetration, and they are currently used by a large number of customers in the government, business, and personal environments.  Although paging functions have been integrated into many types of mobile user systems (primarily cellular), paging is expected to exist as a stand-alone service well into the future because of the low cost of the service and the miniaturization of the user devices.  Purely numeric paging will drop in usage, but bidirectional short-message service will take up the slack.  One industry leader predicts a U.S. paging market of 70 million devices by the year 2005.  However, there seems to be differing opinions on the future of pagers.  Many now feel that devices, which only do paging, are declining and will continue to decline.

From a security and availability perspective, service provider advertising has not painted a totally accurate picture.  Because each pager is identified by its own individual “cap code,” and the services are largely digital, there is a perception of message confidentiality.  As presented in the news media, DoD and other federal government users have frequently become targets of pager attacks in the past.  Paging is, in fact, a favorite “easy pickings” target of hackers.  Primarily, the attacks have caused only embarrassment to the target organizations, but sensitive information has been involved in several cases (e.g., the location and plans of Secret Service personnel on a presidential protection mission in 1997).

In paging systems, message delivery is not guaranteed, but is largely reliable.  Paging systems are designated as one way, 1.5-way, 1.75-way, and two-way.  The intermediate numbers roughly describe the ability of the user device to respond to the messages and prompts.  In general, the paging system does not know the location of a user, so the message is flood-routed to all areas in which the user has paid for service, thus increasing message exposure.  Pagers above the one-way level are able to identify themselves to the system infrastructure so that the paging message is broadcast more selectively.  The selective capability is increasing as more systems provide two-way paging.  However, the basic low-cost service provided by most purely paging vendors is of the one-way variety.  Battery lifetime is also a concern from an availability viewpoint; the more complex the device, the shorter the battery life.

5.2.4.1
Target Environment

Pagers are used in a wide variety of environments, primarily personal and business, but also for urban police operations, emergency operation broadcasts, and even White House Secret Service communications.  Two-way paging networks can be used by police in their vehicles for preliminary checks of criminal records or to perform quick driver’s license checks.  Emergency operation broadcasts are used in both civilian and military environments to inform staff of the need to contact authorities.  In these situations, guaranteed message delivery becomes critical, while security requirements will vary by users and particular situations.  The following requirement list covers many different paging environments and will not apply to every situation.  

A generalized environment for pager communications is shown in Figure 5.2-5.  This environment is largely available in areas with high population density, since service providers wish to maximize the number of customers for a given (often sizable) system infrastructure investment.  The figure represents cellular towers as the transmission mechanism, but this is not necessarily the case.  Paging providers will often rent space for their transmitters on cellular towers (and cellular providers do use the cellular transmission media for paging), but pure paging systems use different transmitters and substantially higher power output due to the restriction of receiving sensitivity on miniaturized cellular receivers.

[image: image4.wmf]Ground

IF

XMTR

Service

Provider

Service Provider

Infrastructure

PSTN

DSN

IP

NETWORK

User

Two

Way

One

Way

User

iatf_5_2_5_0009

Ground

IF

XMTR

Service

Provider

Service Provider

Infrastructure

PSTN

DSN

IP

NETWORK

User

Two

Way

One

Way

User

Ground

IF

XMTR

Service

Provider

Service Provider

Infrastructure

PSTN

DSN

PSTN

DSN

IP

NETWORK

IP

NETWORK

User

Two

Way

One

Way

Two

Way

One

Way

User

iatf_5_2_5_0009


Figure 5.2-5.  Pager Environment

5.2.4.2
Consolidated Requirements

The proposed requirements for paging operation are varied.  The following list represents a consolidated set of functional capabilities that an advanced paging user would find useful.

5.2.4.2.1
Functional Requirements

· Receive telephone call-back (numeric) messages.

· Receive short text messages.

· Receive short voice messages similar to voice mail.

· Transmit short messages (numeric, text, and voice) (two-way paging).

· Provide message receipt verification to sender.

· Provide guaranteed delivery.

· Simulcast (reach multiple recipients with a single message).

· Provide confidentiality for message addresses.

· Provide confidentiality for message content over the air.

· Provide confidentiality for addresses and message content within service provider system.

· Provide indication of message receipt on mobile user device.

5.2.4.2.2
Networking Environments

· Both manual and automated interfaces (e.g., dial PIN and callback number) should be available at the service provider for numeric paging.

· Service providers require PSTN interfaces for message initiation.

· Various trunk (bulk transmission) media are required for distribution of messages to the over-the-air transmission sites.  These can include leased satellite (as shown in Figure 5.2-5) or various land line or microwave systems (typically leased bulk data services where the provider is only concerned with delivery at the endpoints, and not the distribution path).

· The paging company/service provider requires an interface with the Internet for individuals to send messages to pager customers.  Pagers interface with the Internet primarily to send and receive short messages and e-mail.  Other Web services, such as traditional browsing and file transfer, are very costly because the user is charged by the number of characters downloaded every month.  Pagers must maintain an emphasis on short messages to remain an affordable service.

5.2.4.2.3
Interoperability Requirements

· As paging technologies progress, older paging protocols are slowly decreasing in use.  However, there is still a requirement for interoperability with older protocols like POCSAG.  

· The Flex protocol has begun to dominate the market in the United States.  Two-way paging protocols like the Motorola Reflex and Inflexion protocols are becoming de facto standards.  

5.2.4.2.4
Anticipated Future Requirements

· Provide confidentiality as a for-fee service element.

· Provide authentication of user to enable access to portable paging device.

· Provide authentication of message initiator.

· Increase message storage capacity of user paging devices.

· Provide interfaces with VPN.

· Provide over-the-air SMI capabilities to include user ID and key management to support confidentiality.

· Provide e-mail filtering and other message related applications.

· Provide interoperability with LEO satellite paging networks for global coverage.

· Provide interfaces to other user devices (e.g., palmtops, PCs) for message transfer and information synchronization.

5.2.4.3
Potential Attacks

Pager users often do not consider the possibility that their communications might be intercepted by an eavesdropper.  However, eavesdropping on pager traffic is relatively easy to do.  Any individual with access to the Internet can download software and instructions on how to intercept pager traffic.  Also, lists of pager cap codes, and often PINs, are published for all to see.  There is a question of how sensitive the traffic sent over the paging network truly is.  Traditional numeric paging simply alerts the paging customer to call a certain number.  However, with the advent of text, message, and voice paging, more significant privacy and security concerns exist.

5.2.4.3.1
Passive 

· Intercepting pager traffic is readily accomplished, although illegal.  Techniques, methods, and suggested equipment lists are posted on the Internet for any individual to read.  Message traffic may be broadcast far beyond the area where the intended recipient is located due to the flood-routing algorithms used.

· Cap codes and PINs are often sent over the air to new users.  An adversary can reprogram a second pager to receive all messages intended for a specific pager without being detected.

5.2.4.3.2
Active

· E-mail and messages sent by Internet users are vulnerable to attack, as described in earlier sections of this IATF.

· Denial-of-service attacks through electronic jamming of the paging network in a localized area may go undetected by users.  

· Spoofing techniques can be used by an adversary to send a message that appears to originate from a different location than it actually does.  Without a way to validate message origin, recipients cannot be sure if they have received a valid message.  

5.2.4.3.3
Insider

· An insider is anyone having access to a paging service provider’s database, customer personal account information, or paging equipment, whether or not this access is authorized by policy.  These attacks could be motivated by deliberate malice or could be the result of unintentional mistakes on behalf of the user or service provider.  Results of a deliberate attack can be especially damaging to the organization’s information system due to the attacker’s access to the information, his or her advantage in knowing the network’s configuration, and thus the capability to exploit the network’s vulnerabilities.

· A second type of insider attack involves theft of service or equipment by service provider representatives.

5.2.4.4
Potential Countermeasures

· Users must be educated as to the capabilities and vulnerabilities of their pager service.

· Encryption methods can be provided for message confidentiality (net or public key).

· Authentication methods for both message initiators and recipients can be provided.

· Guarantee of delivery can be provided through use of 1.5-way, 1.75-way, and two-way paging techniques.

· AJ and LPI communications techniques can also be used.

5.2.4.5
Technology Assessment

Since pagers are dependent on the RF media for message delivery, over-the-air confidentiality is a primary concern.  Present packet structures for paging messages provide very little message bandwidth (on the order of dozens of bytes for older systems and hundreds of bytes for advanced paging systems).  Additionally, most providers charge for their service by the byte delivered.  The narrow available bandwidth creates difficulty with the overhead that is introduced for secure message delivery.  Such overhead includes key distribution, synchronization, and reformatting of messages, e.g., Uencoding, for delivery over packetized networks.  New technologies are continually increasing the bandwidth available to pager systems, so overhead concerns will be reduced.

One vendor has developed a pager security technique that employs over-the-air encryption and firewall wired network access.  Although promising, the technique does not provide confidentiality in parts of the service provider system infrastructure.

Pagers presently have minimal storage and programming capacity to support security mechanisms.  Hand held computers and cellular phones that can be programmed or provided with ancillary devices, e.g., PC cards, to provide paging service are candidates for insertion of security mechanisms, but these devices do not fit into the miniature device pager-only scenario.

Guaranteed message delivery remains an issue when a return path is not available.  However, procedural methods like telephone callback can be implemented to give assurance of message receipt.  In fact, telephones can be busy, and e-mails may not be delivered, so the pager scenario is not necessarily of lower assurance than other message delivery mechanisms.  If message assurance is required, then two-way paging techniques can be employed at higher costs than those for one-way service.

The interfaces provided with pager devices are minimal at this point, primarily due to cost and size considerations.  Offline security measures (authentication, encryption) can be considered if interfaces are provided for elements such as smart cards or CompactFlash cards.  New standards for RF interfaces with miniature devices, e.g., Bluetooth, could more readily support security services.

5.2.4.6
Usage Cases

The usage cases for paging involve several different configurations, as shown in Figure 5.2-5.  The potential use of the Internet, VPNs, or other IP-based network types in the scenario results in vulnerabilities discussed in other sections of this document in dealing with the wired network systems and system infrastructure.  However, unlike the WLAN situation, the use of pagers with network connections does not necessarily increase vulnerabilities of the wired network.  Pages are sent using a set of pager-unique protocols rather than IP protocols.  Thus the exposure of the IP network is not as great as it would be with a WLAN connection.

As shown in Figure 5.2-5, there are three different access methods for initiation of the pager message:

· Sending party uses Internet to reach service provider.

· Sending party uses standard telephone call to reach service provider.

· Sending party uses cellular telephone to reach service provider.

The page message can be delivered under several scenarios that are service and service provider specific.

· One-way page with no response from the recipient.

· 1.5-way or 1.75-way page with limited response to the provider system from the message recipient.

· Two-way page where specific full message can be developed in response to the pager message.

When employing a pager system for sensitive and important messages, the mobile user must be aware of the characteristics of pager transmission.

· Over-the-Air Interception of Pager Signals Has a Broad Range.  Since pager signals are broadcast to the entire coverage area of a pager system, an adversary can intercept messages from anywhere in the pager coverage area.  The requirements for interception are trivial and available on many hacker Web pages.  Also, in one-way paging systems, messages are broadcast multiple times to increase probability of delivery.

· All Pager Messages Pass Through an Insecure Provider Network.  The provider may be telco connected, or connected through the Internet.

· Message Delivery Is Often Not Guaranteed.  One-way pagers do not assure delivery, or at least do not inform the message sender that the page was not delivered.

· Messages Can Be Stored in Low Security Environments.  Some providers will store messages for later repeated transmission if acknowledgments are not received.

5.2.4.7
Framework Guidance

User Advisory

· Pagers have all of the vulnerabilities associated with over-the-air transmission, but the area of exposure is much greater due to transmission throughout the pager system.

· If reliability of pager message delivery is required, use at least a 1.5-way pager that gives a message acknowledging receipt of message.  The one-way pager has no way to report message receipt.

· Digital pagers are somewhat less susceptible to attack than analog systems, but both are vulnerable to interception.

· Use the briefest message format possible.  In terms of content, a numeric pager that requires a call-back is preferable to sending full messages on an alphanumeric system if the messages are not encrypted.

· Use of a standard wired telephone is preferable to the use of the Internet or a cellular phone for delivering messages to the service provider.

· At least one service provider (a team of SkyTel and V-One) provides an encryption service for over-the-air transmissions.  The solution is better than no over-the-air security, but some exposure still exists within the service provider network and Internet connections.

Desired Security Solution

· DII and certain NII customers require a higher degree of security in their pager network than is currently available.  Sensitive information transmitted across a pager network should be encrypted on an end-to-end basis.  This will require encryption capabilities at user terminals (i.e., the pagers).  Reduced security involving over-the-air security only for message content and addressing will be suitable for privacy applications on a case-by-case basis.

· Authentication of sending party and acknowledgment of receipt are desirable characteristics.

Best Commercially Available Solution

· Vendor solutions exist for provision of privacy-level encryption using more advanced programmable user paging devices, thus establishing a VPN environment for pager customers.  However, the messages must be decrypted within the service provider network for routing purposes.

· If guaranteed delivery (or at least verification of delivery when it occurs) is a requirement, then a service provider must be selected that provides capabilities beyond the basic one-way paging systems.

· The recently announced provision of an elliptic curve public key cryptography key delivery system may assist in reducing the bandwidth overhead associated with Key Management Infrastructure functions.

Technology Gaps

· End-to-end encryption capability with minimal overhead encoding schemes.

· Short form rekey and SMI technology for authentication and key distribution.

5.2.5
Wireless Local Loop/Wireless Public Branch Exchange/Cordless Telephones

Section 5.2.1 of this framework discussed a wireless telephone environment where a user with a hand-held telephone roams throughout a cell structure controlled by a cellular service provider.  This section describes a similar environment, but on a much smaller scale, using what could be called a microcell or enclave structure.  This section on wireless telephony defines a set of technologies and services that connect users to the wired circuit-switched telephone network using local low-power RF paths.

The three technologies in this section have been grouped together because of the similarities in their target environments, use of technology, and protocols.  WLLs can provide telephone service to remote areas where a wired infrastructure does not exist or can serve for reconstitution of communications when the wired infrastructure is damaged.  Future deployment scenarios for DoD foresee the use of wireless PBXs and cordless telephone equipment in remote areas or in tactical situations.  The environment and range for the wireless PBX case are very similar to those for the WLAN.

A WLL can be described as a wireless replacement for the connection between the Central Office (CO) and user switching equipment.  WLLs are often used to provide telephone service to areas where laying cable is not practical because of terrain, or in remote areas where a microwave link or wireless modem is faster and easier to set up than a wired link to the CO.  A typical configuration provides microcell concentrators within the local WLL service area with the RF links described above providing CO connection.

Wireless PBXs are often used in offices or manufacturing plants where individuals require mobility.  A wireless PBX sets up a microcell structure where individuals carry a portable handset with them whenever they are away from their desk.  Incoming calls are routed by the PBX first to users’ desktop phones, then to their portable phones.  In essence, the portable phone is just an extension of the desktop phone that can be used from anywhere in the site within microcell range.  This setup is used frequently in applications like hospitals and large manufacturing plants.  The ability to handle high user densities is what distinguishes a wireless PBX cell structure from the cellular phone system described in Section 5.2.1, Cellular Telephone.

Cordless phones are the most common of these three devices, used primarily in a household or neighborhood environment.  Unlike the handset used with a wireless PBX, a cordless phone is used simply as a replacement for the standard desktop telephone.  Each base station interacts with a single handset.  The phones also have very limited range, typically under 150 feet, but the range is expanding as new products are introduced.

5.2.5.1
Target Environment

Commercial application of the WLL is primarily envisioned for third-world areas or remote locations where a wired infrastructure does not exist.  In government applications, a wireless PBX could be used by military personnel as a field tactical telephone system that does not require stringing of wires, or even as replacement for elements of the TRI-TAC system.  Both WLL and wireless PBX systems can help forces restore sufficient telephone service to stay connected to a main operating base in the event of loss of wired communications capability as long as the forces and the main operating base are in relatively close proximity or within line of sight using wireless modem interconnection.  Many other applications exist within the standard office environment for DII and NII customers, especially where other data networks interface with the wireless system in use.  Security requirements in these systems vary based on the threat in the local area.  Sensitivity of communications, the need for reliability, and the amount of controlled space around an area using a wireless PBX or a cordless phone will help determine the specific threat to the user.  A WLL provides for RF connections over a much larger physical area than the wireless PBX or cordless phone.  

Figure 5.2-6 shows an example of how a wireless PBX and WLL could be deployed to provide telephone access in different situations.  The WLL case uses a service provider system infrastructure, while the wireless PBX has a user-owned system infrastructure (again similar to the WLAN).
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Figure 5.2-6.  Wireless Telephony Environments

5.2.5.2
Consolidated Requirements

5.2.5.2.1
Functional Requirements

Users/User Equipment (PBX and Cordless)

· Users must be able to make and receive dialed calls within the range of the system.

· Users must be provided with the standard features of wired telephony.

· Reliability and availability of service should be no worse than for wired system.

· Users and handsets must have assigned ID numbers.

· Handsets must be portable.

· Security of both control channel and user information channel information must be assured.  The link between handset and base station must be at least as secure as the traditional wired telephone link.

· Confidentiality of user information on the “talk” channel is required.

· Confidentiality of keypad information should be provided.  This function would secure credit card transactions, PINs, and other account numbers that are entered on telephone keypads.

· Confidentiality of signaling and call setup information is desired.

5.2.5.2.2
Networking Environments

Converge mobile and fixed wireless capabilities into one flexible hybrid network.

5.2.5.2.3
Interoperability Requirements

Wireless PBX and cordless telephone handsets should ideally be compatible with cellular telephone infrastructure.

5.2.5.2.4
Anticipated Future Requirements

· In addition to telephone services, WLL will also be used to provide Internet and intranet access to distant locations at Integrated Services Digital Network (ISDN) data rates at a minimum.

· Militarized versions of commercial systems will provide end-to-end Type 1 confidentiality, call authentication, and jam resistance.

5.2.5.3
Potential Attacks

5.2.5.3.1
Passive 

· WLL signals will typically traverse long distances on the reachback to the wired infrastructure using microwave or wireless modem systems.  The signals pass across potentially hostile areas, providing easy access for an adversary.  

· Wireless PBX and cordless communications have similar vulnerabilities to those discussed in the section on cellular communications.  Both voice and control channel information is vulnerable to interception, although the intercept range is smaller with wireless PBX and cordless systems.

5.2.5.3.2
Active

· System administration for WLL and wireless PBX is typically done on a PC at the user location.  System administrator functions can also be performed from remote locations though an Internet or dial-in connection.  In this situation, all administrator functions are vulnerable to attack from any network around the globe.  Therefore, sufficient protections must be in place to prevent unauthorized individuals from accessing the system. 
· Denial-of-service attacks through electronic jamming, while easily detectable with the proper monitoring equipment, can have disastrous effects in emergency or battlefield situations.

· Spoofing attacks through changes in dialing or transmission of false messages are possible. 

5.2.5.3.3
Insider

· Modify cordless handsets.

· Change user privileges in system administration database.

· Adjust output power control in microcells.

5.2.5.4
Potential Countermeasures

Several techniques are available to provide bulk encryption for WLL signals on the reachback (to the wired infrastructure) channels.  Because of the high power and long distances covered with typical WLL installations, it is difficult to control where the signal radiates.  Therefore, some method for encrypting this link is essential.  Standard link encryption technologies (protocol independent) can serve the purpose.

For wireless PBX and cordless telephone channels, handsets and base stations can be equipped with a crypto token or smart card device to provide security between the handset and the base station.  At a minimum, some sort of data scrambling or spread-spectrum modulation technique must be used to ensure that the wireless link is at least as secure as a traditional wired telephone link.  Spread-spectrum techniques can also provide increased resistance to electronic jamming.  Addition of a software or hardware token could be used to provide the data confidentiality and I&A required for more sensitive transmissions.  

5.2.5.5
Technology Assessment

Several manufacturers provide WLL and wireless PBX solutions today that implement all the common telephony functions, including call waiting, call forwarding, three-way calling, and voice mail.  Most of these systems are designed for the office environment and provide security features comparable to those found in cellular phone networks.  Unlike cellular phone technology in the United States, wireless PBX systems primarily use one signaling protocol, Digital Enhanced Cordless Telecommunications (DECT).  DECT began as a cordless phone protocol and is now used in the United States and Europe for both cordless phones and wireless PBXs.  In addition to DECT, some cordless telephones use other signaling protocols like CT-1 and CT-2.  The Personal Handyphone System (PHS) is a protocol used primarily in Japan and other Asian markets.

WLL systems are still in the early stages of market deployment.  As the number of products on the market increase, and users in the DII become aware of the benefits of WLL and wireless PBX systems in previously unwired urban environments, more frequent deployments of these systems will occur.  

5.2.5.6
Usage Cases

Other sections of this framework have addressed several cases involving connecting equipment at one classification level to equipment at the same or a different classification level across both trusted and untrusted networks.  These cases are clearly an IATF issue and also apply in the wireless domain.  However, use of wireless equipment interfacing with a wired network does not significantly change the cases that were previously discussed.  In general, some level of communications security is recommended for any equipment where there is a connection to a potentially hostile or unknown environment.  In the case of wireless communications, all transmissions can be thought of as connecting to an unknown environment because of the nature of RF transmissions and the ease of signal intercept.  Thus, the descriptions of each of the specific cases addressed in this framework remain unchanged for the wireless environment.  Wireless telephony calls are treated herein as system High connections to their environment.

5.2.5.7
Framework Guidance

Desired Security Solution

· At a minimum for NII and DII applications, the wireless equipment must provide data security equivalent to the security provided on a wired link.  Basic analog or digital modulation of a voice signal without any data scrambling or spread-spectrum modulation makes wireless transmissions easy targets for interception.

· For sensitive data, these wireless telephone systems must provide the capability to use appropriate encryption techniques for the level of information being transmitted.  Implementation using hardware or software tokens for user handsets is a possible solution.  

Best Commercially Available Solution

As discussed in the section on cellular telephony, the best current solutions involve using a user-carried installable token (e.g., akin to the SIM card) with a cellular GSM or PCS phone to provide user I&A.  Some cellular telephones provide wireless PBX and cordless telephone handset connectivity.

Technology Gaps

· Other than the minimal privacy provided by digital transmission of voice signals over the air, very few currently available systems provide any degree of data confidentiality or data integrity.  User tokens or SIM cards could help provide user authentication and data confidentiality for cordless telephones and wireless PBXs between the handset and the base station.
· In such an obvious military application, the capability to provide ruggedized components and high-grade security is needed. 
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