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6.2
Remote Access

Remote access enables traveling or telecommuting users to securely access their Local Area Networks (LAN), local enclaves, or local enterprise-computing environments via telephone or commercial data networks.  Remote access capability draws on both the virtual private networks (VPN) and the Defending the Enclave Boundary sections of this document.  The remote access user connects by a shared commercial path, and can maintain the privacy of his or her connection using encrypting modems, technologies applicable to VPN needs (as discussed in Section 5.3, System-High Interconnections and Virtual Private Networks), or other technologies suitable to this requirement.  Because the user entry point into the enterprise-computing environment could be used by a hostile connection, the enterprise must implement enclave boundary protection (as discussed in Section 6.1, Firewalls).  The remote user’s computing assets are also physically vulnerable, requiring additional protection.  This section draws on the preceding two and explores protection for information storage to address the specific problem of remote access.

Note that although section 5.3, System High Interconnections and Virtual Private Networks, discusses VPNs, the discussion in that section focuses more on ‘tunneling’ data between enclaves over public networks or private networks of equal or lesser classifications.  The discussion also covers what is termed ‘bulk-encryption,’ where it is an all or nothing protection paradigm.  In the context of remote access, a more up-to-date definition of a VPN is a protected communications channel that protects data-in-transit between two points concurrently with unprotected data over a common, untrusted communications infrastructure.  Therefore, this section will also discuss the importance of VPNs for the remote access user.

6.2.1
Target Environment 

Within this section, traveling users and telecommuters are both treated as remote users.  However, the environment of these two groups differs in the degree of physical exposure of the remote computer.  The traveler’s computer is vulnerable to theft and tampering while the user is in transit and while their computer is in storage.  These risks are particularly great overseas.  The telecommuter’s computer is also vulnerable to theft and tampering, but to a much lesser extent if the physical location of the hardware is within Continental United States (CONUS).  In addition, because the telecommuter’s remote location is relatively fixed, additional steps can be taken for physical protection that are not feasible for traveling users.  Conversely, the telecommuter’s fixed remote location makes targeting by an adversary easier than in the case of mobile traveling users. 

As depicted in Figure 6.2-1, remote users access their enterprise-computing environments by communication paths shared with others.  Many remote users employ the Public Switched Telephone Network (PSTN) to access their home enclave directly or use the PSTN to connect to a data network such as an Internet Service Provider (ISP) that connects users to their enterprise-computing environment.  Other remote users employ broadband communications technologies, including digital wireless service, cable modems, Integrated Services Digital Network (ISDN), and other high-data-rate media.  Remote access via these networks increases the level of threat and imposes architectural constraints to the security solution.  This section of the Information Assurance Technical Framework (IATF) treats remote access, via these networks, separately from direct dial-in to an enterprise-computing environment via PSTN.  

Note that for this section, remote access is limited to the capability of providing access to the information contained in users’ local system-high LANs, enclaves, or enterprise-computing environments from remote locations, which, during the period of connectivity, are assumed to be controlled at the same system-high level as the local system.  In other words, remote users with authorized access to unclassified information that is either sensitive or not will be given access to the unclassified information contained in their local unclassified system-high enclaves and remote users authorized access to secret information will be given access to secret information contained in their local secret system-high enclaves.
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Figure 6.2-1.  Typical Remote Access Environment
In the case of secret remote connectivity, the proposed remote connectivity approach will give the remote user the ability to store information on the remote terminal (typically a notebook computer) hard drive in an encrypted format, thereby declassifying the terminal when it is not in operation.  However, during the period of connectivity to the home system, the remote user must provide sufficient physical protection and safeguarding of the secret information being processed.

6.2.2
Consolidated Requirements 

6.2.2.1
Functional Requirements 

The following requirements are from the user’s perspective.

· Remote users should have access to all information stored on their remote computers, stored on their home enclave workstation, or available within their home enclave information infrastructure.  Because remote users need to conduct their business using familiar tools while traveling to a remote location, cryptographic application interfaces on the remote user’s terminal should be similar and have the “same look and feel” as those provided at their home enclave.  Applications that may be launched from a system-high enclave as a result of a remote user request, shall continue to support all security services as required by the enclave system security policy and procedures.

· The user should know when security features are enabled.  Indications should not be intrusive, but the user should be able to tell easily when security features are working, and more important, when they are not.  Feedback to the user is very important in any security solution.

· The security solution should have minimal operational impact on the user.  It should not impose a significant performance penalty, or require extensive training.

· The traveling user’s security suite should not include any external devices.  Some remote users simply do not have room for these devices in their computing packages.  Solutions that are unobtrusive to the user (e.g., user tokens and software products) are preferred.

· The remote user’s equipment should be unclassified when it is unattended.  Both the data stored on the remote user’s computer and the approved configuration of the remote user’s computer must be protected from unauthorized disclosure, modification, or manipulation when out of the direct control of the authorized remote user.  This protection must effectively protect the computer and stored data from compromise if the computer is lost, stolen, or used to communicate with lesser security level authorized hosts.  Assuming the data stored on the remote user’s equipment is appropriately protected, the user is required to safeguard the terminal as would be required of high-value items.

· The remote user should not have greater access than would be available if accessing the enclave information resources from within the enclave.

6.2.2.2
Interoperability

Remote access systems that implement interoperable solutions facilitate the movement of users between organizations and increase the likelihood that the system can be supported and upgraded in the future.  Interoperability also provides for the maximum evolution of this security solution in the commercial marketplace.  For these reasons, the following interoperability requirement is added. 

Security solutions should be based on open standards.  The use of proprietary implementations creates significant issues related to interoperability and logistics support.  To ensure an effective solution, the remote access mechanism should integrate easily into existing information systems and provide a path for upgrading to emerging technology (as discussed below).

6.2.2.3
Emerging Technology

It is desirable that the security solutions be capable of evolving to higher data rates and be adaptable to alternative means of communication, such as cellular telephony, wireless networks and ISDN.
6.2.3
Potential Attacks 

All five classes of attacks introduced in Chapter 4, Technical Security Countermeasures are of concern in the remote access scenario.  Section 6.1, the Firewalls section goes into detail on network attacks.  The VPN’s section’s (Section 5.3) treatment of passive, network, and insider attacks is directly relevant to remote access.  Since proper configuration and execution of software is critical to the proper functioning of security mechanisms, distribution attacks are also a concern.  Remote access places the user’s computer in public environments, adding the possibility of physical attack to the five generic attack classes.  With reference to Figure 6.2-2, the following summarizes potential attacks against the remote access scenario.
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Figure 6.2-2.  Attacks Against the Remote Access Scenario

6.2.3.1
Passive Attacks

An attacker monitoring the network could capture user or enclave data, resulting in compromise of information.  Capture of authentication data could enable an attacker to launch a subsequent network attack.  Analysis of traffic captured by passive monitoring can give an adversary some indication of current or impending actions.  Compromising emanations could also be intercepted.

6.2.3.2
Active Attacks

These attacks are most likely to originate from the Internet, but, with more effort, could also be mounted through the PSTN.  Also attacks can target the remote user’s computer, the user’s enclave, or the user’s connection to the enclave, potentially resulting in the loss of data integrity and confidentiality, and ultimately in the loss of use of the network by authorized users (e.g., a denial-of-service attack).

6.2.3.3
Insider Attacks

An insider is anyone having physical access to the remote user’s computer or the network enclave from within the user organization’s corporate boundaries.  These attacks could be motivated by malice or could result from unintentional mistakes by the user.  Deliberate attacks can be especially damaging to the organization’s information system due to the attacker’s access to the information, their advantage of knowing the network’s configuration, and thus their capability to exploit the network’s vulnerabilities.

6.2.3.4
Distribution Attacks 

Distribution attacks could occur at the Information Technology (IT) provider’s site while the product is developed, manufactured and shipped, while the remote user’s computer is being configured or maintained, or when software is passed to the user’s computer (including software passed over the network).  This type of attack could result in a network’s device (e.g., firewall, router, etc.) being used to perform a function for which it was not intended, thus making the remote access capability or the enclave vulnerable to attack.

6.2.3.5
Close-In Attacks

The remote user’s computer is subject to theft and tampering.  Physical attack also could result in the theft of the traveling user’s computer, a denial-of-service attack.  Typically, there are non-technical countermeasures (e.g., procedures) available for dealing with physical threats.  The Framework addresses these since there are also technical countermeasures available that could help to mitigate those threats.

6.2.4
Potential Countermeasures 

The following security services are required to counter the potential attacks against the enclave.

· Strong and continuous user authentication should be the basis for allowing access to the enclave.  Strong continuous two-way authentication protects the enclave, the remote user, and the connection from network attacks.  Cryptography-based authentication at the enclave boundary ensures that only authorized users can gain access to the network.  Use of a boundary protection mechanism is used in conjunction with cryptography-based authentication to provide a basis for controlling a user’s access to individual network services.  Continuous authentication prevents an unauthorized user from hijacking the remote user’s session.

· Confidentiality may be invoked for all information flowing between the enclave and the remote user’s computer.  Confidentiality guards the enclave and the remote user from passive intercept attacks.  Although encryption does little to guard against traffic analysis, the data and metadata (information about data) are protected against direct intercept and compromise.  This security service is dependent, of course, on the level of required protection afforded the data.

· The information in the remote user’s computer should be protected:

When the computer is not in use.  This protects the information in case of theft of the workstation, or unauthorized physical access.

When the computer is connected to unclassified or untrusted networks.  This guards against network attacks (e.g., session hijacking) from an unclassified and/or unauthorized network.

· The integrity of the remote user’s hardware and software should be protected.  Detection and protection mechanisms can guard against distribution attacks, tampering by an outsider, and physical access by an unauthorized user.

· The integrity of data flowing between the remote user’s computer and his enterprise-networking environment should be protected.  This protection is typically provided at the applications layer.  See Section 7.1, Security for System Applications of the Framework for details.

6.2.5
Technology Assessment 

The three technologies(media and file protection, workstation integrity, and enclave and connection protection(are included in this section and depicted in Figure 6.2-3 counters specific types of attacks.  Some attacks, such as tampering, are only partially addressed by technical measures.  Non-technical security measures, as discussed in Chapter 4, Technical Principles(physical protection of the laptop, prevention of casual “over-the-shoulder” observation of classified information(are critical to overall system security and should be considered a vital part of a remote access user policy.  This section of the Framework only covers those technical measures that will counter attacks relevant to the remote access category.
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Figure 6.2-3.  Security Technologies in the Remote Access Scenario

6.2.5.1
Media and File Encryptors

In some cases, physical removal of the remote computer storage media (typically a hard drive) between remote connection sessions is not acceptable.  Encryption of the information on the storage media can provide confidentiality and integrity, alleviating the need for physical removal of the media.  Media encryptors and file encryptors protect the information in the computer in the event of unauthorized physical access to the computer.  File encryptors can protect the confidentiality and integrity of individual files, provide a means of authenticating a file’s source, and allow the exchange of encrypted files between computers.  Media encryptors protect the confidentiality and integrity of the contents of data storage media.  For example, they can help maintain the integrity of the remote user’s computer by verifying the Basic Input/Output System (BIOS) and ensuring that configuration and program files are not modified.

With the exception of some system files, media encryptors encrypt the entire contents of the drive.  The media encryptors must leave some system files unencrypted so that the computer can boot from the hard drive.  The integrity of most of these unencrypted system files can be protected by a cryptographic checksum; this protection will not prevent a tamper attack, but it will alert the user that that data has been altered.  System files contain data that changes when the computer is booted and cannot be protected. 

File encryptors typically implement a graphical users interface (GUI) that allows users to choose files to be encrypted or decrypted.  This protects individual files, but it does not protect all files on the drive.  Many applications generate temporary files that may contain user data.  These files are normally closed (but not necessarily erased) when the application is terminated.  However, the application does not terminate in an orderly fashion; these temporary files may remain open.  Some operating systems do not actually erase data when files are closed or deleted.  Instead, they alter the name of the file in the file allocation table or de-allocate the storage locations on the media.  The user’s data then remains on the hard drive until the space is allocated to another file and overwritten.  Thus, unencrypted and potentially classified user data can remain on the hard drive after system shutdown, either because of the application’s failure to erase temporary files or by the design of the operating system’s file closure function.  For these reasons, media encryptors provide better protection for the information on the disk drive(especially while the computer is not in use(than do file encryptors.

Media encryption’s robustness is an advantage only when proper key management is used in protecting the information.  There must be provisions to allow trusted key management to protect the key when encrypting the media and when the key is in storage.  See Section 6.2.7, Framework Guidance of this chapter for further discussion of the secret dial-in case.  Media encryption also supports workstation integrity, the topic of the next section.

6.2.5.2
Workstation Integrity

Workstation integrity components are necessary to protect the integrity of a remote computer’s operation and data against active (network-based) and software-distribution threats.  Active attacks include attempts to steal data by circumventing or breaking security features, or by introducing malicious code.  The software distribution threat refers to the potential for malicious modification of software between the time it is produced by a developer and its installation and use on the remote user’s computer.  

Workstation integrity mechanisms to counter active attacks are addressed in the Firewalls section of the Framework.  Products for detecting and removing computer viruses are available for both the workstation and boundary protection mechanism.  Media encryption protects the configuration and software of the remote user’s computer against malicious modification during the operational phase; it does not address this modification during the developmental or the distribution phases.  Trusted operating systems can ensure the policy-enforced relationships between subjects and objects, thus limiting any effects the malicious code introduced into the machine might have on the system’s integrity.

Software distribution attacks are discussed in Chapter 4, Technical Security Countermeasures.  Most software distribution attacks can be thwarted by the use of digital signatures.  Software can be signed at the manufacturer before distribution; these signatures are verified before the software is installed on the user’s computer.  Commercial file encryption packages containing this capability are available.  

6.2.5.3
Enclave Boundary and Connection Protection

Components to implement authentication, confidentiality, and integrity mechanisms can operate at several layers in the protocol stack, with trade-offs in assurance, performance, and networks supported.  Starting toward the bottom of the protocol stack, options include secure modems, data link layer technologies, network layer products, transport and session layer products, and application layer products.  The protocol layer chosen does not necessarily imply a certain level of information assurance.  There are mechanisms that can provide either at a high level of assurance, a low level of assurance, or something in-between at any protocol layer.  Connection protection is dependent on an organization’s risk management decision concerning the level of assurance placed on these mechanisms.  All of these approaches, except application layer protocols are discussed in the VPN section (Section 5.3, System-High Interconnections and Virtual Private Networks).  The authentication mechanism should provide mutual authentication of the remote user and the enclave’s boundary protection mechanism, which is described in the Firewalls and Guards sections (Sections 6.1 and 6.3, respectively) and shown in Figure 6.2-1.  It also shows both options for connecting to the enclave(by direct dial-in to the enclave and by an ISP.  Figure 6.2-4 shows the protocol layers associated with the remote access scenario. 

Secure Modems (Physical Layer Mechanisms)

Secure modems offer an inherent means of boundary protection: the identity of the remote user’s modem is established by strong authentication before any network connections are initialized, preventing unauthorized modems from attempting an active attack.  The invocation of encryption within a modem provides a high level of assurance provided that the encryption function is properly invoked and is protected from tampering.  However, the implementation of additional features, such as plaintext bypass, can reduce some of that assurance.  For instance, a secure modem needs a means of bypassing the encryption engine if it is also to interoperate with a nonsecure modem.  Any bypass feature in a secure modem must be carefully implemented so it is not possible to bypass the cryptography accidentally or maliciously.

Strong authentication requires a significant cryptographic processing capability both in the calculations required to validate a signature and in the verification of the identity contained in a certificate (e.g., checking against a list of authorized users).  The identity that is established by modem authentication may not necessarily be made available to the network.  This requires the remote user to log into the network separately.

[image: image4.wmf]Physical

Device

Network

Transaction

Session

Application

Client

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Device

Device

Device

Device

Device

Network

Network

Network

Transaction

Transaction

Transaction

Session

Session

Session

Application

Application

Application

Modem

Communications

Server

Boundary

Protection

Mechanism

Server

Modem

Remote Site

Server Site

Telephone

Network

Server Site

Server

Enclave

Network

Boundary

Protection

Mechanism

Client

iatf_6_2_4_0113

Physical

Device

Network

Transaction

Session

Application

Client

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Device

Device

Device

Device

Device

Network

Network

Network

Transaction

Transaction

Transaction

Session

Session

Session

Application

Application

Application

Modem

Communications

Server

Boundary

Protection

Mechanism

Server

Modem

Remote Site

Server Site

Telephone

Network

Server Site

Server

Enclave

Network

Boundary

Protection

Mechanism

Client

Physical

Physical

Device

Device

Network

Network

Transaction

Transaction

Session

Session

Application

Application

Client

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Physical

Device

Device

Device

Device

Device

Device

Device

Device

Device

Device

Network

Network

Network

Network

Network

Network

Transaction

Transaction

Transaction

Transaction

Transaction

Transaction

Session

Session

Session

Session

Session

Session

Application

Application

Application

Application

Application

Application

Modem

Communications

Server

Boundary

Protection

Mechanism

Server

Modem

Remote Site

Server Site

Telephone

Network

Server Site

Server

Enclave

Network

Boundary

Protection

Mechanism

Client

iatf_6_2_4_0113


Figure 6.2-4.  Protocol Layers In Remote Access Scenario

Data Link Mechanisms 

Data link layer protocols such as Point-to-Point Protocol (PPP) and Serial Line Internet Protocol (SLIP) encapsulate network layer packets for transmission via modems.  Security services can be applied to these protocols to allow authentication and protect the connection between the remote user and the home enclave’s communication server.  Unlike the large bandwidth data links discussed in the VPN section, the remote user’s data link is dedicated, so authentication of individual users is possible.  This assumes, of course, that the remote machine is dedicated to one (and only one) user because authentication at the data link layer relies on lower level physical addresses versus those on higher layers that can distinguish among multiple users (e.g., with user Identifications [ID]).

Data link mechanisms allow users to choose their own modem hardware and upgrade or change it at their convenience, provided that the hardware can interoperate with the enclave’s boundary communications hardware.  A server implementing a data link mechanism could use the results of cryptographic authentication as a basis for access to the enclave.  Data link security mechanisms are likely to be implemented in workstation software, where processing power and memory are more readily available than in the case of special-purpose security hardware.  This makes implementation functions such as continuous authentication and certificate path validation more practical.  However, it also makes these functions dependent on the integrity of the workstation on which they are running and more vulnerable to implementation errors and subversion.

At the data link layer, no information is available about the network resources or services the remote user is attempting to access.  Any filtering mechanism would need to be implemented at a higher layer of the protocol stack.

Network Layer Mechanisms 

Network layer protocols, such as Internet Protocol (IP), assign addresses to devices and pass data packets between them.  ISPs assign an IP address to the remote user and pass IP packets for the remote user.  For this reason, the network layer is the lowest layer at which security services can be applied in the ISP case.  The VPN section addresses IP connections across public networks, and recommends the use of Internet Protocol Security (IPSec) with both Encapsulated Security Protocol (ESP) and Authentication Headers (AH).  The VPN section also recommends the use of external encryptors.  The current generation of external encryptors must be configured by a trained operator and are expensive and relatively bulky, so external encryptors are currently unfeasible for remote access.  However, IPSec mechanisms are implemented in network card hardware, in modem cards, and in software on the user’s computer (as before, the proper functioning of software mechanisms depends on the integrity of the user’s computer).  

Network layer mechanisms allow strong authentication directly from the remote user’s computer to the boundary protection device, allowing the boundary protection device to base access control decisions on the user’s identity.  Network layer information allows the boundary protection mechanism to filter access to individual machines in the enclave.  The downside is that they leave all of the enclave’s dial-in equipment before the network device(specifically the modems and the communications server(exposed to network attacks.  Provided that the communications servers are properly configured and controlled, the potential for successful attacks against a communications server is relatively low (except for denial-of-service attacks).  Remote control and administration of these devices can make the network vulnerable to attack by providing potential access to root level privileges.  Please refer to Section 6.1 (Firewalls) for more information.

Transport and Session Layer Mechanisms 

The transport layer forms a reliable channel between devices.  The session layer establishes and synchronizes a communication session between two devices.  The transport or socket layer is the lowest layer with information on the service being accessed so that security services can be called on a per application basis.  The transport and session layers are discussed in the VPN section (Section 5.3).  For the remote access scenario, these layers share many of the advantages and disadvantages of network layer mechanisms(they can allow continuous authentication directly to the boundary protection mechanism and allow further access control decisions based on the cryptographically authenticated identity.  Transport and session layer mechanisms are not likely to be hardware-based, making them vulnerable to tampering and dependent on the integrity of the user’s computer.

The Transport Layer Security (TLS) protocol, which sits at the top of the transport layer, is listed on the Internet Engineering Task Force (IETF) website www.ietf.org as RFC 2246.  Product implementations of socket mechanisms should comply with the IETF standard, which is currently TSL.

The Remote Access Dial-in User Service (RADIUS) protocol (RFC 2138) was designed to authenticate remote users using a shared secret.  The RADIUS protocol is currently an Internet Draft published by the IETF.  Authentication requests are handled by a centrally located authentication server, which provides a method of supporting the management of remote users.  The access requests made by RADIUS clients are capable of carrying attributes that include user name, user password, client identification, physical port identification, or other information.  When passwords are present, they are protected by using RSA MD5.  The ability of RADIUS to support a wide range of client attributes used in access control decisions makes this protocol very flexible.  Access privileges can be varied for each user, as well as for the access method each user attempts.  Maintaining a central RADIUS server, which controls the privileges for each user, makes RADIUS authentication scalable to handle large numbers of remote users.

Application Layer Mechanisms 

Application layer security, invoked based on-site policy, supports the highest level of filtering.  Individual commands within applications, as well as access to specific machines and services, can be permitted or denied.  Application layer mechanisms are discussed in the opening part of the VPN Section 5.3.  One of the major shortcomings of application layer mechanisms is that they rely on platforms with minimal trust mechanisms and that connections must be established at a lower level in the protocol stack (network and transport layer) before the application mechanisms are applied.  This leaves the machine vulnerable to network attacks that are unaffected by higher-layer security mechanisms.  The other drawback of application layer security is the number of applications that need to be covered.  As application protocols evolve, security is usually a secondary consideration.  The number of application software packages offered in the commercial market (for example, e-mail packages) makes it difficult to add security services to every package as a retrofit.  Efforts to standardize the interface to security services will help this problem, but are ineffective if the vendor is simply not interested in implementing security services in the product.

6.2.6
Cases 

This version of the Framework does not address remote access of top secret or higher sensitivity level information.  By definition, the disclosure of this information can cause exceptionally grave damage to national security.  Remote access to top secret information presents extreme risk and should be handled on a case-by-case basis. 

This section considers remote access to information at the unclassified level that is sensitive or not sensitive and the remote access to classified information up to the secret level as separate cases.  Secure remote access to top secret information may be addressed in future versions of this document. 

As depicted in Figure 6.2-5, the two different access paths combined with the two sensitivity levels produce four generic cases: secret dial-in access, secret ISP access, unclassified dial-in access, and unclassified ISP access.  For each case, the underlying network options include PSTN, ISDN, and other digital and wireless services. 

The specific requirement cases include the following.

· Remote access to secret enclave via direct connection through PSTN, ISDN, wireless connections, and other digital connections.

· Remote access to secret enclave via ISP connection through PSTN, ISDN, wireless connections, and other digital connections.

· Remote access to unclassified enclave via direct connection through PSTN, ISDN, wireless connections, and other digital connections.

· Remote access to unclassified enclave via ISP connection through PSTN, ISDN, wireless connections, and other digital connections.
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Figure 6.2-5.  Remote Access Cases

6.2.7
Framework Guidance 

The following guidance is based on the premise that the home site has properly followed an information systems security engineering process.  This process will identify the organization’s assets and vulnerabilities and provide a total system solution that mitigates the risk to the level decided by the organization.  The discussion here is at a generic level.  The level of risk acceptance and the availability of products and services will determine a site’s remote access security solution.

6.2.7.1
Case 1: Remote Access to Secret Enclave via Direct Connection over PSTN 

Guidance for this case is summarized in Tables 6.2-1a through 6.2-1d.  Each of these tables is followed by a discussion of the rationale behind the recommendations.
Media Encryption 
A media encryptor is recommended to protect the information stored in the remote user computer.  The rationale for this is that media encryption provides confidentiality for data on the user’s hard drive.  It also performs a workstation integrity function by protecting the integrity of the computer’s configuration; e.g., by verifying the BIOS and making sure that the user is notified of any modifications to applications and hardware configuration files.

Table 6.2-1a.  Summary Guidance for Remote Access 
Direct Dial-up Access to Secret Enclave

	Primary Solution Components
	Guidance Categories
	Desired Solution
	Best Commercially Available Solution
	Gap Between Needed & Available Solution

	Media Encryptor
	Role of this Component
	To protect the confidentiality and integrity of all data stored on the hard disk in the event that the user’s laptop is lost, stolen, or tampered with.

To keep the laptop unclassified when not in use.
	RASP
	HARA

	
	Security Functions
	Dynamically encrypt all data (but system boot files) stored on the hard disk.

Protect the private key used to encrypt the data by storing it on a token that is physically removed when not in use.

Require user PIN to unlock the token.
	Hardware token-based, software media encryption for Windows platforms
	WIN95 and WIN NT versions

	
	Cryptographic Strength
(If applicable)
	Cryptographic algorithm and key length should be of robustness level 2. 
	Type II algorithm (SKIPJACK)  w/ 80 bit key
	TBD

	
	Common Criteria Assurance Level
	EAL 4
	N/A
	Three assurance levels

	
	SMI/PKI/KMI Services
	Generation of file encryption keys

Data recovery in event of lost token or user PIN
	
	

	
	SMI Assurance 
	KMI level 2
	TBD
	TBD

	
	Interoperability Requirements
	No requirement
	No commercial standards exist.  Current solutions are not compatible with each other.
	Interoperability 


The remote computer needs certain system files in order to boot, so these files should remain unencrypted on the storage media.  However, the proper functioning of the media encryptor depends on the integrity of the boot process, so the integrity of these unencrypted system files must be verified.  The media encryptor also should verify the integrity of the computer’s BIOS configuration.  All other space on the storage media should be encrypted.  The media encryptor should verify the system’s integrity upon boot-up and notify the operator if integrity checks fail. The media encryptor should use algorithms approved for the protection of secret information.  To help mitigate concerns about weak or compromised keys, the media encryptor should be capable of accepting keys from an outside source; e.g., FORTEZZA® card and its associated security management infrastructure.  The implications of having a split-key are discussed in Chapter 8, Supporting Infrastructures of this Framework.  The media encryptor should support both: user and system administrator roles.  Only the system administrator should have the ability to change the configuration of the remote computer and the media encryptor.  Depending upon the user’s environment and the organization’s security policy, the media encryptor also could be used to preclude the booting of the remote computer via an unencrypted floppy disk.  If the remote user wants to access unclassified systems, it is recommended that a separate hard drive be used for this purpose, since the costs of implementing and maintaining a trusted operating system (to maintain data separation and integrity) typically would be prohibitive.

Remote Workstation Integrity 

Recommendations concerning remote workstation integrity are contained in, Section 6.1, Firewalls, and are summarized here.  Enclave boundary and protection components should be chosen in accordance with the site’s security policy.  The user’s home enclave should choose a network boundary protection mechanism (e.g., guards, firewalls) paying close attention to the tradeoffs among security, performance, and cost.  An intrusion detection system may be implemented.  A virus scanning policy should be implemented, with scans occurring periodically or after certain events.  Network vulnerability scanners should be run periodically, and identified deficiencies should be addressed.  

Table 6.2-1b.  Summary Guidance for Remote Access
Direct Dial-up Access to Secret Enclave

	Primary Solution Components
	Guidance Categories
	Desired Solution
	Best Commercially Available Solution
	Gap Between Needed & Available Solution

	Workstation Integrity
	Role of this Component
	Protect the remote user’s workstation against unauthorized modification
	RASP
	HARA

	
	Security Functions
	Digital signature and integrity hash function
	Digital Signature Standard and Secure Hash Algorithm
	

	
	Cryptographic Strength (If applicable)
	
	
	

	
	Common Criteria Assurance Level
	EAL4
	N/A
	Three Assurance Levels

	
	SMI/PKI/KMI Services
	
	
	

	
	SMI Assurance
	
	
	

	
	Interoperability Requirements
	
	
	


Remote user and enclave software should be kept up-to-date, since many discovered vulnerabilities are patched in later versions.  In addition, software should be protected from tampering by cryptographic checksums applied by the manufacturer and should be checked when the software is installed (on the user’s workstation or the enclave components).  New versions of software could also inject new vulnerabilities into the system and thus should be tested before operational use.   

Other mechanisms used to protect the integrity of the remote user’s workstation include trusted operating systems, hardware tokens, user password authentication, and so on.  At least in the case of a secret enclave, the remote user should be afforded the same protection mechanisms that are provided to the user’s workstation located in the user’s home enclave.  In addition, the user’s environment will dictate extra security services, as required by the organization’s security policy.  For instance, special policy and procedures are typically required in higher threat environments in which physical security is not at the same level as provided at the home enclave.  Additional security mechanisms should give the user the tools to mitigate the loss of workstation integrity.

Table 6.2-1c.  Summary Guidance for Remote Access
Direct Dial-Up Access to Secret Enclave

	Primary Solution Components
	Guidance Categories
	Desired Solution
	Best Commercially Available Solution
	Gap Between Needed & Available Solution

	Secure Modem
	Role of this Component
	Authenticate and encrypt the connection between the remote user and the home enclave
	RASP
	HARA

	
	Security Functions
	Mutual authentication

Continuous authentication

Full period encryption at the secure modem layer

In-line encryption

Hardware device

Removable hardware token to store and protect private keys

User PIN to unlock token 
	Encrypting modem supporting KEA and SKIPJACK
	

	
	Cryptographic Strength
(If applicable)
	Secret
	Secret w/ NAG-68 Interim Policy
	Secret

	
	Common Criteria Assurance Level
	EAL3
	N/A
	Three Assurance Levels

	
	SMI/PKI/KMI Services
	
	
	

	
	SMI Assurance
	KMI level 2
	TBD
	TBD

	
	Interoperability Requirements
	Support for AT command set and communications protocol standards

Software compression
	56Kbps.X.90
	Interoperability 


Enclave Boundary and Connection Protection 

A link-encrypting device should be used to protect the communications link between the remote user and its home classified enclave.  To be used in a classified environment, the device must provide strong authentication and confidentiality services.  Modems should meet the applicable commercial standards, such as V.nn and MNPnn.  The modem should provide an AT commands interface.  To authenticate the remote user to the modem, the modem should require the entry of a personal identification number (PIN) to enable the encrypted data mode.  The modem must pass I&A information to the boundary protection mechanism for system access (See Section 6.2.5, Technology Assessment).  GUI software should be provided to allow the entry of the PIN and it should display authenticated identities and security modes of operation.  The modem may have a plaintext mode of operation (other than that required by the initial handshaking done before a secure session is established).  Use of this mode should require overt action on the part of the user so this mode is not selected by accident or by default.  Explicit requirements for secure modems will be provided in later releases of the Framework.

In addition to the encrypting modem, a boundary protection device should identify and authenticate the dial-in user at the point of presence of the classified network to the local PSTN.  This is discussed in more detail in the next section.

Table 6.2-1d.  Summary Guidance for Remote Access 
Direct Dial-up Access to Secret Enclave

	Primary Solution Components
	Guidance Categories
	Desired Solution
	Best Commercially Available Solution
	Gap Between Needed & Available Solution


	Enclave
Boundary Protection
	
	Mutual and continuous authentication

Full period encryption at the secure modem layer

In-line encryption

Hardware device

User PIN to unlock token
	Secure communications server supporting encrypting modem
	

	Solution Residual Risks
	None
	Acceptable
	Difference 


Authentication Mechanism

An additional authentication mechanism should be implemented that will provide strong authentication directly to the boundary protection mechanism to implement a “that which is not explicitly permitted is denied” policy.  For example, many remote users only need e-mail while they are traveling; in addition, some may need access to a particular file server.  Providing the minimum access needed to do the job not only mitigates the effects of any successful attack by an outsider, but also makes insider attacks more difficult.  Guards and firewalls provide this functionality.

Authentication to the user’s workstation is recommended.  A password, hardware/software token, or biometric device should be used, depending upon the level of assurance required.  See Section 6.1, Firewalls, for more information on this issue.

Technology Gaps 

The only government off-the-shelf (GOTS) solution supporting the remote access user is the AT&T Secure Telephone Unit (STU)-III 1910 Secure Data Device (SDD).  The SDD runs at data transfer rates much lower than those of modems available in today’s commercial market.  A cumbersome device, the 1910 is actually heavier and larger than the laptop it supports.  There is a consensus in the user population that there is no technology available today.  No technology currently provides a high enough level of assurance to pass classified data over the PSTN to and from a classified enclave at the same level of performance that is available in non-encrypting commercial off-the-shelf (COTS) modems.  This gap is certainly noticeable when comparing capabilities with the 56 Kbps modems on the market today.

In general, there is a technology gap in high-assurance security solutions applicable to remote access in the COTS environment.  In particular, little commercial work is being done on media encryptors, although several file encryption products are available.  File encryptors are not widely available for non-Windows operating systems.  A few commercial encrypting modems are available, but high-assurance encrypting modems are not commercially available.  In addition, secure remote access servers and communication servers are not widely available.  Support for top secret remote access will require additional features that are not available in today’s commercial marketplace, at least at an acceptable risk level.  Workstation integrity and configuration guidance are also issues.  Future versions of this Framework will address these gaps in more detail.

6.2.7.2
Case 2:  Remote Access to Secret Enclave via ISP Connection 

This section will be provided in a future release of the Framework.

6.2.7.3
Case 3:  Remote Access to Unclassified Enclave via Direct Connection 

The recommended solution for this case involves implementing a RADIUS server within the enclave and configuring each remote workstation with a RADIUS client.  When a remote workstation requests access to the network, RADIUS-based authentication is used.

· Media Encryption.  In this scenario, all information is unclassified.  Therefore media encryption is not necessary for information stored on the remote workstation.  File encryption may be desired for protection of unclassified information that is sensitive or not sensitive.

· Workstation Integrity.  An unclassified remote access workstation will also likely have access to the Internet.  There may be a requirement for the remote workstation to download files from the Internet or to exchange files with the unclassified enclave.  Downloading files from the Internet poses a risk to the workstation's integrity.  The workstation should have a robust and updated virus scanning capability.  Additionally, the workstation connecting to the enclave poses a risk to the integrity of the enclave if precautions are not taken to check for viruses on the workstation.  Again, to protect the integrity of the workstation and the enclave, virus scanning should be resident on the remote workstation.

· Enclave and Connection Protection.  The enclave is vulnerable to unintentional virus insertion through the remote workstation.  Although RADIUS-based authentication of remote workstations prevents unauthorized remote workstations from gaining access to the enclave’s network, there is still a risk of valid workstations being lost or compromised. 

All workstations should be equipped with a robust user-to-workstation authentication mechanism.  Although in the case of workstation theft or compromise, this mechanism alone may not provide adequate assurance that the workstation cannot be used to access the enclave.  A way of mitigating the risk of such access is by implementing an incident report procedure for reporting lost or compromised remote workstations and by installing and maintaining an intrusion detection system.  If a lost or compromised workstation is reported in a timely manner, the RADIUS server can be configured to deny access from that compromised workstation.  If the compromised workstation establishes a connection to the network before the compromise is reported and mitigated, an intrusion detection system will identify anomalous behavior and alert administrators to the possibility of a compromised workstation. 

Although the user information in this scenario is unclassified, there still may be a requirement to provide confidentiality for the connection.  A VPN solution can be established across the remote connection.  A layer 2 mechanism, such as L2TP, or a layer 3 mechanism such as IPSec may be implemented to provide confidentiality.  These technologies are discussed in further detail in Section 5.3.  

· Authentication Mechanism.  Authentication between the remote workstation and the home enclave is achieved by using the RADIUS protocol.  The RADIUS protocol relies on a shared secret between the RADIUS client and the RADIUS server.  MD5 is used to hash the shared secret, the user password, and other fields in the RADIUS message.  The strength of the authentication is based on protecting the shared secret.  

Authentication to the user's workstation also is recommended.  A password, hardware/software token, or biometric device should be used, depending on the level of assurance required.

6.2.7.4
Case 4:  Remote Access to Unclassified Enclave via ISP Connection 

The recommended solution for this scenario involves implementing an IPSec-compliant firewall or other boundary protection device.  Remote workstations must be configured with an IPSec-compliant network card, software, or other component.  This case also involves implementing a RADIUS server within the enclave and configuring each remote workstation with a RADIUS client.  In this scenario, the remote workstation usually uses the PSTN to establish a connection to the ISP.  The ISP then interfaces with the Internet, which interfaces with the enclave.  The remote workstation establishes an IPSec-secured connection over the PSTN that terminates at the enclave ISP-compliant firewall or boundary protection device.

· Media Encryption.  In this scenario, all user information is unclassified.  Therefore, media encryption for information stored on the remote client is not necessary.  File encryption may be desired for protection of unclassified information that is sensitive or not sensitive.

· Workstation Integrity.  An unclassified remote workstation also will likely have access to the Internet.  There may be a requirement for the remote workstation to download files from the Internet or to exchange files with the unclassified home enclave.  Downloading files from the Internet poses a risk to the workstation's integrity.  The Internet-connected workstation connecting to the enclave poses a risk to the integrity of the enclave if precautions are not taken to check for viruses.  Therefore, to protect the integrity of the workstation and the enclave, a robust and updated virus scanning capability should be resident on the remote workstation.

· Enclave and Connection Protection.  The enclave is vulnerable to unintentional virus insertion through the remote workstation.  Although RADIUS-based authentication of remote workstations prevents unauthorized remote workstations from gaining access to the enclave’s network, there is still a risk of valid workstations being lost or compromised.

All workstations should be equipped with a robust user-to-workstation authentication mechanism.  Although in the case of workstation theft or compromise, this mechanism alone may not provide adequate assurance that the workstation will not be used to access the enclave.  A way of mitigating the risk of such access is by implementing an incident report procedure for reporting lost or compromised remote workstations and by installing and maintaining an intrusion detection system.  If a lost or compromised workstation is reported in a timely manner, the RADIUS server can be configured to deny access from that compromised workstation.  If the compromised workstation succeeds in establishing a connection to the network before the compromise is reported and mitigated, an intrusion detection system will identify anomalous behavior and alert administrators to the possibility of a compromised workstation.

Although the user information in this scenario is unclassified, there still may be a requirement for confidentiality.  If confidentiality is required, the IPSec client on the remote workstation can use the ESP feature of IPSec to encrypt the IP payload.

· Authentication Mechanism.  Authentication between the remote workstation and the home enclave is achieved by using the authentication header of IPSec.  The IPSec authentication header relies on a shared secret using either a symmetric encryption algorithm (i.e., Data Encryption Standard [DES]), or a one-way hashing algorithm (e.g., MD5, HA).

Authentication to the user's workstation also is recommended.  A password, hardware/software token, or biometric device should be used, depending on the level of assurance required.
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