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Asset Name ' Criticality (C) CRank!

34th Street Station Platform 2.8 1
10th Ave Station Platform 2.8 1
42nd St and 8th Ave Lower Level Platform Area (existing) 2.8 1

- -

____ _____u..
--- --~----

.__..u_

Runninq Tunnel (34th Street Station to 10th Ave Station) i 2.8 2 I
Runninq Tunnel (10th Ave Station to Times Square) 2.8 2 I
34th Street Station Upper Mezzanine 2.7 3 I
34th Street Station Lower Mezzanine 2.7 3

_~Oth Ave Stationf::rl!rance@ 42nd Street 2.7 3
--...-- ~---_.~- - ~------~

10th Ave Station Mezzanine 2.7 3
34th Street Station Entrance @ Plaza (Site J) 2.5 4
34th Street Station Entrance @ Site P 1.7 5

,,

34th Street Station Entrance @ Javits (Future) I 1.7 5
10th Ave Station Entrance @ South(FuturE)L__m_

-+
1.7 5

- ------ -----

34th Street Station Upper Mezzanine -- Ancillary Rooms 1.7 6

34th Street Station Lower Mezzanine -- Ancillary Rooms 1.7 6

34th Street Station Platform - Ancillary Rooms 1.7 6
10th Ave Station Mechanical Level 1.7 6
10th Ave Station Mezzanine - Ancillary Rooms 1.7 6______.__________

~__u u.
-- --_.-- -.- --.

10th Ave Station Platform - Ancillary Rooms 1.7 6 I

Site J Systems Building 1.6 7 i
I I

Ventilation Tunnel (east of 10th Ave Station, future)
,

1.5 8 I
I I

_~ite A Facility 1.4 9
Site K Systems Building 1.4 9
Site M Systems Building 1.4 9 ,

Site L Systems Buildinq 1.4 9 i
I

Tail Tracks Tunnel (Site A Facility to 34th Street Station) 1.4 10 I
EOR at 41 st St and 8th Ave 1.1~~--- ------ ----- ----- ---

--_.----._-

I

ND PRIVILEGED

I
No.7 Line Extension TVR Assessment Report -DRAFT

I
Executive Summary

I

The MT A tasked the Parsons Brinckerhoffl Parsons Transportation Group joint Venture
(PB/PTG Team) to perfonn a threat, vulnerability, and risk (TVR) assessment for the proposed
MTA-New York City Transit No.7 Line Extension, and to develop a set of "Design Principles"
that can be applied to the project to address security. The assessment addresses all assets from
Site A and the tail tracks at 11th Avenue and 25th Street to 8th Avenue and 41st Street.I

I
This project is unique in that the MT A requested an analysis of the No.7 Line Extension while
the project is still in design. The PB/PTG Team developed a Threat Scenario Report that was
provided to the No.7 Line design team, which was based on threats previously approved by the
MT A's Office of Public Safety, Security Director for similar security tasks. The PB/PTG Team
then applied the MT A's Unified Threat, Vulnerability, and Risk Assessment Methodology to the
individual assets making up the design, identifying the threats for each asset and developing the
Criticality for each of the major assets. These Criticality factors were then used to identify the
level of security protection that should be applied to each asset. The following table identifies
the Criticality Factors.

I

I
I
I
I
I
I
I
I
I
I

Parsons Brinckerhoff I Parsons a Joint Venture
Weidlinger Associates, Inc.

January 2008
DC#: 001-063-0008-01-15-08-07

Page 3 of 63



TIAL AND PRIVILEGED MTA SECURITY SENSITIVE INFORMATION NON-FOIL

No.7 Line Extension TVR Assessment Report -DRAFT

The Team then utilized the worksheets from the MT A Security Design Guidelines to identify the
Design Principles that apply to the No.7 Line Extension. The worksheets, which are located in
Appendix B, identify the Design Principles that we recommend be applied to this project. These
Design Principles are summarized in the tablc below.

Design Principles Stations Tunnels

I

I

Site DesiKn
Prevent moving vehicles from accessing station entrances

Provide necessary lighting for security cameras.

Provide appropriate signage to avoid eonfllsion during
emergenCles
Architectural and Interior DesiKn
Do not plaee publie toilets and service areas in non public
spaces.
Locate emergency stairwells away fj.-omhigh-risk areas.

Separate critical station components from public spaces.

Provide spaee for security functions and Bio/Chem monitors.
Do not install features that could conceal devices in
unsecured locations.
Roof access by authorized personnel only.
Design doors protecting critical functions against forced
entry.
Design window assemblies protecting critical functions
against forced entry.
Provide laminated glass.
Structural Design
Design walls protecting critical functions against forced
entry. _. '___

Require overbuild development to be designed against
progressive collapse
kJechanical Desizn
Place air intakes at a high level and protect vents with guards
placed on angles.
Locate incoming utilities away from vllinerable areas.
Protect ventilation equipment and locate away from high risk
areas.
Electrical Des;ZIl
Separate normal and emergency power.

Provide alternate power for critical functions.
Locate incoming utilities and feeders (power) away from high
risk areas.

Pro'Vide battery lighting for stairwells and exit signs.
-. - ....-.------....-.-.

Use multiple paths to distribute alarm and inforn1ation wiring.
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I
Design Principles

Non-
Public
Space

Stations Tunnels

I

Fire Protection Desi~n
Sectionalize standpipe.

Provide microprocessor-based fIre alann system.
Comply with NFP A 101 for egress door locks.

Comply with NFP A 130

Electronic Security
Provide acceSS control.

Design remote monitoring of access control.

Provide elevator recall button at Fire Control Panel.

Provide balanced magnetic contact switch sets.

Provide detection systems for end of platfom1s.
Provide CCTV system and monitoring station with
connectivity to NYCT C3 Center.

Provide duress alanns.
Phvsical Securitv. . M

__ ~--

Provide balTiers to deter unauthorized entry otI platfonn
ends.

~

Provide barriers and security zones at overbuilds for
vehicle inspection at parking and loading docks.

v

v
v
v
v

v
v

v
v
v
v

I
-. v

v
v
v

I v
v
v
v

I
v
v

I
v v

I

I
Security Design Principles

I General Requirements for all Facilities (Stations, Tunnels, and Systems Facilities)

Systems
Facilities

v
v
v

_. m_

V
V
V
V

v

--

I

Rooms that must be provided with both access control and intrusion detection include
communication and electrical rooms, computer and server rooms, and mechanical rooms
where access to the ventilation system is possible.

Design electronic secmity system control panels, recording equipment, communication
links, etc., to be rack-mounted and installed in locked, environmentally-controlled racks,
separate from all other communication and electrical components. All security
equipment must be provided with a minimum 4-hour battery backup power supply or be
connected to the facility's backup power source. In areas where light is not sufficient to
provide a satisfactory view, use auto-sensing day/night cameras. Additionally, all
computer equipment, panels, and other critical components must be provided
unintelTuptible power supply properly sized to meet the load requirements.

.

I .
I

I

Stations

Security systems designed to protect stations must include both active and passive measures to
reduce or eliminate vulnerabilities. and or mitigate the effects of a successful attack against the
station. Both physical and electronic measures must be included in any security system design.
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Physical security design principles:

I
I
I
I
I
I
I
I
I
I

I

I

I

I

I

. Each entrance to a station must provide protection against vehicle-borne explosive attack.
This is achieved primarily through employment of physical barriers at street level and by
designing entrances to prevent vehicles from entering the station. Stairways constructed
with a 180-dcgree turn before reaching a critical location are also effective in eliminating
or mitigating the effect of this type of attack.

. Each entrance must also provide an area to permit random inspections of hand-carried
baggage. This inspection area should provide ample space for both inspectors and for
passengers to wait in line. The size of this area varies depending upqn the number of
passengers expected to use the station. Ensure that this space is located outside the fare
alTay, and in an area where critical support columns are not present.

. Walls and doors separating public from non-public spacys must be constructed in a
manner to prevent unauthorized entry into the non-public areas. To the greatest extent
possiblc, access to non-public spaces will be controlled by the electronic access control
system described below. Doors will be made of solid wood or steel-frame. If electronic
access control is not provided, doors will be equipped with dead-bolt locks with a
minimum I-inch throw. Where possible, use mounting hardware that prevents access to
hinges from the public side of the door. Where hinges are exposed, they must be welded
or peened to prevent removal.

. Ventilation systems must be protected against the introduction of airborne chemical
agents. This includes preventing the removal of vents in public spaces and positioning
air intake vents at least three noors above street level if possible. Designs shall also
include louvers and/or traps to prevent packages from being dropped into vents.
Intrusion and chemical detection sensors are addressed under electronic security system
design.

Electronic sec).lrity~ystem design principals:

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The electronic security system includes four subsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control subsystems.

. Electronic access control shall be provided to prevent unauthorized entry to critical
spaces including, communications rooms, mechanical equipment rooms, switch/signal
rooms, and, to the greatest extent possible, spaces where critical columns supporting the
station and air-lights buildings pass through non-public spaces. Additionally, electronic
access control shall be provided to control access points at the end of all platforms.

January 2008
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. Wherever feasible, electronic locks shall provide a user-selectable option for failing
secure or un-secure in the event power is interrupted.

. Access control card readers shall provide both a magnetic swipe and a contact-less card
option.

. The access control system shall be integrated with the video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide a facial view of every passenger entering ot leaving
the station; to provide immediate visual assessment of all alarmed areas and doors
equipped with electronic access control, and to provide complete (near<l 00%) camera
coverage of platforms, mezzanines, and fare array areas ofthe station using pan-tilt -zoom
cameras.

. Use vandal-resistant, low-profile, dome housings for earneras wherever feasible.

. Provide two fixed cameras (one inbound and one outbound) for every two tUl1lstiles and
two fixed cameras (one inbound and one outbound) for every high volume gate at the fare
array. The objective for these cameras is to capture a facial image of every passenger
entering or leaving the fare array.

. Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.

. Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.

. The video surveillance system shall include onsite digital video recording equipment to
support all cameras. Design the system to provide a minimum of 30-days storage of all
cameras (minimum of 8-fl"ames per second.)

. Provide lO-seconds pre-ala11l1 video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement - it must be stored a minimum of 100
feet from the camera being recorded.)

Security systems designed to protect tunnels must include both active and passive measures to
reduce or eliminate vulnerabilities. and or mitigate the effects of a successful attack. Both
physical and electronic measures must be included.
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I

I

. Electronic access control shall be provided to prevent unauthorized entry to the tunnel.
Design access control and intrusion detection systems to permit access by authorized
maintenance personnel and provide a means to mask alarm points.

I

Electronic security system design principals:

I

I

I

I

I

I

I

I

,

I

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The electronic security system includes four s:ubsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control subsystems.

. Access control card readers shall provide both a magnetic swipe aJ;ld a contact-less card
option.

. The access control system shall be integrated with the video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide immediate visual assessment of all alarmed areas.

. Use vandal-resistant, low-profile, dome housings for cameras wherever feasible.

. Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.

. Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.

. The video surveillance system shall include (at the nearest communications room) digital
video recording equipment to support all cameras. Design the system to provide a
minimumof30-days storage of all cameras (minimum of8-frames per second.)

. Provide 10-seconds pre-alann video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement ~it must be stored a minimum of 100
feet from the camera being recorded.)

Systems Facilities

f
Security systems designed to protect Systems Facilities include both active and passive measures
to reduce or eliminate vulnerabilities, and or mitigate the effects of a successful attack. Both
physical and electronic measures must be included.
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I

I

I

I

I

I

I

. Personnel access doors leading to systems Facilities (including emergency exits) must be
constructed in a manner to prevent unauthorized entry. Install card readers and
associated locking and alarm hardware on doors where access must be allowed, and, at a
minimum, include door contacts or other intrusion detection sensors at all other access
points. Doors will be made of solid wood or steel-frame. If electronic access control is
not provided, doors will be equipped with dead-bolt locks with a minimum I-inch tmpw.
Where possible, use mounting hardware that prevents access to hinges from the public
side of the door. Where hinges are exposed, they must be welded or peened to prevent
removal.

. Ventilation systems must be protected against the introduction of airborne chemical or
biological agents. This includes preventing the removal Of vents in public spaces and
positioning air intake vents at least three floors above street level. Designs shall also
include louvers and/or traps to prevent packages from being dropped into vents.
Intrusion and chemical and biological detection sensors are addressed under electronic
security system design.

Electronic security system design principals:

I

I

I

I

I

I

I

I

I

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The electroIfic security system includes four subsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control subsystems.

. Electronic access control shall be provided to prevent unauthorized entry to the facility.
Design access control and intrusion detection systems to permit access by authorized
personnel only, if the facility is not manned 24-hours each day. Provide a means to
secure and mask alarm points inside work spaces.

. Wherever feasible, electronic locks shall provide a user-selectable option for failing
security or un-secure in the event power is interrupted.

. Access control card readers shall provide both a magnetic swipe and a contactless card
option.

. The access control system shall be integrated with the video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide immediate visual assessment of all alanned areas
and doors equipped with electronic access control.

. Use vandal-resistant. low-profile, dome housings for cameras wherever feasible.
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. Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.I

. Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.I

. The video surveillance system shall include (at the nearest communications room) digital
video recording equipment to support all cameras. Design the system to provide a
minimum of 30-days storage of all cameras (minimum of 8-frames per second.)I

I . Provide 10-seconds pre-alarm video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement - it must be stored a.:rninimum of 100
feet from the camera being recorded.)

I
Overbuilds

I . Although the planned overbuilds are not part of the No.7 Line Design Team's Task,
security parameters, including blast requirements, must be provided to the developers to
ensure the overall security of the 7 Line.I

I
I
I
I
I
I
I
I
I
I
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I
I
I
I
I
I
I
I

I. Introduction

The Metropolitan Transportation Authority (MT A) operates the nation's largest transit system,
providing over 8 million passenger trips daily, using one of the world's largest networks of bus
and rail vehicles and supporting infrastructure. In addition, the MT A is planning on expanding
the system with an extension to the No.7 Subway Line that will run east of 8th A venue along 4151
Street and then run south along 111h Avenue to 25th Street. This extension will also be the
impetus for the development of several large commercial and residential towers on the west side
of Manhattan which will enhance the attractiveness of this potential target. Being the largest
transit system in the world and located in New York City, MT A faces a very high likelihood of
terrorist attack. This report outlines the potential threats to the proposed MTA-NYCT No.7
Subway Line extension infrastructure.

Terrorism has the potential to cause extensive casualties and property damage to the MTA, its
employees, and its customers. This is all too apparent, as demonstrated by the July 7, 2005 train
and bus bombings in London, the March 11,2004 train bombings in Madrid, the 1995 Sarin gas
attack in the Tokyo subway, the frequent suicide bombings on Israeli buses, and other terrorist
attacks on the world transportation infrastructure.

I
I

I

,

Contemporary terrorists have made public transpOliation a new theater of
operations. Algerian extremists set offbombs on the subways of Paris in 1995
and 1996; the IRA has waged a long-running terrorist campaign against both
passenger trains in England and London's subways; Palestinian terrorists have
carried out suicide bombing's on Israel's buses; an individual or a group calling
itself "Sons of the Gestapo" derailed a passenger train in Arizona in 1995. Islamic
extremists planned to set off truck bombs in New York's tunnels and bridges in
1993, and in 1997, they plotted suicide bombings in New York's subways. The
nerve gas attack on Tokyo's subway by members of the Aum Shinrikyo sect in
1995 raised the specter that terrorists in the future might resort to weapons of
mass destructionto which public transportation is uniquely vulnerable.

1998 saw an attempt to derail Japan's bullet train and a threatened poison gas
attack on Moscow's subway. In 1999, a bomb injured three persons at a Sydney
rail station. [n 2000, bomb threats shut down London's Underground; one bomb
injured nine in Dusseldorfs Underground; and another bomb killed nine and
injured 60 on the Metro in Manila.

For those detennined to kill in quantity and willing to kill indiscriminately, public
transportation is an ideal target. Precisely because it is public and used by

"

i'"
~,
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millions of people daily, there is little security, with no obvious checkpoints like
those at airports to inspect passengers and parcels. 1

This proved true in the last two years in London and Madrid with the terrorist bombings of the
Spanish Rail system resulting in nearly 240 deaths and over a thousand injuries. Even as
recently as October of this year, bombers attacked a subway in Moscow resulting in death and
destruction.

Only by understanding the threat can we develop effective security measures.
Although the United States has been largely spared the kind ofterrorist campaigns
waged against public surface transportation in places like the United Kingdom,
France, and Japan, or that in less-developed countries this unfortunately rich
history of violence elsewhere can be used better to understand terrorist tactics,
targets and techniques. The charts below (Figure 1 and Figure 2) identify the
patterns of targets, tactics, and locations of attacks in the 1997 to 2000 period and
from 1920 to 2000 (on transportation infrastructure and rolling stock). The charts
include guerilla and terrorist attacks in which the transportation system or
passengers were the principal targets.2

r Tar~et~ on Attacks of Public Surface T;;nsportation

I

Systems (Juty 1997- Decembe, 2000)

,
i

Tourist Buses

7%

Other
5% \

Bridges & Tunnels
1%

~~

7%

Rails
8%

10%

Figure 1. Patterns of targets, tactics, and locations of attacks.

I Protecting Public Sur/lice Transportation Against Terrorism and Serious Crime: An Executive Overview, Norman
Y. !VIineta International Institute for Surface Transportation Policy Studies, October 200 I, pg. 1.
2 Protecting Public SlIljilce Transportation Against Terrorism and Serious Crime. Continuillg Research 011Best
Security Practices, Mineta Intemational Institute for Surface Transportation Policies Studies, October 200 I, P 67.

I
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Historic~l Exposure Rate per Incident
Specific Threat Type (People Affected)

Chemical 5,000
---

Biological
-------.

1,500 - 5,000
------

Radiological 1,500 - 5,000
50 - 3,000

Explosives / Incendiary
--

(WTC/Madrid/London/M umbai)
- -- -----_.-._-- ---------

Nuclear I 50,000
~~--_.. _.__.._-~._---_._.---

'0-

__

Fire Arms / Armed Assault 10- 100_________m_ _......____
-------- - ----- ----

.. -..._---
-

Hijack / Hostage 10- 100
-- --

.
--Cyber / Information Security unknown

I

I

I

I

I

I

I

I

I

I

I

I

I

I

I

~
i

I
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._-~-~
I

Targets of Attacks on Public Surface Transportation
Systems (1920-2000)

Bridges & Tunnels
5%

Other
2% \,

\

School Buses 1 %

Bus Terminals

7%

Tourist Buses
7% ------------

Rails
8%

Subway &

Train Stations
12%

Figure 2. Patterns of targets, tactics, and locations of attacks.

As demonstrated above and by the actions in the world today, the public transportation industry
faces many threats, all of which have the potential for disrupting local communities, causing
casualties (see Table 1), damaging and destroying public and private property, and impacting
the economic vitality of a region. Today more than any other time, the transit industry may be
seriously affected by an act of terrorism.

Table 1. Population Exposure to Threats from Terrorism

Source: FT A Transit Agency security and Emergency management Protective Measures, November 2006

The threat of violence or the perceived threat of terrorism could have a devastating effect on the
MT A. "Public transit agencies are no less influenced by violence and fear of violence than other
major institutions. Personal security affects many peoples' decisions to use public

Parsons Brinckerhoff / Parsons a Joint Venture
Weidlinger Associates, Inc.

January 2008
DC#: 001-063-0008-01-15-08-07

Page 13 of 63



I ENTIAL AND PRIVI T A SECURITY S SITIVE INFORMATION NON-FO

No.7 Line Extension TVR Assessment Report - DRAFT

transportation. Both acts and perceptions of violence cause loss of ridership and revenues.
Passenger service and revenue generation objectives demand that transit agencies minimize
violence and the threat of violence based on the distinctly unique characteristics of the bus and
rail modes.

,,3

I

I

I

I

I

I

I

I

I

I

I

I

,
~

3 TCRP Synthesis 21, Improving Transit Security A Synthesis of Transit Practice, Transportation Research Board
National Research Council, 1997, p. 3.
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II. NYCT No.7 Line Extension Project

I
The extension to the MT A New York City Transit No.7 Subway Line will run east of 8th
Avenue along 41st Street and then run south along 11th Avenue to 25th Street. The scope of the
project includes a 7,000-foot tunnel extension, two new stations at 34th Street and 10th Avenue,
and five systems buildings. This extension is plalli1ed to serve as the impetus for the
development of several large commercial and residential towers on the west side of Manhattan.
In addition to this new development, several facilities and key infrastructure are located in close
proximity to the No.7 Subway Line extension, including the Port Authority Bus Tenninal, the
Lincoln Tunnel tubes, Jacob Javits Center, the Hudson NOlih Acccss TUlli1el, The Hudson NOlih
River Tunnels, and the MT A West Side Rail Yards. In conjunction with the No+.) line extension
several major overbuilds are also being planned, which have a direct impact on the attractiveness
and the vulnerability of the juxtaposed infrastructure to a potential attack.

-

~

For the purposes of this threat, vulnerability, and risk (TVR) assesslnent, the No.7 Subway Line
Extension is treated as one system, assumed to be completed as specified in the design
documents and other infonnation provided to the PB/PTG Team, although the actual
construction will be done \vith multiple contracts. In the assessment, the 1.5-mile No.7 Subway
Line Extension system is divided into 27 unique project assets - each asset is assessed
individually and also as part of the system as a whole. The assets include stations, tunnels, and
systems facilities as described in more detail below.

I II.A Stations

~

I

a) The 34th Street Station will be located under 11th Avenue running from 33rd Street north to
36th Street. There are two entrances to the Station located on the east side of 11th Avenue,

one between 33rd & 34lh Streets (Site J) and the other located between 34th & 35th Streets
(Site P). There is a potential for a future entrance located on the west side of 11th Avenue at
34th Street.

I
~

The station is comprised of an island platfonn, a lower mezzanine and an upper mezzanine
all connected by a combination of escalators, elevators and stairs.

b) 10th A venue Station wiD be located beneath 41 st Street from 10th A venue to just east of Dyer
Avenue. There is currently one planned entrance located at 42nd Street with the potential for a
future entrance located on the south side of 41 sl Street. The island platfonn is connected to
the mezzanine and street level by a series of escalators, elevators and stairs.
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11.8 Tunnels

The new running tunnels extend west from the existing No.7 Subway Line tail tracks at 8th

Avenue and 41st Street. Approximately 275 feet of tail track modification in this area will
facilitate the tie in with the new tracks. Between 8th and 9th Avenue, the new running tunnels
pass under the Port Authority Bus Terminal and the underground bus ramps. Thc tunnels in this
section are single track bored tubes in rock at a depth of approximately 50 feet when they tie into
the new 10th Avenue Station just west of 9th Avenue.

From the 10thAvenue Station to the 34thStreet Station, the new tunnels run west along 41st Street
and then south along 11th Avenue. They are also single track bored tubes in rock at a depth of
approximately 75 feet. In this section, the new tunnels pass under the Hudson North Access
Tunnel (Empire Line) and the three Lincoln Tunnel tubes.

South of the 34th Street Station, the new tunnels continue as single track bored tubes (each 22
feet in diameter) in rock under the 11th Avenue viaduct and the MTA West Side Rail Yards. The
Hudson River North River Tunnels (Amtrak and New Jersey Transit) also pass over the new
running tunnels just south of the 34th Street Station. The tunnels proceed south along 11th

Avenue at a depth of approximately 100 feet to 25th Street and the Site A Systems Building.

II.C Systems Facilities

a) Site A Systems Building

The Site A Systems Building is located at the southeast comer of 11thAvenue and 26th Street.
It includes a ventilation shaft, adit for tail tracks, and TBM starter tunnel (in the first
construction contract); the systems facility building itself is in a follow-on contract. The
building is a cast-in-place reinforced concrete structure with three stories plus a roof level
above ground and three below-grade levels. Ventilation louvers are located at a 30-foot
minimum above street level.

An overbuild structure developed to be by the Moinian Group is planned for Site A. The
overbuild is expected to be a 16-story reinforced concrete residential building. The overbuild
columns will connect to the Site A Systems Building structure at the street level and roof
level (with possible transfer slabs at these two elevations). The overbuild beams and slabs
will be connected to the Site A Systems Building structure at the street, second, third, and
rooflevels. Access to the roof of the Site A Systems Building by the overbuild development
will not be inco1110rated into the design (a permanent roof hatch is used for access).

,
..

I
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b) Site J Systems Building

I

I

I

,

I

I

I

I

I

I

The Site J Systems Building is located on the east side of 11th Avenue, between 33rd and 34th
Streets, just north of the MT A Rail Yards. The Site J development has two parts. The first
part, the structure between grid lines A and 1, will house NYCT systems spaces, vertical
circulation elements (VCE), and the development overbuild and will be designed by the
developer, Extell. Currently, the NYCT portion of the structure above street level will be
designed as a freestanding structure (fully operable without the overbuild structure). The
overbuild structure at Site J is expected to be a 53-story steel frame building with 40-foot
column spacing in an east-west direction. The second part, the structure between grid lines I
and N, will be designed by the No.7 Line Design Team and is a below-grade, predominantly
single level structure to accommodate NYCT systems spaces, VCE, and station entrance
facilities, including skylight and entrance canopy.

For the purposes of this TVR assessment, the utility tunnels (Tl and 12) that connect to the
south end of the 34th Street station are assumed to be part of the Site J Systems Building.

The Site J Systems Building will be three levels plus a roof level and constructed of
reinforced concrete slabs and perimeter walls. Columns and beams will be either reinforced
concrete or encased structural steel. Ventilation louvers are located at a 30-foot minimum
above street level.

c) Site K Systems Building

The Site K Systems Building is located on the east side of 11thAvenue, between 35th and 36th
Streets, and across 11th Ave from the Jacob Javits Convention Center. It includes a
ventilation shaft and adit (in the first construction contract); the systems facility building
itself is in a follow-on contract. . The Hudson North Access Tunnel (Empire Line) passes
through Site K. In addition, Mid-Block Boulevard parking is located below Site K with
parking access ramps at the eastern side of Site K. For the purposes of this TVR assessment,
the utility tunnels (T3 and T4) that connect to the mid-point of the 34th Street station are
assumed to be pmi ofthe Site K Systems Building.

Site K is expected to have an overbuild structure, possibly a high-rise structure with a hotel
in conjunction with the Jacob Javits Convention Center. However, due to slow progress of
the Jacob Javits development at Site K, the No.7 Line Design Team is designing the Site K
Systems Building as a freestanding structure. The building will not be designed for any
loading from a future overbuild structure, although the design does include spatial
allowances for enlarging columns, but not space for lateral-load carrying structural clements.

The Site K Systems Building has facilities that extend below the 11th Avenue viaduct. The
existing viaduct north of 35lh Street will be replaced by roadway on fill, which will be
supported by the Site K Systems Building structure below 11th Avenue. The building will be
constructed of reinforced concrete with ventilation louvers located at a 30-foot minimum
above street level. Due to the uncertainty with the Jacob Javits development at Site K, the
Systems Building design is still considered conceptual.
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d) Site M Systems Building

The Site M Systems Building is located at the southwest corner of lOth Avenue and 4l5t

Street. Its primary function is as a ventilation building, but it will also house electrical
rooms, communication rooms and facilitate emergency egress from the tunnels and 10th

Avenue Station. There is no developer yet for Site M. There are, however, facilities 10(!fited
adjacent to the Site M Building, and the columns in one row of the building are designed for
future overbuild loads as composite concrete columns with steel cores. The below grade
floors, walls, columns, and street level floor are expected to be constructed of reinforced
concrete. The five above-grade level floors and roof are expected to be structural steel beams
and columns with concrete slabs on metal deck. Ventilation louvers will be located at a 30-
foot minimum above street level. Further design of the Site M Systems Building is on hold
until the Site M developer is available for design coordination.

e) Site L Systems Building

The Site L Systems Building located at northwest corner of Dyer Avenue and 415t Street,
adjacent to the 421](JStreet entrance to the 101hA venue station. The Primary function of the
building is as a ventilation building and traction power substation, but it will also house
electrical rooms, communication rooms, and facilitate emergency egress from the tunnels and
1OthAve. Station. The developer of Site L has been identified as the Related Companies.
The development structure is planned to abut the west and north sides of the Site L Systems
Building. The current systems building design has three above ground levels (steel columns
and beams with composite concrete slabs on metal decks) plus a penthouse, and three
basement levels (reinforced concrete beams, slabs, columns, and walls). Ventilation louvers
will be located at a minimum of 30- feet above street level.

f) EDR at 41 st Street and 81hA venue

The Electrical Distribution Room (EDR) at the corner of 81hA venue and 41 st Street is to be
located in what is currently a small below grade fan room that is serving the existing No.7
Subway line tail tracks. The Fan Room will be decommissioned and converted to an EDR
serving the 8th A venue Lower level equipment as part of the first construction contract.
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I
I

III. Threat Scenarios

I

The first step in determining the most vulnerable adversary scenarios is to consider terrorist
strategies. They will try to attack facilities or disrupt the transportation service at its most
vulnerable point and where casualties could potentially be the greatest. In addition, they will
attack systems vital to the operations of the transportation networks using both physical and
electronic means. Several factors must be considered in detennining the most vulnerable points
of attack:

I . Protection system weaknesses (including software protection)
Least-protected system features (e.g. detection, delay, response, or mitigation)
Easiest system features to defeat
Effects of the attack
Facility operating states or environmental conditions that the adversary could use to its
advantage
Emergency conditions
No personnel onsite (unmanned locations)

.
,

t
I
I
I
I

I

I

I

I

.

.

.

.

.

Possible methods of carrying out hostile actions in the transportation environment are depicted
in Table 2.

Table 3 outlines the most relevant threat scenarios faced by MT A NYCT for its operation of the
No.7 Subway Line extension. This comprehensive list is based on historical data from attacks
on systems throughout the world and on evaluations by terrorist options specialists. However,
terrorism experts universally agree that enemies continue to increase their capabilities and to
seek alternatives for achieving their objectives. The face of the terrorist is elusive and ever
changing. The scenarios presented here are based on the best information available now, and
should be reviewed and updated as conditions and adversaries' capabilities change.

For the purposes of this rep0l1, weapons of mass destruction (WMD) such as nuclear and
biological threats are not evaluated. This report will be used by the MT A to develop a
reasonable plan to mitigate potential risks within the agency's ability to manage the specific
risks. Inclusion of these threats in the TVR assessment would obscure the results that are within
the purview of the MT A. Since nuclear threats and biological threats (such as small pox) are
under the purview of federal agencies such as the Federal Bureau of Investigation (FBI), Central
Intelligence Agency (CIA), and National Security Agency (NSA) to protect the nation by
managing the potential sources of these threats, these threats are not evaluated herein. In
addition, in the event of a potential WMD incident, the management of the response will also be
under the jurisdiction of federal agencies. Although the MT A will support the response, it will
not be the lead agency.

I
I.i

,
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Type of Attack Historical Example
I

Type of Weapons

2007 Train bombing Moscow, Russia
2006 Train bombing Moscow, Russia
2006 Train incendiary attack in Mumbai, India

Planted Devices
2005 Train and Bus bombing in London, England

Explosive and Incendiary 2004 Train bombings in Madrid, Spain
Devices 1995 GIA bombing of Paris Metro

llAMAS suicide bombs on Israeli buses (ongoing) Suicide Bombs

1993 bombing of the World Trade Center
Vehicle Bomb

1995 Oklahoma City Bombing
~-~

Long Island Rail Road Shootings
Rifles;
Handguns;

Ballistics Attacks Sniper attacks on Ohio Highways
Submachine guns;

Virginia Tech Shootings
Shotguns

~- ~-----

Infrastructure Tampering Amtrak Sunset Limited derailment I Hand, power and thermal

tools

--
-._------------- - -~- -~

-

..
---------- --

2004 Employee Impersonator arrested at LIRR
Covert Entry Johnson Ave. Yard False credentials;

2002 CT A Non-employee with access to facilities Stolen unifonns and
found with cyanide gas identification badges

I

-------------
. ~-

- -
-_.~

- -----
I

- -~----_.~-

Chemical, Biological,
200 I Anthrax attacks in Washington, DC

Chemical, biological, or
Radiological, & Nuclear

1995 Aum Shinrikyo Sarin Gas Release in Tokyo
radiological or nuclear

(CBRN) Agent Release
Subway

aerosolized

,
I
I
I
,

I
I
,

I
I
I
I
I

I

I

I
,
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Table 2. Examples of Recent Threats from Terrorism
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Rail Assets I Most Probable Threats

=> Large scale vehicle-borne explosive detonated near or inside station

=> Backpack/suitcase explosive device(s) detonated inside station

=> Demolition or contact charges placed on critical support columns or girders
Stations => Assault by individuals or groups armed with small arms, grenades, etc.

=> Incendiary devices ignited inside station

I
=> Chemical, biological, and radiological release in station

=> Suicide bomber wearing explosive belt
--- ----

u_
-- ----

=> Backpack/Suitcase explosive device(s) detonated inside or adjacent to substations,

Signal/Power/
power control stations, and signal towers/relay rooms

Communication => Stockpiling small amounts of explosives over time to create larger devices detonated

Infrastructure
near or inside substations, power control stations, and signal towersirelay rooms

I => Physical or cyber attack on train control system
- => Tampering with signal systems
1-------

Explosives stockpiled while train is in lay-up tracks and detonated when loaded withRolling Stock =>
passengers or at stationltem1inal

=> Backpack /suitcase explosive device(s) detonated inside rail car(s)

Right of Way =>
Large scale vehicle-borne explosive over tunnel

(Service Facilities, => Incendiary device ignited inside a turmel

Tunnels, tracks, => Backpack /suitcase explosive device(s) detonated inside a tunnel

switches) i => Rail! Switch tampering with tools/cutting torch
I
I

Demolition or contact charges placed on overpass bridge support columnsi =>
I .----
I => Large scale vehicle-borne explosive at a loading dock
I

Overbuilds => Large scale vehicle-borne explosive at parking facilities

=> Large scale vehicle-borne explosive adjacent to overbuild

=> Back-pack explosive at overbuild columns

I

I
I
I
I
I

I
I
I

I
. J
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Table 3. Relevant Rail Scenarios for No.7 Line Extension TVR Assessment

Table 4 provides a matrix showing the relevant threat scenanos for each asset of the No.7
Subway Line extension project
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Table 4. Asset Threat Matrix for No.7 Line Extension TVR Assessment
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III.A Likelihood of Threat Size

I

Detennining threat size is not an exact science. It is a process that involves security and
transportation experts reviewing historical data, examining current world events, understanding
the carrying capacity of vehicles and people, knowing the operations and accessibility of
facilities, etc. Table 5 lists the most likely threat size based on the scenarios previously
identified. This list of threat sizes has been reviewed and approved by the MT A Office of
Security.

II

Table 5. Most Probable Explosive Threat Size

II Threat Scenario
-

I

I
Threat Type Threat Size

Vehicle Bomb

I (/b of TNT)

!COlnpact Sedan '500
I

I Se~l!_u_ __ ___~~~,OOQ__

Passengcr/CarKo Van 1- 4,000

i Large suitcase 100

Backpack/Suitcase Bomb ~ --~--

i Backpack 50
~.

~---._-- ~

-----.- -----

5
~- -"-

Train Bomb i RailCar

I -
I Suicide Belt

r~uicid~ ~~s~m

2,000

Personnel 130mb --
I 10
\ ------

i 20

Threat scenario development is a continuous process; the MT A must constantly monitor any
changes in their assets, the potential threats, and vulnerabilities, as well as the larger
infrastructure of which the organization is an element. As changes in threats appear and changes
in infrastructure are planned, such as the No.7 Subway Line extension, the MT A needs to
perfonn additional risk assessments, address the changes, possibly arrive at a new threat
assessment, and recommend a new design basis threat. The continuous nature of threat and risk
assessments allows the MT A to develop a security-awareness culture that understands, validates,
and implements the decisions of the risk acceptance authority and the resulting countenneasures.
New threats will emerge, some from new sources, which may be low-tech as well as high-tech.
The resulting threats may appear too quickly to be addressed in a traditional top-down fashion.
The MT A, using a process of continuous assessment, will be better able to manage these new
threats in a timely manner, and for a longer period of time.

I
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-

IV. Risk Assessment Method

-

I

-

Identifying the security risk for assets such as the stations, tunnels and ancillary facilities
requires a comprehensive, rigorous, and rational risk assessment. A comprehensive risk
assessment is one that incorporates detailed threat and vulnerability assessments for the full
range of threats to these transportation-related facilities. A rigorous risk assessment is one that is
based on classical probabilistic risk assessment (PRA), i.e., risk is quantified as the product of
event occurrence, consequences to the facility given the event occurrence, and socio-economic
impact of the consequences. A rational risk assessment is one that follows a systematic and
defendable approach for assessing and quantifying risk to each facility, identifying mitigation
alternatives, and prioritizing the alternatives based on benefit (reduction in ris~) versus project
cost. The potential mitigations proposed must also recognize the budgetary constraints being
imposed at this point in time as well as other externalities.

The risk assessment of the No.7 Subway Line extension follows the method outlined in the MTA
Unified Methodology for risk assessment (developed in Subtask 3.3 of MTA Security Task
Order No. 007). The method is based on a two-tier process (see Figure 3). Tier I is the
Evaluation Phase, which is used to assess the overall Criticality and Vulnerability of the assets in
the entire MT A asset inventory. Tier II is the Mitigation Prioritization Phase, used to assess and
quantify the risk to the project based on the threat information provided in this report.

,

,

The MT A Unified Methodology was developed for assessing the security risk of existing
facilities in order to provide quantified cost-benefit information for use in prioritizing mitigation
alternatives. The methodology can also be used to assess risk for new designs in order to help
develop design principles and set design criteria. There are, however, subtle differences in the
application of the methodology to a new design, such as the No.7 Subway Line extension, as
described in the following sections.

,
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,

,

, Step 3:
Determine

Vulnerability

,

,
Information from

Threat Sceriii,tri0 R~port
Compute

Pre.Mitigation
Risk,

,

,

,

,

Identify Assets
with High

Vulnerability
and Criticality

TIER I
(Evaluation

Phase)

TIER II
(Mitigation

Prioritization
Phase)

Repeat for all
Assets in Tier II

,

Figure 3. Flowchart illustrating MT A Unified Methodology for risk assessment.
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Score
Category --.----------- i1 2 3 4 5

Occupancy < 10 10 - 100 100 - 1000 1000 - 3000 > 3000
f--- --------

._.~
j------- --- ..----- - ~-----

Replacement
< $500,000 $500K - $5M $5M - $50M $50M - $200M > $200MCost

- -- --
Regional

Highly i
Transportation Minor Moderate Significant Critical

Network Important
--

_ _____H________

--- ----~ ---- --.--- ---------t-- ---..-...---- -- ------~

Symbolic/Historic
Very Low Low Moderate High i Very HighValue

------- - .------- ----- ---- -- ----- - ---

Regional I
Economy Very Low Low Moderate High Very High

I
I
I

I

,

I

,

,

,

,

,

,

,

I

I

,
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v. Tier I Assessment

The Tier I Assessment process begins with the definition of the components of the system, i.e.,
the individual assets or facilities that comprise the system (analogous to Step 1 in the flowchmi
in Figure 3). For the No.7 Subway Line extension, the assets include stations, tunnels, and
systems facilities as described in Section II and listed in Table 4.

Next, Step 2 is completed to assign Criticality to the facilities in the system. Asset Criticality (C)
is computed as the weighted average of five values or scores ranging from 1 to 5, that are used to
quantify the attributes of the station, tunnels, and systems facilities that characterize their
importance to the MT A New York City Transit. Table 6 shows the Criticality value scoring
system used in t!1e methodology. The weighting factors applied to the attributes are based on the
MTA's consensus opinion (gathered during the methodology development process in MTA
Security Task Order No. 007) as to the relative contribution of each attribute to an asset's
Criticality. Criticality is from the standpoint of the MT A NYCT only and is independent of the
potential events that can damage the facility or its occupants.

Table 6. Criticality (C) Scoring System for Fixed Assets

As the assets or facilities in the No.7 Subway Line extension do not yet exist, assumptions are
made about what constitutes the as-is condition of each facility in tenns of the attributes that
make up Criticality. The assumptions are based on preliminary operational and planning design
information. Table 7 shows the results of the Criticality assessment for the assets that comprise
the No.7 Subway Line extension project, sorted by Criticality from highest to lowest.
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I Table 7. Criticality (C) Results for No.7 Subway Line Extension Assets

I Asset Name

I
34th Street
Station Platform
10th Ave Station
Platform
42nd St and 8th
Ave Lower Level
Platform Area
Running Tunnel
(34th Street
Station to 10th
Ave Station)

-- -
.

----

Running Tunnel
(10th Ave Station
to Times Square). __
34th Street
Station Upper
Mezzanine
34th Street
Station Lower
Mezzanine
10th Ave Station
Entrance @ 42nd
Street
10th Ave Station
Mezzanine
34th Street
Station Entrance
@ Plaza (Site J)
34th Street
Station Entrance
@ Site P
34th Street
Station Entrance
@ Javits (Future)

10th Ave Station
Entrance @
South (FuturED
34th Street
Station Upper
Mezzanine -

~2t~'~;~~00~_s-1
Station Lower
Mezzanine -

Ancillary Rooms I

I
,

,

I

,

I

I

Occupancy
Regional

Transportation
Network

Regional
Economy

Criticality
(C)

3 2.8

C
Rank

1

1

I
!,

1

Symbolic
I Historic

Value
Replacement

Cost

3 4 2

3 2.8

2

------

2

3

3

3

~-
3

4

5

5

5

6

---

6

2
----

3 4 2 2
iI

I 23 4 2

3 4 2 1

- ------ +

3 4 2 1

3

.~...

I

.-

..

.....

3 2

I

+ ---~r --..-

2

3 2.8

3 2.8

.---

3 2.7

-- - --.--.---.-

2.73 3 2 2

3 3 2 2

3

,

! 23 2

3 3 2 2

2
I

I 3 1 2
I

..~

t.
3-.l_~_~_ 21_

I

3 2 1

II ,

r --~.--~
~-

i

I

3 1 2

2

.------

2

1

1 3 2 1
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3
..

---1-
2.7

-

2 2.5

1 1.7

1
I
I

I

r - ~

I
I

I

i
I

1.7

1 1.7

2 1.7

2 1.7



Regional ! Symbolic
Asset Name Occupancy Replacement Transportation, I Historic Regional Criticality C

Cost Network
,

Value Ec()nomy (C) Ranki
34th Street [

IStation Platform - 1 3 2 1 2 1.7 6
Ancillarv Rooms

i
,

10th Ave Station
1 3 2 1 2 1.7 6

Mechanical Level
10th Ave Station
Mezzanine - 1 3 2 1 2 1.7 6
Ancillarv Rooms ..
10th Ave Station
Platform - 1 3 2 - 1 2 1.7 i 6
Ancillary Rooms : i

--
.

.

I

'

.....--

Site J Systems I

Buildinq
1 4 1 1 2 1.6 7
----

Ventilation Tunnel
,

(east of 10th Ave 1 2 2 i 1 2 1.5 8
Station, future) I

.. I
-- --

Site A Systems I I
1 3 1 ! 1 2 1.4 I 9

Building I i
.-f.,.. r-

Site K Systems
Buildinq

1 3 1 1 2 1.4 9

-- --.-..-.- . . ....

Site M Systems
- -- -

.
-- --------

1 3 1 1 2 1.4 9
Buildlrl9.. .__ .-. --_._----~ ~._--_..

-.- .-.--

Site L Systems
1 3 1 1 2 1.4 9Buildinq

Tail Track Tunnel
,

(Site A Facility to
1 4 1 1 1 1.4 10

34th Street
Station)
EDR at 41st St

..----

1 2 1 : 1 1 1.1
and 8th Ave

11
.

I
I
I
I
I
I
I
I
I
I
I
I
I
I
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Table 7 (Continued). Criticality (C) Results for No.7 Subway Line Extension Assets
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I
VI. Tier IIAssessment

I

I

,

The application of the Tier II phase of the MT A Unified Methodology for the design of a new
multi-facility system primarily focuses on computing the assumed as-is Risk Index for each
facility in the system given the defined threat scenarios. In Step 4 of the methodology (~ee
Figure 3), the as-is risk to each station, tunnel, and ancillary facility in the East Side Access is
computed as a summation, for each facility, of the risk due to all weapon types that can
potentially be used to attack each facility. The risk due to an individual weapon type (Ri) is
computed as:

Ri = ~ X Ei (1)

where Vi is the Vulnerability of the facility to attack with weapon type i and Ei is the Effects on
the facility and its occupants caused by the successful attack on the given facility with weapon
type i. Given that the facilities do not yet exist, the Vulnerability (Vi) and Effects (Ei) for each
threat scenario will be based on several assumptions associated with the preliminary design
discussions.

I

I

I

I

Vulnerability (Va is computed as the weighted average of five values or scores ranging from I to
5, that are used to quantify the attributes of the No.7 Subway Line extension station, tunnels,
and systems facilities that characterize their vulnerability or likelihood of being attacked with the
given threat scenario. Table 8 shows the Vulnerability value scoring system used in the
methodology. Similar to Criticality in the previous section, the weighting factors applied to the
five attributes in Table 8 are based on the MTA's consensus opinion (gathered during the
methodology development process in MTA Security Task Order No. 007) as to the relative
contribution of each attribute to an asset's Vulnerability.

I

,

t

I

I

,

The Effects (Ea on each facility caused by a successful attack from each potential threat i are
computed as the weighted average of three values or scores ranging from 1 to 5, that are used to
quantify the consequences of the asset being successfully attacked with the given threat scenario.
Effects are the expected casualties (fatalities and major injuries), repair cost of the damage, and
downtime of each asset due to the given attack. Casualties are assessed based on occupancy
during full operating conditions, and repair costs include temporary costs incUlTed while repairs
are being made. Table 9 shows the Effects value scoring system used in the methodology.
Similar to the Vulnerability and Criticality values, the weighting factors applied to the three
attributes in Table 9 are based on the MT A's consensus opinion (gathered during the
methodology development process in MT A Security Task Order No. 007) as to the relative
contribution of each attribute to the overall consequences or Effects of an asset being attacked.

'to~,

i~

For each asset in the No.7 Subway Line extension, Equation I is computed for all weapon types
that can potentially be used against the given asset. The results of Equation I are combined with
the each asset's Criticality value (C, as shown in Table 7) in order to provide a relative
comparison of the risk among the potential attacks at each asset, as well as across all of the assets
in the system. Table 10 shows the risk of each threat at each asset, and Table I I shows the
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Score
Category I

1 2 3 4 i 5
i

Complete
.

Detection
Systems for

screening and
High Moderate Low None

detection
Threat i

devices
-~~-

Deterrence Accessible to
Moderately Partially Wide open

Measures for Inaccessible authorized I

Threat i personnel only
restricted restricted access

..... ---~._-
---- ------- -------------- ----- -

~. ._-

Delay
Measures for Full force 24!7 High Moderate Low None

Threat i
-- -- -------~---_.- -- ~----~~---~-

Target
Visibility

Local!
Regional! Statewide!

National!
International!

!Attractiveness
Unattractive

Low Moderately
Very Attractive

Extremely
for Attack with Attractiveness Attractive Attractive

Th reat i .

Intent and
Capability of

Very Low Low Moderate High Very High
Aggressor for

Threat i

Score
Category 1 2 3 4 5

Expected Casualties if I

Threat i Occurs
<10 10 - 100 100 -1000

I
1000 - 3000 > 3000

-------------- ------ ---- --
I

-'.._-------------.---,---.

Repair Cost if Threat i
I

$50M -
Occurs

< $500,000 $500K - $5M $5M - $50M
$200M

> $200M

I ~--------
~..

--- -----

Downtime Fixed
< 24 hours

24 hr - 3 3 wk - 3
of the Asset Assets weeks months 3 mo - 1 yr > 1 yr

if Th reat i >-----~--- -------~-- ---~---------- - - -
___0____-

Occurs
Network

< 1 hours 1 hr - 3 days 3 days - 2
2 wk - 3 moAssets i weeks

> 3 mo

I
I
I
I
I
I

,

I
I
I
I
I
I
,

I

,

I
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ranking of the risk of all threats to all assets in the system. This relative comparison of threat
scenario risk for each facility and across all facilities helps to identify the most critical locations
and threat types for developing security measures and design principles as discussed in Section
VII. For purposes of this analysis it is assumed that the 1Oth Ave station will be completed.

Table 8. Scoring System for Scenario-Specific Vulnerability (Jij)

Table 9. Scoring System for Scenario-Specific Effects (Ei)
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34th Street Station
1.7

Entrance @ Site P
II
!
I

~I
!

34th Street Station
Entrance @ Javits

i
1.7

(Future)
i
I

i
I

Effects Risk
(E) (CxVxE)

1.4 6.7

1.4 8.2

2.6 15.1
--- ----- -

2.6 16.5

NA NA

I 1.7 20.0
f----

2.0 23.8

2.4 27.5
-- ---

1.7 13.5
--

2.0 16.0

2.6 20.5
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Asset Name

Table 10. Threat Scenario Risk for No.7 Subway Line Extension Assets

Criticality
(C)

Site A Systems
Building

Tail Track Tunnel
(Site A Facility to 34th
Street Station)

34th Street Station
Entrance @ Plaza
(Site J)

2.5

I
I I

I
!

I

I
I

34th Stre~t~~tion
---

1

'--

Upper Mezzanine -
Ancillary Rooms i

1.7

I

34th Street Station
Upper Mezzanine 2.7

I

I --t----

34th Street Station
Lower Mezzanine

2.7

------------- -------

34th Street Station
Lower Mezzanine -
Ancillary Rooms

1.7

Threat Type and Location

1.4

Chemical release through vent
Backpack/Suitcase explosives
Contact explosive placed on support
columns or beams

f---'--'-- -- --

Vehicle explosive at entrance(s)

i Vulnerability
i (V)

i 3.5

4.2

1.4 NONE

i 4.1

--- -
.

Armed assault
Backpack/Suitcase explosives
Vehicle explosive on street above
Armed assault
Backpack/Suitcase explosives
Vehicle explosive on street above

-- - ---------------Contact explosive placed on support
columns or beams
Armed assault

Backpack/Suitcase explosives

Vehicle explosive on street above
-- -----

Contact explosive placed on support
:

columns or beams I
Armed assault

Incendiary attack in station

Chemical release in station
----ROD attack in station

Backpack/Suitcase explosives
Contact explosive placed on support
columns or beams
Suicide bomber with explosi."'e belt

Armed assault

Backpack/Suitcase explosives
Contact explosive placed on support

i columns or beams
Armed assault

-

Incendiary attack in station

Chemical release in station
. --~-----

ROD attack in statio~ u~_j

Backpack/Suitcase explosives
I

_Su~~?~boml:>_e~."",t~~xplo~~e bett._ __ _ _

Armed assault ,

Backpack/Suitcase explosives

----
.-

4.4

NA

I

I

4.8

4.7

4.6

4.8

4.7

4.6

4.6
-

2.6

1.7

2.0

2.6

20.5
.-----
13.5

------

i 16.0
--I 29 :~_u

.
-

4.8

4.7

4.6
-----

4.6

4.8

4.8

_~ 4.6

: 4.6
i 4.7

I

2.6 [
20.5

I

1.7~:5-___u___J___~I___

1.0 I 13.0
I

1.9 I 23.9
-----

1.4 16.7

2.0 25.6

4.6 2.6 32.7
I

i 4.8
1'-42'

I

4.2

4.1

.-

]1 .2 12~
: 1.0 7.0

~- 7.7

~6
-

1~;6

~:~---
r

~'.-7--'m2]_.~__

:::

. --+~
~ :~--i- ~~:~

4.6 -t_1~__~6.7

_m

4.7
:

2.0

'-'

I

'u 25.6

4.8 10 13.0
- - _.-._--------

4.2 1.0 I 7.0
.-

4.2 1.1 7.7
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i 4.7
I

4.6

4_5
I ----

4.5

I
NA

i 4.7
-- ----I 4.7

4.5
I 4.5I
I

4.6

4.7

Effects
i

Risk
(E) (CxVxE)

1.7 22.4

1.0 13.6
--

1.9 24.9

1.4 17.4

2.0 26.7

1.0 13.6

1.0 7.0

1.1 i 7.7
.J----

2.7
I

14.7

1.4 9.1

i 3.3 21.0

22.9

13.6

8.4

19.4
---

21.1

I 24.6i
i 13.8I
I
I

16.3i
i
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Asset Name

Table 10 (Continued). Threat Scenario Risk for No.7 Subway Line Extension Assets

I 34th Street Station
Platform

I 34th Street Station
Platform - Ancillary
Rooms

I
I

Site J Systems
Building

---~------- -"no

"

Site K Systems
Building

I
I

Running Tunnel (34th
Street Station to 10th
Ave Station)

--

I
I
I
i
I

I
i
i

"-"- -" -- ~

10th Ave Station
Entrance @ 42nd
Street

I 10th Ave Station
Entrance @ South
(Future) I

nl
I

10th Ave Station
Mechanical Level

10th Ave Station
Mezzanine

,

I

I Criticality
(C)

----------

2.8

1.7

1.6

1.4

-----

2.8

2.7

1.7

1.7

2.7

ThreatType and Location

-.-.-

Armed assault

Incendiary attack in station

Chemical release in station

ROD attack in station
--- ---

Backpack/Suitcase explosives

Suicide bomber with explosive belt

Armed assault

Backpack/Suitcase explosives

i Vulnerability

i (V)

I 4.8
4.8
4.6
4.6

un_
_

4.7

4.8

4.2

4.2

3.6

4.3

4.2

I
i
!

r

4.4

4.7

i 4.6

~ 4.5
I

4.5

3.6
4.3

- --t-------

2.7

1.4

3.3

3.3

21.0

25.0

40.0
-

40.0

---------

1.7

2.0

2.6

13.2

15.7
1--20~1--

~-- -

-

----

Chemical release through vent

Backpack/Suitcase explosives

Contact explosive placed on support
columns or beams
Vehicle explosive at entrance(s) or
1()~Qi'l~ck_

Chemical release through vent

Backpack/Suitcase explosives
--- -----

Contact explosive placed on support
columns or beams
Vehicle explosive at entrance(s) or
loadinq dock

Backpack/S uitcaseexplosives

Vehicle explosive on street above

Track tampering to cause train
derailment

Armed assault

Backpack/Suitcase explosives

Vehicle explosive on street above

Contact charge placed on support
columns or beams

Armed assault

Backpack/Suitcase explosives

Vehicle explosive on street above

Contact charge placed on support
columns or beams

--

NONE

Armed assault
--

Incendiary attack in station

Chemical release in station

ROD attack in station
--- --,
Backpack/Suitcase explosives

Suicide bomber with explosive belt

-"------

--

------

4.2

4.5

4.4

4.5

3.3

2.0

1.1
I~--

1.4

-
_._~-

2.6
I

20.1

I

-+-----

I 21.0

I 12.7

j 23.4

16.3

25.0

12.7

--

4.5

---T7 - -1

2.0

3.3

3.3

..--.---

NA

---

,
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Table 10 (Continued). Threat Scenario Risk for No.7 Subway Line Extension Assets

I Asset Name

10th Ave Station
Mezzanine - Ancillary
RoomsI

I 10th Ave Station Platform

I 10th Ave Station Platform
- Ancillary Rooms

I
--~ ~-~._--_._.-

Site M Systems Building

I
I Site L Systems Building

I Ventilation Tunnel (east of
10th Ave Station, future L m

I Running Tunnel (10th Ave
Station to Times Square)

I -

I
42nd St and 8th Ave
Lower Level Platform Area

EOR at 41 st St and 8th
Ave

I

I

Criticality
(C)

1.7

2.8

1.7

1.4

1.4

1.5

2.8

2.8

1.1

Threat Type and Location

Armed assault

Backpack/Suitcase explosives

Armed assault

Incendiary attack in station

Chemical release in station

ROD attack in station

Backpack/Suitcase explosives

Suicide bomber with explosive
belt

Armed assault

Backpack/Suitcase explosives

Chemical release through vent

Backpack/Suitcase explosives
c

- -----Contact explosive placed on
support columns or beams
Vehicle explosive at entrance(s)
and loading dock

Chemical release through vent

Backpack/Suitcase explosives

Contact explosiVe placed on
?_LI2port coILJr:!!rl_~()iJ2E3~~___
Vehicle explosive at entrance(s)
and loaqinq dock

NONE

Backpack/Suitcase explosives

Vehicle explosive on street above i
Track tampering to cause train Iderailment '

j Armed assault
--.--.

llncendiary attack in station :
~~~mical release in station i

I ROD attack in station

i__Backpac;k/Suitc;ase explosives

Suicide bomber with explosive
belt

!
NONE

_m'

I

I

Vulnerability
(V)

4.2

4.2

4.7

4.7

4.5

4.5

4.6

4.7

:

~
I
I

-
-+- ---

!

4.2

4.2

3.6

4.3

4.2

4.5

3.6

4.3

4.2

4.5

NA

4.4

4.5

4.4

4.8

4.8

4.6

4.6

4.7

4.8

NA

Effects
(E)

1.0

1.1 i
~--I
1.0 I
~---+
1.9 i
1.4 !
2.0

1.0i
I

-~------

1.0
--'-1

1.1 I. -_.~----

2.714
1

Risk
(CxVxE)

._~~~
7.7

21.9

13.3
~

24.4

17.0

26.1

13.3

7.0

7.7
~

13.6
.- ~

8.4

l_33 i 19.4

3.3-T-21.~---

2.7 -1m
1 ...

1.4 i 8.4
I

--1'---"-
I

1.7 I 10.1
I
i

1.7 i 11.0

NA ! NA
I

.---

2.0

1.1

-- ---

24.6

13.8

i

I

' 1.4 16.3

2:2 ~_22.4

I 1.0 13.6

1.9 24.9

I 1.4 17.4

2.0 26.7

n~~~~~__
NA i NA

'--- -

I
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i

Criticality Threat Type and Location
Vulnerability Effects I Risk Risk

Asset Name
i (C) (V) (E) (CxVxE) Rank

10th Ave Station
Entrance @ 42nd 2.7 Vehicle explosive on street above 4.5 3.3 40.0 1
Street
10th Ave Station Contact charge placed on support
Entrance @ 42nd 2.7 4.5 3.3

!

40.0 1
Street I columns or beams

34th Street Station Contact explosive placed on i

I

2.7 4.6 2.6
,

32.7 2Upper Mezzanine sLIQR9~CJIumns or beams I,
~---34th Street Station I

Entrance @ Plaza (Site 2.5 Vehicle explosive on street above 4.6 2.4 27.5

I
3

---u_ _.

- -",,_._---------" ---- ----- - --- ---- ---

___no

-34th Street Station - 26.7-r-4-
Platform

2.8 Backpack/Suitcase explosives 4.7 2.0, :
42nd St and 8th Ave

ILower Level Platform 2.8
,

Backpack/Suitcase explosives 4.7 2.0 26.7 4
Area

---_.--
10th Ave Station 2.8 Backpack/Suitcase explosives 4.6 2.0 26.1 5
Platform I i,
34th Street Station : ,

iI

U pperMezz.<1l1_i~~
2.7 Backpack/Suitcase explosives 4.7 2.0 25.6 6

___....___n_______.__

- - ------- ------
34th Street Station

2.7 Backpack/Suitcase explosives 4.7 2.0 25.6 6
Lower Mezzanine
10th Ave Station
Entrance @ 42nd 2.7 Backpack/Suitcase ex:plosives 4.6 2.0 25.0 i 7I

Street
I,

10th Ave Station
2.7 Backpack/Suitcase explosives 4.6 2.0 25.0 7

Mezzanine ,
--+----34th Street Station

2.8 Chemical release in station 4.6 1.9 24.9 8
Platform

-- - ------ ----- -- -.
-- - -----42nd St and 8th Ave

Lower Level Platform 2.8 Chemical release in station 4.6 1.9 24.9 8
Area
Running Tunnel (34th

-~~_._-
-- -----

Street Station to 10th
!

2.8 Backpack/Suitcase explosives 4.4 2.0 24.6 9
Ave Station) I

Running Tunnel (10th
__I

- -----;---

Ave Station to Times
I

2.8 Backpack/Suitcase explosives 4.4 2.0 24.6 9
~guar~L_ !

10th Ave Station
_~__:2:;-:l Che~;~1 relea~~in station 4.5 1.9

~4 '
10Platform

"------ ------!~------ -34th Street Station
2.7 i Chemical release in station 4.6 . 1.9 i 23.9 ! 11Upper Mezzanine

-.
-~-

2__7-~Chemical release in station

I !

34th Street Station
4.6 r~~9-r 23.9

i
11Lower Mezzanine

-,--....-+-----.-
34th Street Station

Entrance @ Plaza (Site 2.5 Backpack/Suitcase explosives 4.7 2.0 23.8 12

.lL_.
-- ----------------

0______---
------ ----- -~-------~---10th Ave Station

2.7 Chemical release in station 4.5Mezzanine ! 1.9 ,23.4 13
.. 0- r

----- -- ------ -1 --Site J Systems ~ehicle explosive at entrance(s) or
Buildinq

1.6 4.5 3.3 i 22.9 14
_. loading dock _.

-----------

,

34th Street Station I I I
Platform

2.8 i Armed assault 4.8 1.7 22.4 15, i

,

I
I

I
,

I

I

I

I
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Table 11. Threat Scenario Risk (Sorted) for No.7 Subway Line Extension Assets
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Table 11 (Cont'd). Threat Scenario Risk (Sorted) for No.7 Subway Line Extension Assets

I

Asset Name

42nd St and 8th Ave
Lower Level Platform
Area
10th Ave Station
Platform
34th Street Station
Upper Mezzanine
34th Street Station
Lower Mezzanine
Site K Systems
BuildinQ
Site M Systems
Buildinq
10th Ave Station
Entrance @ 42nd
Street
10th Ave Station
Mezzanine
Site J Systems
Buildinq
34th Street Station
Entrance @ Site P
34th Street Station
Entrance @ Site P
34th Street Station
Entrance @ Javits
(Future)
34th Street Station
Entrance @ Javits
(Future)
10th Ave Station
Entrance @ South
(Future)
10th Ave Station
Entrance @ South
(F uture)

34th Street Station
Entrance @ Plaza (Site
J)

Site K Systems
Buildinq __

Site M Systems
Building_
34th Street Station
Upper Mezzanine -

Ancill(jryuRooms
34th Street Station
Platform
42nd St and 8th Ave
Lower Level Platform
Area
10th Ave Station
Platform

I

I

I

I

Criticality
(C)

2.8

I

I
i
i
;

2.8

2.7

2.7

Threat Type and Location

Armed assault

Armed assault

Armed assault

Armed assault

Vehicle explosive at entrance(s) or
loading dock
Vehicle explosive at entrance(s)
and loading dock

Armed assault

Armed assault

1 6
I Contact explosive placed on

_~_ ~port columns or beafl.1s .

1.7 Vehicle explosive on street above

Vulnerability
(V)

4.8

4.7

4.8

4.8

4.5

4.5

4.7

4.7

4.2

4.6

4.6

4.6

--

4.6

4.5

4.5

4.8

4.2

4.2

4.1

4.6

4.6

4.5

Effects
(E)

Risk I Risk
(CxVxE) i Rank

1.7 22.4 15

1.7 21.9 16

1.4I
IU-

1.4

~~

2.7

2.7

~-----

1.7

1.7

I

I
l-~u-

1.7

1.7

1.7

2.5

1.4

1.4

1.7

2.8
+--~-

I

I 2.8

2.8

Contact explosive placed on
support columns or beams

Vehicle explosive on street above

Contact explosive placed on
support columns or beams

Vehicle explosive on street above

Contact charge placed on support
columns or beams

Armed assault

.

-

Contact explosive placed on
support columns or beams

Contact explosive placed on
s_upport columns or beams_

---.

Contact explosive placed on
support columns or beams

--- -

1.7 21.5 17

1.7 21.5 17

--- ---- -------

3.3 21.1 18

3.3 18

ROD attack in station
~---

ROD attack in station

ROD attack in station

21.1

1.7 21.0 19

..

1.7 21.0 19

3.3 21.0 20
.~~--~- --~------_._----

2.6 20.5

.---.

...

21

2.6 , 20.5 i 21

~
I_- .. ___~_, ~.____

2.6 20.5 21

---

i
2.6 20.5 21

2.6 20.1 22

2.6
I

20.1
I

I

20.0
I

22

1.7 23

3.3 19.4 24

3.3 19.4 24

2.6 17.6 25

1.4 17.4 26

1.4 17.4
I

26

.
-

1.4 17.0 27
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2.6 15.1 34

2.7 14.7 35

1.1 13.8 36

1.1 13.8 36

2.7 13.6 37

I
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I

,
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Table 11 (Cont'd). Threat Scenario Risk (Sorted) for No.7 Subway Line Extension Assets

34th Street Station
Upper Mezzanin~_
34th Street Station
Lower Mezzanine
Site A Systems
Building
10th Ave Station
Mezzanine

---._-

Running Tunnel (34th
Street Station to 10th 2.8

_~vE;_~tation) ~
Running Tunnel (10th
Ave Station to Times IS uare :
34th Street Station

--r------.

Entrance Site P
1.7 Backpack/Suitcase explosives

34th Street Station
Entrance @ Javits

jFuture)
10th Ave Station
Entrance @ South
Future

Site A Systems
Buildin
Site J Systems
Buildin
Running Tunnel (34th
Street Station to 10th
Ave Station
Running Tunnel (10th
Ave Station to Times
Square)
Site K Systems
Buildin

~-

Site M Systems
Buildin
Site L Systems .

~~~~d~treetStation t 1~4_.j..Cheml~al

release throu~h ven~

i~~Eeet Station- --I...
1;-1 ::;:::ab:~::::::;s:;;::s~e bell

42nd St and 8th Ave,

Lower Level Platform i 2.8 Suicide bomber with explosive belt
Area .

~~~~a~~:~~~~~o~._

n
r- 1.7

34th Street Station
Entrance @ Javits
Future

I
Criticality

(C)

2.7

Asset Name

I ,
I
I,

r,,I
I

2.8

,

,

I
~-----------

I

1.6
nL..__

I
2.8

I 2.8

I 1.4

I

I

I

,
1.7

Threat Type and Location

ROD attack in station

2.7 ROD attack in station

Vulnerability
(V)

4.6

4.6

Effects

I

Risk
I

Risk
(E) (CxVxE) , Rank

__1_'~_l_~6.7
I 28

1.4 16.7 28

1.4 Vehicle explosive at entrance(s) 4.4 2.6 16.5 29

-- 14J '::.
i

30

1.4 ~ I

31

- -~

I 1 R C\

.n1.._

1.4 ,16.3 31

2.0 .('60

20 1'6.0
_~.

32

2.0 : 15.7 . 33

2.7 ROD attack in station 4.5

4.4

4.4

32

4.7

4.6

------.----.-----

4.1

3.6

4.5

4.5

3.6

3.6 2.7 i 13.6

-;--~-~
--~ -

1.0
lu_~~.6

38

1.0
. L~-~~

1.0 113.6
I

1.0
I

13.6
.L_____,
I 13.5

Track tampering to cause train
derailment

Track tampering to cause train
derailment

1.7 Backpack/Suitcase explosives

37

3.6 37

1.7 Backpack/Suitcase explosives

4.8

4.8

4.8 38

1.4

.
-Contact explosive placed on

su ort columns or beams

Chemical release through vent

4.8

4.;-j~-7-

38

39

Vehicle explosive on street above

Vehicle explosive on street above

1.4 Chemical release through vent

---T'-~~---~
-------

"-----

Chemical release through vent

4.8 39

Armed assault

1.7 13.5
I

i Armed assault

I
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Table 11 (Cont'd). Threat Scenario Risk (Sorted) for No.7 Subway Line Extension Assets

10th Ave Station
Platform
10th Ave Station
Platform
10th Ave Station
Entrance @ South
Future

34th Street Station
U er Mezzanine
34th Street Station

~ Mezzanine .__1-
2.7

34th Street Station
Lower Mezzanine
34th Street Station
Lower Mezzanine
10th Ave Station
Mezzanine

"--- ---------

10th Ave Station
Mezzanine
Site L Systems
Buildin
Site L Systems
B_uilding
Site J Systems
Buildin
Site K Systems
Building
Site M Systems
13uilding
Site L Systems
Buildin
Site A Systems
Buildin
34th Street Station
Upper Mezzanine - 1.7

Ancillary Rooms _
_~__"_

34th Street Station .
I

Lower Mezzanine - i 1.7 Backpack/Suitcase explosives
Ancillary Rooms l

L------
34th Street Station I

~Platform - AnCillary

,

' 1.7 Backpack/Suitcase explosives
Rooms ;

-.._-----

10th Ave Station :
'Mezzanine - Ancillary i 1.7
I

Backpack/Suitcase explosives
Rooms

;

010th Ave Station'-i--
- .

"

Platform - Ancillary' 1.7 Backpack/Suitcase explosives

Rooms I

34th Street Station-
"---

IUpper Mezzanine - 1.7! Armed assault

Ancilla Rooms i
I

34th Street Station ILower Mezzanine - : 1.7 i Armed assault
Ancilla Rooms

I
Asset Name

Criticality
(C)

2.8

I
2.8

1.7

I 2.7

I 2.7

2.7
--~

2.7

2.7

, ----------

1.4

,
1.4

-----

1.6

1.4

1.4

1.4

1.4

,

I

,

,

Threat Type and Location

Incendiary attack in station

Suicide bomber with explosive belt

Armed assault

Incendiary attack in station

Suicide bomber with explosive belt

Incendiary attack in station

Suicide bomber with explosive belt

Incendiary attack in station

Suicide bomber with explosive belt

Vehicle explosive at entrance(s)
and loadin dock
Contact explosive placed on
support coluf1lns or bEJ9ms ._

Backpack/Suitcase explosives

Backpack/Suitcase explosives

Backpack/S uitcase explosives
----

Backppck/Suitcase explosives

Backpack/Suitcase explosives

Backpack/Suitcase explosives

VulnE!rability
(V)

4.7

4.7

4.7

4.8

4.8

4.8

4.8

4.7

4.7

4.5

4.2
--------

4.3

4.3

4.3

4.3

4.2

4.2

4.2

4.2

4.2

Effects
(E)

1.0

!
~~"I

1.0

1.0

1.7

I Risk
I (CxVxE)

i13.3 I
13.3

13.2

13.0

13.0

Risk
Rank

40

40

41

42

42

1.0 42

1.0

1.0

1.0

13.0

13.0

12.7

12.7

42

43

43

i
1.7 11.0 I 44

1; I--;-o~
:_45

1.4 9.1 46

I
1.4 i 8.4 47

1.1

1.4

1.4

1.4

1.1

1.1

1.1

8.4

8.4

8.2

7.7

7.7

7.7

7.7

i
I

4.2 1.1 I 7.7

4.2
'1 :o--t;-~.-:

~----

4.2

I
1.0 I 7.0

47

47

48

49

49

49

49

49

50

50

,
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i Criticality
Threat Type and Location

Vulnerability Effects Risk Risk
Asset Name ! (C) (V) (E) (CxVxE) Rank

34th Street Station
1.7 Armed assault 4.2 1.0

I
7.0

I
50Platform.. Ancillary

I

I
Rooms i

10th Ave Station I
Mezzanine.. Ancillary 1.7 Armed assault 4.2 1.0

I

7.0 50
Rooms ,

10th Ave Station I

Platform.. Ancillary 1.7 Armed assault 4.2 1.0
I

7.0 50
Rooms i I

Site A Systems
~Chemical release through vent 3.5 1.4

I

6.7 51Building
I TTail Track Tunnel (Site i

A Facility to 34th Street 1.4 NONE NA NA NA 52
Station) I

------

_u______
I i10th Ave Station i 1.7 NONE NA NA NA I 52Mechanical Level I

-- - IVentilation Tunnel
(east of 10th Ave 1.5 NONE NA NA NA 52
Statio~ futur~

-~- ------ ..

EDR at 41 st St and 8th !
:i 1.1 NONE NA NA NA 52Ave

I

I

I

I

I

I

I

,

I

I

I

I

,

,

ND PRIVILE ED MT A SECU TY SENSITIVE INFORM ATIO

NO.7 Line Extension TVR Assessment Report - DRAFT

Table 11 (Cont'd). Threat Scenario Risk (Sorted) for No.7 Subway Line Extension Assets

In Tier II of the MT A Unified Methodology, the overall risk or Risk Index (R) for each facility is
computed as:

1 n

R=Cx~~ (VxE )
0.7 L...J I I

n i=1

where C is the Criticality computed as discussed in the previous section and shown in Table 7,
and the summation is over alL (n) possible weapon attack types at each facility, basically the
information shown in Table 10. The (l/n07) term in Equation 2 is used to capture the influence
of the total number of threats on each facility, which inherently results in higher risk, without
giving too much weight to the number of threats, which in theory could be infinite.

(2)

The results of Equation 2, computed for each station, tunnel, and systems facility in the No.7
Subway Line extension (see Appendix A for detailed infonnation), provide data that can be used
to assess the relative security risk among the assets within the system, under the current design.
Table 12 shows the results of the Risk Index calculation for the assets that comprise the No.7
Subway Line extension, s0l1ed by Risk Index from highest to lowest.
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Table 12. Risk Index (R) Results for No.7 Subway Line Extension Assets

10th Ave Station Entrance @ 42nd Street

34th Street Station Upper Mezzanine

34th Street Station Platform
42nd St and 8th Ave Lower Level Platform
Area __

-

__ __ - ___n_ __ _____ _~__.~

10th Ave Station Platform

34th Street Station Entrance @ Plaza (Site J)
-

,,--
-- -- ---' ', - - -----

34th Street Station Lower Mezzanine

10th Ave Station Mezzanine"
, .__~__ __on _ _

34th Street Station Entrance @ Site P
34th Street Station Entrance @ Javits

jFutu~L u _ ___ _~
10th Ave Station Entrance @ South (Future) 1.7

Site J Systems Building 1.6
--

-.., '.
-~-- -----

Running Tunnel (34th Street Station to 10th
~.StationJ n

Running Tunnel (10th Ave Station to Times
Square )

Site K Systems Building___
m __'_

_________.

Site M Systems Building

Site A Systems Building
---

.-- - --- -~I--.

Site L Systems Building

34th Street Station Upper Mezzanine -
Ancillary Rooms
34th Street Station Lower Mezzanine -

1.7 2 8 9
9-

~ 6Ancillary Rooms . .1 1
- -- -.-

-' -- --- -- - --
'n ____.__.____

34th Street Station Platform - Ancillary
1 7 2 i

. 8 9 9 1
I

16Rooms . I.

+
.

~~t~::eStationMezzanineAnciliary .'7. 2. 1~-;--

I
-91

I~;
10th_ AveStationPlatf01"l'11 ~Ancil~y R~oms___1.? 2__l ~~9

.. ._L~__ _ 1-~

Tail Track Tunnel (Site A Facility to 34th
1 4

i
N I I_Street Stati~ I' 0 I A i NA NA

~ --~-
----.---10th Ave Station Mechanical Level I 1.7 0 NA I NA NA

.

Venillation TUrlnel(east 0(10th Ave Station, 1--

i
~~~e~t41st St a~d 8th Ave - -I -~;---: -~:-I"~: ~:-

Asset Name

fj

r

l

I

,

Criti.cality

2.7

2.7

2.8

2.8

2.8

2.5

2.7

2.7

1.7

2.8

2.8

1.4

1.4

1.4

1.4

1.7

47.8 I
37.5

:

33.9 I

33.9 i 3

41.0 33.1 I 4

_ __ 28~___~3.0-+~_

41.9 32.4 6

41 31.7 I 7_ ___ _ __ _ _ _
"-

_ _n

41.5 26.7 I 8

Number
of

Threats

4

7

6

6
--

6

3
-.-

6

6
~--

4

4

4

4

3
---

3

4

4

4

4

3

Sum of
VxE for all

Threats

46.5

54.0

41.9

41.9

41.5

Risk
Index

26.7

40.6 26.2
'n_'_'

43.7 25.6
-.

19.8
- ---

19.8

43.7

43.7

32.5

30.2

19.5

25.4
--- --

Risk
Index
Rank

1

2

3

8

9

10

11
-- --

25.4 I 11
r--

23~ 12

23.7 ' 12

17.6 13

16.3 14

15
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VII. Security Design Principles

VII.A General Requirements for all Facilities (Stations, Tunnels, and Systems
Facilities)

Security Design Principles were established based on the results indicated on the worksheets
included in Appendix B. The following Design Principles should be used in conjunction with
the worksheets.

. Rooms that must be provided with both access control and intrusion detection include
communication and electrical rooms, computer and server rooms, and mechanical rooms
where access to the ventilation system is possible.

. Design electronic security system control panels, recording equipment, communication
links, etc., to be rack-mounted and installed in locked, environmentally-controlled racks,
separate from all other communication and electrical components. All security
equipment must be provided a minimum 4-hour battery backup power supply or be
connected to the facility's backup power source. In areas where light is not sufficient to
provide a satisfactory view, use auto-sensing day/night cameras. Additionally, all
computer equipment, panels, and other critical components must be provided
uninterruptible power supply properly sized to meet the load requirements

Table 13 summarizes the Security Design Principles recommended to address each threat
identified as a scenario in Section III.
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I Table 13. Security Design Principles for Anticipated Threats

I
I
I Design Principle

I

I

I
Site Design __~__~___ _~_
Prevent moving vehis;les fron~accessing station entrances
Provide necessary lighting for security cameras.
Provide appropriate signage to avoid confusion during
emergencIes

Acrchite~!!lral and Interior Design
Do not place public toilets and service areas in non public
spaces:_ __ .__

Locate emergency stai~vells_away f!:.omhigh-risk
Se~rate critical station components from public spaces.
Provide space for security functions and Bio/Chem
monitors.

-- -- - "
-

Do not install features that could conceal devices in
unsecured locations.

----_.--------
Roof acces? by authorizeu_pc!sOlmelynly.

Structural Design _ _'_
Design doors protecting critical functions against forced
entry. ..

Design walls protecting critical functions against forced
entrY .

~ --- ---------

Design window assemblies protecting critical functions

_~g<li..~';!.Jorced e!l.trL ___
m _m __

Rcquire overbuild development to be designed against
_progressive <::.ollapse .

Provide laminated glass

Me_cIlanical Des.~fJ!!... _ _
Place air intakes at a high level and protect vents with

_J~ll<lr(:Is.placed<2.nang1S' ~_
__~5_'lt~jncoming uti_lities ~vay from vulnerable areas.

Protect ventilation equipment and locate away from high
risk areas.

I

f

r

I

I

'i

'>/ '>/

'>/1'>/

--I ,
''i

-J-
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Electrical Design

*-i-~
Separate normal and emergency power.~~~~---_.__.--_._----_.-.- -._-----~------_._-

.~ ~~-\T1~-~ ~~---Provide alternate power for critical functions. I i :

I

I

-- ----Locate incoming utilities and feeders (power) away from ~I ~~I I
~I

high risk areas.
--...- --~-----~-

!

Provide battery lighting for stairwells and exit signs. . .~ ~~~~~~II
~Usemultiple paths to distribute alarm and information i

~~~~I;
~~~wmng.

-
'i i

Fire Protection Design
Sectionalize standpipe. ~i ~~~r-_U-
Provide microprocessor-based fire alarm system. ~~i ~~I~
Comply with NFP A 101 for egress door locks. ~~~I ~~:

~~~--~~-----~-_.- --- .- ~u~~ ~~---.-..
Comply with NFPA 130 I ~I j
~Electronic Security
Provide access controL ~I~I 'i

---------------------- ~~---------Design remote monitoring of access control.
, ...j

iI

Provide elevator recall button at Fire Control Panel. ...j
i ~~~~~I~I i~. . I

Provide balanced magnetic contact switch sets. ~I i ~~i I -
r:=----.--- --- - iProvide detection systems for end of platforms. '-i

Provide CCTV system and monitoring station with
i I

----
I ~I I

~V~connectivitv to NYCT C3 Center. 'i 'i
\j

-~._---
~~~I~I ~1~Provide duress alarms. ;j

'-i.---- - ------------
--~.. .~..-

EbJl_§ical Securitv
..------ ----

-, _1_'
i-r-.Provide baITiers to deter unauthorized entry off platform

l-ends.
.....

---- ---- --- -
-. n

Provide baITiers and security zones at overbuilds for

vehicle inspection at parking and loading docks. :
i

I
I
I

I

I
I
I

I

I

I

I

f

I

I

I

,

I

f
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Table 13 (Cont'd). Security Design Principles for Anticipated Threats
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VII.B Stations

Security systems designed to protect stations must include both active and passive measures to
reduce or eliminate vulnerabilities, and or mitigate the effects of a successful attack against the
station. Both physical and electronic measures must be included in any security system design.

Physical security design principles:

. Each entrance to a station must provide protection against vehicle-bome explosive attack.
This is achieved primarily through employment of physical barriers at street level and by
designing entrances to prevent vehicles from entering the station. Stairways constructed
with a I80-degree tum before reaching a critical location are also effective in eliminating
or mitigating the effect of this type of attack.

. Each entrance must also provide an area to permit random inspections of hand-carried
baggage. This inspection area should provide ample space for both inspectors and for
passengers to wait in line. The size of this area varies depending upon the number of
passengers expected to use the station. Ensure that this space is located outside the fare
array, and in an area where critical support columns are not present.

. Walls and doors separating public from non-public spaces must be constructed in a
manner to prevent unauthorized entry into the non-public areas. To the greatest extent
possible, access to non-public spacyswill be controlled by the electronic access control
system described below. Doors will be made of solid wood or steel-frame. If electronic
access control is not provided, doors will be equipped with dead-bolt locks with a
minimum I-inch throw. Where possible, use mounting hardware that prevents access to
hinges from the public side of the door. Where hinges are exposed, they must be welded
or peened to prevent removal.

. Ventilation systems must be protected against the introduction of airbome chemical
agents. This includes preventing the removal of vents in public spaces and positioning
air intake vents at least three floors above street level if possible. Designs shall also
include louvers and/or traps to prevent packages from being dropped into vents.
Intrusion and chemical detection sensors are addressed under electronic security system
design.

Electronic security system design principals:

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The electronic security system includes four subsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control subsystems.
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. Electronic access control shall be provided to prevent unauthorized entry to critical
spaces including, communications rooms, mechanical equipment rooms, switch/signal
rooms, and, to the greatest extent possible, spaces where critical columns supporting the
station and air-rights buildings pass through non-public spaces. Additionally, electronic
access control shall be provided to control access points at the end of all platforms.

. Wherever feasible, electronic locks shall provide a user-selectable option for failing
security or un-secure in the event power is interrupted.

. Access control card readers shall provide both a magnetic swipe and a contact-less card
option.

. The access control system shall be integrated with the video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide a facial view of every passenger entering or leaving
the station; to provide immediate visual assessment of all alarmed areas and doors
equipped with electronic access control, and to provide complete (near 100%) camera
coverage of platforms, mezzanines, and fare array areas of the station using pan-tilt -zoom
cameras.

. Use vandal-resistant, low-profile, dome housings for cameras wherever feasible.

. Provide two fixed cameras (one inbound and one outbound) for every two turnstiles and
two fixed cameras (one inbound and one outbound) for every high volume gate at the fare
array. The objective for these cameras is to capture a facial image of every passenger
entering or leaving the (are array.

. Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.

. Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.

. The video surveillance system shall include onsite digital video recording equipment to
support all cameras. Design the system to provide a minimum of 30-days storage of all
cameras (minimum of 8-frames per second.)

. Provide 10-seconds pre-alarm video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement - it must be stored a minimum of 100
feet from the camera being recorded.)
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~Providespace for security functions and Bio/Chem monitors. ! ~I

------------ ----- ----- ----- - ---- - - - -nT 'T T \lI-Do not install features that could conceal devices in unsecured locations.

StructuralDesZ~n
-

Design doors protecting critical functions against forced entry. ~I ~~I
---- ----------------------------- ..j~~Designwalls protecting critical functions against forced entry. I I- - ~I~ ~--Design window assemblies protecting critical functions against forced entry. L_-'__________________ ______ ___________n_____ ___ _ __

- - --- -- --- f-- ,-Require overbuild develo.pmer1tJ0 be designed against progressive collilPse I
i ~n~

'i
Provide laminated £!lass. I i ~-,J

~_~chanical De~gl!
------ -- - -----_._~---

B__~_g_ lJ l--..i=rfrLocate incoming utilities away from vulnerable areas.
-. -~ ---.-

Protect ventilation equipment and locate away from high risk areas.
- .----- ---- ..---. --.---- -----. ----"----_..._~-------_.._-

Electrical Desi1J!.1
----.-_._--_._----~-----

Separate normal and emergency power. ~I ~~~j~---~- --------
,

Provide alternate power for critical functions_ ~I ~~~T
-- -- -- -- -

_________________n____ _________"

.-r-. ~. f--r-~-
Locate lI1comll1g utilities and feeders (power) away from high risk areas. i ~.'-i..l

~.Provide battery ligh.!i~ fQrstairwel1sand~~t signs,__________ \ ~. ~~, ~~_~+T-.-- --~ ---t-- --\I] ----:.jUse multiple paths to distribute alarm and information wiring, -! ~, ~~-!

I

I

I

I

I

I

I
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Table 14 summarizes the Security Design Principles for each relevant threat for stations.

Table 14. Security Design Principles for Station Threats
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Fire Protection Engineering u_
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~----.-.- -------------- ~i ~~..j~Providemicroprocessor-based fire alarm system. i

'1----Comply with NFPA 101 for egress door locks. ~~j-~ ~I ~~'-J~---_.~---_._._-..~- .- - F -..; -\ i~Complywith NFPA 130
Electronic Securitv
Provide access control. ~I : ~V
--------- -- --

.. --. ---- ---------~--

~~~Designremote monitoring of access control. I
I

Provide elevator recall button at Fire Control Panel. ~~~~~~~V._--
V I ~~-----.-Provide balanced magnetic contact switch sets.

Provide detection systems for end of platforms. i
~Provide CCTV system and monitoring station with connectivity to NYCT

V ~~VI ~~IV
C3 Center. I

Provide duress alarms. vi ~I ~i~~~~'i
Physical Security_. u_____u

-----r- ~IProvide barriers to deter unauthprized entry off platform ends. I I
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Table 14 (Cont'd). Security Design Principles for Station Threats

VII.C Tunnels

Security systems designed to protect tunnels must include both active and passive measures to
reduce or eliminate vulnerabilities. and or mitigate the effects of a successful attack. Both
physical and electronic measures must be included.

Physical security design principals:

. Electronic access control shall be provided to prevent unauthorized entry to the tunnel.
Design access control and intrusion detection systems to pemlit access by authorized
maintenance personnel and provide a means to mask alarm points.
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Electronic security system design principals:

I

I

I

I

I

I

I

I

I
,

I,,

I

I

,

,

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The electronic security system includes four subsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control subsystems.

. Access control card readers shall provide both a magnetic swipe and a contacFless card
option.

. The access control system shall be integrated with thc video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide immediate visual assessment of all alarmed areas.

. Use vandal-resistant, low-profile, dome housings for cameras wherever feasible.

. Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.

. Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.

. The video surveillance system shall include (at the nearest communications room) digital
video recording equipment to. suppOli all cameras. Design the system to provide a
minimum of30-days storage of all cameras (minimum of8-frames per second.)

. Provide 10-seconds pre-alarm video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement ~ it must be stored a minimum of 100
feet from the camera being recorded.)

Table 15 summarizes the Security Design Principles for each relevant threat for tunnels.

1,
)
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I Table 15. Security Design Principles for Tunnel Threats

I

I Design Principle

I

I

I

I

I

Site Design H_~_m_~ 0__

Provide appropriate signage to avoi~ confu~ion during emergencies

Structural Design . _
p_esign doors protec:.ti.ng critical functions aK([ir~stf0.c~d entry.
Design walls protecting critical functions against forced entry.

Mechanical Design
m o~__~___

Locate incoming utilities away from vulnerable areas.
Protect ventilation equipment and locate away froml;1igh risk areas.

_Electrical De.si.gll ___ .__ ___ ___

Separate normal and emergency power.
Provide alternate power for critical functions.
Locate incoming. utilities and feeders (power) away from high ris~ areas.
Provide battery lighting for stairwells and exit signs.
Use multiple pa~h~to dis_tributc;_alaill1andinfofIIlalion ,-,\!iril1g._

Fire Protection Design
Sectionalize standpipe ~_

.E':?~i(le_rI1ic;.r:()processor-basc;9 fire a!<trm syste_IJ1:....______.__
Comply with NFPA 101 for egress door locks.

_Comply with NFP A 130 __

Electronic Security
Provide access control.

~~ ~---_.-

Design remote monitoring of access control.

-

--1 ~ T-~ I.:I

[it-+- ~-

- --I~r-~I

~I ~

I

I

---- - -- -- -- --

-- --

"

.00

VII.O Systems Facilities

Security systems designed to protect Systems Facilities include both active and passive measures
to reduce or eliminate vulnerabilities, and or mitigate the effects of a successful attack. Both
physical and electronic measures must be included.
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Physical security design principals:

I
I
I
I
I
I
I

. Personnel access doors leading to systems Facilities (including emergency exits) must be
constructed in a manner to prevent unauthorized entry. Install card readers and
associated locking and alarm hardware on doors where access must be allowed, and, at a
minimum, include door contacts or other intrusion detection sensors at all other access
points. Doors will be made of solid wood or steel-frame. If electronic access control is
not provided, doors will be equipped with dead-bolt locks with a minimum l-inch throw.
Where possible, use mounting hardware that prevents access to hinges from the public
side of the door. Where hinges are exposed, they must be welded or peened to prevent
removal.

. Ventilation systems must be protected against the introduction of airborne chemical or
biological agents. This includes preventing the removal ()f vents in public spaces and
positioning air intake vents at least three floors above street level. Designs shall also
include louvers and/or traps to prevent packages from being dropped into vents.
Intrusion and chemical and biological detection sensors are addressed under electronic
security system design.

Electronic security system design principals:

I
I
I
I
I

I

. All electronic security system components shall be compatible with the overall MT A
electronic security system. The. .electronic security system includes four subsystems:
electronic access control, intrusion detection, video surveillance, and command,
communication, and control§1.lbsystems.

. Electronic access control shall be provided to prevent unauthorized entry to the facility.
Design access control and intrusion detection systems to pelmit access by authorized
personnel only, if the facility is not manned 24-hours each day. Provide a means to
secure and mask alarm points inside work spaces.

. Wherever feasible, electronic locks shall provide a user-selectable option for failing
secUlity or un-secure in the event power is interrupted.

. Access control card readers shall provide both a magnetic swipe and a contact less card
option.

. The access control system shall be integrated with the video surveillance system to
provide immediate visual assessment of alarms.

. Design video surveillance to provide immediate visual assessment of all alarmed areas
and doors equipped with electronic access control.

I
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I . Use vandal-resistant, low-profile, dome housings for cameras wherever feasible.

I . Modular camera components shall be used to the greatest extent possible to minimize
maintenance time.

I . Communication (both data and video transmission) shall use fiber optic cable wherever
feasible.

I . The video surveillance system shall include (at the nearest communications room) digital
video recording equipment to support all cameras. Design the system to provide a
minimum of3G-days storage of all cameras (minimum of 8-frames per second.)I

. Provide 10-seconds pre-alarm video storage for all cameras. (Note: storage capability
inside the camera does not satisfy this requirement - it musfbe stored a minimum of 100
feet from the camera being recorded.)I

I Table 16 summarizes the Security Design Principles for ... each relevant threat for systems
buildings.

I
I
I
I
I
I
I
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Table 16. Security Design Principles for Systems Building Threats

Design Principle

Site Design
'.

Provide necessary lighting for security cameras. .. , . .. ~TlH ";1
,,; i

Provide appropriate signagc to avoid confusion during-eme;:g~ncies--
--

~= = =---=--=--:J3j ~- r-,,;- -r .:[

Architectural and Interior Design
Roof access)y authc~rize.cJ pe}:sOI1J]e!_only. _ n_ ___ .

Structural Design
c-------

Design doors protecting critical functions against forced entry:

e-Pesign walls protecting critical functions against forced entry.
Design window assemblies protecting critical functions against forced entry.
Require overbuild development to be designed against progressive collapse

1 - -- - - --- --- -- - -

Provide laminated glass.
Mechanical Desi~n

, PI~"" '''_; n"h'i' , , h;gh ',vel'nd pmte" VO""with £"",d, placed ';;;-a"gl,~-- -
-tv

:

!',~J

,,;

---T-

~I

,,;

-
.~

\';

-

Locate incoming utilities away from vulnerable areas. 'I 'I ,

Protect ventilatioI} equipment and locat~-,lway from]1igh.!:islc are<1.s._ __ _ _ _
.. _n_ ~

Electrical Design

Separate normal and emergency power. ,,; i"; ,,;

t+
l ,,;

Provide alternate 20wer for critical functions. ,,; ~,,; -J
-

L-;;-ca~-iIlZom~~gutilitie~__a.ndfeed~~S(po;~;) awa")-;-fro~ high r~k~~s. ===
f ~~,,;-

-J
Provide battery lighting for stairwells and exit signs. ,,;

i
,,;

I

,,;
-J

Use muJtiple paths to distribute alann and inf~n~1ation \\!iring - - - - -"',J i
~.. - -

~

-.
'\

I ~-
.

'--.

,
Fire Protection Design

-~
"--,---

.

~;J~~~a;:;,~:;::~V;;;:b~"dfi~
.

a

..

i~rillsyst
.

~.il1.-
---------

.

--

.

-

.

-

..

_

.

==
.

~___ =r= ~

..

_

..

-

.

'-

.

U ~r
.

-\

.

~

_Comply with NFP A lO 1 for egress door lc)Cks-' __ __ _ _ _ -jT~_"; _I _ JIT
Electronic Secllritv'.'.'J___~__. .

' ~_

__
. _--,---Provide access cont:01.._ _'___ _===~==__ .._1

,,; Ii _.j__

~;f;/~~~~~o~l~e~~Wb~gtt~~;~ai£~;;~~~::t;~1 P~Ile1. .- - -
=-_~-~=~=_=-=='11 .~

r= ~-L~
Provide balanced maQ:netic contact switch sets. , ,,; I ~~

~
- - - -- --

. .
c_

. . ( , I
-Provide CCTV system and monitoring station with connectivity to ~YCT C3 Center. ,,; ,y \ I

''';
- --i-

I";

I";

I";
- ---" ---n I

\

- -
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TIAL AND PRIVILEGED l\lT A SEcm;

Stations

No.7 Line 34th 34th 42nd Site J Site P Ja1
upper lower 34th 10lh lOth LL 34th 341h (3.
mezz mezz Plat Mezz Plat Plat entrance entrance ent!

Asset Criticality 2.7 2.7 2.8 2.7 2.8 2.8 2.5 1.7 I,

Asset Risk Index 37.5 32.4 33.9 31.7 33.1 33.9 33 26.7 2(:,

Site and Landscape Design
./ ./Prevent moving vehicles from entering stations. ,

Provide necessary lighting for security and ./ ./ ./ ./ ./ ./ ./ ./
cameras.
Provide appropriate signage for emergency ./ ./ ./ ./ ./ ./ ./ ./
evacuation

Architecture and Interior Design
Do not place public toilets and service areas in non
public spaces.
Locate emergency stairwells away from high-risk ./ ./ ./ ./ ./ ./
areas.
Separate critical station components from public ./ ./ ./ ./ ./ ./
spaces.
Provide space for security functions and Bio/Chem ./ ./ ./ ./ ./ ./ ./ ./
monitors.

-~
Do not install features that could conceal devices in ./ ./ ./ ./ ./ ./ ./ ./
unsecured locations.

Roof access by authorized personnel only.

Structural Engineering
Design doors protecting critical functions against
forced entry.
Design walls protecting critical functions against
forced entry.
Design window assemblies protecting critical
functions against forced entry.
Require overbuild development to be designed ./ ./
against progressive collapse
Provide laminated glass. ./ ./ ./ ./ ./ ./ ./ ./

Mechanical Engineering
Place air intakes at a high level and protect vents
with guards placed on angles.
Locate incoming utilities away from vulnerable

./ ./ ./ ./ ./ ./ ./ ./
areas.

- .-- ~--.---- -. -- -
--,

.-'Protect ventilation equipment and locate away ./ ./ ./ ./ ./ ./ ./ ./ i

from high lisk areas. i 1

I
I
I
I
II

18

II

II

II

I
Parsons Brinckerhoff / Parsons a Joint Venture
Weidlinger Associates, Inc.

Page



lS Systems Facilities Non-Public Spaces TUIl
10lh lOth 34th

;ite J Site P Javits Ave Ave 34th lower lOthMezz 34th_
34th 34th (34th) (421ld) (south) Site Site Site Site Site upper mezz & & Plat lOthAve
Gtrance entrance entnmce cntrance entrance A J K M L mezz Plat

2.5 1.7 1.7 2.7 1.7 1.4 1.6 1.4 1.4 1.4 1.7 1.7 1.7 2.8

33 26.7 26.7 47.8 26.2 17.6 25.6 23.7 23.7 16.3 15 9.1 9.1 25.4

,; ,; v ,/ ,/

,; ,/ ./ ./ ,/ ,/ ,/ ,/ ,/ ,/ ,/ ,/ ,/

,; ,/ ./ ,/ ,/ ,/ ./ ,/ ,/ ,/ ,/ ,/ ,/ ,/

- -- - ----- ---- --------- --- ---r---- --- -------- ---------- ------ ----- -

,/ ,/ ,/

,/ ,/ ,/

,; ,/ / ,/ ,/

,; ,/ ./ ,/ ,/ ,/ ,/ ,/

,/ ,/ ,/ ,/ ,/

,/ ,/ ,/ ./ ,/ ,/ ,/ ,/ ,/

,/ ,/ ./ ./ ,/ ./ ,/ ,/ ,/

,/ ,/ ./ ,/ ,/ ./ ,/ ,/

-

,/ ,/ ,/ ,/ ,/ ,/ ./ ,/ ./

,; ,/ ,/ ,/ ,/ ,/ ./ ./ ,/ ,/ ./ ,/ ./

,/ ,/ ,/ ,/ ,/

./ ./ ,/ ,/ ,/ ,/ ,/ ./ ,/ v ,/ ./ ,/ ,/

,

I

I I

-/ ,,/ ,,/
I

,,/ ,,/ ,,/ ,,/ ,,/ I ,,/ ,,/ ,,/ ,,/ ,,/ ,,/

i

I
i

:

i
I

II

NO.7 Line Extension TVR Assessment Ref.

J
DC#: 001-063-0008

Page 62 of 63



Systems Facilities Non-Public Spaces Tunnels
10lh 101h 34th

rits Ave Ave 34th lower lOth Mezz 34th
-

101hAve-
~th) (4211d) (south) Site Site Site Site Site upper mezz & & Plat loth Ave Times Sq.

'~nce entrance entrance A J K M L mezz Plat

.7 2.7 1.7 1.4 1.6 1.4 1.4 1.4 1.7 1.7 1.7 2.8 2.8
).7 47.8 26.2 17.6 25.6 23.7 23.7 16.3 15 9.1 9.1 25.4 25.4

( ./ ./
( ./ ./ ./ ./ ./ ./ ./ ./ ./ ./

( ./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./

-- --- - ---- ---- --"- -- -- r-------- - -- --

./ ./ ./

./ ./ ./

./ ./ ./

./ ./ ./ ./ ./ ./

./ ./ ./ ./ ./

./ ./ ./ ./ ./ ./ ./ ./ ./ ./

./ ./ ./ ./ ./ ./ ./ ./ ./ ./

./ ./ ./ ./ ./ ./ ./ ./
- -

./ ./ ./ ./ ./ ./ ./ ./

./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./

./ ./ ./ ./ ./

1./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./ ./

Iv' ,/ ,/ ,/ ,/ ,/ ,/ i ,/ ,/ ,/ ,/ ,/ ,/i

I I

In- SENSITIVE INFORMATION, NON-FOI

No.7 Line Extension TVR Assessment Report - DRAFT

January 2008
DC#: 001-063-0008-01-15-08-07
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Stations
!

No.7 Line 34th 34th 42nd
I

Site J Site P i Ja
upper lower 34th loth loth LL 34th 34th (3
mezz mezz Plat Mezz Plat Plat entrance entrance ent

-
Asset Criticality 2.7 2.7 2.8 2.7 2.8 2.8 2.5 1.7 1

Asset Risk Index 37.5 32.4 33.9 31.7 33.1 33.9 33 26.7 2(

Electrical Engineering
Separate nonnal and emergency power. ¥" ¥" ¥" ¥" ¥" ¥" ¥" ¥"

-

Provide altcmate power for critical functions. ¥" ¥" ¥" ¥" ¥" ¥"
-- f-----

¥" !¥"

Locate incoming utilities and feeders (power) away
¥" ¥" -/ -/ ¥" -/ I

¥" -/
I

,
from high risk areas. i
Provide battery lighting for stairwells and exit

¥" ¥" -/

I

-/ -/ -/ -/ -/
I

1

sIgns.
-- ----,..-,._- --- -

1-;-

---- I--- - ---- ---
Use multiple paths to distribute alarm and

-/ ¥" -/ -/ ¥"
I

¥" ¥"
info1111ation wiring.

,
I

Fire Protection Engineering
Sectionalize standpipe. ¥" ¥" -/ -/ ¥" -/ -/ -/ i v

Provide microprocessor-based fire ala1111system. ¥" -/ ¥" -/ -/ -/ I -/ -/
"

----- --
---_._~-._-~-

--- ---- >----- --~- ./1Comply with NFP A I ()1 for egress door locks. ¥" -/ -/ ¥" -/ -/ -/ 'I

Comply with NFPA 130. ¥" ¥" ¥" -/ -/ ¥" ¥" -/ 11

Electronic Security

Provide access control.

Design remote monitoring of access controL
--.-~.

. ---
Provide elevator recall button at Fire Control PaneL ¥" ¥" -/ -/ ¥" -/ ¥" ¥" -/

Provide balanced magnetic contact switch sets.

Provide detection systems for end of platforms. ¥" -/ ¥"

Provide CCTV system and monitoring station with
¥" ¥" ¥" ¥" -/ ¥" ¥" ¥" -/

connectivity to NYCT C3 Center.

Provide duress alanns. ¥" ¥" -/

I

¥" -/ ¥" ¥" -/ ¥"

Physical Security
Provide barriers to deter unauthorized entry off

¥" -/ ¥"
platform ends.

Provide barriers and security zones @ overbuilds
for vehicle inspection at parking and loading docks.

I
I

AND PRIVILEGED MT A ECUI

I

I
I
I
I
I
I
I
I
I
I

I
I

,
Parsons Brinckerhoff / Parsons a Joint Venture
Weidlinger Associates, Inc.

Page 6~



lS Systems Facilities Non-Public Space Tun
loth

I

loth

I
I

34th

;ite J Site P J avits Ave Ave 34th lower loth Mezz 34th
- loth

34th 34th (34th) (42nd) ( south) Site Site Site
~te

Site upper mezz & & Plat Ave
otrance entrance entrance entrance entrance A J K M L mezz Plat

--
.-- - -.-.- - -

---1
---- -.

2.5 1.7 1.7 2.7 1.7 1.4 1.6 1.4 1.4 1.4 1.7 1.7 1.7 2.8

33 26.7 26.7 47.8 26.2 17.6 25.6
I

23.7 I 23.7 16.3 15 9.1 9.1 25.4
I

< I ~~~=i-~t~l~r~I-~I ..~ t-~ -~S!
../ ../

.~--~-../ ../

../ I ../ I ../

< ~<t
< I < ~:-i~

!
I I../ ../ ../ ../ ../ ../ ../ ../

----1 ------
.

---+-

.( 1../ ,/ i ../ 1../ ../ ../ ../ I ../ .( I ../ ../ ../ I ../
I

.( ../ ..; I ../ ../ ../ I ../ ../ i ../ ../ ../ ../ ../ ../
.-. - .-.( ../ .(

I

../ ../ ../ , ../ ../
I

../ .( ../ ../ ../
.( ../ ./ I ../ ../ ../ I ../ ../ i ../ ../ ../ ../ ../ ../
../ ../ .,( I ../ ../ ! I ../ ../ ../ ../

I
~+-~--t---~-+- ~-

../ ../ ../ ../ ../,
-- ---. --

...
-- ------../ ../ ../ ../ ../

.( ../ ..; ../ ../ ../ ../ I ../ ../ ../
../ ../ ../ ../ ../ ../ ../ ../

../ ../

.( ../ .( ../ ../ ../ I ../ ../ ../ ../ ../ ../ ../

.( ../ ../
II

../ ../
I I

ILEGED, !VITASECURITY SENSITIVE I!\FORMATION, NON-FOILABL

No.7 Line Extension TVR Assessment Rep

LfJ I J I

<

I

Ja
DC#: 001-063-0008-(
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Systems Facilities Non-Public Space Tunnels

\

10tl1 10th

I

34tl1 10tl1

rits Ave Ave 34111 lower 10tl1Mezz 34th
-

10th Ave-
jlh) (421ld) ( south) Site Site Site Site I Site upper mezz & & Plat Ave Times
lOce entrance entrance A J K M L mezz Plat Sq.

--- --- -- -~-- -~ ---~---

7 2.7 1.7 1.4 1.6 1.4 1.4 1.4 1.7 1.7 1.7 2.8 2.8

.7 47.8 26.2 17.6 25.6 23.7 23.7 16.3 15 9.1 9.1 25.4 25.4

/ ,/ ,/ ,/ I ,/ ,/
'/j

,/ ,/
;----j

,/ ,/ ,/
---

I
~-y-- -/--- -----------

d_
--- ----- ---- --------

-7-1-7- ---- --/ ,/ ,/ ,/ ,/ ,/ ,/ ,/

/

II

,/ ,/ ,/ I ,/ ,/ ,/

I

,/ ,/ ,/

I

,/ ,/ ,/
I

I

,/ ,/ ,/ ,/ ,/

I

,/ I ,/ ,/ ,/ ,/ ,/ ,/
I

------1----- j--- ---- - - ----

--'/-1
~-+---- - - -

-~

I

,/ ,/ ,/ ,/ ,/

i
,/ ,/ ,/ ,/ ,/ 1,/

i

I ,/ ,/ ,/ i ,/ ,/ ,/ ,/ ,/ ,/ ,/ ,/

I

,/
-----,/ ,/ ,/ I ,/ ,/ ,/ ,/ ,/ ,/ ,/

,/ ,/ ,/ I ,/ ,/ I ,/ ,/ ,/ ,/ ,/ ,/ i ,/

,/ ,/ I ,/ ,/ ,/ ,/ I ,/
i

~-i
,/ ,/ i ,/ ,/ ,/ ,/ ,/ ,/ !,/

----- --- --~--:;-- -------- f----~ -~- -------- ---- --,/---I~---,/ ,/ ,/ ,/ ,/ ,/

,/ ,/ ,/ i ,/ ,/ ,/ ,/

,/ I ,/ ,/ ,/ ,/ ,/ ,/ ,/

,/ ,/

,/ ,/ ,/ ! ,/ ,/ ,/ ,/ ,/ ,/ ,/

-
I

I

,/ ,/

I

HV SENSITIVE INFORl\IATION NON-FOILABL

No.7 Line Extension TVR Assessment Reporl- DRAFT

I I IJ I I

January 2008
DC#: 001-063-0008-01-15-08-07
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