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1.0 Overview
The mission of the MMP terminals is to provide a high-confidence, survivable link for reception of Emergency Action Messages (EAMs) from the President and Secretary of Defense (SECDEF), the Joint Chiefs of Staff (JCS), and the Commander, United States Strategic Command (CDR USSTRATCOM) to the Intercontinental Ballistic Missile (ICBM) Launch Control Centers (LCCs) as well as a survivable force report-back capability supporting the Nuclear Execution and Reporting Plan (NEREP) process and STRATCOM generated Force Direction and Force Management messages. Survivable communications are key elements of our deterrence strategy because potential adversaries must be convinced that launch orders will actually be received by the LCCs and our communications, both receive and transmit, will not be easily disrupted.  

The MMP Upgrade program will replace the existing Extremely High Frequency (EHF) Low Data Rate (LDR) function of the existing MMP terminals with LDR and Extended Data Rate (XDR) functions capable of operating on any JCS geosynchronous EHF/AEHF MILSATCOM system.  The Advanced Extremely High Frequency (AEHF) satellite constellation is the second increment of the planned Department of Defense (DoD) implementation of JCS EHF communications systems which will provide a dramatic increase in throughput capability.  The upgraded MMP will be fielded to provide operational terminals, training, test, and maintenance beginning in 2010, to ensure MMP users take advantage of AEHF throughput enhancements.  
The MMP Upgrade program intends to increase flexibility of the upgraded MMP products, by providing an architecture that can be modified or extended to incorporate technology and capability upgrades. To this end, the MMP Upgrade terminal has a requirement for Software Communications Architecture (SCA) compliance.

1.1 Terminal Threat
The current and projected threats to US space systems are detailed in the Space Capstone Threat Assessment, NASIC/FCIM DOD-1574-0727-06, March 2006 (S//FGI//NF//MR); Information Operations Capstone Threat Assessment, 5th Edition, DI-1577-33-06, Volumes 1-8, 10-14 and 16, January 2006 (S//NF); Information Operations Capstone Threat Assessment, 4th Edition, DI-1577-31-05, Volume 14, March 2005 (S//NF); Chemical, Biological and Radiological Warfare Capstone Threat Assessment, DI-1650-83-06, June 2006 (S//FGI GBR//NF//MR) and Military Satellite Communications (MILSATCOM) System Threat Assessment Report (STAR), NASIC-1574-0367-05, March 2005 (S//NF//MR).  Threat agent numbers and capabilities are outlined in Defense Intelligence Agency’s (DIA) The Postulated Threat: to U.S. Nuclear Weapon Facilities and Other Selected Strategic Facilities, January 2003 (S//NF//X1) and Air Force Intelligence Analysis Agency (AFIAA's) Worldwide Asymmetric Threat to USAF Installations, Personnel and Resources, August 2005 (S//NF).  

1.2 Terminal Architecture
1.3 Program Scope

The MMP Upgrade program will extend the operational capability of the legacy MMP terminals by adding the AEHF backward-compatible (BC) LDR and XDR functions. The MMP Upgrade EHF terminal will provide the modem/processor function for EHF/AEHF communications, the antenna/RF function, and the operator control function. 
The MMP Upgrade EHF terminal may reuse legacy MMP terminal components; the concept is neither mandated nor precluded (e.g., the terminal may use retained legacy MMP EHF antenna and RF equipment.) Any retained legacy equipment will be considered part of the MMP Upgraded terminal, and be subject to performance requirements of this TRD. Any modified legacy equipment will be considered as new equipment, and be subject to appropriate performance verification.

The terminal operator control function will be collocated with the MMP terminal equipment in the LCC.  Requirements for interfacing to the HAC/RMPE in the Weapon System Control Console (WSCC) may require changes to the HAC/RMPE to meet MMP Upgrade system level requirements.   The HAC/RMPE is an integral part of the Minuteman III EHF/AEHF system and it is important that the MMP Upgrade seamlessly interface with HAC/RMPE for mission accomplishment.    
Any legacy MMP terminals components not used in the MMP Upgrade EHF terminal will be removed as the upgraded capability is fielded.
2.0 applicable documents

The following documents of the exact issue shown form a part of this TRD to the extent specified herein.  In the event of conflict between the referenced documents and the contents of this document, the contents of this document shall be considered a superseding requirement.
	Number
	Title

	AFI 63-125
	Nuclear Certification Program, 15 March 2004

	AFPD 91-1
	Nuclear Weapons and Systems Surety, 1 November 1999

	CJCSI 5119.01B
	Charter for the Centralized Direction , Management, Operation, and Technical Support of the Nuclear Command, Control and Communication System, 19 July 2004

	CJCSI 6130.01C
	2003 CJCS Master Positioning, Navigation, and Timing Plan, 31 March 2003

	CJCSI 6140.01A
	NAVSTAR Global Positioning System Selective Availability Anti-Spoofing Module Requirements, 31 March 2004

	CJCSI 6811.01A
	Nuclear Command and Control System Technical Performance Criteria (U), 9 June 2000.  (SECRET)

	D25-92853-V1-C  


	Interface Control Higher Authority Communications Integration and Control and Rapid Message Processing Element (HAC/RMPE) to the EHF Terminal Programming and Timing/Electrical, 14 Dec 2004

	DoDD 8500.1
	Information Assurance (IA), 24 October 2002

	DoDI 8510.bb
	Interim DoD Certification and Accreditation (C&A) Process Guidance, DIACAP, 6 July 2006

	DoDI 5200.40
	DOD Information Technology Security Certification and Accreditation Process (DITSCAP), 30 December 1997

	
	Capability Development Document for Minuteman Minimum Essential Emergency Communications Network (MEECN) Program (MMP) Upgrade, 20 April 2007

	DoDI 8500.2
	Information Assurance (IA) Implementation, 6 February 2003

	EAP CJCS, Volume VII
	(U) Emergency Action Procedures (EAP) of the Chairman of the Joint Chiefs of Staff, Volume VII  (S)

	FED-STD-1015
	Telecommunications:  Analog to Digital Conversion of Voice by 2,400 bit/second Linear Predictive Coding, 28 November, 1984

	ICBM STAR
	ICBM System Threat Assessment Report, January 2002

	ILES ORD
	Operational Requirements Document (ORD), AFSPC 005-95B-I/II, ICBM Launch Control Center (LCC) Extremely High Frequency (EHF) System (ILES)  for

the ICBM Weapon Systems, 23 November 1998

	ISO/IEC 15408-1, 2, 3
	Information Technology – Security Techniques – Evaluation Criteria for IT Security – Parts 1, 2, and 3, 2005

	K00000531
	Advanced Extremely High Frequency (AEHF) COMSEC/TRANSEC System (ACTS) Variable Performance Chipset (VPC) Subsystem Specification, Rev E., 7 November 2003

	K00000552
	Advanced Extremely High Frequency (AEHF) COMSEC/TRANSEC System (ACTS) Variable Performance Chipset (VPC) Interface Control Document (ICD), Rev D., 14 Oct 2002

	AEHF KMP ver 4 
	Advanced Extremely High Frequency (AEHF) Key Management Plan.  Draft currently in ICWG.   Requirement is for latest version at time of contract award.  ICWG vote imminent..

	KMSD ver 4
	Advanced Extremely High Frequency (AEHF) Key Management System Description (KMSD).  Draft currently in ICWG.   Requirement is for latest version at time of contract award.  ICWG vote imminent..

	
	Unified INFOSEC Criteria for MMP Upgrade

	
	Telecommunications Requirements Document (TSRD) for MMP Upgrade

	KOI-18
	KOI-18 COMSEC Tape Reader

	MIL-HDBK-781A
	Reliability Test Methods, Plans, And Environments For Engineering Development Qualification, And Production, 1 April 1996

	MIL-STD-1472F(1)
	Department of Defense Design Criteria Standard – Human Engineering, 5 December 2003

	MIL-STD-3005
	Analog-to-Digital Conversion of Voice by 2,400 bit/second Mixed Excitation Linear Prediction (MELP), 20 December 1999

	MSRC-5000SCA
	Software Communications Architecture, FINAL, 15 May 2006, Version 2.2.2, inclusive of the following appendices and attachments: Appendix A (Glossary), Appendix B (AEP), Appendix C (IDL), Attachment 1 to Appendix C, Appendix D (Domain Profile), Attachment 1 to Appendix D (DTDs), and Attachment 2 to Appendix D (Common Properties).

	ON477312
	(U) Data Transfer Device (DTD) Interface Specification, AN/CYZ-10, September 24, 1992  

	PMW 146-S-002
	UHF Follow-On (UFO) Extremely High Frequency (EHF) Telemetry, Tracking and Command (TT&C) and Communications Space Package (SP) Specification, 15 February 1999; plus SCN 5, 29 May 1995; plus SCN 6, 5 December 1996 (excluding GBS Spot Beam Pointing Protocol), Rev D

	S-133-09259
	System Segment Specification for EHF and VLF/LF Higher Authority Communications Systems, Rev. B through SCN 3, 17 July 2003

	S-133-128C
	System Specification for Minuteman III, 5 November 2004

	SI-1135
	Milstar LDR Payload to Terminal Interface Control Drawing, Revision F, 9 February 2001
- SCNs/IRNs F1, F2, F3, F4, and F5, and MSTICWG Changes 249 dated 8 September 2005 and 252 dated 4 August 2005

	SI-3135, Volume 1
	Advanced EHF Payload To Terminal ICD Volume 1 (IF2-0196-01), Rev H, 17 December 2003 plus CRN 1300 AEHF ICWG Approved 17 May 2004, CRN 1372-2 dated 16 November 2004, CRN 1316 dated 31 August 2005, CRN 1319 31 August 2005, CRN 1612 dated 14 September 2005, and CRN 1938 dated 28 September 2006.- Volume 1 with appendices A-C (XDR), (SECRET), 29 July 2005

	SI-3135, Volume 3
	Advanced EHF Payload To Terminal ICD Volume 3 (IF2-0196-03), Rev E, 17 December 2003, CRN 1319 dated 31 August 2005, and CRN 1612 dated 14 September 2005.with appendices A-H (LDR), (SECRET), 29 July 2005 

	SI-3145, Volume 2
	Mission Control Segment (MCS) Common Interface to Terminal Segment Interface Control Document (ICD), Rev. G dated 14 October 2004, (includes the following change packages: MCS-148, MCS-149, MCS-150r1, MCS-151, MCS-152r4, MCS-153r3, MCS-155r2, MCS-156r7, MCS-157r3, MCS-158, MCS-164r5, MCS-166, MCS-167), IRN 1 (includes the following change packages: MCS-169r3, MCS-170r4, MCS-171r7, MCS-172r2 and MCS-178r4) plus IRN 1 dated 15 September 2004 (CRN 1282), IRN 2 (includes MCS-180) dated 15 October 2004 (CRN 1283),  IRN 3 dated 9 February 2005 (CRN 1374), and IRN 4 dated 16 December 2004 (CRN 1088-6), CRN 1372-2 dated 16 November 2004, CRN 1569 dated 11 Aug 2005, CRN-1331A, 23 August 2006; MT-205, MT-211, MT-213, MT-217, MT-219, MT-221 and MT-223, and draft CRN 1342 dated 7 Jul 2006.

	SR-2300
	Terminal Segment Specification For The Milstar II Satellite Communications Program SR-2300, Revision C, 10 September 2003

	SR-3000
	AEHF System Specification (8579100), Revision M, 21 November 2002, including CRN1088-2 change (PERB date: 3 March 2004), SR-3000 SCN-M5, 21 November 2003, SR-3000 SCN-M7, 16 January 2004, CRN 1093 dated 13 July 2004, CRN 1226 PERB date 30 June 2004, CRN 1372-2 dated 16 November 2004.

	SR-3000, Appendix M
	AEHF System Specification, Appendix M (8579100) - Terminal Requirements (U), Revision N, 1 April 2004, including CRN1088-2 change (PERB date: 3 March 2004), SCN-N1 ECP-04-003, dated 3 March 2004, CRN 1093 dated 15 July 2004, CRN 1226 PERB dated 30 June 2004, and CRN 1028 dated 17 December 2003.

	SR-3300
	Joint Terminal System Specification (JTSS) for the AEHF Satellite Communications Program, Rev C, 16 April 2004

	DOD-1574-0727-06
	Space Capstone Threat Assessment, March 2006 (S//FGI//NF//MR)

	DI-1577-33-06, Volumes 1-8, 10-14 and 16
	Information Operations Capstone Threat Assessment, 5th Edition, January 2006 (S//NF)

	DI-1577-31-05, Volume 14
	Information Operations Capstone Threat Assessment, 4th Edition, March 2005 (S//NF)

	DI-1650-83-06
	Chemical, Biological and Radiological Warfare Capstone Threat Assessment, , June 2006 (S//FGI GBR//NF//MR) 

	NASIC-1574-0367-05
	Military Satellite Communications (MILSATCOM) System Threat Assessment Report (STAR),  March 2005 (S//NF//MR).  

	
	Defense Intelligence Agency’s (DIA) The Postulated Threat: to U.S. Nuclear Weapon Facilities and Other Selected Strategic Facilities, January 2003 (S//NF//X1)

	
	Air Force Intelligence Analysis Agency (AFIAA's) Worldwide Asymmetric Threat to USAF Installations, Personnel and Resources, August 2005 (S//NF).


3.0 Technical Requirements

For the purpose of this specification, the MMP Upgrade terminal EHF/AEHF function will be referred to as “the terminal”.   This document uses shall and will in the following ways: “shall” is a requirement on the terminal; “will” is a desire for a capability or intent to complete an activity with an assignment of responsibility.  All “shall” statements are considered thresholds unless otherwise noted. The terminal is required to meet all requirements in the main body of this TRD and in Section 6, Appendix A of this TRD.
3.1 Terminal Architecture

3.1.1 System Flexibility 

The MMP Upgrade terminal program has a goal to design a terminal with modularity and flexibility to allow ease of upgrade to operation with advanced systems (e.g., Transformational Communications Satellites) with only minimal changes.  This includes the ability to accommodate changes to modulation mode, data rate, network protocol(s), message formats, and terminal definition data, as well as equipment replacement/upgrades.  
3.1.2  Software Communications Architecture (SCA) Requirements

The terminal software shall [1] be fully compliant with the MSRC-5000SCA, v2.2.2
3.2 TERMINAL EXTERNAL INTERFACES

The terminal shall [1] interface with the Higher Authority Communications/Rapid Message Processing Element (HAC/RMPE) station in accordance with D25-92853-V1-C modified as necessary to accommodate higher data rates available with AEHF XDR and the added services provided by the terminal without adversely impacting end-to-end receive message processing time or Probability of Correct Message Receipt (PCMR).

The terminal shall [2] interface to the HAC/RMPE system to automatically forward EAMs, Force Direction Message for Retargeting, Force Management messages, and MMPU-generated  alarm/advisory messages for display to the operator.   Alarm/advisory messages shall [3] also be displayed on the terminal operator control unit without any audible alarm.  The terminal shall [4] interface to HAC/RMPE for transmission of NEREP, other force report-back messages, and FM messages over the specified transmission networks.   
In the event of HAC/RMPE primary processor failure, the terminal interface shall [5] be provided to the WSCC backup printer, in accordance with paragraphs 3.1.4.7 and 3.1.4.7.1 of S-133-09259.  
The terminal physical and electrical interfaces shall [6] be compatible with all existing Missile Alert Facility (MAF) equipment, including topside equipment, in accordance with S-133-09259, paragraph 3.1.4.
The terminal shall [7] provide an external interface to download terminal log data to a PC laptop or similar device for offline review.
3.3 Modes of operation

The terminal shall [1] support the following modes of operation:
	Mode
	Characteristics

	Off
	No power

	Initialization
	Power applied

Diagnostics run

	Standby
	Terminal operational, but not on a satellite

	Operational
	Terminal operational and on the satellite

	Maintenance
	Terminal is not operational and is undergoing maintenance


3.4  Terminal functional and Performance requirements

3.4.1 Backwards Compatibility

The terminal shall [1] meet the requirements specified in the MMP legacy terminal System/Subsystem Specification, S-133-09259, except those that are superseded by requirements in this document.

3.4.2 Interoperability  

The terminal shall [1] be interoperable with the Top Secret receive-only EAM network at protected data rates up to 19.2 kbps.  
The terminal shall [2] be interoperable with the Top Secret receive-only Force Direction network at protected data rates up to 19.2 kbps.

The terminal shall [3] be interoperable with the Top Secret bi-directional Force Management network at protected data rates up to 19.2 kbps.       
The terminal shall [4] be interoperable with the Secret transmit-only Air Force Reportback network at protected data rates consistent with  SI-3135, Section 3.4.2.6.  

3.4.2.1 Message Processing Time

The terminal shall [1] support the overall requirements for receive terminal time to process incoming fixed-formatted messages as defined in CJCSI 6811.01A.
3.4.3 Probability of Correct Message Receipt 

The terminal Probability of Correct Message Reception (PCMR) shall [1] be at least 99 percent. Error correction capability gained at the HAC/RMPE from Phonetic Letter Spell Out (PLSO) to Source format and specified number of EAM repeats will be included.  PCMR  shall [2] be maintained within the adverse weather guidelines planned for in the overall EAP JCS Vol VII (e.g. 5 dB D/L Rain loss and 12 dB Uplink Rain loss).
3.4.4 Communications Services 

The terminal shall [1], as a minimum, be capable of providing the following communications simultaneously.  Simultaneous message transmission requirements do not apply when the AFRB channel is actively transmitting. 
a. participation in the JCS EAM networks (receive only); 

b. participation in an Air Force Reportback network (transmit only); 

c. reception of Milstar EHF and AEHF terminal images using over the air data distribution (OTADD);

d. participation in the USSTRATCOM Force Direction network (receive only); 

e. participation in a bi-directional Force Management network;

f. reception of both Communications Security (COMSEC)  and Transmission Security (TRANSEC) keys using over the air re-keying (OTAR) for those constellations supporting OTAR; 

g. automatic detection of agile beam changes and automatic update of agile beam assignment;
h. response to an LDR and XDR Terminal Service Membership query, and reporting back the appropriate status information (e.g. Service ID, Satellite ID, D/L Beam, U/L Beam etc).  

i. participation in either a Point-to-Point or multi-party voice service (Objective);
3.4.5 Network Support

The terminal shall [1] be capable of supporting a minimum of three receive network services and a minimum of three transmit services simultaneously. The simultaneous transmission requirement is not applicable during the time a message is being transmitted using the AFRB channel. 
3.4.6 EHF/AEHF Satellite Communications
The terminal shall [1] be interoperable with Milstar in accordance with SI-1135, with AEHF in accordance with SI-3135 Volume 1 and 3, with UFO/E in accordance with PMW-146, and with UFO/EE in accordance with PMW-146.  
The terminal shall [2] provide at least the Effective Isotropic Radiated Power (EIRP) listed in Table M-9 of SR-3000, Appendix M, for the LCC minus 0.8 dB and shall [3] provide at least the Gain to Noise Temperature ratio (G/T) listed in Table M-9 for the LCC minus 1.1 dB.

The terminal shall [4] be capable of processing all uplink and downlink communications modes and data rates consistent with the terminal’s EIRP and G/T 
The terminal shall [5] support data rates up to and including 19.2 kbps each on three simultaneous receive services on AEHF XDR. The terminal shall [6] support data rates up to and including 19.2 kbps for AEHF XDR on expansion ports provided.  The terminal shall [7] support data rates up to and including 19.2 kbps each on two  simultaneous transmit services on AEHF XDR.  The simultaneous transmit requirement does not apply when the AFRB channel is actively transmitting.
The terminal shall [8] support narrowband voice communications using Linear Predictive Coder (LPC-10e) in accordance with FED-STD-1015 and Mixed Excitation Linear Prediction (MELP) in accordance with MIL-STD-3005. (objective)

The terminal shall [9] provide both Point-to-Point and multi-party voice communications services at 2.4 kbps for both the ANDVT  and MELP voice digitization algorithms as specified in MIL-C-28883 and MIL-STD-3005.  (objective)

3.4.7 Contingency Operations

The terminal shall [1] support all operational contingency scenarios listed below for AEHF and Milstar constellations:

a. Emergency rekey;

b. Endurance: The capability to conduct communications and satellite control activities in a scintillated environment throughout a specified period;

c. Autonomy: Autonomy is the capability of a satellite to continue to provide communications services in the absence of a control capability;

d. Satellite or network failure requiring constellation change.

The MMP Upgrade  shall [2] re-establish connectivity using the current satellite and net data parameters without operator assistance after loss of the satellite signal due to net tear down or other satellite connectivity issues. 

3.4.8 AEHF Operations
The terminal shall [1] provide the control and communications functions specified in SR-3000, Appendix M, Table M-23 , as tailored in Appendix A of this document. Appendix A tailoring marks with a “Y” (for “Yes”) those requirements that apply to the terminal.  The terminal shall [2] provide the control and communications functions specified in SI-3135 Volumes 1 and 3, and SR-3300 for operation with AEHF communications satellites.
3.4.8.1 AEHF Order wire and Transparent Messages
The terminal shall [1] support the AEHF Orderwire transmit and receive functions and transparent message transmissions via the access control channel as defined in SI-3135 Volume 1 and SR-3300, Appendix A.  

3.4.8.2 Satellite Transitions

Under operator control and automatically at a predetermined date/time, the terminal shall [1] be able to transition from any satellite in any of the identified constellations to any other satellite in any of the identified constellations.  
The terminal shall [2] meet the AEHF requirements for time to switch to a new or modified apportionment on the same or a different satellite in any of the Milstar, AEHF, UFO/E and UFO/EE constellations as defined in SR-3000, Appendix M.  Nominal time to load crypto keys external to the terminal is included in calculating the time required for switching from one satellite to another during normal operations or in support of contingency scenarios.  The crypto keys will be available in each LCC, but not necessarily within the terminal.
3.4.9 Image and Ephemeris Data Management

The terminal shall [1] provide a terminal image and ephemeris database management system with the following capabilities: 

a. Support of up to 13 satellites, up to three database versions (current, future and modification) for each;

b. Support of engineering staff modification of subset of image parameters;

c. Support of manually-initiated immediate switching to a new satellite or future database;

d. Support of operator-defined date/time for switch to new satellite or future database;

e. Support of over-the-air (OTA) and manual database loads and updates;

f. Support of initialization, maintenance, and operational modes;

3.4.9.1 Initialization Parameters and Ephemeris

The terminal shall [1] provide the capability for automatic entry and storage of initialization parameter databases for up to 13 satellites from the Milstar, AEHF, UFO/E and UFO/EE constellations from a data storage device (e.g., CD).  The terminal shall [2] provide for manual entry of date, time, TRANSEC, and COMSEC by the operator in the LCC.  Normal data entry prior to acquisition shall [3] be accomplished via the data storage device.

3.4.9.2 Mission Planning Element (MPE) Data
The terminal shall [1] be capable of accepting and processing terminal image data created by the MPE (replacement for ACMS) in the Common Data Set (CDS) format defined in SI-3145, Volume II for the Milstar and AEHF constellations.  Until MPE is available to support the ICBM mission an interim terminal image generation capability that accommodates all specified constellations (MILSTAR, AEHF, UFO/E, UFO/EE) shall [2] be provided to ensure the MMP upgrade can accomplish its mission with CDS-compliant terminal image data. The ACMS requirement from the MMP legacy System/Subsystem Specification, S-133-09259, does not apply to MMPU. 
3.4.9.3 UFO/E/EE Image Data

The terminal shall [1] provide the capability to input, manage, and update image data required to operate with the UFO/E/EE satellite constellations. 
3.4.9.4 Over-the-Air Data Distribution (OTADD)

The terminal shall [1] provide the capability for reception, storage, and management of OTADD terminal images.   Following successful acquisition, the terminal shall [2] be capable of automatically requesting and accepting ephemeris via the appropriate access control messages.  The terminal shall [3] automatically save new ephemeris data from either a data storage device or OTA for both currently active and contingency satellites.
Each OTADD event shall [4] be logged automatically.

3.4.10 Cryptographic Equipment

The terminal shall [1] support all Milstar, AEHF, and UFO/E/EE embedded and external crypto requirements for TRANSEC and COMSEC as identified in SI-1135, SI-3135 Volumes 1 and 3, and PMW 146-S-002. 
In support of legacy and planned operations, the terminal shall [2] be interoperable with AEHF satellites and other terminals that utilize the AEHF COMSEC/TRANSEC System (ACTS) chipset in accordance with K00000531, and the KGV-136 or ACTS VPC in accordance with K00000552 for MILSTAR and Advanced EHF COMSEC/TRANSEC functions.
The terminal shall [3] incorporate and, where protection is required, utilize cryptographic equipment approved by National Security Agency (NSA) for terminal operation to provide protection for all information being transmitted from the terminal or received by the terminal. 
3.4.10.1 COMSEC/Transmission Security (TRANSEC) Fill Device  

The terminal shall [1] be capable of accepting input from existing COMSEC/TRANSEC fill devices.  
The terminal shall [2] support loading of COMSEC keys via NSA DS-101 formats using a device (e.g.,  AN/PYQ-10 Simple Key Loader, AN/CYZ-10 Data Transfer Device) and also using media (CD-ROM, etc.) that meet the key specification for the supported network and are provided by a NSA-approved delivery method.  
3.4.10.2 Over-The-Air Rekeying (OTAR) 

The terminal shall [1] be capable of receiving black COMSEC/TRANSEC keys via OTAR for those constellations supporting OTAR. 
3.4.10.3 Key Management 

The terminal shall [1] provide Key Management capabilities to support EHF and AEHF crypto period transitions automatically where applicable and to support nuclear contingency scenarios (e.g. crypto keys required to support operation for at least 90 days) to be defined in a terminal Key Management Plan.  The terminal shall [2] manage black and red keys for all identified constellations to include contingency constellations.  The terminal shall [3] automatically save new key data from either a key fill device or OTAR for both currently active and contingency satellites.  The terminal shall [4] be capable of integrating key updates into the currently stored keys as appropriate.  
For each satellite image database, a summary of the keys available for each crypto-period shall [5] be maintained.    
The crypto Key Management capability shall [6] be available to support all modes of operation (Initialization, Maintenance, Stand-by, and Operational.)
Events that in any way change the keys under terminal management, via OTAR or COMSEC/TRANSEC fill devices, shall [7] be logged automatically.

The crypto key management capability shall [8] support all key-related functions (e.g., yearly endorsement for compatible AEHF end crypto units (ECUs)) required for the identified constellations.
The MMP Update key management capability shall [9] be compliant with AEHF requirements as defined in the AEHF KMP and AEHF KMSD versions in place at the time of the MMP Upgrade contract award.

3.4.10.4 Cryptographic Algorithms for COMSEC and TRANSEC
The MMP Upgrade terminals will be required to be backward compatible to operate with legacy MILSTAR terminals and will be required to support key distribution using THORNTON and GKP format.  Additionally, the MMP Upgrade terminals will be required to support OTAR and Manual Key distribution using the AEHF Generic Fill Format (GFF) Key Packages (GKP) key distribution format.  The terminal shall [1] interface with and support functions for the networks and cryptographic algorithms listed below in Table 3.1.

 Table 3.1  MMPU Cryptographic Algorithms Table

	Network
	Classification
	Mode
	Crypto Algorithms

	EAM (Rcv only)
	TS
	LDR, XDR
	SAVILLE, MEDLEY, SHILLELAGH

	FM (Xmt/Rcv)
	TS
	LDR, XDR
	SAVILLE, MEDLEY, SHILLELAGH

	FD (Rcv only)
	TS
	LDR XDR
	SAVILLE, MEDLEY, SHILLELAGH

	AFRB (Xmt only)
	S
	LDR, XDR
	KEESEE, 

MEDLEY, SHILLELAGH


3.4.11 Operator Control 

The terminal shall [1] provide an Operator Control Interface (OCI) to support operator control functions including the management of operator inputs/outputs such as cryptovariable loading, terminal image update, database parameter changes, and associated status displays. 
The OCI shall [2] allow the ICBM Missile Combat Crew Member (MCCM) the flexibility to change images, services, satellites within the same constellation, supported satellite constellations, and keys (red and black), as directed by the applicable network’s communications planner without the need to dispatch a maintenance team.  

The OCI shall [3] give the operator the choice of immediately invoking a terminal image change including a satellite switch or specifying a date and time for a change to take place.  

The OCI shall [4] provide the operator with the capability to review the current status of the terminal (including mode of operation), active communications services, satellite, active image, and active TRANSEC and COMSEC keys. 

The OCI shall [5] support manual upload or update of both terminal image data and black keys from appropriate electronic media for all identified constellations, including alternate constellations that require such data.    

During a data entry procedure, the OCI shall [6] provide the capability to call up a display for the review of all data sets from the terminal image being updated.

Since terminal image data and black keys can be stored for multiple constellations, satellites, and services, the OCI shall [7] provide summary information for each terminal image, highlighting the currently active one.  

The OCI shall [8] support the following functions: Mode Selection (Initialization, Maintenance, Stand-by, Operational), Cold Starts, Warm Resets, Diagnostics, and AEHF Orderwire.

The OCI shall [9] maintain a running time log that includes entries for each significant event (e.g., additions, modifications, deletions of image or black key databases whether OTA, from electronic media, or directly by the operator; operator initiated actions; changes in mode of operation.)
The OCI shall [10] provide the capability to download log data to media in a format compatible with PC laptop or similar device for offline review.  

The OCI shall [11] allow the operator to control the terminal while strapped into an LCC chair.  

The OCI shall [12] provide the capability to zeroize all embedded crypto devices with one command and selectively zeroize individual embedded crypto devices.
The OCI shall [13] provide appropriate sets of capabilities for password controlled access by Maintainer and Engineering/SysAdmin categories of personnel.

3.4.12 VLF/LF Timing Requirement

The terminal shall [1] provide time to the MMP VLF/LF Terminal (MMP-VT) with accuracy to not degrade the MMP-VT’s capability to decrypt VLF Special Modes messages.

3.4.13 Prime Power 

The terminal shall [1] meet the prime power requirements for the MMP-ET specified in section 3.2.7 of S-133-09259. 
3.4.14 Recovery Timing Requirements 
The terminal shall [1] provide the capability to switch between supported satellites, rejoin a network, and load applicable crypto keys, satellite images, system software, and other satellite parameters within 10 minutes without relying on a maintenance dispatch.  The terminal shall [2] provide the capability to switch between supported satellites, rejoin a network, and load applicable crypto keys (red and black), satellite images, system software, and other satellite parameters within 5 minutes (Objective) without relying on a maintenance dispatch.

The terminal shall [3] automatically recover to resume tracking and normal operation without upset within 10 minutes and without loss of system parameters, timing, crypto keys, or ephemeris data throughout periods of nuclear induced environments -- to include High Altitude Electro-Magnetic Pulse (HEMP) -- as defined in Appendix 10 of S-133-09259.   The terminal shall [4] automatically recover to resume tracking and normal operation without upset within 5 minutes and without loss of system parameters, timing, crypto keys, or ephemeris data throughout periods of nuclear induced environments -- to include High Altitude Electro-Magnetic Pulse (HEMP) -- as defined in Appendix 10 of S-133-09259 (Objective).  

The terminal shall [5] automatically recover to the Operational state within 10 minutes following restoral of satellite and/or network operations.  The terminal shall [6] automatically recover to the Operational state within 5 minutes following restoral of satellite and/or network operations (Objective).

3.4.15 HAC/RMPE Requirements
The HAC/RMPE shall [1] be the primary method for composition of all Force Reportback formats and of all Force Management messages for transmission over MILSTAR, AEHF, UFO/E, and UFO/EE.  The HAC/RMPE shall [2] process all messages received on the Force Management network.  Received Force Management messages not recognized as EAMs shall [3] be processed as NAMs.  To maximize EAM, FD, and FM network interoperability across the terminal-HAC/RMPE interface, higher data rates within the constraints of the HAC/RMPE architecture are highly desirable. 
Visual alarm indications shall [4] be displayed on the WSCC HAC/RMPE visual display unit (VDU) and audible indications shall [5] be generated and silenced through the WSCC.  HAC/RMPE shall [6] generate an alarm output to the MCC via the WSCC System for fault status which would preclude reception/transmission over the MMP Upgrade (MILSTAR, AEHF, UFO/E, or UFO/EE) satellite systems.
Any modifications to or replacement of existing  HAC/RMPE components accomplished as part of the MMP Upgrade effort shall [7] not degrade the performance and the operational availability of the current HAC/RMPE system.  Any components added to the HAC/RMPE system to support new capabilities as part of the MMP Upgrade effort shall [8] be as reliable as equivalent or similar components in the currently fielded HAC/RMPE system.
3.5 Reliability
3.5.1 Failure Modes 

The terminal, whether operable or inoperable, shall [1] not exhibit any failure mode that would cause failure, damage, or degradation of performance of mission critical functions of the legacy MMP-VT. The terminal, whether operable or inoperable, shall [2] not exhibit any failure mode that would cause failure, damage, or degradation of performance of mission critical functions of the interfacing LCC systems.  The terminal, whether operable or inoperable, shall [3] not cause any safety or environmental hazard within the LCC.  The terminal will meet these requirements under nominal conditions, and when exposed to any LCC nuclear or non-nuclear environment specified in S-133-128C.  The failure of the terminal OCI shall [4] not impair established operational functions of the terminal.  

3.5.2 Mean Time Between Critical Failures (MTBCF)  
The terminal, to include the antenna and operator control components, shall [1] have an MTBCF requirement of at least 2750 hours while installed and operating 24 hours per day in the expected environment of the MAFs to include both day to day and wartime environments.

The terminal, to include the antenna and operator control components, shall [2] have an MTBCF of at least 5500 hours while installed and operating 24 hours per day in the expected environment of the MAFs to include both day to day and wartime environments (Objective).  
The terminal shall [3] not require dispatch of maintenance personnel or the use of missile combat crews to perform periodic preventive maintenance to meet MTBCF requirements.  Critical failures are those failures of the terminal, including any portions of the HAC/RMPE modified by the MMP upgrade, which result in the inability to receive an EAM, receive a force direction message, transmit a force report-back message, receive a force management message, or transmit a force management message.
3.5.3 Operational Availability  
The terminal shall [1] have a Critical Mission operational availability (Ao) of at least 0.99.  Operational availability is defined as:  
Ao= MTBCF/ (MTBCF + Mean Restoral Time (MRT) + Mean Logistics Delay Time (MLDT)).

The MLDT for ICBM communications is 24 hours. MRT is calculated and is a combination of repair of critical mission hardware outages and other critical mission restoral actions, such as reboot, restart, etc.  Ao and MTBCF include incidents and downtime from all sources including, at a minimum,  hardware failures, software errors, operator errors, maintenance errors, no-trouble-found outages (intermittent or cannot duplicate problems).  Only non-relevant failures are excepted (see definition in MIL-HDBK-781, paragraph 3.1.5).  Non-relevant failures are failures that, due to their unique nature, are not expected to be encountered in field service.  

3.6 Maintainability

3.6.1 Fault Detection and Isolation
The terminal design shall [1] contain built-in fault detecting, fault indicating, and fault isolating features to enhance maintenance, and to meet the specified quantitative MTBCF, availability and maintainability requirements. The fault detection and isolation capabilities shall [2] be provided by power-up self-test diagnostics, by On-line tests, and if needed, by operator/maintainer observations and selectable tests.

To support repair fault isolation shall [3] be to two (2) or fewer line replaceable units (LRUs) 98 percent of the time, and to one (1) LRU 95 percent of the time. To support repair, fault isolation shall [4] be to one (1) LRU 99 percent of the time (Objective). These requirements represent Fraction of Faults Isolated (FFI).

To support operations, the Fraction of Faults Detected (FFD) in the mission critical path by automated BIT shall [5] be at least 95 percent. The probability of a false BIT report shall [6] be at most 1 percent. 
3.6.2 Mean Time to Repair (MTTR)

At each site the terminal MTTR shall [1] be less than or equal to 30 minutes, and ninety percent of repairs shall [2] be completable in less than 60 minutes. Active repair time includes detection, diagnosis, repair (remove and replace), alignment, checkout and return to on-line status; administrative and logistics delay times are not included.
3.6.3 Special Support Equipment

Terminal maintenance shall [1] not require any additional special support equipment.

3.7 Survivability  
The terminal shall [1] survive without damage/degradation or loss of system parameters, timing, keys or ephemeris data throughout the nuclear induced environments specified in Appendix A of the ILES ORD, including the nuclear induced High Altitude Electromagnetic Pulse (HEMP).  
The terminal shall (2) maintain timing and automatically resume tracking and satellite connection to enable the terminal to automatically resume operation without upset due to a nuclear event within a time period less than or equal to the time needed for the propagation channel to recover from the nuclear perturbations.

The terminal shall [3] not degrade the ability of the MMP-VT to automatically recover from a nuclear event.  MMP-VT recovery is defined as the ability to receive EAM messages to the specified PCMR.

Any HAC/RMPE modifications shall [4] meet the full nuclear Hardness and Survivability requirements of S-133-128C.

3.7.1 Emergency Operation  

Any surviving terminal shall [1] be capable of operating throughout the extended and emergency survivable period for the LCC as specified in S-133-128C, Appendix I. 

3.7.2 Surge Protection

Cabling to/from all terminal topside equipment to the LCC shall [1] provide surge protection devices within the Electrical Surge Arrestor (ESA) vault, providing protection required by S-133-128C.  If new or modified ESAs are required for the terminal, those ESAs will be added within the ESA vault as required.
3.8 TEMPEST  
The terminal shall [1] meet the TEMPEST requirements specified in S-133-128C and associated appendices. 

3.9 Electromagnetic Interference/Electromagnetic Compatibility (EMI/EMC)  

The terminal shall [1] comply with the ICBM EMI/EMC requirements of S-133-128C, paragraph 3.2.2.3.  

3.10 Software  

Terminal and software design shall [1] be accomplished to ensure 50% processor, memory and other system resource availability under continuous load, calculated on average over a 24 hour period and in consideration of peak utilization.  Peak load shall [2] not exceed 80% of available resources. Peak period is defined as any given time slice of 30 seconds within a 5 minute operational window.

3.11 Human System Integration  
The terminal shall [1] be developed in accordance with human engineering design criteria for military systems, personnel, equipment and facilities, using MIL-STD-1472 as a guide.    
Terminal design shall [2] permit removal and replacement of terminal end items or LRUs without requiring removal of non-failed LRUs, nor requiring any other facilitating maintenance.  
3.11.1 Manpower and Personnel  
The terminal shall [1] be operable and maintainable with the current MMP legacy terminal manning levels and skill level requirements at each location for operations, communications maintenance, security police, and support functions.  
3.11.2 Safety  
The terminal shall [1] meet the safety requirements specified in paragraphs 3.7.2, 3.7.2.1 and 3.7.2.2 of S-133-09259.
3.11.3 Two-Person Weight Restriction

Each of the terminal LRUs shall [1] be within the capacity of two persons to lift, move and handle, as specified in S-133-128C. 
3.12 Environmental Conditions
3.12.1 Operational Environment 
The terminal shall [1] be designed for the worst case operating environment of the LCC, as described in S-133-09259.
Equipment such as the antenna/RF components, which operate exposed to the environment shall [2] be capable of operating in environments specified in S-133-09259.   
3.12.2 Non-Operational Environment

The terminal shall [1] be designed for the worst case non-operating environment of its host systems.  Equipment shall [2] withstand non-operational environments specified in S-133-09259.
During shipping, handling, transportation, and storage, the equipment shall [3] withstand extremes in temperatures ranging from -65 to +150 degrees Fahrenheit.
3.13 PHYSICAL requirements
The terminal shall [1] meet the physical characteristics as specified in paragraphs 3.2.7 of S-133-09259.

3.13.1 Rack Mounting

The terminal components located in the LCC shall [1] have provisions for secure mounting in the existing and/or modified MMP equipment rack, or in the vacant remote control unit space located in the Weapon System Control Console (WSCC).  

3.14 Packaging, Handling, and Transportation

3.14.1 Packaging  

Terminal packaging shall [1] ensure that the terminal equipment is capable of meeting the shock and vibration requirements of S-133-128C, Appendix II, paragraphs 20.2.13 and 20.2.14.

3.14.2 Transportation  

Packaged equipment shall [1] be capable of transportation by air and land freight between operational units and depot.

3.15  Required Certifications 
3.15.1 NC2-ESI Certification

 The terminal and HAC/RMPE modifications shall [1] meet Nuclear Command and Control Extremely Sensitive Information (NC2-ESE) certification requirements as described in CJCSI 323.01B.

3.15.2 EAM Certification

The terminal and HAC/RMPE modifications shall [1] meet EAM certification requirements as described in CJCSI5119.01B.

3.15.3 Nuclear Surety

The terminal and HAC/RMPE modifications shall [1] meet all requirements of the Minuteman ICBM Nuclear Surety Processes, using AFI 63-125 and AFPD 91-1.

3.15.4 Information Assurance Certification

The terminal shall [1] meet the IA NSA certification requirements as described in the MMP Upgrade UIC and TSRD.
3.15.5 DIACAP Certification 

The terminal shall [1] meet DOD information criteria and be designed, implemented, tested, certified and accredited in accordance with DoDI 8510.bb DoDD 8500.1, and DoDI 8500.2, or the DoD certification and accreditation process in place at time of contract award.

3.15.6 TEMPEST

The terminal shall [1] meet the TEMPEST requirements specified in S-133-128C and associated appendices.

3.15.7 Reserved
4.0 Quality Assurance Provisions
4.1 Requirements Verification 

Each of the requirements defined in this TRD will be validated by one of the following methods:  inspection (I); analysis (A); demonstration (D); and test (T).  The qualification method(s) to be used for each of the performance requirements will be identified in the Verification Cross Reference Matrix (VCRM) and will be subject to Government approval.

(a)
Inspection.  Verification will be performed by visually examining the item, reviewing descriptive documentation, and comparing the appropriate characteristics with a referenced standard to determine conformance to requirements.

(b)
Analysis.  Verification will be performed by evaluation or simulation using mathematical representations, charts, graphs, circuit diagrams, and data reduction.

(c)
Demonstration.  Verification will be performed by operation, movement or adjustment of the item under a specific condition to perform the desired function without recording quantitative data except for check sheets.

(d)
Test.  Verification will be performed through systematic exercising of the applicable item under all appropriate conditions with instrumentation and test data collection, analysis, and evaluation of quantitative data.

4.1.1 Subsystem Verification Testing

All verification testing will be performed at the system level.  

4.2 Acceptance Testing

Acceptance testing will be defined in the Test Plan and Procedures document.  The requirements stated in the VCRM, Table 4.2, will be verified using the applicable test methods.

Table 4.2 Verification Cross Reference Matrix

	Paragraph
	I
	A
	D
	T
	Remarks

	TBD
	
	
	
	
	


5.0 List of Acronyms and Abbreviations
	Acronyms and Abbreviations

	ACTS
	AEHF COMSEC/TRANSEC System

	AEHF
	Advanced Extremely High Frequency

	AIS
	Automated Information Systems

	API
	Application programming Interface

	ATO
	Authority to Operate

	ATOW
	Acquisition and Tracking Orderwire

	BC
	Backward Compatible

	BER
	Bit Error Rate

	CCA
	Circuit Card Assembly

	CDD
	Capability Development Document

	CDR USSTRATCOM
	Commander, United States Strategic Command

	CDS
	Common Data Set

	CER
	Channel Error Rate

	COMSEC
	Communications Security

	DAA
	Designated Approval Authority

	DIACAP
	DoD Information Assurance Certification and Accreditation Process

	DITSCAP
	DOD Information Technology Security Certification and Accreditation Process

	DoD
	Department of Defense

	EAL
	Evaluated Assurance Level

	EAM
	Emergency Action Messages

	EAP
	Emergency Action Procedures

	EHF
	Extremely High Frequency

	EIRP
	Effective Isotropic Radiated Power

	EMI/EMC
	Electromagnetic Interference/Electromagnetic Compatibility

	ESA
	Electrical Surge Arrestor

	FCA
	Functional Configuration Audit

	FFD
	Fraction of Faults Detected

	FFI
	Fraction of Faults Isolated

	FOUO
	For Official Use Only

	FSDPSK
	Filtered Symmetric Differential Phase Shift Keying

	FSK
	Frequency Shift Keying

	GFF
	Generic Fill Format

	GKP
	GFF Key Packages

	GMSK
	Gaussian Minimum Shift Keying

	GOE
	Ground Operating Equipment

	G/T
	Gain to Noise Temperature

	HAC/RMPE
	Higher Authority Communications/Rapid Message Processing Element

	HEMP
	High Altitude Electromagnetic Pulse

	HGEC
	High Gain Earth Coverage

	HHR
	High Hop Rate

	HRCA
	High Resolution Coverage Area

	IA
	Information Assurance

	ICBM
	Intercontinental Ballistic Missile

	ICD
	Interface Control Document

	ILES
	ICBM Launch Control Center EHF System

	IRS
	Interface Requirements Specification

	JCS
	Joint Chiefs of Staff

	JS
	Joint Staff

	JTA
	Joint Technical Architecture

	JTSS
	Joint Terminal System Specification

	KP
	Key Processor

	LCC
	Launch Control Center

	LDR
	Low Data Rate

	LHR
	Low Hop Rate

	LMD
	Local Management device

	LRU
	Line Replaceable Unit

	MAF
	Missile Alert Facility

	MAJCOM
	Major Command

	MCCM
	Missile Combat Crew Member

	MCS
	Mission Control Segment

	MEECN
	Minimum Essential Emergency Communications Network

	MELP
	Mixed Excitation Linear Prediction 

	MER
	Message Error Rate

	MLDT
	Mean Logistics Delay Time

	MMP
	Minuteman MEECN Program

	MMP-ET
	MMP EHF Terminal (note:  part of MMP)

	MMP-VT
	MMP VLF/LF Terminal (note:  part of MMP)

	MPE
	Mission Planning Element

	MRCA
	Medium Resolution Coverage Area

	MRT
	Mean Restoral Time

	MTBCF
	Mean Time Between Critical Failure

	MTTR
	Mean Time to Repair

	NEREP
	Nuclear Execution Reporting

	NSA
	National Security Agency

	OCI
	Operator Control Interface

	ORD
	Operational Requirements Document

	OTA
	Over the Air

	OTADD
	Over the Air Data Distribution

	OTAR
	Over the Air Re-keying

	PCA
	Physical Configuration Audit

	PCMR
	Probability of Correct Message Receipt

	PGMSK
	Pulsed Gaussian Minimum Shift Keying

	PLSO
	Phonetic Letter Spell out

	RIP
	Received Isotropic Power

	SCA
	Software Communications Architecture

	SHGEC
	Super High Gain Earth Coverage

	SIOP
	Single Integrated Operational Plan

	SPO
	System Program Office

	STAR
	System Threat Assessment Report

	TDMA
	Time Division Multiple Access

	TOD
	Time of Day

	TPCD
	Terminal Planning Constraints Document

	TRANSEC
	Transmission Security

	TRD
	Technical Requirements Document

	TT&C
	Telemetry, Tracking and Command

	UFO
	UHF Follow-On

	USSTRATCOM
	United States Strategic Command

	VPC
	Variable Performance Chipset

	WSCC
	Weapon System Control Console

	XDR
	Extended Data Rate


APPENDIX A

6.0 Terminal Requirements from SR-3000, Appendix M, Table M-23, Tailored for the MMP Upgrade Terminal
All references to tables and appendices in the ensuing text unless specifically noted refer to SR-3000, its tables and appendices. 

	No.
	REQID
	Requirement
	MMP
	Comments

	1
	TRA01025
	Secret
	Y
	

	2
	TRA01030
	LDR terminals shall [1] be capable of receiving at both HHR and LHR.
	Y
	

	3
	TRA01065
	LDR terminals shall [1] support C0 data rates from 75 to 2400 bps and C1 data rates from 75 to 300 bps.
	Y
	

	4
	TRA01070
	LDR Terminals shall [1] interface with the space segment in accordance with the Payload to Terminal ICD, Volume 3.  While not all features will be implemented by all terminals, terminals will implement features in accordance with the ICD.  The required core set of features necessary for interoperability is defined in SR-2300.
	Y
	

	5
	TRA01075
	LDR terminals shall [1] be capable of receiving data at any downlink mode that is more robust than the least robust mode they can receive using downlink modes described in ICD-3.
	Y
	

	6
	TRA01080
	Not applicable for MMP Upgrade
	N
	

	7
	TRA01450
	Those terminals which are logged on and are actively participating in Strategic communications services, as defined in Appendix D, shall [1] be capable of sustaining those communications when the satellite is repositioning at a maximum of 6 degrees per day.
	Y
	

	8
	TRA01470
	Not applicable for MMP Upgrade
	N
	

	9
	TRA01490
	Not applicable for MMP Upgrade
	N
	

	10
	TRA01660
	Not applicable for MMP Upgrade
	N
	

	11
	TRA01670
	Not applicable for MMP Upgrade
	N
	

	12
	TRA01770
	Not applicable for MMP Upgrade
	N
	

	13
	TRA01860
	AEHF terminals shall [1] support data rates selected from the following data rates expressed in bps: 75, 150, 300, 600, 1.2k, 2.4k, 4.8k, 9.6k, 16k, 19.2k, 32k, 64k, 128k, 256k, 512k, 1024k, 1544k, 2048k, 4096k, and 8192k, up to the maximum capability of the terminal.
	Y
	MMP upgrade shall [2] support the processing of all LDR, BC LDR, and XDR waveforms and data rates. 

	14
	TRA01865
	Not applicable for MMP Upgrade
	N
	

	15
	TRA01870
	All terminals shall [1] have approved DD1494 to operate the system.
	Y
	

	16
	TRA01910
	Secret
	Y
	

	17
	TRA01920
	Not applicable for MMP Upgrade
	N
	

	18
	TRA01940
	The AEHF terminal shall [1] provide BER of 1E-05 given the following conditions:

a) The downlink signal degraded RIP and the corresponding payload uplink Channel Error Rate (CER) shown in Table M-11.

b) The downlink modulation mode shown in Table M-11a and the downlink data rate shown in Table M-11b for each terminal type and applicable coverage area.

c) A channel interleaver is used which provides a minimum diversity of 6 downlink hops when using the modulation mode shown in Table M-11a for data rates greater than or equal to 32 kbps.  Diversity is defined to be the number of distinct downlink high hop rate (HHR) hops over which the chips in a single turbo encoder output block are distributed after channel interleaving.

Degraded RIP is defined to be the actual RIP available to the terminal, including the effects of satellite pointing errors to anywhere within the coverage area, reduced to account for payload implementation losses.  The BER requirement shall [2] be met assuming an undistorted downlink waveform as defined in ICD-1, given the downlink RF characteristics specified in ICD-1, including payload timing jitter and frequency error, and accounting for uncompensated Doppler frequency error due to satellite orbital motion.
	Y

	

	19
	TRA01943
	Not applicable for MMP Upgrade
	N
	

	20
	TRA01947
	Not applicable for MMP Upgrade
	N
	

	21
	TRA01948
	Not applicable for MMP Upgrade
	N
	

	22
	TRA01950
	Terminals shall [1] support the range of terminal identification numbers defined in ICD-1.
	Y
	

	23
	TRA01990
	An XDR terminal shall [1] be capable of transmitting GMSK waveforms at the appropriate data rates given in ICD-1.
	Y
	

	24
	TRA02000
	An XDR terminal shall [1] be capable of transmitting PGMSK, FSDPSK and FSK waveforms in accordance with ICD-1.
	Y
	

	25
	TRA02010
	The spectral purity, spurious signals, out-of-channel and out-of-band emissions shall [1] be in accordance with ICD-1.
	Y
	

	26
	TRA02050
	XDR terminals shall [1] be capable of transmitting communications data, time probes, and access control messages using the uplink frame structure specified in ICD-1.
	Y
	

	27
	TRA02060
	XDR terminals shall [1] be capable of transmitting into any XDR uplink access and routing data from any XDR input port to any uplink XC0 access providing no conflict exists with probing or access control.
	Y
	

	28
	TRA02090
	Terminals shall [1] support signal randomization for uplink frequency hopping and time permutations as described in ICD-1.
	Y
	

	29
	TRA02110
	Terminals shall [1] encrypt uplink access control messages as described in ICD-1.
	Y
	

	30
	TRA02115
	Terminals shall [1] support transmission on uplink channels that use the TDMA frame formats defined in ICD-1 provided that each terminal is required to transmit on at most a single channel during a hop.
	Y
	

	31
	TRA02130
	XDR terminals shall [1] be capable of receiving synchronization hops associated with their logon beam on any XDR downlink access of a single downlink chain and communications data including XC3s and ATOWs on any XDR downlink access on their logon beam in that same chain.  A chain is defined as a modulator, transmitter and antenna.
	Y
	

	32
	TRA02140
	XDR terminals shall [1] be capable of receiving data at any downlink mode that is equal to or more robust than the least robust mode they can receive using downlink modes described in ICD-1.
	Y
	

	33
	TRA02150
	XDR terminals shall [1] be capable of receiving downlink access control (XC3) and ATOW messages at any downlink mode that is equal to or more robust than the least robust mode they can receive using downlink modes described in ICD-1.
	Y
	

	34
	TRA02160
	Terminals shall [1] support signal randomization for downlink frequency hopping and time permutations as described in ICD-1.
	Y
	

	35
	TRA02170
	Terminals shall [1] decover AEHF ATOW messages as described in ICD-1.
	Y
	

	36
	TRA02180
	Terminals shall [1] decover downlink access control messages as described in ICD-1.
	Y
	

	37
	TRA02190
	Terminals shall [1] decrypt downlink access control messages as described in ICD-1.
	Y
	

	38
	TRA02192
	Terminals shall [1] support BC COMSEC/TRANSEC functions in accordance with ICD-2, ICD-3, and KGV-136 Ground Operating Equipment (GOE) or Variable Performance Chipset (VCP) ICD.
	Y
	Except ICD-2 (MDR)

	39
	TRA02194
	Terminals shall [1] support the use of BC COMSEC/TRANSEC algorithms for both AEHF and BC signal transmission randomization and BC access control and ATOW message protection simultaneous with AEHF KGV-136 GOE or VPC algorithms for AEHF ATOW cover, access control message ID and CRC cover, and XC2/XC3 message bit field encryption, as described in ICD-1, ICD-2, and ICD-3.
	Y
	ICD-1 and ICD-3 only

	40
	TRA02250
	XDR terminals shall [1] be capable of acquiring and tracking the downlink hop and symbol timing, as described in ICD-1, in the intended environment (weather, jamming, scintillation) of operations.
	Y
	

	41
	TRA02255
	During time tracking, terminals shall [1] be able to maintain communications and synchronization without reacquiring, logging off or tearing down services for an ATOW outage not to exceed the number of consecutive messages indicated in Table M-32.  Synchronization hops will be maintained.
	Y
	

	42
	TRA02260
	The XDR carrier frequencies and waveform timing are satellite referenced.  XDR terminals shall [1] transmit XDR uplink signals with time and frequency accuracy in accordance with ICD-1.
	Y
	

	43
	TRA02280
	Not applicable for MMP Upgrade
	N
	

	44
	TRA02290
	Not applicable for MMP Upgrade
	N
	

	45
	TRA02295
	Not applicable for MMP Upgrade
	N
	

	46
	TRA02300
	Not applicable for MMP Upgrade
	N
	

	47
	TRA02301
	Not applicable for MMP Upgrade
	N
	

	48
	TRA02302
	Not applicable for MMP Upgrade
	N
	

	49
	TRA02304
	After the downlink is acquired, the terminals shall be capable of acquiring the uplink and logging on to the system within t times shown in Table M-28.  This is dependent on the payload performance and interface being specified in accordance with the system specification and ICD-1.
A: Coverage types = full time and beam share MRCA, and HRCA.  Assumes appropriate keys are loaded and probe type 0 or 1 for WB PSK channels.
	Y
	

	50
	TRA02310
	Secret
	Y
	

	51
	TRA02330
	XDR terminals shall [1] be capable of performing XDR uplink acquisition and time tracking to synchronize and maintain XDR uplink timing and frequency with the satellite as defined in ICD-1 in the intended weather, jamming and scintillation.
	Y
	

	52
	TRA02335
	At the start of uplink acquisition, XDR terminals shall [1] have a maximum terminal rate error of +/-5E-8.
	Y
	

	53
	TRA02360
	Initial uplink acquisition signal transmission shall [1] satisfy IDT0250 as defined in ICD-1 under unstressed and stressed (jamming, scintillation) environments.  The unstressed and jamming environments are specified in Section 3.  The scintillation environment is specified in Appendix B-3.1.3.
	Y
	

	54
	TRA02380
	In the unstressed environment Terminals shall [1] be capable of receiving downlink messages at the selected XC3/ATOW mode with a message error rate (MER) of no greater than 0.01 when the messages are transmitted in the modes allowed in Table M-29 given the downlink signal RIP Shown in Table M-11 and RIP adjustments as follows: 4+392 MODE -1.4dB DPA and -0.8dB GDA.  The unstressed environment is specified in Section 3.
	Y
	

	55
	TRA02381
	In the scintillation environment Terminals shall [1] be capable of receiving downlink messages at the selected XC3/ATOW mode with a message error rte (MER) of no greater than 0.01 when the messages are transmitted in the modes allowed in Table M-30 given the downlink signal RIP shown in Table M-11 under the scintillation environment.  The scintillation environment is specified in Appendix B.
	Y
	

	56
	TRA02382
	Not applicable to MMP Upgrade
	N
	

	57
	TRA02383
	An XDR terminal shall [1] have a maximum terminal rate error when tracking as specified in Table M-33 to support probe types 0 through 6.
	Y
	

	58
	TRA02385
	XDR terminals shall [1] be capable of accessing the System via the HGEC.  Access for AEHF terminals includes interfacing with the satellite for the purpose of requesting SHGEC, full-time steerable HGEC, MRCA, or HRCA coverage.
	Y
	

	59
	TRA02387
	Secret
	Y
	

	60
	TRA02388
	Secret
	Y
	

	61
	TRA02400
	Terminals shall [1] be able to be simultaneously logged on to the BC LDR and/or BC MDR System, as well as the AEHF System.
	Y


	MMP upgrade will not support MDR services.

	62
	TRA02405
	Not applicable to MMP Upgrade
	N
	

	63
	TRA02407
	Terminals simultaneously logged on to the BC LDR and/or BC MDR System, as well as the AEHF System that support access control encapsulation, shall [1] select whether to send XC2s, LDR probes, MDR probes or XDR probes if the fields overlap in the uplink frame and in time
	Y
	MMP upgrade will not support MDR services.

	64
	TRA02410
	Selected terminals shall [1] be able to participate in BC LDR, BC MDR, and XDR services, while processing a single downlink channel, as described in ICD-1.
	Y
	MMP upgrade will not support MDR services.

	65
	TRA02420
	XDR terminals shall [1] be capable of communicating at an elevation of 5 degrees or higher with satellites in orbits that are geosynchronous with any right ascension of ascending node, any satellite inclination up to 5 degrees, and any eccentricity from 0.0 to 0.013.  This excludes outages due to satellite handover.  Below 20 degrees elevation, degraded performance allowed.
	Y
	

	66
	TRA02425
	Terminals shall [1] be capable of activating and participating in LDR, MDR and/or XDR services that span multiple satellites and beam types.
	Y
	MMP upgrade will not support MDR services.


	67
	TRA02427
	Terminals shall [1] be capable of operating in a constellation of as many as 10 satellites, including as many as two Milstar 1 (LDR only) satellites, as many as three Milstar II (LDR and MDR) satellites and as many as five AEHF satellites.


	Y
	MMP upgrade shall [2] be capable of operating on the 5 Milstar and 5 AEHF satellites plus 3 UFO/E/EE satellites.



	68
	TRA02450
	XDR terminals shall [1] be capable of requesting, receiving, and storing ephemeris for any Milstar or AEHF satellite using access control messages as specified in the Advanced EHF Payload-to-Terminal Interface Control Document ICD-1.
	Y
	

	69
	TRA02500
	XDR terminals with the appropriate priority level shall [1] be able to assume the role of Antenna Controller (AC) to control the pointing of a steerable antenna beam, as defined in ICD-1.
	N
	

	70
	TRA02504
	XDR AC terminals pointing steerable XDR antenna beams as defined in ICD-1 shall [1] always set the “Send Antenna pointing Report Coordinates” option to “No” unless specifically requested by the terminal operator to set the “Send Antenna pointing Report Coordinates” to “Yes”.
	N

	

	71
	TRA02510
	Not applicable to MMP Upgrade
	N
	

	72
	TRA02640
	LDR terminals shall [1] process and respond to LDR Terminal ID to Service Membership (TSVC) TM-C3 requests using the TSVC TM-C2 as specified in the Advanced EHF Payload-to-Terminal LDR Backwards Compatible Interface Control Document ICD-3.  Terminals may provide a capability to inhibit the response to the LDR terminal ID to Service Membership (TSVC) TM-C3 requests.
	Y
	

	73
	TRA02700
	The Terminal Segment shall [1] prevent terminal operators from modifying the maximum XDR priority provided in the terminal image.
	Y
	

	74
	TRA02702
	Selected XDR terminals shall [1] support uplink SNR measurement, as defined in ICD-1.
	Y
	

	75
	TRA02704
	XDR terminals shall [1] be capable of supporting transparent messages as defined in ICD-1.
	Y
	

	76
	TRA02706
	XDR terminals shall [1] be capable of using the full-time steerable HGEC or SHGEC for communication service per ICD-1.
	Y
	

	77
	TRA02740
	Not applicable to MMP Upgrade
	N
	

	78
	TRA02742
	Not applicable to MMP Upgrade
	N
	

	79
	TRA02745
	XDR Terminals designated as fence controller shall [1] be able to use the protocols to create one or more sub-fences…
	N
	

	80
	TRA02750
	Not applicable to MMP Upgrade
	N
	

	81
	TRA02760
	Not applicable to MMP Upgrade
	N
	

	82
	TRA02761
	Not applicable to MMP Upgrade
	N
	

	83
	TRA02762
	Selected XDR terminals shall [1] be capable of supporting communication services which employ any combination of unfenced resources and fenced resources from fences, sub-fences, and sub-sub-fences, as defined in ICD-1.
	Y
	

	84
	TRA02763
	Not applicable to MMP Upgrade
	N
	

	85
	TRA02764
	Not applicable to MMP Upgrade
	N
	

	86
	TRA02765
	Not applicable to MMP Upgrade
	N
	

	87
	TRA02766
	Not applicable to MMP Upgrade
	N
	

	88
	TRA02767
	Not applicable to MMP Upgrade
	N
	

	89
	TRA02768
	Talker terminals participating in flooded XDR services identified in Appendix D as Constellation Management, Force Management, Decision Making, Situation Monitoring, Force Direction, or Planning, when notified by an SRN-XC3 that the topology of the constellation has changed from a ring to string due to a failure, shall [1] wait at least 25 seconds but no longer than 60 seconds before preparing a reconfiguration request.  The wait time excludes XC2 cycle and transmission times.
	Y


	

	90
	TRA02770
	Not applicable to MMP Upgrade
	N
	

	91
	TRA02771
	All terminals, except the Navy terminals, shall [1] be able to create and make ready for transmission within 3 seconds an XC2 message, to be transmitted in the next available slot.  The time starts when the terminal receives a command from terminal operator, after the completion of MPE command processing per TRA02784, after the completion of XC3 processing as specified in TRA02775 or TRA-2776, or after completing generation and transmission of an XC2 when a particular command requires multiple TM XC2s to be transmitted.
	Y
	

	92
	TRA02775
	The terminal shall [1] be able to process an XC3 within 3 seconds of reception.
	Y
	

	93
	TRA02776
	Not applicable to MMP Upgrade
	N
	

	94
	TRA02778
	Not applicable to MMP Upgrade
	N
	

	95
	TRA02782
	Not applicable to MMP Upgrade
	N
	

	96
	TRA02784
	Not applicable to MMP Upgrade
	N
	

	97
	TRA02786
	Not applicable to MMP Upgrade
	N
	

	98
	TRA02787
	Not applicable to MMP Upgrade
	N
	

	99
	TRA02788
	Not applicable to MMP Upgrade
	N
	

	100
	TRA02792
	Terminals shall [1] be capable of starting the orderwire protocol to generate an unclassified free text message of up to and including 200 characters in length within 1 minute of the operator executing the send command.  The orderwire protocol is described in the JTSS.
	Y
	

	101
	TRA02793
	Terminals shall [1] be capable of displaying an unclassified free text orderwire message of up to and including 200 characters in length within 1 minute of receiving the last orderwire XC3.  The orderwire protocol is described in the JTSS.
	Y
	

	102
	TRA02794
	XDR terminals shall [1] support rapid reconfiguration of HDX services (RROW) as defined in ICD-1.
	Y
	

	103
	TRA02796
	Selected XDR terminals shall [1] support downlink bundling as defined in ICD-1.
	Y


	

	104
	TRA02800
	Not applicable to MMP Upgrade
	N
	

	105
	TRA02805
	Not applicable to MMP Upgrade
	N
	

	106
	TRA02810
	Not applicable to MMP Upgrade
	N
	

	107
	TRA02812
	Not applicable to MMP Upgrade
	N
	

	108
	TRA02813
	Not applicable to MMP Upgrade
	N
	

	109
	TRA02814
	Not applicable to MMP Upgrade
	N
	

	110
	TRA02815
	XDR terminals shall [1] have the capability to request AEHF COMSEC/TRANSEC key updates and changes, as defined in ICD-1.
	Y
	

	111
	TRA02820
	Not applicable to MMP Upgrade
	N
	

	112
	TRA02890
	Secret
	Y
	

	113
	TRA02900
	FOUO
	Y
	HEMP-related performance.  

	114
	TRA02930
	Those terminals required to transmit on multiple services defined in Appendix D shall [1] have the capability to transmit on four services simultaneously at a minimum.
	Y
	

	115
	TRA02932
	Not applicable for MMP Upgrade
	N
	

	116
	TRA02950
	XDR Terminals shall [1] interface with the space segment in accordance with the Payload to Terminal ICD, Volume 1.  While not all features will be implemented by all terminals, terminals will implement features in accordance with the ICD.  The required core set of features necessary for interoperability is defined in the JTSS.
	Y
	

	117
	TRA02955
	Terminal shall [1] support the use of 25% Time Shared MRCAs.
	Y
	

	118
	TRA02970
	Not applicable to MMP Upgrade
	N
	

	119
	TRA02990
	The terminal segment shall [1] be able to receive image data in a format that is common to all AEHF-compatible terminals as specified in MCS to Terminal Segment ICD, SI-3245 Vol II.
	Y
	

	120
	TRA02992
	Not applicable to MMP Upgrade
	N
	

	121
	TRA02994
	The terminal shall [1] accept and process terminal image data received over AEHF XC0 communications resources as defined in the MCS to Terminal Segment ICD, SI-3145 Volume II and the Joint Terminal Segment Specification (JTSS).
	Y
	

	122
	TRA02996
	The terminal shall [1] be capable of requesting the distribution of terminal image data over AEHF XC0 communications resources, as defined in the MCS to Terminal Segment ICD, SI-3145 Volume II, the AEHF Payload to Terminal ICD, ICD-1 and the Joint Terminal Segment Specification (JTSS).
	Y
	

	123
	TRA03000
	Not applicable to MMP Upgrade
	N
	

	124
	TRA03045
	Not applicable to MMP Upgrade
	N
	

	125
	TRA03050
	Not applicable to MMP Upgrade
	N
	

	126
	TRA03060
	The Terminal Segment shall [1] be capable of accepting and processing an over the air terminal data distribution within 10 minutes of receipt of the terminal data.  The time period starts when the terminal has received the terminal data and ends when the terminal is ready to use the received terminal data.
	Y
	

	127
	TRA03110
	All user terminals shall [1] be capable of interoperating as defined in the JTSS at all non-user-defined data rates up to the maximum capability of the terminal.
	Y
	

	128
	TRA03150
	The terminals shall [1] meet the interoperable terminal requirements detailed in the Joint Terminal Segment Specification (JTSS).
	Y
	The terminal shall [2] meet the interoperability requirements in SR-2300.

	129
	TRA03180
	Not applicable to MMP Upgrade 
	N
	

	130
	TRA03190
	Not applicable to MMP Upgrade
	N
	

	131
	TRA03200
	Not applicable to MMP Upgrade
	N
	

	132
	TRA03235
	Not applicable to MMP Upgrade
	N
	

	133
	TRA03240
	In the HGEC Air Force Bomber/LCC Terminals shall [1] be capable of transmitting Bomber reportback messages as defined in ICD-1 and ICD-3.
	Y
	AFRB requirement.

	134
	TRA03250
	Not applicable to MMP Upgrade
	N
	

	135
	TRA03260
	Not applicable to MMP Upgrade
	N
	

	136
	TRA03290
	Not applicable to MMP Upgrade
	N
	

	137
	TRA03292
	Not applicable to MMP Upgrade
	N
	

	138
	TRA03293
	Not applicable to MMP Upgrade
	N
	

	139
	TRA03294
	Not applicable to MMP Upgrade
	N
	

	140
	TRA03340
	The AEHF terminal shall [1] provide BER of 1E-5 (or 1E-8 for CER=0.03 for WIN-T SMART-T in HRCA and MRCA) given the downlink signal RIP and the uplink Channel Error Rate as shown in Table M-17 when it is operating at the specified user data rate in System Uplink AJ Requirements, as in Table M18b, for coverage areas and the downlink modes shown in Table M-18a.  The uplink channel errors are due to uplink jamming environment as are defined in the System AJ Requirements.  The downlink RF characteristics are defined in ICD-1.
	Y
	Reference to classified table.

Verify that Tables M-17, M-18a and M-18b entries for LCC environment are appropriate and do not have adverse impact in other areas such as reuse of existing antenna suite and ancillary equipment.

	141
	TRA03380
	Not applicable to MMP Upgrade
	N
	

	142
	TRA03382
	The AEHF terminals that appear in Appendix D data nets shall [1] each provide BER of 1E-5 using downlink modes given uplink and downlink conditions as shown in Table M-26.  Uplink channel errors, when applicable, may be due to uplink fading (independent of downlink fade) environment.  The fading environment is defined in Appendix B-8.3.1.3.  The downlink RF characteristics are defined in ICD-1.
	Y

	Nuclear effects requirement; we need verification of entries for LCC environment.  Note that other AF strategic terminals include this requirement.



	143
	TRA03384
	The terminals that appear in Appendix D voice nets when using the interleaver as described in TRA03410 shall [1] …
	N
	  

	144
	TRA03390
	FOUO
	Y
	

	145
	TRA03395
	Not applicable to MMP Upgrade
	N
	

	146
	TRA03397
	Not applicable to MMP Upgrade
	N
	

	147
	TRA03410
	Not applicable to MMP Upgrade
	N
	

	148
	TRA03415
	Not applicable to MMP Upgrade
	N
	

	149
	TRA03430
	Not applicable to MMP Upgrade
	N
	

	150
	TRA03440
	Selected authorized XDR terminals shall [1] be capable of generating unclassified free text messages of up to and including 200 characters in length and specifying the intended logged on destination XDR terminal(s) as defined in ICD-1.
	Y
	

	151
	TRA03560
	All XDR terminals shall [1] support interoperable communications with those terminals that comply with ICD-1, JTSS, and the MCS to Terminal Segment ICD, SI-3145.  Terminal unique information is defined in the Terminal Planning Constraints Document (TPCD).
	Y
	

	152
	TRA03590
	Not applicable to MMP Upgrade
	N
	

	153
	TRA03592
	Not applicable to MMP Upgrade
	N
	

	154
	TRA03620
	Not applicable to MMP Upgrade
	N
	

	155
	TRA03625
	Not applicable to MMP Upgrade
	N
	

	156
	TRA03650
	Not applicable to MMP Upgrade
	N
	

	157
	TRA03660
	Not applicable to MMP Upgrade
	N
	

	158
	TRA03670
	Not applicable to MMP Upgrade
	N
	

	159
	TRA03675
	Not applicable to MMP Upgrade
	N
	

	160
	TRA03700
	Not applicable to MMP Upgrade
	N
	

	161
	TRA03710
	Not applicable to MMP Upgrade
	N
	

	162
	TRA03730
	Not applicable to MMP Upgrade
	N
	

	163
	TRA03740
	Not applicable to MMP Upgrade
	N
	

	164
	TRA03750
	Not applicable to MMP Upgrade
	N
	

	165
	TRA03760
	Not applicable to MMP Upgrade
	N
	

	166
	TRA03770
	Not applicable to MMP Upgrade
	N
	

	167
	TRA03772
	Not applicable to MMP Upgrade
	N
	

	168
	TRA03774
	Not applicable to MMP Upgrade
	N
	

	169
	TRA03790
	Not applicable to MMP Upgrade
	N
	

	170
	TRA03800
	Not applicable to MMP Upgrade
	N
	

	171
	TRA03802
	Not applicable to MMP Upgrade
	N
	

	172
	TRA03820
	Not applicable to MMP Upgrade
	N
	

	173
	TRA03822
	The Terminal Segment shall [1] ensure that terminals receiving TOP SECRET baseband keys provide security domain separation between TOP SECRET baseband processing and access control messages.
	Y


	

	174
	TRA03823
	The Terminal Segment shall [1] prevent terminal operators from modifying the terminal ID provided in the terminal image.
	Y


	

	175
	TRA03824
	The Terminal Segment shall [1] prevent terminal operators from modifying the maximum XDR precedence provided in the terminal image.
	Y
	

	176
	TRA03825
	Not applicable to MMP Upgrade
	N
	

	177
	TRA03826
	Not applicable to MMP Upgrade
	N
	

	178
	TRA03830
	Terminals transmitting or receiving BC message traffic TOD encrypted with the KEESEE/KGV-136/VPC shall [1] do so in accordance with ICD-3.
	Y
	

	179
	TRA03835
	XDR terminals shall [1] be capable of acquiring in the acquisition HGEC followed by logging onto and joining service on any other communications beam that is operating on either uplink TRANSEC key.
	Y
	

	180
	TRA03836
	XDR terminals shall [1] be capable of acquiring and communicating in any beam that supports acquisition, access controls, and communication using the one and only one uplink TRANSEC key that is currently configured to that beam.
	Y
	

	181
	TRA03838
	Terminals logged onto the acquisition HGEC shall [1] be able to execute the antenna control and antenna pointing protocols as described in the Payload-to-Terminal ICD-1.
	Y
	

	182
	TRA03840
	XDR Terminals shall [1] be capable of operating on separate uplink and downlink TRANSEC keys.
	Y
	

	183
	TRA03842
	Not applicable to MMP Upgrade
	N
	

	184
	TRA03844
	Terminals shall [1] be able to simultaneously store and use multiple group session keys.
	Y
	

	185
	TRA03852
	Each active AEHF terminal shall [1] support OTAR success by implementing the OTAR protocols of ICD-1 and complying with the OTAR constraints of ICD-1.
	Y
	

	186
	TRA03854
	Each active AEHF terminal shall [1] monitor the status of its cryptographic keys.
	Y
	

	187
	TRA03856
	Secret
	Y
	

	188
	TRA03895
	Terminals shall [1] support Benign fill of keys from the LMD/KP.
	Y
	

	189
	TRA03900
	The terminal, described in its Security Target, shall be able to become evaluated at Evaluation Assurance Level (EAL) 3 or greater in accordance with ISO/IEC 15408.
	N
	

	190
	TRA03903
	The terminal shall [1] retain keys distributed to the terminal via OTAR for the duration of the key effectivity, or until zeroized or erased by the operator.
	Y
	

	191
	TRA03905
	Terminals that employ GPS shall [1] comply with CJCSI-6140.01 and CJCSI-6130.01 requirements.
	N*
	*Only applies if MMP Upgrade design incorporates GPS as timing source (not anticipated).

	192
	TRA03907
	Not applicable to MMP Upgrade
	N
	

	193
	TRA03910
	Not applicable to MMP Upgrade
	N
	

	194
	TRA03925
	Not applicable to MMP Upgrade
	N
	

	195
	TRA03940
	Not applicable to MMP Upgrade 
	N
	

	196
	TRA03960
	Terminals that interface with the KGV-136 GOE (Ground Operational Equipment) shall [1] do so in accordance with the KGV-136 GOE ICD.
	TBD
	Will depend upon MMP Upgrade architecture.

	197
	TRA03970
	Terminals that interface with the Variable Performance Chipset shall [1] do so in accordance with the Variable Performance Chipset ICD.
	TBD
	Will depend upon MMP Upgrade architecture.
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