Using the MySpace Friend Mapper
to Build Connections for an Investigation

By Lauren Wagner
High-Tech Crime Training Specialist

Social networking sites are attracting increasing numbers of
criminals who are looking for ways to perpetuate illegal ac-
tivity. Predators, gangs, fraudsters, terrorists and others are
leaving a trail that can be tracked if an investigator knows
how to follow the information through the complex maze
of connections that make up a social networking site.

A mapping tool is available on the Internet for MySpace.
com, the popular social networking Web site. The tool,
called the MySpace Friend Mapper, was invented by Unit-
ed Kingdom-based Web site developer Thomas Whiteley
“for fun,” but it could be a key advantage for law enforce-
ment in their efforts to investigate criminal activity. This
tool uses an individual’s MySpace profile to create a visual
diagram of the connections between that person and his
or her top MySpace “friends” —in other words, a clickable
map of these relationships.

Value of the Mapping Tool

SEARCH looked at the mapping tool and recognized the
value this diagram could have to investigators. The dia-
gram:
» Automatically builds the connections between
MySpace friends without investigators having to
manually click between profiles.

» Allows investigators to visually see connections
between people without having to build a graph of
these connections themselves.

» Builds connections to a person that might not have
been available by just viewing that person’s top
friends.

» Provides a useful diagram that can be added to a case
file and used in court.

» Potentially builds connections to a private profile,
that might not have been available otherwise.

» Allows the page source of the MySpace profile to be
viewed and saved.

» Allows the map network to be searched by keyword.

s Allows multiple saving output formats of the map
network.

The mapping tool could be used to link suspected preda-
tors to their targets or drug dealers to their contacts, and it
could be especially useful in linking the MySpace profiles
of gang members. In these cases, it creates a visual network
of connections based on a single point profile within the

gang.

Social networking Web sites work by creating connections
between people. The largest of these social networking Web
sites in the United States is MySpace.com, which contains
more than 250 million user profiles. MySpace handles these
connections through the process of a “friend request.”
Person A sends a friend request to Person B. Person B logs
into his (or her) MySpace account, sees he has a new friend
request and then can choose to either approve or deny the
friend request of Person A. If he denies the friend request,
no connection is made; if he approves the request, the
profiles of the two individuals become connected as part
of a “friend network.” (Figure 1 shows a diagram of a
friend network.)

Figure 1: Diagram of a friend network from
http://computer.howstuffworks.com/myspace.htm
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How the Tool Works

The MySpace Friend Mapper developed by Thomas Whiteley, available from

the Web site www.lococitato.com (loco citato is Latin for “in the place previously
cited”), makes a visual diagram of a person’s friend network. This tool takes the
person’s top friends on MySpace and plots their connections and the connections
of these people and their top friends (and on and on) for up to 75 people. “Top
friends” are defined as the people the MySpace user selects to be displayed in the
Friend Space of his MySpace profile. A person can have, in increments of four,
anywhere from one to 40 top friends. It is usual for a person to have many more
friends than can be displayed in the top friend area.

It is important to remember that not all connections will be visible on the map.
First, only the person’s top friends will be plotted. Second, the map can only make
connections that are available to the public. If a MySpace user has his profile set to
“private,” the tool cannot make connections from that profile.

A profile on MySpace.com can be set to either public or private. If the profile is set
to private, only the people that the user has accepted as his friends can view the
information on his profile. A public profile can be viewed by any other user. Since
the information on a private profile cannot be searched using the MySpace Friend
Mapper, the top friends of the person with the private profile are not added to the
MySpace connections map. However, the tool can make connections to that pri-
vate profile if another person on the MySpace map who has a publicly available
profile has the person with the private profile listed as one of his top friends.

For example, let’s look at a very small friend network. Person A has Persons B, C,
D and E as his top friends. Person B has Persons A, C, F and G as his top friends.
Person C has Persons A, D, H and I as his top friends. If neither Persons A, B or C
have their profiles set to private, a friend map started with Person B would look

like this:
PERSON TOP FRIENDS

B A C F G
A B C D E
C A D H I

H

Figure 2: Friend map centered around Person B,
with Persons A, B, and C having public profiles



Now, if all the top friends stayed exactly the same, but person A made his profile
private, then the same friend map would look like this:

- PERSON TOP FRIENDS

B A C F G
A (private) B C D E
C A D H |

H

Figure 3: Friend map centered around Person B,
with Persons B and C having public profiles, and Person A
having a private profile

You can see that Person E disappeared from the friend map in Figure 3 because
there was no publicly available connection from persons B or C. The connection
between Persons A and D disappeared because the mapping tool could not access
that connection because of Person A’s private profile. The connections between
Persons A and B, and Persons A and C still remained because these connections
were publicly available from the public files of Persons B and C, respectively.

Based on these concepts, it is important to remember that you cannot start the
MySpace Friend Mapper with a private profile because it will have nothing to
build from. Even if you are friends with another MySpace user and are able to
view his private profile, if you enter that private profile into the MySpace map-
ping tool, nothing will build. Also, if the MySpace profile is not working (cur-
rently displaying an error on the site), the mapping tool will not work.




How to Use the Tool (Online Version)

The MySpace Friend Mapper is available at http:/ /www.lococitato.com/
myspacefriends/myspacefriends.html. There are 2 different versions of the
tool —an online free version, and a standalone pay-for version. While the process
to create a map using the online free version will be outlined, it is recommended
that the standalone pay-for version is used instead. The standalone pay-version
is much more robust and useful, and only costs a nominal fee. For the online free
version to work, you must be able to run Java. If you do not have Java, you must
install it.

[Om (lfafp In the place previously sited... P

Ads e Clip Art Gallery Safety Clip Art Find Clip Art Find Free Clip Art Clip Art Image

Hi. This website exists to share various pieces of software
over the web as free services. Everything here relates in
some way to the internet, hence the name, loco citato is
Latin for "In the place previously cited”. I hope you find
something amusing and perhaps useful.

MySpace Visual@

This tools generates animated clickable maps
\ / of the relationships between MySpace users.

We have vastly improved the mapper engine
and now you can download it as a free desktop application
to map and search more pages. You can also purchase a
license to unlock even more features.

Requires Java to run.

Figure 4: The Free Online MySpace Friend Mapper from www.lococitato.com


http://www.lococitato.com/myspacefriends/myspacefriends.html
http://www.lococitato.com/myspacefriends/myspacefriends.html

To start the Java applet, click MySpace Visualizer, select the MySpace URL you
want to use as your starting point and copy that into the Starting MySpace page
text box. Click Go.

ALV

Generate animated clickable maps of connected friends
from MySpace . Simply enter the URL of a MySpace
website with a public profile to start mapping.

This online demo is limited to 75 connected friends, if you
would like to see more and have extra functionality like
search, why not:

Q Download a free version of MySpace Visualizer for

your PC. Q

To work this online demo needs Java 6 to be installed and
enabled.

Ads e Find New Friends Friends My=pace Make Friends Online Friends My=pace Login
Settings Examples DOWNLOAD
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Figure 5: The Free Online MySpace Friend Mapper from www.lococitato.com

The Java applet will start to run and colored dots with grey connections will start
to appear and move around the page. The applet is running and continuing to
build connections as long as the dots are moving. Once the movement stops, the
map is ready to explore. The dots are color coded according to the specified gen-
der of the person in the MySpace profile. Red indicates the target of the map, pink
indicates a female person, blue indicates a male person and yellow indicates that
no gender was specified. (Note that the color coding for the free online MySpace
friend mapper is different than the color coding for the standalone version.) A
completed map will look like Figure 6:
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Figure 6: A Completed Free Online MySpace Friend Map from www.lococitato.com

This map was centered around Sister Margaret Francis. Sister Margaret Fran-

cis has a total of 152 friends, but only 12 top friends. Therefore, only the 12 top
friends will be mapped. Since the site maps connections of up to 75 people, it will
then go to Sister Margaret Francis’s top 12 friends and build from there. This will
continue until 75 profiles have been detected.

Of these 12 top friends, seven of them have private profiles. Therefore, the connec-
tions based on these seven people are only available if another one of Sister Marga-
ret Francis’s friends has a publicly available connection to one of these people.

Also, notice that Sister Margaret Francis has more than 12 connections to her dot.
This is because there are other people who have her as one of their top friends,
even though she doesn’t have them in her top friends area. Thus, the connection
is made not from Sister Margaret Francis to them, but rather from them to Sister
Margaret Francis. See Figure 7.
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Figure 7: Fourteen connections to Sister Margaret Francis

The MySpace Friend Mapper will display the profile picture and basic information (age, gen-
der, and last login) of the person when you hover your mouse over the dot in the completed
MySpace connection map, as seen in Figure 8. This information will be shown for all profiles,
whether private or public. This display works with FireFox, Internet Explorer and Opera.
This information will appear as a pop-up window inside the map. New features on this tool
are constantly in development. The features are first configured to work for FireFox, so to
most effectively use this tool, FireFox is recommended.

@
Sister Margaret Frances

ay Liz Lauren il

Gender: FEMALE

Figure 8: Display shown when your mouse is hovered over a red dot using FireFox

You can left-click on the dot to display that person’s MySpace profile page. You can hold the
left mouse button down to move the map. You can hold the right mouse button down and
move your mouse up or down to shrink or expand sections of the map.




How to Use the Tool (Standalone Version)

As stated above, the standalone pay-for version of the tool is much more robust
and useful. For a small fee, you can access many more features. The fee will give
you a license key to access the current version of the MySpace Visualizer, as well
as all minor upgrades (for example 1.11 to 1.12). Major upgrades (for example 1.14
to 2.1) will require the purchase of another license key. Each license key will only
work with 1 computer. When the license key is entered, the MAC address of the
computer will be recorded; therefore, only enter the license key on the computer
where you want the MySpace Visualizer to be run from. System requirements for
the standalone version can be seen in Figure 9.

Minimum Requirements

* 1.4 GHz processor

* 500Mb RAM

s Java 6 (Windows installer will automatieally
download as required)

* Windows 2000/XP/Vista (Linux versions coming
s00n)

Figure 9: System requirements for the standalone MySpace Visualizer

A trial version of the standalone MySpace Visualizer can also be downloaded.
The differences between the free standalone trial version and the full purchased
standalone version can be seen in Figure 10.

Features

Free Version Licensed Version

s Explore up to 200 Buy a license for just £12.50
pages at once (approx. $18.67) per PC and
¢ Search through all unlock these features.

downloaded pages

» Export the * Explore up to 1000 pages
network as ajpg at once

s Export the # Ipad and save all the
network as a csv information downloaded,
file including a
for import into permanent record of
Excel or other the page source
applications ® Print the network straight

» View the to printer or pdf
downloaded page
sourece

Figure 10: The differences between the free standalone trial version and the full
purchased standalone version



To download the standalone MySpace Visualizer click You can also purchase a
license to unlock even more features from the main lococitato Web site, as seen
in Figure 11.
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Hi. This website exists to share various pieces of software
over the web as free services. Everything here relates in
some way to the internet, hence the name, loco citato is
Latin for "In the place previously cited”. I hope vou find
something amusing and perhaps useful.

MySpace Visualizer

This tools generates animated clickable maps
\ / of the relationships between MySpace users.

We have vastly improved the mapper engine
and now you can download it as a free desktop application
to map and search more pages. You can also purchase,a

license to unlock even more features.

Requires Java to run.

Figure 11: Starting place to download the standalone MySpace Visualizer

Enter the number of license keys that you want to purchase in the box as seen in
Figure 12, and click the blue Buy Now button. Use Google Checkout to complete
the purchase. A license key will be emailed once the purchase has been completed.

Buy

Buy Now =

Coogle Checkaut
1 _' Licenses @£12.50 (approx. $18.67) each (One
license is required per PC)

Each license is valid for all current and future MySpace Visualizer
versions starting with 1.

Your license/ s will be emailed to you in around 15 mins, although this
may take longer if the credit card or Google take longer to check and
charge the account.

Figure 12: Starting place to download the standalone MySpace Visualizer



Return to the lococitato Web site and again click You can also purchase a license
to unlock even more features. Then click the blue hyperlink that lists the latest
MySpace Visualizer version (in this case 1.14) to initiate the download starting
process, as seen in Figure 13.

ng ﬂmm MySpace Visualizer
Home Blog Toolsused Aboutus
Ads e Layouts for Myspace Lavout Myspace Goodies Myspace Generator Wy=pace Glitter Text

.14 for your Windows

PC and exp]ore My, Space in a whsle new way. Or try a
demo version of it online now! Or buy a license to unlock
all the features!

Buy
Buy Now =
Coogle Checkaut

1 Licenses @£12.50 (approx. $18.67) each (One
license is required per PC)

Each license is valid for all current and future MySpace Visualizer
versions starting with 1.

Your license/s will be emailed to you in around 15 mins, although this
may take longer if the credit card or Google take longer to check and

Figure 13: Click the MySpace Visualizer Version (in this case 1.14)

Figures 14-18 show the rest of the download process.

rﬁpening MySpaceVisualizer_Install.exe X

You have chosen to open

™1 MySpaceVisualizer_Install.exe

which is a: Application
from: http://www.lococitato.com

Would you like to save this file?

Save Filekj | Cancel

Figure 14: Click ‘Save File’



ot

{Open File - Security Warning |4

The publisher could not be verified. Are you sure you want to
um this software?

Name: MySpaceVisualizer Install(Z).exe
Publisher: Unkwown Publisher

Type: Application

From: C:\Documents and SettingsiLauren'\Desktop

[ Hunj%_J[ Cancel

This file does not have a valid digital signature that verifies its
publisher. “ou should onby run software from publishers you trust.
How can | decide what software to un?

Abways ask before opening this file

Figure 15: Click ‘Run’

% MySpaceVisualizer Install... M [ ﬁ

_ Please review the license agreement before installing MySpaceVisualizer
‘:-‘ Install. If you accept all terms of the agreement, dick T Agree,
“opyright (c) 2008, XMT Pariners |
All rights reserved.

E-mail : locodtato AT amail DOT com ‘

>

|

Redistribution and use in source forms with or without modification, is
permitted provided that the following conditions are met (in addition to
the restrictions above) :

* Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disdaimer,

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDER.S AND
COMTRTELITORS |25

Cancel | fullsoft Trskall System w285 I Agree k

Figure 16: Read the terms and click ‘1 Agree’
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Chedk the components you want to install and unched: the components
you don't want to install. Clidk Next to continue.

Select components to install: [AMySpaceVisualizer {required)
Start Menu Shortouts

Space required: 1. 1MB

Cancel I rullsaft Inskall System v, 35 < Badk | Mext > .E I

Figure 17: Select which components to install and click ‘Next’

% MySpaceVisualizer Install... =0 m

Setup will install MySpaceVisualizer Install in the following folder. Ta install
in a different folder, didk Browse and select another folder, Click Install to
start the installation.

- Destination Folder

| C:\Program Files\MySpaceVisualizer Browse... I |

Space reguired: 1. 1MB
Space available: 41, 7GE

Cancel Mullsaft Install System vz, 25 < Badk Install

Figure 18: Click ‘Install’ to finish the download

The standalone version of the MySpace Visualizer is now installed and ready to
use.



Open the Visualizer and paste the complete URL of the MySpace page target into
the blank box. Click Go.

7 MySpace Visualizer =J0kd

File Seitings Export Help

Inttp:iprofile.myspace.c cim?fuseacti viewProfile&friendiD=1935147 || Gor |

Figure 19: Copy MySpace URL and paste into blank box, then click ‘Go’

The map will start to generate. The standalone version can map up to 1,000 con-
nections. Mapping this many connections can take a considerable amount of time.
If you don’t want a map of 1,000 connections, you have two options to make a
smaller map. You can start the map and click Stop after the portion of the map
that you needed has been generated, or you can go to the Settings tab along the
top of the Visualizer, select Graph, and set the maximum number of connections
there. A completed map will look like Figure 20.

7 MySpace Visualizer =X
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Figure 20: A completed standalone Visualizer MySpace map



The color coding in the standalone Visualizer is different than the color cod-

ing in the online free version. In the standalone version, red indicates the target
MySpace profile, pink indicates female profiles, blue indicates male profiles and
yellow indicates private profiles. All of the colors in the standalone version are
customizable and can be changed by going to Settings and then Colors.

The MySpace Friend Mapper will display the profile picture and basic informa-

tion (age, gender, and last login) of the person when you hover your mouse over
the dot in the completed MySpace connection map, as seen in Figure 21.

Sister Marg%l Franc:.:

Sigter Margaret Fran.-.5

"“'-,; r Gender: FEMALE

Age: 26

Leah Scanned: 311309 3:17 AM

Show source

Figure 21: Display information shown when your mouse is hovered over a dot
using Firefox

You can left-click on the dot to display that person’s MySpace profile page. You
can hold the left mouse button down to move the map. You can hold the right
mouse button down and move your mouse up or down to shrink or expand sec-
tions of the map.

Another nice feature of the standalone version is the ability to search the map
network for a specific keyword. The Visualizer will search all the profiles in the
network for the given keyword. In the example below, the map network was
searched for the word Sacramento. Enter the keyword into the search box on the
right-hand side and click Search, as seen in Figure 22.

andID=1935147| || Go

—
Search for |sacramentn | | Sear Tjit@'

@r Searching...

I ‘ |

Figure 22: Keyword search in the standalone Visualizer



The results will be displayed once the search is finished. Click Next and Previous
to navigate through the search results (Figure 23). Also, map points that contain
the given keyword will become enlarged on the map to make them easily
identifiable, as seen in Figure 24. If you want to clear the results, click Clear.

5147 Go
=
k| Searchfor |sacramentn Search
| Previous | 1of 16 matches | Next
Lauren
=

| Scanned: 3/13109 8:17

Show source

Clear

Figure 23: The search feature in the standalone Visualizer
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Figure 24: Enlarged dots on the map to show profiles where the keyword exist



With the standalone Visualizer there are also several output functions. The first is
jipg. To export a jpg of the map, simply center the section you want to have a jpeg
of, and click Export and then To jpg. You can continue to move the map sections
and take different jpg exports. You can also export the map as a Comma Separated
Value (CSV), more commonly known as a speadsheet. This will export four col-
umns of information: target name, target MySpace URL, friend name, and friend
MySpace URL. To do this select Export and then To csv. Both export options can
be seen in Figure 25.

- MySpace Visualizer

File Settings | Export | Help
Toipg % |http:J'IpruﬁIE.m].rspa{:E.{:umfindex.cfm?
To csv
Chulack
Jackie
Missy
Lauren
Emily
Hooray Liz

Figure 25: The jpg and csv export functionality



Another output functionality is the ability to export the entire map network as a
single file (Figure 26). The file is a MySpace Visualizer File (mys), a propitiatory
format that can be opened by any licensed copy of the standalone Visualizer. The
nice thing about the mys file is it creates a file of the entire map as it was on a
specific date and time. This file can be given to any investigators who have their
own standalone Visualizer license and software. They can then open the file and
see the map exactly as it was at the time of original generation.

- MySpace Visualizer

FEE] Settings Export Help
NEw B |http:!.|'pruﬁle.myspace.cumﬁn
Load Ctrl-L
Save %ms
Save As
Print Chulack
Exit
Jackie
Missy
Lauren
Emily
Hooray Liz

Figure 26: The mys export functionality



The standalone Visualizer also allows access to the page source of all the MySpace
pages in the mapped network. An icon will appear in the basic profile information
that pops-up when you hover over a dot in the network. This icon will indicate
Show Source (Figure 27). When you click this icon, another pop-up will appear;
this will be the source code of the MySpace page in question (Figure 28). You can
then copy and paste this source code into another application, such as Notepad,
to save it. Once the page source has been saved, you can view the MySpace page
from the saved page source. (If you are unsure of this process, paste the source
from the Visualizer into Notepad, select Save As, select All Files in Save As
Type, select Unicode in Encoding, and make the file name displayname.jpg, as
seen in Figure 29).

Mason

Gender: MALE

Age: 29
- Scanned: 31309 3:13 AM

Show source "
La
LLALLY ;:l

Figure 27: The Show Source functionality

7 Source for Mason ﬁ

http:/iprofile. myspace.comindex.cim?fuseaction=user viewprofile &friendid=52656202

L] »

=l-- Profilev! MH--=
=html xmins:myspace="http:ix.myspacecdn.com/modulesisitesearchistatic/rdfiprofileschema.rdf# =
=l-- UserviewProfila --=
=head==script type="textljavascript'=
H=[CDATA[
var MySpace = {};
var MySpaceRes = {};
MySpaceRes Commaon = {"Yes""Yes" "Mo""Mao""OK""OK" "Attention""Attention"};
MySpaceRes. Header={"Cancel""Cancel/ Cancelacion”,"Continue™"Continue | Continuar'};
MySpace. ClientContext =
"Userld"-1,"DisplayFriendld", 52656202 "IsLoggedin”false,"FunctionalContext" " UserViewProfile","U
sertype™1};

MySpace.StaticContentBase="hitp:iicmyspacecdn.com’;,
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"asyncphotobrowsecaching”:0."msplinkscanvertall”:0,"photocommentsajax” 0 "webimmaintcliantui™:
0."inf_ind_newvigeocomment':0,"musicjv_amazoninplace”.0,"enahlevideocategorydropdown”:0,"appl
icatiDns_userap&references":ﬂz'inf_ind_unreadim":D:"appIicatiDns_shDwaﬂerlnaduhp":D:“appIicatiU
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s_enablevZsettingspopup™.0,"musiciv_alimyplaylists":0,"inf_ind_newclassified":0,"webimcaldfusion”;
0 "wehimclientrichtexteditor”:0 "mdpcontaineruseopencanvas”:0 "inf_ind_newautotag”:0,"quickposta
nstatusmood”:0"inf_ind_newappnotificationmail”.0 "pageeditorstartuptips”:0,"bulletincommentsadsr) |
efresh”:0,"applications_enableapenidpopuphandling”:0,"applications_removeonappprofile”:0}; -

Close

Figure 28: The page source (new image



4 Untitled - Notepad
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Figure 29: The page source in Notepad and the Save As options

Having access to the latest tools and techniques is crucial for an investigator to
stay ahead of criminals in the fight against crime. The MySpace Friend Mapper
is useful in a number of ways. A map of friends allows the investigator to easily
make connections without hours of manually clicking through MySpace pages to
see if a connection exists. While this will not show all connections to a particular
profile, it does make a good starting map of the connections, which can greatly
aid in an investigation.
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