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SECNAV | NSTRUCTI ON 3052. 2

From Secretary of the Navy

Subj: CYBERSPACE POLI CY AND ADM NI STRATION W THI N THE
DEPARTMENT OF THE NAVY

Ref : (a) Joint Publication 1-02 of 12 April 2001
(b) DEPSECDEF Meno of 12 May 08, The Definition of
Cyber space (NOTAL)
(c) CGICS Menp of 10 Nov 08, Definition of Cyberspace
Oper ati ons ( NOTAL)

(d) DoD Instruction 5200.39 of 16 Jul 08
(e) SECNAV M 5210.1

(f) SECNAVI NST 5430. 7P

(g) SECNAVI NST 5239. 3A

(h) SECNAV M 5239.1 of Nov 05

Encl: (1) G ossary of Definitions

1. Purpose
a. To establish policies and responsibilities for the

adm ni stration of cyberspace within the Departnment of the Navy
(DON) consistent with references (a) through (h).

b. To designate the Under Secretary of the Navy as the DON
Chi ef Cyberspace O ficer.

2. Background

a. Cyberspace is an essential elenent to all mlitary
operations. DON reliance on cyberspace to conduct its m ssions
and warfighting functions will continue to increase for the
foreseeabl e future.

b. Cyberspace capabilities are critical to achieving DON
objectives in every warfighting domain and enterprise business
nodel . The Departnent of Defense (DoD) is undergoing a
significant transformation in organization, structure, and
alignnment to enable the full range of operations in cyberspace.
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Accordingly, the DON nust enhance the way it is organized to
man, train, and equip for its cyberspace m ssions and tasks.

c. Cyberspace operations will require intensive training
and education for the total DON cyberspace workforce. DON
wor kforce will be a single integrated resource that is carefully
managed wi th a dedi cated focus on continued training and
education to neet energing technical devel opnments and enpl oyed
to provide the highest |evel of cyberspace capabilities to neet
naval and joint objectives. The associated m ssion areas of
comput er network operations, Network Operations (NETOPS), and
| nformati on Assurance (IA) will be enabled by conmon
technol ogi es, and, therefore, nmust be highly synchronized to
maxi m ze our limted resources.

3. Scope. This instruction:

a. Applies to the Ofices of the Secretary of the Navy, the
Chi ef of Naval Operations (CNO, the Commandant of the Marine
Corps (CMC), and all Navy and Marine Corps activities,
instal lati ons, and comrands;

b. Does not alter conmmand and control relationships for the
enpl oyment of DON forces as directed by the Secretary of
Def ense, Unified Command Pl an, “Forces For Unified Commands” or
Navy Regul ations; and

c. Applies to DON owned or controlled cyberspace systens
that receive, process, store, display or transmt DoD
information, regardless of classification or sensitivity.

4. Definitions. Definitions are provided in enclosure (1) and
are per references (a), (b), and (c).

5. Policy

a. Cyberspace efforts within the DONw Il align with
national and DoD efforts to ensure the Departnent’s capability
and capacity to conduct cyberspace operations increases as
cyberspace continues to evolve and grow in conplexity. The DON
requires unfettered access to, and assured capabilities in,
cyberspace to execute the full range of naval m ssions and
functions assigned. Horizontal protection across DoD activities
IS necessary to ensure the sustai nment of secure DON cyberspace



SECNAVI NST 3052. 2
6 March 2009

systens for the warfighter. Therefore, the DON shall establish,
institutionalize, fund, and sustain a robust capability in
cyberspace, enabling the Departnent to:

(1) Acquire and apply capabilities to defend cyberspace
assets and suppl y-chai ns agai nst attack, exfiltration,
corruption, and usurpation;

(2) Synchroni ze cyberspace protection capabilities
across the DON during research, devel opnent, acquisition and
sustai nment of Command, Control, Conmmunications, Conputers,
Intelligence (C4l), space and Information Technol ogy (IT)
enterprise systens. This will include definition of and support
for DON supply-chain and Defense Industrial Base (DI B) partners

(3) Develop warfighting capabilities for cyberspace
operations. These capabilities will support objectives across
joint mssion areas to exploit and deny adversary freedom of
maneuver in and through cyberspace, and cyberspace pl anning
necessary to deliver increased warfighting capabilities
avai l able to Joint task force commanders; and

(4) Integrate Naval Crimnal Investigative Service
(NCI'S) Law Enforcenent (LE) and Counter Intelligence (Cl)
capabilities throughout the DON cyberspace donmai n and NETOPS
centers. These capabilities will provide rapid, coordinated
LE/Cl pursuit and prosecution of the human el enents associ at ed
with internal and external threats

b. Speed of action in cyberspace demands real tine
situational awareness. DON investnent objectives shall consider
devel opnent of a true real tinme common operating picture of the
cyber space donai n.

c. The DON will establish an organizational structure and
processes that:

(1) Invest resources to recruit, train, retain, and
equi p personnel for cyberspace m ssions.

(2) Synchroni ze the cyberspace-rel ated capabilities of
the Navy and Marine Corps to support the full range of
cyberspace m ssions and functions assigned, creating nutually
supportive kinetic and non-kinetic options and effects.
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6. Action. The Ofices of the Secretary of the Navy, CNO and
CMC shal | establish a capability that:

(1) To the extent authorized, supports nationa
m ssi ons, through coll aboration and cooperation with inter-
agency partners, such as Departnent of Honel and Security and
Depart ment of Justice;

(2) As directed and as capabl e, supports strategic
m ssi ons, including geographic and functional conbatant
commands. The DON's current priority for external support is to
mai ntain the overall integrity and availability of DoD networks

(3) Devel ops a cyberspace strategy and i npl enentati on
pl an that includes, but is not limted to: comand and control;
suppl y-chai n managenent; intelligence; and other infornmation
system networks that the Services use to performtheir functions
and m ssions;

(4) Manages acquisition of DON cyberspace capabilities
t hroughout the life-cycle to support offensive and defensive
capabilities and systens, as well as our ability to support
geographi ¢ and functional conbatant comranders requirenents; and

(5) Supports cyberspace operations with LE and Cl
mechani sms.  Results frominvestigations, operations and rel ated
prograns will be coordinated with NETOPS to include of fensive
and defensive cyberspace operations and supporting organi zati ons
to ensure continuity of effort.

7. Responsibilities

a. The Under Secretary of the Navy shall:

(1) Performthe duties, responsibilities and authorities
of the Chief Cyberspace Oficer for the DON

(2) Serve as the single official and fiscal advocate
responsi bl e for advising the Secretary on the alignnent of
program of record and non-program of record resources for mature
end-to-end cyberspace capabilities;

(3) Represent the Departnent of the Navy at DoD
cyberspace rel ated foruns;
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(4) Provide oversight to naval cyberspace policy,
ensuring intelligence, Cl, national security, foreign policy,
LE, and counter-terrorismactivities are consistent with
appl i cabl e executive orders and national strategies;

(5 In consultation with the CNO and the CMC and ot her
key Secretary of the Navy offices, advise the Secretary on DON
cyber space issues, to include:

(a) Intelligence and Cl related activities;
(b) Research, devel opnent and acqui sition
(c) Alignment of DON financial priorities;

(d) Service and DON efforts to recruit, devel op,
assign and retain a professional cyberspace workforce; and

(e) DON LE, security and related investigative
activities.

(6) Establish a governance franmework and report the sane
to the Secretary on a regularly recurring basis; and

(7) Oversee cyberspace initiatives related to controlled
uncl assified data informati on damage assessnents. In
coordination with the Director of Naval Intelligence, Conmmander,
Naval Network Warfare Conmand, and ot her offices, as required,
the Ofice of the Under Secretary will manage DIB, as well as
DON i nternal damage assessnent recommendati ons and requirenents,
supported by the CGeneral Counsel and the Damage Assessnent
Managenent O fice (DAMO) .

b. The CNO and CMC shal l

(1) Devel op organi zational constructs necessary to
ensure the exchange of information, tactics, techniques, and
procedures between DON NETOPS, Conputer Network Defense (CND),
Comput er Network Exploitation (CNE), and Conputer Network Attack
(CNA) activities, units and personnel to optim ze
synchroni zati on between these related fields

(2) Maxim ze efficiency between training and education
of cyberspace specific occupational fields;
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(3) Continue to provide Service specific NETOPS centers,
conputer incident response teans, and other cyberspace event and
reporting activities to further situational awareness of
cyberspace as well as inform energing concepts of operation;

(4) Advocate for cyberspace capabilities, ensuring
adequat e resources are progranmed to support geographic and
functional conbatant comranders’ requirenents;

(5) Devel op and mandat e cyberspace operational training
prograns, including Fleet training and exercises throughout the
Navy and Marine Corps;

(6) Incorporate cyberspace into applicable Navy and
Marine Corps doctrine, ensuring conpliance with DON, DoD, Joint
doctrine and national policies; and

(7) Provide to the Under Secretary of the Navy a pl an
for inplenenting and nmai ntaining the objectives set forth in
this instruction within the Navy and Marine Corps, respectively,
and update this plan as necessary.

c. The General Counsel of the Navy shall oversee operations
of the DAMO and adj udi cate assessnents of |ost DON i nformation
In so doing, the General Counsel will establish policy for the
internal review and disposition of assessnents, and receive the
full support of appropriate organizations involved in DAMO
assessnments and i nvestigati ons.

d. The Assistant Secretary of the Navy for Research,
Devel opnent and Acquisition (ASN (RDA)) shall:

(1) Issue acquisition policies and associ at ed
i npl enentation details to support cyberspace capabilities.
Assure conpliance with reference (d) and rel ated requirenents.
Stream i ned acquisition authority will be addressed as
appropriate to neet warfighter needs;

(2) Coordinate with the Under Secretary of Defense for
Acqui sition, Technol ogy and Logistics, the Under Secretary of
Defense for Intelligence (USD(1)), and the National Security
Agency on key cyberspace operations related acquisition, as
required;
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(3) Ensure acquisition managenent policies and processes
address cyberspace considerations during devel opnent and
t hroughout the lifecycle of DON C4l, space and IT enterprise

syst ens;

(4) WMuaintain robust cyberspace science and technol ogy
pr ogr amns;

(5) Provide systens engi neering support for naval
cyberspace systens, to include offensive capabilities, in order
to optimze integration;

(6) Establish, nmaintain and provide adm nistrative
support to the DAMO in order to assess the | oss, through
cyberspace, of DON Controlled Unclassified Information (CU)
fromthe DI B; and

(7) Coordi nate DAMO policy, concept of operations, and
assessnent out briefs with the Under Secretary of the Navy, and
ot hers as appli cabl e.

e. The Deputy Under Secretary of the Navy shall:

(1) Advise the Secretary and Under Secretary of the Navy
and assist in the oversight and nmanagenent responsibilities on
all cyberspace related intelligence, CI, CNA CNE, and CNA-
operational preparation of the environnent activities and

(2) Coordi nate DON cyberspace issues with the USD(1) and
t he Under Secretary of Defense for Policy.

f. The Director, NCI' S shall

(1) Investigate terrorism foreign intelligence, and
maj or crimnal offenses inpacting the Departnment of the Navy
frominside, on, and beyond the DON cyberspace perineter.

(2) Conduct proactive cyberspace counter-terrorism Cl,
and crimnal operation prograns related to DON and related DI B
assets.
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(3) Coordinate with ASN (RDA) to:

(a) Enhance LE/CI capabilities and solutions for the
research, devel opnent, and/or acquisition efforts that support
t he DON cyberspace donmai n and

(b) Enabl e horizontal protection across the
Departnent of the Navy of critical programinformation, CU, and
suppl y-chai n ri sk managenent .

(4) Coordinate and deliver LE/ClI cyberspace training to
NETOPS and conputer incident response teans to ensure responses
are conducted in a manner that supports LE/Cl pursuit and
prosecution objectives;

(5) Establish information sharing prograns between naval
and other intelligence organizations to facilitate national and
i nternational collaboration on LE/CI related efforts involving
naval cyberspace intelligence objectives; and

(6) Provide investigative and intelligence support for
DAMO assessnents to determ ne necessary foll owon actions.

g. The DON Chief Information Oficer shall:

(1) Devel op and promulgate | A and CND strategy and
pol i cy;

(2) Ensure conpliance of DON and hi gher |evel I A and CND
pol i ci es;

(3) Together with appropriate DoD and DON cyberspace
wor kf orce | eadershi p, devel op required cyberspace workforce
policy and guidance. Wth the DoD Chief Information Oficer and
Assi stant Secretary of the Navy (Manpower and Reserve Affairs),
track and neasure the effectiveness of DON cyberspace nanpower,
personnel, training, and education prograns;

(4) Lead DIB initiatives to inprove the protection of
uncl assified defense information processed on industry’s
uncl assified networks and systens. \Wen requested by DAMO
support assessnents of conprom sed DI B data and revi ew conpl et ed
assessnments for DON I T policy conpliance. Adjust policy as
necessary based on DAMO fi ndi ngs; and
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(5) Participate in the devel opnent of the naval
cyberspace architecture to ensure alignnent and consistency with
DON enterprise architecture. Review in accordance with
established DON enterprise architecture governance processes and
pr ocedur es.

8. Records Managenent. Records created as a result of this
instruction, regardless of format and nmedi a, shall be managed in

accordance with reference (e).
M%K

Donald C. Wnter

Distribution:
El ectronic only, via Departnment of the Navy |ssuances Wb site
http://doni.daps.dla.ml/
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d ossary of Definitions

Conput er Network Attack (CNA): Actions taken through the use of
conmput er networks to disrupt, deny, degrade, or destroy
information resident in conputers and conputer networks, or the
conputers and networks thenselves. (Reference (a))

Conmput er Network Defense (CND): Actions taken to protect,
nmoni tor, anal yze, detect and respond to unauthorized activity
wi thin DoD information systens and conputer networks.
(Reference (a))

Conput er Network Exploitation (CNE): Enabling operations and
intelligence collection capabilities conducted through the use
of conputer networks to gather data fromtarget or adversary
automated i nformati on systens or networks. (Reference (a))

Conput er Network Operations: Conprised of CNA, CND, and rel ated
CNE enabl i ng operations. (Reference (a))

Cyberspace: A global domain within the information environnent
consi sting of the interdependent network of IT infrastructures,
including the Internet, tel ecomunications networks, conputer
systens, and enbedded processors and controllers. (Reference

(b))

Cyberspace Operations: The enploynent of cyber capabilities
where the primary purpose is to achieve mlitary objectives or
effects in or through cyberspace. Such operations include
conmput er network operations and activities to operate and defend
the Gobal Information Gid. (Reference (c))

| nformati on Assurance (I A): Measures that protect and defend
information and information systens by ensuring their
availability, integrity, authentication, confidentiality, and
non-repudi ation. This includes providing for restoration of

i nformati on systens by incorporating protection, detection, and
reaction capabilities. (Reference (a))

| nformation Operations: The integrated enpl oynent of the core
capabilities of electronic warfare, conputer network operations,
psychol ogi cal operations, mlitary deception, and operations
security, in concert with specified supporting and rel ated

Encl osure (1)
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capabilities, to influence, disrupt, corrupt or usurp
adversari al human and aut omat ed deci si on maki ng while protecting
our own. Also called “10O;” see al so conputer network
operations; electronic warfare; mlitary deception; operations
security; psychol ogi cal operations. (Reference (a))

Net wor k Operations (NETOPS): Activities conducted to operate
and defend the dobal Information Gid. Al so known as “NETOPS.”
(Reference (a))

2 Encl osure (1)



