TAB AA-1-1

JOINT FEDERAL BUREAU OF INVESTIGATION

DEPARTMENT OF ENERGY AND 

DEPARTMENT OF DEFENSE AGREEMENT FOR RESPONSE

TO IMPROVISED NUCLEAR DEVICE INCIDENTS


I. PURPOSE AND SCOPE

To set forth and define specific areas of responsibility and procedures for responding to emergencies involving improvised nuclear devices (IND) within the United States, District of Columbia, Commonwealth of Puerto Rico, and U. S. possessions and territories, by representatives of the Federal Bureau of Investigations (FBI), Department of Energy (DOE), and the Department of Defense (DOD).  These provisions amplify the current DOD/ DOE Agreement of 1 March 1977, DOE/ FBI Memorandum of Understanding of June 1976 dealing with response to incidents involving nuclear material, and the Attorney General’s letter to the Secretary of Defense on assistance to Federal agencies combating terrorism, dated 10 November 1972.


II. TERMS OF AGREEMENT


A. This agreement shall be effective upon signature by representatives of the FBI, DOE and DOD.


B. Amendments, modifications or termination on this agreement may be made by written agreements of all parties.


III. POLICY

A. In the event of a nuclear threat incident involving an IND, the FBI is responsible, as set forth in Section 221.b of the Atomic Energy Act, as amended, for investigating all alleged or suspected criminal violations of that Act.


B. The FBI has primary jurisdiction where a question of the violation of Federal law exists and, where appropriate, will coordinate the utilization of available resources in the interest of public health and safety.  DOE and DOD will provide assistance and support to the FBI as listed in Section V of this agreement.


IV. IMPLEMENTATION

Each party will issue its own departmental instructions and detailed operating procedures implementing this agreement and will develop and exchange additional instructions and procedures as are deemed necessary for the continued implementation of this agreement.

V. RESPONSIBILITIES

A. The FBI will:


1. Act as the Federal agency in charge at the scene of and IND incident and assume jurisdiction over all field organizations.


2. Establish and maintain contacts and coordinate IND incident support requirements with other Federal agencies and local law enforcement agencies.


3. Provide security for personnel and equipment to be utilized in search, deactivation, and clean up operations.


4. Provide, at the incident scene, a representative to act as liaison with Federal and local authorities.


5. Notify appropriate individuals and offices of any nuclear threat incident.


6. Notify DOE Headquarters of support requirements and provide:


a. The exact wording of threat messages, copies of drawings, nuclear material samples, or other related intelligence for scientific analysis and credibility assessment.


b. All information pertinent to an assessment of a threat perpetrator’s technical capabilities to carry out a threat.


7. Notify the National Military Command Center (NMCC)/ Explosive Ordinance Disposal (EOD) of support requirements for either standby or deployment.


8. Provide additional support as required by DOE and DOD/ EOD personnel in carrying out their assigned operations.


B. The DOE, upon notification by the FBI of an IND incident, will:


1. Provide scientific and technical assistance and advice to the FBI and DOD in the areas of threat assessment and search operations, device deactivation, hazards, assessment, containment, relocation and storage of special nuclear material evidence, and in post-incident cleanup.


2. Analyze threat messages for technical content, nuclear design feasibility, and general credibility and provide such analysis to the FBI.


3. Acquire, maintain, and make available any special equipment and capabilities required to provide the necessary scientific and technical support.


4. Coordinate IND incident activities with the Nuclear Regulatory Commission (NRC), as appropriate (IND incidents involving facilities or material within the jurisdiction of the NRC are initially reported by NRC to the FBI).


5. Arrange for any special transportation of DOE equipment, personnel, and/ or nuclear material, as required.


6. Notify the DOD and civilian agencies of, and request assistance for, post-incident cleanup activities as soon as appropriate.


7. Have final authority concerning the classification of Restricted Data and DOE-originated National Security Information associated with source material, special nuclear material, radioactive by-products, or nuclear weapons/ components.


8. Provide, upon request by the FBI, scientific and technical information and testimony for use in any legal action undertaken by the Department of Justice.


C. DOD, upon request by the FBI, will:


1. Provide EOD technical and operational assistance to the FBI.


2. Provide EOD technology, procedures and equipment for working point access, device deactivation, and non-nuclear device diagnostics.


D. The FBI, DOE, and DOD will:


1. Coordinate all proposed press releases related to IND incidents.  Any media or public inquiries will be initially referred to the FBI; responses to such inquiries will be coordinated with DOE and DOD.


2. Treat all IND incidents with adequate security and confidentiality commensurate with National Security classification guidelines and the standards for the preservation of criminal evidence.


3. Review the IND incident for the purpose of improving upon future joint responses.


4. Provide a mechanism for coordinated planning and for coordinated training and testing of IND incident management, equipment and personnel.


E. The DOE and DOD, in support of the FBI, will:


1. Develop working point operation procedures to be followed after location of an IND.


2. Provide for:


a. IND EOD training material including inert nuclear and high explosive devices and fusing and firing systems.


b. Realistic training exercises that includes participation by all parties (FBI, DOE, and DOD/ DOE).


c. Training in EOD practices, procedures, and component identification safety precautions for IND.


d. Research and development in the areas of render safe and disposal technology including dispersal containment concepts.


VI. PROCEDURES


A. Initial Notification


1. IND incidents could initially come to the attention of the FBI, DOD, or the DOE.  Upon receipt of such information, the agency informed shall immediately notify the nearest FBI office and provide all known information.  The FBI will officially notify all agencies involved of the incident.


2. All agencies shall notify the various branches, offices, or individuals concerned within their jurisdictions about the situation and specify what actions and/ or resources might be required.


B. Actions upon notification


1. The FBI will designate a Special Agent to take command of field operations and Special Agents to act as liaison with DOE Headquarters, local police jurisdictions, and the NMCC.


2. DOE will consult with the FBI and will assign personnel to provide required support.  A FBI liaison representative will be designated by competent authority to accompany DOE personnel to the scene on an IND incident for local coordination purposes.


3. The NMCC will, upon the receipt of notification by the FBI of a credible IND incident, notify the applicable DOD Emergency Operations Center (EOC) which will utilize its established notification system in order to dispatch an EOD unit and other technical and operational support to the incident site.  A FBI representative will be designated by competent authority as point of contact for EOD personnel at the scene of an IND incident for local coordination purposes.


4. The DOD/ DOE command post will be located in the incident site control center.


C. Threat Assessment


1. The FBI with DOE assistance, including DOD participation when appropriate, will provide a threat assessment.


2. DOE will provide scientific and technical assistance for determining the credibility of specific nuclear threats and the potential hazards associated with those threats and report its assessment to the FBI.


3. DOE will determine, in coordination with the NRC, if any source material, special nuclear material, or radioactive by-products are missing or unaccounted for and report the results to the FBI.  DOD and DOE will, when requested by the FBI, determine if any nuclear weapons or components are missing.


4. The FBI will notify DOD through NMCC of any credible threat and request DOE and DOD/ DOE assistance.


D. Search and Location


1. DOE will have primary responsibility for the search and location of INDs.


2. DOE will dispatch, upon request by the FBI, a DOE response group and necessary special equipment to the scene of an incident.


3. The DOE response group will, by use of specialized equipment, attempt to determine the presence and location of an IND.


4. DOE will relay all data relating to the IND, including radiological readings, configurations, and location to the FBI and the DOD/ EOD team.


5. DOD/ EOD personnel will identify the presence or suspected presence of booby-trapped devices in the area or structure which the DOE response team is searching.


6. The DOD/ EOD team present will be responsible for the clearance of any booby-traps or other hazardous item encountered by the DOE team during the search.


7. The FBI will have primary responsibility for security of, and access to, the location of an IND incident.


E. Incident Site Reconnaissance and Clearance


1. DOD/ EOD, with Doe technical assistance, will have primary responsibility for incident site reconnaissance and clearance.


2. DOD/ EOD personnel will clear the area/ structure of explosive devices.


3. DOD will provide a qualified individual for safety and coordination of functions at the working point.


F. Diagnostics and Measurements


1. DOE, with DOD/ EOD assistance, will have primary responsibility for diagnostics and measurements.


2. DOE personnel will determine, through use of diagnostic measurement equipment, details of the suspected device, including its structure and function.


G. Dispersal Containment Preparations


1. DOD with DOE and FBI support will have primary responsibility for dispersal containment preparations.


2. DOD/ EOD and DOE personnel will develop, with FBI support, any required containment apparatus for explosive and radiological matter.


H. Device Deactivation


1. DOD/ EOD, with FBI and DOE support, will have the primary responsibility for device deactivation.


2. DOD/ EOD personnel will develop suitable render safe procedures.


3. DOD/ EOD personnel will perform the approved deactivation procedures.  DOD/ EOD, FBI and DOE personnel will work in close cooperation to achieve the deactivation of the device.


I. Post-Incident Operations


1. The FBI, with support of DOE, DOD and other Federal, state and local authorities will have primary responsibility for post-incident operations.


2. DOD/ EOD and DOE personnel will work closely with, and in support of, the FBI in the preservation of evidence.


3. DOE and DOD will arrange for any special transportation of nuclear material in coordination with the FBI.


4. The FBI will request assistance from DOE, DOD and appropriate civilian agencies for post-incident cleanup.


J. Major Emergency or Disaster – In the event of a major emergency or disaster, DOE will assist in the response to post-incident cleanup requirements in coordination with the DOD and various civilian agencies as provided for under other agreements.  DOE will have assistance from the DOD as provided for in the 1 March 1977, DOD and DOE Agreement in Response to Accidents-Incidents involving Radioactive Material or Nuclear Weapons.


VII. EMERGENCY ASSISTANCE EXPENSE

DOD, DOE and the FBI will each fund the costs which they incur in providing the equipment and services required to meet their responsibilities defined in the agreement.  Any reimbursements, which may subsequently be agreed upon by the undersigned in furtherance of this agreement, will be in accordance with the Economy Act, 31 U. S. C. 8.
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