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Preface

FM 2-0 is the Army’s keystone manual for military intelligence (MI) doctrine. It describes—

e  The fundamentals of intelligence operations.

e  The intelligence warfighting function.

e The intelligence process.

e Ml roles and functions within the context of Army operations.

e Intelligence in unified action.

e Intelligence considerations in strategic readiness.

e  The intelligence disciplines.
This field manual (FM) provides MI guidance for commanders, staffs, trainers, and MI personnel at all
echelons. It forms the foundation for MI and intelligence warfighting function doctrine development. It also

serves as a reference for personnel who are developing doctrine; tactics, techniques, and procedures (TTP);
materiel and force structure; and institutional and unit training for intelligence operations.

This FM uses joint and Army terms. These terms are italicized and the number of each proponent publication
follows the definition. Definitions for which FM 2-0 is the proponent publication (the authority) are in
boldfaced text. These terms and their definitions will be in the next revision of FM 1-02.

In this manual, other aspects of the area of operations (AO) refers to terrain and weather and civil
considerations, which can be organized and analyzed using either the mission variables or the operational
variables.

This publication applies to the Active Army, the Army National Guard/Army National Guard of the United
States, and the U.S. Army Reserve unless otherwise stated.

Headquarters, U.S. Army Training and Doctrine Command, is the proponent for this publication. The preparing
agency is the U.S. Army Intelligence Center of Excellence (USAICoE), Fort Huachuca, AZ. Send written
comments and recommendations on DA Form 2028 (Recommended Changes to Publications and Blank Forms)
directly to: Commander, USAICoE, ATTN: ATZS-CDI-D (FM 2-0), 550 Cibeque Street, Fort Huachuca, AZ
85613-7017. Send comments and recommendations by e-mail to ATZS-FDC-D@conus.army.mil or submit an
electronic DA Form 2028.
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Summary of Changes

FM 2-0 updates the Army’s keystone doctrine on intelligence. The following paragraphs summarize the
most important updates and changes from FM 2-0, 17 May 2004, with change 1 dated 11 September 2008.

Chapter 1 makes the following changes:

Replaces the intelligence battlefield operating system with the intelligence warfighting function in
accordance with FM 3-0 and discusses the mission variables for which the intelligence warfighting
function is responsible: enemy, terrain (to include weather), and civil considerations.

Updates the descriptions of the intelligence tasks.

Addresses the concept of actionable intelligence.

Describes the characteristics of effective intelligence, which include the six relevant information
quality criteria and three additional criteria.

Introduces the intelligence survey as a means to provide the unit intelligence officer with an initial
assessment for recommending intelligence asset apportionment within the area of operations (AO)
and how to best use the unit’s intelligence assets within the AO.

Addresses the concept of critical thinking.

Increases the number of intelligence disciplines from seven to nine by adding geospatial
intelligence (GEOINT) and open-source intelligence (OSINT).

Addresses the emerging capabilities of biometrics, Distributed Common Ground System-Army
(DCGS-A), human terrain analysis teams, document and media exploitation (DOMEX) in modern
military operations, and the concept of red teaming.

Chapter 2 makes the following changes:

Provides an overview of national, joint, and Army intelligence organizations.
Updates unified action and force projection operations sections based on FM 3-0.

Chapter 3 describes the operational concept, discusses intelligence support to the elements of full spectrum
operations, and introduces the elements of combat power based on FM 3-0.

Chapter 4 makes the following changes:

Updates the intelligence process by combining the collect and process steps, adding a continuing
activity (generate intelligence knowledge), and describing an additional input to the intelligence
process (commander’s input).

Establishes the definition of an intelligence requirement and describes the information priorities
hierarchy for the intelligence warfighting function.

Chapters 5 through 13 make the following changes:

Address the generate intelligence knowledge continuing activity for the all-source analyst.
Incorporate the updated intelligence preparation of the battlefield (IPB) steps.

Describe the intelligence running estimate.

Update the counterintelligence (CI) functions and organizations.

Update human intelligence (HUMINT) functions and organizations based on FM 2-22.3.

Introduce GEOINT as an intelligence discipline and discuss the Army implementation of
GEOINT in chapter 8.

Incorporate changes to the measurement and signature intelligence (MASINT) discipline.

FM 2-0 23 March 2010
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Summary of Changes

e Introduce OSINT as an intelligence discipline in chapter 11.
e Updates signals intelligence (SIGINT) definitions and organizations.

Appendix A adds instructions on the contents of the intelligence estimate, intelligence running estimate,
and intelligence summary (INTSUM).

Appendix B updates language support requirements and adds a short discussion of language technology.
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PART ONE

Intelligence Across the Spectrum of Conflict

Part One discusses the role of intelligence in operations conducted under conditions
ranging from stable peace to general war and back to stable peace. The primary
focus of the intelligence warfighting function is to provide timely, relevant, accurate,
predictive, and tailored intelligence that focuses missions and operations.

Chapter 1 describes the operational environment and the roles of intelligence within
the operational environment. It introduces the intelligence warfighting function, the
intelligence tasks, and the intelligence process, which is the mechanism through
which the intelligence warfighting function supports the warfighter. This chapter also
introduces the intelligence disciplines, which are explained in detail in Part Three of
this manual.

Chapter 2 describes the interaction of the intelligence warfighting function within the
nation’s intelligence community structure and the role of Army intelligence within that
community; it provides an overview of the intelligence community capabilities from
the national level to the tactical level across the spectrum of conflict. This chapter
also discusses the concepts and components of intelligence reach, and it provides
an overview of intelligence readiness, particularly the intelligence requirements
associated with force projection.

Chapter 1
Intelligence and the Operational Environment

THE OPERATIONAL ENVIRONMENT

1-1. An operational environment is a composite of the conditions, circumstances, and influences that
affect the employment of capabilities and bear on the decisions of the commander (JP 3-0). An operational
environment encompasses physical areas and factors of the air, land, maritime, and space domains. It also
includes all enemy, adversary, friendly, and neutral systems that may affect the conduct of a specific
operation.

OPERATIONAL VARIABLES

1-2. Analysis of the broad aspects of an operational environment in terms of the operational variables—
political, military, economic, social, information, infrastructure, physical environment, and time—provides
relevant information that senior commanders use to understand, visualize, and describe the operational
environment. As a set, these operational variables are often abbreviated as PMESII-PT. (See FM 3-0.)

23 March 2010 FM 2-0 11
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Chapter 1

1-3. While the operational variables are directly relevant to campaign planning, they may be too broad to
be applied directly to tactical planning. This does not mean they are not of value at all levels. They are
fundamental to developing the understanding of the operational environment necessary to conduct planning
at any level, in any situation.

1-4. When identifying threats based on the joint systems approach (using PMESII), there are three
primary components of the operational environment for which the intelligence warfighting function is
responsible: threat, terrain (to include weather), and civil considerations.

1-5. The degree to which each operational variable provides useful information depends on the situation
and echelon. Once intelligence Soldiers have completed their overall analysis, they factor in small unit
leaders’ intelligence requirements. For example, social and economic variables often receive close analysis
as part of enemy and civil considerations at brigade and higher levels. These factors may affect the training
and preparation of small units. However, they may not be relevant to a small unit leader’s mission analysis.
That leader may only be concerned with questions such as, “Who is the tribal leader for this village?” “Is
the electrical generator working?” “Does the enemy have antitank missiles?”

MISSION VARIABLES

1-6. Upon receipt of a warning order (WARNO) or mission, Army leaders narrow their focus to six
mission variables. Mission variables are those aspects of the operational environment that directly affect a
mission. They outline the situation as it applies to a specific Army unit. The mission variables are mission,
enemy, terrain and weather, troops and support available, time available, and civil considerations
(METT-TC). These are the categories of relevant information used for mission analysis. (Relevant
information is all information of importance to commanders and staffs in the exercise of command and
control [FM 3-0].) Army leaders use the mission variables to synthesize the operational variables and
tactical-level information with local knowledge about conditions relevant to their mission. Intelligence
warfighting function Soldiers are responsible for describing the enemy, terrain and weather, and civil
considerations:

e Enemy. Relevant information regarding the enemy may include—
m  Threat characteristics (previously order of battle factors).
m  Threat courses of action (COAs).

® Terrain and weather. Terrain and weather are natural conditions that profoundly influence
operations. Terrain and weather are neutral. They favor neither side unless one is more familiar
with—or better prepared to operate in—the environment of the area of operations (AO).

o Civil considerations. Civil considerations are the influence of manmade infrastructure, civilian
institutions, and attitudes and activities of the civilian leaders, populations, and organizations
within an area of operations on the conduct of military operations (FM 6-0). Civil considerations
comprise six characteristics expressed in the memory aid ASCOPE:

= Areas.

= Structures.

= Capabilities.

= Organizations.
= People.

= Events.

Note. For additional information on ASCOPE and the intelligence preparation of the battlefield
(IPB) process, see FM 2-01.3. Understanding the operational environment requires
understanding the civil aspects of the area of influence.

1-7. Analysis based on the mission variables (METT-TC) enables leaders to synthesize operational-level
information with local knowledge relevant to their missions and tasks in a specified AO. Tactical and
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Intelligence and the Operational Environment

operational leaders can then anticipate the consequences of their operations before and during execution.
(See FM 3-0 for a detailed discussion of the operational and mission variables.)

THE INTELLIGENCE WARFIGHTING FUNCTION

1-8. Intelligence is the product resulting from the collection, processing, integration, evaluation, analysis,
and interpretation of available information concerning foreign nations, hostile or potentially hostile forces
or elements, or areas of actual or potential operations. The term is also applied to the activity that results in
the product and to the organizations engaged in such activity (JP 2-0). The Army generates intelligence
through the intelligence warfighting function.

1-9. The intelligence warfighting function is the related tasks and systems that facilitate understanding of
the operational environment, enemy, terrain, and civil considerations (FM 3-0). It includes tasks associated
with intelligence, surveillance, and reconnaissance (ISR) operations and is driven by the commander.
Intelligence is more than just collection. Developing intelligence is a continuous process that involves
analyzing information from all sources and conducting operations to develop the situation. The intelligence
warfighting function includes the following tasks:

e Support to force generation.

e Support to situational understanding.
e Perform ISR.
°

Support to targeting and information superiority.

1-10. The intelligence warfighting function is one of six warfighting functions:
e Movement and maneuver.

Intelligence.

Fires.

Sustainment.

Command and control.

Protection.

1-11. A warfighting function is a group of tasks and systems (people, organizations, information, and
processes) united by a common purpose that commanders use to accomplish missions and training
objectives (FM 3-0). (See FM 3-0, chapter 4, for an overview of the warfighting functions.) The
intelligence warfighting function is a flexible force of personnel, organizations, and equipment that,
individually or collectively, provide commanders with the timely, relevant, accurate, predictive, and
tailored intelligence required to visualize the AO, assess the situation, and direct military actions.
Additionally, the intelligence warfighting function—

e Is a complex system that operates worldwide, from below ground to space, in support of

operations.

Includes the ability to leverage theater and national capabilities.

Requires cooperation and federation of ISR and analysis efforts internally; with higher, lower,
and adjacent organizations; and across Service components and multinational forces.

1-12. The intelligence warfighting function not only includes assets within the military intelligence (MI)
branch, but also those of other branches and warfighting functions that conduct intelligence warfighting
function tasks. Every Soldier, as a part of a small unit, is a potential information collector and an essential
contributor to the commander’s situational understanding. Each Soldier develops a special level of
awareness simply due to exposure to events occurring in the AO, and has the opportunity to collect and
report information by observation and interaction with the population. (See paragraph 3-3.)

1-13. Conducting (planning, preparing, executing, and assessing) military operations requires intelligence
regarding the threat (traditional, irregular, catastrophic, and disruptive) and other aspects of the AO. The
intelligence warfighting function generates intelligence and intelligence products that portray the enemy
and other aspects of the AO. These intelligence products enable commanders to identify potential COAs,
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Chapter 1

plan operations, employ forces effectively, employ effective tactics and techniques, and implement
protection.

1-14. The intelligence warfighting function is always engaged in supporting the commander in offensive,
defensive, stability, and, when directed, civil support operations. Intelligence provides timely, relevant,
accurate, predictive, and tailored products. It supports realistic training, thorough planning, meticulous
preparation, and aggressive execution, all of which posture the Army for success. The current deployment
tempo requires intelligence readiness to support the full spectrum operations at any point along the
spectrum of conflict. This support reaches across levels of war to produce the intelligence required to
successfully accomplish the mission through a combination of space, aerial, seaborne, and ground-based
systems to provide the most comprehensive intelligence possible. During force projection operations, the
intelligence warfighting function supports the commander with accurate and responsive intelligence from
predeployment through redeployment.

1-15. The intelligence warfighting function architecture—the components comprising the intelligence
warfighting function—provides specific intelligence and communication structures at each echelon from
the national level through the tactical level. (In recent years, brigade combat team [BCT] intelligence
capabilities and access have increased significantly.) These structures include intelligence organizations,
systems, and procedures for generating intelligence knowledge and for planning, preparing, collecting, and
producing intelligence and other critical information in a useable form to those who need it, when they
need it. Effective communication connectivity and automation are essential components of this
architecture.

PURPOSE OF INTELLIGENCE

1-16. The purpose of intelligence is to provide commanders and staffs with timely, relevant, accurate,
predictive, and tailored intelligence about the enemy and other aspects of the AO. Intelligence supports the
planning, preparing, execution, and assessment of operations. The most important role of intelligence is to
drive operations by supporting the commander’s decisionmaking.

ROLE OF INTELLIGENCE

1-17. Intelligence drives the conduct of operations. Therefore, intelligence officers are responsible for
ensuring that the intelligence warfighting function operates effectively and efficiently. Intelligence officers
are not simply managers; they are the commander’s primary advisors on employing ISR assets and driving
ISR collection. In addition, intelligence officers support their commanders with analysis and production of
timely, relevant, accurate, and predictive information tailored to the commander’s specific needs.

1-18. Commanders require intelligence about the enemy and other aspects of the AO before executing
operations to effectively accomplish their missions. Intelligence helps commanders visualize the AO,
organize their forces, and control operations to achieve their objectives. Intelligence supports protection by
alerting commanders to threats and assisting in preserving and protecting the force.

1-19. Units may have to deal with multiple threats. Commanders must understand how current and
potential enemies organize, equip, train, employ, and control their forces. Intelligence provides an
understanding of the enemy, which assists in conducting operations. Commanders must also understand
their AO, area of influence, area of interest, and the impact of each on friendly and threat operations.

1-20. Intelligence personnel provide mission-oriented intelligence about enemy forces within the AO, area
of influence, and area of interest as well as about other relevant aspects of the AO. All-source analysts
depend upon ISR activities to collect and provide information about the threat and other aspects of the AO.
They make their most significant contributions when they accurately predict (predictive intelligence)
possible enemy events and actions. Intelligence is never perfect and can be extremely time consuming and
difficult. However, providing worst-case and probable threat COAs based on verified or probable threat
capabilities and intent during wargaming is a core intelligence function.
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Intelligence and the Operational Environment

1-21. Predictive intelligence is not an exact science and is vulnerable to incomplete information.
Commanders must understand that intelligence predictions are only estimates and they accept an amount of
risk in formulating plans based only on the intelligence officer’s assessments. The intelligence officer uses
all-source intelligence to try to mitigate the risk. The intelligence officer should ensure the commander is
aware of, and has taken into account, all aspects of the enemy, terrain and weather, and civil considerations
portions of the mission variables, and should provide the commander with an estimate regarding the degree
of confidence the intelligence officer places in each analytic prediction.

1-22. Predictive intelligence enables the commander and staff to anticipate key enemy events or reactions
and develop branch plans to counter them. Intelligence professionals tailor intelligence to the commander’s
requirements to support the commander’s situational understanding. Commanders require intelligence in a
clear and concise format so they can understand it, believe it, and act on it. It is the intelligence officer’s
primary function to deliver timely intelligence to the commander. A close professional relationship allows
intelligence officers to provide the best possible support to their commander. It helps them to tailor products
to the commander’s needs. Commanders and intelligence officers must work to develop this relationship.

INTELLIGENCE TASKS

1-23. The personnel and organizations within the intelligence warfighting function conduct four primary tasks:
e Support to force generation.
e Support to situational understanding.
e Perform ISR.
e Support to targeting and information superiority.

1-24. The primary intelligence tasks facilitate the commander’s visualization and understanding of the
threat and other aspects of the AO. These tasks are interactive and often occur simultaneously. Table 1-1,
page 1-6, shows an example of these tasks tailored to the commander’s needs. (See FM 7-15, chapter 2, for
the complete list of intelligence tactical tasks and their measures of performance.)

SUPPORT TO FORCE GENERATION

1-25. Support to force generation is the task of generating intelligence knowledge concerning an area of
interest, facilitating future intelligence operations, and tailoring the force. It includes establishing
intelligence communication and knowledge management architectures. These architectures enable
collaboration among strategic, operational, and tactical intelligence organizations in the following areas—
intelligence reach; collaborative analysis; data storage, processing, and analysis; and intelligence
production. Support to force generation includes five tasks:

e Provide intelligence readiness.
Establish an intelligence architecture.
Provide intelligence overwatch.
Generate intelligence knowledge.

Tailor the intelligence force.

Provide Intelligence Readiness

1-26. Intelligence readiness operations develop baseline knowledge of multiple potential threats and
operational environments. These operations support ongoing operations, contingency planning, and
operational preparation. These operations and related intelligence training activities enable the intelligence
warfighting function to support the commander’s intelligence requirements effectively. Provide intelligence
readiness includes the following three tasks:

e Perform indications and warning (I&W).
e Conduct intelligence readiness operations.
e Conduct Foundry.

23 March 2010 FM 2-0 1-5

FOR OFFICIAL USE ONLY



Chapter 1

Table 1-1. Intelligence tailored to the commander’s needs

Intelligence tasks » Commander’s focus » Commander’s decisions
Support to force generation Orient on contingencies. Should the unit’s level of
e Provide intelligence readiness. readiness be increased?
e Establish an intelligence Should the operation plan be
architecture. implemented?

e Provide intelligence overwatch.
e Generate intelligence knowledge.
e Tailor the intelligence force.

Support to situational understanding Plan an operation. Which course of action

e Perform intelligence preparation of | Prepare. (COA) will be implemented?
the battlefield (IPB). Execute. Which enemy actions are

e Perform situation development. Assess. expected?

e Provide intelligence support to Secure the force.
protection.

e Provide tactical intelligence
overwatch.

e Conduct police intelligence
operations.

e Provide intelligence support to
civil affairs (CA) activities.

Perform intelligence, surveillance, and Plan an operation. Which decision points, high-
reconnaissance (ISR) Prepare. payoff targets (HPTs), and
e Perform ISR synchronization. Execute. high-value targets (HVTs)
e  Perform ISR integration. Assess. are linked to the enemy’s
e Conduct reconnaissance. actions?
e Conduct surveillance. Are the assets available and
e Conduct related missions and in position to collect on the
operations. decision points, HPTs, and
HVTs?

Have the assets been
repositioned for branches or

sequels?
Support to targeting and information Utilize lethal or nonlethal Are the unit’s fire (lethal and
superiority fires against targets. nonlethal) and maneuver
e Provide intelligence support to Destroy/suppress/ effective?
targeting. neutralize targets. Which targets should be re-
e Provide intelligence support to Reposition intelligence or engaged?
Army information tasks. attack assets. Is the unit’s information
e Provide intelligence support to engagement effective?

combat assessment.

Perform Indications and Warning

1-27. This task provides the commander with advance warning of threat actions or intentions. The
intelligence officer develops I&W to rapidly alert the commander of events or activities that would change
the basic nature of the operation. I&W enable the commander to quickly reorient the force to unexpected
contingencies and shape the operational environment.

Conduct Intelligence Readiness Operations

1-28. Intelligence readiness operations support contingency planning and preparation by developing
baseline knowledge of multiple potential threats and operational environments. This information and
training enable a collaborative effort and environment to provide the best possible initial threat
understanding.
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Conduct Foundry

1-29. Foundry is a training program designed to sustain critical intelligence capabilities and perishable
intelligence skills, and to provide regional focus, technical training, and functional expertise to the tactical
MI force through home-station training platforms, mobile training teams, and live environment training
opportunities. Foundry provides a single hub for advanced skills training across the Active Army, Army
National Guard, and the Army Reserve MI force. It also provides training to leaders who supervise MI
missions and Soldiers who perform MI activities.

Establish an Intelligence Architecture

1-30. Establishing an intelligence architecture includes complex and technical issues that include sensors,
data flow, hardware, software, communications, communications security materials, network classification,
technicians, database access, liaison officers, training, and funding. A well-defined and -designed
intelligence architecture can offset or mitigate structural, organizational, or personnel limitations. This
architecture provides the best possible understanding of the threat, terrain and weather, and civil
considerations. Establish an intelligence architecture includes the following four tasks:

e Conduct intelligence reach.

® Develop and maintain automated intelligence networks.
e [Establish and maintain access.

e C(Create and maintain intelligence databases.

Conduct Intelligence Reach

1-31. Intelligence reach is a process by which intelligence organizations proactively and rapidly
access information from, receive support from, and conduct direct collaboration and information
sharing with other units and agencies, both within and outside the area of operations, unconstrained
by geographic proximity, echelon, or command. Intelligence obtained through intelligence reach helps
the staff plan and prepare for operations and answer commander’s critical information requirements
(CCIRs) without the need for the information to pass through a formal hierarchy.

Develop and Maintain Automated Intelligence Networks

1-32. This task entails providing information systems that connect unique assets, units, echelons, agencies,
and multinational partners for intelligence, collaborative analysis and production, dissemination, and
intelligence reach. It uses existing automated information systems, such as the Distributed Common
Ground System-Army (DCGS-A), and, when necessary, creates operationally specific networks. In either
case, these networks allow access to unclassified and classified means, and interoperability across the AO.
This task includes identifying deficiencies in the following: systems or networks, Service procedures,
system administration procedures, security procedures, alternate power plan, redundancy, system backups,
and update procedures.

Establish and Maintain Access

1-33. This task entails establishing, providing, and maintaining access to classified and unclassified
programs, databases, networks, systems, and other Web-based collaborative environments for Army forces,
joint forces, national agencies, and multinational organizations. Its purpose is to facilitate intelligence
reporting, production, dissemination, and sustainment; intelligence reach; and a multilevel collaborative
information environment.

Create and Maintain Intelligence Databases

1-34. This task entails creating and maintaining unclassified and classified databases. Its purpose is to
establish interoperable and collaborative environments for Army forces, joint forces, national agencies, and
multinational organizations. This task facilitates intelligence analysis, reporting, production, dissemination,
sustainment, and intelligence reach. It also includes the requirements for formatting and standardization,
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indexing and correlation, normalization, storage, security protocols, and associated applications. The
following must be addressed in database development, management, and maintenance:

® Data sources.

Information redundancy.

Import and export standards.

Data management and standards.

Update and backup procedures.

Data mining, query, and search protocols.

Provide Intelligence Overwatch

1-35. Intelligence overwatch is creating standing fixed analytical intelligence capabilities that provide
dedicated intelligence support to committed maneuver units. The overwatch element is connected via a
shared intelligence network that can extract information from multiple sources and provide succinct
answers (vice megabytes of information) directly to supported units when time is critical.

Generate Intelligence Knowledge

1-36. Generate intelligence knowledge is a continuous, user-defined task driven by the commander. It
begins before mission receipt and provides the relevant knowledge required regarding the operational
environment for the conduct of operations. As soon as the intelligence officer and other staff sections begin
to collect data on the operational environment, they should organize the data into databases that meet the
commander’s visualization requirements. The execution of this task must follow all applicable policies and
regulations on information collection and operations security (OPSEC).

1-37. The information and intelligence obtained are refined into knowledge for use in mission analysis
through functional analysis. Information is obtained through intelligence reach; research; data mining;
database access; academic studies, products, or materials; intelligence archives; open-source intelligence
(OSINT); and other information sources. Generate intelligence knowledge is the foundation for performing
IPB and mission analysis. The primary product of the generate intelligence knowledge task is the initial
data files and intelligence survey. (See paragraphs 4-18 through 4-21.) Generate intelligence knowledge
includes five tasks. Each of the first four tasks is translated into a database or data files based on the
commander’s guidance to support the commander’s visualization:

e Develop the foundation to define threat characteristics.
Obtain detailed terrain information and intelligence.
Obtain detailed weather and weather effects information and intelligence.
Obtain detailed civil considerations information and intelligence.
Complete studies.

Develop the Foundation to Define Threat Characteristics

1-38. This task entails obtaining detailed information and intelligence concerning threat characteristics
(formerly order of battle) affecting the conduct of operations. The intelligence section obtains this
information from sources that include intelligence reach; research; data mining; database access; academic
studies, products, or materials; intelligence archives; and OSINT. This task develops specific, detailed
information for each threat characteristic. The information, intelligence, products, and materials obtained
are refined for use in mission analysis, IPB, and other planning tasks. This refinement occurs through
functional analysis and other analytic techniques.

Obtain Detailed Terrain Information and Intelligence

1-39. This task entails obtaining detailed information and intelligence about the terrain in the expected area
of interest from sources that include intelligence reach; research; data mining; database access; academic
studies, products, or materials; intelligence archives; and OSINT. The information, intelligence, products,
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and materials are refined for use in mission analysis, IPB, and other planning tasks through functional
analysis. This task encompasses the types of environments (for example, desert, jungle) and the military
aspects of terrain.

Obtain Detailed Weather and Weather Effects Information and Intelligence

1-40. This task entails obtaining detailed information and intelligence regarding recent and historical
weather trends, seasonal patterns, aspects of the weather, and weather zones. This task includes obtaining
information from sources about the weather’s effects on friendly and enemy forces and operations in the
area of interest. Sources include intelligence reach; research; data mining; database access through the
digital topographic support system; academic studies, products, or materials; intelligence archives; and
OSINT. This task requires specific and detailed information for each weather factor.

1-41. The Integrated Meteorological System (accessed through DCGS-A) provides commanders at all
echelons with an automated weather system. This system receives, processes, and disseminates weather
observations, forecasts, and decision aids for weather and environmental effects to all warfighting
functions. The information, intelligence, products, and materials obtained are refined for use in mission
analysis, IPB, and other planning tasks through functional analysis.

Obtain Detailed Civil Considerations Information and Intelligence

1-42. This task entails obtaining detailed information and intelligence concerning the civil considerations
within or affecting the expected area of interest. The intelligence section obtains this information from
sources that include intelligence reach; research; data mining; database access; academic studies, products,
or materials; intelligence archives; and OSINT. The data, information, intelligence, products, and materials
obtained are refined for use in mission analysis, IPB, and other planning tasks through functional analysis.
This task develops specific and detailed information for each characteristic of civil considerations.

Complete Studies

1-43. To assist in achieving goals and objectives, this task entails providing the requesting command or
organization with detailed information, assessments, and conclusions about the AO and area of interest. A
study can be a systems or functional analysis product. It should be as detailed and in-depth as time allows.
Studies provide knowledge that supports understanding of the local populations; cultures and caste system;
societal systems or organizations; political systems and structures; religions practiced and their impacts;
moral beliefs and their impacts; civil authority considerations; military organizations, structure, and
equipment; and attitudes toward U.S., multinational, or host-nation forces. Studies can also include the
views and attitudes of multinational and host-nation forces towards these factors. Complete studies include
two tasks:
o Conduct area, regional, or country study. This task entails studying and providing mission-
focused knowledge of the terrain and weather, civil considerations, and threat characteristics for
a specified area or region of a foreign country—including the attitudes of the populace and
leaders toward joint, multinational, or host-nation forces—to assist in achieving goals and
objectives. Studies can also include the views and attitudes of multinational and host-nation
forces. Studies provide detailed information, assessments, and conclusions on the area of interest
of the requesting command or organization. Studies should be as detailed as time allows.

o Conduct specified study. This task entails studying and providing focused knowledge of the
terrain and weather, civil considerations, and threat characteristics for a specified topic or
requirement. Studies provide the requesting command or organization with detailed information,
assessments, and conclusions on the area of interest. Studies should be as detailed and in-depth
as time allows.

Tailor the Intelligence Force

1-44. The generating force uses mission analysis to focus the allocation of intelligence resources for use by
a joint task force (JTF) or combatant commander as well as to support strategic objectives, the Army’s
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mission, and operations at each echelon. Based on their own mission analysis, the staff at each echelon
allocates intelligence resources obtained through the generating force according to the commander’s
guidance, intent, and mission objectives.

SUPPORT TO SITUATIONAL UNDERSTANDING

1-45. Situational understanding is the product of applying analysis and judgment to relevant information to
determine the relationship among the mission variables to facilitate decisionmaking (FM 3-0). Support to
situational understanding is the task of providing information and intelligence to commanders to assist
them in achieving a clear understanding of the force’s current state with relation to the threat and other
aspects of the AQO. It supports the commander’s ability to make sound decisions. Support to situational
understanding includes the following six tasks:

e Perform IPB.
Perform situation development.
Provide intelligence support to protection.
Provide tactical intelligence overwatch.
Conduct police intelligence operations.

Provide intelligence support to civil affairs (CA) activities.

Perform Intelligence Preparation of the Battlefield

1-46. Intelligence preparation of the battlefield is a systematic process of analyzing and visualizing the
portions of the mission variables of threat, terrain and weather, and civil considerations in a specific area of
interest and for a specific mission. By applying intelligence preparation of the battlefield, commanders gain
the information necessary to selectively apply and maximize operational effectiveness at critical points in
time and space (FM 2-01.3). IPB is a continuous staff planning activity undertaken by the entire staff. The
staff aims to understand the operational environment and the options it presents to friendly and threat
forces. (See FM 2-01.3 and FMI 2-01.301 for details.)

Perform Situation Development

1-47. Situation development is a process for analyzing information and producing current intelligence
concerning the portions of the mission variables of enemy, terrain and weather, and civil considerations
within the AO before and during operations. The process helps the intelligence officer recognize and
interpret indicators of threat intentions and objectives. Situation development confirms or denies threat
COAs, provides threat locations, explains what the threat is doing in relation to the friendly force
commander’s intent, and provides an estimate of threat combat effectiveness. The locations and actions of
noncombatant elements and nongovernmental and other civilian organizations in the AO that may impact
operations should also be considered. Through situation development, the intelligence officer quickly
identifies information gaps, explains threat activities in relation to the unit’s operations, and assists the
commander in gaining and maintaining situational understanding. Situation development helps the
commander make decisions, including when to execute branches and sequels.

Provide Intelligence Support to Protection

1-48. This task includes providing intelligence that supports measures the command takes to remain viable
and functional by protecting itself from the effects of threat activities. It also provides intelligence that
supports recovery from threat actions. This task supports the protection warfighting function and is linked
to antiterrorism and homeland security.

Provide Tactical Intelligence Overwatch

1-49. Tactical intelligence overwatch involves creating standing fixed analytical intelligence capabilities
that provide dedicated intelligence support to committed maneuver units. The tactical intelligence
overwatch element is connected through a shared intelligence network that can extract information from
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multiple sources and provide succinct answers directly to supported units when time is critical. (See
paragraph 1-35.)

Conduct Police Intelligence Operations

1-50. Police intelligence operations is a military police (MP) function, integrated within all MP operations,
that supports the operations process through analysis, production, and dissemination of information
collected as a result of police activities to enhance situational understanding, protection, civil control, and
law enforcement. This information, whether police, criminal, or tactical in nature, is gathered during the
conduct of MP operations and upon analysis may contribute to CCIRs and intelligence-led, time-sensitive
operations, or policing strategies necessary to forecast, anticipate, and preempt crime or related disruptive
activities to maintain order. Police intelligence results from the application of systems, technologies, and
processes that analyze applicable data and information necessary for situational understanding and focusing
policing activities to achieve social order. (See FM 3-19.50.)

1-51. Police intelligence operations respond to the reality that in some operational environments the threat
is more criminal than conventional in nature. In those environments, it is not uncommon for members of
armed groups, insurgents, and other belligerents to use or mimic established criminal enterprises and
practices to move contraband, raise funds, or to generally or specifically further their goals and objectives.
Assessing the impact of criminal activity on military operations and deconflicting that activity from other
threat or environmental factors can be essential to effective targeting and mission success.

1-52. The police intelligence operations function represents the MP capability to collect, analyze, and
process relevant information from many sources generally associated with policing activities and MP
operations. The police intelligence operations function is a continuous process used by MPs to collect,
analyze, and disseminate police information and police intelligence on infrastructure, systems, populations,
and individuals gathered while conducting MP operations. Information is collected and analyzed from a
policing viewpoint. Information and intelligence from other operational elements are also fused with
information collected through police intelligence operations to develop a complete common operational
picture (COP) of the operational environment that drives future operations. Information collected through
the execution of police intelligence operations is fed into the integrating processes of the Army operations
process.

Note. The police intelligence operations function is not an intelligence discipline; it is a law
enforcement function. However, it is within the critical intelligence task “support situational
understanding” that police intelligence operations best support the Army operations process and
informs the intelligence process. Police intelligence operations are essential to this task,
particularly where irregular threats (criminal, terrorist, and insurgents) threaten the security of
U.S. forces and military operations. This function supports and enhances the commander’s
situational awareness and the COP through collection, analysis, and appropriate dissemination of
relevant criminal and police information, and police intelligence.

The police intelligence operations function is a vital tool of law enforcement and criminal
investigators that distribute and focus MP and criminal investigations assets. United States
Codes, Executive orders, Department of Defense (DOD) directives, and Army regulations
contain specific guidance regarding the prohibition of intelligence personnel from collecting
intelligence on U.S. citizens, U.S. corporations, and resident aliens. Any access by the
intelligence community to information or products resulting from police intelligence operations
directed against American citizens should undergo competent legal review.

Provide Intelligence Support to Civil Affairs Activities

1-53. MI organizations performing this task collect and provide information and intelligence products
concerning civil considerations in support of CA activities.
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PERFORM INTELLIGENCE, SURVEILLANCE, AND RECONNAISSANCE

1-54. Intelligence, surveillance, and reconnaissance is an activity that synchronizes and integrates the
planning and operation of sensors, assets, and processing, exploitation, and dissemination of systems in
direct support of current and future operations. This is an integrated intelligence and operations function.
For Army forces, this combined arms operation focuses on priority intelligence requirements while
answering the commander’s critical information requirements (FM 3-0). Through ISR, commanders and
staffs continuously plan, task, and employ collection assets and forces. These forces collect, process, and
disseminate timely and accurate information, combat information, and intelligence to satisfy the CCIRs and
other intelligence requirements. When necessary, ISR assets focus on special requirements such as
personnel recovery. Perform ISR includes five tasks:

e Perform ISR synchronization.
Perform ISR integration.
Conduct reconnaissance.
Conduct surveillance.
Conduct related missions and operations.

Perform ISR Synchronization

1-55. Intelligence, surveillance, and reconnaissance synchronization is the task that accomplishes the
following: analyzes information requirements and intelligence gaps; evaluates available assets internal and
external to the organization; determines gaps in the use of those assets; recommends intelligence,
surveillance, and reconnaissance assets controlled by the organization to collect on the commander’s
critical information requirements; and submits requests for information for adjacent and higher collection
support (FM 3-0). (See FMI 2-01 for ISR synchronization doctrine.) This task ensures that ISR, intelligence
reach, and requests for information (RFIs) successfully report, produce, and disseminate information,
combat information, and intelligence to support decisionmaking. The intelligence officer, in coordination
with the operations officer and other staff elements as required, synchronizes the entire collection effort.
This effort includes assets the commander controls and those of adjacent and higher echelon units and
organizations. It also uses intelligence reach to answer the CCIRs and other requirements. Perform ISR
synchronization includes two tasks—develop information requirements and develop ISR synchronization
tools.

Develop Requirements

1-56. The intelligence staff develops a prioritized list focusing on what information it needs to collect in
order to produce intelligence. Additionally, the intelligence staff dynamically updates and adjusts the
requirements in response to mission adjustments and changes. Each requirement is assigned a latest time
information is of value to meet operational requirements.

Develop ISR Synchronization Tools

1-57. The entire unit staff develops their information requirements and determines how best to satisfy
them. The staff uses reconnaissance and surveillance assets to collect information. There are at least three
ISR synchronization tools: the requirements management matrix, ISR synchronization matrix, and ISR
overlay. ISR synchronization tools address all assets the operations officer can task or request as well as the
coordinating mechanisms needed to ensure adequate coverage of the area of interest. The operations officer
uses these tools in ISR integration to develop the ISR plan.

Perform ISR Integration

1-58. Intelligence, surveillance, and reconnaissance integration is the task of assigning and controlling a
unit’s intelligence, surveillance, and reconnaissance assets (in terms of space, time, and purpose) to collect
and report information as a concerted and integrated portion of operation plans and orders (FM 3-0). The
operations officer integrates the best ISR assets into the operation through a deliberate and coordinated
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effort of the entire staff across all warfighting functions. Specific information requirements (SIRs) facilitate
tasking by matching requirements to assets. ISR integration is vital in controlling limited ISR assets.
During ISR integration, intelligence requirements are identified, prioritized, and validated. The staff
recommends redundancy, mix, and cues as appropriate as well as feasible tasks that are thoroughly planned
and written into the order. The result of ISR synchronization and ISR integration is an effort focused on
answering the commander’s requirements. Perform ISR integration includes two tasks—develop the ISR
plan and execute, evaluate, and update the ISR plan.

Develop the ISR Plan

1-59. The operations officer develops the ISR plan. This plan reflects an integrated collection strategy and
employment, production, and dissemination scheme that will effectively answer the CCIRs. The entire unit
staff analyzes each requirement to determine how best to satisfy it. The staff receives ISR tasks and RFIs
from subordinate and adjacent units and higher headquarters. The ISR plan includes all assets that the
operations officer can task or request, and coordinating mechanisms to ensure adequate coverage of the
area of interest.

Execute, Evaluate, and Update the ISR Plan

1-60. This task includes updating reconnaissance and surveillance through dynamic retasking and periodic
updates of the ISR plan. The operations officer updates the ISR plan based on information received from
the intelligence officer. The operations officer integrates and manages the ISR effort through an integrated
staff process and procedures. As priority intelligence requirements (PIRs) are answered and new
information requirements arise, the intelligence officer updates the intelligence synchronization tools and
provides new input to the operations officer, who updates the ISR plan. The intelligence and operations
officers work closely with all staff elements to ensure the unit’s organic, assigned, attached, and operational
control (OPCON) collectors receive appropriate taskings.

Conduct Reconnaissance

1-61. Reconnaissance is a mission undertaken to obtain, by visual observation or other detection methods,
information about the activities and resources of an enemy or adversary, or to secure data concerning the
meteorological, hydrographic, or geographic characteristics of a particular area (JP 2-0). Other detection
methods include signals, imagery, and measurement of signatures or other technical characteristics. This
task includes performing chemical, biological, radiological, and nuclear (CBRN) reconnaissance. It also
includes engineer reconnaissance (including infrastructure reconnaissance and environmental
reconnaissance).

Conduct Surveillance

1-62. Surveillance is the systematic observation of aerospace, surface, or subsurface areas, places, persons,
or things by visual, aural, electronic, photographic, or other means (JP 3-0). Other means may include but
are not limited to space-based systems and special CBRN, artillery, engineer, special operations forces, and
air defense equipment. Surveillance involves observing an area to collect information.

Conduct Related Missions and Operations

1-63. Conduct related missions and operations encompasses tasks that facilitate the conduct of
reconnaissance and surveillance. It also includes specialized missions (such as sensitive site exploitation)
that provide intelligence and information outside the traditional ISR construct. Conduct related missions
and operations includes four tasks:

e Establish a mission intelligence briefing and debriefing program.

e Conduct intelligence coordination.

e Support sensitive site exploitation.

e Provide intelligence support to personnel recovery.
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Establish a Mission Intelligence Briefing and Debriefing Program

1-64. Commanders establish, support, and allocate appropriate resources for a mission intelligence briefing
and debriefing program. Conducting battle updates and after-action reviews are separate tasks from the
mission briefing and debriefing program.

1-65. The intelligence officer section develops a mission intelligence briefing plan and complementary
debriefing plan to support the commander’s program. Soldiers receive a mission intelligence briefing
before executing a patrol or similar operation. The briefing sensitizes Soldiers to specific information and
reporting requirements, information gaps, and unique mission requirements. The mission intelligence
briefing and debriefing generally follow the format of a mission briefing—review the route traveled,
collection objectives of the patrol, and the methods employed. The debriefing program captures the SIRs
the patrol was to collect and any additional information and observations the patrol made concerning the
operational environment. It also collects any fliers, pamphlets, media, or pictures the patrol found or
obtained. Within this task are two tasks:

e Establish a mission intelligence briefing plan. The intelligence section develops the mission
intelligence briefing plan. The mission intelligence briefing plan identifies information Soldiers
executing patrols should be seeking. It ensures that all Soldiers conducting patrols, tactical
movements, and nontactical movements are sensitized to SIRs, reporting requirements,
information gaps, and unique mission requirements. The intelligence mission briefing and
debriefing generally follow the format of a mission briefing: review the route traveled, collection
objectives of the patrol, and methods employed.

e Establish a debriefing plan. The intelligence section develops a complementary debriefing
plan. The debriefing plan captures information related to the SIRs the patrol collected against,
and any additional information and observations the patrol made concerning the operational
environment. It also collects any fliers, pamphlets, media, or pictures the patrol found or
obtained. The plan should include all returning patrols, leaders who have traveled to meetings,
returning human intelligence (HUMINT) collection teams, aircrews, and others who may have
obtained information of intelligence value. The intelligence section debriefs personnel.
Debriefers then write and submit a report or report information verbally, as appropriate. The
requirement for a debriefing by the intelligence section, following each mission, should be a part
of the intelligence mission briefing. Leaders should not consider the mission complete and
release personnel until the debriefings and reporting are completed.

Conduct Intelligence Coordination

1-66. Conduct intelligence coordination is carried out by the intelligence section to facilitate active
collaboration, laterally and vertically. It includes establishing and maintaining technical channels to refine
and focus the intelligence disciplines performing ISR tasks. It also properly coordinates the discipline
assets when operating in another unit’s AO. Conduct intelligence coordination includes two tasks:

e Establish and maintain technical channels. Intelligence commanders and intelligence staffs
maintain control of each intelligence discipline during operations through technical channels to
ensure adherence to applicable laws and policies, ensure proper use of doctrinal techniques, and
provide technical support and guidance. Applicable laws and policies include all relevant U.S.
law, the law of war, international law, directives, DOD instructions, and orders. Commanders
direct operations but often rely on the intelligence section’s technical expertise to conduct
portions of the unit’s collection effort. Technical channels also involve translating ISR tasks into
the specific parameters used to focus highly technical or legally sensitive aspects of the ISR
effort. Technical channels include but are not limited to defining, managing, or guiding the use
of specific ISR assets; identifying critical technical collection criteria, such as technical
indicators; recommending collection techniques, procedures, or assets; coordinating operations;
and directing specialized training for specific MI personnel or units.

Note. In specific cases, regulatory authority is granted to specific national and DOD intelligence
agencies for specific intelligence discipline collection and is passed through technical channels.
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o Conduct deconfliction and coordination. Deconfliction and coordination consist of a series of
related activities that facilitate operations in another unit’s AO. These activities facilitate
successful ISR collection, support of the operation, and fratricide avoidance. MI organizations
may be placed in general support for coverage of an AO or in direct support of a specific unit.
MI organizations operating in general support should coordinate with unit commanders when
operating in that unit’s AO. At a minimum, the MI organizations announce their presence and
request information on any conditions or ongoing situations that may affect how they conduct
their mission—organizations should conduct thorough face-to-face coordination. Failure to
conduct proper deconfliction and coordination may get Soldiers killed. An MI organization
operating in direct support of a specific unit coordinates with the unit for augmentation to
conduct operations in accordance with force protection requirements. The MI organization’s
leader also coordinates with the supported unit’s intelligence section for debriefings of returning
members, convoy leaders, and others.

Support Sensitive Site Exploitation

1-67. Sensitive site exploitation consists of a related series of activities inside a captured sensitive site to
exploit personnel, documents, electronic data, and materiel captured at the site, while neutralizing any
threat posed by the site or its contents. A sensitive site is a designated, geographically limited area with
special diplomatic, informational, military, and economic sensitivity for the United States. This includes
factories with technical data on enemy weapon systems, war crimes sites, critical hostile government
facilities, areas suspected of containing persons of high rank in a hostile government or organization,
terrorist money-laundering areas, and document storage areas for secret police forces. While the physical
process of exploiting the sensitive site begins at the site itself, full exploitation may involve teams of
experts located worldwide. (See FM 3-90.15 for doctrine on site exploitation.)

Provide Intelligence Support to Personnel Recovery

1-68. Support to personnel recovery consists of intelligence activities and capabilities focused on collecting
information needed to recover and return U.S. personnel—whether Soldier, Army civilian, selected DOD
contractors, or other personnel as determined by the Secretary of Defense—who are isolated, missing,
detained, or captured in a specific AO. This support also includes conducting detailed analysis, developing
detailed products, and preparing estimates to support operations undertaken to recover isolated, missing,
detained, or captured personnel. (See FM 3-50.1 for doctrine on personnel recovery.)

SUPPORT TO TARGETING AND INFORMATION SUPERIORITY

1-69. Intelligence support to targeting and information superiority is the task of providing the commander
information and intelligence support for targeting for lethal and nonlethal actions. It includes intelligence
support to the planning, preparation, execution, and assessment of direct and indirect fires and the Army
information tasks of information engagement, command and control warfare, information protection,
OPSEC, and military deception, as well as assessing the effects of those operations. (See JP 3-60 and
FM 6-20-10 for doctrine on targeting. See FM 3-0, chapter 7, and FM 3-13 for doctrine on information
superiority. See FM 3-36 for doctrine on electronic warfare.) Within this task are three tasks:

e Provide intelligence support to targeting.
e Provide intelligence support to Army information tasks.
e Provide intelligence support to combat assessment.

Provide Intelligence Support to Targeting

1-70. The intelligence officer (supported by the entire staff) provides the fire support coordinator,
information engagement officer, electronic warfare officer, and other staff officers with information and
intelligence for targeting the threat’s forces and systems with lethal and nonlethal fires. The information
and intelligence include identification of threat capabilities and limitations. The targeting process uses the
decide, detect, deliver, assess (D3A) methodology. The intelligence officer supports targeting by providing
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accurate, current intelligence and information to the staff and ensures the ISR plan supports the finalized
targeting plan. Provide intelligence support to targeting includes two tasks—provide intelligence support to
target development and provide intelligence support to target detection.

Provide Intelligence Support to Target Development

1-71. Target development is the systematic analysis of threat forces and operations to determine high-value
targets (HVTs) (people, organizations, or military units the threat commander requires for successful
completion of the mission), high-payoff targets (HPTs) (people, organizations, or military units whose loss
to the enemy contributes significantly to the success of the friendly COA), and systems and system
components for potential engagement through maneuver, fires, electronic means, or information
engagement or operations.

Provide Intelligence Support to Target Detection

1-72. The intelligence officer establishes procedures for disseminating targeting information. The targeting
team develops the sensor and attack guidance matrix to determine the sensors required to detect and locate
targets. The intelligence officer incorporates these requirements into the ISR synchronization tools for later
incorporation into the ISR plan.

Provide Intelligence Support to Army Information Tasks

1-73. Intelligence support to information tasks provides the commander information and intelligence
support for targeting through nonlethal actions. It includes intelligence support to the planning, preparation,
and execution of the Army information tasks (information engagement, command and control warfare,
information protection, OPSEC, and military deception), as well as assessing the effects of those
operations. Key activities reflected in this task include communications, planning, synchronization, and
integration of intelligence into plans and orders. Within this task are five tasks:

e Provide intelligence support to information engagement.
Provide intelligence support to command and control warfare.
Provide intelligence support to information protection.
Provide intelligence support to OPSEC.

Provide intelligence support to military deception.

Provide Intelligence Support to Information Engagement

1-74. MI organizations operating outside U.S. territories support activities related to information
engagement under some circumstances. Within this task are two tasks:

e Provide intelligence support to public affairs. This task entails MI organizations collecting
and providing information and intelligence products concerning civil considerations in the AO to
support public affairs activities.

e Provide intelligence support to psychological operations. Psychological operations (PSYOP)
require information and intelligence (expressed in terms of the operational or mission variables)
to support analysis of foreign target audiences and their environment. Continuous and timely
intelligence is required to assess target audience behavioral trends. Information and intelligence
focus on the following:

m  Target audience motivation and behavior.
»  Indicators of success or lack of success (measurement of effectiveness [MOE)).
m  Target audience’s reaction to friendly, hostile, and neutral force actions.

Provide Intelligence Support to Command and Control Warfare

1-75. The intelligence warfighting function supports command and control warfare by providing
information to identify threat decisionmaking and command and control nodes, processes, and means in
order of criticality. Intelligence also helps identify threat systems, activities, and procedures that may be
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vulnerable to command and control warfare. Additionally, intelligence plays a key role in assessing the
effectiveness of command and control warfare.

Note. This task supports electronic attack, which employs jamming, electromagnetic energy, or
directed energy against personnel, facilities, or equipment. The task identifies critical threat
information systems and command and control nodes.

Provide Intelligence Support to Information Protection

1-76. The intelligence warfighting function supports information protection by providing information to
identify threat command and control warfare capabilities, activities, and tactics, techniques, and procedures
(TTP). Intelligence provides information relating to computer network defense, physical security, OPSEC,
counterdeception, and counterpropaganda.

Provide Intelligence Support to Operations Security

1-77. This task identifies capabilities and limitations of the threat’s intelligence system, including
adversary intelligence objectives and means, procedures, and facilities that collect, process, and analyze
information. This task supports the identification of indicators that adversary intelligence capabilities and
systems might detect that could be interpreted or pieced together to obtain essential elements of friendly
information (EEFIs) in time to use against friendly forces.

Provide Intelligence Support to Military Deception

1-78. This task identifies capabilities and limitations of the threat’s intelligence collection capabilities,
systems, and means. This task also identifies threat biases and perceptions.

Provide Intelligence Support to Combat Assessment

1-79. Intelligence supports the assessment activity of the operations and targeting processes. The
commander uses combat assessment to determine if targeting actions have met the attack guidance and if
reattack is necessary to perform essential fires tasks and achieve the commander’s intent for fires. The staff
determines how combat assessment relates to specific targets by completing battle damage, physical
damage, functional damage, and target system assessments. This task includes conduct physical damage
assessment and conduct functional damage assessment.

Conduct Physical Damage Assessment

1-80. Conduct physical damage assessment is a staff task that estimates the extent of physical damage to a
target based on observed or interpreted damage. It is a postattack target analysis that is a coordinated effort
among all units and the entire staff.

Conduct Functional Damage Assessment

1-81. The staff conducts the functional damage assessment for the threat’s remaining functional or
operational capabilities. The assessment focuses on measurable effects. It estimates the threat’s ability to
reorganize or find alternative means to continue operations. The targeting working group and staff integrate
analysis with external sources to determine if the commander’s intent for fires has been met.

CHARACTERISTICS OF EFFECTIVE INTELLIGENCE

1-82. The effectiveness of the intelligence warfighting function is measured against the relevant
information quality criteria:
® Accuracy. Intelligence must give commanders an accurate, balanced, complete, and objective
picture of the enemy and other aspects of the AO. To the extent possible, intelligence should
accurately identify threat intentions, capabilities, limitations, and dispositions. It should be
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derived from multiple sources and disciplines to minimize the possibility of deception or
misinterpretation. Alternative or contradictory assessments should be presented, when necessary,
to ensure balance and bias-free intelligence.

e Timeliness. Intelligence must be provided early to support operations, and prevent surprise from
enemy action. It must flow continuously to the commander before, during, and after an
operation. Intelligence organizations, databases, and products must be available to develop
estimates, make decisions, and plan operations.

e Usability. Intelligence must be presented in a form that is easily understood or displayed in a
format that immediately conveys the meaning to the consumer.

e Completeness. Intelligence briefings and products must convey all the necessary components to
be as complete as possible.

® Precision. Intelligence briefings and products must provide only the required level of detail and
complexity to answer the requirements.

e Reliability. Intelligence must be evaluated to determine the extent to which the information that
has been collected and is being used in intelligence briefings and products is trustworthy,
uncorrupted, and undistorted. Any concerns with these must be stated up front.

1-83. Effective intelligence meets three additional criteria:

e Relevant. Intelligence must support the commander’s concept of operations. It must be relevant
to the capabilities of the unit, the CCIRs, and the commander’s preferences.

® Predictive. Intelligence should inform the commander about what the threat can do (threat
capabilities, emphasizing the most dangerous threat COA) and is most likely to do (the most
likely threat COA). The intelligence staff should anticipate the commander’s intelligence needs.

e Tailored. Intelligence must be presented—based on the needs of the commanders, subordinate
commanders, and staff—in a specific format that is clear and concise so they can understand it,
believe it, and act on it. It should support and satisfy the commander’s priorities.

ACTIONABLE INTELLIGENCE

1-84. Actionable intelligence is an example of bringing the characteristics of effective intelligence together
with the effective integration of intelligence into ongoing operations to support the commander. Joint
doctrine discusses the concept of critical intelligence. (See JP 2-0.) Army personnel have used the concept
of actionable intelligence to reflect the joint concept of critical intelligence. In current operations, the
concept of actionable intelligence is used by Army personnel to describe information that answers
operational requirements. Army personnel also use it to describe specific commander’s guidance in the
attack guidance matrix to a sufficient degree and with sufficient reliability to support the commander’s
targeting decisions.

1-85. Ideally, the staff thoroughly integrates intelligence into the operations process to ensure the
collection and reporting of timely, relevant, accurate, predictive, and tailored information and intelligence.
This integration is accomplished by using the characteristics of effective intelligence as well as conducting
a successful ISR plan through detailed ISR synchronization and ISR integration, so commanders can fight
the threat based on knowledge rather than assumptions.

CRITICAL THINKING

1-86. Critical thinking is disciplined reasoning whereby individuals formulate ideas about what to believe
or do. It involves determining the meaning and significance of what is observed or expressed. It also
involves determining whether adequate justification exists to accept conclusions as true, based on a given
inference or argument. Critical thinking is essential to understanding situations, identifying problems,
finding causes, arriving at justifiable conclusions, and making quality plans. It is essential to improved
analysis. (See FM 6-0 for more information on critical thinking. See FM 5-0 for applying critical thinking
to planning. See TC 2-33.4 for applying critical thinking to intelligence analysis.)
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CIVIL CONSIDERATIONS AND CULTURAL AWARENESS

1-87. Civil considerations comprise six characteristics expressed in the memory aid ASCOPE. Depending
on the echelon conducting operations, these factors may be expressed using the joint systems perspective,
the operational variables, or the mission variables.

1-88. The Army uses the ASCOPE characteristics to describe civil considerations as part of the mission
variables (METT-TC) during IPB and mission analysis. Relevant information can be drawn from an
ongoing analysis of the operational environment using the operational variables (PMESII-PT). (See
paragraph 1-2.) Additionally, the human terrain analysis team can provide detailed information and analysis
pertaining to the socio-cultural factors involved in the operation. (For additional information on ASCOPE
and IPB, see FM 2-01.3.)

1-89. Culture is a key factor in understanding the local population. Within ASCOPE, culture is a part of
people. Cultural awareness has become an increasingly important competency for intelligence Soldiers.
Culture is the shared beliefs, values, customs, behaviors, and artifacts members of a society use to cope
with the world and each other. Individuals belong to multiple groups through birth, assimilation, or
achievement. Individuals’ groups influence their beliefs, values, attitudes, and perceptions. As such, culture
is internalized—it is habitual, taken for granted, and perceived as natural by people in the society.

1-90. People’s cultures—

e Condition their range of action and ideas including what to do and not do, how to do or not do it,
and with whom to do it or not do it.
Include the circumstances for shifting and changing rules.
Influence how they make judgments about what is right and wrong and how to assess what is
important and unimportant.

e Affect how they categorize and deal with issues that do not fit into existing categories.
Provide the framework for rational thoughts and decisions. However, what one culture considers
rational may not be rational in another culture. (FM 3-24, chapter 3, discusses socio-cultural
analysis.)

1-91. Understanding other cultures applies to all operations, not only those dominated by stability. For
example, different tactics may be used against an adversary who considers surrender a dishonor worse than
death, as compared to those for whom surrender remains an honorable option. Army leaders seek to
understand the situation in terms of the local cultures while avoiding their own cultural biases.

1-92. Cultural understanding is also crucial to the success of multinational operations. Army leaders take
the time to learn customs and traditions as well as the operational procedures and doctrine of their
multinational partners and that of the host nation. To operate successfully in multinational settings, Army
leaders must recognize any cultural differences as well as differences in the interpretation of orders and
instructions. They must learn how and why others think and act as they do.

THE INTELLIGENCE PROCESS

1-93. Intelligence operations are conducted by performing four steps that constitute the intelligence process:

e Plan.

® Prepare.
e C(Collect.
e Produce.

1-94. Additionally, there are four continuing activities that occur across the four intelligence process steps:
® Generate intelligence knowledge.

e Analyze.
® Assess.
e Disseminate.
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1-95. The four continuing activities plus the commander’s input drive, shape, and develop the intelligence
process. The intelligence process provides a common model for intelligence professionals to use to guide
their thoughts, discussions, plans, and assessments. The intelligence process generates information,
products, and knowledge about the threat, terrain and weather, and civil considerations, which support the
commander and staff in the conduct of operations. See chapter 4 for a full discussion of the intelligence
process. Figure 1-1 shows the relationship between the operations and intelligence processes.
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Figure 1-1. Relationship between the operations and intelligence processes

ARMY INTELLIGENCE ENTERPRISE

1-20

1-96. Within the framework of the intelligence warfighting function, the intelligence tasks, and the
intelligence process, intelligence personnel focus further on conducting intelligence from an enterprise
perspective. An enterprise is a cohesive organization whose structure, governance systems, and culture
support a common purpose. An enterprise approach educates and empowers leaders to take a holistic view
of organizational objectives and processes. It encourages leaders to act cohesively, for the good of the
whole, to achieve required output with greater efficiency.

1-97. The Army intelligence enterprise is the sum total of the networked and federated systems, and efforts
of the MI personnel (including collectors and analysts), sensors, organizations, information, and processes
that allow the focus necessary to use the power of the entire intelligence community.
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1-98. The purpose of the Army intelligence enterprise is to provide technical support and guidance as well
as an information and intelligence architecture that efficiently and effectively synchronizes reconnaissance
and surveillance, and intelligence analysis and production to produce intelligence to support the
commander’s situational understanding. Figure 1-2 exemplifies the tactical portion of the Army intelligence
enterprise.
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BfSB battlefield surveillance battalion JTF joint task force

DCGS-A Distributed Common Ground System - Mi military intelligence
Army QRF quick reaction force

E-MARSS Enhanced Medium Attitude SATCOM satellite communications
Reconnaissance and Surveillance System TF task force

ERMP extended range multipurpose

Figure 1-2. Example of the tactical portion of the Army intelligence enterprise

INTELLIGENCE DISCIPLINES

1-99. The Army intelligence enterprise is commonly organized through the intelligence disciplines. Each
discipline applies unique aspects of support and guidance called technical channels.

1-100. The Army’s intelligence disciplines are—
e All-source intelligence.
e Counterintelligence (CI).
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HUMINT.

Geospatial intelligence (GEOINT).

Imagery intelligence (IMINT).

Measurement and signature intelligence (MASINT).
OSINT.

Signals intelligence (SIGINT).

Technical intelligence (TECHINT).

1-101. For more information regarding the intelligence disciplines, see Part Three of this manual and the
manuals that address each intelligence discipline.

ALL-SOURCE INTELLIGENCE

1-102. All-source intelligence is the products, organizations, and activities that incorporate all sources of
information and intelligence, including OSINT, in the production of intelligence. All-source intelligence is
both a separate intelligence discipline and the name of the process used to produce intelligence from
multiple intelligence or information sources. (See chapter 5.)

COUNTERINTELLIGENCE

1-103. CI counters or neutralizes foreign intelligence and security services (FISS) and international
terrorist organizations (ITO) intelligence collection efforts. It does this through collection, CI
investigations, operations, analysis, production, and functional and technical services. CI includes all
actions taken to detect, identify, track, exploit, and neutralize the multidiscipline intelligence activities of
friends, competitors, opponents, adversaries, and enemies. It is the key intelligence community contributor
to the protection of U.S. interests and equities. CI helps identify EEFIs by identifying vulnerabilities to
threat collection and actions taken to counter collection and operations against U.S. forces. (See chapter 6.)

HUMAN INTELLIGENCE

1-104. HUMINT is the collection of foreign information by a trained HUMINT collector. It uses human
sources and a variety of collection methods, both passively and actively, to collect information including
multimedia on threat characteristics. (See chapter 7.)

GEOSPATIAL INTELLIGENCE

1-105. Section 467, Title 10, United States Code (10 USC 467) establishes GEOINT. Geospatial
intelligence is the exploitation and analysis of imagery and geospatial information to describe, assess, and
visually depict physical features and geographically referenced activities on the Earth. Geospatial
intelligence consists of imagery, imagery intelligence, and geospatial information (JP 2-03). (See
chapter 8.)

IMAGERY INTELLIGENCE

1-106. IMINT is derived from the exploitation of imagery collected by visual photography, infrared
sensors, lasers, multispectral sensors, and radar. These sensors produce images of objects optically,
electronically, or digitally on film, electronic display devices, or other media. (See chapter 9.)

MEASUREMENT AND SIGNATURE INTELLIGENCE

1-107. MASINT is technically derived intelligence that detects, locates, tracks, identifies, or describes the
specific characteristics of fixed and dynamic target objects and sources. It also includes the additional
advanced processing and exploitation of data derived from IMINT and SIGINT collection. MASINT
collection systems include but are not limited to radar, spectroradiometric, electro-optical, acoustic, radio
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frequency, nuclear detection, and seismic sensors. MASINT collection also includes techniques for
collecting CBRN and other materiel samples. (See chapter 10.)

OPEN-SOURCE INTELLIGENCE

1-108. OSINT is produced from publicly available information collected, exploited, and disseminated in a
timely manner to an appropriate audience for addressing a specific intelligence requirement.

1-109. Expressed in terms of the Army intelligence process, OSINT is relevant information derived from
the systematic collection, processing, and analysis of publicly available information in response to
intelligence requirements.

1-110. The Army does not have a specific military occupational specialty (MOS), additional skill
identifier (ASI), or special qualification identifier (SQI) for OSINT. With the exception of the Asian
Studies Detachment, the Army does not have base tables of organization and equipment (TOEs) for OSINT
units or staff elements. OSINT missions and tasks are embedded within existing missions and force
structure or accomplished through task organization. (See chapter 11.)

SIGNALS INTELLIGENCE

1-111. SIGINT is produced by exploiting foreign communications systems and noncommunications
emitters. SIGINT provides unique intelligence and analysis information in a timely manner. The discipline
comprises communications intelligence (COMINT), electronic intelligence (ELINT), and foreign
instrumentation signals intelligence (FISINT). (See chapter 12.)

TECHNICAL INTELLIGENCE

1-112. TECHINT is derived from the collection and analysis of threat and foreign military equipment and
associated materiel for the purposes of preventing technological surprise, assessing foreign scientific and
technical capabilities, and developing countermeasures designed to neutralize an adversary’s technological
advantages. (See chapter 13 and TC 2-22.4.)

EMERGING CAPABILITIES

1-113. Five emerging capabilities that impact intelligence operations are—
Biometrics.

DCGS-A.

Human terrain analysis teams.

Document and media exploitation (DOMEX).

Red teaming.

BIOMETRICS

1-114. JP 2-0 defines biometric as a measurable physical characteristic or personal behavioral trait used to
recognize the identity or verify the claimed identity of an individual. Biometrics-enabled intelligence is the
intelligence information associated with and/or derived from biometrics data that matches a specific person
or unknown identity to a place, activity, device, component, or weapon that supports terrorist/insurgent
network and related pattern analysis, facilitates high-value individual targeting, reveals movement patterns,
and confirms claimed identity (DODD 8521.01E).
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1-115. Typical automated biometrics systems include five integrated components:

e® Collection device. Hardware found on a biometric device that converts biometric input into a
digital signal and conveys this information to the processing device.

e Algorithms. A sequence of instructions that tells a biometrics system how to solve a particular
problem. An algorithm has a finite number of steps and is typically used by the biometric engine
to compute whether a match exists between a biometric sample and a biometric template.

Database. Used to store collected information for later matching.

e Decision process. An automated or human-assisted process or analysis that produces a decision
by matching components against specific search criteria.

e Dissemination process. A process that gets the data collected to whomever and wherever it
needs to be in a timely manner.

1-116. The implementation of these five components leads to personal identification and the identification
of an individual with certainty. This implementation occurs in three stages:

® The sensor collects biometric data of or on a feature, for example fingerprints, an iris scan, a
photographic image of a face, or a DNA sample.

The system stores the biometric feature in a mathematical template in a database.

The processing device runs a search of the template against a matching algorithm that compares
it to templates already stored in the database.

1-117. Commanders require the ability to link identity information to a given individual. Biometrics
systems are employed to deny threat forces freedom of movement within the populace and to positively
identify known threats. These systems collect biometric data and combine them with contextual data to
produce an electronic dossier on the individual.

1-118. Personal identification includes positively identifying friendly, adversary, and nonadversary
forces. Intelligence-related functions that biometrics can support or enhance include—

Intelligence analysis.

Screening of foreign national and local employee hires.

CI and force protection.

Interrogation and detention operations.

HVT confirmation (including high-value individuals and individuals killed in action).

Base access and local security.

Population control or census (screening, enrolling, and badging operations).

1-119. The ability to positively identify and place an individual within a relevant context adds a level of
certainty that significantly enhances the overall effectiveness of the mission. Personal identification enabled
by biometric technology can help identify and locate specific individuals in support of targeting. This
capability is necessary for force protection and security missions as well as when an operational capability
is required to achieve an advantage in all operational themes and across the spectrum of conflict.

1-120. Affixing an individual’s identification using the individual’s unique physical features and linking
this identity to the individual’s past activities and previously used identities—such as friendly forces’
accesses, permissions, clearance status, medical information, and unique biometrically based identifiers, in
addition to adversary or unknown persons—provides more accurate information on the person. Ensuring
access to all available information about an individual is critical to functions, such as screening persons for
access to vessels and positions of trust and prosecuting terrorists and other criminals. Biometrics
capabilities continue to develop, and current operations continue to evolve. Integrating the operational,
intelligence, and communication aspects of biometrics systems into a cohesive concept of employment is
necessary to maximize the advantages of biometrics-enabled intelligence (BEI).
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DISTRIBUTED COMMON GROUND SYSTEM-ARMY

1-121. DCGS-A provides a net-centric, enterprised ISR, weather, geospatial engineering, and space
operations capability to organizations of all types, at all echelons—from battalion to JTF levels. DCGS-A
will be the ISR component of the modular and future force Battle Command System and the Army’s
primary system for ISR tasking, posting, processing, and conducting analysis concerning the threat, terrain
and weather, and civil considerations at all echelons.

1-122. DCGS-A provides the capabilities necessary for commanders to access information from all data
sources and to synchronize sensors. DCGS-A provides continuous access to and synthesis of data and
information from joint and interagency capabilities, multinational partners, and nontraditional sources.
These capabilities allow forces to maintain an updated and accurate awareness of the operational
environment. DCGS-A contributes to visualization and situational awareness, thereby enhancing tactical
maneuver, maximizing combat power, and enhancing the ability to conduct full spectrum operations in an
unpredictable and changing operational environment.

1-123. DCGS-A facilitates the rapid conduct of operations and synchronization of all warfighting
functions. This capability gives commanders the ability to operate within the threat’s decision cycle and
shape the environment for successful operations. DCGS-A core functions are—

® Receipt and processing of selected ISR sensor data.

Control of selected Army sensor systems.

Facilitation of ISR synchronization.

Facilitation of ISR integration.

Fusion of sensor information.

Direction and distribution of relevant threat information and intelligence.

Facilitation of the distribution of friendly and environmental (weather and terrain) information.

HUMAN TERRAIN ANALYSIS TEAMS

1-124. A headquarters may request a human terrain analysis team to assist with socio-cultural research
and analysis. As part of building their situational understanding, commanders consider how culture (both
their own and others within the AO) affects operations. Culture is examined as part of the mission variable,
civil considerations. Understanding the culture of a particular society or group within a society significantly
improves the force’s ability to accomplish the mission. Army leaders are mindful of cultural factors in three
contexts:

e Sensitivity to the different backgrounds of team members to best leverage their talents.
® Awareness of the culture of the country in which the organization operates.

® Consideration of the possible implication of partners’ customs, traditions, doctrinal principles,
and operational methods when working with their forces.

1-125. Effective Army leaders understand and appreciate their own culture (individual, military, and
national) in relation to the various cultures of others in the AO. Just as culture shapes how other groups
view themselves and the world around them, culture also shapes how commanders, leaders, and Soldiers
perceive the world. Effective commanders are aware that their individual perceptions greatly influence how
they understand the situation and make decisions. Through reflection, dialog, engagement, and analysis of
differences between their culture and that of the indigenous population, commanders expose and question
their assumptions about the situation. They seek to understand how enemies, partners, and the population
view the situation.

DOCUMENT AND MEDIA EXPLOITATION

1-126. Modern military operations are conducted in volatile, complex, and ever-changing operational
environments. It is essential for tactical military leaders to have access to accurate and timely information
when conducting operations. Tactical, operational, and strategic leaders are enabled with accurate
information about enemy forces through the rapid and accurate extraction, exploitation, and analysis of
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captured materials. Captured materials are divided into captured enemy documents (CEDs) and captured
enemy materiel (CEM).

1-127. DOMEX is the systematic extraction of information from all media in response to the
commander’s collection requirements. When conducted properly, DOMEX operations are intended to—

® Maximize the value of intelligence gained from CEDs.

® Provide the commander with timely and relevant intelligence to effectively enhance awareness
of the enemy’s capabilities, operational structures, and intent.

® Assist in criminal prosecution or legal processes by maintaining chain of custody procedures and
preserving the evidentiary value of captured materials.

1-128. DOMEX is an increasingly specialized, full-time mission requiring advanced automation and
communication support, analytical support, and expert linguists. DOMEX and translation operations were
considered purely HUMINT processing activities directly associated with language capabilities and
extensive background knowledge in area studies. However, current doctrinal thought acknowledges that
HUMINT is no longer the sole asset responsible for and capable of conducting DOMEX operations.
Personnel involved in DOMEX do not require HUMINT training to screen or translate a document; rather,
it is best to use sparse HUMINT assets to conduct the HUMINT mission. DOMEX is an Army-wide
responsibility. While HUMINT assets may be used, when available, to perform the DOMEX mission,
HUMINT organizations are consumers of DOMEX information rather than major providers.

1-129. For DOMEX products to be a force multiplier, the rapid exploitation of captured materials must
occur at the lowest echelon possible. DOMEX assets pushed down to the tactical level provide timely and
accurate intelligence support to warfighters. This practice not only enables rapid exploitation and
evacuation of captured materials, but also hastens the feedback commanders receive from the higher
echelon analysis.

1-130. The traditional methodology for intelligence dissemination sends reports through an echeloned
structure from national, to theater, to corps, to division, and so on, then back up through the same rigid
structure. Recent military operations have shown that this methodology seldom results in lower tactical
echelons receiving timely intelligence critical to their AO. Intelligence staffs need to use any available
communication medium to pass vital information.

1-131. Critical pieces of information must be passed quickly to those who can use them, specifically,
tactical commanders. Intelligence staffs are responsible for reporting and disseminating DOMEX-derived
information in a manner that ensures the information reaches not only the next higher echelon but also the
tactical commander most affected by the information.

1-132. DOMEX personnel are usually not available below battalion level except in MI organizations.
Maneuver battalion intelligence staffs must prepare their subordinate units for DOMEX operations. There
are two techniques for doing this. When intelligence and target-language personnel are available, they can
be task-organized as intelligence support teams and placed with companies or platoons. Alternatively, the
intelligence section can train company or platoon personnel in specific handling, screening, and
inventorying techniques.

1-133. Where tactical assets are insufficient, operational and strategic assets can be requested to support a
unit’s organic assets, through personnel augmentation or virtual or long-distance support. DOMEX support
elements provide this support worldwide.

1-134. The skills, knowledge, and equipment for specialized processing are available at intelligence
community organizations through the communications architecture. Units can request support from a
number of organizations:

e National Security Agency (NSA).

Defense Intelligence Agency (DIA).

National Geospatial-Intelligence Agency (NGA).
National Media Exploitation Center (NMEC).
National Ground Intelligence Center (NGIC).
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e Joint document exploitation centers (JDECs).
e Other U.S. or multinational intelligence community organizations.

1-135. These organizations use specialized techniques and procedures to extract additional information
from captured audio and video materials. Application of specialized processing techniques and procedures
may require the classification of the processed information and restrict its dissemination.

RED TEAMING

1-136. Red teams provide commanders with an enhanced capability to explore alternatives during
planning, preparation, execution, and assessment. Whenever possible, commanders employ red teams to
examine plans from a threat’s perspective. A red team is a special staff section whose members primarily
participate in planning future operations and plans cells unless integrated into another cell. Red team
members anticipate cultural perception of partners, enemies, adversaries, and others. They conduct
independent critical reviews and analyses.

1-137. Red teaming provides commanders alternative perspectives by challenging planning assumptions,
assisting in defining the problem and end state, identifying friendly and enemy vulnerabilities, and
identifying assessment measures. These alternative perspectives help commanders account for the threat
and environment in plans, concepts, organizations, and capabilities. These perspectives also address the
standpoint of multinational partners, enemies, adversaries, and others in the AO.
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Chapter 2
The Intelligence Community

UNIFIED ACTION

2-1. Unified action is the synchronization, coordination, and/or integration of the activities of
governmental and nongovernmental entities with military operations to achieve unity of effort (JP 1).
Under unified action, commanders integrate joint, single-service, special, and supporting intelligence
operations with interagency, nongovernmental, and multinational operations. Army forces often bring
unique intelligence, surveillance, and reconnaissance (ISR) capabilities to unified action.

2-2. This chapter discusses the synchronization of Army intelligence efforts with joint and other national
and international partners to achieve unity of effort and to accomplish the commander’s intent. It presents a
top-to-bottom overview of the primary agencies, organizations, and capabilities that Army intelligence
personnel may interact with, support, or receive support from during operations.

INTELLIGENCE COMMUNITY

2-3. Several organizations in the intelligence community support military operations by providing
specific intelligence products and services. The intelligence officer and the staff must be familiar with these
organizations and the methods of obtaining information from them as necessary.

DEPARTMENT OF DEFENSE AGENCIES

2-4. Department of Defense (DOD) agencies that are members of the intelligence community include—

Defense Intelligence Agency (DIA).

National Geospatial-Intelligence Agency (NGA).

National Security Agency (NSA)/Central Security Service (CSS).
National Reconnaissance Office (NRO).

Joint reserve intelligence centers (JRICs).

Service components (Army, Navy, Air Force, Marines).

Defense Intelligence Agency

2-5. The DIA has oversight of the Defense Intelligence Analysis Program and provides intelligence
support in areas such as—

e All-source military analysis.
e Human factors analysis.
e Human intelligence (HUMINT), measurement and signature intelligence (MASINT), medical
intelligence, counterintelligence (CI).
e Counterterrorism.
® Chemical, biological, radiological, nuclear, and high-yield explosives (CBRNE).
e Counterproliferation.
e Counterdrug operations.
e Information operations.
e Personnel recovery.
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Peacekeeping and multinational support.
Noncombatant evacuation operations.
Indications and warning (I&W).

Targeting.

Battle damage assessment (BDA).

Current intelligence.

Systems analysis of the adversary.

Collection management.

Intelligence architecture and systems support.
Intelligence support to operations planning.
Defense critical infrastructure protection.
Document and media exploitation (DOMEX).

2-6. For more information on the DIA and its organizations, see DODD 5105.21.

National Geospatial-Intelligence Agency

2-7. NGA provides timely, relevant, and accurate geospatial intelligence (GEOINT) support to include
imagery intelligence (IMINT), GEOINT, national imagery collection management, commercial imagery,
imagery-derived MASINT, and some meteorological and oceanographic data and information.

National Security Agency/Central Security Service

2-8. The NSA/CSS is a unified organization structured to provide for the U.S. signals intelligence
(SIGINT) mission and to ensure the protection of national security systems for all U.S. Government
departments and agencies.

National Reconnaissance Office

2-9. The NRO is responsible for integrating unique and innovative space-based reconnaissance
technologies, and the engineering, development, acquisition, and operation of space reconnaissance
systems and related intelligence activities.

Joint Reserve Intelligence Centers

2-10. A JRIC is a joint intelligence production and training activity that uses information networks to link
reservist intelligence personnel with the combatant commands and Services. A JRIC is located within a
Service-owned and managed sensitive compartmented information (SCI) facility. It may also include
surrounding collateral and unclassified areas involved in the performance and direct management of
intelligence production work that uses the Joint Reserve Intelligence Program infrastructure and
connectivity. The more than 20 JRICs located around the country are equipped to effectively serve as
satellite elements to combatant command joint intelligence operations centers (JIOCs). JRICs are shared
facilities that serve multiple customers and missions. (See JP 2-0.)

U.S. Army Intelligence

2-11. The Army Deputy Chief of Staff (DCS) for Intelligence exercises staff supervision over the U.S.
Army Intelligence and Security Command (INSCOM). See the discussion on Army intelligence capabilities
and considerations in paragraphs 2-12 through 2-14, for more information on Army intelligence at the
strategic, operational, and tactical echelons.
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U.S. Army Intelligence and Security Command

2-12. INSCOM, which includes the National Ground Intelligence Center (NGIC), provides intelligence
support to strategic- and operational-level commanders in the areas of IMINT, MASINT, SIGINT,
operational and tactical HUMINT, CI, technical intelligence (TECHINT), information operations, general
military intelligence (GMI), and scientific and technical intelligence (S&TI). Other organizations include
the Army Reserve Military Intelligence Readiness Command.

2-13. The Army has vested its intelligence at the operational level with INSCOM, a direct reporting unit
responsible for the Army’s intelligence forces above corps. INSCOM’s mission is to conduct and support
intelligence, security, and information operations for military commanders, Army Service component
commanders, and national decisionmakers. INSCOM’s goal is to provide superior information and
information capabilities to Army commanders, while denying the same to adversaries. Headquarters,
INSCOM, in coordination with its major subordinate commands, provides a myriad of general intelligence
support operations. INSCOM serves as the national to tactical intelligence conduit.

Army Space Program Office

2-14. The Army Space Program Office (ASPO) executes the Army’s Tactical Exploitation of National
Capabilities Program (TENCAP). The program focuses on exploiting the current and future tactical
potential of national systems and integrating the capabilities into the Army’s tactical decisionmaking
process. Army TENCAP systems enable the tactical commander maximum flexibility to satisfy intelligence
needs under a wide range of operational scenarios. ASPO is the point of contact (POC) for all tactical
activities between direct reporting units or users and the NRO.

U.S. Navy Intelligence

2-15. The Director of Naval Intelligence exercises staff supervision over the Office of Naval Intelligence,
which provides the intelligence necessary to plan, build, train, equip, and maintain U.S. naval forces. The
National Maritime Intelligence Center consists of the Office of Naval Intelligence, the U.S. Coast Guard
(USCS) Intelligence Coordination Center, the Navy Information Operations Command, and detachments of
the Marine Corps Intelligence Activity and Naval Criminal Investigative Service.

U.S. Air Force Intelligence

2-16. The Air Force DCS for Intelligence, Surveillance, and Reconnaissance is responsible for intelligence
policy, planning, programming, evaluation, and resource allocation. The Air Force’s main production
facility is the National Air and Space Intelligence Center. Primary collection, analysis, and production units
are organized under the Air Combat Command, the Air Force Warfare Center, and the Air Force
Intelligence, Surveillance, and Reconnaissance Agency. Additionally, the Air Force Office of Special
Investigations is the Service’s main focal point for CI activities. Additional information describing the Air
Force approach to operational ISR employment is found in AFDD 2-9.

U.S. Marine Corps Intelligence

2-17. The Director of Intelligence is the Commandant’s principal intelligence staff officer and the
functional manager for intelligence, CI, and cryptologic materiel. The director exercises staff supervision of
the Marine Corps Intelligence Activity, which provides tailored intelligence products to support Marine
Corps operating forces, and serves as the fixed site of the Marine Corps Intelligence Surveillance and
Reconnaissance Enterprise.

NONMILITARY MEMBERS OF THE INTELLIGENCE COMMUNITY

2-18. Joint operations require knowledge of both military and nonmilitary aspects of the operational
environment. Much of this expertise falls outside the purview of the DOD members of the intelligence
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community. Joint force commanders and their J-2s should be familiar with the roles and responsibilities of
the following non-DOD members of the intelligence community:

e Director of National Intelligence (DNI).
Central Intelligence Agency (CIA).
Department of State (DOS).

Department of Energy (DOE).

Federal Bureau of Investigation (FBI).
Department of the Treasury.

United States Coast Guard (USCG).
Department of Homeland Security (DHS).
Drug Enforcement Administration (DEA).

Director of National Intelligence

2-19. The office of the DNI oversees intelligence community organizations and leads the national
intelligence effort.

Central Intelligence Agency

2-20. The CIA’s primary areas of expertise are in HUMINT collection, all-source analysis, and the
production of political, economic, and biographic intelligence.

Department of State

2-21. The DOS’s Bureau of Intelligence and Research performs intelligence analysis and production on a
variety of political and economic topics essential to foreign policy determination and execution.

Department of Energy

2-22. The DOE analyzes foreign information relevant to U.S. energy policies and nonproliferation issues.

Federal Bureau of Investigation

2-23. The FBI has primary responsibility for CI and counterterrorism operations conducted in the United
States. The FBI shares law enforcement and CI information with the appropriate DOD entities and
combatant commands.

Department of the Treasury

2-24. The Department of the Treasury analyzes foreign intelligence related to economic policy and
participates with the DOS in the overt collection of general foreign economic information.

Department of Homeland Security

2-25. The Directorate for Information Analysis and Infrastructure Protection analyzes the vulnerabilities of
U.S. critical infrastructure, assesses the scope of terrorist threats to the U.S. homeland, and provides input
to the Homeland Security Advisory System. The DHS includes the following subordinate organizations:

e Customs and Border Protection (CBP).

Federal Emergency Management Agency (FEMA).
Immigration and Customs Enforcement (ICE).
Transportation Security Administration (TSA).

U.S. Citizenship and Immigration Services (USCIS).
USCG.
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e U.S. Secret Service.
e Office of Inspector General.

U.S. Coast Guard

2-26. The USCG operates as both a military service and a law enforcement organization and provides
general maritime intelligence support to commanders from the strategic to tactical level in the areas of
HUMINT, SIGINT, GEOINT, MASINT, open-source intelligence (OSINT), and CI.

Drug Enforcement Administration

2-27. The Office of National Security Intelligence collects and analyzes information related to illegal drug
production, smuggling, and trafficking.

OTHER AGENCIES

2-28. There are a number of U.S. Government agencies and organizations, not members of the intelligence
community, that are responsible for collecting and maintaining information and statistics related to foreign
governments and international affairs. Organizations such as the Library of Congress, the Departments of
Agriculture and Commerce, the National Technical Information Center, and the U.S. Patent Office are
potential sources of specialized information on political, economic, and military-related topics. The
intelligence community may draw on these organizations to support and enhance research and analysis and
to provide relevant information and intelligence for commanders and planners.

2-29. Many other U.S. Government agencies may become directly involved in supporting DOD especially
during stability operations. (See JP 2-01 for a description of agency support to joint operations and
intelligence.) These organizations include—

® Department of Transportation.

e Disaster Assistance Response Team within the Office of Foreign Disaster.

e U.S. Agency for International Development.

INTELLIGENCE IN THE MODULAR FORCE

2-30. The Army has transformed from a fixed, division-based fighting force into a brigade combat team
(BCT)-based force and modular division and corps headquarters that operate underneath the Army Service
component command (ASCC) structure. Intelligence organizations within these structures have
transformed as well and operate as mutually supporting entities that ensure information and intelligence are
shared across echelons to support commanders at all levels.

DIVISION AND ABOVE INTELLIGENCE ORGANIZATIONS

2-31. The ASCC G-2, corps G-2, and division G-2 sections provide intelligence support to each respective
command and that command’s subordinate units. The G-2 provides the command with information and
intelligence required to generate decision superiority. Intelligence collected from organic, assigned,
attached, operational control (OPCON), and external sources; fused; and produced internal to the G-2 feeds
the intelligence running estimate and provides the threat picture. This supports information superiority,
allowing the commander to act decisively. The G-2 directs and manages intelligence activities during
operations and across the noncontiguous operational environment.

2-32. INSCOM’s military intelligence (MI) brigades provide collection support to the ASCC. Battlefield
surveillance brigades (BFSBs) provide support to corps and division headquarters.

2-33. In addition to commanding Army organizations, divisions and corps can act as joint headquarters.
For intelligence, whether the supported command operates as joint or Army headquarters, operations
remain the same. Like Army intelligence operations, joint intelligence operations are conducted to—
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Inform the commander.

Identify, define, and nominate objectives.
Support the planning and execution of operations.
Counter adversary deception and surprise.
Support friendly deception efforts.

Assess the effects of operations on the adversary.

2-34. Intelligence operations are wide-ranging activities conducted by intelligence staffs and organizations
to provide commanders and national-level decisionmakers with timely, relevant, accurate, predictive, and
tailored intelligence. The six steps of the joint intelligence process are planning and direction, collection,
processing and exploitation, analysis and production, dissemination and integration, and evaluation and
feedback:

e Planning and direction. Intelligence planning for rapid response to possible crises occurs well
in advance as part of a command’s overall joint operations planning process. The most likely
threat scenarios are used as the core of this planning effort, which includes determining the
personnel, equipment, and intelligence architecture essential for generic support to force
deployments. When a particular crisis unfolds, planners develop an operation order (OPORD).

e® Collection. Collection includes those activities related to the acquisition of data required to
satisfy the requirements specified in the collection plan. Collection operations management
involves the direction, scheduling, and control of specific collection platforms, sensors, and
HUMINT sources and alignment processing, exploitation, and reporting resources with planned
collection.

® Processing and exploitation. During processing and exploitation, raw collected data is
converted into forms readily useable by commanders, decisionmakers at all levels, intelligence
analysts, and other consumers.

® Analysis and production. During analysis and production, intelligence production occurs from
information gathered by the collection capabilities assigned or attached to the joint force and
from the refinement and compilation of intelligence received from subordinate units and external
organizations. All available processed information is integrated, evaluated, analyzed, and
interpreted to create products that will satisfy the commander’s priority intelligence
requirements (PIRs) or requests for information (RFTs).

e Dissemination and integration. During dissemination and integration, intelligence is delivered
to and used by the consumer. Dissemination is facilitated by a variety of means determined by
the needs of the user and the implications and criticality of the intelligence.

e [Evaluation and feedback. During evaluation and feedback, intelligence personnel at all levels
assess how well each of the various types of intelligence operations are being performed.

ARMY INTELLIGENCE CAPABILITIES BRIGADE AND BELOW

2-6

2-35. Intelligence in BCTs is a critical part of the Army intelligence enterprise, yet their primary mission is
providing timely intelligence to the BCT commander—by developing situational awareness of the enemy,
terrain and weather, and civil considerations and synchronizing intelligence collection activities with the
ISR integration effort. The BCT S-2 uses available capabilities to provide intelligence products and
recommendations to the BCT commander supporting the brigade’s execution of operations. ISR activities
answer the commander’s critical information requirements (CCIRs) and satisfy PIRs.

2-36. The primary intelligence organization in the BCT is the MI company, which supports the BCT and
its subordinate commands through collection, analysis, and dissemination of intelligence information and
products. The MI company provides continual input for the commander by maintaining the threat portion
of the common operational picture (COP) in a timely and accurate manner. The MI company also
collaborates with the BCT S-3 to integrate ISR tasks and coordinate requirements and HUMINT operations
as directed by the BCT S-3 and S-2X. The MI company has an analysis and integration platoon, a tactical
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unmanned aircraft system (TUAS) platoon, and a ground collection platoon. For more information on BCT
intelligence, see FM 2-19.4.

INTELLIGENCE REACH

2-37. The intelligence officer must determine how best to support the unit’s mission with intelligence reach
capabilities. Detailed planning and training are critical to the success of intelligence reach operations.
Intelligence reach supports distributed analysis to support the CCIRs. Table 2-1, page 2-8, shows examples
of partners and sources of intelligence reach. The following are steps the staff can take to ensure optimal
use, operability, and effectiveness of intelligence reach:

Establish data exchange methods and procedures.

Establish electronic message transfer procedures.

Establish homepages for identified forces.

Establish POCs for I&W centers, production centers, combatant command JIOCs, DIA,
INSCOM, and their major subordinate commands, such as NGIC and the higher MI
organizations.

Ensure the intelligence staff has the necessary personnel, training, automated systems,
bandwidth, and resources to conduct intelligence reach.

Determine information requirements through staff planning. Develop production requirements
for identified intelligence gaps.

Order geospatial products for the projected area of interest.

Establish and maintain a comprehensive directory of intelligence reach resources before
deployment and throughout operations. The value of intelligence reach will greatly increase as
the staff develops and maintains ready access to rich information resources. These resources are
numerous and may include Army, joint, DOD, non-DOD, national, commercial, foreign, and
university research programs.

Know what types of information the resources can provide. Continuously expand the resource
directory through identification of new resources.

Use intelligence reach first to fill intelligence gaps and requirements and answer RFIs. This
technique can preclude unnecessary tasking or risk to limited ISR assets.

Maintain continuous situational understanding and anticipate intelligence requirements. Use
intelligence reach to fulfill these requirements and provide the results to the commander and
staff for the conduct of operations.

Exchange intelligence reach strategies with other units.

Present the information retrieved through intelligence reach in a usable form. Share the
information derived from intelligence reach with subordinate, lateral, and higher echelons.
Ensure follow-on forces have all information as well.

CATEGORIES OF INTELLIGENCE PRODUCTS

2-38. Intelligence products are generally placed in one of seven production categories:

I1&W.

Current intelligence.
GML.

Target intelligence.
S&TI.

CL

Estimative.
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Table 2-1. Examples of partners and sources of intelligence reach

Army
e Analysis and control element (ACE). e Army Technical Control and Analysis
e Intelligence support element. Element.
e Military intelligence (MI) brigade. e Army Reserve Intelligence Support
e 902d MI Group. Center.
e National Ground Intelligence Center e U.S. Army Intelligence Center Cultural
(NGIC). Center.
e U.S. Army Chaplain Center and School
World Religion Center.
Services
¢ Office of Naval Intelligence. ¢ National Air and Space Intelligence
e National Maritime Intelligence Center. Center.
e Air Force Intelligence, Surveillance, and e Marine Corps Intelligence Agency.
Reconnaissance Agency.
Joint
e U.S. European Command Joint e U.S. Transportation Command JIOC.
Intelligence Operations Center (JIOC). e U.S. Strategic Command.
e U.S. Southern Command JIOC. ¢ U.S. Space Command Combat
e U.S. Special Operations Command JIOC. Information Center JIOC.
e U.S. Space Command Combat e U.S. Northern Command JIOC.
Information Center. e U.S. Africa Command JIOC.
e U.S. Joint Forces Command Air
Intelligence Center.
e U.S. Central Command JIOC.
Department of Defense
e Defense Intelligence Agency (DIA). e Defense Attaché Office.
e Civil-Military Operations. e Defense Human Intelligence.
e Missile and Space Intelligence Center. ¢ National Geospatial-Intelligence Center
¢ National Center for Medical Intelligence. (NGA).
o National Security Agency (NSA).
Non-Department of Defense
e Department of Energy (DOE). e Federal Emergency Management Agency
e Federal Bureau of Investigation (FBI). (FEMA).
»  Department of State (DOS). e U.S. Immigration and Customs
e Drug Enforcement Agency (DEA). Enforcement (ICE).
National
o Director of National Intelligence (DNI). e Bureau of Intelligence and Research
e National Intelligence Council (NIC). (State Department).
e Central Intelligence Agency (CIA). o  Office of Intelligence Support (Department
e National Reconnaissance Office (NRO). of Transportation).
e Department of Homeland Security (DHS).
Commercial
e RAND. e Reuters.
e Jane’s Defense Weekly. e Associated Press.
e Economic Intelligence Unit. e United Press International.
e Cable News Network.
Foreign
e Defense Intelligence Staff, United o Defense Intelligence Organization,
Kingdom. Australia.
o National Defense Headquarters, Canada.
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2-39. The categories of intelligence are distinguishable from each other based on the purpose of the
intelligence product. The categories can overlap and some of the same intelligence is useful in more than
one category. Depending upon the echelon, intelligence organizations use specialized procedures to
develop each category of intelligence. The following information describes each category.

INDICATIONS AND WARNING

2-40. Indications and warning are those intelligence activities intended to detect and report time-sensitive
intelligence information on foreign developments that could involve a threat to the United States or allied
and/or coalition military, political, or economic interests or to U.S. citizens abroad. It includes forewarning
of hostile actions or intentions against the United States, its activities, overseas forces, or allied and/or
coalition nations (JP 2-0). I&W includes—

e Forewarning of threat actions or intentions.

The imminence of hostilities.

Insurgency.

Nuclear or non-nuclear attack on the United States, U.S. overseas forces, or multinational forces.
Hostile reactions to U.S. reconnaissance activities.

Terrorist attacks.

Other similar events.

2-41. While the intelligence officer is primarily responsible for producing I&W intelligence, each element,
such as the military police (MP) conducting police intelligence operations, within each unit contributes to
1&W through awareness of the CCIRs and reporting related information.

CURRENT INTELLIGENCE

2-42. Current intelligence supports ongoing operations; it involves the integration of time-sensitive, all-
source intelligence and information into concise, accurate, and objective reporting on the area of operations
(AO) and current threat situation. One of the most important forms of current intelligence is the threat
situation portion of the COP. The intelligence officer is responsible for producing current intelligence for
the unit. In addition to the current situation, current intelligence should provide projections of the threat’s
anticipated actions and their implications on the friendly operation. (See JP 2-0.)

GENERAL MILITARY INTELLIGENCE

2-43. General military intelligence is intelligence concerning (1) military capabilities of foreign countries
or organizations or (2) topics affecting potential U.S. or multinational military operations relating to armed
forces capabilities, including threat characteristics, organization, training, tactics, doctrine, strategy, and
other factors bearing on military strength and effectiveness, and area and terrain intelligence...(excludes
scientific and technical intelligence) (JP 2-0). (The definition of GMI was shortened and the complete
definition is printed in the glossary.) This broad category of intelligence is normally associated with long-
term planning at the national level. However, GMI is also an essential tool for the intelligence staff and
should be in place long before preparing for a particular military operation. The intelligence officer planner
develops initial intelligence preparation of the battlefield (IPB) from GMI products.

2-44. An up-to-date, comprehensive intelligence database is critical to the unit’s ability to rapidly plan and
prepare for the range of operations and global environments in which the unit may operate. GMI supports
the requirement to quickly respond to differing crisis situations with corresponding intelligence spanning
the globe. One of the many places to obtain information for GMI is the medical intelligence database. (For
additional information on medical intelligence, see FM 4-02, FM 4-02.7, FM 4-02.17, FM 4-02.18, and
FM 8-42.)

2-45. The intelligence officer develops and maintains the unit’s GMI database on potential threat forces
and other aspects of the joint operations area based on the commander’s guidance. As an essential
component of intelligence readiness, this database supports the unit’s planning, preparation, execution, and
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assessment of operations. The intelligence officer applies and updates the database as it executes its
intelligence production tasks.

TARGET INTELLIGENCE

2-46. Target intelligence is the analysis of enemy units, dispositions, facilities, and systems to identify and
nominate specific assets or vulnerabilities for attack, reattack, or exploitation (for intelligence). It consists
of two mutually supporting production tasks:

o Target development. The systematic evaluation and analysis of target systems, system
components, and component elements to identify high-value targets (HVTs) for potential
engagement through lethal or nonlethal means.

e Combat assessment. Once a target is engaged, combat assessment provides a timely and
accurate estimate of the effects of the application of military force (lethal or nonlethal) and
command and control warfare on targets and target systems based on predetermined objectives.

SCIENTIFIC AND TECHNICAL INTELLIGENCE

2-47. Scientific and technical intelligence is the product resulting from the collection, evaluation, analysis,
and interpretation of foreign scientific and technical information. Scientific and technical intelligence
covers foreign developments in basic and applied research and in applied engineering techniques and
scientific and technical characteristics, capabilities, and limitations of all foreign military systems,
weapons, weapon systems, and materiel, the related research and development (R&D), and the production
methods employed for their manufacture (JP 2-01).

2-48. S&TI concerns foreign developments in basic and applied sciences and technologies with warfare
potential. It includes characteristics, capabilities, vulnerabilities, and limitations of all weapon systems,
subsystems, and associated materiel, as well as related R&D. S&TI also addresses overall weapon systems
and equipment effectiveness. Specialized organizations—such as the DIA Missile and Space Intelligence
Center (MSIC), INSCOM, Air Missile Defense, Army Area Air and Missile Defense Command, and
NGIC—yproduce this category of intelligence. The intelligence officer establishes instructions within
standing operating procedures (SOPs), OPORDs, and operation plans (OPLANs) for handling and
evacuating captured enemy materiel (CEM) for S&TI exploitation.

COUNTERINTELLIGENCE

2-49. CI analyzes the threats posed by foreign intelligence and security services (FISS) and international
terrorist organizations (ITO) and the intelligence activities of nonstate actors, such as organized crime,
terrorist groups, and drug traffickers. CI analysis incorporates all-source information and the results of CI
investigations and operations to support a multidiscipline analysis of the force protection threat.

ESTIMATIVE

2-50. Estimates provide forecasts on how a situation may develop and the implications of planning and
executing military operations. Estimative intelligence goes beyond descriptions of adversary capabilities or
reporting of enemy activity. It tries to forecast the unknown based on an analysis of known facts using
techniques such as pattern analysis, inference, and statistical probability.

UNIFIED ACTION INTELLIGENCE OPERATIONS

2-51. Joint operations focus and maximize the complementary and reinforcing effects and capabilities of
each Service. Joint force commanders synchronize the complementary capabilities of the Service
components that comprise the joint force.

2-52. The employment of MI in campaigns and major operations must be viewed from a joint perspective,
and the intelligence construct must establish a fully interoperable and integrated joint intelligence
capability. Army forces intelligence assets work with multinational and interagency partners to accomplish
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their missions. Ideally, multinational and interagency intelligence partners provide cultures, perspectives,
and capabilities that reinforce and complement Army MI strengths and capabilities. Close intelligence
coordination is the foundation of successful unified action.

PERSISTENT SURVEILLANCE AND RELATED ARMY CONSTRUCTS (TACTICAL PERSISTENT
SURVEILLANCE)

2-53. A critical part of current operations is the execution of the joint doctrinal concept of persistent
surveillance. Persistent surveillance is a collection strategy that emphasizes the ability of some collection
systems to linger on demand in an area to detect, locate, characterize, identify, track, target, and possibly
provide battle damage assessment and retargeting in real or near real time. Persistent surveillance facilitates
the formulation and execution of preemptive activities to deter or forestall anticipated adversary courses of
action (JP 2-0).

2-54. In its simplest form, the goal of the Army construct for joint persistent surveillance is to provide the
right intelligence to the right person at the right time and in the right format—focused to their requirements.
The goal is based on the fundamental Army ISR construct and recognizes ISR as a combined arms mission.
However, these constructs—specifically, tactical persistent surveillance—focus on balancing future
requirements to provide or access combat information and intelligence in a networked environment to
support ongoing operations while simultaneously supporting longer-term intelligence analysis and
planning, and other staff functions. Most of the constructs focus on—

o Embedded ISR synchronization capabilities.
e Improved ISR sensor capabilities.

® Assured network communications capability.
°

An enterprise approach to analysis, processing, and data and information access across units,
organizations, and echelons.

e Enhanced automated analytical tools, including planning and control and analytical change
detection capabilities.

2-55. Within the latest Army intelligence constructs, it is recognized that while vast improvements in ISR
capabilities are possible, these new characteristics are not likely to fully develop in the near future. ISR
will—

Not provide guaranteed and uninterrupted collection on all requirements for all operations.

Not change from inherently using a combined arms operational construct.

Not eliminate all operational risk and uncertainty.

Not eliminate the need for operational planning.

Not exclusively focus on sensor capability issues.

2-56. However, gradual incremental improvements can be expected in—
e Phasing and overlapping ISR capabilities.
e Integrating and networking ISR assets and collection efforts.
e Executing intelligence handover.

THE NATURE OF LAND OPERATIONS

2-57. Landpower is the ability—by threat, force, or occupation—to gain, sustain, and, exploit control over
land, resources, and people (FM 3-0). Army operations reflect expeditionary and campaign capabilities that
constantly adapt to each campaign’s unique circumstances—the capability to prevail in close combat is
indispensable and unique to land operations. Battle and engagement outcomes depend on Army forces’
ability to prevail in close combat. The axiom “intelligence drives operations” continues to be true
especially for land operations. Operations and intelligence are inevitably linked. (See FM 3-0 for more
details on land operations.) Four considerations are preeminent in generating expeditionary capabilities and
Army force packages:
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Scope.
Duration.

Terrain.
® Permanence.

2-58. Several attributes of the land environment affect the application of landpower. ISR is the means the
Army uses to implement the joint doctrinal concept of persistent surveillance to support tactical operations.
ISR is also essential to detect, locate, characterize, identify, track, and target high-payoff targets (HPTs)
and HVTs, as well as provide combat assessment in real time within a very fluid operational environment.
(See JP 2-0 and JP 3-33 for more information on joint intelligence operations and organizations.)

FORCE PROJECTION OPERATIONS

212

2-59. Force projection is the military component of power projection. It is a central element of the national
military strategy. Army organizations and installations linked with joint forces and industry form a strategic
platform to maintain, project, and sustain Army forces wherever they deploy. Force projection operations
are inherently joint and require detailed planning and synchronization. Sound, informed decisions made
early on force projection may determine a campaign’s success.

2-60. The Army must change its mindset from depending on an “intelligence buildup” to performing
intelligence readiness on a daily basis to meet the requirements for strategic responsiveness. MI
personnel—including garrison at the lowest tactical echelons—must use their analytic and other systems to
prepare for possible operations on a daily basis. When a unit has an indication that it may be deployed or
has a contingency mission in an area of the world, it can begin to generate intelligence knowledge on the
projected AO.

2-61. Built on a foundation of intelligence readiness, the intelligence warfighting function provides the
commander with the intelligence needed to conduct (plan, prepare, execute, and assess) force projection
operations. Successful intelligence during force projection operations relies on continuous collection and
intelligence production before and during the operation. In a force projection operations, higher echelons
provide intelligence to lower echelons until the tactical ground force completes entry and secures the
lodgment area. The joint force J-2 must exercise judgment when providing information to subordinate
G-2s/S-2s to avoid overwhelming them.

2-62. Key planning factors for intelligence in force projection include—

e Stay out front in intelligence planning:
= Begin to generate intelligence knowledge as soon as possible.
= Develop a steady effort.
m  Prioritize intelligence requirements for surge.

e Understand how to get intelligence support:
»  Identify information and asset requirements.
= Know what is available and how and when to get it.

2-63. The intelligence officer must anticipate, identify, consider, and evaluate all threats to the entire unit
throughout force projection operations. This is critical during the deployment and entry operations stages of
force projection. During these stages, the unit is particularly vulnerable to enemy actions because of its
limited combat power and knowledge of the AO. Therefore, intelligence personnel must emphasize the
delivery of combat information and intelligence products that indicate changes to the threat or AO
developed during predeployment IPB. The intelligence officer should—
e Review available databases on assigned contingency areas of interest, conduct IPB on these
areas of interest, and develop appropriate IPB products.
e Develop the intelligence survey.
Comply with SOPs and manuals from higher headquarters for specific intelligence operations
guidance.
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® Coordinate for and rehearse electronic message transfers (for example, Internet Protocol
addresses, routing indicators) using the same communications protocols with theater, higher
headquarters, and subordinate and lateral units that the unit would use when deployed.

e Plan, train, and practice surging intelligence functions on likely or developing contingency
crises.

® Prepare and practice coordination from predeployment through redeployment with other
elements and organizations (for example, the intelligence discipline assets and analytical
elements, the G-7, staff weather officer, civil affairs [CA], psychological operations [PSYOP],
and special operations forces [SOF] units, including databases and connectivity).

e Include the following as a part of daily (sustainment) operations:
s U.S. Army Reserve (USAR) and other augmentation.

= A linguist plan with proficiency requirements. (Alert linguists through early entry phases of
deployment.)

»  Training (individual and collective).

e Establish formal or informal intelligence links, relationships, and networks to meet developing
contingencies.

Forward all RFIs to higher headquarters in accordance with SOPs.
Establish statements of intelligence interests, other production, and I&W requirements.

2-64. To draw intelligence from higher echelons and focus intelligence downward, based on the
commander's needs, the intelligence officer must—

e Understand the J-2’s multiple echelon and broadcast dissemination capability to ensure near
real-time reporting to all deployed, in transit, or preparing to deploy forces.

e Maintain or build intelligence databases on threats and other aspects of the AO for each probable
contingency.
e State and record the CCIRs (at a minimum, list the PIRs and ISR tasks or requests).

2-65. Until the unit’s collection assets become operational in the AO, the intelligence officer will depend
upon intelligence from the Army forces or joint task force (JTF) to answer the unit’s intelligence needs.

2-66. Force projection encompasses five processes that occur in a continuous, overlapping, and repeating
sequence throughout an operation. The five processes include—

® Mobilization.
e Deployment.
e Employment.
e Sustainment.
e Redeployment.

2-67. Intelligence and ISR considerations during force projection are discussed below.

MOBILIZATION

2-68. Mobilization is the process by which the armed forces or part of them are brought to a state of
readiness for war or other national emergency. It assembles and organizes resources to support national
objectives. Mobilization includes activating all or part of the USAR, and assembling and organizing
personnel, supplies, and materiel. A unit may be brought to a state of readiness for a specific mission or
other national emergency. The mobilization process is where specific Active Army, Army National Guard
(ARNG), Army National Guard of the United States (ARNGUS), and USAR units, capabilities, and
personnel are identified and integrated into the unit. During mobilization, the intelligence officer—

® Monitors intelligence reporting on threat activity and I&W data.

® Manages information requirements and RFIs from the unit and subordinate units including

updating ISR planning.
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e Establishes habitual training relationships with the Active Army, ARNG, ARNGUS, and USAR
augmentation units and personnel as well as higher echelon intelligence organizations identified
in the existing OPLAN.

® Supports the USAR units and augmentation personnel by preparing and conducting intelligence
training and threat update briefings and by disseminating intelligence.

Identifies ISR force requirements for the different types of operations and contingency plans.

e Identifies individual military, civilian, and contractor augmentation requirements for intelligence
operations. The Army, in particular the intelligence warfighting function, cannot perform its
mission without the support of its Army civilians and contractors. The force increasingly relies
on the experience, expertise, and performance of civilian personnel.

2-69. During mobilization, the intelligence officer, in conjunction with the rest of the staff, ensures
adequate equipping and training—of Active Army and USAR MI organizations and individual
augmentees—to conduct intelligence operations. Predictive intelligence also supports the decisions the
commander and staff must make regarding the size, composition, structure, and deployment sequence of
the force to create the conditions for success.

2-70. The intelligence officer supports peacetime contingency planning with intelligence knowledge and
IPB products and databases on likely contingency areas. The intelligence officer establishes an intelligence
synchronization plan implemented upon alert notification. For a smooth transition from predeployment to
entry, the intelligence officer must coordinate intelligence synchronization and communications plans
before the crisis occurs. The intelligence synchronization plan identifies the intelligence requirements
supporting the plans, to include—
e ISR assets providing support throughout the area of interest.
e Command and support ISR-asset relationships at each echelon.
® Report and request procedures not covered in unit SOPs.
® Deployment sequence of ISR personnel and equipment. Early deployment of key ISR personnel
and equipment is essential for force protection and combat readiness. Composition of initial and
follow-on deploying assets is influenced by mission variables—mission, enemy, terrain and
weather, troops and support available, time available, and civil considerations (METT-TC)—
availability of communications, and availability of lift.
e Communications architecture supporting both intelligence staffs and ISR assets.
Friendly vulnerabilities to hostile intelligence threats and plans for conducting force protection
measures. The staff must begin this planning as early as possible to ensure adequate support to
force protection of deploying and initial entry forces.
® Time-phased force and deployment data (TPFDD) monitoring and recommending changes in
priority of movement, unit, or capability to enable reconnaissance and surveillance.

2-71. The intelligence officer must continually monitor and update the OPLANS to reflect the evolving
situation, especially during crises. National intelligence activities monitor regional threats throughout the
world and can answer some intelligence requirements supporting the development of OPLANS.

2-72. Upon alert notification, the intelligence officer updates estimates, databases, IPB products, and other
intelligence products needed to support command decisions on force composition, deployment priorities
and sequence, and the area of interest. Units reassess their collection requirements immediately after alert
notification. The intelligence officer begins verifying planning assumptions within the OPLANSs. CI and the
intelligence staff provide force protection support and antiterrorism measures.

2-73. Throughout mobilization, unit intelligence activities provide deploying forces with the most recent
intelligence on the AO. The intelligence staff also updates databases and situation graphics. The
intelligence officer must—

e Fully understand the unit, Army forces, and joint force intelligence organizations.

e Revise intelligence and intelligence-related communications architecture and integrate any new
systems and software into the current architecture.
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Support 24-hour operations and provide continuous intelligence (to include weather) support.
Plan all required intelligence reach procedures.

Determine transportation availability for deployment and availability during deployment.
Determine all sustainability requirements.

Determine intelligence release requirements and restrictions and releasability to multinational
and host-nation sources.

® Review status-of-forces agreements (SOFAs), rules of engagement (ROE), international laws,
and other agreements, emphasizing the effect that they have on intelligence collection
operations. (Coordinate with the staff judge advocate on these issues.)

® Ensure ISR force deployment priorities are reflected in the TPFDD to support ISR activities
based upon the mission variables.

e Ensure intelligence links provide the early entry commander vital access to all-source Army and
joint intelligence collection assets, processing systems, and databases.
Develop an intelligence survey.
Review the supporting unit commander’s specified tasks, implied tasks, task organization,
scheme of support, and coordination requirements with forward maneuver units. Address issues
or shortfalls and direct or coordinate changes.

e Establish access to national databases for each intelligence discipline, as well as links to joint
Service, multinational, and host-nation sources.

DEPLOYMENT

2-74. Deployment is the movement of forces and materiel from their point of origin to the AO. This
process has four supporting components—predeployment activities, fort-to-port, port-to-port, and port-to-
destination. Success in force projection operations hinges on timely deployment. The size and composition
of forces requiring lift are based on mission variables, availability of prepositioned assets, the capabilities
of host-nation support, and the forward presence of U.S. forces. Force tailoring is the process used to
determine the correct mix and sequence of deploying units.

2-75. During deployment, intelligence organizations at home station or in the sustainment area take
advantage of modern satellite communications, broadcast technology, data processing systems, and other
automation to provide graphic and textual intelligence updates to the forces en route. En route updates help
eliminate information voids and, if appropriate, allow the commander, in response to changes in the
operational area, to adjust the plan before arriving at the joint operations area (JOA).

2-76. Intelligence units extend established networks to connect intelligence staffs and collection assets at
various stages of the deployment flow. Where necessary, units establish new communications paths to meet
unique demands of the mission. If deployed, theater and corps analysis and control elements play a critical
role in making communications paths, networks, and intelligence databases available to deploying forces.

2-77. Space-based systems are key to supporting intelligence during the deployment and the subsequent
stages of force projection operations by—

® Monitoring terrestrial areas of interest through ISR assets to help reveal the enemy’s location
and disposition, and attempting to identify the enemy’s intent.

® Providing communication links between forces en route and in the continental United States
(CONUS).

e Permitting MI collection assets to accurately determine their position through the Global
Positioning System (GPS).

e Providing timely and accurate data on meteorological, oceanographic, and space environmental
factors that might affect operations.
Providing warning of theater ballistic missile launches.

Providing timely and accurate weather information to all commanders through the Integrated
Meteorological System.
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2-78. Situation development dominates intelligence operations activities during initial entry operations.
The intelligence officer attempts to identify all threats to arriving forces and assists the commander in
developing force protection measures. During entry operations, echelons above corps organizations provide
intelligence. This support includes providing access to departmental and joint intelligence and deploying
scalable intelligence assets. The entire effort focuses downwardly to provide tailored support to deploying
and deployed echelons in response to their CCIRs (PIRs and friendly force information requirements
[FFIRs])).

2-79. Collection and processing capabilities are enhanced, as collection assets build up in the deployment
area, with emphasis on the build-up of the in-theater capability required to conduct sustained ISR activities.
As the build-up continues, the intelligence officer strives to reduce total dependence on extended split-
based intelligence from outside the AO. As assigned collection assets arrive into the JOA, the intelligence
officer begins to rely on them for tactical intelligence although higher organizations remain a source of
intelligence.

2-80. As the Army forces headquarters arrives in the JOA, the joint force J-2 implements and, where
necessary, modifies the theater intelligence architecture. Deploying intelligence assets establishes liaison
with staffs and units already present in the AO. Liaison personnel and basic communications should be in
place before the scheduled arrival of parent commands. ISR units establish intelligence communications
networks.

2-81. CONUS and other relatively secure intelligence bases outside the AO continue to support deployed
units. Systems capable of rapid receipt and processing of intelligence from national systems and high
capacity, long-haul communications systems are critical to the success of split-based support of a force
projection operation. These systems provide a continuous flow of intelligence to satisfy many operational
needs.

2-82. The intelligence officer, in coordination with the G-3/S-3, participates in planning to create
conditions for decisive operations. The intelligence officer also adjusts collection activities as combat
power strength builds. During entry operations the intelligence officer—

® Monitors force protection indicators.
Monitors the ISR capability required to conduct sustained intelligence operations.
Monitors intelligence reporting on threat activity and I&W data.
Develops measurable criteria to evaluate the results of the intelligence synchronization plan.

Assesses—

m  Push versus pull requirements of intelligence reach.

m  Effectiveness of the intelligence communications architecture.
= Reporting procedures and timelines.

= Intelligence to OPLANs and OPORDs, branches, and sequels (including planning follow-on
forces).

EMPLOYMENT

2-83. Intelligence and ISR support the employment of forces by meeting the commander’s requirements.
They focus primarily on supporting commander situational understanding, targeting, and force protection.
Good planning and preparation can ensure a smooth transition from deployment to employment and from
employment through sustainment to redeployment.

SUSTAINMENT

2-84. Sustainment involves providing and maintaining levels of personnel and materiel required to sustain
the operation throughout its duration. Sustainment may be split-based between locations within and outside
continental United States (OCONUS). For intelligence, sustainment may be focused on force rotation—
ensuring that intelligence personnel or units entering an established AO have current intelligence and the
appropriate level of detailed knowledge of ongoing intelligence operations. This includes—
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e Providing data-file updates through the generate intelligence knowledge continuing activity of
the intelligence process before the deployment of replacement personnel or units.

e Ensuring a coordinated intelligence handoff of ongoing intelligence operations such as military
source operations.

e Ensuring units have the MI assets required to accomplish the mission, such as personnel
(including linguists), communications systems, ISR systems, and appropriate maintenance
support.

REDEPLOYMENT

2-85. Redeployment is the process by which units and materiel reposture themselves in the same theater;
transfer forces and materiel to support another joint force commander’s operational requirements; or return
personnel and materiel to the home or demobilization station upon completion of the mission.
Redeployment operations encompass four phases:

® Recovery, reconstitution, and predeployment activities.
e Movement to and activities at the port of embarkation.
e Movement of the port of debarkation.

e Movement to home station.

2-86. As combat power and resources decrease in the AO, force protection and I&W become the focus of
the commander's intelligence requirements. This drives the selection of those assets that must remain
deployed until the end of the operation and those that may redeploy earlier. The S-2—

® Monitors intelligence reporting on threat activity and I&W data.

e Continues to conduct intelligence to force protection.

® Requests ISR support (theater and national systems) and intelligence to support redeployment.

2-87. After redeployment, MI personnel and units recover and return to predeployment activities. ISR units
resume contingency-oriented peacetime intelligence operations. USAR ISR units demobilize and return to
peacetime activities. Intelligence officers—

® Monitor intelligence reporting on threat activity and I&W data.

e Update or consolidate databases.
® Maintain intelligence readiness.
°

Provide their input into the Force Design Update process to refine modified table of organization
and equipment (TOE) and evaluate the need for individual mobilization augmentee personnel.

Prepare after-action reports and lessons learned.
e Submit organizational needs requests.

ENTRY OPERATIONS

2-88. Threats often possess the motives and means to interrupt the deployment flow of Army forces.
Threats to deploying forces may include advanced conventional weaponry (air defense, mines) and
weapons of mass destruction (WMD). Sea and air ports of debarkation should be regarded as enemy HPTs
because they are the entry points for forces and equipment. Ports of debarkation are vulnerable because
they are fixed targets with significant machinery and equipment that are vulnerable to attack; in addition to
military forces and materiel, host-nation support personnel, contractors, and civilians may be working a
port of debarkation.

2-89. An enemy attack or even the threat of an enemy attack, on a port of debarkation can have a major
impact on force projection momentum. Commanders at all levels require predictive intelligence so that they
may focus attention on security actions that reduce vulnerabilities. To avoid, neutralize, or counter threats
to entry operations, the commanders rely on the ability of the intelligence officer to support future
operations by accurately identifying enemy reactions to U.S. actions, anticipating their response to
counteractions, and predicting additional enemy courses of action (COAs).
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PART TWO

Intelligence in Full Spectrum Operations

Part Two discusses the role of intelligence and the intelligence warfighting function
within full spectrum operations and the interaction of the intelligence process with the
operations process. It describes how both military intelligence and the intelligence
warfighting function provide commanders and warfighters with the intelligence they
require in order to drive operations.

Chapter 3 discusses the role of intelligence within full spectrum operations. The
doctrinal concept of Ml asset technical channels is discussed as a complement to,
not a replacement of, the Army’s command and support relationships.

Chapter 4 presents the intelligence process, describes its interaction with the
operations process, and discusses the methodology that accomplishes the primary
focus of intelligence in full spectrum operations, to provide the warfighter with
effective intelligence.

Chapter 3
Fundamentals in Full Spectrum Operations

THE OPERATIONAL CONCEPT

3-1. The Army’s operational concept is full spectrum operations: Army forces combine offensive,
defensive, and stability or civil support operations simultaneously as part of an interdependent joint force to
seize, retain, and exploit the initiative, accepting prudent risk to create opportunities to achieve decisive
results. They employ synchronized action—Ilethal and nonlethal—proportional to the mission and informed
by a thorough understanding of all variables of the operational environment. Mission command that
conveys intent and appreciation of all aspects of the situation guides the adaptive use of Army forces
(FM 3-0).

3-2. Intelligence supports the commander across full spectrum operations. It helps the commander decide
when and where to concentrate sufficient combat power to defeat the threat. Intelligence, surveillance, and
reconnaissance (ISR) are essential for the commander to achieve surprise against the threat, preclude
surprise from the threat, maintain the initiative on the battlefield, and win battles. Commanders and staffs at
all levels synchronize intelligence with the other warfighting functions to maximize their ability to see and
strike the enemy simultaneously throughout the area of operations (AO).

3-3. Every Soldier is responsible for detecting and reporting threat activities, dispositions, and
capabilities. Therefore, the Army established the Every Soldier is a Sensor (ES2) program, which is
accomplished through Soldier surveillance and reconnaissance. The Soldier surveillance and
reconnaissance task was developed to help commanders get combat information and reports. This task is
critical because the environment in which Soldiers operate is characterized by violence, uncertainty,
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complexity, and asymmetric threat methods. (See FM 2-91.6 for a detailed discussion about Soldier
surveillance and reconnaissance.)

3-4. The increased situational awareness that Soldiers develop through personal contact and observation
is a critical element of the unit’s ability to more fully understand the battlefield. Soldiers collect combat
information that is processed into intelligence by unit intelligence analysts. While medical personnel cannot
be assigned ISR tasks due to their Geneva Convention category status, if they do gain information through
casual observation of activities in plain view while conducting their humanitarian duties, they will report
the information to their supporting intelligence element.

INTELLIGENCE SUPPORT TO THE ELEMENTS OF FULL
SPECTRUM OPERATIONS

3-5. Full spectrum operations require continuous, simultaneous combinations of offensive, defensive, and
stability or civil support tasks. Operations are characterized as decisive, shaping, and sustaining.
Intelligence, through ISR, facilitates understanding portions of the mission variables—enemy, terrain and
weather, and civil considerations. (Civil considerations are developed in coordination with the G-9/S-9.)
Commanders can then conduct operations at a time and place of their choosing rather than reacting to
enemy operations.

OFFENSIVE OPERATIONS

3-2

3-6. Olffensive operations are combat operations conducted to defeat and destroy enemy forces and seize
terrain, resources, and population centers (FM 3-0). Offensive operations at all levels require effective
intelligence to help the commander avoid the enemy’s main strength and to deceive and surprise the enemy.
During offensive operations, intelligence must provide the commander with updated intelligence
preparation of the battlefield (IPB) products and an intelligence running estimate, in a timely manner, for
the commander to significantly affect the enemy. The intelligence running estimate ensures commanders
have the intelligence they need to conduct offensive operations with minimum risk of surprise.

3-7. The intelligence officer develops IPB products to assist the commander in identifying all aspects
within the AO or area of interest that can affect mission accomplishment. The entire staff, led by the
echelon intelligence staff, uses the IPB process to identify any aspects of the AO or area of interest that will
affect enemy, friendly, and third-party operations. The IPB process is collaborative in nature and requires
information from all staff elements and some subordinate units, who all use the results and products of the
IPB process for planning.

3-8. The intelligence officer supports the commander’s use of unit ISR assets to analyze the terrain and
confirm or deny the enemy’s strengths, dispositions, and likely intentions. These assets also gather
information concerning the civilian considerations within the AO. The intelligence officer and operations
officer, in coordination with the rest of the staff, develop an integrated ISR plan that satisfies the
commander’s maneuver, targeting, and information requirements.

3-9. In offensive operations, a commander’s information requirements often include—

e Locations, composition, equipment, strengths, and weaknesses of the defending enemy force
including high-payoff targets (HPTs) and enemy ISR capabilities.

Locations of possible enemy assembly areas.

Locations of enemy indirect fire weapon systems and units.

Locations of gaps and assailable flanks.

Locations of areas for friendly and enemy air assaults.

Locations of enemy air defense gun and missile units.

Locations of enemy electronic warfare (EW) units.

Effects of terrain and weather and civil considerations on current and projected operations.
Numbers, routes, and direction of movement of displaced civilians.
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e Withdrawal routes of enemy forces.

Anticipated timetable schedules for the enemy’s most likely course of action (COA) and other
probable COAs.

® [Locations of enemy command and control and ISR systems and the frequencies used by the
information systems linking these systems.

DEFENSIVE OPERATIONS

3-10. Defensive operations are combat operations conducted to defeat an enemy attack, gain time,
economize forces, and develop conditions favorable for offensive or stability operations (FM 3-0). The
immediate purpose of defensive operations is to defeat an enemy attack. Commanders defend to buy time,
hold key terrain, hold the enemy in one place while attacking in another, or destroy enemy combat power
while reinforcing friendly forces.

3-11. Intelligence should determine the enemy's strength, COAs, and location of enemy follow-on forces.
Defending commanders can then decide where to arrange their forces in an economy-of-force role to
defend and shape the battlefield. Intelligence support affords commanders the time necessary to commit the
striking force precisely.

3-12. Intelligence supports the commander’s defensive operations with IPB products to identify probable
enemy objectives and various approaches; patterns of enemy operations; the enemy’s vulnerability to
counterattack, interdiction, EW, air attacks, and canalization by obstacles; and the enemy’s capability to
conduct air attacks against friendly forces, insert forces behind friendly units, and employ chemical,
biological, radiological, nuclear, and high-yield explosives (CBRNE) weapons. The intelligence officer
must also evaluate how soon follow-on forces can be committed against an enemy attacking in echelons.

3-13. The intelligence officer supports the commander with synchronization of the ISR plan to answer the
commander’s critical information requirements (CCIRs). ISR activities must be continuously assessed and
updated during operations. The ISR plan must provide early identification of as many of the commander’s
requirements as possible. It is critical that the intelligence officer support the commander’s ability to see the
enemy during the conduct of all defensive operations. In defensive operations, these requirements often
include—

e [ocations, composition, equipment, strengths, and weaknesses of the advancing enemy force.
Enemy reconnaissance objectives or goals.

Locations of possible enemy assembly areas.

Locations of enemy indirect fire weapon systems and units.

Locations of gaps, assailable flanks, and other enemy weaknesses.

Locations of areas for enemy helicopter and parachute assaults.

Locations of artillery and air defense gun and missile units.

Locations of enemy EW units.

Locations, numbers, and intentions of civilian populations.

Effects of terrain and weather and civil considerations on current and projected operations.
Likely withdrawal routes for enemy forces.

Numbers, routes, and direction of movement of displaced civilians.

Anticipated timetable of the enemy’s most likely COA.

Locations of enemy command posts, fire direction control centers, EW sites, and target
acquisition sensor and target fusion sites and the frequencies they are using.

STABILITY OPERATIONS

3-14. Stability operations encompass various military missions, tasks, and activities conducted outside the
United States in coordination with other instruments of national power to maintain or reestablish a safe and
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secure environment, provide essential governmental services, emergency infrastructure reconstruction, and
humanitarian relief (JP 3-0).

3-15. Missions where stability operations predominate are often much more complex than those where
offensive and defensive operations are dominant; therefore, obtaining the intelligence required is often
more complex. As a result, commanders must be more involved in and knowledgeable of ISR during
stability operations. Elements of combat power are discussed below.

3-16. In stability operations, commanders often require more detailed intelligence and IPB products to
determine how best to conduct operations and influence the local populace to enhance regional stability.
The identification and analysis of the threat, terrain and weather, and civil considerations are critical in
determining the most effective missions, tasks, and locations in which stability operations are conducted. A
lack of knowledge concerning insurgents, local politics, customs, and culture as well as how to differentiate
between local combatants, often leads to U.S. actions that can result in unintended and disadvantageous
consequences—such as attacking unsuitable targets or offending or causing mistrust among the local
population. This lack of knowledge could potentially threaten mission accomplishment.

CIVIL SUPPORT OPERATIONS

3-17. Civil support is Department of Defense support to U.S. civil authorities for domestic emergencies,
and for designated law enforcement and other activities (JP 3-28). Civil support includes operations that
address the consequences of natural or manmade disasters, accidents, terrorist attacks, and incidents within
the United States and its territories. Army forces conduct civil support operations when the size and scope
of an incident exceed the capabilities or capacities of domestic civilian agencies. Army civil support
operations include a range of activities involving support to law enforcement agencies, and planned support
as part of large-scale events. The major supporting tasks encompassed by civil support are in table 3-1.

Table 3-1. Primary civil support tasks and example supporting tasks (FM 3-0)

Provide support in response to
disaster to terrorist attacks

Support civil law

enforcement Provide other support, as required

Assist law enforcement
agencies following
disasters and terrorist Support to special security events
attacks. e  Olympics.

e Inaugurations.

e Large public performances.

Disaster response
e Natural disasters.
e Manmade disasters.

Civil disturbance
operations (joint forces
HQ-State and CCDR

OPLANSs).
CBRNE consequence Augment Federal and State
management agencies
e Terrorist attacks involving | Protect key infrastructure. e Mass immigration.
CBRNE. e  Continuity of critical
e Industrial accidents. Government services.
Planned augmentation
to civil law enforcement
including—
e  Counterdrug
Pandemic influenza support support. Community support tasking.
e Border security.
e Training.
o Facilities.
e  Equipment.
CBRNE chemical, biological, radiological, nuclear, and high-yield explosives
CCDR combatant commander
HQ headquarters
OPLAN operation plan
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3-18. A distinguishing aspect of civil support operations is the status of the Army National Guard
(ARNG)—normally the first military force responding to any incident or emergency within the United
States. Within the United States, ARNG supports their respective state or territory under a state chain of
command when in State Active Duty status or Title 32, United States Code (32 USC) status. In either
status, ARNG forces operating within their respective states have authorities that U.S. law severely restricts
for Active Army and Army Reserve forces. For example, the Governor may employ National Guardsmen
in a law enforcement capacity. However, if the President federalizes ARNG forces from any state or
territory, those National Guardsmen fall under the Department of Defense (DOD) and are subject to the
same Federal laws and restrictions applied to the Active Army and mobilized Army Reserve.

3-19. Intelligence support in civil support operations is as important as in other operations. All
commanders must ensure intelligence support remains within the guidelines of U.S. law and applicable
policies. In particular, operations must adhere to regulations and directives that implement restrictions
within the “intelligence oversight requirements.” Intelligence support of Title 10, United States Code
(10 USC) forces focuses on specific missions authorized by the Secretary of Defense. State National Guard
commanders ensure that their intelligence capabilities comply with applicable policies, regulations, U.S.
law, and the missions authorized by the Governor of that state. Commanders and intelligence professionals
must consult with staff judge advocates concerning any unclear areas of intelligence capability.

3-20. Army forces involved in civil support conduct “incident awareness and assessment” (IAA). IAA is a
distilled version of ISR operations used by forces in combat. IAA is based on the same concepts as ISR
operations. However, IAA addresses only those information requirements permitted by law within a
domestic environment. Due to policy issues and a history of intelligence abuses in the 1960s and 1970s,
domestic ISR applications do not occur without express permission of the Secretary of Defense (SECDEF).
Further, any use of intelligence capabilities for purposes other than traditional use must be expressly
approved by the SECDEF.

3-21. Intelligence analysis can also assist civil authorities in identifying areas where the military can
provide support to restoring essential services. Reconnaissance and surveillance assets can assist in search
and rescue, damage assessment, potential hazards, and locating displaced persons. Reconnaissance and
surveillance assets can also help identify and locate CBRNE materiel and weapons. However, employment
of Active Army and Army Reserve reconnaissance and surveillance assets requires authorization from the
Secretary of Defense or a designated representative. (For more information on intelligence support in
domestic operations, see DODD 5200.27, AR 381-10, JP 3-28.)

ELEMENTS OF COMBAT POWER

3-22. Combat power is the total means of destructive, constructive, and information capabilities which a
military unit or formation can apply at a given time. Army forces generate combat power by converting
potential into effective action (FM 3-0). There are eight elements of combat power. The first two—
leadership and information—are applied throughout and multiply the effects of the other six elements of
combat power, collectively described as the Army warfighting functions:

e Movement and maneuver.
Intelligence.

Fires.

Sustainment.

Command and control.

Protection.

3-23. For more information on the elements of combat power, see FM 3-0.
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ARMY CAPABILITIES

3-24. Military intelligence (MI) has responsibilities and functions that support full spectrum operations at
all echelons. The distribution of specific intelligence assets enhances the capability of the combined arms
team. The planning and analysis of force tailoring identifies required intelligence resources and capabilities
and blends the mission requirements necessary for mission success. The task organization that follows
force tailoring establishes an ordered command and support structure with technical channels for the
intelligence assets to conduct their support missions.

COMBINED ARMS

3-25. Combined arms is the synchronized and simultaneous application of the elements of combat power to
achieve an effect greater than if each element of combat power was used separately or sequentially
(FM 3-0). As an integral part of combined arms, staffs must identify all intelligence capabilities required to
conduct operations in an AO. Specific intelligence capabilities that are not organic or need to be bolstered
are requested for the force pool for force tailoring.

FORCE TAILORING

3-26. Force tailoring is the process of determining the right mix of forces and the sequence of their
deployment in support of a joint force commander (FM 3-0). Force tailoring involves selecting the right
force structure for a joint operation from available units within a combatant command or from the Army
force pool. Based on mission analysis, the staff at each echelon identifies intelligence capabilities and
resources to support the commander’s guidance, intent, and mission objectives.

TASK-ORGANIZING

3-27. Task-organizing is the act of designing an operating force, support staff, or logistic package of
specific size and composition to meet a unique task or mission. Characteristics to examine when task-
organizing the force include but are not limited to training, experience, equipage, sustainability, operating
environment, enemy threat, and mobility. For Army forces, it includes allocating available assets to
subordinate commanders and establishing their command and support relationships (FM 3-0).

3-28. Once intelligence assets have been allocated, each echelon task-organizes the assets to provide
maximum mission support. Intelligence asset task organization occurs within a tailored force package as
commanders organize units for specific missions. As commanders reorganize units for subsequent
missions, intelligence assets may be redistributed to support new or changing requirements.

COMMAND AND SUPPORT RELATIONSHIPS

3-29. Command and support relationships provide the basis for unity of command in operations.
Commanders use Army command and support relationships when task-organizing MI assets. Since most
MI forces are task-organized to support operations, MI leaders at all echelons must understand the
differences between joint and Army doctrine and the impact of command and support relationships on their
units, personnel, and assets. (See JP 1 for a discussion of joint command relationships and authorities. See
FM 3-0, appendix B, for a discussion of Army command and support relationships.)

3-30. While not an actual command or support relationship, technical channels often affect certain
intelligence operations. Intelligence commanders and the intelligence staff maintain control of each
intelligence discipline during operations through technical channels to ensure adherence to applicable laws
and policies, ensure proper use of doctrinal techniques, and provide technical support and guidance.
Applicable laws and policies include all relevant U.S. law, the law of war, international law, directives,
DOD instructions, and orders. In specific cases, regulatory authority is granted to national and DOD
intelligence agencies for specific intelligence discipline collection and is passed through technical channels.
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3-31. Commanders direct operations but often rely on technical expertise to plan, prepare, execute, and
assess portions of the unit’s collection effort. Technical channels also involve translating ISR tasks into the
specific parameters used to focus highly technical or legally sensitive aspects of the ISR effort. Technical
channels include but are not limited to—

e Defining, managing, or prescribing techniques for the employment of specific ISR assets.
Identifying critical technical collection criteria such as technical indicators.
Recommending collection techniques, procedures, or assets.
Conducting operational reviews.
Conducting operational coordination.
Conducting specialized training for specific MI personnel or units.

3-32. An example of technical channels is the Prophet-control team converting PIRs and ISR tasks
developed during the military decisionmaking process (MDMP) and assigning times and anticipated enemy
frequencies for subordinate Prophet teams to collect.
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Chapter 4
Intelligence Process in Full Spectrum Operations

SECTION | - INTELLIGENCE AND THE OPERATIONS PROCESS

4-1. Commanders use the operations process of plan, prepare, execute, and assess to continuously design
and conduct operations. Figure 4-1 depicts this process. Commanders cannot successfully accomplish
activities involved in the operations process without information and intelligence. The design and structure
of intelligence operations support commanders’ operations process by providing them with intelligence in
order to drive operations.

‘:35
‘-":JG'S/
v-

Battle
Command

¢
P
>
>
b

’VSSESS

Figure 4-1. The operations process

4-2. The operations process and the intelligence process (see chapter 1, paragraph 1-93, and the
discussion below) are mutually dependent. The commander provides the guidance and focus through
commander’s critical information requirements (CCIRs) (priority intelligence requirements [PIRs] and
friendly force information requirements [FFIRs]) that drive the operations and intelligence processes. The
intelligence process operates during all parts of the operations process to provide the continuous
intelligence essential to the operations process. Intelligence about the area of operations (AO) and area of
interest supports Army forces in combining offensive, defensive, and stability or civil support operations
simultaneously, as part of an interdependent joint force to seize, retain, and exploit the initiative, accepting
prudent risk to create opportunities to achieve decisive results. Intelligence preparation of the battlefield
(IPB) is one of the integrating processes. (See FM 3-0 for further discussion on the integrating processes.)
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SECTION Il - THE INTELLIGENCE PROCESS

4-3. The intelligence process consists of four steps and four continuing activities. Just as the activities of
the operations process overlap and recur as the mission demands, so do the steps of the intelligence process.
Additionally, the generate intelligence knowledge, analyze, assess, and disseminate continuing activities
occur continuously throughout the intelligence process, which is continuously guided by the commander’s
input. Figure 4-2 shows the intelligence process.

commander’s Inpyg

Figure 4-2. The intelligence process

COMMANDER’S INPUT

4-4. Commanders are responsible for driving the intelligence process. They do this by providing
commander’s input. While it is not a part of the intelligence process itself, commander’s input is the
primary mechanism commanders use to focus the intelligence warfighting function. Commanders provide
input at their discretion. Information gained through the assess continuing activity triggers the intelligence
staff to request commander’s input.

4-5. The commander’s input directly influences a unit’s intelligence, surveillance, and reconnaissance
(ISR) effort. Each commander determines which intelligence products to develop as well as the products’
formats. Commanders may provide input at any point during the intelligence process. The staff then adjusts
the ISR effort accordingly.

INTELLIGENCE PROCESS CONTINUING ACTIVITIES

4-6. The four continuing activities shape the intelligence process. They occur throughout the process and
can affect any step at any time.
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GENERATE INTELLIGENCE KNOWLEDGE

4-7. Generate intelligence knowledge is a continuous and user-defined continuing activity driven by the
commander. It begins before mission receipt and continues throughout an operation. This activity occurs
whenever there is a need to analyze and understand the broad scope of the operational environment beyond
the narrow focus of a specific mission. The purpose of generating intelligence knowledge is to provide the
intelligence staff the relevant knowledge required concerning the operational environment for the conduct
of operations. It serves as the foundation for performing IPB and mission analysis. The primary products of
generating intelligence knowledge are the initial data files and the initial intelligence survey. (See
paragraphs 4-18 through 4-21.) Generate intelligence knowledge continues beyond the initial planning of
the mission and provides additional context to the mission-specific planning that occurs after the initial
IPB.

4-8. Generate intelligence knowledge begins as early as possible—in some cases, as soon as the
commander knows the general area or category of the mission for a projected operation. It continues
throughout the operations process. The unit determines what information it will need (based on the
commander’s guidance), what information it already has, and what information it needs to collect. For
Army units, the initial action to locate the information they need to collect is establishing an intelligence
architecture. This architecture provides access to relevant intelligence community and other Department of
Defense (DOD) databases and data files. (See paragraphs 1-30 through 1-34.) When conducting the
generate intelligence knowledge continuing activity, units and personnel must follow all applicable policies
and regulations on the collection of information and operations security (OPSEC). Generate intelligence
knowledge is led by the intelligence staff. When feasible, it includes participation by the entire staff.

4-9. Three important aspects of generating intelligence knowledge are initial data-file development,
operational and mission variables analysis, and intelligence survey development.

Initial Data-File Development

4-10. The initial result of the generate intelligence knowledge continuing activity is the creation and
population of data files as directed by the commander. These files must be compatible with the unit’s
command and control information systems. When generating intelligence knowledge, unit intelligence
personnel should begin by determining the information they need to collect based on those primary
components of the operational environment, for which the intelligence staff is responsible, to answer the
CCIRs, perform IPB, and support the command.

4-11. As units begin to collect data on the projected AO, the data should be organized into baseline data
files in accordance with the commander’s guidance. Generally, tactical echelons create primary data files,
based on the threat, terrain and weather, and civil considerations. Strategic and operational echelons create
data files based on the commander’s operational requirements.

4-12. All-source analysts ensure that relevant information is incorporated into the common database and
the unit Web page. This information becomes the basis for providing intelligence support for developing
deployment readiness training on the operational environment. This information is used to develop Soldier
predeployment packages. It helps identify the specific types of threats; threat equipment (including vehicles
and weapons); threat tactics, techniques, and procedures (TTP); and civil considerations that Soldiers can
expect to encounter when deployed. This information can be used to incorporate simulations or replications
of these factors into predeployment training exercises or mission rehearsal exercises to provide the most
realistic and relevant training possible.

4-13. Many factors can drive the requirement to update the baseline knowledge. These factors can include
current operations, higher echelon operations, and intelligence analyses or assessments. Additional
considerations include such factors as updates based on elections or key local leadership changes in the
projected AO, changes to local infrastructure, and events outside the unit’s projected AO that may impact
operations within the projected AO. After the data files are created, the data, information, intelligence,
products, and material obtained are organized and refined to support planning based on the commander’s
guidance.
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4-14. Generate intelligence knowledge is also the basis for developing a unit’s initial intelligence survey.
By performing the generate intelligence knowledge activity, the intelligence staff continues to gather,
categorize, and analyze information on relevant aspects of the projected AO, continually adding new
information and updating and refining their understanding of the projected AO.

4-15. During a deployment, a unit’s information databases become a source of information for follow-on
units as they generate intelligence knowledge during Army force generation (ARFORGEN). During and
after deployment, the generate intelligence knowledge continuing activity also supports tactical overwatch
and the collection of lessons learned.

Operational and Mission Variables Analysis

4-16. Generally, analysis focused at the broad scope of the operational environment uses the operational
variables (PMESII-PT). Analysis focused on the conduct of a specific mission uses the mission variables
(METT-TC). However, analysts at all echelons use the appropriate analytical constructs—which may
include a combination of the operational and mission variables—required to support operations, based on
the commander’s guidance.

4-17. IPB primarily supports the running estimate and the military decisionmaking process (MDMP).
Although Army forces use METT-TC as the framework for IPB and mission analysis, intelligence Soldiers
can draw relevant information from analysis of the operational variables and other analytical constructs,
depending on the scope of the IPB being conducted. IPB is broadly focused when preparing for mission
analysis before receipt of the mission and the projected or actual AO. IPB becomes more focused on receipt
of the mission.

Intelligence Survey Development

4-18. Developing the intelligence survey is a process that assists intelligence officers in identifying ISR
asset collection capabilities and limitations within the projected AO for potential employment in support of
force generation. Developing the intelligence survey requires five steps:
® Develop comprehensive information, collection capability, and analytical baselines for the
projected AO.

Determine key intelligence gaps.
Determine key gaps in analytical and ISR collection capabilities.

® Develop an understanding of the information and intelligence that can be collected with unit
intelligence assets and, when appropriate, ISR assets in the projected AO, and how and where it
may best be collected.

® Determine a method of understanding when changes to the information, collection capability, or
analytical baselines occur that are of significance or intelligence interest.

4-19. The intelligence survey is developed over time and continuously updated. It provides the unit
intelligence officer with an initial assessment that forms the basis for recommending intelligence asset
apportionment and the best use of the unit’s intelligence assets within the projected AO. It takes into
account technical and tactical considerations across all disciplines. For example, one portion of the
projected AO may be unsuited for unit signals intelligence (SIGINT) asset collection due to terrain or lack
of threat transmitters. The same area may be well suited for human intelligence (HUMINT) collection
teams (HCTs). The intelligence officer may recommend to the commander that unit SIGINT collection
assets not be deployed to that area and that additional HCTs would be a valuable source of intelligence
collection in that same area.

4-20. This assessment includes determining what nonstandard ISR assets, including quick reaction
capabilities and off-the-shelf capabilities and systems, are available. Additionally, when reviewing concept
plans and operation plans (OPLANS), intelligence officers use the intelligence survey to update the plan
based on new technologies, capabilities, or sources of information and intelligence.
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4-21. The intelligence survey also assists in determining what communication capabilities will be required
for projected intelligence operations and addresses any apparent gaps in intelligence standing operating
procedures (SOPs). Additionally, the intelligence survey is the basis for determining what additional or
specialized intelligence assets the unit may require.

ANALYZE

4-22. Analysis is the process by which collected information is evaluated and integrated with existing
information to produce intelligence that describes the current—and attempts to predict the future—
impact of the threat, terrain and weather, and civil considerations on operations. The intelligence staff
analyzes intelligence and information about the threat’s capabilities, friendly vulnerabilities, and all other
relevant aspects of the AO and area of interest to determine how they will impact operations. The
intelligence staff must also analyze and identify issues and problems that occur during the unit’s
intelligence process. One example of this could be focusing on the wrong priority or assets that are unable
to collect required information. This analysis enables the commander and staff to determine the appropriate
action or reaction and to focus or redirect assets and resources to fill information gaps, mitigate collection
limitations, or alleviate pitfalls. (See TC 2-33.4 for doctrine on intelligence analysis.)

4-23. Analysis occurs at various stages throughout the intelligence process. Leaders at all levels conduct
analysis to assist in making many types of decisions. An example is a HUMINT collector’s analyzing an
intelligence requirement to determine the best possible collection strategy to use against a specific source.

4-24. Analysis in requirements management is critical to ensuring the information requirements receive the
appropriate priority for collection. The intelligence staff analyzes each requirement—

® To determine its feasibility, whether or not it supports the commander’s intent.
® To determine the best method of satisfying the information requirements.
® To determine if the collected information satisfies requirements.

4-25. During the produce step, the intelligence staff analyzes information from multiple sources to develop
all-source intelligence products. The intelligence staff analyzes information and intelligence to ensure the
focus, prioritization, and synchronization of the unit’s intelligence production effort is in accordance with
the PIRs.

4-26. In situation development, the intelligence staff analyzes information to determine its significance
relative to predicted threat courses of action (COAs) and the CCIRs (PIRs and FFIRs). Through predictive
analysis, the staff attempts to identify enemy activity or trends that present opportunities or risks to the
friendly force. They often use the indicators developed for each threat COA and CCIRs (PIRs and FFIRs)
during the MDMP as the basis for their analysis and conclusions.

ASSESS

4-27. Assessment is the continuous monitoring and evaluation of the current situation, particularly the
enemy, and progress of an operation (FM 3-0). Assessment plays an integral role in all aspects of the
intelligence process. Assessing the situation and available information begins upon receipt of the mission
and continues throughout the intelligence process. The continual assessment of intelligence operations and
ISR assets, available information and intelligence, and the various aspects of the AO, are critical to—

® Ensure the CCIRs (PIRs and FFIRs) are answered.
Ensure intelligence requirements are met.
Redirect collection assets to support changing requirements.
Ensure operations run effectively and efficiently.
Ensure proper use of information and intelligence.
Identify enemy efforts at deception and denial.
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4-28. The assess step plays a critical role in evaluating the information collected during the intelligence
process. The continual assessment of reconnaissance and surveillance and of available information and
intelligence (expressed in terms of the mission variables) are critical to ensure that the intelligence staff—

o Answers the CCIRs.

® Provides the operations staff with input to redirect ISR assets in support of changing
requirements.

® Makes effective use of information and intelligence.

4-29. During planning, the intelligence staff conducts a quick initial assessment of the unit’s intelligence
posture and holdings, status of intelligence estimates, and any other available intelligence products. From
this assessment, the commander issues initial guidance and a warning order (WARNO).

4-30. During execution, the intelligence staff continues assessing the effectiveness of the ISR effort while
simultaneously assessing the results and products derived from the ISR synchronization effort. The critical
aspects of assessment include determining whether—

o The CCIRs have been answered.
o The CCIRs are still likely to be answered with the current reconnaissance and surveillance.
® ISR synchronization and integration account for and reflect changes to the CCIRs.
e [SR activities are adjusted for changes to the operational environment.
4-31. This type of assessment requires sound judgment and a thorough knowledge of friendly military

operations, characteristics of the AO and area of interest, and the threat situation, doctrine, patterns, and
projected COAs.

DISSEMINATE

4-6

4-32. Disseminate, an information management activity, is to communicate relevant information of any
kind from one person or place to another in a usable form by any means to improve understanding or to
initiate or govern action (FM 6-0). For the intelligence warfighting function, the purpose of dissemination
is to ensure that users receive the information and intelligence that they require to support operations.
Access to unit information and intelligence may be available across many echelons. Each echelon with
access to information may perform analysis on that information, based on their resources and their
requirements, and then ensure that their analysis is properly disseminated. Disseminate includes direct
dissemination; granting access to databases, information, or intelligence; and sharing. It also encompasses
posting information to the appropriate Web sites, intelligence reach, and updating the common operational
picture (COP). Determining the product format and selecting the means to deliver it are key aspects of
dissemination. The information and intelligence must be timely, relevant, accurate, predictive, and tailored
intelligence to the commander and other users.

4-33. Successful operations at all levels require increased demands on the intelligence warfighting
function. Timely and accurate dissemination of intelligence is key to the success of operations.
Commanders must receive combat information and intelligence products in time and in an appropriate
format to support decisionmaking. To achieve this, the commander and staff must establish and support a
seamless intelligence architecture—including an effective dissemination plan—across all echelons to
ensure information and intelligence (product and data access) flow efficiently to all those who need them.
Intelligence and communications systems continue to evolve in their sophistication, application of
technology, and accessibility to the commander. Their increasing capabilities also create an unprecedented
volume of information available to commanders at all echelons. The commander and staff must have a
basic understanding of these systems and their contribution to the intelligence warfighting function. The
Distributed Common Ground System-Army (DCGS-A) enterprise is the primary method for providing
intelligence products to users.
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Direct Dissemination

4-34. Information presentation may be in a verbal, written, interactive, or graphic format. The type of
information, time allocated, and commander’s preferences all influence the information format. DCGS-A
provides a common backbone for the dissemination of intelligence. Answers to CCIRs for the commander,
subordinate commanders, and staff require direct dissemination.

4-35. A dissemination plan can be a separate product or integrated into existing products, such as the ISR
synchronization tools, the decision support template, or decision support matrix.

Granting Access

4-36. Properly managing access to databases, information, or intelligence ensures that personnel, units, or
organizations that need all or part of the information can obtain the information they need. Information
resides in established classified and unclassified databases, programs, networks, systems, and other Web-
based collaborative environments maintained by national agency, multinational, joint, and Army
organizations or echelons. Granting access is governed by—

e Applicable national agencies.

e Multinational, joint, and Army regulations, policies, and procedures for personnel accesses and
clearances.

Individual system accreditation.
Specialized training for clearances and systems or database usage.
® Special security procedures and enforcement.

4-37. The intelligence staff must identify users who will require access to protected unit intelligence Web
sites, Web postings, data files, and databases. The staff must ensure users are granted the appropriate
accesses. The intelligence staff also processes requests from individuals, organizations, or agencies outside
the unit who may require access to unit intelligence Web sites, Web postings, data files, or databases, and
grant the appropriate level of access to ensure optimal information sharing and continuity of operations.

4-38. The intelligence staff must ensure that all accesses granted conform to the appropriate U.S. law,
DOD regulations, classification guidelines, and security protocols. (See AR 380-28 [C], DHE-M 3301.001 [S],
DIAM 58-11 [S//NF].)

Sharing

4-39. Sharing is primarily the result of establishing a Web-based collaborative environment. Collaboration
includes the sharing of knowledge, expertise, and information, normally online. Collaboration may take
many forms. Collaborative tools include computer-based tools that help individuals work together and
share information. They allow for virtual online meetings and data sharing. Sharing allows analysts, other
intelligence personnel, and other subject matter experts to freely exchange information and intelligence to
assist in answering their commander’s requirements. The intelligence staff must identify the most effective
methods to share intelligence with all required users. Sharing applies specifically to multinational partners,
who are unable to access U.S. information systems or data files. Some users may require hardcopy
printouts of new or updated intelligence; some may simply need to access the unit intelligence Web page;
and some may simply require access to specific unit databases.

Posting

4-40. Information may be posted to military Web sites for the widest possible dissemination. This makes
the information available to personnel and units interested in the information or intelligence, which is not
part of the normal dissemination group for a unit or organization. When posting information to the Web or
updating information on their Web site, it is critical that units or organizations inform higher, subordinate,
and lateral units or organizations that may require this information. Units rarely have enough personnel to
dedicate a Soldier to continuously search Web sites for new or updated information that may be of use to
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that unit or organization. The intelligence staff must regularly review posted information to ensure that it
remains valid, relevant, and has not become outdated.

Intelligence Reach

4-41. Intelligence reach is an important part of the intelligence effort. It allows intelligence analysts to
retrieve existing information, intelligence products, and data that can support answering the CCIRs from
outside the unit, in a timely manner, without waiting for an answer to a request for information (RFI) or an
ISR task. The information, intelligence products, or data retrieved can then be evaluated for use in the
unit’s intelligence products or analysis.

Updating the Common Operational Picture

4-42. As required by unit SOPs, new or updated intelligence information must be regularly inputted in the
COP to provide the most current picture. The common operational picture is a single display of all relevant
information within a commander’s area of interest tailored to the user’s requirements and based on
common data and information shared by more than one command (FM 3-0). It is conveyed through reports,
automatic updates, and overlays common to all echelons and digitally stored in a common database. The
COP facilitates battle command through collaborative interaction and real-time sharing of information
between commanders and staffs. The intelligence portions of the COP are those messages and overlays
relating to threat, terrain and weather, and civil considerations sent to the common database from
intelligence organizations at various echelons, and combat information transmitted from individual Soldiers
and platforms. The intelligence officer monitors the common database to ensure it reflects the most current
information and intelligence available. The intelligence staff must regularly provide updated intelligence to
the COP, in accordance with unit SOPs, to support the commander’s and staff’s situational awareness.

Dissemination Methods and Techniques

4-43. There are numerous methods and techniques for disseminating information and intelligence. The
appropriate technique in any particular situation depends on many factors such as capabilities and mission
requirements. Possible dissemination methods and techniques include—

e Direct electronic dissemination (a messaging program).

Dissemination via chat rooms.

Instant messaging.

Web posting.

Printing the information and sending it via courier.

e Putting the information on a compact disc and sending it to the recipient.

4-44. Intelligence officers must plan methods and techniques to disseminate information and intelligence
when normal methods and techniques are unavailable. For example, information and intelligence can be
disseminated using liaisons or regularly scheduled logpacks as long as any classified information is
properly protected.

Dissemination Procedures

4-8

4-45. Intelligence officers and personnel at all levels assess the dissemination of intelligence and
intelligence products. Disseminating intelligence simultaneously to multiple recipients is one of the most
effective, efficient, and timely methods, and can be accomplished through various means—for example,
push or broadcast. However, within the current tactical intelligence architecture, reports and other
intelligence products move along specific channels. The staff helps streamline information distribution
within these channels by ensuring dissemination of the right information in a timely manner to the right
person or element. There are three channels through which commanders and their staffs communicate:
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e Command channel.
e Staff channel.
o Technical channels.

Command Channel

4-46. The command channel is the direct chain-of-command link used by commanders or authorized staff
officers for command-related activities. Command channels include command radio nets, video
teleconferences, and the Maneuver Control System.

Staff Channel

4-47. The staff channel is the staff-to-staff link within and between headquarters. The staff uses the staff
channel for control-related activities. Through the staff channel, the staff coordinates and transmits
intelligence, controlling instructions, planning information, and provides early warning information and
other information to support command and control. Examples of staff channels include the operations and
intelligence radio net, telephone, the staff huddle, video teleconference, and the warfighting function-
specific components of DCGS-A, which provide information and intelligence to the rest of the intelligence
architecture.

Technical Channels

4-48. Staffs typically use technical channels to control specific activities. These activities include fire
direction and the technical support and sensitive compartmented information (SCI) reporting channels for
intelligence dissemination and reconnaissance and surveillance. The SIGINT tasking and reporting radio
net, intelligence broadcast communications, and the wide area networks supporting single intelligence
discipline collection, processing, and production are examples of technical channels.

Presentation Techniques and Procedures

4-49. The staff’s objective in presenting information is providing the commander with relevant
information. The presentation method is based on the commander’s guidance. Table 4-1 lists the three
general methods that the staff uses to present information and meet its information objective. Specific
techniques include METT-TC, PMESII, and PMESII-PT. DCGS-A contains standard report formats, maps,
and mapping tools that assist the staff in presenting information in written, verbal, and graphic form. Audio
and video systems, such as large format displays and teleconferencing systems, enable the staff to use a
combination of the methods in multimedia presentations.

Table 4-1. Presentation methods and products

Method Products
Written narrative Reports, estimates, and studies
Verbal narrative Briefings (information, decision, mission, and staff)
Graphic Charts, overlays, and electronic displays

THE INTELLIGENCE PROCESS STEPS

4-50. The four steps discussed below are the core of the intelligence process and recur continuously
throughout the operations process.
PLAN

4-51. The plan step consists of the activities that identify pertinent information requirements and develop
the means for satisfying those requirements, meeting the commander’s desired end state. The CCIRs (PIRs
and FFIRs) drive the ISR effort. The intelligence officer synchronizes the ISR plan and supports the
operations officer in ISR integration. Planning activities include but are not limited to—
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e Conducting IPB and preparing IPB products and overlays.
Developing the initial intelligence running estimates or briefings (usually as part of the mission
analysis briefing). These should include initial PIRs as well as threat strengths and
vulnerabilities that friendly forces should avoid or exploit.
® Synchronizing the ISR effort:
»  Identifying pertinent information and intelligence requirements in coordination with the
operations officer.
= Managing requirements.
= Submitting RFIs and using intelligence reach to fill information gaps.
s Evaluating reported information.
m  Establishing the intelligence communications and dissemination architecture.
= Developing, managing, and revising the ISR synchronization tools and the ISR plan as
mission requirements change.
e  Supporting the preparation of Annex B (Intelligence), and assisting the S-3 in completing Annex L
(Intelligence, Surveillance, and Reconnaissance) of the OPLAN or operation order (OPORD).

Assessing the situation.
® Assisting the operations officer with updating the ISR plan.

4-52. Intelligence officers must ensure that they are working closely with operations officers on the ISR
plan and that both are working from the same intelligence baseline. The commander’s intent, planning
guidance, and CCIRs (PIRs and FFIRs) drive the planning of intelligence operations. Planning, managing,
and coordinating these operations are continuous activities necessary to obtain information and produce
intelligence essential to decisionmaking.

Coordinate

4-53. Staff and leaders coordinate with various organizations to ensure the necessary resources, such as
linguist support (see appendix B), information, intelligence, training, and procedures are in place to
facilitate effective intelligence operations.

Coordination for and Management of Movement of ISR Assets

4-54. All ISR assets at one time or another will coordinate for movement through or near another unit’s
AO. To avoid fratricide, ISR elements must coordinate with units, operations officers, intelligence officers,
and each other. ISR elements must also coordinate with appropriate staff elements to establish no-fire arcas
and/or other fire support coordination measures around ISR assets, airspace control measures, and
appropriate weapons control status (in reference to aerial ISR assets).

Coordination for and Management of Information andlintelligence

4-55. The intelligence staff must prepare and practice coordination and management with personnel from
all military intelligence (MI) units, non-MI units, other Service components, and multinational
organizations that may contribute to or facilitate the ISR effort. This coordination enables the intelligence
officer to share and update databases, information, and intelligence and ensures connectivity with those
organizations. All units are sources of relevant information regarding the enemy and other aspects of the
AO.

Liaison

4-56. In order to coordinate, synchronize, and integrate operations; exchange information and intelligence;
move through certain areas; and ensure protection, it may be necessary to establish a liaison officer with
many different elements, organizations, and the local population and institutions of the country where
friendly forces are conducting operations. This includes the local police, town officials, foreign military
forces, and political and other key figures within the AO. Operations may also necessitate coordination,
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synchronization, and integration with other U.S. and multinational forces—such as the International
Security Assistance Force, the International Police Task Force, Organization for Security and Cooperation
in Europe, and Defense HUMINT. (See FM 6-0 for more information on liaison duties.)

Movement

4-57. When conducting movement through other unit’s AOs, MI units must first conduct detailed
coordination with the unit that has been assigned the AO through which the MI unit is moving. Detailed
coordination will identify key operational limitations and provide the moving unit with coordination
measures for the AO—such as no fire areas, target reference points, call signs and passwords, and casualty
evacuation procedures. Proper management ensures ease of movement and safe passage of friendly forces
through an area. Properly coordinated movement minimizes the risk of fratricide.

Planning Considerations for the Intelligence Warfighting Function

4-58. The intelligence warfighting function is a unified system that anticipates and satisfies intelligence
needs. Commanders ensure its proper employment by clearly articulating intent, designating CCIRs (PIRs
and FFIRs), and prioritizing targets. However, commanders must understand the limitations of the
intelligence warfighting function to preclude unrealistic expectations of the system. The following are
intelligence warfighting function considerations:

e Intelligence only reduces uncertainty in the AO; it does not eliminate it entirely. The commander
will always have to determine the presence and degree of risk involved in conducting a
particular mission.

e The intelligence warfighting function is composed of finite resources and capabilities.
Intelligence systems and Soldiers trained in specific ISR skills are limited in any unit. Once lost
to action or accident, these Soldiers and systems are not easily replaceable; for some, it may not
be possible to replace them during the course of the current operation. The loss of Soldiers and
equipment can result in the inability to detect or analyze enemy actions. The loss of qualified
language-trained Soldiers, especially Soldiers trained in low-density languages or skills, could
adversely affect intelligence operations as well.

e In order to effectively and efficiently provide timely, relevant, accurate, predictive, and tailored
intelligence, the intelligence warfighting function must have adequate communications
equipment, capacity, and connectivity. Commanders and intelligence officers must ensure
communications support to intelligence has the appropriate priority.

e Commanders and intelligence officers cannot expect higher echelons to automatically send all
they need. While intelligence reach is a valuable tool, the push of intelligence products from
higher echelons does not relieve subordinate staffs from conducting detailed analysis specific to
their own requirements. Nor can they expect products pushed to them to be at the level of detail
they require. Using the DCGS-A enterprise, commanders and intelligence officers must focus
higher echelons by clearly articulating and actively collecting against their own intelligence
requirements. By providing higher echelons with a clear picture of the required intelligence
products, commanders can also narrow the flow of intelligence and information and preclude
being overwhelmed by too much information.

4-59. Commanders should be aware that intelligence collection is enabled by and subject to laws,
regulations, and policies to ensure proper conduct of intelligence operations. While there are too many to
list, categories of these legal considerations include United States Codes, Executive orders, National
Security Council intelligence directives, Army regulations, U.S. SIGINT directives, status-of-forces
agreements (SOFAs), rules of engagement (ROE), and other international laws and directives.

ISR Planning Considerations

4-60. ISR planning consists of two significant staff processes—ISR synchronization and ISR integration.
ISR synchronization is the responsibility of the intelligence officer and the intelligence staff. The
operations officer is responsible for ISR integration with the support of the intelligence officer. ISR
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synchronization involves the entire staff and all of the warfighting functions. All staff sections within a
command post have the responsibility to satisfy information requirements. Satisfying information
requirements through staff element coordination facilitates ISR planning by eliminating the necessity to
task an asset to collect information that another unit or asset already observed in the course of operations.
The commander may designate an ISR working group; however, the primary staff’s responsibilities cannot
be delegated.

4-61. When planning, preparing, executing, and assessing reconnaissance and surveillance, the intelligence
staff must strive to achieve maximum effectiveness and efficiency. The intelligence staff considers six
essential criteria to conduct ISR synchronization:

® Anticipate.
Coordinate.
Prioritize.
Balance.
Reach.
Control.

Anticipate

4-62. The intelligence officer must recognize when and where to shift collection or identify new
intelligence requirements. The intent of this criteria is to identify a new or adjust an existing requirement
and present it to the commander before the commander or other staff members identify the need. By
participating in the operations processes, intelligence officers can best anticipate requirements.

Coordinate

4-63. The intelligence staff must coordinate and collaborate with all staff sections and higher headquarters
and subordinate and adjacent units in order to continuously synchronize the ISR plan. The intelligence staff
must be engaged in the unit’s planning and orders-production activities to ensure early identification of
intelligence requirements. The intelligence staff must also be integrated into the combat information
reporting and battle tracking of current operations to anticipate the need for dynamic or ad hoc ISR
taskings. Early and continuous consideration of ISR planning factors—

e Enhances the unit’s ability to direct ISR assets in a timely manner to support developing
situations.

e Ensures thorough planning.
e Increases flexibility in selecting and retasking assets.

Prioritize

4-64. The ISR process begins with the CCIR. Then intelligence officers prioritize each validated
intelligence requirement—based on its importance in supporting the commander’s intent and decisions as
well as the current situation—so that low-density/high-demand ISR assets and resources are directed
against the most critical requirements.

Balance

4-65. Balance is simply achieving maximum efficiency using an appropriate mix of disciplines, ISR assets,
and resources to satisfy as many competing intelligence requirements as possible. It also means that the
intelligence staff should resist favoring or becoming too reliant on one particular unit, discipline, or system.
Balance involves using a combination of redundancy, mix, and cueing of a variety of ISR capabilities to
complement each other:
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o Redundancy is achieved using several same-type ISR assets to cover the same named area of
interest (NAI).

e Mix means planning for complementary coverage by combining assets from multiple units and
intelligence disciplines designed to increase the probability of collection success and reduce the
chances of successful threat deception.

® Cueing involves the use of one or more sensors to provide data resulting in the use of another
system to conduct collection.

Reach

4-66. When recommending the ISR task assignments, the intelligence officer must first determine whether
higher or other organizations’ ISR tasks will reliably answer the unit’s requirements. If higher or other
organizations’ ISR tasks can reliably answer the unit’s requirements, the intelligence officer can use
intelligence reach and RFIs to answer initial information requirements without having to use the echelon’s
ISR assets. Intelligence, which is confirmed by more than one intelligence discipline, is generally preferred
over single-source reporting. Based on a number of potential intelligence vulnerabilities, a unit should not
depend solely on intelligence reach to satisfy a PIR.

Control

4-67. If higher or other organization’s ISR tasks cannot reliably answer the CCIRs, the intelligence officer
recommends tasking organic, assigned, attached, and operational control (OPCON) ISR assets to ensure
timely and effective collection as well as overall synchronization. These assets are more responsive to the
commander’s needs and can be balanced with other resources. ISR assets belonging to other units,
agencies, or organizations may have limited availability and are likely to receive differing priorities from
their respective commanders. Information gathered by other ISR resources is harder to verify and correlate
with information collected by organic assets.

Additional Considerations

4-68. The staff must carefully focus ISR plans on answering the CCIRs (PIRs and FFIRs) and enable the
quick retasking of units and assets as the situation changes. ISR synchronization includes continually
identifying new and partial intelligence gaps. This ensures that the developing threat situation, not only the
OPLAN, “drives” reconnaissance and surveillance. Specifically, intelligence officers—

e Evaluate ISR assets for suitability (availability, capability, vulnerability, and performance
history) to execute ISR tasks and make appropriate recommendations on asset tasking to the
operations officer.

® Assess ISR collection against CCIRs (PIRs and FFIRs) to determine the effectiveness of the ISR
plan. They maintain situational awareness to identify gaps in coverage and to identify the need to
cue or recommend redirecting ISR assets to the operations officer.

e Update the ISR synchronization tools as requirements are satisfied, modified, or created. They
remove satisfied requirements and recommend new requirements as necessary.

e In coordination with operations staff, monitor satisfactory completion of ISR tasks from higher
headquarters. Operations officers integrate the updated synchronization plan into orders tasking
ISR assets.

4-69. ISR synchronization requires constant coordination between the current operations, intelligence, and
plans cells within an organization. The entire staff participates in ISR planning. The intelligence officer is
the lead for ISR synchronization. The operations officer creates the ISR plan.

4-70. ISR integration is vital in controlling limited ISR assets. Thoroughly integrated ISR activities add
many collection resources, multiplying the potential for all-source collection of information. All ongoing
ISR activities contribute to updating the ISR plan.

4-71. FMI 2-01 describes the ISR synchronization process in detail.

23 March 2010 FM 2-0 413

FOR OFFICIAL USE ONLY



Chapter 4

Requirements and Information Priorities

4-72. A commander’s critical information requirement is an information requirement identified by the
commander as being critical to facilitating timely decisionmaking. The two key elements are friendly force
information requirements and priority intelligence requirements (JP 3-0).

4-73. A CCIR directly influences decisionmaking and facilitates the successful execution of military
operations. Commanders decide whether to designate an information requirement as a CCIR based on
likely decisions and their visualization of the operation. A CCIR may support one or more decisions. The
list of CCIRs constantly changes. Commanders add and delete individual requirements throughout an
operation based on the information needed for specific decisions.

4-74. For intelligence purposes, there are three types of requirements that result from ISR
synchronization—PIRs, intelligence requirements, and information requirements. Each requirement is
broken down into discrete pieces to answer that requirement. These pieces are referred to as indicators and
specific information requirements (SIRs), which facilitate the answering of the requirements. The
indicators and SIRs are used by ISR planners to develop the ISR plan. Figure 4-3 shows the process of
developing requirements and integrating them into the ISR process.

MDMP
(Mission Analysis Information ISR
and COA Analysis) Requirements Synchronization
or RDSP
-
PIRs
. (Must Collect) /<]
Indicators

\ ISR | ISR Intelligence
Plan |7 Tasks [© Requirements
iy SIRs (Collect if Possible),

Validated
Requirements

1 Information
. Requirements
N (Reach/RFI)

COA course of action e -
ISR intelligence, surveillance, and reconnaissance

MDMP military decisionmaking process

PIR priority intelligence requirement

RDSP rapid decisionmaking and synchronization process

RFlI  request for information

SIR specific information requirement

Figure 4-3. Requirements development and integration into the ISR process
4-75. The three types of validated information requirements are ordered in the following hierarchical
structure for purposes of assigning ISR tasks:

e PIR.

e Intelligence requirement.

e Information requirement.

Priority Intelligence Requirement

4-76. A PIR is an intelligence requirement, stated by the commander as a priority for intelligence support,
which the commander needs to support decisionmaking and to understand the area of interest or the threat.
The intelligence officer manages PIRs for the commander, but the PIRs belong solely to the commander.
All staff sections may recommend requirements that may become PIRs. PIRs are selected as part of the
process of identifying CCIRs during mission analysis; they, along with FFIRs, are updated as part of

updating the CCIRs throughout the operation. PIRs have first priority in collection assets tasked to their
collection.
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Intelligence requirement

4-77. Joint doctrine defines an intelligence requirement as 1. Any subject, general or specific, upon which
there is a need for the collection of information, or the production of intelligence. 2. A requirement for
intelligence to fill a gap in the command’s knowledge or understanding of the operational environment or
threat forces (JP 2-0). For purposes of the Army intelligence warfighting function and ISR synchronization,
an intelligence requirement is a type of information requirement developed by subordinate
commanders and the staff (including subordinate staffs) that requires dedicated ISR collection for
the elements of threat, terrain and weather, and civil considerations. Intelligence requirements must be
answered to facilitate operations. They require ISR collection assets to be assigned for their collection,
second in priority to PIRs.

Information requirements

4-78. Information requirements are all information elements the commander and staff require to
successfully conduct operations; that is, all elements necessary to address the factors of METT-TC
(FM 6-0). For the purposes of the intelligence warfighting function and ISR synchronization, validated
information requirements are requirements that fill a gap in knowledge and understanding of the area of
interest (terrain and weather, and civil considerations) or the threat. After validated requirements are
identified and the ISR plan is completed, there may be additional information requirements that support the
development of situational understanding, answer gaps in the COP, and provide additional details required
for analysis. These are information requirements that do not require collection by ISR assets to be
answered. The staff answers these requirements through intelligence reach, RFIs, or dissemination.

PREPARE

4-79. Preparation is the key to successful intelligence analysis and collection. Intelligence analysts must
use the previous step to prepare products for the commander and staff for orders production and the
conduct of operations. Failure to properly prepare for intelligence collection and the development of
intelligence products can cause an operation to be focused on the wrong location or objective or on a
misrepresented enemy force. Thorough preparation by the staff allows the commander to focus the unit’s
combat power to achieve mission success. The prepare step includes those staff and leader activities that
take place upon receiving the OPORD, OPLAN, WARNO, or commander’s intent to improve the unit’s
ability to execute tasks or missions and survive on the battlefield. For intelligence units, these activities
include—

® Conducting necessary coordination link-up movements, staging, terrain deconfliction, and
terrain reconnaissance in accordance with the OPORD, mission variables (METT-TC), and unit
SOPs.

e Verifying fire support, casualty evacuation, fratricide avoidance, airspace coordination, and
coordination measures and procedures.

e Establishing and testing the intelligence architecture. This activity includes complex and
technical issues like hardware, software, communications, communications security materials,
network classification, technicians, database access, liaisons, training, funding, and TTP.

e Establishing intelligence team cohesiveness. This activity includes—
= Knowing different unit’s and organization’s capabilities.
m  Training the necessary collective skills.
= Establishing effective relationships with different units and organizations.
= Developing mutual battle rhythms and TTP.
= Leveraging the right architectures and collaboration tools.

® Coordinating effective analytic collaboration. This activity is necessary to maximize the
complementary analytic capabilities of different units and organizations that produce intelligence
within the same joint operations area (JOA). Coordinating this collaboration is an effort-
intensive activity that requires careful mutual planning, division of labor, defined
responsibilities, and procedures for adapting to changing circumstances as they develop.
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e Establishing reporting procedures.

Updating IPB, the intelligence estimate, the intelligence running estimate, and ISR
synchronization.

Producing intelligence estimates.

e Ensuring staff and personnel are trained. Otherwise, the leader must evaluate the risk they bring
to the operation.

e Planning refinement, brief-backs, SOP reviews, and rehearsals, and coordinating with various
elements and organizations.

e Establishing other troop-leading procedures or coordination, as necessary, in accordance with
mission variables (METT-TC).
Intelligence Officer Preparation Activities

4-80. The intelligence officer takes numerous steps before mission execution to ensure intelligence
operations run smoothly and effectively within the staff section. These steps include but are not limited

to—

® Conducting rehearsals (at a minimum communications, intelligence production, ISR, and unit
rehearsals).
Reviewing and updating available databases and IPB products.
Reviewing applicable SOPs, Army regulations, Department of the Army pamphlets, field
manuals, and ROE for guidance in conducting intelligence operations.

e Planning and practicing actions supporting likely contingencies, or the branches or sequels to an
operation.
Verifying coordination measures are still in effect.
Conducting essential training (individual and collective) that is realistic and tied to the mission.

e Verifying communications protocols with theater and higher headquarters and subordinate and
lateral units.

e Updating intelligence databases.
Updating the forces with the most recent intelligence on the AO immediately before mission
execution.

Inspections

4-81. Once all required equipment and support materials are acquired, staff and leaders must conduct
inspections to ensure that the unit and Soldiers are prepared to conduct their mission. It is crucial that staff
and leaders check to verify that procedures, personnel, equipment, and services are in place and ready for
mission execution. Leaders can only expect what they inspect.

Rehearsals

4-82. Rehearsals help units prepare for operations by either verifying that provisions and procedures are in
place and functioning or identifying inadequacies, which staff and leaders must remedy. They allow
participants in an operation to become familiar with and to translate the plan into specific actions that orient
them to their environment and other units when executing the mission. Rehearsals also imprint a mental
picture of the sequence of key actions within the operation and provide a forum for subordinate and
supporting leaders and units to coordinate. When possible, rehearse on the actual terrain.

Communications

4-83. Staff and leaders must work closely with the G-6/S-6 to coordinate for the required communication
links. The unit may require classified and unclassified network connections for their equipment. If elements
of the unit will be working outside the range of the unit’s communications systems, then it is necessary to
coordinate for global or extended range communications. Leaders must obtain the required type and
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amount of communications equipment and related components as well as the latest fills and frequencies.
They must possess and be familiar with all the instructions, passwords, policies, regulations, and directives
conducive to OPSEC. They must also ensure Soldiers are trained in the use and procedures involved in
operating communications equipment. The intelligence officer must verify the frequencies, alternate
frequencies, and reactions during jamming, as well as the latest time information is of value for specific
information to be reported.

Situation Updates

4-84. Staff preparation includes assembling and continuously updating estimates. For example, continuous
IPB provides accurate situational updates for commanders. The G-2/S-2 uses the DCGS-A enterprise and
automated tools to continuously integrate information and intelligence products, from subordinate
intelligence officers and supporting ISR organizations, to update the threat situation, terrain and weather,
and civil considerations.

Intelligence Handoff

4-85. Intelligence handoff may occur in three primary situations—when handing over a mission (during
relief in place or transition of authority), when handing off targets, or when handing off technical channels
for intelligence assets. A well-prepared intelligence handoff ensures a smooth and seamless transition
between units. It is important that the receiving unit becomes familiar with the operation, target, or
technical channels requirements as soon as possible to avoid compromising the intelligence production and
flow of the mission. The following are points to consider during an intelligence handoff:

e Briefings and reports (learn what briefings are required and when, as well as report formats and
requirements, to include technical requirements).

e Past, present, and planned activities within the area of influence.

Established SOPs (know procedures for reporting; intelligence contingency funds and incentive
use if applicable; emplacement and use of ISR equipment).

e Key personalities (introductions are required; establish rapport and a good working relationship
with all key personalities):

»  Key personnel on the base or camp (their responsibilities; how to contact them).

m  Key personnel in other U.S. and multinational service components (coordinate for exchange
of information and intelligence).

=  Key personalities from surrounding towns (local figures).
= Key national-level political and military figures.

e Supporting units (know where to go for sustainment, information, or assistance and for points of
contact (POCs) within those organizations).

e Current attitudes (understand current attitudes and perspectives of the local populace).

Equipment operation and idiosyncrasies (equipment may run on different quick reaction
capabilities and off-the shelf applications; personnel may need to train on specific equipment
and procedures).

® Area familiarization (identify NAls, key terrain, minefields, and boundaries; know camp
locations, routes and route names, checkpoints, and towns).

e Handover of databases (analytical, intelligence discipline databases, source registry, technical
channels, and POCs).

® C(Close coordination for cross-boundary target handoff (complete target information when not
handing off a formal target package on a target that conducts cross-boundary operations).

e The specific aspects of technical channels.

Rules of Engagement

4-86. Although ROE training was presented during the plan step of the intelligence process, leaders at all
levels can take the opportunity during the prepare step to ensure their subordinates completely understand
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the ROE. During this step, commanders may need to consider exceptions to, or modifications of the ROE
to facilitate HUMINT and counterintelligence (CI) collection or to enable the employment of ISR assets.

COLLECT

4-87. The collect step involves collecting, processing, and reporting information in response to ISR tasks.
ISR assets collect information and data about the threat, terrain and weather, and civil considerations for a
particular AO and area of interest. A successful ISR effort results in the timely collection and reporting of
relevant and accurate information, which supports the production of intelligence or combat information.

4-88. The collected information forms the foundation of intelligence databases, intelligence production,
and the intelligence officer’s situational awareness. The requirements manager evaluates the reported
information for its responsiveness to the ISR tasks.

4-89. As part of the ISR plan, elements of all units obtain information and data concerning the threat,
terrain and weather, and civil considerations within the AO. Well-developed procedures and carefully
planned flexibility to support emerging targets, changing requirements, and the need to support combat
assessment is critical. Once the information is collected, it must be processed into a form that enables
analysts to extract essential information and produce intelligence and targeting data. Collected and
processed information must then be reported to the appropriate units, organizations, or agencies for analysis
or action.

ISR Tasks and Other Intelligence-Related Tasks

4-90. ISR synchronization and ISR integration result in an effort focused on answering the CCIRs through
ISR tasks translated into orders. ISR assets must be focused properly to collect the knowledge the
commander needs at the right time to achieve mission success. Successful reconnaissance and surveillance
allow commanders to engage the threat through knowledge rather than assumptions.

4-91. Production tasks, included in Annex B (Scheme of Intelligence) of the OPORD, include—
e Intelligence production.
e RFL
e Intelligence reach.

Intelligence Production

4-92. Intelligence production includes analyzing information and intelligence and presenting intelligence
products, conclusions, or projections regarding the operational environment and enemy forces in a format
that enables the commander to achieve situational understanding.

Request for Information

4-93. Submitting an RFI to the next higher headquarters or adjacent units is the normal procedure for
obtaining intelligence information not available through the use of available ISR assets. Users enter RFIs
into an RFI management system where every other system user can see it. Hence, an echelon several
echelons above the actual requester becomes aware of the request and may be able to answer it. An
intelligence officer who receives an RFI from a subordinate element may use intelligence reach to answer
RFIs.

Intelligence Reach

4-94. Intelligence reach allows the commander to access the resources of national, joint, foreign, and other
military organizations and units. Requestors can acquire information through push and pull of information,
databases, homepages, collaborative tools, and broadcast services. Intelligence reach also supports
distributed analysis. (See chapter 2 for more information on intelligence reach.)
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Special Reconnaissance

4-95. Special reconnaissance is the complementing of national and theater intelligence collection assets
and systems by obtaining specific, well-defined, and time-sensitive information of strategic or operational
significance. It may complement other collection methods constrained by weather, terrain, hostile
countermeasures, and/or other systems availability. Special reconnaissance places U.S. or U.S.-controlled
personnel conducting direct observation in hostile, denied, or politically sensitive territory when authorized.
Special operating forces (SOF) may conduct these missions unilaterally or to support conventional
operations. (See JP 3-05 and FM 3-05.120 [S//NF].)

4-96. Army SOF eclements conduct special reconnaissance missions to obtain information not available
through other means. Special reconnaissance operations encompass a broad range of collection activities
including surveillance, reconnaissance, and target acquisition. Special reconnaissance missions provide
intelligence or information often unavailable through other means. Typical special reconnaissance missions
include—

e Surveillance and target acquisition of hostile command and control systems, troop
concentrations, long-range weapons, lines of communication, chemical, biological, radiological,
nuclear, and high-yield explosives (CBRNE) capabilities, and other targets.

e Location and surveillance of hostage, enemy prisoner of war, or political prisoner detention
facilities.

e Poststrike reconnaissance for battle damage assessment (BDA).

Meteorologic, geographic, or hydrographic reconnaissance to support specific air, land, or sea
operations.

Process

4-97. Once information has been collected, it is processed. Processing involves converting, evaluating,
analyzing, interpreting, and synthesizing raw collected data and information into a format that enables
analysts to extract essential information to produce intelligence and tar