DoD Intelligence Information System (DoDIIS)
Warfighter Support in an Age of Uncertainty

Ms. Casey Henson, DIA/DS Chief Technology Officer
October 2009

This briefing is classified
UNCLASSIFIED//FOUO



UNCLASSIFIED

Overview
BEEFE EEEREERERL

Directorate for Information Management & CIO

DoDIIS Overview
Flagship Applications
Re-Invention
Questions

2 UNCLASSIFIED



UNCLASSIFIED DoDIIS

Department of Defense Intelligence Information System

Directorate for Information Management & CIO - - - - - . . . I l I
What is DoDIIS?

« DoDIIS defines the standards for defense intelligence systems and
applications interoperability

« DoDIIS enables fused intelligence operations by providing national and
tactical user access to integrated strategic data.

+ DoDIIS manages and operates the Joint Worldwide Intelligence
Communications System (JWICS), the TS/SCI portion of the DoD Global
Information Grid.

* Provides secure voice, video, and data services to meet current and growing
information needs of decision makers, analysts, collectors and customers.

» DIA operates the Intelligence Community Incident Response Center (IC-IRC)

Who Comprises DoDIIS?
DoDIIS Members DoDIIS Customers
* Provide capabilities which adhere to enterprise standards » Use DoDIIS products to execute their
« Invest significant resources into designing, implementing and | Missions
managing tools and systems which help users collaborate « Military service components (e.g., 82
across geographies and domains Airborne G2, 10t Mountain Division,
- Examples: DOD intelligence agencies and organizations, 124 MI Battalion, etc.)
Intelligence Community members and organizations resourced by
National Intelligence Program (NIP)
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Multiple, independent infrastructures moving to
deliberate centralized computing
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DoDIIS Capabilities
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IC Integration
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* Intelligence Community Information Integration

Program (ICI2P)

— DNI established ICI2P to address IC policy, process,
culture, technology, and security

— IC I2E is organized into Enterprise Architecture, Technology,
and Standards elements that are enabled by selected initiative

teams
* Purpose to achieve IT commonality and improvements
for intelligence capabilities across the |IC with emphasis
on improving relevance to operational missions

— Collaboration
— Information Sharing
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DS Operating Realities
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- We have tried to be all things to all gha"qti."g
people perating

Environment

* Not meeting customer expectations
due to : * Increased focus

T on tactical
— Disjointed post-merger customers
foundation (technology, people, e ot
——— * Enterprise focus
P T ) across DN/DoD
— Aging infrastructure
— Changing technology * DIA mission

growth and
corresponding
data increase

— Budget profile
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We must fundamentally change the way we operate

— Invest in the standardization of the infrastructure, new
technologies, and quality of service initiatives

— Reduce manpower requirements through consolidation
and standardization

 We have identified trade-offs required to make initial
significant investments

— Stop most application development and research for
two years

— Shift to reimbursement for select services and customer
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We must evolve to deliver the highest quality
services to core customers within acceptable
risk affordability

— Provide predictable, reliable infrastructure services

— Empower decision advantage and enhance information
sharing

— Deliver core (CI/HUMINT and analytic) mission
applications

— Leverage partnerships
— Deliver effect, transparent and efficient management
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Today’s Shifting Paradigm
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+ Focus on environmental issues - Green IT
— Moving towards virtualization
« Server consolidation through virtualization
+ Application virtualization
— Modification to storage enterprise to decrease power, HVAC, and footprint
+ Continue to gain efficiencies

+ Asymmetric cyber threat = Heightened emphasis on cyber security
— 2008: “$15 billion cyber-security initiative launched...by the Bush administration” — S. Gorman,
Wall Street Journal , 8DEC08
— 2009: “President Obama directed National Security and Homeland Security Advisors,
“Immediate...60 day interagency review of cyber security initiatives.” The White House,
Office of the Press Secretary, 9FEB09

* Austere Budget Environment
— Eroded tax base due to decline and instability in global financial markets
— Increased emphasis on domestic and infrastructure spending
* “The spigot of defense spendin?‘that opened on 9/11 is closing. With
two major campaigns ongoing, the economic crisis and resulting budget
pressures will force hard choices on this department.”
— Defense Secretary Gates, Testimony to U.S. Senate Armed Services Committee, 27JANO9
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Summary
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DoDIIS Enterprise
DS Reinvention

DS Commitment
— Provide predictable, reliable infrastructure services
— Manage IT effectively, efficiently and transparently

— Deliver the highest quality services within acceptable
risk and affordability
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Questions / Discussion
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