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Synopsis:
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Due to popular request, this amendment posts the

attendence list consisting of vendors who

participated in the August 6, 2010 Industry day.

DIA anticipates awarding a contract to provide

services in support of senior level organizations in

the planning and execution of major initiatives,

programs and projects across the agencies. 

Only companies with facilities clearance can

participate.

 The Base period of performance is one year from

the date of award with options to renew for three

12-month periods.

   Place of Performance:  Fort Meade,

Maryland                                                

This will be the last posting on FBO.  From

hereonin, vendors must watch e-Buy on GSA

Advantage for further information related to this up

coming solicitation.  That is, pursuant to FAR

Subpart 8.002(a)(1)(vii), "Priorities for use of

Government Supply Sources, Optional use

of Schedules, and FAR Subpart 7.105(B)

(4)(ii)(b) wherein an agency can accomplish

its mission more efficiently and effectively

through the use of Schedules.

According to the FAR, GSA Schedules are

the preferred method of acquisition. Teaming

and partnering will be encouraged.

Multiple schedules will be included as follows:  Schedule

70 (General Purpose Commercial Information

services, including

telecommunications services

NAICS Code:

541 -- Professional,

Scientific, and Technical

Services/541519 -- Other

Computer Related Services
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Primary Point of Contact.:

Holly T Carr

holly.carr@dia.mil

Phone: 202-231-4597

Fax: 202-231-6179

For Help: Federal Service Desk Accessibility

Please consult the list of document viewers if you

cannot open a file.

Type: Other (Draft RFPs/RFIs, Responses to

Questions, etc..)

Posted Date: August 2, 2010

CYBERCOM SOW.doc (74.00 Kb)

Description: SOW

Type: Other (Draft RFPs/RFIs, Responses to

Questions, etc..)

Posted Date: August 10, 2010

Industry Day Attendees.pdf (580.52 Kb)

Description: List of Attendees who participated in

Industry Day conducted at Bolling AFB on August

6, 2010

Contracting Office Address:

200 MacDill Boulevard

Post Office Box 46563

Washington, District of Columbia 20035-6563

Place of Performance:

Fort Meade

Fort Meade, Maryland

United States
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Statement of Work 
 

United States Cyber Command 
Cyber Analytical Support  

Date: 02 July 2010 
 
 
1.0 BACKGROUND  
 

The Department of Defense (DOD) is quickly and continuously transforming to achieve the objectives of 
Joint Vision 2020 (JV2020).  A key enabler for transforming the operational capabilities is information superiority; 
the capability to collect, process, and disseminate an uninterrupted flow of information while exploiting or denying 
an adversary’s ability to do the same.  Achieving information superiority requires a net-centric operations (NCO) 
environment -- a global information grid (GIG) that provides an end-to-end set of information services, associated 
processes, and people to manage and provide the right information to the right user at the right time with appropriate 
protection across all DOD war fighting, intelligence and business domains.   

 
To accomplish the centralized command and control and security of the GIG, United States Department of 

Defense (DoD) has established the United States Cyber Command (USCYBERCOM).  USCYBERCOM plans, 
coordinates, integrates, synchronizes and conducts activities to direct the operations and defense of specified 
Department of Defense information networks and prepare to, when directed, conduct full spectrum military 
cyberspace operations in order to enable actions in all domains and ensure United States / Allied freedom of action 
in cyberspace and deny the same to our adversaries. USCYBERCOM will command and control the operation and 
defense of the GIG in support of the President, Secretary of Defense, Joint Staff, Combatant Commanders, military 
Services and Defense Agencies.  USCYBERCOM will collaboratively conduct operations through a tiered construct 
of Network Operations Centers.  USCYBERCOM will lead and direct continuous GIG Enterprise Management, 
GIG Network Defense, and GIG Content Management throughout the GIG, maintaining near real time Situational 
Awareness (SA), end to end management, and dynamic DOD network defense, assuring Global Decision 
Superiority.   

 
 
The full-spectrum of Computer Network Operations encompasses three domains: Computer Network 

Attack (CNA), Computer Network Exploitation (CNE) and Computer Network Defense (CND). CND includes 
actions taken via computer networks to protect, monitor, analyze, detect and respond to network attacks, intrusions, 
disruptions and other unauthorized actions that would compromise or cripple defense information systems and 
networks. 

 
USCYBERCOM will conduct operational and tactical level planning and day-to-day employments of 

assigned and attached CNA forces, integration of CNA forces with CND forces and planning and coordination of 
network attack capabilities that have trans-regional effects or that directly support national objectives. This includes 
CAN in support of all assigned missions, and CAN planning and integration in support of other combatant 
commanders, as directed. 

 
In  defense of the GIG, the USCYBERCOM will, in conjunction with other Combatant  Commands, 

military Services, and Agencies, be responsible for coordinating and directing the defense of GIG.  This mission 
includes the coordination of DOD defensive/offensive actions with non-DOD government agencies and appropriate 
private and international organizations. 
   
2.0  SCOPE  
The contractor shall provide a broad range of cyber and NetOps analysis for USCYBERCOM. The VENDOR shall 
create cyber-intelligence products, recommend actions to affect the security of the networks, provide intelligence for 
Course-of-Action development for offensive operations and perform Cyber analysis necessary to increase 
informational understanding of nation states, criminal elements, and terrorist entities’ computer network operations 



programs and capabilities. Analysis will also be  necessary to ensure the GIG is sufficiently controlled to provide 
situational awareness of network devices, applications, services, and conduits.  This effort will help to ensure 
information is correctly protected and shared within the DoD, federal, state, and local government counterparts, and 
our coalition partners and allies. 
 
 
3.0 SPECIFIC TASKS   

    
3.1 Cyber Analysis Support 

The contractor shall provide assistance in developing processes and procedures designed to facilitate CNO criminal 
and counterintelligence media and technical information analysis support to USCYBERCOM components, the 
USCYBERCOM staff and Commander. The contractor personnel will analyze ongoing Information 
Assurance/Computer Network Defense related activities and make recommendations from an LE/CI perspective for 
Commander, USCYBERCOM to protect the DOD GIG. The Contractor shall maintain visibility of non-DoD cyber 
events occurring both within U.S. government systems and internationally to identify possible relationships to 
current and available intelligence. The Contractor shall provide criminal and counterintelligence media analysis 
assessments and computer threat analysis from an LE/CI perspective. The Contractor shall provide CI requirements 
management expertise to facilitate the acquisition and dissemination of information required to formulate CI 
analysis, and assist in LE/CI and USCYBERCOM operations. At the direction of USCYBERCOM-, the Contractor 
shall maintain communications with Law Enforcement Counterintellgince (LE/CI) representatives at 
USCYBERCOM Service components, Combatant Commands, Military Services, parent headquarters, Dept of 
Homeland Security/National Infrastructure Protection Center (NIPC), NSA, CIA, and DIA/J2/JCS to identify 
changes in the cyber environment. The Contractor shall produce special reports and assessments related to specific 
cyber incidents and trends as required. The Contractor shall maintain cognizance of overall LE/CI trends, analysis 
and operations related to computer network defense within the DoD and national level communities of  
 

3.2. GIG Threat and Intrusion Intelligence Analysis Support 
The contractor shall provide assistance in developing processes and procedures designed to facilitate all-source 
intelligence analysis of the foreign threat picture in support of USCYBERCOM- components, the USCYBERCOM 
staff and Commander.  The Contractor shall assist in analyzing ongoing threat related activities and information 
targeting the GIG.  The contractor personnel will assist in analyzing Information Assurance/Computer Network 
Defense activities on DoD systems and make recommendations for USCYBERCOM action to protect the DoD GIG.  
Analysis will evaluate operational information, intelligence assessments and reports, Computer Emergency 
Response Team, LE/CI, allied/coalition, and open-source information to assess potential impacts on the GIG and 
alert the USCYBERCOM and parent command structure.  At the direction of USCYBERCOM-GNO leadership, the 
Contractor shall maintain communications with the USCYBERCOM service components, other combatant 
commands, parent command, Department of Homeland Security/NCSD, other CERTS and Information Assurance 
Centers to identify changes in the environment.  The Contractor shall maintain visibility of events occurring both 
within the U.S. government systems and internationally as directed to identify possible relationships to current and 
databased intelligence.  The contractor shall continue to execute tasking with J2 guidance.   
 

• The Contractor shall produce special reports and assessments related to specific incidents and trends 
concerning threats to the GIG as required. 

• The Contractor shall conduct Indications and Warning (I&W) analysis to assist in predicting potential 
against the DOD GIG. 

• The contractor shall respond to the J2 for threat identification of activity directed against DoD systems. 
• The Contractor shall evaluate international events, all-source and open-source intelligence, and operational 

information to assist in the assessment of potential impacts to the DOD GIG and alert the USCYBERCOM 
and parent command structure to potential network exploitation or attacks.  Using these techniques and 
taking advantage of web-based research tools, the contractor shall match potential threat candidates with 
the J3 identified activity, produce reports and/or briefs, and make intelligence-derived recommendations to 
the J2/J3 for the defense of the affected network.  

• The Contractor shall assist in editing all reports and report formats for content and clarity as needed in 
support of J2, USCYBERCOM-GNO Phase I and II intelligence reporting.   



• The contractor may develop and present in-depth intelligence briefings and presentations concerning 
nation-state and non-state actor capabilities and activities, specific actor profiles, and incidents affecting 
DoD communications networks. 

• The contractor shall assist in the management of daily intelligence reports and bulletins and web sites on 
the classified networks. 

• The Contractor shall maintain communications as directed with intelligence representatives at 
USCYBERCOM Service components, other Combatant Commands, parent command, Department of 
Homeland Security, National Infrastructure Protection Center (NIPC), NSA, CIA, DIA, Joint Staff J2/JCS, 
and other organizations as designated. 
 

 
3.3 Intelligence Watch Officer Support  

The Contractor shall man a 24 x 7, 365 day-a-year Intelligence Watch Officer position in support of J2 surge 
operations as needed.  As the J2 representative to the Joint Operation Center  (JOC), the Contractor shall assist the 
Command Duty Officer (CDO) understand, manage, and mitigate incidents on the DoD GIG.  The Contractor shall 
maintain 24 x 7 communications with the analytical divisions and J2 leadership.  The contractor shall assist in the 
development and management of daily intelligence reports and briefings.  The Contractor shall update and maintain 
USCYBERCOM /J2 websites on the NIPRNET, SIPRNET, JWICS, NSANet and Stone Ghost systems.  The 
contractor shall supply administrative assistance to the J2 directorate as required.  The contractor shall continue to 
execute tasking with J2 guidance. 
 
 

3.4 Intellingence Mission Management Collection and Requirement Analysis Support 
The contractor shall provide assistance in the creation of collection strategies, postures, and plans in order to meet 
USCYBERCON Intelligence and information gaps.  Contractor personnel will assist in the validating, coordinating, 
drafting, submitting, and maintain of formal USCYEBRCOM Intelligence requirements and requests to the IC 
through USSSTRATCOM.  Contractor personnel will participate in strategic working groups in order to effectively 
assist in the planning of long range collection efforts, deconflict and coordinate Intelligence and information needs 
and requirements that cross organizational boundaries, and facilitate   joint collection efforts at the strategic level.  
Contractor personnel will also assist in the deconfliction of time sensitive requirements among JIATF-CYBER 
partners with assistance of designated members of the J2X and other CYBERCOM J2 personnel as needed.  
Contractor personnel will assist in the planning and management of organic collection assets through the 
Intelligence, Surveillance, and Reconnaissance planning process.  Contractor personnel will assist in the 
coordination of non-organic collection activities supporting USCYBERCOM missions and goals.   Contractor 
personnel will assist in the validation, deconfliction, and consolidation of assigned/attached service J2 elements 
Intelligence requirements.  Contractor personnel will assist in the development, revision, and maintenance of the 
Command Priority Intelligence Requirements as well as support the collection planning of Operational Planning 
Teams and other working groups operating within the command. 
 
 
 
4.0  DELIVERABLES Indicate the deliverables and when they are due. Tie them into the tasks. 
 

Task # Deliverable Title Format Quantity Calendar 
Days to Start 

All Monthly Status Report Government-derived Two (2) copies to 
COR; Two (2) copies 
to Division Chief; One 
copy to Contracting 
Officer 

Monthly, on 
the 15th 
workday 

All COAs, Reports, Plans and Studies Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within five 
(5) business 
days of 
event. 

All After action reports and meeting Standardized Format One (1) copy to COR, Within three 



minutes One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

(3) business 
days of 
event. 

All Special studies and reports Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within ten 
(10) business 
days of 
event. 

All Mission enhancement reports Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within five 
(5) business 
days of 
event. 

All Evolving IO Policy Trends and 
Issues and Reports 

Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within ten 
(10) business 
days of 
event. 

All Survey and Analysis of 
Requirements Reports 

Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within ten 
(10) business 
days of 
event. 

All Plans and Reports for an Enhanced 
Requirements Handling Process 

Standardized Format One (1) copy to COR, 
One (1) copy to 
Division Chief ; 
One(1) copy 
distributed to Division 
staff via electronic 
mail. 

Within five 
(5) business 
days of 
event. 

 
 
Task Order Management.  Prepare a Task Order Management Plan describing the technical approach, 
organizational resources and management controls to be employed to meet the cost, performance and 
schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality 
assurance, progress/status reporting and program reviews applied to the TO.  

• Contractor management personnel will meet weekly with the government task monitor to 
discuss activities, identify resource issues, and clarify priorities. 

• The contractor shall coordinate with the government and plan 2 Configuration control boards at 
locations TBD. 

• The contractor will provide a monthly status report monitoring the quality assurance, 
progress/status reporting and program reviews applied to the TO. Within the monthly status 
report, the contractor shall provide the following information: sub-tasks worked, hours 
expended by labor category and costs by labor category. The contractor will document its 
accounting procedures for tracking labor hours. 

• The contractor and the government will meet to discuss follow-on efforts within 15 days after 
contract award for the purpose of reviewing requirements and establishing firm dates for the 
Contract Deliverable Requirements List. 



• The contractor shall prepare a Plan of Accomplishment (POA) that will address any changes 
made at the time and serve as the vehicle for establishing firm dates for incremental 
deliverables. 

• The contractor will deliver quarterly progress reviews, which will include expected tasks for the 
next quarter. 
 

5.0  PERIOD OF PERFORMANCE Base period of one year (12) months with three option periods of 12 
months each.  
 
 
6.0  PLACE OF PERFORMANCE Work shall be performed at the Government site located in the vicinity 
of Fort Meade, Maryland.  
 
 
7.0  TRAVEL Travel may be required, however, specific durations and locations cannot be specified at this time. 
All Contractor travel shall be coordinated and approved in advance by Contracting Officer’s Representative and 
Program Manager.  
 
8.0  CLASSIFICATION/SECURITY Vendor    shall possess a TS/SCI security clearance with 
requirement to complete Counterintelligence polygraph. The contractor shall comply with the provisions 
of the DoD Industrial Security Manual for handling classified material and producing deliverables. ADP 
Level I is required for all levels of information classification. Unclassified reports prepared under this task 
order shall be marked For Official Use Only (FOUO) unless otherwise stated by the Contracting Officer’s 
Representative . The contractor shall be responsible for safeguarding all government property and 
information provided for contractor use. At the close of each work period, government facilities, 
equipment and materials shall be secured. The contractor will provide to the government the safeguard 
measures used to protect information when it is stored off-site. The contractor will provide these 
safeguard measures at the Contract Deliverable Requirements List Meeting. 
 
9. GOVERNMENT FURNISHED PROPERTY The Government will provide workspace, computers, 
connectivity and other resources required to accomplish the tasks outlined in this Statement of Work. The 
Government will provide access to non-procurement sensitive documentation, information on various weapon 
systems, program process and schedules as well as intelligence and information pertaining to cyber activities in 
support of military information operations, related activities and associated follow-on tasks to enable contractors to 
complete their assigned tasks. Information will include reports, briefings and other related reference material. 
Government furnished equipment related to this task may be provided. The Government will provide the contractor 
with the timely information, to include access to both unclassified and classified government information networks, 
required for the completion of this effort and facilitate contractor personnel interfaces with other Department of 
defense staff, service staff, national agency offices, as required to complete this effort. 
 
10. PAYMENT SCHEDULE The contractor shall bill monthly. 
 
 
11. NON-PERSONAL SERVICES STATEMENT 
Contractor employees performing services under this order will be controlled, directed, and supervised at all times 
by management personnel of the contractor. Contractor management will ensure that employees properly comply 
with the performance work standards outlined in the statement of work. Contractor employees will perform their 
duties independent of, and without the supervision of, any Government official or other Defense Contractor.  The 
tasks, duties, and responsibilities set forth in the task order may not be interpreted or implemented in any manner 
that results in any contractor employee creating or modifying Federal policy, obligating the appropriated funds of 
the United States Government, overseeing the work of Federal employees, providing direct personal services to any 



Federal employee, or otherwise violating the prohibitions set forth in Parts 7.5 and 37.1 of the Federal Acquisition 
Regulation (FAR). The Government will control access to the facility and will perform the inspection and 
acceptance of the completed work 
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