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Purpose
(U//FOUQ) The purpose of this report is to describe AWG observations of the current threat picture on
the U.S.-Mexico border during the Operation RED ZONE mission from 15 February — 31 March 2009.
The research and observations were collected during advisory assistance to Joint Task Force — North
(JTE-N) through Area Familiarizations (AFAMS) with Customs and Border Protection (CBP) assets, the
United States Coast Guard (USCG), and state and local law enforcement in the San Diego Sector to
observe asymmetric infiltration operations and emerging asymmetric threats. The threat’s ability to
conduct surveillance and counter-surveillance in concert with effective marking, signaling and breaching
techniques to facilitate asymmetric ground, air, maritime and subterranean insertion correlate directly to
various COCOMs and will provide insight relevant to U.S. Army operations worldwide.

(U) Executive Summary:

(U//FOUO) Mission: AWG conducted advisory assistance to Joint Task Force-North (JTF-N) from 15
February — 31 March 2009 through Area Familiarizations (AFAMSs) with Customs and Border
Protection (CBP) assets, the United States Coast Guard (USCG), and state and local law enforcement in
the San Diego sector to observe asymmetric infiltration operations and emerging asymmetric threats.
The AFAMSs were conducted with the Border Patrol (BP) Air Mobility Unit (AMU), BP Smuggler
Interdiction Group (SIG), BP sector patrol agents, CBP/BP Port of Entry (POE) agents, USCG San
Diego Sector air and maritime units, and the Los Angeles Gang unit. AWG’s observations will be used
to develop and apply asymmetric warfare advantages to defeat future threats. The purpose of AWG
Area Familiarization (AFAM) operations is to gain first-hand knowledge of U.S. border security
operations and to observe asymmetric infiltration activities along the U.S-Mexico border and included
meetings and interaction with staff and operational elements, as well as coordination's and execution of
observation missions.

(U//LES) In the San Diego sector of the U.S. — Mexican border, Alien Smuggling Operations (ASOs)
and Drug Trafficking Organizations (DTOs) use a variety of Asymmetric Infiltration Techniques to
successfully move illegal personnel and illicit material across the border illegally. The ASOs and DTOs
have exceptional surveillance and counter-surveillance capabilities capable of maintaining persistent
surveillance around U.S. Border Patrol surveillance areas and avenues of approach. They possess a
robust communication capability and utilize a variety of markings, signals and techniques to facilitate
illegal border crossings. ASOs and DTOs use a variety of breaching tactics and techniques to defeat
emplaced border barriers and controls. They use maritime surface craft, semi-submersible watercraft,
ultra-light aircraft and possess the capability utilize other potential aerial infiltration techniques to
circumvent ground border protection capabilities. ASOs and DTOs have successfully completed tunnels
and utilized sewers and storm drains under the southwest border to smuggle personnel and cargo into the
United States.
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(U) Summary of the Situation Impacting the U.S.-Mexican Border:

(U) The Mexican State is engaged in an increasingly violent, internal struggle against heavily armed
narco-criminal cartels that intimidate the public, corrupt much of law enforcement, and creates an
environment of impunity to the law. Thousands are being murdered and drug production, addiction, and
smuggling are rampant. The struggle for power among drug cartels has resulted in chaos in the Mexican
states and cities along the U.S.-Mexico border. Drug-related assassinations and kidnappings are now
common-place occurrences throughout the country. Squad-sized units of the police and army have been
tortured, murdered, and their decapitated bodies left on public display. The malignancy of drug
criminality now contaminates not only the 2000 miles of cross-border U.S. communities, but stretches
throughout the United States in more than 295 cities.

(U) Mexico produces approximately eight metric tons of heroin a year and 10,000 metric tons of
marijuana; additionally, 90% of all U.S. cocaine transits Mexico. Mexico also is the predominant source
of methamphetamine production for the U.S. market. The drug cartels have criminal earnings in excess
of US$25 billion a year in bulk cash from the United States into Mexico.

(U) Asymmetric Infiltration Techniques - Surveillance:

(U//LES) The threat groups in the San Diego area have proven to have exceptional surveillance and
counter-surveillance capabilities. They utilize spotters and scouts with knowledge of the area and are
willing to stay in Observation Post (OP) locations for weeks at a time. They will occupy high ground
throughout the route to the line of communication/pickup location. In addition, the spotters will position
themselves at key locations around the POEs and will maintain persistent surveillance even after being
compromised primarily due to the spotters “knowing” that the U.S. border forces will not pursue
disrupting Mexico-based surveillance operations. They are organized specifically around U.S. Border
Patrol surveillance areas and avenues of approach. In the maritime domain, threat counter-surveillance
IS as aggressive and persistent. They often use smaller recreational vessels (jet-skis) as mobile OPs to
relay Law Enforcement (LE) presence to traffickers. OPs are also utilized to stake out landing sites
away from LE presence. Signals Intelligence consists of scanner operators that are used to monitor LE
channels on both sides of the border. They have proven to be very capable in their communications
primarily using push-to-talk mobile phones with short burst transmissions and code words to emphasize
Operational Security. The threat relies on Human Intelligence by conducting debriefs of couriers,
guides, and returning aliens to confirm or deny its own intelligence preparation of the battlespace of
current LE dispositions. In addition, the threat emphasizes the use of safe-houses and stash sites to
move and to transfer its illicit cargo and protect it from LE officers.

(U//FOUOQO) Vehicle-Borne Spotters: AWG observed a woman setting up a road-side tamale stand on
the south-side of the primary fence with the nose of her vehicle pointing towards known fence breach
points. The team observed her suspect activity for two reasons—she did not have a single customer
throughout the day and she positioned her vehicle on the highway to conduct business. In addition, the
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nose of her vehicle was oriented towards the breach zones. The orientation of the vehicle alone was not
suspect; however, 100 meters down the road was another vehicle on the same side of the road oriented
towards the breach zones—presenting possible left-right bracketing markers for the breach area. In
addition, drug trafficking and alien smuggling spotters have utilized taxis, legitimate businesses, located
on the north-side of the primary fence—on a bridge north of the POE monitoring northbound traffic.

(U//FOUOQ) Static Dismounted Spotters: AWG observed two males in a static position in an urban
area near the border and in close proximity of the bracketing vehicles. The static spotters remained
visible and maintained constant observation on the Border Patrol elements with the area even when
compromised. The static dismounted spotters maintain the first line of control within the trafficking
sector. The primary functions include monitoring border security
operations and ensuring that the migrants traversing the sector have
paid appropriate dues. The spotters position themselves on high
ground within a boulder cluster—virtually creating an invisible-cloak
to FLIR. The boulders absorb heat throughout the day and radiate the
heat throughout the night, providing an Infrared “mask” for the
spotters. The spotters then will provide the migrants with verbal
commands to navigate away from border patrol agents.

(U//LES) Fence Spotters: Smuggling spotters position themselves on high ground near the fence and
possibly identify locations for breaching operations. Some of the spotters utilize night vision and visible
and infrared lasers to guide the illegal migrants across the border. The fence spotters are the second line
of control within the trafficking sector. The primary functions include monitoring border security
operations and guiding migrants through breach locations.

(U//FOUOQO) Potential Emerging Surveillance Technique: A commercial radio-controlled aircraft
landing zone on the north/U.S. side of the border fence is located within the same region as vehicle-
borne spotters and static spotters. The close proximity to the border coupled with the desensitization of
constant recreational aircraft activity presents a viable means for this additional surveillance technique
in the form of unmanned aerial surveillance.

(U//FOUO) Relevance: lllicit or criminal organizations using spotters to develop methods to exploit
U.S. weaknesses hinders U.S. law enforcement and military forces and could affect adversely operations
to counter the illicit or criminal activity.

(U//FOUOQO) Potential Counter Tactics, Techniques and Procedures: One potential solution is
developing tailored and continued situational awareness through identification of suspicion/threat
indicators through Surveillance Detection Routes (SDR)-type training.
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(U) Asymmetric Infiltration Techniques - Marking and Signals:

(U//FOUO) Vehicle Markings: Drug Trafficking Organizations (DTOs) and
Alien Smuggling Organizations (ASOs) are using marking techniques to herd
foot traffic to desired border crossing locations. These =
organizations are using “hidden in plain sight” methods to
mark the routes. AWG observed two vehicles positioned on
the same side of the road oriented nose-to-nose with a distance
of approximately 100 meters between the two vehicles. The
vehicles bracketed the area of the fence that is subject to a
majority of the breach points. Located on one of the f— =— =7 _
bracketing vehicles was a potential directional mark. T T AR T

P iley

(U//FOUOQ) Graffiti: AWG observed two males in a static
position in an urban area near the border and in close
proximity of the border breach locations. The individuals
blended into the environment around them; however, the
marking method was clearly visible—graffiti on the side of
a building near the roofline. After scanning the
surrounding structures, observation revealed that it was the
only structure with graffiti—providing a “road sign” to the
spotters. In addition, the traffickers will mark on the secondary
fence to guide the migrants towards an established breach point.

ULES [

U/ILES

(U//LES) During a Border Patrol interdiction at the San Ysidro Point of Entry, AWG
observed a staging location for equipment used during a failed
border crossing. Markings were observed on the fence at the
equipment staging area. The markings are the only graffiti located
on the fence. Although one marking is a sticker promoting a
MySpace page, the symbol on the sticker possibly is a location
identification marker.

(U//LES) Engineer Tape: AWG observed on a BP AFAM that the
trafficking organizations utilize engineer tape to guide traffic through
designated trails for illegal entry into the United States. The tape
likely could be dismissed as “trash” blown into the tree branches.
Trash is common-place within the infiltrators areas of operation.

T
e o
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(U/ILES) Marking Devices — Standing Water Bottle: During a Border
Patrol AFAM, AWG observed that the trafficking organizations are
possibly using partially full water bottles on the side of the road as a
marker to guide foot traffic in the correct direction. As in other AORs,
trafficking organizations will use commonly available items as markings.

(U//FOUOQO) Relevance: The marking tactic utilized in the southwest
region of the United States presents an effective tactic for exploiting any
protected border or facility within multiple COCOMSs. DTOs and ASOs
are utilizing effective marking techniques to guide smugglers through potential breach locations. The
techniques are not displayed innocuously or covertly; instead the markings are clearly visible and rely
on the desensitization of law enforcement officials through constant exposure to graffiti markings and
trash common to the patrol regions.

(U//FOUOQ) Potential Counter Tactics, Techniques and Procedures: One potential solution is
developing tailored and continued situational awareness by identifying a baseline for threat marking and
signals that is contrary to the atmospherics and demographics within the Theater of Operations. Once
techniques are identified, these can lead to shaping operations that can canalize/channelize threat
movement.

(U) Asymmetric Infiltration Techniques - Breaching:

(U//LES) Spelunking Ladders: AWG identified multiple
methods that illegal migrants use to breach fences for entry
into the U.S. A highly effective tactic is the use of
homemade spelunking-style ladders. The ladders are made
with 3/8 inch metal rods, 15 foot in length, which rolls into a
man-packable size bundle. The ladder has reinforced hooks
on the end which are reinforced and become rigid when body
weight is applied. BP agents have assessed that 15 migrants
can traverse the fence in 15 seconds using these ladders.

(U//LES) Culverts/Torch cutting: AWG observed breach
locations at existing culverts. The smugglers apparently had used
heavy duty cutting torches to cut through the existing iron grates.
Of note, the observed locations were out of the stationary camera
field of view.

U/ILES
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(U/ILES) Tools: AWG observed previous breach locations that the alien smugglers used either heavy
grade wire cutters or backpack torches to cut through the fence. The illegal migrants also use reinforced
fire axes to make the initial cut in the fence and enlarge the hole with a saws-all. The migrants also use
blankets to cover the razor wire after shimmying up the cement pylons. Breach points are located
outside the field of view for the observation cameras—often directly underneath.

(U//LES) In addition, the smuggling facilitator or families of the illegal migrants will use children to
lodge them in the gaps of the cement pylons, at which point a U.S. fire department is called in to free the
child using the jaws-of-life. This tactic relies on the U.S. first responders’ initiative to rescue or save a
human life and subsequently creates a physical gap—which generally takes two weeks to repair—to use
for border breaching.

(U//FOUQO) Relevance: The breaching tactic utilized in the southwest region of the United States
presents an effective tactic for exploiting any protected border or facility within multiple COCOM s area
of interest.

(U//FOUOQ) Potential Counter Tactics, Techniques and Procedures: Standard counter-measures
apply.

(U) Asymmetric Infiltration Techniques - lllicit Trafficking:

(U) Maritime Techniques:

(U//LES) Use of Islands to Shield Movement: AWG also focused on illicit activity near San Clemente
Island, as smugglers transit the backside of the island in an attempt to avoid law enforcement
authorities’ presence.' In response to increased interdiction efforts, smugglers utilize littoral terrain and
shift routes utilizing alternate sides of coastal islands to evade interdiction efforts. This tactic is used
frequently by terrorist/insurgent groups in the southern Philippines when conducting raids and evading
Philippine counter-terrorism forces.

(U//LES) Use of Surface Craft: The maritime smugglers
use small and large “panga” boats as well as shrimping
vessels to move drugs and people onto U.S. soil. The
e . ___ =4 small “panga” boats are used for refueling operations while
= — ¥ : =" the large boats move people and narcotic loads. Panga
W boats are defined as large or small depending on the length
U/ILES ‘ of the craft and the number of outboard motors mounted onto the craft. Large
pangas will be 30-35 feet in length and will have four to five motors, while
small pangas will be 20-25 feet in length and will have two to three motors. The USCG observed a shift
in routes due to the increased presence of patrol vessels. The “pangas” historically traveled 40-60
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nautical miles from the shore. However, new routes have moved closer to the coast or further out to sea
(within 5-10 nautical miles from the shore or 100 plus nautical miles from shore).

(U/LES) Semi-Submersible Watercraft: DTOs are using semi-
submersibles for narcotics trafficking. A semi-submersible is capable of
moving large amounts of narcotics virtually undetected. Reporting
indicates that approximately 50 — 80 semi-submersibles departed South
America in 2008. Semi-submersible watercraft ranges from 33 — 60 feet
in length, carries a maximum payload of 10 tons, and operates with a
crew of four personnel. The vessel can navigate approximately 2000
miles and is virtually invisible to radar and sonar. In addition, the
traffickers line the top of the vessel with lead to counter infrared
surveillance. Traffickers offload the cargo onto power boats to move the product to
shore for distribution. The transfer commonly takes place 25-30 nautical miles off shore
and once the product and crew are secure the vessel is often scuttled.

U/ILES

(V) Aerial Techniques:

(U//LES) Ultra-Light Aircraft: DTOs use ultra-light aircraft for
narcotics trafficking. The average payload transported on the ultra-
light is 200 pounds of narcotics, with a maximum payload rating of 500
pounds—including pilot, fuel and payload. The ultra-light pilots
historically land in isolated flat areas, offload the product and ditch the

ultra-light. In numerous cases, the ultra-light was overloaded and _ '
crashes killing the pilot. CBP reports that a majority of narcotics \\\(Lg
trafficking through ultra-lights occurs in the Yuma and Tucson border (UIILES)

regions.

(U//FOUOQ) Potential/Emerging Aerial Infiltration Technique: The
transporting of narcotics potentially could morph from ultra-light aircraft
into the use of tandem equipment barrels for delivery of narcotics and
materiel onto United States soil. Civilian or military trained tandem
jumpers could deliver a payload of 750 pounds, while the delivery aircraft
would be able to avoid United States airspace. The jumpers would be able
to land successfully at desired location using off the shelf GPS and
equipment, and at locations previously inaccessible to ultra-light aircraft.
This tactic also will permit multiple jumpers to converge on a location

* f i
SR T
ﬁ y
) A

increasing payload delivery. Unmanned Parapoint HALO Bundle systems ‘i
could also be used to deliver a payload to a pre-designated location across the border.
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(U) Ground Techniques:

(U//LES) ASOs use foot guides under 18 years of age and groups of 20 aliens or less while conducting
operations to move aliens into the United States. The foot guides are intermingled with the illegal
migrants and often are weaponless; however, the foot guides may carry mobile phones and night vision
goggles. The guides are given instruction to remove the SIM card from the phone and on occasion
attempt to discard the phone upon interdiction. The ASOs discovered that U.S. prosecutorial guidelines
allow for the smuggling of 20 people or less. The same guidelines permit foot guides under the age of
18 years of age to avoid prosecution. The current prosecutorial guidelines continue to hinder the
effectiveness of border security operations. In addition, the cost for smuggling individuals across the
border has increased from US$1500 to US$5000.

(U//LES) The smugglers utilize a variety of techniques to cross the border. They use abandoned
infrastructure and existing culverts and sewage drains to exploit the existing sewer and drainage
infrastructure. ASOs also use vehicle ramps to jump vehicles over the fence, cut the fence to create
“swing doors” and chain fence gates to deny border agents from entering breach areas. In addition to
active breach techniques, the smugglers rely heavily on inclement weather. Fog and heavy rain will
trigger an increased in crossing attempts.

(U//LES) AWG observed that drug and alien smugglers also conduct daytime operations to blend with
traffic. Day light deliveries often involve the movement of small amounts of aliens and drugs, while
night activity generally involves the smuggling of large loads of aliens and drugs. The “drop-offs” or
product swap often will occur in shopping area parking lots so that the activity is “hidden in plain sight.
The smugglers often use multiple vehicles in the smuggling operations to include a scout vehicle and a
trailing diversion vehicle. When a scout vehicle identifies a checkpoint, the transport vehicle will stop
short of the checkpoint, the illegal migrants will exit the vehicle, walk around the checkpoint and once
the load vehicle clears the checkpoint, they will rejoin the vehicle. In addition, the smugglers have
recruited homeless people or drug users who are given a minimal amount of information on the endpoint
and are paid a few hundred dollars for their services. The smugglers also have started using “attractive”
females in their 20’s to counter border agents’ identification tactics. In addition, smugglers utilizing
cruise control makes it difficult to read profiling indicators.

2

(U//FOUQO) Submersed Containers: DTOs have used
hidden containers inside externally mounted fuel tanks.
This technique differs to the old technique of creating a
false compartment within the tank—which is easily
mitigated by the tapping technique. Tapping identifies
areas within the tank that do not contain liquid. The
trafficking organizations have modified the tactic of
creating false compartments within fuel tanks. The new
technique involves cutting the end off of a tank, inserting a

e

) _ S , UFoUO [
sealed “aquarium-like” container into the tank, and welding ==
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the end back onto the tank. The tank is then mounted onto the vehicle with the mounting straps covering
the weld. The tank is then filled with fuel—with the fuel surrounding the inserted container making the
submersed container much harder to detect.

(U//FOUOQ) Relevance: Terrorist organizations could adapt the tactic of hiding containers within
larger liquid haul tanks to deliver explosives onto U.S. bases, compounds or through Ports of Entry. The
size of the load could vary from a few kilos of a product to an exponentially larger load, depending on
the carrier. The carrier could vary from a small automobile gas tank to a large seafaring oil tanker. The
ability to detect this transport method exploits the current tactics that border authorities use to identify
false compartments—unless x-ray machines are available. In addition, POEs along the Southwest
border, specifically the San Ysidro POE, are expected to see a steady flow, if not an increase, in the
number of illicit trafficking cases in the future. Mexico remains a highly attractive gateway to enter the
United States due to established smuggling/trafficking routes, accessibility by air, sea and land, and lack
of deterrence in immigration policies. The air carriers’ increased vigilance and CBP’s targeting of
smuggling groups potentially has forced smugglers to create new avenues from Mexico and Latin
America into the United States. In addition, several South American countries have eliminated visa
requirements for all travelers. Trans-National smuggling organization could exploit this action and
could attempt to increase the number of illegal migrants traveling through South America for entry into
the United States. The potential use of semi-submersibles also could permit extremist/terrorist
organizations to deliver personnel to United States coastal areas of interest to conduct a terrorist attack
similar to the siege in Mumbai. This type of attack would exploit a potential security/interdiction gap
resulting in casualties to U.S. civilian and military personnel. Coastal areas are extremely susceptible.
Terrorist and DTOs could use tandem equipment barrels for delivery of narcotics and materiel into U.S.
areas of interest. This type of infiltration could permit access to areas previously inaccessible and could
permit larger quantities of materiel to be delivered successfully. These potential methods for illicit
trafficking could affect directly multiple COCOMs.

(U//FOUOQO) Potential Counter Tactics, Techniques, and Procedures: A prerequisite is understanding
that the borders are multi-dimensional and require defense-in-depth. The incorporation of intelligence,
surveillance and reconnaissance and action elements through a targeting methodology (i.e. F3EAD—
Find, Fix, Finish, Exploit, Analyze and Disseminate) is required to be successful.

(U) Asymmetric Infiltration Techniques - Border Traffic Masking
Techniques:

(U//LES) The ASOs have identified methods to counter the border security tactics used to identify foot
traffic on the dirt roads in and around the border. ASO methods include carpet boots, sponges, slick tire
treads, sifting, and planking with blankets. All of these techniques currently exploit road grading and
tracking techniques used by the Border Patrol to identify evidence of foot traffic. Once the roads have
been traversed the migrants discard the foot covers and blankets—which provide an indicator for traffic
through the area.
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(U) Cloned vehicles:

(U//LES) Construction and similar vehicles: Cloned
vehicles are vehicles that are disguised to look like
commercial or federal vehicles, including U.S. Border
Patrol. Law enforcement officials discovered on two
separate occasions that DTOs/ASOs cloned the
construction trucks to move surreptitiously across the
border. The vehicles intermingled with the legitimate
construction trucks prior to discovery. The facilitators painted
and marked the trucks with the company logo to facilitate
unrestricted movement with a payload of nearly 30 aliens. No _ N
information is currently available on the method of identifying the vehicles for mterdlctlon

U/ILES

(U//LES) Water Trucks: Customs and Border Patrol
contracts water trucks to dampen dirt roads near and around
the border to maintain dust and visibility levels. An ASO
cloned a water truck attempted to move illegal aliens across
the border by emulating a typical route for a water truck.
Another water truck driver identified the cloned truck at
which point Border Patrol Agents interdicted the vehicle and
49 illegal aliens were discovered inside the tank.

(U//FOUO) Relevance: If the TTP for cloning commercial or contract vehicles migrates into regions
where the U.S. military maintains a visible presence, the sanctity and security of U.S. interests could be
compromised. Extremist/terrorist organizations integrating cloned contract vehicles into U.S. or host
nation construction and logistic support would permit the delivery of materiel for attacks on U.S.
personnel and infrastructure. Intermingling the cloned vehicles into the fleet of contract vehicles to
deliver materiel, sympathizers and supporters throughout U.S. areas of interest could facilitate directed,
internal attacks on U.S. persons and infrastructure—resulting in a more detailed, high impact attack that
could cause greater casualty and devastation due to the less controlled and less established environment.
In concert with vehicular traffic, alien smugglers have developed inexpensive methods to exploit border
security tactics of grating the road to identify potential foot traffic. . A slight modification to the grating
technique--using a harrow--would almost completely mitigate the current tactics used for masking foot
traffic. A harrow leaves approximately ¥ inch deep grooves that are difficult to imitate if disturbed.
This would assist the law enforcement elements better identify high traffic areas and establish
countermeasures to foot traffic.

(U//FOUOQO) Potential Counter Tactics, Techniques and Procedures: Potential solutions involve

material applications to identify friend/foe.
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(U) Asymmetric Infiltration Techniques - Tunneling:

(U//LES) Subterranean Domain
Reporting: The San Diego Tunnel
Task Force reported on 21 February
20009, that a tunnel had been discovered
in the vicinity of the Otay Mesa POE.
The tunnel crossed from Mexico into
the United States breaching a San Diego drainage
system near fence panel 195 just to the east of the
Otay Mesa POE. Authorities believe that the
tunnel was used for drug smuggling. The
passageway inside the tunnel was measured at
three feet wide and three feet tall, with wooden beams used for
support. This discovery marked the 14™ tunnel discovered in the Otay
Mesa area and the 31* tunnel discovered in San Diego County.

el
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A
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(U//LES) On 14 March 2009 Assistant Chief Patrol Agent of the CBP San Diego Sector contacted
AWSG in regards to a tunnel found in the vicinity of Point of Entry San Ysidro, and asked for AWG
support. AWG responded to the scene with a full complement of kit to include NVGs, fusion goggles,
helmet cameras and heat sensors to support the CBP with their analysis of the tunnel. The tunnel was in
fact a storm drain that is located approximately five to ten feet north of the international border
underneath the pre-primary vehicle inspection of lane 16. Video documentation at the San Ysidro Port
of Entry recorded approximately 12 individuals exiting from the manhole cover on the storm drain and
run westbound out of view of the camera. All 12 individuals were thought to have absconded without
incident. Authorities later discovered that several bodies were located within the tunnel. The San Diego
Sector Special Response Team located eight individuals within the tunnel (five adult males, two adult
females, and one juvenile male), with the assistance of robotics. The border authorities relinquished
control of the subjects to the San Ysidro Port Enforcement Team for further processing.

(U//FOUQO) Relevance: Numerous examples exist regarding threat groups and the use of sewer
systems across COCOMs.

(U//FOUOQO) Potential Counter Tactics, Techniques and Procedures: Use of existing culvert or
subterranean detect/denial/clearance suites. The incorporation of material solutions must be integrated
into the targeting processes (F3EAD) to be an effective countermeasure. In addition, AWG currently is
continuing to evaluate additional countermeasures.
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(U) Conclusion:

(U//FOUQO) From 15 February to 31 March 2009, AWG conducted advisory assistance to Joint Task
Force — North through Area Familiarizations with Department of Homeland Security (DHS) components
and state and local law enforcement in the San Diego Sector to observe asymmetric infiltration
operations and emerging asymmetric threats. Drug Trafficking Organizations, Alien Smuggling
Organizations and other criminal organizations employ exceptional surveillance and counter-
surveillance capabilities, robust technical communications capabilities as well as effective marking and
signaling techniques to facilitate smuggling of illegal personnel and illicit cargo into the United States.
They utilize a variety of breaching tools, tactics and techniques to effectively defeat emplace border
barriers and controls. Drug Trafficking Organizations, Alien Smuggling Organizations and other
criminal organizations are extraordinarily proficient at using asymmetric ground, air, maritime and
subterranean platforms and methods to circumvent U.S. border protection capabilities. These
observations directly correlate to activity observed in various areas of operation around the world.
Through their observations, AWG was able to capture information to assist the U.S. Army, Joint Forces,
DHS components and law enforcement entities in developing mitigating techniques against asymmetric
infiltration operations techniques. In addition, AWG assesses that asymmetric infiltration operations
conducted by Drug Trafficking Organizations, Alien Smuggling Organizations and other criminal
organizations provides insight into similar operations OCONUS and remain relevant to U.S. Army
operations worldwide. A relationship between AWG, JTF-N and DHS components to further observe,
collect, assess and disseminate information concerning asymmetric infiltration operations and
asymmetric threats to the Homeland and U.S. interests abroad should be continued.
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Appendix 1 — Area Familiarization (AFAM) Overview

(U//FOUO) AWG set the conditions and established working relationships in the San Diego, California
area with U.S. Customs and Border Protection (CBP) and the U.S. Coast Guard (USCG) to conduct area
familiarization (AFAM) operations. The purpose of these AFAM operations was to gain knowledge of
U.S. border security operations and to observe asymmetric infiltration activities along the U.S - Mexico
border. A secondary benefit of these interactions was the opportunity for AWG personnel to share
knowledge with the CBP and USCG based on experience in operational planning, intelligence fusion,
and border operations in other COCOMs; thus comporting with DODD 5525.5: Military Departments
and Defense Agencies are encouraged to provide to Federal, State, or local civilian law enforcement
officials any information collected during the normal course of military operations that may be relevant
to a violation of any Federal or State law within the jurisdiction of such officials. AWG AFAM
operations included meetings and interaction with staff and operational elements, and the coordination
and execution of observation missions.

(U//FOUQO) USBP AFAM Operations: AWG personnel became familiar with the following CBP
activities and assets:
e (U//FOUO) Command and Control.
e (U//FOUO) Routine patrol activities.
e (U//FOUO) Port of Entry operations.
e (U//FOUO) Border Infrastructure System, consisting of physical barrier and technological
sensor assets along the border.
e (U//FOUO) BORSTAR, (Border Patrol Search, Trauma, and Rescue Team), a wilderness search
and rescue team.
e (U//[FOUO) Special Response Team (SRT), the USBP San Diego Sector tactical team.
e (U//FOUO) Air Mobile Unit (AMU), a long range foot patrol and enforcement team.
e (U//[FOUO) Border Intelligence Center (BIC).

(U//FOUQO) USCG AFAM Operations: AWG personnel became familiar with the following USCG
activities and assets:
e (U//FOUO) Joint Harbor Operations Center (JHOC) mission planning and command and
control.
(U//FOUOQO) Intelligence operations
(U//FOUOQO) Routine surface maritime border patrols.
(U//FOUQO) USCG air patrols.
(U//FOUQO) Maritime Security and Safety Team (MSST) maritime border patrols.
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(U) Limitations:

(U//FOUQ) The observation missions were conducted with a clear understanding by all parties of the
conditions and limitations of DoD interaction with U.S. law enforcement agencies. Under guidance
established by the Secretaries of the Military Departments and the Directors of the Defense Agencies
concerned, the planning and execution of compatible military training and operations may take into
account the needs of civilian law enforcement officials for information when the collection of the
information is an incidental aspect of training performed for a military purpose. In this regard, the needs
of civilian law enforcement officials may be considered when scheduling routine training missions. This
does not permit the planning or creation of missions or training for the primary purpose of aiding
civilian law enforcement officials, and it does not permit conducting training or missions for the purpose
of routinely collecting information about U.S. citizens." (DODD 5525.5)

(U//FOUO) AWG personnel conducted a risk analysis prior to all observation missions and used the
following criteria when evaluating AFAM missions. AWG personnel did:

(U//FOUQO) Not participate in missions which entail planned arrest or raid activities.
(U//FOUO) Not be armed.

(U//FOUO) Not assist with any detention activities.

(U//FOUOQ) Retain the right to self defense.

(U//FOUQO) Border Patrol Air Mobility Unit (AMU) Area Familiarizations:

(U//LES) AWG conducted several AFAMs with AMU and observed an in-depth intelligence planning
cycle that influences the sectors of maneuver for the evening patrols. The cycle provides tailored trend
analysis versus network development and also includes intelligence/information from outlying stations.
Based on the intelligence provided, the AMU agents then conduct a Special Forces-style backbrief and
address contingencies for daily operations. The AMU then conducts reconnaissance to establish
Observation Posts (OPs) for spotter/surveillance placement. The AMU establishes multi OPs to cover
effectively the terrain. The OP optics are man-packed or vehicle mounted and confirmed that the OPs
maintain interlaced observation fields. In addition to establishing OPs, the AMU agents locate hide-site
areas for agents to conduct interdictions, identify enemy spotter positions and war-game potential
migrant ingress routes. Command and Control (C2) for the interdiction elements are the AMU spotters
that operate out of the OPs. The C2 is responsible for positioning of vehicles, directing blacked-out
vehicles and positioning of personnel based on enemy observations. The spotters remain in position to
avoid getting involved with the diversionary tactics that the alien migrants use. In concert with the
agents on the ground, the AMU utilizes unmanned sensors—maintained and covertly emplaced by
sensor specialists—that establish a defense in-depth. The AMU dispatch disseminates in real-time
which sensor is triggered and how many hits occur and the OPs relay the information to the interdicting
agents. Sensor hits will “trigger” some agents to conduct sign cutting—using directed light to cast
shadows caused by tracks in the dirt—tactics and will initiate the canine units. The spotters will permit
the alien migrants to cross far enough past the border to prevent the migrants from turning and
successfully crossing back into Mexico, before finally initiating the interdiction. Gremlin units—mobile
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communications detection equipment—also work in conjunction with the AMU to monitor enemy radio
traffic; however, the information is not disseminated consistently to the agents on the ground.

(U) Border Patrol Smuggling Interdiction Group (SIG) Area Familiarizations:

(U//LES) AWG conducted several AFAMs with SIG. SIG leadership elicited assistance from an Ohio
State Trooper to train on predictive profiling—similar to the training that the Operational Specialists
receive. The training assists SIG in establishing the tactics and techniques used to identify potential
smuggling vehicles. SIG agents patrol the highways in unmarked cars looking for precursors to initiate
an interdiction. The agents actively assess the environment for the region of the patrol and adjust tactics
and techniques utilized to identify potential smugglers. Air fresheners, tinted windows and Hispanic
males approximately 20 years of age combined with information regarding the release of liability hits,
tags from particular California cities or counties and vehicle type will prompt the unmarked cars to call
in a marked car to “test” the indicators. While the marked car is probing for a reaction from the
suspicious vehicle, the agents in the unmarked vehicle contact their dispatcher to run POE records to
determine the times that the suspicious vehicle passed through the POE. In addition, the unmarked
agents will identify vehicles that do random U-turns on isolated side-roads prior to a checkpoint—which
often indicates a load pickup. The SIG agents transmit all observations over the radio to facilitate the
identification of potential smugglers. The interdiction information broadcasted can be used for
prosecutorial evidence in the event of a successful interdiction.

(U) Border Operations Area Familiarizations:

(U//LES) AWG conducted multiple AFAMs with Border Patrol agents patrolling the fence-line
between Imperial Beach Station and Otay Mesa POE. Border Patrol agents operating along the fence-
line work closely with local police departments to identify individuals that may have a U.S. criminal
history. These breaches create an area that the migrants exploit until repair crews arrived—which
normally takes two weeks.

(U) United States Coast Guard Area Familiarizations:

(U//LES) AWG conducted AFAMs with the USCG air unit and aboard a 33 foot cutter. USCG assets
establish patrol routes by sector boxes that are determinate on historic smuggling routes. The air assets
work in concert with the maritime assets to spot potential smuggling vessels. The assets travel in a “lazy
W path within each sector.
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Appendix 2 — Biometrics Support to San Ysidro Port of Entry

(U//FOUOQO) In late 2008, AWG developed a close working relationship with the DoD Biometrics Task
Force (BTF) by providing field operational perspective and gaps solutions to the BTF. AWG met with
JTF-N on 17 December 2008, and highlighted the gap that DHS was not able to access the DoD
biometric database, ABIS, and offered assistance to address the gap. AWG further proposed solution to
CBP to allow biometric cross reference to the DoD database information collected in the CENTCOM
AOR.

(U//FOUOQO) At the request of JTF-N, AWG facilitated on 20 January 2009, BTF interaction with CBP
at the San Ysidro POE and established CBP access to ABIS on a trial basis during ORZ.

(U//FOUQO) On 27 February 2009, CBP obtained a positive match on an Iraqi citizen who:
e (U//FOUO) Had ABIS record from CENTCOM.
e (U//IFOUO) Was attempting to enter U.S illegally.
e (U//FOUO) Requested political asylum, but was denied due to ABIS hit

(U//FOUO) Based on the success observed during ORZ, CBP and JTF-N requested that AWG assist in
facilitating ABIS connectivity, through BTF, at other POEs. NGIC also requested that AWG help
establish a protocol for the sharing of NGIC/ABIS information to law enforcement officials.

(U//FOUO) Relevance: The enhanced ability to identify potential migration routes directly affects
military and law enforcement operations.
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Appendix 3 — Special Interest Alien (SIA) Smuggling

(U//LES) Smuggling of Iraqi Refugees: Europe continues to be a prime location for resettlement of
Iraqgi refugees, but the United States draws a portion of Iragi immigrants. The United States has vowed
to take its share of Iraqi refugees, 7,000 refugees in 2007 and 12,000 in 2008, but many Iragis pay ASOs
to bring them to the U.S. instead. Iragi migrants pay smugglers to transport them to the United States in
order to claim asylum, rather than wait for resettlement in a refugee camp and placement, usually in
Syria or Jordan."

(U//LES) Iragi Smuggling Technique: The smuggling route most often identified in sworn statements
indicates the subject either leaves Irag by bus or car to Turkey, occasionally via Syria. The subject may
choose to travel by air, land, and/or sea from Turkey to Greece. Many Iragis have reported extended
stays with established networks or family in Turkey or Greece which provides employment or other
opportunities to earn money and pay to be smuggled to the United States. Travel arrangements are made
usually from Greece to fly via Spain or France to Mexico. Most often, Iraqis travel from Madrid or
Paris to Mexico City (40.3%), though occasional routes to Cancun, Mexico (4.2%) or Monterrey,
Mexico (3.4%) have been seen. Another popular route, second to the direct Mexico route, is from Spain
or France to Guatemala (21.0%) and northward into Mexico near Tapachula. Other circuitous routes
include Syria to Venezuela (<1%), Cuba to Guatemala (2.5%), South Africa to Brazil (2.5%) and Cuba
to Panama (1.7%); but as the percentages indicate, this is not nearly at the same frequency as the other
aforementioned routes."

(U//LES) The Imperial Beach (IB) Station has attempted to mitigate Special Interest Alien (SI1A)
smuggling efforts through actively communicating with the ASOs. IB agents will offer to pay
smugglers to turn in SIAs and have cracked down on smugglers who attempt to move SIAs through the
IB station sector.

19
UNCLASSIFIED//FOR OFFICIAL USE ONLY



UNCLASSIFIED//FOR OFFICIAL USE ONLY

Asymmetric Observations Along the U.S. —

Mexican Border

Appendix 4 - Endnotes

'(U//ILES) Operation Red Zone INTSUM 001, 1-7 February 2009.

"(U/ILES) U.S. Customs and Border Protection, Office of Alien Smuggling Interdiction, Trend Analysis Report, Iraqgi
Migration, May 2008.

"Ibid.
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