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(U) 5.2 SuDDort of primam TEMPEST-related installation 
standards. The detailed requirements herein support the TEMPEST- 
related installation requirements of 5.1 in identifying the 
methods and procedures by which the basic TEMPEST-related 
requirement is to be fulfilled. 

(U) 5.2;l RED ~rimarv Dower distribution p an el location. Fuse 
and primary a.c. power'distribution panels serving RED electrical 
processing systems on surface ships shall be located within 
secure processing centers, secure remote areas or remote areas. 
Fuse and primary a.c. power distribution panels within: 

a. Secure processing centers may provide power 
distribution to secure remote areas and remote areas. 

b. Secure remote areas may provide power distribution to 
remote areas. 

* (U) 5.2.2 ~ouioment Dower connection. Processing equipment . 
requiring F E D  power shall be permanently connected to a RED power 

. rr  source and shall not be connected to a lighting panel. BLACK 
equipment contained in electronic equipment cabinets or racks may 
employ the cabinet blower power switches or the open rack power 
strip switches as the equipment power disconnect. If the number 
of equipment exceeds the number of blower or power strip 
switches, additional switches should be added. A common power 
cable from the distribution panel may serve several disconnect 
switches in the cabinet. 

* (U) 5.2.3 Primarv a.c. Dower for ID-866/SG. The ID-866/SG 
Indicator Light, when used to show the status of a shared 
RED/BLACK processing equipment, shall derive primary a.c. power 
from the shared equipment to assure the ID-866/SG is energized 
when the shared equipment is energized. When used as a remote 
cut-out as specified in 5.3.5.1.1, the ID-866/SG may be connected 
to either RED or BLACK primary a.c. power, or to the filtered 
power source which is connected to its associated send processor. 

(U) 5.2.4 Primarv Dower to other facilities. Primary power for 
lighting and receptacles in the secure processing center shall be 
BLACK power and shall not be derived from an electronic equipment 
power distribution panel. (NOTE: BLACK power may also be BLACK 
"filtered" power.) 
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(U) 5.3.4.4 Lock-out switch visual indicator. The ID-866/SG 
Indicator Light provides a visual indication of the setting of 
the SA-734/SG or SA 2371/SG Switch Box. Where the switch box is 
used for a sharing of processing equipment, the indicator light 
shall be co-located with the processing equipment for operator 
viewing. Where the switch box is used as a RED signal line 
disconnect, the indicator light shall be co-located with the 
switch box. Visual indicator lamps for Classified or 
Unclassified, or Classified or Disconnect shall have the 
following color jewels installed: 

a. Green jewel: Color to indicate a classified circuit, 
or a circuit of higher classification. 

b. Red jewel: Color to indicate an unclassified circuit, 
a circuit of lower classification, or disconnect 
position. 

(U) 5.3.4.5 Remote voice disconnect. A secure voice remote- 
switching apparatus (for example, C-7594( )/U, C-7595( )/U, 
C-10315/U, and SA-2112(V)/STQ) or disconnect switch (for example, 
SA-1539/S) shall be installed within a secure processing center 

: in the signal or control lines of a secure voice remote operating 
position. Additionally, where receive-only secure voice circuits 
are extended from one remote area to another remote area or 
exposed remote station (for example, from within Combat 
Information Center (CIC) to an area outside of CIC), a disconnect 
switch (for example, SB-973/SRR) shall be installed in the 
receive signal line within the primary remote area. 

(U) 5.3.4.6 S~eaker disconnect switch. Secure voice monitor 
speakers shall be capable of being locally disconnected from - 

signal lines. The disconnect feature may be located in the local 
telephone set (for example, TA-970/U) or on the speaker 
amplifier. 
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