Office of Security
Initial National Security
Information Briefing




Security Clearance

A background investigation is a
determination of trust, which makes

you eligible for access to classified
Information.

A security clearance is not permanent;
It expires when you leave your position

SECURITY IS EVERYONE’S RESPONSIBILITY!


Presenter
Presentation Notes
Also to prevent security violations as well.


Requirements for holding a
Security Clearance

 Favorable adjudication of a background investigation

o Attend mandatory briefing
* Procedures for handling and protecting NSI information
= Annual Refresher Briefing

e Need-To-Know

Execution of the SF-312 Classified Information
Nondisclosure Agreement

SECURITY IS EVERYONE’S RESPONSIBILITY!



Briefing Authorities

 E.0. 12958, Classified National Security
Information, as amended

32 CFR Part 2001, Implementing
Directives

« DOO 20-6, Director of Security; Security
Manual, Section Ill

SECURITY IS EVERYONE’S RESPONSIBILITY!



Classified National
Security Information Is

Official information that relates to the
national defense or foreign relations
of the United States, which has been
deemed to require protection from
unauthorized disclosure.

SECURITY IS EVERYONE’S RESPONSIBILITY!



Levels of Classified Information

Three levels of classified information:

TOP SECRET SECRET CONFIDENTIAL

TOP SECRET - SECRET

Always use cover sheets on classified information!

SECURITY IS EVERYONE’S RESPONSIBILITY!
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Presentation Notes
Top Secret unauthorized disclosure is expected to cause exceptionally grave damage to the National Security

Secret unauthorized disclosure is expected to cause serious damage to the National Security

Confidential unauthorized disclosure is expected to cause recognizable damage to our National Security

Note: lead in to the following slide
There are eights “classify reasons” under the “Classify Reason Category” in the executive order

Example 	Military Plans, weapons system
	Scientific, technological or economic matters relating to the 	national security
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Information marked “Sensitive” “For Official Use
Only,” *Sensitive But Unclassified,” “Company
Proprietary,” etc., Is not classified but protection
from unauthorized disclosure is required.

e Sensitive information should not be

marked with classified stamps

SECURITY IS EVERYONE’S RESPONSIBILITY!



Presenter
Presentation Notes
If information is not classified in the Department of Commerce, then it normally is “Sensitive” information

Protection of Trade Secrets (18 U.S.C. Chapter 90)
The Export Administration Act of 1979 (50 U.S.C. 
Title 13 Census information (Fined up to $5000 or up to 5 years in prison or both)

USTR/ISAC committee member 


How Is Information classified?

P

‘- e Original Classification

e Derivative Classification

SECURITY IS EVERYONE’S RESPONSIBILITY!



Original Classification

* |s the initial determination that
Information needs protection in the
Interests of national security

 Must have written authority to originally
classify information

SECURITY IS EVERYONE’S RESPONSIBILITY!




Original Classification
Authority

« The Secretary of Commerce can re-delegate,
In writing, original classification at the
SECRET and CONFIDENTIAL level to
specific positions within the department.

e Secret is the highest level of original
classification in the department.

SECURITY IS EVERYONE’S RESPONSIBILITY!



National Security

Classify Reason Categories
E.0.12958 section 1.4

Classified information must fall under one of the following
eight cateqgories:

1.4 (a) Military plans, weapons systems, or operations;
1.4 (b) Foreign government information;

1.4 (c) Intelligence activities, sources or methods or

cryptology;
1.4 (d) Foreign relations or foreign activities of the United
States including confidential sources;

SECURITY IS EVERYONE’S RESPONSIBILITY!



National Security

Classify Reason Categories
E.0. 12958 section 1.4 cont'd

Categories Continued:

1.4. (e) Scientific, technological or economic matters relating
to the national security;

1.4 (f) United States Government programs for safeguarding
nuclear materials or facilities; or

1.4 (g) Vulnerabilities or capabilities of systems, installations,
projects or plan relating to the national security.

1.4 (h) weapons of mass destruction

SECURITY IS EVERYONE’S RESPONSIBILITY!



Reasons NOT to classify Information

Information may not be classified to:

 Conceal violation of law, inefficiency, or
administrative error.

 Prevent embarrassment to a person, organization, or
agency.
 Restrain competition.

 Prevent or delay the release of information that does
not require protection in the interests of national
security.

SECURITY IS EVERYONE’S RESPONSIBILITY!




Classified Information
Properly Marked

 Paragraphs marked

« Document marked at highest level contained
 Cover, front and back, top and bottom

« Classified by line

 Declassification instructions

SECURITY IS EVERYONE’S RESPONSIBILITY!



Properly Marked Classified Information

Paragraph / Portion Markings SECRET 4”—'-_______,___._._—— Overall Classification
Marking

This memo is for training purposes only (U)

(U) This paragraph contains unclassified information
(S) This paragraph contains secret information relating to U.S. National Security

(U) This paragraph contains unclassified information
Classify By line or Derived From line

Classified By: Tim Hauser, Deputy Under Secretary for International Trade
Reason: 1.4 (e) through (h) < Reason Line

Declassify on: 13 December 2009

Declassification Date/Event

Overall Classification

- Marking




Derivative Classification

e Is incorporating, paraphrasing,
restating, or generating in new form,
Information that is already classified

 Written Originally Classification
Authority Is not needed

SECURITY IS EVERYONE’S RESPONSIBILITY!




Your Document | > SECRET

Memo: Derivative Document/Training Only

Source document Derivatively Classifying From a Source
received Document

1. (U) This paragraph is unclassified

SECRET
- 2. (V) This paragraph is unclassified
Memo: Training Only
3. (S) This paragraph contains secret

1.(C)This paragraph is _—"information paraphrased from the source

confidential / document received

2. (S)This paragraph is Secret —~

SECRET SECRET
SECURITY IS EVERYONE’S RESPONSIBILITY!

L=
+%

e



Declassification

 Only an Original Classification
Authority can authorize declassification

« Documents are generally marked for
declassification within 10 years and can
be up to 25 years

SECURITY IS EVERYONE’S RESPONSIBILITY!
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Presentation Notes
E.O. 13292 further amended E.O. 12958.

No longer will you see the X marking on future classified documents.
Classified documents must now contain a “date/year” for declassification.

Sometimes and quite often documents/memo may not have a date. 


Proper Security Practices

v Accountability

v Protecting Classified at work
v Transmission

v Destruction

v Reporting Requirements

SECURITY IS EVERYONE’S RESPONSIBILITY!



Accountability of Classified Information

= All classified information must be accounted for by use
of written records, Classified Document Control Record
(Form CD-481) or entered onto the Management
Application for Security (MAPS) database.

= All Department of Commerce generated classified
Information must be bar-coded and entered into the
MAPS database.

= All TOP SECRET and North Atlantic Treaty Organization
(NATO) information must be bar-coded and entered into
MAPS database.

SECURITY IS EVERYONE’S RESPONSIBILITY!




Protecting Classified

NO unauthorized use of computers!

= Do not process classified information on any computer
system unless it is accredited for classified use.

= See your Bureau Information Technology Security Officer
for more information on electronic processing of classified
Information.

» The only computers approved for classified processing are
SIPRNET, JWICS and accredited stand alone systems.

SECURITY IS EVERYONE’S RESPONSIBILITY!



http://images.google.com/imgres?imgurl=http://upload.wikimedia.org/wikipedia/commons/thumb/c/c1/Computer-aj_aj_ashton_01.svg/320px-Computer-aj_aj_ashton_01.svg.png&imgrefurl=http://commons.wikimedia.org/wiki/File:Computer-aj_aj_ashton_01.svg&usg=__Ojv-ACGJbGQJL0dbrkOoWVMNNsc=&h=320&w=320&sz=39&hl=en&start=21&tbnid=IV5K_gI9sYzZEM:&tbnh=118&tbnw=118&prev=/images%3Fq%3DComputer%26gbv%3D2%26ndsp%3D20%26hl%3Den%26sa%3DN%26start%3D20

Marking Classified Information
Using classified media labels

Removable storage

media devices such

as diskettes, cassettes,

magnet tape reels,
CD-ROMS, etc., must have an outer label

with the appropriate classified labels
SECURITY IS EVERYONE’S RESPONSIBILITY!




Protecting Classified

TOP SECRET SECRET CONFIDENTIAL

THIS IS A COVER SHEET THIS IS A COVER SHEET

ER SHEET
FOR CLASSIFIED INFORMATION FOR CLASSIFIED INFORMATION

FOR CLASSIFIED INFORMATION

ALL NOIVIDUALS HANDLING THIS WFORMATION AR REQUIRED TO ALL WOIVIOUALS HANDLING THIS BEGRMATION ARE REQUIREL T0 PRGTECT ALL INDIVIDUALS HANDLING THIS NFORMATION ARE REGUIRED TO PROTECT
1T FAGM UNAUTHORIZED DISCLOSURE I THE WTEREST OF T 7 FROM UNAUTHORIZED DISCLOSURE IN THE INTEREST OF THE KATIONAL ; DSURE IN THE INTEREST OF
SECURITY OF THE UNITED STATES. ST O THE . S SECURITY OF THE UNITED STATES.

- HANDLING, STORAGE, REPRODUCTION AND DISPOSITION OF THE ATTACHED

ION OF THE ATTACHE HANDLING, STORAGE, REPRODUGTION AND DISPOSITION OF THE ATTACHED
SOOURET FLRT B & ACCORDANCE WITH ASFLICARLE: ENEUTR DOCUMENT MUST BE N ACCORDANCE WITH APPLICABLE EXECUTIVE
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

HANDLING, STORAGE, REPRY JON AND DISPOSH
BE N T i ORD,
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

DOCUMENT WiLL JRDANCE Wi
ORDER(S), STATUTE(S) AND AGENCY IMPLEMENTING REGULATIONS.

(This cover shoat In unciassified.) (This cover sheet in unciassifid. |

STANDARD FonM 794

Please use cover sheets for all

classified information!
SECURITY IS EVERYONE’S RESPONSIBILITY!




« Protecting Classified
Information

You must limit access to authorized
persons by verifying:
= |dentification
= Need to know
» Clearance
= Ability to protect

SECURITY IS EVERYONE’S RESPONSIBILITY!



Protecting Classified at Work

Classified information must be
stored in a General Services
Administration (GSA) approved
security container (safe) when
not in use.

DO NOT STORE CLASSIFIED:
* In Desk Drawers
*In Filing Cabinets
* In Overhead Cabinets
* On Window Sills

SECURITY IS EVERYONE’S RESPONSIBILITY!



Safe Combinations

= Security container combinations are classified at the level of
information stored in the safe.

= Memorize combinations — never write them down.

Change combinations when...

« Combination is compromised

e Security container is put into service

e Security container is surplussed

« Someone who has the combination leaves the office

Update form SF-700, Security Container Information, whenever
the combination is changed. OSY Servicing Security Office will
enter new SF-700 information into the MAPS database.

SECURITY IS EVERYONE’S RESPONSIBILITY!
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Change combinations when:
Security container is found open or unattended
Someone who has the the combination leaves
Combination has been compromised 
When the security container is taken out of service


Transmitting Classified
Using Telephone & Fax

= Always use a STE (Secure Terminal Equipment) to conduct
classified conversations telephonically.

= Fortezza card must be installed and operational prior to
beginning classified conversations.

= Use secure facsimile machines for quick and secure classified
document transmission. Secure facsimile machines are
always connected to a STE.

Always store Fortezza card away from STE when not in use.

SECURITY IS EVERYONE’S RESPONSIBILITY!



Transmitting Classified
Within a Department of Commerce facility

= (Classified information hand-carried between offices must
be shielded by the appropriate cover sheet and placed in
an opaque envelope to prevent disclosure.

= (Classified information transported within a facility should
not be carried into public areas (i.e., cafeteria, bathroom,
etc.) No stops between “point A and point B”.

SECURITY IS EVERYONE’S RESPONSIBILITY!



Transmitting Classified
Through the mail

= Confidential and Secret documents must be double wrapped to
prepare for hand-carrying or sending via U.S. Postal Service.

= Affords two layers of protection - use opaque envelopes.
= Don’t forget to include a receipt.

= |nner wrapping = Quter wrapping

= |ncludes full address, = |ncludes fu_II address,
agency/office agency/office and
position

(with individual’s name)

= Your return address NO CLASSIFICATION
I Classflflcatlon markings MARKINGS ON OUTER
" Receipt WRAPPING

SECURITY IS EVERYONE’S RESPONSIBILITY!

= Your return address




Transmitting Classified
Through the mail cont'd

Secret and Confidential may be transported by the following
means:

= Hand-carrying

= United States Postal Service Facility only
« Secret: Registered or Express
 Confidential: Certified

= Approved cleared courier

Prior to transporting Top Secret information, call your Security Officer

NOTE: Classified material cannot be dropped in a street side postal box.

SECURITY IS EVERYONE’S RESPONSIBILITY!




Reproduction of Classified

New technologies available for copiers increase
security vulnerabilities such as fax capabilities
and removable memory.

The Office of Security or servicing security
officer will approve or disapprove a
reproduction machine for classified usage.

SECURITY IS EVERYONE’S RESPONSIBILITY!




Reproduction of Classified
VERIFY!

A posted notice identifies reproductions machines
approved for classified usage. “This machine is
authorized for reproduction of classified
material...”

Reproduction machines not approved for classified
usage should bear a posted notice. “This machine
IS not approved for classified usage.”

SECURITY IS EVERYONE’S RESPONSIBILITY!



Destruction of Classified

= Shredding
GSA approved cross-cut shredder that renders the material
32”in width and 3/8”in length

» Classified waste “burn bags”
Must be protected in approved storage
container until contents are destroyed!

= Destruction of SECRET, TOP SECRET and NATO classified must
be recorded in the MAPS database or on a Classified Document
Control Record (Form CD-481).

For additional information contact your Servicing Security Office

SECURITY IS EVERYONE’S RESPONSIBILITY!




Reporting Requirements

All cleared employees must report contact with
anyone who:

= Suspiciously requests classified information
= Wants more information than they need to know
= Acts suspiciously

Report incidents to your Supervisor and Security Officer
Immediately!

SECURITY IS EVERYONE’S RESPONSIBILITY!


Presenter
Presentation Notes
1993 Steven J. Lalas, a former State Department communications officer stationed with the embassy in Athens.  He was arrested in Northern VA on May 3, 1993.  The charge was passing sensitive military information to Greek officials.  

He claimed that he had been recruited by the Greek Military official in 1991, he feared for his families life if he did not cooperate.

In short Mr. Lalas pleaded guilty to one count of conspiracy to commit espionage was sentenced to 14 years in prison without the possibility of parole.

His reported profit $20,000 from 1991-1993 



Most leaks result from:

 Negligence
e Carelessness
e Casual Conversations

e Open Sources




N
,;L‘@Z/ Reporting Requirements

Cleared employees traveling abroad on official
business must receive an Annual Defensive
Travel Briefing.

All employees holding a National Security Clearance must:

= Report ALL foreign travel
= Obtain travel briefing
= Complete “pre” and “post” travel reports

SECURITY IS EVERYONE’S RESPONSIBILITY!




End of Day Security Checks
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Check all areas to ensure classified information is not left in
unlocked safes, near windows, and/or on desktops.

Complete the SF-701, Activity Security Checklist daily.
Complete SF-702, Security Container Checklist.
Turn on alarm if appropriate.

SECURITY IS EVERYONE’S RESPONSIBILITY!




After-Hours Inspections

The OSY conducts continuous After-Hours
Inspections to ensure each Operating Unit
IS In compliance with Departmental Manual
of Security Policies and Procedures.

SECURITY IS EVERYONE’S RESPONSIBILITY!




Unauthorized Disclosure of
Security Information

o Security Infraction: classified information is not
safeguarded, but does not result in a compromise of
material.

o Security Violation: classified information is not
safeguarded and could result in a probable compromise
of material.

« Compromise: classified information acquired by, or
given to, unauthorized personnel whether intentional or
unintentional.

SECURITY IS EVERYONE’S RESPONSIBILITY!
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Security Infraction: 1st Offense Oral admonishment/Refresher briefing
	         2nd Offense Written notice, copy to immediate supervisor 	         and Agency head/refresher briefing
	         3rd Treated as a security violation.  Assessment conducted 	         by security to determine if individual is a potential security                                             	         risk

Security Violation:   1st Offense Ranges from written notice (copy to  	 	          supervisor/termination of security clearance
	          2nd Offense Ranges from 5 days suspension without pay to 	          removal of employment
	          3rd Offense Rages from 30 day suspension without pay to      	          removal of employment


SF 312
Non-Disclosure Agreement

CLASSIFIED INFORMATION NONDISCLOSURE AOREEMENT

AN ADREEMENT BETWEEN AND THE UNITED

* Binding contract with the U.S. I
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= Signing the Non-Disclosure i
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SECURITY IS EVERYONE’S RESPONSIBILITY!



Penalties for Disclosure of

Classified Information
(E.0.12958)

 Reprimand

e Suspension without pay
 Denial of access

e Removal

e Others in accordance with applicable laws
and regulations

SECURITY IS EVERYONE’S RESPONSIBILITY!




When You Depart Commerce or
Transfer to a New Position

You must:

Turn all classified material over to your classified
control point

Contact the Servicing Security Office or a
security clearance debriefing

Turn in your ID, keys, and access cards

SECURITY IS EVERYONE’S RESPONSIBILITY!



Your Security Officer

e Be PROACTIVE
 Request help

 Report
= Security violations

» Suspected loss or
compromise

* |[ncidents or problems

SECURITY IS EVERYONE’S RESPONSIBILITY!



Who Is responsible for
security?

YOU! YOU!




M Eastern Region Security Office
- Customer Support and Assistance
Norfolk Federal Building
200 Granby St,Room 407
Norfolk, VA 23510
(757) 441-3431

SECURITY IS EVERYONE’S RESPONSIBILITY!


mailto:easc.allsec@noaa.gov
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