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(U) Scope

(U//FOUO) DHS/Office of Intelligence and Analysis and the Los Angeles Joint Regional Intelligence Center
produced this note to alert first responders to the potential hazards posed by hydrogen sulfide gas because of a
recent incident in Pasadena, California. The incident was a suicide, although it demonstrated the potential for
easily produced hydrogen sulfide to be used as a chemical weapon in a terrorist attack.

(U) Key Findings

(U//FOUO) DHS/Office of Intelligence and Analysis (I&A) and the Los Angeles Joint Regional Intelligence
Center (JRIC) assess that an intentional release of hydrogen sulfide gas most likely would be by a person
using it to commit suicide, thus not exposing large numbers of people. The gas is, however, highly toxic and
easy to produce from commonly available materials—properties that could make it attractive for use in a
terrorist attack. DHS/1&A and JRIC have no information that terrorists are planning an attack in the United
States using hydrogen sulfide gas.

(U//FOUO) Potential production of hydrogen sulfide gas may be identified by the collection of commonly
used household items such as some paints, pesticides, toilet bowl cleaners, and disinfectants.

(U) Hydrogen Sulfide at Incident Sites

(U//FOUO) When responding to incidents, especially possible suicides, first responders shoulg be aware of the
possibility of encountering hydrogen sulfide gas, a potentially lethal toxic industrial chemical. DHS/I&A and
the Los Angeles JRIC assess that an intentional release would most likely result from a suicide, but the



planning attacks in the United States using hydrogen sulfide gas, although first responders should exercise
caution if they suspect the presence of hydrogen sulfide.

* (U) Hydrogen sulfide is a byproduct of the decay of organic material and accidental exposure has occurred
in situations involving sewage, liquid manure, natural gas, and animal or vegetable matter storage or
processing. It also is found at some industrial facilities, such as wastewater treatment plants, petroleum
refineries, pulp and paper manufacturers, and plants producing sulfur or sulfuric acid.

(U) Properties and Methods of Production

(U//FOUO) Hydrogen sulfide is a colorless, toxic, and flammable gas with a strong odor of rotten eggs at low
concentrations. Its odor is not a reliable indicator of its presence, however, because high concentrations or
continuous exposure deaden the sense of smell. It can be produced by mixing a sulfur source, such as certain
paints and pesticides, with an acid, such as those found in toilet bowl cleaners and disinfectants (see Table 1).
The extent of the hazard will depend on the concentration of the reactive sulfur and acid in the tem used.

Table 1. (U) Examples of household items that can be used to produce hydrogen sulfide.

Acid Sources Sulfur Sources
Lysol® Ready to Use Disinfectant (4—8 percent citric Artist oil paints (0-15 percent zinc
and hydroxyacetic acid) sulfide)
Lysol® Toilet Bowl Cleaner (9.5 percent HCI) Dandruff shampoos (1.0 percent selenium sulfide)
Sno Bol® Toilet Cleaner (15 percent HCI) Pesticides (5—-30 percent calcium polysulfides)

The Works® Toilet Bowl Cleaner (15-25 percent HCI) | Spackling paste (1-2 percent zinc sulfide)

Blu-Lite® Germicidal Acid Bowl Cleaner (20.5 | Some latex paints (6.6 percent zinc sulfide)
percent phosphoric acid)

Kaboom® Shower, Tub, and Tile Cleaner (5-7 percent | Garden fungicides (5-90 percent sulfur)
urea-monohydrochloric acid)

Tile, stone cleaners (1-30 percent HCI)
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(U) Health Hazards

(V) Effects of exposure to hydrogen sulfide include the following:
— (U) Low concentrations: eye irritation, sore throat, cough.

— (V) Intermediate concentrations: shortness of breath, headache, dizziness, nausea, vomiting, pulmonary
edema.

— (V) High concentrations: potentially fatal; exposure to concentrations at 800-1,000 parts per million or
greater can result in immediate collapse with loss of breathing, even after a single breath.



(U) Use in Suicides

(U//FOUO) Inhalation of hydrogen sulfide has become a popular means of committing suicide in Japan and
could become more popular in the United States as publicity about these incidents spreads.

— (U) In August 2008, law enforcement and fire units responded to a
suicide involving hydrogen sulfide in Pasadena, California. The victim,
found dead in his car, had mixed a fungicide and a toilet bowl cleaner in a
plastic tray. First responders saw the tray with a “bright blue liquid” in the
back seat of the vehicle. The man had placed a note on the car to warn
first responders. Investigation indicated that he may have visited one or
more of the numerous Japanese websites that provide information on how
to commit suicide using hydrogen sulfide.

(V) Firefighters respond to a suicide in Pasadena

— (V) In Japan, press reports indicated that during the first six months of 2008, more than 500 people had
killed themselves by inhaling hydrogen sulfide produced by mixing commonly available chemicals. Many of
these incidents occurred in vehicles, apartments, or houses.

(U) Potential Use by Terrorists

(U//FOUO) Terrorist training manuals have discussed using hydrogen sulfide gas in an attack. DHS/I&A and
the JRIC assess that the chemical reactions described in the manuals are viable and would yield hydrogen
sulfide, but no information indicates that a terrorist attack is imminent using this chemical.

— (U//FOUO) The “Mujahideen Poisons Handbook™ describes producing hydrogen sulfide gas by reacting
sodium sulfide and sulfuric acid.

— (U/[FOUO) Another terrorist training manual proposes mixing hydrochloric acid and iron sulfide.

(U//FOUO) DHS/1&A and the JRIC assess that it would be difficult for terrorists to create fatal
concentrations of hydrogen sulfide in large open areas because the gas would dissipate; however, terrorists
could use it in enclosed spaces to cause disruption and panic, based on the circumstances of non-terrorist-
related events.

— (V) The discovery of the suicide victim in Pasadena led to the evacuation of several businesses in the
immediate area and left bystanders stranded for up to five hours while responders assessed the scene.

— (U) In one incident in Japan, 90 people in an apartment building reportedly were sickened when a teenage
girl killed herself in the bathroom of her apartment by mixing household items that produced hydrogen sulfide.

(U) Implications

(V) Hydrogen sulfide is a dangerous, easily produced toxic industrial chemical that can cause health hazards at
even low concentrations. If the presence of hydrogen sulfide is suspected at an incident site, responders should
follow their agencies” HAZMAT protocols.

[End DHS Bulletin]



As always, observance of suspicious individuals and activities should immediately be reported to the New York
State Intelligence Center-Counter Terrorism Center, Terrorism Tips Line at 1-866-SAFE-NYS.

This transmission may contain confidential or privileged information, which is intended only for use by the individual or entity to which the
transmission is addressed. If you are not the intended recipient, you are hereby notified that any disclosure, dissemination, copying or
distribution of this transmission is strictly prohibited. If you have received this transmission in error, please notify us by telephone at
212.867.7060 immediately so we can arrange for the return of the documents to us at no cost to you. Additionally, email us immediately at
info@security.state.ny.us
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