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COMPUTER ANALYSIS CHECK SHEET

Ontario Provincial Police

Technological Crimes Unit


Requestor:






Service/Force






Date of Request






File #








Anti-Rackets Omppac #





Date Of Assignment 





Computer Searcher














Warrant Details

 FORMCHECKBOX 
 Time:

  Read Warrant

Search/Seizure Authority
 FORMCHECKBOX 
 487.2.1 C.C.     FORMCHECKBOX 
 487.01 C.C.      FORMCHECKBOX 
 489 C.C.      FORMCHECKBOX 
 158 P.O.A.





 FORMCHECKBOX 
 158 P.O.A.
      FORMCHECKBOX 
 Other__________________________________________

Date/Time Warrant In Force












Search Details
 FORMCHECKBOX 
 Attend Search Warrant Execution

Location:
______









_____________

Search Commenced: Date:




Time:



Photographs Incidental to Search
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No

Video Incidental to Search

 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No 

Computer and Peripherals: 
 FORMCHECKBOX 
 Seized/ Data Search off Site  
 FORMCHECKBOX 
 Data Search on Site






(see attached Computer Analysis Check Sheets)

Search Concluded: Date:




Time:



General Computer System Description

Make & Model:























Serial #







 FORMCHECKBOX 
 Desktop 
 FORMCHECKBOX 
  Laptop  
 FORMCHECKBOX 
 Workstation    
 FORMCHECKBOX 
  Server 

Internal Drives Present  FORMCHECKBOX 
 3 ½ 
 FORMCHECKBOX 
 5 ¼ 
 FORMCHECKBOX 
CD-ROM
 FORMCHECKBOX 
 Zip Drive
 FORMCHECKBOX 
 Tape Drive 

Monitor:






Monitor Serial #







Keyboard:






Keyboard Serial #





Mouse:







Mouse Serial #






Printer:







Printer Serial #







Other Peripherals:

Description:








Serial #






Description:








Serial #






Description:








Serial #






Description:








Serial #






 FORMCHECKBOX 
   Computer ON
      FORMCHECKBOX 
 
Computer OFF

Screen Display
















































































































 FORMCHECKBOX 
  No Active File

Time


 
 FORMCHECKBOX 
 Active File Saved to Disk?








Time



 FORMCHECKBOX 
Dos Shutdown

 FORMCHECKBOX 
Windows 3.x Shutdown  
 FORMCHECKBOX 
Windows 95 Shutdown 

Computer and Peripherals: 
 FORMCHECKBOX 
 Seized/ Data Search off Site  
 FORMCHECKBOX 
 Data Search on Site

Exhibit #

  

Data Search Date:








Location of Data Search_______









______

1.

 FORMCHECKBOX 

Time: 



JAZ  FORMCHECKBOX 
 
ZIP  FORMCHECKBOX 


Drive Attached To Parallel Port



2.

 FORMCHECKBOX 

Time:



Insert Trusted  FORMCHECKBOX 
 3 ½  FORMCHECKBOX 
 5 ¼  Boot Diskette(s) In Drive(s)

   FORMCHECKBOX 
DOS 6.22    FORMCHECKBOX 
WIN95(a)    FORMCHECKBOX 
WIN 95(b)  FORMCHECKBOX 
Other







3.

 FORMCHECKBOX 


Time:



Computer Turned On



4.

 FORMCHECKBOX 

Time:



CMOS Check:


 FORMCHECKBOX 
Successful


Method:    FORMCHECKBOX 
Del    FORMCHECKBOX 
F1    FORMCHECKBOX 
Esc    FORMCHECKBOX 
Other








BIOS Make:












Check BOOT Sequence



A(C
 FORMCHECKBOX 

B(C  FORMCHECKBOX 

C(A  FORMCHECKBOX 
 
 FORMCHECKBOX 
Other





 FORMCHECKBOX 
Unsuccessful


Reason:











5.

 FORMCHECKBOX 

Time:



Run RCMP Utility Hard Disk Lock (HDL)

HDL Installed From  FORMCHECKBOX 
 3 ½  FORMCHECKBOX 
 5 ¼ Diskette(s)



6.

 FORMCHECKBOX 

Time:


System Date
              Current  ______________  System Time ___________  Current  _____________

7.

 FORMCHECKBOX 


Time:


Run GUEST From  FORMCHECKBOX 
 3 ½  FORMCHECKBOX 
 5 ¼ Diskette(s) to Install JAZ or ZIP Drive

Assigned Drive Letter 




8.

 FORMCHECKBOX 

Time:



Mcafee Virus Scan From  FORMCHECKBOX 
 3 ½  FORMCHECKBOX 
 5 ¼ Diskette(s)

SCAN /ADL > 

:\ EXHIB
\VIRUS.RPT




9.

 FORMCHECKBOX 

Time:



Run MS Diagnostics  or  System Info



PROGRAM RUN 


:\                            SYSINFO.RPT
Report File Stored as



Exhibit #


Drive Letter to be Searched




Date:







1.

 FORMCHECKBOX 

Time:


Run Norton Utilities UNFORMAT if the Drive has been formatted. (See Notes Attached)



2.

 FORMCHECKBOX 

Time:



Run Check Disk

CHKDSK >

:\ 
\ -
\CHKDSK.RPT
Report File



4.

 FORMCHECKBOX 

 FORMCHECKBOX 

 FORMCHECKBOX 

Time:



Run RCMP Utility RED, REDX, REDX32

CHECK SYSTEM FILE FORMAT WIN95a or WIN95b  will dictate utility
List File System Info

RED (X) (32) /IR -r

:\ EXHIB

\ DRIVE-

\FILESYS.RPT
Report File
List Deleted Files

RED (X) (32) /DR -r

:\ EXHIB

\ DRIVE-

\DELETED.RPT 

Report File
List Active Files

RED (X) (32) /LR -r

:\ EXHIB

\ DRIVE-

\ACTIVE.RPT 

Report File


5.

 FORMCHECKBOX 

Time:



Run RCMP Utility RED, REDX, REDX32

CHECK SYSTEM FILE FORMAT WIN95a or WIN95b  will dictate utility
Search for specified text strings in residue (text strings supplied by investigator)

Options

S
search residue type
V
file slack
Z
display free clusters
U
display reserved clusters
N
display lost clusters
R
create a report 

RED (X) (32) /SVZUNR

 
-s
:\ STRINGS.TXT 


Text String File
  
 -r
:\EXHIB
\DRIVE-
\REDTEXT     .RPT 


:





Report File



(Drive to be serached)



6.

 FORMCHECKBOX 

Time:


Identified Clusters Copied To JAZ or ZIP Drive

Exhibit #


Drive Letter to be Searched




Date:







7.

 FORMCHECKBOX 

Time:



Run RCMP Utility DL 

Search for specified text strings in active files (text strings supplied by investigator)

Options

E
excludes file types
X
positive file names are posted to export file
F
searches files for text strings
B
lists files with positive text string hits
S
process files in specified path
Q
inhibits screen display and generates a report
DL /EXFBSQ -r

:\EXHIB
\DRIVE-
\DLTEXT     .RPT

                                                                                           Report  File


-f
:\ STRINGS.TXT -e
:\ EXTEN.TXT




Text String File                     Excluded Extensions File




-xA:\EXPORT     .RPT


:






(drive to be searched)

Destination:

:\EXHIB
\DRIVE-
\FILES





Location the Identified Files to be Copied

8.

 FORMCHECKBOX 

Time:



Copy EXPORT.RPT to Zip/Jazz

Run RCMP Utility CPY To Copy Files Identified As Those Containing Specified Text Strings by DL.

CPY /BL 

:\EXHIB
\DRIVE-
\EXPORT     .RPT


                                        Export File Created by DL


Export Log:
A:\EXPORT     .LOG


9.

 FORMCHECKBOX 

Time:



Run Norton Utilities UNERASE To View Deleted Files If Needed (See Notes Attached)


10.

 FORMCHECKBOX 

Time:



Specialized Search Details





Notes:
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