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APIG – Submission
On behalf of UK Law Enforcement

Communication Data

1.1 Communications data is crucial to the business of the law enforcement community.  It
is pivotal to reactive investigations into serious crime and the development of
proactive intelligence.  At the lower level, it provides considerable benefit to the
detection of volume crime.  It provides the only ‘eyewitness account’ for crimes on the
Internet or exploiting telephone services.  It can often be our only opportunity to trace
the perpetrators.  Short-term retention will have a disastrous impact on the ability of
the law enforcement community to gather vital evidence and intelligence.

1.2 Communication data is currently accessed by Law Enforcement and others via the
Data Protection Act (DPA). Sec 29 allows Communication Service Providers (CSP) to
release data to requesting agencies if a sufficient case is made for its release. This
system is not European Convention of Human Rights (ECHR) compliant as the law
enforcement community does not access the data ‘by law’.

1.3 This situation was recognised by Government and dealt with under the part 1 Chapter
2 of the Regulation of Investigatory Powers Act 2000 (RIPA). When enacted the
section will allow Public Authorities to require CSP’s to release relevant data
providing a senior officer has considered the necessity, proportionality and collateral
intrusion associated with the request. This brings the UK into compliance with ECHR
and removes the exposure of CSP to civil tort for releasing data.

1.4 RIPA Part 1 Chapter 2 has not been enacted having been referred by the Home
Secretary for further review over the issue of additional public authorities. These are
mainly non – law enforcement agencies that sought to be listed under RIPA. A lack of
visibility over the reasons these bodies required access to communications data led
to a considerable amount of press criticism.

1.5 Thus despite a widespread public perception that ‘the Police’ already have unfettered
access to telephone records no such power exists.  Vital communications data is
accessed by the good grace of the CSP’s and the law enforcement community
becomes increasingly concerned about the courts attitude to the legality of the
access.

1.6 This is an unsustainable position. The law enforcement community urges
Government to regularise it swiftly. This can best be achieved by enacting RIPA Part
1 Chapter 2 either with the non-law enforcement additional public authorities or, if that
can’t be achieved quickly, without them.

Data Retention

Purposes

2.0 Having established the necessity and requirement for Communications data for law 
enforcement purposes, it is essential to ensure that relevant data exists to be 
accessed.

2.1 CSPs rarely need to retain data for commercial reasons longer than 3 months.  
Existing UK and EU legislation requires CSPs to delete data once surplus to their 
business needs.  It is the intention of most CSPs to begin deletion after 12 months.  
Most ISPs consider their data to be surplus within a matter of hours and some, 
therefore, begin deleting within 24 hours.
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2.2 As current business models tend towards ‘flat rate’ schemes the necessity for and
hence the availability of, billing data decreases. This will potentially destroy the
investigative and evidential advantage Law Enforcement currently enjoys.

2.3 Additionally the Courts have an expectation that data will be equally available to both
Prosecution and Defence.  In the absence of retention legislation, early deletion could
lead to miscarriages of justice.  The Criminal Cases Review Commission has serious
concerns about the absence of such data, should early deletion become the norm.

2.4 The Government recognised these concerns and attempted to rectify the omission of
Data retention provisions within RIPA with the Anti Terrorism, Crime and Security Act
2001 (ATCS). Unfortunately this emergency legislation was based and presented as
a response to the terrorist events of September the 11th. Insufficient emphasis was
placed on the requirement of data for Crime purposes. Accordingly Parliament
restricted the provisions of the act to terrorist related matters.

2.5 Then end result is legislation allowing the retention of data for terrorist related crime
and access provisions to that data that do not take into account the reason for
retention. This situation was highlighted by the law enforcement community prior to
the bill and has subsequently been highlighted by the Information Commissioner as
an area of grave concern.

2.6 This is untenable, leaving the industry exposed to civil action and law enforcement
uncertain of their powers. The law enforcement community urges government to
rectify the situation swiftly.

Mandatory retention

3.0 The other aspect of Data retention that has proved contentious is whether CSP’s 
should be required by law to retain data or if a voluntary scheme would suffice. The 
service has always argued for a mandatory scheme as we fear that those CSP’s that 
choose not volunteer may become ‘data havens’ attracting the business and 
customers that would prefer to avoid the notice of law enforcement.

3.1 The government chose to pursue a voluntary scheme and at the time industry backed
this stance. Although consultation is ongoing it would appear that many large CSP’s 
have been unable to volunteer for the scheme and it is therefore in danger of failing.

3.2 The potential for this to happen was envisaged by those drafting the ATCS and thus 
the Home Secretary has powers to impose a mandatory code should a voluntary one 
fail. The law enforcement community urges the use of these powers once it is clear 
that a voluntary scheme cannot work.

European & International Aspects

4.0 The law enforcement community has engaged with colleagues in European Law 
Enforcements agencies in a number of fora to agree a common data retention 
standard. This is a desirable outcome for reasons of mutual assistance and the 
investigation of cross border crime. It would also assist the larger, trans-national 
CSP’s in providing a consistent framework to work to.

4.1 This work has proved difficult to the point of impossibility, foundering on the differing 
legal structures and access provisions in place in EU member states. In a recent 
meeting a member of the body representing European Internet Service providers 
(EuroISPA) suggested that a common EU data retention standard would not be 
possible until there was a common EU legal structure. Whilst the law enforcement 
community does not share that view we should point out that we could not wait that 
long.
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4.2 The law enforcement community has been consulted on, and supports the generality 
of the work being undertaken by the Home Office to support the Belgian EU

proposal. The work is at an early stage and is not assured of success. The law
enforcement community would urge progress on domestic legislation whist this
work evolves.

$33(1',;�$

$WWDFKHG��DV�DSSHQGL[�$�LV�D�GRFXPHQW�SUHVHQWHG�DV�HYLGHQFH�RI�WKH�/DZ�(QIRUFHPHQW
UHTXLUHPHQW� IRU� &RPPXQLFDWLRQV� GDWD�� ,W� ZDV� SUHSDUHG� IRU� WKH� GHEDWH� RYHU� WKH� GDWD
UHWHQWLRQ� UHTXLUHPHQW� DV� SDUW� RI� WKH� FRQVXOWDWLRQ� IRU� WKH� $QWL� 7HUURULVP� &ULPH� DQG
6HFXULW\� $FW�� ,W� LV� WKHUHIRUH� ZHLJKWHG� ZLWK� 7HUURULVP� H[DPSOHV� DQG� FDVHV� ZKHUH� GDWD
HLWKHU�ZDV�RU� FRXOG�KDYH�EHHQ�XVHIXO� LI� UHWDLQHG� IRU� ORQJ�SHULRGV�� ,� DSRORJLVH�EXW� \RXU
WLPHVFDOHV�SUHYHQWHG�WKH�SUHSDUDWLRQ�RI�D�PRUH�EHVSRNH�HYLGHQFH�GRFXPHQW�

/DZ�(QIRUFHPHQW�$JHQF\�EXVLQHVV�FDVH�IRU�GDWD�UHWHQWLRQ�XQGHU
$QWL�WHUURULVP�&ULPH�	�6HFXULW\�$FW�����

&RPPXQLFDWLRQ�LV�YLWDO�LQ�WKH�UXQQLQJ�RI�DQ\�RUJDQLVDWLRQ��7KLV�LV�DV�WUXH�RI�WHUURULVW�RU
RUJDQLVHG�FULPLQDO�JURXSV�DV�LW�LV�RI�EXVLQHVVHV��*LYHQ�WKLV��RQH�RI�WKH�NH\�ZD\V�WR
GLVUXSW�WHUURULVW�DQG�RUJDQLVHG�FULPLQDO�DFWLYLW\�UHODWHG�WR�WHUURULVP�LV�WR�LQYHVWLJDWH�WKHLU
FRPPXQLFDWLRQV��,W�LV�DOVR�WUXH�WKDW�FRPPXQLFDWLRQV�GDWD�LV�FRQVLGHUHG�E\�WKH�ODZ
HQIRUFHPHQW�DJHQFLHV�DQ�HVVHQWLDO�WRRO�IRU�WKH�SXUSRVHV�RI�VDIHJXDUGLQJ�RI�QDWLRQDO
VHFXULW\�DQG�WKH�SXUSRVHV�RI�SUHYHQWLRQ�RU�GHWHFWLRQ�RI�FULPH�RU�WKH�SURVHFXWLRQ�RI
RIIHQGHUV�ZKLFK�PD\�UHODWH�GLUHFWO\�RU�LQGLUHFWO\�WR�QDWLRQDO�VHFXULW\�

$FFHVV� WR� FRPPXQLFDWLRQV�GDWD� DOORZV� LQYHVWLJDWRUV� WR� LGHQWLI\� VXVSHFWV�� H[DPLQH� WKHLU
FRQWDFWV�� HVWDEOLVK� UHODWLRQVKLSV� EHWZHHQ� FRQVSLUDWRUV�� DQG� SODFH� WKHP� LQ� D� VSHFLILF
ORFDWLRQ� DW� D� FHUWDLQ� WLPH��$QDO\VLV�RI� WKLV� LQIRUPDWLRQ� FDQ� WKHQ�EH�XVHG� WR�GUDZ�XS� D
GHWDLOHG�SURILOH�RI�WKH�VXVSHFW��HLWKHU�WR�LQIRUP�SUHYHQWLRQ�GLVUXSWLRQ�RSHUDWLRQV�RU�IRU
XVH� DV� HYLGHQFH� LQ� D� SURVHFXWLRQ�� VXSSRUWHG� E\� ZLWQHVV� VWDWHPHQWV�� (TXDOO\�� WKH
LQIRUPDWLRQ�SURYLGHG�E\�DQDO\VLV�RI�FRPPXQLFDWLRQV�GDWD�PD\�FOHDU�DQ�LQGLYLGXDO�RI�DQ\
VXVSLFLRQV�

7KH�WHUURULVW�DWWDFNV�RI�6HSWHPEHU���WK�KLJKOLJKWHG�WKH�QHHG�IRU�WKH�UHWHQWLRQ�RI�KLVWRULF
FRPPXQLFDWLRQV�GDWD� LQ�RUGHU�WR� LQYHVWLJDWH�WKUHDWV�DJDLQVW�QDWLRQDO� VHFXULW\��6LQFH� WKDW
WLPH� RQH� LQYHVWLJDWLYH� DJHQF\� KDV� PDGH� RYHU� ������ UHTXHVW� WR� WKH� ,QGXVWU\� IRU
FRPPXQLFDWLRQV�GDWD�VSHFLILFDOO\�UHODWHG�WR�WHUURULVW�LQYHVWLJDWLRQV�

7KH�$QWL�WHUURULVP�&ULPH�	�6HFXULW\�$FW������$FW�UHFRJQLVHV�WKDW�FRPPXQLFDWLRQV�GDWD
LV� DQ� HVVHQWLDO� LQYHVWLJDWLYH� WRRO� IRU� WKH� VHFXULW\�� LQWHOOLJHQFH� DQG� ODZ� HQIRUFHPHQW
DJHQFLHV�LQ�FDUU\LQJ�RXW�WKHLU�ZRUN�WR�VDIHJXDUG�8QLWHG�.LQJGRP�QDWLRQDO�VHFXULW\�

7KH�$JHQFLHV�KDYH�SURYLGHG�WKH�IROORZLQJ�H[DPSOHV�WR�KLJKOLJKW�WKH�HVVHQWLDO�QDWXUH�RI
GDWD�UHWHQWLRQ�
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&DVH�2QH��(ODSVH�RI�����PRQWKV�EHIRUH�VLJQLILFDQW�OHDGV�GHYHORSHG�

,Q� -XO\� ����� DQ� DVVDVVLQDWLRQ� WRRN� SODFH�� � 7ZR� ZLWQHVVHV� GHVFULEHG� PDVNHG� JXQPDQ
EXUVWLQJ�LQWR�WKH�YLFWLP·V�KRXVH�DQG�ILULQJ�WZR�VKRWV�IDWDOO\�ZRXQGLQJ�KLP���7KH�YLFWLP
PDGH�ZKDW�ZDV�HIIHFWLYHO\�D�G\LQJ�GHFODUDWLRQ�� LQGLFDWLQJ�ZK\�KH�EHOLHYHG�KH�KDG�EHHQ
DWWDFNHG

,QLWLDO�HQTXLULHV�UHYHDOHG�OLWWOH�RI�VXEVWDQFH� LQ�WHUPV�HLWKHU�RI� OLQNLQJ�WKH�VXVSHFW� WR�WKH
RIIHQFH��RU�LGHQWLI\LQJ�WKH�RWKHU�VXVSHFWV��ZKR�LQ�WKH�LQWHULP�IOHG�WKH�MXULVGLFWLRQ�

,Q� HDUO\� ������ WKH� LQYHVWLJDWLRQ� ZDV� UHNLQGOHG� DV� D� UHVXOW� RI� FRQWDFW� ZLWK� D� IRUPHU
JLUOIULHQG�RI�RQH�RI�WKH�VXVSHFWV�� �6KH�KDG�VLJQLILFDQW��DOEHLW�FLUFXPVWDQWLDO��HYLGHQFH� LQ
UHODWLRQ�WR�SRVVLEOH�VXVSHFWV�

5HFRYHU\�RI�FDOO�GDWD��UHODWLQJ�WR�D�VHULHV�RI�FDOOV�VKH�VWDWHG�KDG�EHHQ�PDGH�RQ�WKH�GD\�RI
WKH�PXUGHU��ZDV�D�PHDQV� WR�FRUURERUDWH�KHU� VWDWHG�HYLGHQFH�� �)URP� WKLV� WKH�FHOOSKRQH
QXPEHU�RI�DQRWKHU�VXVSHFW�ZDV�LGHQWLILHG���+RZHYHU��GXH�WR�WKH�EXVLQHVV�SUDFWLFHV�RI�WKH
VHUYLFH�SURYLGHU�QR�FDOO�GDWD�UHPDLQHG�UHODWLQJ�WR�KLV�QXPEHU�

6LJQLILFDQWO\�� WKRXJK�� WKH� JLUOIULHQG� NQHZ� WKH� QDPH� RI� WKH� RWKHU� VXVSHFW� DQG� HQTXLULHV
DURXQG� WKH�QDPH� OHG� WR� WKH� UHFRYHU\�RI� FDOO�GDWD� UHODWLQJ�ERWK� WR� WKH� ODWWHU·V� IL[HG� OLQH
WHOHSKRQH�DW�KLV�KRPH�DGGUHVV�DQG�WR�KLV�FHOOSKRQH�

7KLV� LQGLFDWHG� D� VLJQLILFDQW� FDOO� SDWWHUQ� ERWK� DURXQG� WKH� WLPH� RI� WKH� SXUFKDVH� RI� WKH
JHWDZD\�YHKLFOH��ZKLFK�KDG�EHHQ�LGHQWLILHG�HDUOLHU�LQ�WKH�HQTXLU\���DQG�RQ�WKH�GD\�RI�WKH
PXUGHU��&HOO�VLWH�LQIRUPDWLRQ�ZDV�REWDLQHG��ZKLFK�HIIHFWLYHO\�VKRZHG�WKH�URXWH�WDNHQ�E\
WKH�PHQ�� IURP�HDUO\�PRUQLQJ� LQ�1RUWK�/RQGRQ�� WR� WKH�YLFLQLW\�RI� WKH�PXUGHU� VFHQH� LQ
.HQW�� WKH� VFHQH� RI� WKH� GHVWUXFWLRQ� RI� WKH� JHWDZD\� YHKLFOH� DQG� WKH� YLVLW� WR� WKH� IRUPHU
JLUOIULHQG�

1RW�RQO\�ZDV�WKH�JLUOIULHQG�WKXV�FRUURERUDWHG��EXW�VXEVWDQWLDO�HYLGHQFH�RI�FRQVSLUDF\�ZDV
SURYLGHG� E\� XVH� RI� FDOO� GDWD�� ZKLFK� DW� WKH� WLPH� DOO� VXVSHFWV� ZHUH� FKDUJHG� ZDV
DSSUR[LPDWHO\�WKLUW\�PRQWKV�ROG���$OO�GHIHQGDQWV�ZHUH�FRQYLFWHG�

&DVH�7ZR��(ODSVH�RI�RQH�\HDU��EHIRUH�VLJQLILFDQW�OHDG�GHYHORSHG�

,Q�0D\�������D�GUXJV�GHDOHU�ZDV�VKRW�GHDG� LQ�WKH�VWUHHW�� �$V�ZLWK� WKH� IRUPHU�H[DPSOH�
WKLV� ZDV� D� FDUHIXOO\�SODQQHG� DVVDVVLQDWLRQ�ZKLFK� KDG� DOO� WKH� DSSHDUDQFHV� RI� D� FRQWUDFW
NLOOLQJ�UHODWHG�WR�WHUURULVW�DFWLYLWLHV�

6XUYHLOODQFH� DSSHDUHG� WR� KDYH� EHHQ� FRQGXFWHG� RQ� WKH� YLFWLP� WKURXJKRXW� WKH� HDUO\
DIWHUQRRQ� RQ� WKH� GD\� RI� KLV� PXUGHU�� E\� PHQ� LQ� WZR� YHKLFOHV�� DV� ZHOO� DV� DW� D� VWDWLF
REVHUYDWLRQ�SRLQW�LQ�D�FDIp�

7KH�WKLUG�YHKLFOH�IROORZHG�WKH�YLFWLP·V�FDU�DZD\�IURP�WKH�VFHQH�ZKHUH��ZKLOVW�FDXJKW�LQ
KHDY\�WUDIILF��WKH�YLFWLP�ZDV�VKRW�LQ�KLV�FDU���7KH�VXVSHFWV�PDGH�JRRG�WKHLU�HVFDSH�

$IWHU� D� \HDU� KDG� SDVVHG�ZLWK� QR� VLJQLILFDQW� OHDGV�� D� ZLWQHVV� FDPH� IRUZDUG�� UHTXHVWLQJ
SROLFH� DVVLVWDQFH� LQ� UHODWLRQ� WR� DQRWKHU� PDWWHU�� � $� QDPHG� VXVSHFW� ZDV� SURIIHUHG� LQ
UHODWLRQ�WR�WKLV�LQFLGHQW�
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$IWHU�VHYHUDO�DERUWLYH�DWWHPSWV��D�FHOOSKRQH�ZDV�LGHQWLILHG�IRU�WKLV�VXVSHFW��WKH�SDWWHUQ�RI
XVDJH�ZDV�VXFK�WKDW�LW�ILWWHG�KLV�EHLQJ�WKH�SDVVHQJHU�LQ�WKH�WKLUG�YHKLFOH��WKDW�LV�WR�VD\�WKH
KLW�PDQ�� � 7KH� UHFRYHU\� RI� IXUWKHU� FDOO� GDWD�� LQFOXGLQJ� WKH� LGHQWLILFDWLRQ� RI� RWKHU
FHOOSKRQHV�� XVHG� ERWK� E\� WKH� VXVSHFW� DQG� E\� KLV� FR�FRQVSLUDWRUV� UHVXOWHG� LQ� HQTXLULHV�
ZKLFK�HVWDEOLVKHG�WKH�LGHQWLW\�RI�WKH�ODWWHU�DQG�RI�WKH�SULQFLSDO�LQ�WKH�FRQVSLUDF\�RIIHQFH�
0XFK�RI�WKH�FDOO�GDWD�XVHG�LQ�WKLV�FDVH�ZDV�HLJKWHHQ�PRQWKV�ROG�DW� WKH�FRQFOXVLRQ�RI
WKH�LQYHVWLJDWLRQ���7KHVH�HYHQWV�WRRN�SODFH�DJDLQVW�D�EDFNGURS�RI�3..�'+.3&�DFWLYLW\�
WKH�¶KLWPDQ·�EHLQJ�D�%RVQLDQ�

&DVH�7KUHH��5HVHOOHU�GDWD�UHFRYHUHG�DIWHU�ILIWHHQ�PRQWKV�

$�NLGQDS���7KHVH�RIIHQFHV�DUH�FKDUDFWHULVHG�E\� LOOHJDO� LPPLJUDQWV�EHLQJ�KHOG�KRVWDJH� LQ
WKH� 8.�� ZKLOVW� UDQVRP� GHPDQGV� DUH� PDGH� RI� IDPLO\� PHPEHUV� LQ� WKH� KRPH� FRXQWU\�
7KHVH� DUH� FRPSDUDWLYHO\� VRSKLVWLFDWHG� RIIHQFHV�� LQ� WKDW� GLUHFW�GLDOOHG� FDOOV� DUH� VHOGRP
VHHQ��VXVSHFWV�WHQGLQJ�WR�UHO\�RQ�WKH�VHUYLFH�SURYLGHG�E\�PHDQV�RI�SUH�SDLG�LQWHUQDWLRQDO
FDOOLQJ�FDUGV�

$IWHU� WKH�VXFFHVVIXO� UHFRYHU\�RI� WKH�KRVWDJH� LQ� WKLV� LQVWDQFH��RYHU�D�\HDU�SDVVHG�EHIRUH
WKH�VXVSHFWV�FDPH�WR�WULDO���,W�ZDV�QRWHG�WKDW�WKH�KRVWDJH�KDG�EHHQ�KHOG�DW�PRUH�WKDQ�RQH
SUHPLVHV�

(QTXLULHV�GXULQJ�WKH�FRXUVH�RI�WKH�WULDO��VRPH�ILIWHHQ�PRQWKV�DIWHU�WKH�RIIHQFH��UHVXOWHG
LQ� WKH�GLVFRYHU\�RI�D�SUHYLRXVO\�RYHUORRNHG�SUH�SDLG�FDOOLQJ�FDUG�� �7KH� UHOHYDQW� VHUYLFH
SURYLGHU�ZDV��IRUWXQDWHO\��LQ�D�SRVLWLRQ�WR�UXQ�D�KLVWRU\�RI�WKH�FDUG·V�XVDJH��IURP�ZKLFK
WKH�XVH�RI�WKH�FDUG�E\�DOO�WKUHH�GHIHQGDQWV�ZDV�HVWDEOLVKHG��WKHUHE\�SURYLGLQJ�HYLGHQFH�RI
DVVRFLDWLRQ� DQG� FRPPRQ� SXUSRVH�� � )XUWKHUPRUH�� D� IL[HG� OLQH� QXPEHU� ZDV� LGHQWLILHG�
ZKLFK�LQ�WXUQ�OHG�WR�WKH�KRVWDJH�EHLQJ�DEOH�WR�LGHQWLI\�WKH�SUHPLVHV�DW�ZKLFK�KH�ZDV�ILUVW
KHOG�� �(YLGHQFH�UHODWLQJ�WR�WKLV� ORFDWLRQ�ZDV�FUXFLDO� LQ�EULQJLQJ�DERXW�WKH�FRQYLFWLRQ�RI
WKH�GHIHQGDQW�DJDLQVW�ZKRP�WKH�HYLGHQFH�ZDV�RULJLQDOO\�ZHDNHVW��EXW�ZKR�FRXOG�QRZ�EH
VKRZQ�WR�EH�WKH�SULQFLSDO�LQ�WKH�FRQVSLUDF\�RIIHQFH�

7KLV� VHFWRU�RI� WKH� LQGXVWU\� LV�QRUPDOO\�QRW� UHQRZQHG�IRU� UHWHQWLRQ�RI� UHFRUGV� IRU� ORQJ
SHULRGV��7KH�LQFLGHQW�RXWOLQHG�ZDV�WKH�H[FHSWLRQ�QRW�WKH�UXOH���:KHWKHU�WKLV�PHWKRG�RI
SODFLQJ�LQWHUQDWLRQDO�FDOOV�LV�XVHG�VLPSO\�EHFDXVH�RI�WKH��VXEVWDQWLDO��FRVW�VDYLQJV�RU�QRW�LV
D� PRRW� SRLQW�� LW� PD\� EH� UHJDUGHG� DV� PRUH� WKDQ� FR�LQFLGHQFH� VHYHUDO� WHUURULVW
RUJDQLVDWLRQV��LQFOXGLQJ�$O�4DHGD�KDYH�HPSOR\HG�WKLV�PHWKRG�RI�SODFLQJ�FDOOV�

&DVH�)RXU

7KLV� RSHUDWLRQ� ZDV� D� VLJQLILFDQW� ORQJ�WHUP� PXOWL�MXULVGLFWLRQDO� HQTXLU\�� LQWR� RIIHQFHV
LQYROYLQJ�PRQH\�ODXQGHULQJ���7KH�ORJLVWLFV�RI�WHUURULVW�RSHUDWLRQV�IUHTXHQWO\�UHTXLUH�WKH
PRYHPHQW�RI�ODUJH�TXDQWLWLHV�RI�PRQH\���5HFHQW�DQWL�WHUURULVW�DFWLYLWLHV�KDYH�UHVXOWHG�LQ
WKH�IUHH]LQJ�RI�VXEVWDQWLDO�DVVHWV��FRQWUROOHG�E\�VXFK�RUJDQLVDWLRQV��EXW�SURRI�RI� UHOHYDQW
RIIHQFHV�FDQ�RIWHQ�EH�RQO\�DV� D� UHVXOW�RI�SURWUDFWHG� HQTXLULHV�� RIWHQ�RYHU� D�QXPEHU�RI
\HDUV�

%\�������PXFK�UHOHYDQW�FDOO�GDWD�KDG�EHHQ�UHFRYHUHG���,Q�PDQ\�FDVHV�WKLV�UHVXOWHG�LQ�WKH
HYLGHQFH�RI�XQGHUFRYHU�RIILFHUV�EHLQJ� FRUURERUDWHG� DQG� WKH� DFWLYLWLHV� RI� WKH� SULQFLSDOV
DQG�FR�FRQVSLUDWRUV�EHLQJ�LGHQWLILHG�DQG�VXEVWDQWLDWHG�
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7KH�FDOO�GDWD�LQ�TXHVWLRQ�GDWHG�DV�IDU�EDFN�DV��������$V�VL[�\HDUV�KDG�HODSVHG�VLQFH�WKH
LQFHSWLRQ�RI�WKH�LQYHVWLJDWLRQ��ZKLFK�LV�VWLOO�RQJRLQJ���RQO\�RQH�8.�WHOHFRPPXQLFDWLRQV
QHWZRUN�ZDV�DEOH�WR�SURYLGH�VLJQLILFDQW�GDWD���7KLV�GDWD��DV�LQ�WKH�ODVW�H[DPSOH��KDV�EHHQ
FUXFLDO� WR� SURYLGLQJ� HYLGHQFH� RI� WKH� DVVRFLDWLRQ� DQG� FRPPRQ� SXUSRVH� RI� WKH
FRQVSLUDWRUV�

&DVH�)LYH�

&XOPLQDWHG� LQ� WKH� DUUHVW� DQG� FKDUJH� RI� �� 5,5$� PHPEHUV� IRU� DFWV� RI� WHUURULVP�
([SORVLRQV�KDG�RFFXUUHG�LQ�:KLWH�&LW\��(DOLQJ�DQG�&HQWUDO�/RQGRQ��7KH�SDUWLHV�LQYROYHG
ZKHUH�ILUVW�VKRZQ�DV�UHVLGHQW�LQ�(QJODQG�IURP�0D\�������LQ�DOO�SUREDELOLW\�WKH\�KDG�EHHQ
UHVLGHQW�IRU�ORQJHU��7KH\�ZHUH�DUUHVWHG�LQ�HDUO\�1RYHPEHU������DQG�)HEUXDU\�������7KH
QHHG�IRU�WHOHFRPPXQLFDWLRQV�LQIRUPDWLRQ�SUH�WKHVH�WLPHV�ZDV�HVVHQWLDO��7KH�LQYHVWLJDWLRQ
LQYROYHG�UHTXHVW�IRU�GDWD�IRU�SHULRGV�LQ�H[FHVV�RI����PRQWKV�

&DVH�6L[�

(QTXLULHV�VLQFH���WK�6HSWHPEHU�������7KH�FDVH�DJDLQVW�D�SHUVRQ�GHWDLQHG�LQ�86$�KDV
LQYROYHG�WKH�LQYHVWLJDWLRQ�RI�WHOHSKRQH�UHFRUGV�WKDW�LGHQWLI\�OLQNV�EHWZHHQ�WKH�LQGLYLGXDOV
LQYROYHG�VKRZLQJ�DVVRFLDWLRQ��7KHVH�OLQNV�DUH�QRZ�EHLQJ�WUDFHG�EDFN�WR�D�GDWH����PRQWKV
EHIRUH���WK�6HSWHPEHU�������7KH�HQTXLU\�LV�QRZ�D�\HDU�ROG��QHHGOHVV�WR�VD\�WKHUH�DUH
QXPHURXV�VXVSHFWV�LQYROYHG�ZKLFK�LQFUHDVH�RQ�D�GDLO\�EDVLV��6XEVFULEHUV�DQG�ELOOLQJV�LV�DQ
LPSRUWDQW�WRRO�LQ�WKH�LQYHVWLJDWLRQ�WR�VKRZ�OLQNV�EHWZHHQ�FHUWDLQ�1RPLQDOV�
2QH�SHUVRQ�LV�DW�SUHVHQW�GHWDLQHG�DQG�DZDLWLQJ�WULDO�LQ�WKH�8QLWHG
6WDWHV�FKDUJHG�ZLWK�EHLQJ�WKH���WK�+LJKMDFNHU�
7KH�8�6�$WWRUQH\�*HQHUDO�LV�EULQJLQJ�LQ�7HOHSKRQH�HYLGHQFH�QRW�RQO\�REWDLQHG
RYHU�WKH�SHULRG�VLQFH�6HSWHPEHU���WK��EXW�D�ORQJ�SHULRG�EHIRUH��WR�VKRZ
DVVRFLDWLRQ�
+LVWRULFDO�ELOOLQJ�RQ�D�SUHYLRXV�8.�FDVH�FDOOHG�LV�DOVR�EHLQJ�LQWURGXFHG��7KLV�FDVH�
LQYROYHG�WKH�VXLFLGH�ERPELQJV�RQ�WZR�86�(PEDVVLHV�LQ�'DU�(V�6DODDP�DQG�1DLUREL�LQ
$XJXVW�������5HFRUGV�VKRZ�D�GLUHFW�FRQQHFWLRQ�EHWZHHQ�WKH�WZR�2SHUDWLRQV��SURYLQJ�DQ
$O�4XHGD�FRQQHFWLRQ�RYHU�WKUHH�\HDUV�DJR��$W�SUHVHQW�WKUHH�VXVSHFWV�LQ�WKLV�FDVH�DUH
GHWDLQHG�LQ�WKH�8.��DZDLWLQJ�H[WUDGLWLRQ�WR�WKH�86�

&DVH�6HYHQ�

$�SHUVRQ�ZDV�GHWDLQHG�DQG�DUUHVWHG�WU\LQJ�WR�GHWRQDWH�D�ERPE�KLGGHQ�LQ
RQH�RI�KLV�VKRHV��7KHUH�ZDV�QR�LQWHOOLJHQFH�WR�LQGLFDWH�KLV�LQYROYHPHQW�LQ
WKH�,VODPLF�)XQGDPHQWDOLVW�PRYHPHQW�RWKHU�WKDQ�KLV�LQGRFWULQDWLRQ�ZKLOVW
GHWDLQHG�LQ�D�<RXWK�FXVWRG\�HVWDEOLVKPHQW�EDFN�LQ�������5HFRUGV�VKRZ�WKLV�ZDV
WKH�RQO\�SHULRG�KH�RZQHG�D�PRELOH��7HOHSKRQH�UHFRUGV�RQ�WKLV�PRELOH�DQG�KLV
YDULRXV�SODFHV�RI�UHVLGHQFH�ZRXOG�KDYH�EHHQ�LQYDOXDEOH�LQ�VKRZLQJ�DVVRFLDWLRQ
ZLWK�RWKHU�PHPEHUV��RYHU�WKH�SDVW�VL[�\HDUV��3KRQH�UHFRUGV�ZRXOG�QRW�RQO\
KDYH�VKRZQ�ZKR�KH�UDQJ��ZKR�UDQJ�KLP�DQG�IURP�ZKHUH��EXW�ZRXOG�KDYH�VKRZQ�KLV
SHULRG�RXW�RI�WKH�FRXQWU\�ZKLOVW�XQGHU�WHUURULVW�WUDLQLQJ�

&DVH�(LJKW�

,QYROYHG�WKH�DUUHVW�DQG�FKDUJH�RI�VL[�PHPEHUV�RI�WKH�,5$�LQGLUHFWO\�OLQNHG�WR�QXPHURXV
DFWV�RI�7HUURULVP�LQ�(QJODQG�RYHU�D�ORQJ�SHULRG��,QFOXGLQJ�+DPPHUVPLWK�%ULGJH�
0DQFKHVWHU�DQG�%LUPLQJKDP�ERPELQJV�RI�������$OO�WKH�PHPEHUV�RI�WKH�DFWLYH�VHUYLFH
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XQLW�KDG�EHHQ�OLYLQJ�LQ�(QJODQG�IRU�PDQ\�\HDUV�LQ�YDULRXV�ORFDWLRQV��VR�WHOHSKRQH�UHFRUGV
ZRXOG�KDYH�EHHQ�YHU\�XVHIXO�GXULQJ�WKH�LQYHVWLJDWLRQ��7KLV�LQYHVWLJDWLRQ�ZDV�SXUVXHG�IRU
PXFK�ORQJHU�WKDQ�D�\HDU�

&DVH�1LQH�

,QYROYHG�WKH�DUUHVW�DQG�FKDUJH�RI�WKUHH�PHPEHUV�RI�5,5$��WKH�VDPH�JURXS�WKDW�ZDV
UHVSRQVLEOH�IRU�WKH�2PDJK�ERPELQJ��7KH\�FRQWLQXRXVO\�WUDYHOOHG�EDFNZDUGV�DQG
IRUZDUGV�IURP�,UHODQG�DQG�SXUFKDVHG�WKUHH�PRELOH�SKRQHV�RQ�WKH�PDLQODQG��7KH\�ZHUH
NHSW�XQGHU�VXUYHLOODQFH�DQG�HYHQWXDOO\�DUUHVWHG�LQ�-XO\�������3ODFHV�RI�UHVLGHQFH�LQ�WKH
8.�ZHUH�VHDUFKHG�DQG�SKRQH�UHFRUGV�KHOSHG�WR�HVWDEOLVK�OLQNV�ZLWK�RWKHU�JURXSV�LQ
1RUWKHUQ�,UHODQG�DQG�(QJODQG�

&DVH����

2SHUDWLRQ�+HURQ�ZDV�WKH�ORUU\�ERPE�WKDW�H[SORGHG�LQ�&DQDU\�:KDUI�RQ�)HEUXDU\
������,QLWLDOO\�QR�RQH�ZDV�DUUHVWHG�IRU�WKH�LQFLGHQW��,Q�$SULO������D�-DPHV
0F$UGOH�ZDV�DUUHVWHG�DV�D�UHVXOW�RI�D�SRVLWLYH�LGHQWLILFDWLRQ�RQ�ILQJHUSULQWV��2QFH�DJDLQ
DOO�WHOHSKRQH�GDWD�UHTXHVWHG�ZHUH�DOUHDG\�RYHU����PRQWKV�ROG�
,I�WHOHSKRQH�GDWD�UHWHQWLRQ�ZHUH�UHGXFHG�LQ�WLPH�FDVHV�ILYH�WR�WHQ�ZRXOG�QRW�KDYH
SURGXFHG�SRVLWLYH�OLQHV�RI�HQTXLU\�

&DVH����

2SHUDWLRQ�([FHO�ZDV�WKH�PRUWDU�DWWDFN�RQ�+HDWKURZ�$LUSRUW�LQ�0DUFK�������,Q
2FWREHU������D�PHPEHU�RI�WKH�,5$�OLYLQJ�IRU�VHYHUDO�\HDUV�LQ�/RQGRQ�ZDV�DUUHVWHG�IRU
EHLQJ�WKH�4XDUWHUPDVWHU�WR�WKH�DFWLYH�VHUYLFH�XQLW�EDVHG�LQ�WKH�8.��UHVSRQVLEOH�IRU�WKH
DWWDFN��+H�QRW�RQO\�KDG�D�KRPH�SKRQH�EXW�D�PRELOH��+LV�ELJJHVW�SOR\�ZDV�WR�XVH�WKH
3XEOLF�&DOO�%R[�RXWVLGH�KLV�KRPH��+H�ZDV�FKDUJHG�DQG�FRQYLFWHG�LQ�)HEUXDU\�������7KH
DWWDFN�WR�WKH�WLPH�RI�DUUHVW�ZDV���DQG�D�KDOI�\HDUV�

&XUUHQW�'D\�

7KH�DUUHVW�RI�.HULP�&KDWW\�LQ�6ZHGHQ�KDV�SURYRNHG�UHTXHVWV�IRU�LQIRUPDWLRQ�RQ
FRPPXQLFDWLRQV�GDWD�DOPRVW����PRQWKV�DIWHU�WKH�6HSWHPEHU���WK�LQFLGHQW��7KH
SRVVLELOLW\�RI�OLQNLQJ�FDOOV�PDGH�WR�IXQGDPHQWDOLVW�LQ�WKH�8.�DQG�RWKHU�OLQNLQJ�FDOOV�WR�DO�
4DHGD�JURXSV��RU�WKH�ODFN�WKHUHRI�ZLOO�EHFRPH�PDMRU�LVVXHV�LQ�SURRI�RU�GLVSURRI�RI�WKH
FDVH�DJDLQVW�WKH�SHUVRQ�FRQFHUQHG�

+RPHEUHG�DQG�,QWHUQDWLRQDO�7HUURULVP�LV�YHU\�GLIIHUHQW�IURP�DQ\�RWKHU�IRUP�RI
3ROLFH�&ULPLQDO�,QYHVWLJDWLRQV��,QYHVWLJDWRUV�DUH�QRW�DZDUH�RI�VXVSHFWV�XQWLO�WKHLU�WLPH
RI�DUUHVW��7KH\�PD\�KDYH�EHHQ�UHVLGHQW�LQ�WKH�8.�IRU�PDQ\�\HDUV��KDG�YDULRXV�PRELOHV
GXULQJ�WKDW�SHULRG�DQG�KDG�GLIIHUHQW�KDUGOLQHV��0RELOHV�QHHG�QRW�EH�UHJLVWHUHG�DQ\�PRUH
VR�E\�WKH�WLPH�D�PRELOH�LV�LGHQWLILHG�DV�EHLQJ�DVVRFLDWHG�ZLWK�D�VSHFLILF�7HUURULVW�WKH
UHFRUGV�XQGHU�WKH�SUHVHQW�V\VWHP�PD\�KDYH�EHHQ�GHOHWHG�
6HSWHPEHU���WK�DWURFLWLHV�LQ�WKH�86�ZHUH�SODQQHG�RYHU�PDQ\�\HDUV��UHVXOWLQJ�LQ�WKH�GHDWK
RI�RYHU������SHRSOH��&RQQHFWLRQ�EHWZHHQ�WKH�YDULRXV�KLJKMDFNHUV�PXVW�KDYH�EHHQ�PDGH
GXULQJ�WKH�SUHYLRXV�\HDUV�EXW�WKH�UHFRUGV�DUH�QR�ORQJHU�DYDLODEOH�

,W�LV�JHQHUDOO\�XQGHUVWRRG�WKDW�DOO�UHFRUGV�FDQQRW�EH�NHSW�EXW�WKH�ORQJHU�WKH�EHWWHU��IRU
H[LVWLQJ�DQG�IXWXUH�2SHUDWLRQV�
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5HYLHZLQJ�WKH�OHYHO�RI�UHTXHVW�IRU�GDWD�IURP�WKH�FRPPXQLFDWLRQV�VHUYLFH�SURYLGHUV�VLQFH
6HSWHPEHU���WK������LQGLFDWHV�WKDW�LQ�H[FHVV�RI��������UHTXHVW�UHODWHG�WR�WHUURULVW
DFWLYLWLHV�KDYH�EHHQ�PDGH��1RW�DOO�WKHVH�UHTXHVWV�KDYH�DFWXDOO\�SURYLGHG�UHVXOWV�DV�WKH
FRPSDQLHV��DOWKRXJK�NHHQ�WR�DVVLVW��KDYH�VHW�OLPLWV�RI�GDWD�UHWHQWLRQ�WKDW�PHDQ�WKDW
LQIRUPDWLRQ�KDV�EHHQ�GHOHWHG�DQG�LV�WKHUHIRUH�QR�ORQJHU�DYDLODEOH�

7KH�DJHQFLHV�WKDW�KDYH�EHHQ�LQYROYHG�LQ�WKH�LQYHVWLJDWLRQ�RI�WHUURULVW�LQFLGHQWV�LGHQWLI\
WKH�QHHG�IRU�UHWHQWLRQ�SHULRGV�WKDW�H[FHHG�WKRVH�RXWOLQHG�LQ�WKH�$QWL�WHUURULVP�&ULPH�	
6HFXULW\�$FW�FRGH�RI�SUDFWLFH��+RZHYHU�WKH\�VHH�WKH�UHWHQWLRQ�SHULRGV�SURSRVHG�DV�DQ
RSSRUWXQLW\�IRU�HQDEOLQJ�WKRVH�FRPSDQLHV�WKDW�KDYH�D�EXVLQHVV�SUDFWLFH�RI�UHWDLQLQJ�GDWD
IRU�VKRUWHU�SHULRGV�WR�DVVLVW�IXWXUH�LQYHVWLJDWLRQV�E\�DOLJQLQJ�WKHLU�UHWHQWLRQ�SHULRGV�ZLWK
WKRVH�RI�WKH�FRGH�


