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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

________________________ R X
UNITED STATES OF AMERICA : 17 Cr. 548 (PAC)
_V_
NOTICE OF MOTION
JOSHUA ADAM SCHULTE
Defendant. :
________________________ R X

PLEASE TAKE NOTICE, that defendant Joshua Adam Schulte, by and
through his counsel, will move this Court, before the Honorable Paul A. Crotty, United
States District Judge for the Southern District of New York, for an Order:

1. Suppressing, pursuant to Fed. R. Crim. P. 12(b)(3)(C), all evidence

recovered from:

a. any documents seized from Mr. Schulte’s former cell at the
Metropolitan Correctional Center on October 2, 2018, and

b. a CD containing the contents of three encrypted email accounts,
resulting from a warrant issued on October 6, 2018, and

c. laptops resulting from a warrant issued on October 16, 2018, and

d. the Buffer, Facebook, Twitter, Automattic, and Google accounts,
resulting from warrants issued on October 26, 2018, or

2. In the alternative, directing an evidentiary hearing to determine the extent

to which the prosecution team (including the case agent) benefitted from

information obtained in violation of Mr. Schulte’s attorney-client
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privilege, or
3. In the alternative, suppressing all pages protected by privilege that the wall
team failed to redact, and

4. Granting such other and further relief as the Court may deem just and

proper.

DATED: New York, New York
June 18, 2019
Respectfully submitted,

Federal Defenders of New York

/s/ Sabrina P. Shroff

By:
Attorney for Defendant
Joshua Adam Schulte
52 Duane Street, 10th Floor
New York, New York 10007
Tel.: (212) 417-8713

TO: GEOFFREY S. BERMAN, ESQ.
United States Attorney
Southern District of New York
One St. Andrew’s Plaza
New York, New York 10007
Attn: Matthew Laroche and Sidhardha Kamaraju
Assistant United States Attorneys
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OMAG 91 3¢
UNITED STATES DISTRICT COURT E, € N,E {9 }i ¥ (‘j

SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF THE APPLICATION OF THE
UNITED STATES OF AMERICA FOR A SEARCH .
WARRANT FOR INFORMATION AND DATA
ASSOCIATED WITH THE GRAVATAR PROFILE
URL
HTTPS://EN.GRAVATAR.COM/JOSHSCHULTEL
(INCLUDING THE WORDPRESS SITES
JOSHSCHULTE.WORDPRESS.COM AND
PRESUMPTIONOFSLAVERY. WORDPRESS.COM);
STORED AT PREMISES CONTROLLED BY
AUTOMATTIC, INC.

SEARCH WARRANT AND NON-DISCLOSURE ORDER

TO:  Automattic, Inc. (“Automaitic”)

The Federal Bureaun of Investigation (the “FBI” or the “Investigative Agency”)

1. Warrant. Upon an affidavit of Special Agent J eff D. Donaldson of the FBI and
pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703(b)(1)(A5
and 2703(c)(1)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the
Court hereby finds that there is probable cause to believe the Gravatar profile URL |
https://en.gravatér.com/joshschulte1, which includes the sites joéhschulte.wordpress.com,

- presumptionofslavery.wordpress.com, and presumptiorioﬁnnocenoe.net, maintained at premises
controlled by Automattic, which is headquartered at 60 29th Street #343, San Francisco,

‘ California 94110, contain evidence, fiuits, and instrumentalities of crime, all as specified in
Attachmient A hereto. Accordingly, Automattic is hereby directed to provide to the
Investigative Agency, within three days of the date of service of this Warrant and Order, the
records specified in Section IT of Attachment A hereto, for subsequent review by law

enforcement personnel as authorized in Seetion TIT of Attachment A which shall not be
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transmitted to the Provider. The Government is requited to serve a copy of this Warrant and
Order on Automattic within one day of the date of iésuance. The Warrant and Order may be '
served via electronic iranstnission or any other means through xn;hich Automattic is capable of
accepting service.

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is
reason to believe that notification of the existence of this warrant will result in destructiofl of or
tampering with evidence, danger to the physical safety of an individual, flight from prosecution,
and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing
investigation. Accordingly, it is hereby ordered that Automattic shall not disclose the existence of
this Warrant and Order to the listed subscribet or to any other person for a period of 30 days from
the date of this Order, subject to extension upon application to the Court if necessary, except that
Automattic may disclose this Warrant and Order to an attorney for Automattic for the purpose of

receiving legal advice.

JAS_021324
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3. Sealing. [t is further ordered that this Warrant and Order, and the Affidavit upon which
it was issued, be filed under seal, except that the Government. may without further order of this
Court serve the Wartant and Order on Automattic; provide copies of the Affidavit or Warrant and
Order as need be to personnel assisting the Government in the investigation and prosecution of
this matter; and disclose these materials as necessary to comply with discovery and disclosure
obligations in any prosecutions related to this matter.

Dated: New York, New York

t0/1altold 0%
Date Issued Time Issued - _;
%ﬁ,ff/{”y

THE HONORABL PAUL Al FROTT f
United States Dm 10’{ Judoe ‘ ‘\ o
Southern District Jof j'\lrew Y mk f
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Atftachment A
I. The Target Accounts and Execution of Warrant

This warrant is directed to Automattic, Inc. (“Automattic™ or the “Provider”) and applies
to all content and other information within Automattic’s possession, custody, or control that is
associated with the Gravatar profile URL https:/fen. gravatar.com/joshschultel, which includes the
sites joshschulte. wordpress.com, presumptionofslavery.wordpress.com, and
presumptionofinnocence.net, account  with  the  user identification ~ number
5b8c7b1fb405¢187399adcd3 and associated with the email account
freejasonbourne@protonmail.com (collectively, the “Target Accounts™).

A law enforcement officer will serve this watrant by transmitting it via email or another
appropriate manner to Automattic. Automaitic is directed to produce to the law enforcement
officer an electronic copy of the inlformation specified in Section II below. Upon receipt of the
production, law enforcement personnel will review the information for items falling within the
categories specified in Section 111 below, a copy of which shall not be transmitted to the Provider.
IL Information to be Produced by Automattic

To the extent within the Provider’s possession, custody, or control, the Provider is directed
to produce the following information, from December 1, 2017 to present, associated vxlfith each
Target Account:

i Subscriber Information. Any and all records showing subscriber information
for the Target Accounts, including the username, cmail address, name, and telephone number
associated with the Target Accounts.

ii.  Billing Information. Any and all records showing reflecting any billings

related to the Target Accounts.
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iii. Tramsactional Information. Any and all transaction log data related to the
Target Accounts, including the user’s IP address, browser type, and operating system.

iv.  Site Creation, Posting, and Revision History Information. Any and all records
reflecting activity information related to the creation of a site and posting of revising information
on the Target Accounts, including records showing the date and time at which the site was
created, the TP address used fo create the site or post information to the site, and posts, such as
deleted posts, including for any other sites of any kind associated with the Gravatar assigned to

the Target Account.

v.  Comment Information. Any and all information about any comments posted
on the Target Accounts.
vi.  Contact Information Associated with Domain Registration. Any and all
records reflecting any custom domain registrations for the Target Accounts.
vii.  Linked Accounts. All accounts or Gravatars or accounts linked o the Target
Accounfs by common machine cookie, creation 1P address, or recovery phone or email, and for
such Gravatars, all records called for by sub-paragraphs j-vi. of this paragraph.
| h. Preserved Records. Any preserved copies of any of the foregoing categories of
records created in response to any preservation request(s) issued pursuant to 18 US.C. § é703(i).

1. Review of Information by the Government

Law enforcement personnel (who may include, in addition to law enforcement officers and
agents, attorneys for the government, attorney support staff, agency personnel assisting the
government in this investigation, an& outside technical experts under governmeﬁt control) are
authorized to review the records ]Sroduced by the Provider in order to locate any evidence, fruits,

- and instrumentalities of a scheme to disseminate classified and otherwise protected information,

including through the use of contraband cellphones, software, and other devices, in violation of 18

2
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U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030
(unauthorized computer access), 1503 and 1512 (obsfruction of justice), 17 91 (smuggling
contraband iﬁto a federal detention facility) and 2252A (illegal acts related to child pornography);
as well as conspiracies and attempts to violate these provisions and aiding and abetting these
offenses, among other statutes (the “Subject Offenses™), including the following:

a. Evidence of the identity(ies) of the usex(s) of the Taxget Accounts and any and
all cellphones (“Contraband Cellphones”) smuggled into the Metropolitan Correctional Center in
New York, New York (the “MCC”) for Joshua Schulte or IOmar Amanat, as well as other
coconspirators in contact with the Target Accounts or the Contraband Céllphones;

b. Evidence relating to the geolocation of the users of'the Target Accounfs. orthe
Contraband Cellphones at times relevant to the Subject Offenses; |

c. Evidence refating to the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Targef Accounts or the antraband
Celiphones;

d. Evidence concerning ﬁndncial institutions and transacﬁons used by the users of
the Target Accounts in furtherance of the éubject Offenses;

o Communications evidencing the Subject Offenses;

£ Bvidence of and relating to computers or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Contraband
Cellphones or Target Accounts; and

g. Passwords or other information needed to access any such computers, accounts,

or facilities.

JAS_021328
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

[N THE MATTER OF THE APPLICATION OF
THE UNITED STATES OF AMERICA FOR A
SEARCH WARRANT FOR INFORMATION AND
DATA ASSOCIATED WITH THE BUFFER
ACCOUNT WITH THE USER IDENTIFICATION
NUMBER 5B8C7B1FB405C1873

99ADCD3 AND ASSOCIATED WITH THE EMAIL
ACCOUNT
FREEJASONBOURNE@PROTONMAIL.COM;
STORED AT PREMISES CONTROLLED BY
BUFFER, INC.

SEARCH WARRANT AND NON-DISCLOSURE ORDER

TO:  Buffer, Inc. (“Bﬁffer”)
| The Federal Bureau of Investigation (the “FBI” or the “Investigative Agency™)

1. Warrant. Upon an affidavit of Special Agent Jeff D. Donaldson of the FBI and
pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703(b)(1)(A) and
2703(c)(1)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the Court
hereby finds that there is probable cause to believe the Buffer account with the user identiﬁcation
aumber 5b8¢7b1fh405¢187399aded3 and associated with the email account
freejasonbourne@protonmail.com, maintained at premises controlled by Buffer, which is
headquartered at 44 Tehama Street, San Francisco, California 94105, contains evidence, fruits,
and instrumentalities of crime, all as specified in Attachment A hereto. Accordingly, Buffer is
hereby directed to provide to the Tnvestigative Agency, within three days of the date of service of
this Warrant and Order, the records specified in Section II of Attachment A hereto, for
subsequent review by law enforcement personnel as authorized in Section ITI of Attachment A

which shall not be transmitted to the Provider. The Government is required to serve a copy of
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this Warrant and Order on Buffer within one day of the date of issuance. The Warrant and Order
may be served via electronic transmission or any other means thrqugh which Google is capable
of accepting service.

2. Non-Disclosure Order. Pursuant to 18 US.C. § 2705(b), the Court finds that there is
reason to believe that notification of the existence of this warrant will result in destruction of or
tampering with evidence, danger to the physical safety of an individual, flight from prosecution,
and/or intimidation of potential witnesses or otherwise will seriously jeopatdize an ongoing
nvestigation. Accordingly, it is hereby ordered that Buffer shall not disclose the existence of this
Warrant and Order to the listed subscriber or to any other person for a period of 30 days from the
date of this Order, subject to extension upon application to the Court if necessary, except that
Buffer may disclose this Warrant and Order to an attorney for Buffer for the purpose of receiving
legal advice.

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which
it was issued, be filed under seal, except that the Government may without further order of this
Court serve the Warrant and Order on Buffer; provide copies of the Affidavit or Warrant and Order
as need be to personnel assisting the Governmént in the investigation and prosecution of this

matter; and disclose these materials as pecessary 1o comply ‘with idiscovery and disclosure

obligations in any prosecutions related to this matter. . o e

Dated: New York, New York ¥ o

Date Tssued Time Issued S

%M&%@f |
THE HONORABLE PAUL A, CROTTY

United States District Judge
Southern District of New York
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Attachment A
1. The Target Accounts and Execution of Warrant

This watrant is directed to Buffer, Inc. (“Buffer” ot the “Provider”) and applies to all
content and other information within Buffer’s possession, custody, of control that is associated
with the account with the user identification number Sb8c7h1fb405¢187399aded3 and associated
with the email account freejasonbourne@protonmail.com (the “Target Account”).

A law enforcement officer will serve this warrant by transmitting it via email or another
appropriate manner to Buffer. Buffer is directed to i)roduce to the law enforcement officer an
electronic copy of the information specified in Section IT below. Upon receipt of the production,
law enforcement personnel will review the information for items falling within the categories
specified in Section 1IL below, a copy of which shall not be {ransmitted to the Provider.

IL Information to be Produced by Buffer

To the extent within the Provider’s possession, custody, or control, the Provider is directed
to produce the following information, from December 1, 2017 to present, associated with each
Target Account:

a. Message content. All messages sent to or from, stored tn draft form in, or
otherwise associated with the Target Account, including all message content, attachments, and
header information (specifically including the source and destination addresses associated with
each message, the date and time at which cach message was sent, and the size and length of each
message).

b. lmages and Videos. All pictures and videos posted and/or stored by an

individual using the account, including metadata and geotags.

JAS_021331
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d. Other Stored Electronic Information. All records and other information store(i
by the Target Account’s user(s).

e. Subscriber and Payment Information. All subscriber and payment information
regarding the Target Account, including but not limited to name, username, address, telephone
number, alternate email addresses, registration IP address, account creation date, account status,
length of service, types of services utilized, means and source of paymenf, and payment history.

£ Transactional Records. All transactional records associated with the Target
Account, including any TP logs or other records of session times and durations.

g. Customer Correspondenée. All correspondence with the subscriber or others
associated with the Target Account, including complaints, inquiries, or other contacts with
support services and records of actions taken.

h. Preserved Records. Any preserved copies of any of the foregoing categories of
records created in response to any preservation request(s) issued pursuant to 18 U.S8.C. § 2703(f).

[I. Review of Information by the Government

Law enforcement personnel (who may inchude, in addition to law enforcement officers and
agents, attorneys for the government, attorney support staff, agency personnel assisting the
gdvernment in this investigation, and outside technical experts under government control) are
authorized to review the records produced by the Provider in order to locate any evidence, fiuits,
and instrumentalities of a scheme to disseminate classified and otherwise protected information,
including through the use of contraband cellphones, software, and other devices, in violation of 18
U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030
(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 (smuggling

contraband into a federal detention facility) and 2252A (illegal acts related to child porno graphy);

JAS_021332
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as well as conspiracies and attempts to violate these provisions and aiding and abetting these
offenses, among other statute;s (the “Subject Offenses”), including the following:

a. Tvidence of the identity(ies) of the user(s) of the Target Account and any and
all cellphones (“Contraband Cellphones™) smuggled into the Metropolitan Correctional Center in
New York, New York (the “MCC”) for Joshua Schulte or Omar Amanat, as well as other
coconspirators in contact with the Target Account or the Contraband Cellphones;

| b. Evidence relating to the geolqcation of the users of the Target Account or the
Contraband Cellphones af times relevant to the Subject Offenses;
c. Evidence relating to the participation in the Subject Offenses by Schulte,

Amanat, and others using or in communication with the Target Account or the Contraband

Cellphones;

d. Evidence concerning financial institutions and transactions used by the users of

the Target Account in furtherance of the Subject Offenses;
e. Communications evidencing the Subject Offenses;
£ Evidence of and relating to computers or other online accounts and facilities

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband

Cellphones or Target Account; and

g. Passwords or other information needed to access any such computers, accounts,

or facilities.

JAS_021333
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF THE APPLICATION OF
THIE UNITED STATES OF AMERICA FOR A
SEARCH WARRANT FOR INFORMATION AND
DATA ASSOCIATED WITH THE FACEBOOK
ACCOUNT WITH THE USER IDENTIFICATION
NUMBER 225303401359184; STORED AT
PREMISES CONTROLLED BY FACEBOOK, INC.

SEARCH WARRANT AND NON-DISCLOSURE ‘ORDER

TO:  Facebook, Inc. (“Facebook™)

The Federal Bureau of Investigation (the “FBI” or the “Investigative Agency”)

1. Warrant. Upon an affidavit of Special Agent Jeff D. Donaldson of the FBI and
pursuant to the provisions of the Stored Commuﬁications Act, 18 U.S.C. §§ 2703(b)(1)(A)
and 2703(c)(1)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the
Court hereby finds that there is probable causé to believe the Facebook account with the user
identification number 225303401359184, maintained at premises controlied by Facebook, which
is headquartered at 1 Hacker Way, Menlo Park, California 94025, contains evidence, fruits, and
instrumentalities of crime, all as specified in Attachment A hereto. Accordingly, Facebook is
hereby directed to provide to the Investigative Agency, within three days of the date of service of
this Warrant and Order, the records specified in Section il of Attachment A hereto, for |
subsequent review by law enforcemént personnel as authorized in Section ITI of Attachment A
which shall not be transmitted to the Provider. The Government is required to serve a copy of
this Warrant and Order onRacebook within one day of the date of issuance. The Warrant and

Order may be served via clectronic transmission or any other means through which Facebook is

capable of accepting service.
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is
reason to believe that notification of the existence of this warrant will result in destruction of 0?
tampering with evidence, danger to the physical safety of an individual, flight from prosecution,
and/or intimidation of potential witnesses or otherwise will seriously jeopardize an oﬂgoing
investigation. Accordingly, it is hereby ordered that Facebook shall not disclose the existence of
this Warrant and Order to the listed subscriber or to aﬁy other person for a period of 30 days from
the date of this Order, subject to extension upon application to the Court if necessary, except that
Facebook may disclose this Warrant and Order to an attorney for Facebook for the purpose of
receiving legal advice.

3, Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which
it was issued, be filed under seal, except that the Government may without further order of this
Court serve the Warrant and Order on Facebook; provide copies of the Affidavit or Warrant and
Order as need be to personnel assisting the Government in the investigation and prosecution of
this matter; and disclose these materials as necessary to comply with discovery ’and disclosure
obligations in any prosecutions related to this matter.

Dated: New York, New York

;'/5/ U /Zg, ly It f)?ﬁ \ :;‘ '
Date Issued ‘ Time Issued -‘ : .‘ PRI

(,M”gu% Sl
THE HO’QORA‘BLE PAUL A CR(J TTY
United StateaD;sﬂ@t Judge - |»’
Southern stmot of New, Q}‘L
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Attachment A
I. The Target Accounts and Execution of Warrant
 This wartant is directed to Facebook, Inc. (“Facebook” or the “Provider”) and applies to

all content and other information within Facebook’s possession, custody, or control that is
associated with the account with the user identification mumber 225303401359184 (the “Target
Account™). |

A law enforcement officer will serve this warrant by {ransmitting it via email or another
appropriate mannet to Facebook. Facebook is directed to produce to the law enforcement officer
an electronic copy of the information specified in Section 1 below. Upon receipt of the production,
law enforcement personnel will review the information for items falling within the categories
specified in Section Il below, a copy of which shali not be transmitted to the Provider.
II. Information to be Produced by Facebook

To the extent within the Provider’s possession, custody, or control, the Provider is directed
to produce the following information, from December 1, 2017 to present, associated with each
Target Aeccount:

a. Message Content, All messages sent to_ or from, stored in draft form in, or
otherwise associated with the Target Account, including all message content, attachments, and
header information (specifically including the source and destination addresses associated with
each message, the date and time at which each message was sent, and the size and length of cach
message).

b. Images and Videos. All pictures and videos posted and/or sfjored by an

individual using the account, including metadata and geotags.
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¢. Address Book Information. All friend list, addres_s book, contact list, or similar
information associated with the Target Account.

d. Other Stored Electronic Information. All records and other information stored
by the Target Account’s usct(s), including but not limited to Facebook “wall” postings.

o. Subscriber and Payment Information. All subscriber and payment information
regarding the Target Account, including but not limited to name, username, address, telephone
number, alternate email addresses, registration TP address, account creation date, account status,
length of service, types of services utilized, means and source of paymeﬁt, and payment history.

£ Tramsactional Records. All transactional records associated with the Target
Account, including any IP logs or other records of session times and (hrations.

g. Customer Correspondence. All cotrespondence with the subscriber or others
associated with the Target Account, including complaints, inquiries, or other contacts with
support setvices and records of actions taken.

W Preserved Records. Any preserved copies of any of the foregoing categories of
records created in response to any preservation request(s) issued pursuént to 18 U.S.C. § 2703(f).

TIL. Review of Information by the Government

Law enforcement personnel (who may include, in addition to law enforcement officers and
agents, attorneys for the government, attorney support staff, agencyi personnel assisting the
government in this investigation, and outside technical experts under government controf) are

“authorized to re‘view the records produced by the Provider in order to locate any evidence, fruits,
and instrumentalities of a scheme to disseminate classified and otherwise protected information,
including through the use of contraband cellphones, software, and other devices, in violation of 18
U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030

‘(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 (smuggling
) .
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contraband into a federal detention facility) and 2252A (illeéal acts related to child pornography);
as well as conspiracies and attempts to violate these provisions and aiding and abetting these
offenses, among other statutes (the “Subject Offenses™), including the following:

a. Evidence of the identity(ies) of the user(s) of the Target Account and any and
all cellphones (“Contréband Cellphones”) smuggled into the Metropolitan Correctional Center in
New York, New York (the “MCC”) for Joshua Schulte or Omar Amanat, as well as other
coconspirators in contact with the Target Account or the Coniraband Cellphones;

b. Evidence relating to the geolocation of the users of the Target Account or the
Contraband Cellphones at times relevant to the Subject Offenses;

¢. Evidence relating to the participation in the Sul;ject Offenses by Schulte,
Amanat, and others using or in communication with the Target Account or the Contraband
Cellphones;

d. Bvidence concerning financial institutions and transactions used by the users of
the Target Account in furtherance of the Subject Offenscs;

e. Communications evidencing the Subject Offenses;

£ Rvidence of and relating to computers ox other online accounts and facilities
(such as additional emai]' addresses) controlled or maintained by the user(s) of the Contraban&
Cellphones or Target Account; and |

g, Passwords or other information needed to access any such computers, accounts,

or facilities.
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF THE APPLICATION OF
THE UNITED STATES OF AMERICA FOR A
SEARCH WARRANT FOR INFORMATION AND
DATA ASSOCIATED WITIH THE EMAIL
ACCOUNTS JOSHSCHULTEI@GMAIL.COM,
FREEJASONBOURNE@GMAIL.COM,
JOHN12GALT21@GMAIL.COM; STORED AT
PREMISES CONTROLLED BY GOOGLE, INC.

SEARCH WARRANT AND NON-DISCLOSURE ORDER

TO:  Google, Inc. (“Google™)

The Federal Bureau of Investigation (the “FBI” or the “Investigative Agency™)

1. Warrant. Upon an affidavit of Special Agent Jeff D. Donaldson of the FBI
and pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703 (b)(1H(A)
and 2703(c)(1)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the
Court hereby finds that there is probable cause to believe the email accounts
joshschultel @gmail.com, freejasonbourne@gmail.com, énd johnIZga'ltZl@g.mail.c‘om,
maintained at premises controlled by Google, Inc., which is headquartered at 1600 Amphitheatre
Parkway, Mountain View, California 94043, contain evidence, fruits, and instrumentalities of
crime, all as specified in Attachment A hereto. Accordingly, Google is hereby direcied to
provide to the Investigative Agency, within three days of the date of service of this Warrant and
Order, the records specified in Section IT of Attachment A hereto, for subsequent review by law
enforcement personnei as authorized in Section I1T of Aitachment A which shall not be
transmitted to the Provider. The Government is requited to serve a copy of this Warrant and

Order on Google within one day of the date of issuance. The Warrant and Order may be served
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via electronic transmission or any other means through which Google is capable of accépting
service.

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is
reason to believe that notification of the existence of this warrant will result in destruction of or
tampering with evidence, danger to the physical safety of an individual, flight from prosecution,
and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing
investigation. Accordingly, it is hereby ordered that Goo gle shall not disclose the existence of this
Warrant and Order to »the listed subscriber or to any other person for a period of 30 days from the
date of this Order, subject to extension upon application to the Court if necessary, t;xcept that
Google may disclose this Warrant and Order to an attorney for Google for the purpose of receiving
legal advice.

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which
it was issued, be filed under seal, except that the Government may without further order of this
Court serve £he Watrant and Order on Google; provide copies of the Affidavit or Warrant and
Order as need be to personnel assisting the Government in the investigation and prosecution of
this matter; and disclose these materials as necessary to comply with discovery and disclosure
obligations in any prosecutions related to this matter.

Dated: New York, New York

4 /26 froty
Date Issued
TI{E HONORABLF PAUL A. CROTTY
Umtf*a States District Judge
Southern District: of New York
2
2018-10-24
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Aftachinent A
I. The Target Accounts and Execution of Warrant

This warrant is directed to Google, Inc. (“Google” or the “provider™) and applies to all
content and other information within Google’s possession, custody, or control that is associated
with the following accounts (the “Target Accounts™): |

joshschultel@gmail.com,
freejasonbourne@gmail.com, and
john12galt21@gmail.com,

A law enforcement officer will serve this warrant by transmitting it via email or another
appropriate manner to Google. Google is directed to produce to the Taw enforcement officer an
electronic copy of the information specified in Section IT below. Upon receipt of the production,
law enforcement personnel will review the information for items falling within the categorics
specified in Section 111 below, a copy of which shall not be transmitted to the Provider.

II. Information to be Produced by Google

To the extent within the Provider’s possession, custody, or control, the Provider is directed
to produce the following information, from May 8, 2017 to present, associated with cach Target -
Accounts:

a. Email Content. All emails sent to or f_rom, stored in draft form in, or
otherwise associated with the Target Accounts, including all message content, attachments, and
header information (specifically including the source and destination addres;ses associated with

each email, the date and time at which each email was sent, and the size and length of each

email);
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b. Subscriber and Payment Information. All subscriber and payment information
regarding the Tar;get Accounts, including Google Payments information associated with the
Target Accounts, including but not limited to name, username, address, telephone number,
alternate email addressés, registration IP address, account creation date, account status, length of
service, types of services used, means and source of payment, and payment history.

¢. Address Book Information.  All address book, contact list, or similar
information associated with the Target Accounts.

d. Photos and Videos. All videos uploaded by the user of the Target Accounts,
whether publicly displayed or not, and all associated metadata.

e. Playlists and Channels. Al.l playlists, channels followed, discussions, and
postings, whether public or private, and all associated metadata, relating to the Target Accounts.

£ T ranséctianal Records. .All transactional records associated with the Target
Accounts, including any IP logs or other records of session times and durations.

g. Search History. All search history associated with the Targe;t Accounts.

h. Cookies. Any and all cookies associated with or used by any computer or web
browser associated with the Target Accounts, including the TP addresses, dates, and fimes
associated with the recognition of any such cookie.

i. Customer correspondence. All correspondence with the subscriber(s) or others
associated with the Target Accounts, including complaints, inquiries, or other contacts with
support services and records of actions taken.

j. Google Drive, PlusOne, and Google Plus. All information associated with

these services, including the names of all Circles and the accounts grouped into them.

2018-10-24
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k. Location History. All location information associated with the Target
Accounts.

. Linked Accounts. All accounts linked to the Target Accounts (including where
linked by machine cookie or other cooldé, creation or login IP address, recovery email or phone
number, AOL account ID, Android ID, Goo gle ID, SMS, Apple ID, or otherwise).

m. Google Docs. All Google Docs data associated with the Target Accounts.

n. Google Calendar. All Google Calendar dé.ta associated with the Targst
Account

o. Preserved Records. Any preserved copies of any ofthe foregoing categories of
records created in response to any preservation request(s) issued pursuant to 18 U.8.C. § 2703(D).

III. Review of Information by the Government

Law enforcement personnell (who may include, in addition to law enforcement officers and
agents, attorneys for the government, attorney support staff, agency personnel assisting the
government in this investigation, and outside technical experts under government control) are
authorized to review the records produced by the Provider in order to locate any evidence, fruits,
and instrumentalities of a scheme to disseminate classified and otherwise protccted nformation,
including through the use of éontraband cellphones, software, and other devices, in violation of 13
U.S.C.§8 401 (contempt of court), 793 (unlawful disclosure of classified information), 1030
(unauthorized computer ac;:ess), 1503 and 1512 (obstruction of justice), and 1791 (smuggling
coniraband into a federal detention facility) and 2252A (illegal acts refated to child porno graphyj;
as well as conspiracies and attempts to violate these provisions and aiding and abetting these
offenses, among other statutes (the “Subject Offenses™), including the following:

2 Evidence of the ideéntity(ies) of the user(s) of the Target Accounts and any and
all cellphones (“Contraband Cellphones™) smuggled into the Metropolitan Cotrectional Center in

3
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New York, New York (the “MCC”) for Joshua Schulte or Omar Amanat, as well as other co-
conspirators in contact with the Target Accounts or the Contraband Cellphones;

b. Evidence relating to the geolocation of the users of the Target Accounts or the
Contraband Cellphones at times relevant to the Subject Offenses;

¢. Evidence relating to the participation in the Subject Offenses by Schulte,
Amanat, and others us-ing or in communication with the Target Accounts or the Contraband
Cellphones;

d. Evidence concerning financial institutions and transactions used by the users of
the Target Accounts in furtherance of the Subject Offensés;

e. Communications evidencing the Subject Offenses;

f FEvidence of and relating to compﬁters or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Contraband
Cellphones or Target Accounts; and

g. Passwords or other information needed to access any such computers, accounts,

or facilities.

2018-10-24
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18 MAGO L3

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

IN THE MATTER OF THE APPLICATION OF
THE UNITED STATES OF AMERICA FOR A
SEARCH WARRANT FOR INFORMATION AND
DATA ASSOCIATED WITH THE TWITTER
ACCOUNT @FREEJASONBOURNE; STORED AT
PREMISES CONTROLLED BY TWITTER, INC.

SEARCH WARRANT AND NON-DISCLOSURE ORDER

TO:  Twitter, Inc. (“Twitter”)

The Federal Bureau of Tnvestigation (the “FBI” or the “Investigative Agency”)

‘1\. Warrant. Upon an affidavit of Special Agent Jeff D. Donaldson of the FBI and
pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703 ()(1)(A) and
2703(c)(1)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the Court
hereby finds that there is probable cause to believe the Twitter account @freejasonbourne,
maintained at premises controlled by Twitter, which is headquartered at 1355 Market Street,
Suite 900, San Francisco, California 94103, contains evidence, finits, and instrumentalities of -
crime, all as spe;ziﬁed in Attachment A hereto. Accordingly, Twitter is hereby directed to
provide to the Investigative Agency, within three days of the date of service of this Warrant and
Order, the records specified in Section II of Attachment A hereto, for subsequent review by law
enforcement personnel as authorized in Section ITI of Attachment A which shall not be
transmitted to the Provider. The Government is required to serve a copy of this Warrant and

Order on Twitter within one day of the date of issuance. The Warrant and Order may be served
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via electronic transmission or any other means through which Twitter is capable of accepting
service.

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is
reason to believe that notification of the existence of this warrant will result in de;'struction of or
tampering with evidence, danger to the physical safety of an individual, flight from prosecution,
and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing
investigation. Accordingly, it is hereby ordered that Twitter shall not disclose the existence of this
Warrant and Order to the listed subscriber or to any other person for a period of 30 days from the
date of this Order, subject to extension upon application to the Court if necessary, except that
Twitter may disclose this Warrant and Order to an attorney for Twitter for the purpose of receiving
legal advice. |

3. Sealing. Tt is further ordered that this Warlant and Order, and the Affidavit upon which
it was lssued, be filed under seal, except that the Government may without further order of this
Court serve the Warrant and Or&er on Twitter; provide copies of the Affidavit or Warrant and
brdel‘ as need be to personnel assisting the Government in, the investigation and prosecution of
this matter; and disclose these materials as necessary to comply with diséovery and disclosure
obligations in any prosecutions related to this mafter.

Dated: New York, New York T oy P
TR S B L

22 [ B L
Date Issued ‘ Time issued *,‘g:“ L Hpah e
fukte,
THE HO*\EOT{ABJJE 'PAUL A CROTTY
United Statés D)lﬁﬁ}lck]' ygge
Southetn District of New York
2
2018-10-24
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Attachment A
1. The Target Account and Execution of Warrant

This warrant is directed to Twitter, Inc. (“Twitter” or the “Provider”) and applies to all
content and other information within Twitter’s possession, custody, or control that is associated
with the account @frecjasonbourne (the “Target Aceount™). -

A law enforcement officer will serve this warrant by transmitting it via email or another
appropriate manner to Twitter. Twitter is directed to produce to the law enforcement officer an
electronic copy of the information specified in Section II below. Upon receipt of the production,
law enforcement personnel will review the information for items falling withm the categories
specified in Section 111 below, & copy of which shall not be transmitted to the Provider.

IL Information to be Produced by Twitter

To the extent within the Provider’s possession, custody, or control, the Provider is directed
to produce the following informatio;l, from December 1, 2017 to present, associated with the
Target Account:

a. Profile Information. Any personal profile page information, including but not
limited to biographical entries, photographs, and location informétion for the user <;f the Target
Account.

b. Tweet Information. Any twéets and related information, including any
“favorite” or “retweet” information, any “mentions,” any lists in the “Connect” tab of other users

who have responded to any tweets from the Target Account, and “Tweet With Location”

information.
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c. Photographs/Tmages. Any photographs or images associated with the Target
Account, including any galleries of photographs or images shared by the Target Acco‘unt, even
if those photographs or jmages were uplo adffd from a;mther service.

d. Link Information. Any websites to which the Target Account has linked, as
well as any information concerning how often those links have been clicked.

e, Associated Users. Any Hsts of other users who are “following” or who are
“followed” by each Subject Account, any groups of users or “lists” that the Target Account
follows or is follpwed by, and any recommendations of users to follow, such as any “Who To
Follow” lists.

f  Direct Messages. Auy direct messages sent 10 or by the Target Account, and
any Jlrelated information.

g. Subscriber and Billing Information. Any records (1) showing identifying
“information about each subscriber, including, for example, name, username, address, telephone
number, and alternate email addresses; (2) concerning the date on which the account was created,
the TP address of the user at the time of account creation, the current status of the account (e.g.,
active or closed), the length of service, and the types of services used by the subscriber; and (3)
reflecting the subscriber’s means and source of payment, including any credit card or bank account
number.

h. Search Infof‘fhation. Any records concerning searches performed by the Target
Account.

i | Third-party Information. Any records reflecting third-pacty websites with

which the Target Account is connected.
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j.  Transactional Information. Any records of transactional information about the |
use of the Target Account on its system, including records of login (ie., session) times and
durations and the methods used to connect to the account (such as logging into the account through
the Provider’s website).

k. Customer Correspondence. Any records of any customer-service contacts with
or about the subscribers, including any inquities or complaints concerning the subscriber’s
account.

L Preserved Records. Any preserved copies of the foregoing categories of records
- with respect to the Target Account.

III. Review of Information by the Government

Law enforcement personnel (who may include, in addition té law enforcement officers and
agents, attorneys for the government, attorney support staff, agency personnel assisting the
ttrgovernmemt in this investigation, and outside technical experts under government control) ave
authorized to review the records produced by the Provider in order to locate any evidence, fruits,
and instrumentalities of a scheme to disseminate classified and otherwise protected information,
including through the use o}f contraband cellphones, software, and other devices, in violation of 18
U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030
(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 {smuggling
contraband into a federaivdetention facility) at_id 2252A (illegal acts related to child porno graphy);
as well as qonspiracies and attempts to violate these provisions and aiding and abeiting these
offenses, among other statutes (the “Subject Offenses™), including the following:

a. Bvidence of the identity(ies) of the user(s) of the Target Account and any and

all cellphones (“Contraband Cellphones™) smuggled into the Metropolitan Coxrectional Center in
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New York, New York (the “MéC”) for Joshua Schu'lte or Omar Amanat, as well as other
coconspirators in contact with the Target Account or th§ Contraband Cellphones;

b, TFvidence relating to the geolocation of the users of the Target Account or the
Contraband Cellphones at times relevant to the Subject Offenses;

c. Bvidence relating to the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Target Account or the Contraband
Cellphones;

d. Evidence concerning financial institutions and transactions used by the users of
the Target Account in furtherance of the Subject Offenses;

e. Communications evidencing the Subject Offenses;

£ TEvidence of and relating to computers or other online accounts and facilitics
(such as additional email addresses) controlled or maintained by the user(s) of the Contraband
Cellphones or Target Account; and

g. Passwords or other information needed to access any such computers, accounts,

or facilities.
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<0 106 (SDNY Rev. 01/17) Application for a S8earch Warrant

UNITED STATES DISTRICT COURT

for the .
: je Ql. » Q.) D
In the Matter of the Search of ) .
(Briefly describe the property to be searched )
or identify the person by naime and address) ) Case No. S1 17 Cr. 548 (PAC)
See Attachment A %
)

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
praperty lo be searched and give its location):

located in the Southern District of New York , there is now concealed (identify the
person or describe the property fo be seized).

See Attached Affidavit and its Atfachment A

The basis for the search under Fed. R. Crim. P. 41(c)} is (check one or more).
A evidence of a crime;
contraband, fruits of crime, or other items illegally possessed;
property designed for use, intended for use, or used in committing a crime;

[T a person to be arrested or a person who is unlawfully restrained.

The search is related to a violaticn of:

Code Section(s) Qffense Description(s)

18 U.S.C. §§ 401: 793; Contempt of court; unlawful disclosure of classified information; unauthorized computer
e ’ y access; obstruction of justice; smuggling contraband into prison; illegal acts related to
1030; 1503; 1791, 2252A  S0id vomography.

The application is based on these facts:

See Attached Affidavit and its Attachment A

i!f Continued on the attached sheet.

o Delayed notice of 30 days (give exact ending date if more than 30 days: 258 ) is requested
under 18 U.S.C. § 31034, the basis of which is set forth on the attached sheet.

"“L,@"‘v SN

Iican! s 8 gna ure

Jeffrey David Donaldson FBI Special Agent
‘ Printed name and title

Sworn to before me and signed in my presence. -,

Date: 10/16/2018 g - f/g(ﬁm

A S ‘ _—: Judge'’s signature

. City and state: New York, NY NN o Ths= Honorable Paul A. Crotty, U.S.D.J.

Printed name and title
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United 3 TO BE FILED UNDER SEAL
States of America for a Search and Seizure :

Warrant for a Laptop Located at the Federal : Agent Affidavit in Support of
Bureau of Investigation’s New York Field : Application for Search Warrant

Office, 26 Federal Plaza, New York, New York, :
and for a Laptop Located at the Metropelitan :
Correctional Center, 150 Park Row, New Yoik, :
New York :

SOUTHERN DISTRICT OF NEW YORK) ss.:

JEFF D. DONALDSON, being duly sworn, deposes and says:
I. Introduction

A. Affiant

1. Tam é Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the
New York Field Qffice, and have been employed by the FBI since 2010. T am currenily assigned
to a squad responsible for counterespionage matters and have worked in the field of
counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materiéls; illegally acting in the
United States as a foreign agent; other national security offenses; and the making of false
statements, Asaresult of rﬁy involvement in espionage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence operations, I am familiar with the tactics, methods, and techniques of United
States persons who possess, or have possessed a United States Government security clearance and

may choose to harm the United States by misusing their access to classified information. Iam also
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familiar, though my traiming and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information. |

2. T make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of Criminal Procedure for a warrant to search and seize materials contained on two laptops
(“FBI Laptop” and “MCC Laptop,” together the “Discovery Laptops™). As described in
additional detail below, on October 3, 2018, law enforcement officers searched the Metropolitan
Correctional Center (“MCC”) pursuant to a search warrant signed by the Court on October 2, 2018
(the “MCC Search Warrant”). The MCC Search Warrant and underlying affidavit are attached to
this application as Exhibit A and are incorporated by reference, including the defined terms
identified therein.

3. Pursuant to the MCC Search Warrant and a subsequent search warrant obtained on
October 3, 2018, law enforcement officers reviewed documents (the “Schulte Cell Documents”)
collected from a cell formerly inhabited by Joshua Adam Schulte, among others.! Among the
Schulte Cell Documents were documents that appeared to describe forensic locations on hard
drives used by computers running the Windows operating system, like the Discovery Laptops,
into which data could be covertly transferred and stored {the “Covert Partitions™). This search
W.;:u'rant seeks authorization for a Waﬂ team to review the Discovery Laptops for the Covert
Partitions or evidence of the creation or existence of the Covert Partitions, and to seize any
evidence of the Subject Offenses, defined below.

4. This Affidavit is based upon my personal knowledge; my review of documents and

other evidence; my conversations with other law enforcement personnel; and my training,

1 The October 3, 2018 search wartant provided for the review of the Schulte Cell
Documents initially by a wall team so that privileged documents were not inadvertently shared
with the prosecution team.
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experience and advice received concerning the use of computers in criminal activity and the
forensic analysis of electronically stored information. Because this Affidavit is being submitted
for the limited purpose of establishing probable cause, it does not include all the facts that T have
learned during the course of my investigation. Whefe the contents of documents and the actions,
statements, and conversations of others are reported herein, theSr are reported in substance and in
part, except where otherwise indicated.

B. The Discovery Laptops
5. The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop

is currently located at the FBI’s New York Field Office, 26 Federal Plaza, New York, New York.
6. The MCC Laptop is an HP EliteBook 8460p with serial number S/N MXL1440Y1.
The MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York.

C. The Subject Offenses

7. For the reasons detailed bélow, I believe that there is probable cause that the Covert
Partitions on the Discovery Laptops contain evidence, fruits, and instrumentalities of Title 18,
United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified
information); 1030 (unauthorized computer access), 1503 (obstruction of justice), 1791
(smuggling contraband into a federal detention facility), and 2252A (illegal acts related to child
pornography); as well as conspiracies and attempts to violate these provisions and aiding and
abetting these offenses (the “Subject Offenses”).

II.  Probable Cause and Request to Search

8. Based on my training, experience, and participation in this investigation, as well as

my conversations with others, including individuals with compuyter training, Lhave learned, among

other things, that:
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a. On October 3, 2018, I and other law enforcement officers executed the
MCC Search Warrant. Prior to the search, MCC officials had removed the Schulte Cell
Documents, among other things, from Schulte’s former cell and stored them in ém official office
at the MCC.

b. Among the Schulte Cell Documents are handwritten documents that reflect
the potential location of Covert Partitions (the “Location Documents™). Covert Partitions are
hidden locations on hard drives or other storage devices that are available to store data. One of
the ways to ldentlfy Covert Partitions is to identify slack space on a hard drive or storage device,
which is the unused space between partitions on the drive. The Location Documents appear to
iden’_cify the sectors where slack space is available on a hard drive or storage device using the
Windows operating system, 7.e., Covert Partitions.

c. Schulte has access to the Discovery Laptops, both of which use the
Windows operating system. The FBI Laptop is available to Schulte at a secure facility at which
Schulte can review classified and child pornography discovery. The MCC Laptop is available to
Sehule at the MCC’s Education Center and contains other non-classified, non-child pornography
discovety in this case. Schulte has the technical expertise necessary to creato the Covert Partitions
on the Discovery Laptops to covertly store data.

d. The Schulte documents also reflect that Schulte was plémning to use
encrypted email accounts and other methods from prison to send potentially classified information

to third parties. For example, Schulte stated:

i. “I thought I convinced him [Schﬁlte’s father] to setup a protonmail

email acct for me to upload the articles,” which is potentially a reference to the Schulte Articles.
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il. ‘ “Create new protonmail: presumedguilty@protonmail.com . . .
migrate wordpress to protonmail.” According to the website WordPress.com, WordPress “allows
you to build a website that meets your unique needs. Start a blog, business site, portfolio, online
store, or anything else you can imagine.”

i “The way is clear. I will set up a wordpress of
joshschulte.wordpress.com and presumptionofinnocense.wordpress.com. From here, ¥ will stage
my information war: . . . The presumption of innocence blog will contain my 10 articles . ..”

iv. “Yesterday I started cleansing the phone & in the process setup a
new protonmail which I transferred the wordpress too fsic].”

9. Based on my training, experience, and participation in this investigation, as well as
my conversations with others, T know, among other things, that on October 6, 2018, the Court
issued a search warrant authotizing members of the prosecution team to review the contents of
three encrypted email accounts (the “Encrypted Accounts™). The Encrypted Accounts were
identified in the Schulte Cell Documents, as referenced above. In addition, photographs obtained

- from the CS Account of the Coniraband Cellphones reflect that Schulte used at least one of the
Encrypted Accounts (“Encrypted Account-17) to communicate with others while he was in prison.
Information obtained pursuant to the October 6 search warrant reflects, among other things, that:

a. Encrypted Account-1 contained, among other things, communications in or
abbut September 2018 between Schulte—who was pretending to be a third party acting on behalf
of himselfwénd areporter (“Reporter-17). In those communications, Schulte told Reporter-1 that
he would provide Reporter-1 with “information” on several topics if Reporter-1 published stories

pursuant to a timeframe dictated by Schulte. For example, Schulte stated:
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i : | “If you can consent to an embargo on disclosure of the information
for a limited time we would give you an exclusive to the information spanning several topics.”?
ii. “We have decided to share with you an initial expose (depending on
how the first one goes with you we will share up to 9 more) involving Russian Oligarchs business
ties and wire transfers involving hundreds of milliqns of dollars to [a U.S. Official and the U.S.
Official’s associates].”
b. Using Encrypted Account-1, in or around September 2018, Schulte also,
_among other things, sent Repoﬁcx'-l search warrant affidavits designated pursuant to the protective
order in this case (See 17 Cr. 548 (PAC), Dkt. No. 11 (the “Schulte Protective Order™)),” and at
least one document containing classified information.
c. Schulte also used Encrypted Account-1 to communicate with another email
account {the “iCloud Account”). During one such communication in or about September 2018,
Schulte requested that the individual using the iCloud Account purchase a specific electronic
device (the “Device™). The Device is capable of transferring data from a data storage location onto
a cellphone or vice versa. Based on my review of records obtained concerning the suspected user
of the iCloud Account, I ha{fe learned, among other things, that the user of the iCloud Account
arranged for the purchase of a piece of equipment with capabilities similar to those of the Device.
III. Evidence, Fruifs, and Instrumentalities on the Discovery Laptops
10.  Based on my training, experience, and participation in this investigation, as well as

my conversations with others, I know that individuals use Covert Partitions to hide data from

2 Reporter-1 “agree[d] to an embargo™ as requested by Schulte.

3 On May 21, 2018, the Court held a conference at which it reminded Schulte of the
terms of the Schulte Protective Order, including that materials subject to the protective order may
not be shared with third parties, like reporters, who are not involved in his defense. Schulte
acknowledged that he understood the terms of the protective order.

6
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¥

detection. 1 also know that individuals use electronic devices like the Device to assist in the
transfer of data ﬁ“om one location to another, and that Schulte would not have access to such a
Device unless it was smuggled into the MCC as contraband. T also know that the Contraband
Cellphones, including the Schulte Cellphone, could be used to transfer data to the Internet.

11. As a result, and in light of Schulie’s actions while in prison, including that he
already sent classified information to Reporter-1, as well as information subject to the Schulte
Protective Order, there is‘probable cause to believe that the Covert Partitions of the Discovery
Laptops contain evidence, fruits, and instrumentalities of the Subject Offenses, as more fully
described in Attac}nﬁent A to the proposed warrants. For example, there is probable cause to
believe that the Discovery Laptops will contain evidence of the use of the Covert Partitions to
hide data, including potentially classified infdrmation. Similarly, there is probable cause to believe
that the Covert Partitions on the Discovery Laptops will also contain evidence of communications
Schulte had over thelContraband iPilones, which—like the Pro Se Motion and the Schulte
Articles—are likely to contain classified information or informatién protected by the Schulte
Protective Order. Moreover, | submit that there is probable cause to believe that the Covert
Partitions on the Discovery Laptops will also contain evidence of potential child pornography
offenses and obstruction of justice. In particular, Schulte has made certain allegations in his Pro
Se Bail Motion with respect to the child pornography crimes witﬁ which he is charged,'which
constitute evidence of the charged offenses.

12. Based on the foregoing, 1 believe the Discovery Laptops are likely to contain,

among other things, the following information:

a, FEvidence of the creation, existence, and/or use of the Covert Partitions;
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b. Fvidence of the identity(ies) of the user(s) of the Covert Partitions,
Encrypted Accounts, and the Contraband Celiphones, as well as other coconspirators in contact
with the Contraband Cellphones and/or Encrypted Accounts;

c. Evidence relating to the- geolocation of the users of the Covert Partitions,
Contraband Cellphones, and/or Encrypted Accounts at times relevant to the Subject Offenses;

d. Evidence relating to the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband
Celiphones; |

e. Evidence concerning financial institutions ‘and transactions used by the
users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in furtherance
of the Subject Offenses;

f. Communications evidencing crimes, including the Subject Offenses;

g Evidence of and relating to computes or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Covert
Partitions, the Encrypted Accounts, and/or Contraband Cellphones; and

h. Passwords or other information needed to access any such computers,
accounts, or facilities.

13.  Based on the foregoing, 1 believe there is probable cause to search the Discovery
Laptops for evidence of the creations, existence, and use of the Covert Partitions and to seize the
information identified in the foregoing paragraph. Because Schulte reviews his discovery in this
. action using the Discovery Laptops and it is thus possible that the Covert Partitions may coniain
privileged information, this warrant seeks authority for individuals who are not members of the

prosecution team (the “Wall Team™) to review the Discovery Laptops for the Covert Partitions,
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or evidence of the creation, existence, and use of Covert Partitions, If the Wall Team does not
identify any Covert Partitions being used to store data and/or documents or evidence that such
Covert Partitions were created, the Wall Team will stop its search and return the Discovery
Laptops to the FBI and MCC. If the Wall Team does identify Covert Partitions containing data
and/or documents or evidence that such Covert Partitions were created, the Wall Team will review
the data and/or documents to determine whether it is subject to any privilege. The Wall Team will
then turn over the remainder of the data to the FBI case agents involved in the prosecution who
would review those data and/or documents for evidence of the Subject Offenses, as outlined above
and in Attachment A. All privileged materials and materials, including the Discovery Laptops,
not subject to seizure pursuant to this warrant will be returned to the F BI or MCC for Schulte’s
use, as appropriate.

IV. Conclusion and Anciflary Provisions

14.  Based on the foregoing, I respectfully request the court to issue a warrant to search

and seize the items and information specified in Attachment A to this Affidavit and to the Search

and Seizure Warrant.
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15.  In light of the confidential nature of the contiruing investigation, 1 respectfully

request that this Affidavit be maintained under seal until the Court orders otherwise.

’“LE)&L

JEFE D. DONALDSON
ecial Agent
Federal Bureau of Investigation

Sworn to before me on ‘
this 16th day of October 2018 Lo g,

THE HONORABLE PAUL A, CR OTTV TR
UNITED STATES DISTRICT IUD(JE L
SOUTHERN DISTRICT OF NEW YORI\ \

AR

10
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Attachment A
L. Identification of the Discovery Laptops Be Searched

The Discovery Laptops include two laptops (the “FBI Laptop” and the “MCC Laptop™).

The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop is
curtently located at the FBI’s New York Field Office, 26 Federal Plaza, New York, New York.

The MCC Laptop is an TP EliteBook 8460p with serial number S/N MXL1440Y1. The
MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York.

IL. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

III.  Ttems to Be Searched and Seized
A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

Pursuant to the process described below, the Discovery Laptops may be searched to
determine whether any hidden storage locations (the “Covert Partitions™) were created or used on
the Discovery Laptops. The Discovery Laptops, including the Covert Partitions, may be
searched for the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United
States Code, Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful
disclosure of classified information); Title 18, United States Code, Section 1030 (unauthorized
computer access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18,
United States Code, Section 1791 (smuggling contraband into a federal detention facility), and
Title 18, United States Code, Section 22524 (illegal acts related to child pornography); as well as

conspiracies and attempts to violate these provisions and aiding and abetting these offenses (the

“Subject Offenses™):
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a. Evidence of the creation, existence, and/or use of Covert Partitions;

b. Evidence‘ of the identity(ies) of the user(s) of the Covert Partitions,
encrypted email accounts (the “Encrypted Accounts™), and cellphones being used by Joshua Adam
Schulte, Omar Amanat, and others at the MCC (the “Contraband Cellphones™), as well as other
coconspirators in contact with the Contraband Cellphones and/or Encrypted Accounts;

c. Evidence relating to the geolocation of the users of the Covert Partitions,
the Encrypted Accounts, and/or Contraband Cellphones at times relevant to the Subject Offenses;

d. Evidence relating td the participation in the Subject Offenses by Schulte,
Amanat, and others using or in communication with the Er_acrypted Accounts and/or Contraband
Cellphones;

8. Evidence concerning financial institutions and transactions used by the -

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Celiphones in furtherance

of the Subject Offenses;
£ Communications evidencing crimes, including the Subject Offenses;
g. Evidence of and relating to computers or other online accounts and facilities

(such as additional email addresses) controlled or maintained by the user(s) of the Covert
Partitions, Encrypted Accounts, and/or Contraband Celipbones; and
h. Passwords or other information needed to access any such computers,

accounts, or facilities.

B. Wall Search Procedures

1. The Discovery Laptops will first be reviewed by law enforcement agents and
prosecutors who are not part of the prosecution team (the “Wall Team”) to identify any Covert

Partitions or evidence of the creation, existence, or use of any Covert Partitions.
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2. If the Wall Team does not identify any Covert Partitions being used to store data
and/or documents or evidence of fﬁhe creation, existence, or use of any such Covert Partitions, the
Wall Team will stop its search and return the Discovery Laptops to the FBI or MCC.

3. If the Wall Team does identify Covert Partitions containing data and/or documents
or evidence of the creation, existence, or use of any such vaert Partitions, the Wall Team will

review the data and/or documents to determine whether it is subject to any privilege, and, if so,

segregate that data/document.

4, The Wall Team will then turn over the remainder of the data and/or documents to
the FBI case agents involved in the prosecution who would review those data and/or documents

for evidence of the Subject Offenses, as outlined above.
5. All privileged materials and materials, including the Discovery Laptops, not

subject to seizure pursuant to this warrant will be returned to the FBI or MCC, as appropriate.
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T A

 EXHII
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AQ 106 (SDNY Rev. D1/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the .
SMAGS83Y7 |

Case No. S117 Gr. 548 (PAC)

Tn the Matter of the Search of

(Briefly descrihe the property fo be sedrched
or idéntify the person by name and address)

See Attachment A

vwku‘; ﬂ

APPLICATION FOR A SEARCH AND SEfZURE WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or proporty (identify e persan or deseribe the
property to be searched and give ifs focdtion):

located in the Southern District of New York , there is now concealed (idensify the

person or describi lhe properiy fo be seized):

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R, Crim, P. 41(c) is (check one or more).
@ evidence of a ctime; )
& contraband, fruits of crime, or other items illegally possessed;
(% property designed for use, infended for use, or used in comumitiing a crime;
[T a person fo be:arrested or a person who Is unlawfully vestrained.

The search is related to a violation of:

Code Section{s) - | Offense Description(s)
18 U.8.C. §§ 401; 793; 1030; Contempt of court; unlawiul disclosure of classified Information; unauthoerized computer
1343: 1503 1791: 2980 access; wire fraud; obstructich of justice; smuggiing contraband into prison; filegal acls
! ! ’ related fo child pornography.

The application is based on these facts:

. See Attached Affidavit and its Aftachment A

Ef Continued on the attached sheet,

o Delayed notice of 30 days (give exact ending date if more than 30 days: . )is requested
under 18 U.8.C. § 31034, the basis of whith isset forth on the attaehgi_i shegt, .

s |

‘. i ;gdfa'ﬁliqant'lv sigratyre,

Jeﬁfég"D'aﬁid Donaldson, FBI Spedial Agent
- S Printed pape toid title 1

i
o

tt

Swoin to before me and signed in myy preserice.

10/0s /o018 f oo
) > 14 2 g
Date: v ik . eSS ,-""55,?»1’;47;;;,

. . ' ’ Jriddge s sighdhve

City and] state: _New York, NY The Henorahle Paul A, Crotty;.U.5.D.J.
. Printed naime and title
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18MAG8377 1+

TUNITED STATES DISTRICT COURT"
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United : TO BE FILED UNDER SEAL
States of America for a Search Warrant for the : '

Premises Known and Described as 7 Scuth Unit, ! Agent Affidavit in Supporxt of
7 North Unit, Including the Cells Located In : Application for Search Warrant

Those Units, and the Education Department’s :
Law Library on the Second Floor, located in :
Metropolitan Correctional Centet, 150 Patk Row, :
New York, New York 10007, as well as Any :
Closed Containers/ftems Contained in  the :
Premises :

SOUTHERN DISTRICT CF NEW YORK) ss.:

JEFF D. DONALDSON, being duly sworh, deposes and says:

I. Imfroduction

A, Affiant
1. 1 am a Special Agent of the Federal Bureau of Investigation (“FBI”} assigned to the

New York Ficld Office, and have been employed by the FBI since 2010. T am currently assigned
fo a .Squad responsible for( counterespionage matters and have worked in the field of
counterintelligence from 2010 to pressat. In the course of my duties as a Special Agent, | am
responsible fof investigating offenses involving espionage and related violations of law, including
unauthotized retention, gathering, iransmitting or losing classified documents or materials;
unauthorized removal and retention of oldssified doeuments or materials; illegally acting in the
United States as a foreign agent; other national ssowrity offenses; and the making of fallse
statements. Asaresult of my involvement in -espi_onage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as iy training in
covntsintelligence operations, I am familiar with the tactics, methods, aud techniques of United

States persons who possess, or have possessed a United States Government security clearance and
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may choose to harm the United States by misusing their access fo classified information. I amglso
familiar, though my training and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information.

2. I make this Affidavit in support of an application pursyant to Rule 41 of the Federal
Rules of Criminal Procedure for a s¢cond wartant to scarcﬁ the premises specified below (the
“Subject Premises™ for the items and information described in Attachment A, This Affidavit is
Based ypon my pefsonal lmowledge; my review of documents and other evidence; my
conversations with c;ther law enforcement petsonnel; and my training, expérience and advice
received coneerning the use of computers in criminal activity and the forensic analysis of
electronically stored information (“BST). Because this Affidavit is being submitted for the limited
purpose of establishing probable cause, it does not include ail the facts that T have learned during
the course of my investigation, Where the contents of documents and the actions, §tatements,. and
eonversitions of others are reported hefein, they are reported in substance and in part, except where
otherwise indieated.

B.  The Subject Premises
3. The Subject Premises is particularly described as the 7 South Unit (“Unit-17), 7

North Unit £Unit-2”), including the cells located in those unifs, and the Education Depattment’s
law library on the second floor (the “Law Library,” together with “Unit-1" and “Unit-2,” the
“Subject Premises™) located in Metropolitan Correctional Center, 150 Park Row, New York, New

York 10007.

C.  The Subject Offenses
4. Forthe reasons detailed below, I believe that thete is probable cause that the Subject

Premises contain evidence, fruits, and instrumentalities of Title 18, United States Code, Sections

401 (contempt of court), 793 (unlawful disclosure of elassified information); 1030 (unauthorized

2
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computer access), 1343 (wire frand), 1503 (obstruction of justice), 1791 (smuggling contraband
into a federal detention facility) and 2252A (illegal acts related to child pomogl'aphyx aswell as
conspiracies and atlempts t6 violate these provisions and aiding and abett_ing these offenses, among
other statutes (the “Subject Gffenses™).

. Terminology

5. The term “computer,” as used berein, is defined as set forth in 18 U.S.C.
§ 1030(e)(1).
6. The terms “records,” “documents;” and “materials” include all information

recorded in any form, visual or oral, and by any means, whether in bandmade form (including, but
not Hmited to, writings, dra;wings, paintings), photographic form (including, but not limited to,
microfilm, microfiche, prints; slides, negatives, videotapes, motion pictures, photocopies) or
electrical, electronic or tagnetic form (including, but not limited to, tape recotdings, casseites,
compact discs, electronic. or magnetic storage devices such as floppy diskettes, hard disks, CD-
ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards’
(MMC's), memory sticks, optical discs, printer buffers, smatt cards, memory calculators, electronic
dialers, Bemnoulli drives, or electronic noiebooks, as well as digital dafa files and printonts or
readouts from any magnetic, electrical or electronic storage device), as well as the equipment
needed to record such information (including but not limited to cameras and video recording and
storage devices).

1L Probable Cause and Request to Search

A, Overview

7. As described in further detail below, through this application, the Government
seeks & warrant to search the Subject Premises for two iPhones ofie with IMEI 358763052665161

and one with IMEI 354444064445994 (the “Contraband iPhones™); a Samsung cellphone with
| 3
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TMET number 357073084445432 and/or Serial Number R58161 Q0JCD (the “Schulte Celiphone,”
together with theA Contraband iPhones, the “Contraband Cellphones™); and copies of cerfain
documents written by J pshua Adam Schulte (the “Schulte Documents™).! Schulte—who has It;een
indicted for; among other things, possession of child pornography and unlawfnl disclosure of
classified information-—and ancther inmate, Omar Amanat—who was convicted at trial of various
forms of frand, including securities fiaud—have been usipg the Contraband Cellphones that were
smuggled into the MCC to, among other things, fabricate evidence and disseminate information
that is either protected by a courb-entered proteoctive érder or that is classified.
B. Background on Amanat and Schulte’s Detention at the MCC

8. Based on my training and experience, my-parﬁcipation in this investigation, and

iy conveisations with other law enforcement agents and o;shers, and my review of reports prepared
. by others, including other FBI agents, I have learned, among other things, that:

a. Between in or about 2012 and Nove;'mber 2016, Schulte was emriployed by
tho Central Ttelligence Agency (the “CIA™). '

b, At the CIA, Schulte worked at a gpecific group (the “CIA Group”) that,
among other things, developed computer applications that the CIA used to gather intelligence.
abroad. -

c. As part of his work, Schulte daVeIopéd specialized skills in, ameng other
things, hacking computers and computer netwarks and secretly obtaining datakfmm‘computers and
somputer rigtworls,

d, Tu or about November ZO‘i 6, Schulte resigned from the CiA. Prior to his

resignation, Schulte had disclosed to other CIA employees that he was angty at what he perceived

! One of the Contraband iPhones was seized by the MCC on or about September 26, 2018.

4
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to be his mistreatment by CIA management in connection with a dispute Schulte had had with
another CIA employee.

e. Beginning on or about March 7, 2017 through in or about Nevember 2017,
the website wikileaks.org (“WikiLeaks"} pu_bﬁsheci information from the CTA Group at which
Schulte previously worked (_’_che “ILeak™). The Leak appears to be the largest unauthorized public
disclosure of CIA. information in the history of the agency.

f. én or about Augnst. 24, 2017, the FBI arrested Schulte for, among other
things, possession of child pornography, hased o, in patt, the FBI’s discovery of approximately
10,000 images of apparent child pornography on 4 personal desktop computer used by Schuite,

I8 Schulie was initially released on bail on or about September 15, 2017, over
tﬁf‘: Government’s objection. Schulte’s bail was revoked, however, in connection with his violation
of his bail conditions, in particular, restrictions on his use of compulers or the Internet. Schulte’s
actions inclade&, among other things, nsing an online networlk that allows for anonymous browsing
of the Internet. Schulte has been detained at the MCC since on or about December 14, 2017.

h On or about June 18, 2018, the Government filed a superseding indictment
that, in addition to containing the original child pornography charges, also charged Schulte with
violations of, among other stafutes, Title 18, United States Code, Sections 793 and 1030, in
connection with the Leak. -

i. The Government has produced to Schulte oertaﬁx search watrant affidavits
(the “Schulte Search Warrant Affidavits”) pursuant to 2 protective order entered by the Court on
or about September 18, 2017 (the “Schulte Protective Order”). Based on the tertms of the protective

order, Schulte and his defense feam were not permitted to disclose the Schulte Search Wartant
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Affidavits or the information contained in them to anyone not involved in the preparation of
Schulte’s defense.

9. Based on my training and expexience, my participation in this investigation, my
review of teports and other dosuments prepated by others, and my conversations with other law
enforcement agents and others, Including an FBI agent involved. in an carlier investigation and

prosecution of Amanat, I have learned, among other things, that:

a. ° On or about July 13, 2016, the Government filed a superseding indictment
charging Amanat with wire fraud, conspitacy to cormit wire fraud, aiding and abetting investment
advisor fiaud, and conspiracy to commit securities fraud.

b. i Amanat was arrested that day and released on baﬂ on or about July 22, 2016,

c. | On or abeut December 26, 2017, Amanat was convieted on all counis after
a jury trial before the Honorable Papl G. Gardephe.

d. Amanat has been detained at the MCC since on or about December 26, -

2017.

e Amanat is currently scheduled to be sentenced on or about Qctober 18, 2018
although that sentencing date may be adjouned because of requests by defense counsel for Amanat
and fis co-defendant, Kaleil Isaza Tuzman, for a Fatico hearing. Isaza Tuzman was also convioted

(5;;1 or about Decermber 26, 2017 and is currently-on bail pending sentenicing.

T Amanat’s brother and co-defendant, Iifan Amanat, is scheduled fo proceed
to trial before Judge Gardephe on October 22, 2018, op charges of wire fraud, conspiracy fo

commit wite fiaud, aiding and abetting investment advisor frand, and conspiracy to commit

securities fraud.
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10.  Based on my training and experience, my participation in this investigation, my
conversations with other law enforoement agents and oth;rs, and my review of reports and
recorded telephone conversations, I have learned, among other things, that:

a. Schulte and Amanat are cellrﬁate_s at the MCC, arid are housed in Unit-1 2
b. Duting recorded felephone conversations from the MCC,3 Schulte has
stated that he and Amanat are friends and that Schulie is he;Iping Amanat with a report that will

help to prove Amanat’s alleged innocence.

C. Schulte’s Violation of the Schulfe Protective Order and Disclosure of Classified
Information While at the MCC

11.  Based onmy training and experience, my conversations with other law enforcement
agents and (;ﬂlers, my participation in this investigation, and my review of repoits and recorded
conversations, I have learned, among other'things, that:

a. Tn or about Aprit 2018, in recorded calls from the MCC, Schulte diséu'ssed-"
with members of his family his desire to falk to members of the media about his case. Schulte also
indicated that he had written several docutments, which he called “articles,” that discussed his case
(the “Schulte Artieles”) and which he wanted to be disseminated to the media. Tt appears from the

calls that at least some of the Schulte Articles may have been provided 10 ofie or more metnbers

of the media, '
b. Tn or about April 2018, in a recorded call from the MCC, Schulte spoke with
an individual who éppeared to be a member of the media. During the call, Schulte discussed the

information centained in one of the Schulte Séarch Warrant Affidavits and why he felt that

2 1 undexstand that based on some of the conduct described in this Affidavit, MCC officials may
iove Schulte to another part of the MCC sa that he is no longer Améanat’s cellmate.

3 All conversations or documents referenced in this Affidavit are described in substance.and in
part. '
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information was inaccutats, When asked if the information he was discussing was classified,
Schulte responded that it was not classified, but that it was protected by the “protective arder.”
Nevertheless, Schulie continued to disclose information found in one of the Schulte Search
Warrant Affidavits,

C. On or about May 15, 2018, the Washington Post and the New York Times
published articles about Sehulte’s case, in which they indicated that their reporters had learmed of
information contained in at least one of the Schulte Search Warrant Affidavits.

d. On or about May 21, 2018, at the Government’s request, the Court held a
conferences to address Schulte’s violation of the Schulte Protective Order. During the hearing, the

Goveinment noted, among other things, that it had eviewed recordings of cafls Schulte had

participated in from the MCC.
e.  On or about Jone 20, 2018, at his én'ﬂignmeﬁt on the superseding
indietment, Schulie submitted a handwritten pro se bail motion to the Court (the “Pro Se Bail

£ The day after Schults submitted the Pro Se Bail Motion, the Government

Maoation,” toge

informed Schulte’s counsel that the Pro Se Bail Motion was undergoing a review by the CIA to

determine whether it coritained classified information.
B It appears that after the Governinent informed Schulte’s counsel about the
classification review, Schulte may have sent the Prc Se Bail Motion to an attorney and his parents.

h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Atticles, and

has defermined that the Pro Se Bail Motion and &t least one of the Schulte Articles contain

clagsified information.

1 The Schulte Documents are jore pattionlarly described in Attachment Ap an / inc égé

; Q
Cm/t/ ‘?"A!te S'C,A g/lrh(/&g, X

A
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D. Amanat’s Fabrication of Evidence During His Trial
12.  Based on my training and experience, my patticipation in this investigation, and
my conversations with other law enforcement agents and others, including an FBI agent involved
in a prior investigation and prosecution of Amanat, I have learned, among other things, the
following:
a. During his frial, Amanaf soﬁght to introduce, among other things, .

approximately five emails (the «Amanat Fabricated Bmails™), four of which were admitted initially

several in redacted form.

b.  Inresponse, during two hearings held eutside the presence of the jury as
well ag in a rebuttal case before the jury, the Government submitted evidence showing that the
Amanat Fabricated Emails had been faked by Amanat, iﬁcluding, among other things:

i Evidence of discrepancies in header information, including time

stamps associated with the Amanat Fabricated Emails-and other emails introduced at trial.
ii. Fvidence that certain of the Amanat Fabricated Emails were not

Found in. certain email accounts or on efectronic media uged by the purported recipients of the

emails.

iii. Evidence that the Amagat Fabricated Ermalls were inconsistent with

other contemporaneous and inculpatory communications Involving Amanat.

iv. An email communication between Amanat and his brother and co-
dafendant_, Trfan Amanat, concerping how to delste emails from 2 certain email account,

V. Rxpert testimony from an experienced TPI Special Agent assigned
to a cyber squad that four of the five Amanat Tabricated Emails were fake and/or wete not sent on
the date and time on which they appeared to have been sent.

c. As noted above, Amanat was convicted by the jury of all counts,

g -
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. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC
13. I have participated in an interview of an inmate at the MCC who was housed in

Unit-1 with Amanat and Schulte until recently-(the- “C8™).3 VDuritig that interview, the CS xeported
that, among other things: .

a. For the ijast several months, the CS has been paid by Amanat to store and.
charge the Contraband Cellphones.

b, The Contraband Csilphbneé were smuggled into the MCC and protected
from detection through a network of vistiors to the facility, inmates, and correctional officers.

c. For a time, the €S was tasked with storing and charging the Contraband
Celiptiones in the CS’s cell. During that time-period, the CS alsc; knew the passwords for tﬁe
devices.

d.  Atsome point, Schultc decided that he no Jonges wanted the CS to know

the password for the Schulte Cellphone ot fo store it. Since around that time, the Schulte Cellphone

has been stored in other inmates’ cells.
e. Schulte told the CS that Schulte had implemented certain secutity protocols
with respect to the Schulte Cellphone, such as changing the cellphone’s unique device identifier

and enabling a fimetion by which all the data on the Schulte Celiphone would be deleted if

someone other than Schulte tried to accoss the ﬁhone.

f. Priorto Schulte’s retrieval of the Schulte Cellphone, the CS would regulatly

take screenshots of messages and recorded videos involving the Contraband Cellphopes. The GS

5The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hope
of receiving a more lenient sentence and potentially immigration benefits. As described in this
Affidavit, the CS’s information has been at least partly corroborated by, among other things, 2
seizure of at least one cofitraband cellphone,

0
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subsequently stored those screerishots in an email account the CS created (the “CS Account™).
Based on these messages and the CS’s conversations with Schulte and Ameanat, the CS understood
that, among other things:

i Schulte and Aaﬁanat were using the Contraband Cellphones in
connection with the creation of some sort of rep ortthat would be submitted to Amanat’s sentencing
judge (Judge Gardephs) to show that the Amanat Fabricated Emails weye allegedly real.

i, The CS also recalled a corhmunication over at least one of the
Contraband Cellphones relating fo “{aylt 7,” which is the name used by Wikil.eaks for the Leak.
2. Amanat and Schulte also discnssed their need to have the Confraband
Cellphones with them when they accessed discovery at the Law Library.

h. . Puring the interview, the C8 consented to the search of the CS Account,

and provided not only the name of the CS Account, but also the password for if.

14, Based on my participation in this investigation, conversations with other
participants in the investigation; and my review of reports prepared during the investigation, [ have
learned, among other things, that:

Unit-1 and Unit-2 are on. the satie floor of the MCC and are comnected by

4.

a corridor.

b. Although inmates from the two units are prohibited from interacting with

each other in the corridor between Unit-1 and Unit-2, inmates are, at times, able to meet briefly in

that space.
c, On ot about on of about September 26, 9018, MCC officials recovered one

of the Contraband iPhonés from Unit-1. It does not appear, however, that the other Confraband

Cellphones have been recovered by MCC afficials yet.

11
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d. The search for the other Contraband Cellphones is ongoing, and has

included, among other things, searching rmuttiple cells in Unit-1, including Schulte and Amanat’s

cell, and cells in proximity to thetr cell.

¥, Evidence of Schulie’s and Amanat’s Tllegal Activity Using the Contraband
1 Cellphones

15. Based on my review of the CS Actount, my participation. in this ﬁvestigaﬁon,
conversations with other participants in the investigation, and my review of reports prepared
during the investigation, I have learned, among other things, that;

a, The CS Account contains approximately 450 electronic files (including

videos and photographs) of the Contraband Cellphones. These files inchide, among other things,

video recordings of Schulte and Amanat using the Contraband Cellphones and scteenshots (or

jmages) of communications received and/or sent using the. Contraband Cellphones in connection
with Schulte’s and Amanat’s intended fabrication of evidence and/or dissemination of materials

protected by the Protective Order ot that appear classified; including the Schulte Documenis.

b. Below are several still images taken from videos retrieved from the CS

t that show Schulte and Amanat using the Contraband, Cellphones in the MCC:

Acconn
Video 1 (Image 1)

12
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c. Below are images from the CS AGCOU,I;I reflecting communications using
the Contraband Cellphones:

L The image below from one of the Contraband Cellphones appears

ta be a draft report prepared by Schulte and Amanat related o the fabricated emails from Amanat’s

trial.

Onwiiar Amana ‘1/29/2018"

- By: Joshus Sehiilte

I: Introdiction
thc Tounder and CEG of my own ccmsultm

I was ccmtacted and hired dlreclly iy ¢

Amianat fo pmwde an experf. seport it
zmail, et a1

15
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il The image below from one of the Contraband Cellphones appears

cles:

desotibing an excerpt from one of the Schulte Arti

:

to be an email

16
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' iil. The image below Is a sereenshot of what appeats to be an email sent

over one of the Contraband Cellphones. “protonmail” is an encrypted email service based abroad,

information contained in

and the file “Schulte Ha... Notes.pdf” dppeats to be a reference to the

the Pro Se Bail Motion.

17
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iv The image below is a screonshot of one of the Contraband

Cellphones that depicts certain applicétions that have been dowhloaded to the phone, including

“Sepure Delets” and “IShredder’™

SAMSUNG

18
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G. Probable Cause Justifying Search of ESL
16. Based or the foregoing, and based on my 4raining and experience, 1 know that
Amanat and Schulte have used (or are using) the Contraband Cellphones fo, among other things,

create documents and communicate with others outside the MCC. Moreover, like individuals

engaged in any other kind of activity, individuals who engage in $he Subject Offenses store fecords
relating to their illegal activity and to persons involved with them in that activity on electronic
devices such as the Contraband Cellphones. Such recotds can include; for example logs of online
“shats” with co-conspirators; email correspondence; contact informatién of co-conspirators,
including telephone aumbers, email addresses, and sdentifiers for instant messaging and social

médial accounts; stolen financial and personal identification data, including bank account

numbess, credit card numbers, and names, addresses, telephone mumbers, and social seoutity

pumbers of other individuals; and/or records of illegal transactions using stolen financial and

personal identification data. Individuals engaged in. criminal activity ofien store such records in
arder to, among other things, (1) keep track of co—c_onspirators; contact information; (2) keep a
record of illggal transactions for future reference; (3) keep an accounting of illegal procgeds for
purposes of, among other things, dividing those proceeds with co—copspixators; and (4) store stolen
data for future exploitation.

17.  As a result, there is probable cause fo belisve that the Contraband Cellphones
contain some ot all of the following:
EN The phone mumbets agsociated with the Contraband Cellphones, as well as.

call log information of phone numbers of incoming and outgoing, and missed of unanswered calls

to and from the Contraband Cellphones;

b, Address books and contagt lsts stored on the Contraband Cellphones or its

memory card(s);
19
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c. Voicemail messages, opened ot unopened, related to the Subject Offenses;

d. Bvidence concerning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e. Evidence concerning the identity andfor location of the individual(s)

involved in the commission of the Subject Offenses;

f Evidence of comimunications among, 0r concering, pearticipants in or

witnesses to the commission of the Subject Offenses;
g. Contact information of co-conspirators and witnesses to the commission of

the Subject Offenses, mcluding telephone numbers, eimail addresses, and identifiers for mstant

messaging and social media accounts;
“h. Texi, data, “chats,” MMS (“Multimedia Messaging Service™) messages,
SMS (“Short Message Scrviee”) messages, FaceTime messages, and e-mail messages, any

attachments to those messages, such as digital photographs and videos, and any associated

suformation, such as the phone nomber or e-mail address from which the message was sent,

pertaining to the Subject Offenses;
i Digital photographs and videos related fo the Subjectl Qffenses;
j- Brawsing history, websites visited, an& ternet searches conducted on the
Contraband Cellphones related to the Subject Offenses,

18, Based on my training and experience, 1 also know that, whete computers are uged

in furtheranee of criminal activity, evidence ofthe eriminal activity can often be found months or

gven years after it ocomTed. This is-typlcally true because:

¢ Electrotic files can be stored ona hard drive for years at little or no cost and uscrs thus
have Jittle incentive to delefe data that tmay be useful to consult in the future.

26

JAS_021304




Case 1:17-cr-00548-PAC Document 98-9 Filed 06/18/19 Page 38 of 55

o Even when a user does choose to delote data, the data can often be recovered months
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead Temains
on the hard drive, in “slack space,” until it is overwritten by new daia that cannot be
stored elsewhere on the computet, Similatly, files that have been viewed on the Internet
are generally downloaded into a temporary liternet directory or “cache,” which is only
overwritien as the “cache” fills up and is replaced with more recently viewed Internet
pages. Thus, the abilify to retrieve from a hard drive or other elecironic storage media
depends less on when the file was oreated or viewed than on a partioular user’s
opetating system, storage capacity, and comiptiter habits.

o Tn the event that a user changes computers, the user will typically transfer files from
the old computer to the new computer, 5o as not to lose data. In addition, users-often
kecp backupi of their dafa on clectronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives.

19,  Based onthe foregoing, I respectfully submit there is probable cause 10 beligve that
Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity
is likely to be found in the Subject Premises and on thie Contraband Cellphones.

L. Procedures for Searching EST
A, Exem;ﬁon of Warrant for ESI
90.  Federal Rule of Criminal Procedure 41(£)(2)(B) provides that a wagrant to search
for and seize property “may authorize the seizure of electronic storage media of the seizure Ot

copying of electronically stored information . . . for later review.” Consistent with Rule 41, this

application requests authorization to seize auy computer devices and storage media and transport

them to an appropriate law enforcement facility for review. This isty pically necessary for a nuntber

of reasons:

e First, the volume.of data ot computer devices and storage media is often impractical
for law ohiorcement personnel to review in its entirety at the search location.

s Second, because computer data i particularly vulnerable to inadvertent or intentional
modification or destruotion, computer devices are ideally examined in & controlled
ervironment, such as a law enforcement laboratory, whete trained personnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed i 8 manner fhat does not change the inderlying data.

21

JAS_021305




Case 1:17-cr-00548-PAC Document 98-9 Filed 06/18/19 Page 39 of 55

o Thixd, there are so many types of computer hardware and software in use today that it
can be impossible to bring to the seatch site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
naderlying cormputer data.

s Fourth, many factors can complicate and prolong recovery of data from a copputer
device, including the increasingly common use of passwords, encryption, or ather
features or configurations designed to protect or conceal data on the computer, which
often take considerable time and rgsources for forensic persontel to detect and resolve.

B. Review of BSE

91. Following seizure of any celiphones and/or the creation of forensic image copies,

law enforcement personnel (who may include, in addition to law enforcement officers and agents,

attorneys for the government, alforney suppott staff, agency personnel assisting the government in

this investigation, and outside fechnical experts under government couirol) will review the ESI

contained therein for information responsive to the warrant.
22.  In conducting this review, law enforcement personnel may use various techniques

10 détermirie which files or other ESY contain evidence or ftuits of the Subject Offenses. Such

techniques may include, for example:

s surveying directories or folders _é,r;d the individual files they contain (analogbus to
looking at the outside of a file cabinet fot the marlings it contains and opening a drawer

believed to contain pertinent files);

@ conducting a file-by-file review by “opening” of reading the first fow “pages” of such
files in order to determine their precise conteits (analogous to performing a CuLsory
examination of each document in a file cabinet to determine its relévance);

o “spanning” storage areas fo discover and possibly recover recently deleted data of
deliberately hidden files; and

o performing eleefronic keyword searches throngh all electronic ‘storage areas 1o
determine the existence and location of data potentially related to the subject matter of

the investigation®; and

[
6 Reyword searches alone are typically inadequate to detect all relevant data. For one thing,

keyword searches work only for text data, yet many types of files, such as images and videos, do
not store data as searchable text, Moreover, even as to fexi data, there may be tnformation propesly

22
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s reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whiom the gomaputet was used.

23, TLaw enforcement personnel will make reasonablo efforts to restrict their search 1o
data falling within the categories of evidence specified in the warrant. Depending on the
circumstances, however, law enforcement personne] may need to conduet & complete review of all

the FSI from seized devices or storage media to evaluate its contents and fo locate all data

responsive to the watrant,

. Return of EST

94,  [f the Government determines that the electronic devices ate no lorger necessary
to retrieve and preserve the data, and the devices themselves ate not subject to seizure pursuant to
Federal Rule of Criminal Procedure #1(c), the Government will retuen these items, upon 1eguest.

Computer data that is encrypted or unreadable will not be returned unless law enforeement

personnel hiave determined that the data is not (3) an instrumentality of the offense, (ii) a frujt of
tho criminal activity, (iif) contraband, {iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

subject to seizure but that is not captured by a keyword search becanse the information does not
contain the keywords being searched.

23
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IV. Conclusion and Ancillary Provisions

25, Based on the foregoing, Irespectfully request the court to jssue a warrant to search

and soize the items and information specified in Attachment A to this Affidavit and to

and Seizure Watrant. .

26.  Tn light of the confidential nature of the confinuing investigation,

request that this Affidavit be maintained under seal until the Court orders ofherwise.

DN

JEFE,D, DONALDSON
Special Agent
Federal Bureau of Investlgatmﬂ

Sworn to beforeé me oiy 7
this st C?ay of October 2018 - e e
" . '.

f Laﬁ/},f&ﬁz& Lo
TG TIONORABLE PAUL A. CRO I“W -

UNITED STATES DISTRICT JUDGE, "
SOUTHERN DISTRICT OF NEW YOT:‘(K

24
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Aitachment A

L Premises to be Searched—Subject Premises

The premises to be searched (the “Subject Premises™) is described as follows:, and includes

all locked and closed containors found thersin:

Theé Subject Premises is particulatly described as the 7 South Unit, 7 North Unit, including
the eells located in those units, and the Hducation Depattment’s law library on the second
floor of the building, located in Matropalitan Correctional Center, 150 Parle Row, New

York, New York 10007.
L TExeccution of the Warrant
Law enforcement agents are permitted to exectte the search warrant at ariy time in the day

ot night, Upon the execution of this warrant, notice will be provided at or as soon as possible after

the execution of the search.
00  Yiems to Be Searched and Seized

A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be searched and/or seized from the Subject Premises inelude the following
gvidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code, Section 793 (unlawful disclostie of classified information); .

Title 18, United States Code, Section 1030 (unauthorized computet access), Title 18, United States
Code, Secfion 1343 (wite fraud), Title 18, United States Code, Section 1503 (obstruction of
justice), Title 18, United States Code, Section 1791 (stouggling contraband info 2 federal defention
facility) and Title 18, United States Code, Section 99524 (illegal .acts refated to child

- pornography); as well a;s conspitacies and attempts to vioiate these provisions and aiding and

abetting these offenses, among other statutes (the “Subject Offenses”-):

{ A Samsung cellphope with IMEI 357073084445432 and/or Serial Number

R58J61Q0TCD (the “Schulte Cellphons™).
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2. An iPhone celphone with TMEL 358793052665161 (“iPhone-17);
3. An iPhone cellphons with TMEI 354444064445994 (“iPhone-2,” together with

iPhone-1 and the Schulte Cellphone, the “Contraband Cellphones”)

4. Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communications with, any co-
conspirators.
6. Ay and all notes, documents, records, correspondencs, or materials, in any fotmat

and medium (including, but not limited to, envelopes, letters, papers, o-mail messages, chat logs
and electropic messages, other digital data files and web cache information, and handwritien
notes), pertaining to the unauﬂiori;ed retention, gathering, and transmission of classified
documents or materials, and the unauthorized removal atd retention of ciassifie;d documents or

materials, and, in particular, the documents bearing the following titles or descriptions:

8. Article 1: “Presumption of Innocence: A petition for redress of grievances”
b. Article 2: “Presumption of Tnnocence: A Iossls of citizenship”

s Article 3: “Presumption of Innocence: Do you want to play a game”

d. Article 4: “Presumption of Innocence: Detention is not punishment™

e. Article 5¢ “Presumption of Innocence! Innovent until proven Wedlthy”

L. Axticle 6: “Presumption of Inpocence: Canyou a'ffcsrd to be accused?”

e Article 7; “Presumption of Innocence: A proposed solution”

h. Auticle 8: “Presumption of Innocence: Origins”

i Article 9: ¢ . . unalicnable Rights, that among these are Life, Liberty and

the pursuit of Happiness™
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7. Tvidence of the Subject Offenses on the Coniraband Cellphones, incloding:

a. The phone pumbers associated with the Contraband Cellphones, as well as
call log infotmation of phone numbers of ncoming and outgoing, and migsed or unanswered calls
1o and from the Conttaband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or s
memory card(s); ‘

c. _Voicemail messages, opened or m}opened_, jelated to the Subject Offenses;

d. Eﬁfidence concorning the identity or location of the ownez(s) of user(s) of
the Confraband Collphones; .

€. Fvidence COﬁceming the idemtity and/or location of the mdividual(s)
involved in the commission of the Subject Offehses;

£ Evidence of comimunications among, or coneetning, participants i or

witnesses to the commission of the Subject Offenses;
E. Contact information of co-conspirators and witnesses to the commission of

the Subject Offenses, including telephene numbers, email addresses, and identifiers for instant
messaging and social media abcounts;

h. Text, data, “chats,” MMS (“Muliimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, Facelime messages, and e-mail messages, any
attachments to thoss messages, such as digital photographs and videos, and any associated
information, such as the phone numbes of o-mail address from which the message was sent,
pertaining to the Subject Offenses;

i, Digital photographs and videos related to the Subject Offenses;
3
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iB Browsing history, websites visited, and infernet searches conducted on the
Contraband Cellphones related to the VSubject Offenses.

8. 1 law enforeement personnel seize the Coz;trgband Cellphones, the personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution of the watrant. If, after such a search has been conducted, it ié defermhaed that a
campﬁter or device confains any data listed in patagraphs 2 and 3, the Government _Will retain the
computer or device. Ifit is determined that the. computer(s) or device(s) are no longet necessary
.to retrieve and preserve the data, gnd the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b), such imaterials and/ér equipnient will be retutned within a reasonable
time. In any event, such materials and/or equipment shall be retuned no later than 60 days from
the execution of this warrant, unless further appiication is made to the Couut.

B. Search and Seizure of Electronically Stored Information

The ifems to be searched and seized from the Subject Premises also include any celiphones
that may contain any electronically stored information falling within the categories set forth in
Section TILA of this Attachment above, -including, but not limited to, desktop and laptop
computers, disk drives, modems, thandb drives, personal digital assistants, spart phones, digital
cameras, and scanmers. The jtems to bo searched and seized from the Subject Premiscs also
include: |

L Any items: or records needeé to asccess the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices; or records of login credentials, passwords, private encryption keys, or similar inforimation.
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2. Any items ot records that may facilitate a forensic examination of the computer
devices or storage media, inoluding any hardware of softwareé manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3, Auny evidence concerning the persons with access ta, control over, ot ownership of
the seized or copied computer devices or storage media.

C.  Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcemient personnél (including, in addition to law enforcement
officers and agents, and depending on the nature of the BSI and the status of the investigation and
related proceedings, attorneys for the governinent; atforney support staff, agency petsonmel
agsisting tile government in this investigation, and outside technical experts under government
confrol) are authorized to review the ESI contained therein for information responsive to the

wartant,

Tn conducting this review, law enforcement personnel may. use various techniques,

including but not limited to:

s surveying various file “directories” and the indiv';dual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few "mages" of such files in order to determine
their precise contents;

s+ scanning storage areas to discover and possibly recover recehtly deleted files;

«  scanning storage areas for deliberately hidden files;
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e performing key word searches throngh all electronic storage areas to determine whether
occurrences of language contained in such storage ateas exist that are intimately related
{0 the subject matter of the investigation; and

e making reasonable efforts to utilize computer search methodology to search only for
ﬁles; documents, or other electrohically stoved information within the categotries

identified in this Attachment.
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AQ 93 (SDNY Rev. 01/17) Scarch and Seizure Warant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

T8 MAG 8377 .

Case No. §117 Cr. 648 (PAC)

fn the Matter of the Search of

(Biigfly dascribe the properly to be searched
o identify the pevson by rame and addiess)

See Attachment A

N Nl N S N

SEARCH AND SEIZURE WARRANT

To:  Any aulhorized law enforcement officer

for the government requests the search

An application by a faderal law enforcement officer or an attorney
District of New York

of the following person or property located in the Southern
(identify the person or describe the property t0 be searched and give #s locaflon):

See Attachment A

The person or property to be searched, described above, is believed to conceal (ident}f: the persor o describe the property

to be seized):

See Attachment A

The search and seizure ate related to violation(s) of @inert statutory citations):

793 (uniawiul dlsclosure of elassiied Informationy; 1030 {unauthorized computer access), 1343
traband into a faderal defention facily) and 2252A (illegal acts related {o child pomography}

establish probable cause to search and seize the person or

Tiele 18, Uniled States Cade, Sections 401 {contempt of court),
{wire fraud), 1603 {obstruction of justice}, 1781 [smuggling cen

I find that the affidavit(s), or any recorded testimony,

property. i ,
YOU ARE COMMANDED to execute this warrant on or before October 15, 2018
{not io exceed 14 days)
o at any time in the day or might as T find reasonable cause has been
established.

Unless delayed notice is authorized below, you must give a copy of the w
taken to the person from whom, or from whose premises, the property was taken,
place where the propoity was taken. o
) The officer executirig this warraiit, or an officer present during the execution of the Waﬂ'ah’; Tmust prepare an
inventory as tequired by law and promptly rettirn this warrant arid inventory to e Clérk-éf the Cowt. e
" gf Upon its teturn, this warrant and inventory should be filed undet seal by the Clerk of the Court.. &>
R DT ST Iitials

{1 inthe daytime 6:00 asm, to 10 pm.

arrant and a receipt for the property
or feave the copy and receipt at the

4 Lt " N ." ‘_.'" . A
U8, C. § 3705 (except for delay

Eﬁ 1 find that immediate notification may have au adverse result listed in vlri%
property, will be

of trial), and authorize the officer exccuting this warrant to delay notice to the pexson whe, o whoge

searched or seized (check the appropriate box) @or 30 days (not to exceed 30). T

{Tuntil, the facts justifying, the later spég}i{_lrs ‘riéte of - L a

Gy

Jikige's signature

Date and time issued: wﬁ%ﬂ-, Laty
@ [pen

City and state: ~_New York, NY

The Honorable Paul A, Giotty, UJ8.0.J,
Printed name and tifle
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AO93 (SDNY Rev. 01/17) Searoh and Seizure Warrart (Pag 2)

Return

Case No.: Date and time wartant executed: Copy of wattant and inventory left with:

3117 Cr. 548 (PAC)
Taventory made In the prosence of :

Toventary of the property taken and nanie of any person(s) seized:

Certificafion

1 declare under penalty of pegjury that this inventory is cortect.and was returned along with the original warrant

o the Court.

Date:

Execiiting offfcer’s signature

Printed narie and iile
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Attachment A
I Premises to he Searched—Subject Premises
The promises to be searched (the “Subject Prémises™) is described as follows, and includes
o] Tocked and closed containers found therein:
The-Subjéct Premises is particulatly described as the 7 South Unit, 7 North Unt, including
the cells located in those units, and the Education Department’s lay library on the second
floor of the building, located in Metropolitan Correctionial Center, 150 Pak Row, New
York, New York 10007.
IL Execution of the Warraif
Law enforcement agonts are permitted fo execute the search warrant at any time in the day

of pight. Upon the execution of this warrant, notice will be provided at or as.soon as possible after

the-execution of the séarch.
OI.  Tiems to Be Searcl?éd ,and"Seized

A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The jtems to be searched and/ox seéized from the Subject Premises include the fOiIawing_
evidenoe, fruits, and instrumentalities of: Title: lé, Uiited States Code, Seotions 401 (contenpt of
coutt); Ti,tie 18, United States Code, Section 793 (unlawful diselosure of classified information);
Tifl 18, United States Code, Section 1030 funsuthorized computer access), Title 18, Uraiteﬁ, States
Code, Section 1343 (wire, fraud), Title 18, Tlnited States Code, Section 1503 (dbstruction of
justice), Title 18, United States Codg, Section 1791 ‘(g;muggling contraband into & federal detention
facility) and Title 18, Tnited States Code, Seciion 2252A (iltegal acts related to child
pgfnography); as well as congpiracies and attempts to violate these provisions and —a;id'ing and
abetting these offenseés, among other statutes (the *“Subject Offenses”): 2

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58I61Q0ICD (the “Schulte Cellphone™):
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2. An iPhone cellphotie with IMEL 158793052665161 (“iPhone-~17);
3, An {Phone cellphone with IMEL 3544440644459%4 (“iPhone-2,” together with
~ {Phone-1 and the Schnlte Cellphone, the “Contraband Celiphones™}.

4, Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concering the identity or location of, and communications with, any ¢o=
conspirators,
6. Any and all notes, documents, recotds, corresponderice, or naterials, in any format

and mediur (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and électroni‘c messages, gther cﬁgi’tél dafa files and web cache informaﬁdﬂ, and handwritten
notes), portaining to the unauthorized retention, gathering, and tranemission of classified
documents or materials, and the unauthotized removal and retention of classified documents or
matériaié,- and, in particulat; the decuments bearing the following titles or desgripticas:

a  Atticle 1: “Presumption of Tnniocence: A petition for redress of grisvances™

b, Artiele 2: “Presumpition of .I‘n'no‘cence: A loss of citizenship”

o.  Asdicle 3: “Presuinption of Tnnotence: Do you want to play a game”

d. | Axticle 4 “Presumptioni of Innocence: Detention 3 not punishment”

e.  Article5: “Presumption of Innocenice: Innocent until proven Wealthy”

f. Artiole 6¢ “Presumption of Innccence: Can you afford to be acoused?”

g Article 7; “Presumption of Tnnocence: A proposed solution”

h Astiole 8; “Presumption of Janocsnee; Origins” |

i Article 9: *. . . unalienable Rights, that among these are Life, Liberty and

the pursuit of Happitiess”
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e ' e A
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Y |

7. Rvidence of the Subject Offenses on the Contraband Cellphones, including:

a. Thie phone numbets associated with the Contraband Cellphones, as welf as
call log information of phone aumbers of incoming and outgoing, and missed or unanswered calls
1o and from thé'Contraband Celiphones;

b. Address books and contact lists stored on the Contraband Cellphones ot its
metiory card(s); |

c. Voicemail messages, opened or unopened related to the Subject Offenses;

d. Evidence concerning the identity or focation of the o;vne1'(s) or user(s) of
the Contraband Cellphones;

e. Evidence concerning the identity andfor location of the individual(s)
involved in the conmmission Qf the Subject Offensesj

f. Hyidence of communications among, or concerning, participants in ot
withesses to the commission of the Subject Offenses;

g, Contact information of co-cohspivators and witnesses to the commission oii
the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social media acoournts;

h. Text, data, “chas,” MMS (“Multimedid Messaging Service”) messages,
SMS (“Short Message Service™) messages, FaceTime message:;, and v-mail messages, any
attachments to thosé rhessages, such as digital photographs and videos, and any assoviated
information, such as the phone numbet of e-mail address from which the message Waé sent,
portaining to the Subject Offenses;

i Digital photographs and videos related to the Subject Offenses;
3
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}- Browsing history, websites visited, and internet searches conducted on the
Contraband Cellphenes related to the Subject Offenses.
8. If Jaw enforcement personnel seize the Contraband Cellphones, the personne] will

soarch the deviee within a reasonable amount of time, not to exceed 60 days from, the date of

execution of th.e wartant, If, after such a search has been conducted, it is determined that a
computer or device contains any data listed in paragraphs 2.and 3, the Government will retain the
computer ot device. Ifit is determined that the computer(s) or device(s) are no loiget necessary
to refricve and preserve the data, and the jterns are fiot subject to seizure pursuant to Fedeial Rule

of Criminal Proceduie 41(b), such materials and/ot eqﬁipment will be returned withina reasonable

time. Tn any event, such materials and/or equipment shall be returiied no later than 60 days from

the execution of this warrant, unless further application is made to the Court.

B.  Search and Seizure of Electronically Stored Tnformation '

The items to be searched and seized from the Subject Premises also inelude any cellphones
that may contain any electronically stored information falling, within the categories set forth in
Section TILA of this .Attach‘ment above, including, but not limited to, desktop and laptop
cornputers, disk dﬁves, modems, thumb dtives, personal digital assistants, sraart phohes, digital
careras, and soannets. The items 1o be searched and seized from the Subject 'le'fsmises also
mclude: |

L. Any items or records ﬂeadea to access the data storeéron any seized or copied

computer devices or storage miedia, including but not limited to any ‘physical keys, encryption

devices, or recerds of login credentials; passwords, pﬂx‘ra’ze e‘z’icr‘ypﬁcn keys, ot similat information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information

- conoerning the configuration of the seized ar copied computer devices or storage media.

3. Any evidence concerning the persons with aceess to, contro] ovet, or ownership of

the seized or copied computer devices or storage media.

C. Review of ESIT

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (ncluding, in addition fo law enforcement
officers and agénts, and depending on the nature of the ESI and the status of the investipation and
rélated proceedings, éttomeys for the government, atforney Support staff, agency personnel
the government in this investigation, and outside technical experts under govermment

assisting

control) are authorized to review the ESI contained therein for information responsive to the

warrant.
In conducting this review, law enforcethent personnel may use various techniques,
including but not limited to: |
« surveying vatious file “directories” and the individual files they contain (analogous to '
looking it the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files); |
e opening or cursorily reading the first fow "pages™ of such files in order {o determine
their precise contents;

¢ scanning storage areas to discover and possibly tecover recently deloted files;

e  scanning storagé areas for deliberately hidden files;
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o performing key word searches through all electronic storage areas to determine whether
ocouirences of language contained in such storage areas exist that are fntimately telated
to the subject matter of the investigation; and

o making reasonable efforts to utilize computei search methodology to search only for
files, documents, or ofher electronically stored information within the categories

identified in this Attachment.
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AQ93 {SDNY Rev. 01/17) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

(Briefly describe the properiy to be searched

or identify the person by name and address) Case No. S117 Cr. 548 (PAC)

See Aftachment A

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern Distriet of New York
(identify the person or describe the property to be searched and give its location):

See Attachment A

The person o1 property to be searched, described above, is believed to conceal (identify the person or describe the property
o be seized).

See Attachment A

The search and seizure are related to violation(s) of (imsert statutory citations):

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 1343
{wire fraud), 1503 {obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (fHlegal acts related to child pornography)

I find that the afﬁdavit(s}, or any recorded testimony, establish probable cause fo search and seize the person or

propexty.

YOU ARE COMMANDED to execute this warrant on ot before October 30, 2018

(not to exceed 14 days)
O inthe daytime 6:00 am. to 10 p.m. of at any time in the day or night as T find reasonable cause has been
established.
Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property .
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the

place where the property was taken.

The officer executing this warrant, or an officer present during the exccution of the warrant, must prepare an

inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.
# Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Court. S

USMT Initials

o 1 find that immediate notification may have an adverse result listed in 18 U.S.C: § 27(}0 (excepf for delay
of trial), and authorize the officer executing this warrant to delay notice to the pefson ¥ who 01 \nhose pl opf,rty, will be

]
v

searched or seized (check the appropriate box) #for 30 <Y days (nor to exceed 30). [ -

'

Tuntil, the facts justifying, the later, s.pcmﬁc date of

o 18{ltfuir mﬁf 5",
—L

Date and time issued: o L

:

JLdge s vzgna,.‘we

!

City and state: ~ New York, NY The Honorable Paul ,A Crc:tty L
Printed natne gnd tu‘:’e G
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A0 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Page 2}

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

51 17 Cr. 548 (PAC)
Inventory made in the presence of :

Inventory of the property taken and name of any petson(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and title
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Attachment A
L Identification of the Discovery Laptops Be Searched

The Discovery Laptops include two laptops (the “FBI Laptop;’ and the “MCC Laptop™).

The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop is
currently located at the FBI’s New York Field Office, 26 ¥ ederal Plaza, New York, New York.

The MCC Laptop is én HP EliteBook 8460p with serial number S/N MXL1440Y1. The
MCC Laptop is currently located af the MCC, 150 Park Row, New York, New York.

II. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the seatch,

III.  Ytems to Be Searched and Seized
A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

Pursuant to the process described below, the Discovery Laptops may be searched to
determine whether any hidden storage locations (the “Covert Partitions™) were created or used on
the Discow;ery Laptops. The Discovery Laptops, including the Covert Partitions, may be
searched for the seizure of the following evidence, fruits, and instrumentalitics of: Title 18, United
States Code, Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful
disclosure of classified information); Title 18, United States Code, Section 1030 (unauthorized
computer access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18,
United States Code, Section 1791 (smuggling contraband into a federal detention facility), and
Title 18, United States Code, Section 2252A (illegal acts related to child pornography); as well as

conspiracies and attempts to violate these provisions and aiding and abetting these offenses (the

“Subject Offenses™): =
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a. Evidence of the creation, existence, and/or use of Covert Partitions;

b. Lvidence of the identity(ies) of the user(s) of the Covert Partitions,
encrypted email accounts (the “Encrypted Accounts”), and cellphones being used by Joshua Adam
Schulte, Omar Amanat, and others at the MCC (the “Contraband Cellphones™), as well as other
coconspirators in contact with the Contraband Cellphones and/or Encrypted Accounts;

c. Evidence relating to the geolocation of the users of the Covert Partitions,
the Encrypted Accounts, and/or Contraband Cellphones at times relevant to the Subject Offenses;

d. Evidence relating to the participation in the Subject Offcnses by Schulte,
Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband
Cellphones; | |

e. Evidence concerning financial institutions and transactions used by the

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in furtherance

of the Subject Offenses;
f. Communications evidencing crimes, including the Subject Offenses;
© g Evidence of and relating to computers or other online accounts and facilities

(such as additional email addresses) controlled or maintained by the user(s) of the Covert
Partitions, Encrypted Accounts, and/or Contraband Cellphones; and

h. Passwords or other information needed to access any such computers,
accounts, or facilities.

B. Wall Search Procedures

L. The Discovery Laptops will first be reviewed by law enforcement agents and
prosecutors who are not part of the prosecution team {the “Wall Team™) to identify any Covert

Partitions or evidence of the creation, existence, or use of any Covert Partitions.
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2. If the Wall Team does not identify any Covert Partitions being used to store data
and/or documents or evidence of the creation, existence, or use of any such Covert Paztitions, the
Wall Team will stop its search and return the Discovery Laptops to the FBT or MCC.,

3. If the Wall Team does identify Covert Partitions containing data and/or documents
or evidence of the creation, existence, or use of any such Covert Partitions, the Wall Team will
review the data and/or documents to determine whether it is subject to any privilege, and, if so,

segregate that data/document.

4. The Wall Team will then turn over the remainder of the data and/or documents to
the FBI case agents involved in the prosecution who would review those data and/or documents

for evidence of the Subject Offenses, as outlined above.
5. All privileged materials and materials, including the Discovery Laptops, not

subject to seizure pursuant to this warrant will be returned to the FBI or MCC, as appropriate.

JAS 021268



Case 1:17-cr-00548-PAC Document 98-7 Filed 06/18/19 Page 1 of 56

Exhibit G



Case 1:17-cr-00548-PAC Document 98-7 Filed 06/18/19 Page 2 of 56

AQ 106 (SDNY Rev. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
In the Matter of the Search of )
(Briefly describe the properiy to be searched ) :
or identify the person by name and address) ) Case No. S117 Cr. 548 (PAC)
See Attachment A g
)

APPLICATION FOR- A SEARCH AND SEIZURE WARRANT

L, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the  person or describe the
property io be searched and give its location):

located in the Southern District of New York , there is now concealed (identify the

person or describe the property to be seized):

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):
& evidence of a crime; .
@ contraband, fruits of crime, or other items illegally possessed;
& property designed for‘use, intended for use, or used in committing a crime;
{3 a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of’

Code Secz;ion(s) , Offense Description(s)

18 U.S.C. §§ 401- 793: Contempt of court; unlawful disclosure of classifled information; unauthorized computer
! y access; obstruction of justice; smuggling contraband into prison; illegal acts related fo

1030; 1503; 1791; 2252A 1y pc;rnography.
The application is based on these facts:

See Altached Affidavit and its Attachment A

E{ Continued on the attached sheet.

o Delayed notice of 30 days (give exact ending date if more than 30 days: ) is requested
under 18 U.8.C. § 31034, the basis of which is set forth on the attached sheet

. .-—_..,

/ﬂf;plzcant s\l‘gnalure

/'
Jeffrey David Dfmaldsor' FBI Special Agent
R Prmrefi 'mme amd title

-1
- 1
|

Sworn to before me and signed in my presence. EERRS R

|

Date: 10/06/2018 ’*Ml@m
. . ] Judge 's signature
City and state:  New York, NY - The Honorable Paut A. Crotty, U.S.D.J.

Printed name and title
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Applicatibn of the United | TO BE FILED UNDER SEAL

States of America for a Search and Seizure : A :

Warrant for a Compact Disc Located at the : Agent Affidavit in Support of
- Federal Burcau of Investigation’s New York : Application for Search Warrant

Field Office, 26 Federal Plaza, New York, New :

York ‘ :

SOUTHERN DISTRICT OF NEW YORK) ss.:
JEFF D. DONALDSON, 1t.)eing duly sworn, deposes and says:

1. Introduction
A. Affiant

1. I am a Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the.
New York Field Office, and have been employed by the FBI since 2010. I am currently Aassigned
to’ a squad responsible for counterespionage matters and have. worked in the field of
counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materials; illegally écting in the
United States as a foreign ageﬁt; othe;' national security offenses; and the v-making of false
statements. Asaresult of my invol\_rement in espioﬁage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my traiping in
_counterintell_igence operations, I am familiar with the tactics, niethods, and techniques of United
States persons wﬁo possess, or have possessed a Unﬁ:ed States Government security clearance apd

may choose to harm the United States by misusing their access to classified information, ¥ am also
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familiaf, though my training and experience with the use of computers in criminal activity and the
foreﬁsic analysis of electronically stored information.

2. I'make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of lCriminai Procedure for a warrant to search and seize materials contained on a compact
disc curréntly in the possession of the Federal Burcau of Investigation (f‘FBI”) in New York, New
York (the “CD*):; As descri‘bed in additional detail below, on October 3, 2018, law enforcement
officers éearched the Metropolitan Correctional Center (“MCC™) p@‘suént to a search warrant
signed by the Court on October 2, 2018 (the “MCC Search Warrant”). The MCC Search Warrant
and underlying affidavit are attached to this apioiication as Exhibit A and are incorporated by
reference, including' the defined terms identified therein.

3. Pursuant to the MCC Search Warrant and a subsequent search warrant obtained on
October 3, 2018, law enforcement officers reviewed documents (the “Schulte Cell Documents™)
collected from a cell formerly inhabited by Joshua Adam Schulte, among others. Among the
Schulte Cell Documents was a document that listed multiple potential passwords for three
encrypted messaging accounts (“Encrypted Account-1,” “Encrypted Account-2,” _“Encr);pted
Account-3,” togetilér the “Encrypted Accoﬁnts”). On October 5, 218, an FBI S.pecial Agent
who-is not a member‘ of the Schulte prasecution team accessed the Encrypted Accounts and
downloaded their contents onto the CD. This search warrant seeks authorization for law
enfc}rcemenf officers on the Schulte prosecution team to review the CD and seize any evidence of
the Subject Offenses, defined below,

4. This Affidavit is based upon my persoﬁal knowledge; my review of dﬂcﬁxnents and
other evidence; my conversations with- other law enforcement petsonﬁél; and my {raining,

experience and advice received concerning the use of computers in criminal activity and the
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forensic analjsis of electronically stored information. Because this Affidavit is being submitted
-for the limited purposé of establishing probable c.ause, it does not include all the facts that I have
learned duriﬁg the course of my investigation. Where the contents of documeﬁts and the ﬁctions,
statements, and éonversations of others are reported'herein, they are reported in substance and in
part, except where otherwise indicated.

B. The CD to Be Searched

5. The CD is a’silver and white compact disc bearing the marking “2018.10.5” and
“65C-NY-2142433.” The CD is currently located at the FB’s New York Field Office, 26 Federal
Plaza, New York, New York.

C. The Su_bject Offenses

6. For the reasons detailed below, I believe that there is probable cause that the Schulte
Documents coniain evidence, fruits, and instrumentalities of Title 18, United States Code, Sectibns
401 (contempt of court), 793 (unlawfu[ 'disclosiu'e of classified information}, 1030 (unauthorized
computer access), 1503 (obstruction of justice), 1791 {smugglin;g,r contraband into a federal -
detention facilitsr) and 2252A (illegal acts related to child pornography); as well as conspiracies
and attempts to violate these provisions and aiding and abetting these offenses (the “Subject
~Offenses”).

IL. . Probable Cause and Request to Search

7. Based on my training, experience, and participation in this investigation, és well as

my convessations with others, I have learned, among other thmgs', that:
a On October 3, 2018, I and other law enforcement officers executed the
MCC Search Warra;nt. P;ior to the éearch, MCC officials had removed the Schulte Cell
Documents, aﬁmng other things, from Schulte’s former cell and stored them in an official office

at the MICC.
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b. . Among ‘.che Schulte Cell Doéuments is a document that reﬂects the names .
of the Enerypted Accounts, as well as potential passwords for the Encrypted Accounts (the
“Password Document”). The' Passwotrd Document is attached as Exhibit B.

c. The Encrypted Accounts are enérypted email accounts housed by a foreign
service provider known as ProtonMail Secure Message, which according to its website is based in
Switzerland. Encrypted Account-1 is the account named annoni204@protonmail.com;
‘Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted
Aceount-3 is the account named freejasonbourne@protonmail.com.

d; Asreflected on the P‘assword Document, the names of Encrypted Account-
1 and Encrypted Account-3 appear without “@protonmail.c.;om.” Nevertheless, the Government
previously identified Encrypted Account-1 through pictures frém the CS Account, two of which~
are included in this affidavit. In addition, the name of Enerypted Account-3 appears on the
pasgword document below Encrypted Account-1, which supported that Encrypted Account-3 is
a ProtonMail account. Moreover, on another one of the Schulte Cell Documents the name of
- Enerypted Account-3 appears just above “@protonmail.com.” Below the name of Encrypted
Accﬁ.unt—-3 are a series of Wilé;t appear to be draft Twitter messages that purport to bé from third-
parties with knowledge: of Schulte’s alleged innocence. (Twitter is a social media messaging
- service that allows users fo post messages known as “tweets” online.) |

8. Based on my training, experience, and participation in this investigation, as well as
my review of documents in the CS Account, which belongs to a prisoner who while at the MCC
observed and documentéd Schulte and Omar Amanat using the Contraband Cellphones, I have

learned, among other things, that:

JAS 021210



Case 1:17-cr-00548-PAC Document 98-7 Filed 06/18/19 Page 7 of 56

a. The Schulté Cellphone was used to send enctypted messages using

Encrypted Account-1 to third parties. The below image reflects one of those communications:

b. Another image from the CS Account apr;ears to show that Encrypted
Agcount-l was used to receive potentially classified information from another email account
believed to be used by Schulte. The image below, dated September 18, 2018, appears to depict. a
September 1, 2018 raessage from Conj Khyas to Encrypted Account-l.‘ The message contains
no body text and attaches a large (14.8 megabytes) pdf file whose full title is not displayed. The
displayéd title is “Schulte _Ha . _Notes.pdf,” Which appears to be a reference to the information

contained in the Pro Se Bail Motion.

1 On October 3, 2018, the Government obtained a search warrant for the Conj Khyas account. The
search warrant was served on the provider and the Government- is awaiting the returns.

5
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9. Based on my training, experience, and participation in this investigation, as well as

my revie_w of the Schulte Cell Documents, [ have lgarned, among other things, that:
a. - Schulte discussed setting up and using the Enerypted Accounts to send
potentially classified information to third parties. For example, Schulte stated: |
- “I thought I convinced him [Schulte’s father] to setup av protonmail
email acct for me to upload the articles,” which is potentially a reference to the Schuite Artioles;
if. “Create new protonmail: presumedguiity@protonmail.com.ti. e.,
Encrypted Account-2] . . . migrate wordpress to protonmail.” According to the website

WordPress.com, WordPress “allows you to build a website that meets your unique needs. Starta

blog, business site, portfolio, online store, or anything else you can imagine.”
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iii.  “The way is clear. I will set up a wordpress of
joshschu}te.wordpress.c‘om and presumptionofinnocense. wordpress.com. From here, I will stage
my iﬁformation war: . .. The presumptioh of innocence blog will conte;in my 10 articles . ..”

iv. “Yesterday I started cleansing the phone & in the process setup a
new protonmail which I ﬂmsfeﬁed the wordpress too {sic].”

b. Schulte also discussed potentially disclosing classiﬁed information to
foreign countries if the Government does not pay him restitution for allegedly falsely accusing him
of crimes. For example, Schulte stated: “If govt doesn’t pay me $50 billion in restitution &
prosecute the criminals who lied to the judge and presented this BS case then I will visit every
country in the world and bear witness to the treachery that .i's the USG [United States Government].
1 will look to breakup diplomatic felationslﬁps, close embassies, and US occupation across the
world & finally i‘eve-rse uUs Jingoism.’-’ |

10. Based on my training, experience, and participation in this investigation, as well as
on Iﬁy conversations with others, including an FBI Special Agent who is not a member of the
Schulte prosecution team (the “Wéll Agent”), | have learned, amdng other things,' that:

| a. On Qctober 5, 2018, the Wall Agent used the passwords on the Password
Document to access the Encrypted Accounts. _

b. Once the Wall Agent accessed the-Encrypted Accounts, the Wall Agent

downloaded the contents of the Emnerypted Accounts to the CD.
. III. Evidence, Fruits, and Instrumentalities on the CD

{1.  Based on my training, éxperience_, aﬁd participation in this investigation, I know

that inmate phone cqlls at federal detention facilities, like the MCC, are recorded. Thus, inmates

at times atiempt to smuggle contraband electronic devices into the MCC, such as the Contraband
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Cellphones, in order to covertly communicate with others While in pi‘ison. I also know that inmates
will use such electronic devices to access emails accounts, like the Encrypted Accounts, that will
" allow them to communicate discreetly, including about criminal conduct., As a result, the fact that
Schulte setup aqd used the Encfypted Accounts to send or receive communications, oh its own,
demonstrates that the account likely contains communications evidencing crimes, including ‘;he
Subject Offenses.
| 12, Based on the foregoing, and based on my training and experience, 1 know that
Schulte has us&_:d the Coniraband Cellphones to, among other things, accesé, Fnerypted Acconnt-
1. I dlso _know that Schulte discussed using the Encrypted Accounts, incluciing Encrypted
Account-2, to io‘ad documents created by WordPress. 1 also know that Schulte referenced
Encrypted Account-3 on at least two pages of the Schulte Cell Documents, and on one page
drafted pux_’ported messages below the name of Encfypted Account-3. As a result, there is
probable cause to believe that the Enerypted Accounts contain evidence, fruits, and
instrumentalities of the Subject Offenses, as more fully described in Section II of Attachments A- .
1 and A-2 to the requested warrants. For example, there is probable cause to believe that the
Encrypted Accom;ts will contain evidence of communications involving Amanat and Schulte’s
attempt to x‘nanufacture evidence in advance of Amanat’s sentencing. Sifnilarly, there is probable
cause to believe that the Encrypted Accounts will also contain evidence of communications
Schulte had over the Coniraband iPhones, which—like the Pro Se Motion and the Schﬁlte
Articles—are likely to contain classified information or information protected by the Schulte
Protective Order. Moreover, I submit that there is probable cause to believe that the Encrypted
Accounts will also contain evidence of potential child pornography offenses and obstruction of

justice. In particular, Schulte has made certain aﬂegations in his Pro Se Bail Motion with respect
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to the child pornography crimes with which he is charged, which constitute evidence of the charged-
offenses.
-13. Based on the foregoing, I believe the Encrypted Accounf_s are Iikély to contain,
among other things, the following information: |
a. Evidence of the identity(ies) of the user(s) of the Encrypted Accounts and
| the Contraband Celiphones, as well as other coconspirators in contact with the Contraband
Cellphones; 7
b. | Evidence relating to the geolocation of the users of the Emcrypted
Acéounts at times relevant to the Subject Offenses; .I.
c. Evidence relating to the participation in the Subject Offenses by the CS,
Séhulte, Amanat, and others using or in communication with the Encrypted Accounts;
d. Evidence concerning financial institutions and transactions used .by the
users of the En¢rypted Accounts in fﬁrtheranée of the Subject Offenses;
e. Conﬁnuﬁioations evidencir;g crimes, including the Subject Offenses; .
f. Evidence of aﬁd relating to computers or other online accounts and facilities
(such as additional-‘email addresses) controllred or maintained by the user(s) of the Contraband
Cellphones or Encrypted Accounts; and |
| g Passwprds or other informétion needed to access any such compulers,
accounts, or facilities. |
14. ' Based on the foregoing, I believe there is probable cause to search the CD-—

including the contents of the Encrypted . Accounts—to seize the information identified in the

foregoing paragraph.
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IV. Conclusion and Ancillary Provisions
150 Based on the foregoing, I respectfully request the court to issue éwarrant to search
and seize the items and information specified in Attachment A to this Affidavit and to the Search
and Seizure Warrant ‘ |
16.  In light of the confidential nature of the continuing investigation, I respectfully
requést that this Affidavit be maintained under seal until the Court orders otherwise.
T 0D (.
- JEWF D. DONALISSON

Special Agent
Federal Bureau of Investigation

Sworn to before me on
this 6th day of October 2018

THE HONORABLE PAUL A, QRQTTY
UNITED STATES DISTRICT JUDGE

SOUTHERN DISTRTCT QE NEW, YURK

10
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Aftachment A
L Identification of the CD to Be Searched

The CD is a silver and white compact disc beéring the marking “2018.10.5” and f‘65C-
NY-2142433.” The CD is currently located at the FBI’s New York Field Office, 26 Federal Plaza,
New York, New Y(_)rk.- The CD contains the contents of three encryptéd email accounts
(“Encrypted Account-1,” “Encrypted Acco_unt—Z,” and “Encrypted Account-3,” together the
- “Fncrypted Accounts”).

The Encrypted Accounts are encrypted email accounts downloaded to the CD from a
foreign service provider known as ProtonMail Secure Message, which according to its website is
based in Switzerland. Enerypfed Account-1 is the account named annon1204@protonmail.com;
Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted
Account-3 is the account named freejasonbourne@protonmail.com.

1L Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

II. Items to Be Searched and Seized
A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The CD may be searched for the seizure of the following evidence, fruits, and
instrumentalities oft Title 18, Unifed States Code, Sections 401 (contempt. of court); Title 18,
United States Code, Section 793 (unlawful disclosure of classified information); Title 18, United
States Code, Section 1030 (unauthorized computer access), Title 18, United States Code, Sec-t'ion
1503 (obstruction of justice), Title 18, United States Code, Section 1791 (smuggling contraband

into a federal detention facility) and Title 18, United States Code, Section2252A (illegal acts
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related to child pomoéraphy); as well as conspiracies and attempts to !violate these provisions and .
aiding and a-betting these offenses (the “Subject Offenses™), including:

a. Evidence of the identity(ies) of the user(s) of the Encrypte& Accounts and
~ contraband cellphones in the Metropolitan Correctional Center (the “Contraband Cellphones™), as
~ well as other coconspirators in contact with the Encrypted ‘Accounts and/or Contraband
Cellphones;

| b.. Evidence relating to the geolocation of the users of .the Encrypted
Accounts at times relevant to the Subject Offenses; | |

c. Evidence relating to the participation in the Subject Offenses by Schulte,
Omar Amanat, and others using or in communication with the Encrypted Accounts and/or
Contraban_d Cellphon’es; |

Vd. Evidence concenﬁng financial institutions and transactiqns-used by the
users of the Encrypted Accounts and/or Contraband Cellphones in furtherance of th¢ Subject
Offenses; |

c. Communications evidencing ctimes, inclﬁding the Subject Offenses;

f. Evidence of and relating to computers or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the. user(s) {}f the Encrypted
Accounts and/or Contraband Cellphones; and

g. | Passwords ot other information needed to access any electronic devices like

the Contraband Cellphones or facilities like the Enerypted Accounts.
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 EXHIBIT A
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AQ 106 {SDNY R.r.v. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT
‘ for the

18 MAG 8377

Case No. S117 Cr. 548 (PAC)

be

In the Matter of the Search of

(Briefly describe the property io be seqrched
or identify the person by name and address) -

See Attachment A

Pt

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

. 1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of petiniy that I have reason to believe that on the following person or property fidentify the person or deseribe the

property lo be searched and give its location):

District of New York , there is now concealed (dentify the

located in the Southern
person or describe the properiy o be seized).

- See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P, 41{c) Is (check one or more); '

® evidence of a crime;
contraband, fruits of crime, or other items illegally possessed;

@ property designed for use, intended for use, or used in commitiing a crime;

7 a person to be arrested ot a petson who is unlawfully restrained.
The search is telated to a violation of:
Code Section(s) Offense Description(s)

. 18 U.8.C. §§ 401; 793; 1030; Gontempt of court; unfawful disclosure of dlassified information; unauthorized computer
access; wire fraud; obsfruction of justice; smuggling contraband into prison; illegal acts

1343; 1503; 1791, 2252A related to child pornography.
The application is based on these facts:
See Altached Affidavit and its Attachment A
® Continued on the attached sheet. .
. )is requested

o Delayed notice of 30 days (give exact ending dafe if more than 30 days:
under 18 U.S.C. § 31038, the basis of which is set forth on tie attached sheqt

/14@

Jeffrev Dawd Donaldson FDI ,‘.,..ecEal Agent
- Pr inted name a‘nd . | ";

" Sworn to before me and signed in my presence. |
. ! 0/;9& 05 : . i M
/ . , &4/ &z

L --z-n/ l LJ"\.
,,g{ppliuant * szgnature .

Date: . 46/0q72018

; - .h’:ciée 5 s!gna{w e
City and stater New York, NY ‘ The Honorable Paul A. Crotiy,.U.8.D.J,
' . . Printed name and title
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In the Maiter of the Application of the United : TO BE FILED UNDER SEAL
States of America for a Search Warrant for the : v

Premises Known and Described as 7 South Unit, ;- " Agent Affidavit in Support of
7 North Unit, Including the Cells Located In : Application for Search Warrant

Those Units, and the Education Department’s :
Law Library on the Second Floor, iocated in :
Metropolitan Correctional Center, 150 Patk Row,
New York, New York 10007, as well as Any :
Closed Containers/Tiems Contained im the :
Premises :

SOUTHERN DISTRICT OF NEW YORK) ss.:
JEFE D. DONALDSON, being duly sworn, deposes and says:

L Introduction
"A. Affiant
1. Tam a Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the

New York F ]:.fﬁld Office, and have been employed by the FBI since 2010. I am currently assigned‘
to a squad responsible for .couﬁterespionage matters and have worked in the field of .
counterintelligence from 2010 to preseﬁt. In the course of my dutieé as a Special Agent, I am

_ responsible for fuvestigating offenses involving espionage and related violations of law, including
unauthorized retention, gathering, transmitting or losing classified documents or materials;

- unauthorized reméval and retention of classified documents or materials; illegally acting in the
United States as a foreign agent; other national security offenses;  and the making of faisé
statements, Asa rf:sult of my involvement in espionage investigations and investigations ipvolving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence opefations, T am familiar with the tactics, methods, and techniques of United

States persons who possess, or have possessed a United States Government security clearance and
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may choose to harm the United States by misusing their access to classified hlfomation. Tamalso
familiar, though my training and experience with fhe use of computers in criminal activity and the
forensic analysis of elecironically stored information.

2, Imake this Afﬁdavit in sapport .of an application pursuant to Rule 41 of the Federai
Rules of Criminal Procedure for a second warrant to searcﬁ the premises specified below (the
“Subject AI’remisas”) for the items and informe;tion described in Attachment A. This Affidavit is
based upon my personal knowledge; my review of documents and other evidence; my
conversations with éther law enforcement personnel; and my training, experience and advice
received céncemmg the use of computers in criminal éctivity and the forensic analysis of
electronically stored information (“ESF”). Because this Affidavit is being submitted for the limited |
purpose of establishing probable cause, it does not include all the facts that I have learned during
fhe course of my nvestigation. Whefa the contents of documents and the actio.ns_, statements, and
conversations of others are reported herein, they are reported in Sﬁbstance and in part, except where
omegvéise indicated. | | |

B. The Subject Premises
3. The Subject Premises is particularly described as the 7 South Unit (“Unit-17), 7‘

North Unit (“Unit-2"), including the cells Jocated in those units, aﬁd the Education Department’s
law library on the second floor (the “Law Library,” together with “Unit-1” and “Unit-2,” the
“Subject Premises”) located in Metropolitan Correctional Center, 150 Park Row, New York, New

York 10007,

C. The Subject Offenses

4. - Forthereasons detailed below, I believe that there is probable cause that the Subject
Premises contain evidencc, ﬁfuits, and instrumentalities of Title 18, United States Code, Sections '

401 (contempt of court), 793 (unlawfu! disclosure of classified information); 1030 (unautﬁdrizad
2
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computer access), 1343 (wire fraud), 1503 (obstruction of justice), 1791 (sm;lggling contraband

into a federal detention facility) and 2252A (illegal acts related to child pornogfaphy); as well as

' éonspiracies and attempts to violate these provisions and aiding and abetting these offenses, amonf;
other statutes (the “Subject éffenses”).

D; Terminclogy _

5. The term “computer,” as used herein, is defined as-set fo-rth m 18 U.K8.C.
§ 1030¢)(L).

6. The terms “recbrds,” “documents,” and “materials” include all information
recorded in any form, visual or oral, and by any means, whether in handmac_le form (including, but
nof limited to, writings, drawings, paintings), photogtaphic form (including, but not limited to,
microfilm, microﬁche, prints, slides, negatives, videotapes, motion picfures, photocopies) or
electrical, eiectronic or magnetic form (including, but not limited to, tape recordings, cassettes,
compact discs, electronic or magngtic storage devices suclll‘as floppy diskettes, ha,rd disks, CD-
ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards’
(MMCs), memarty sticl_{s, optical discs, printer buffers, smart cards, zflemory calculators, electronic
dialers, Bernoulli drives, or electronic notebooks, as well as digital data files and printouts or
readouts from any magnetic, electrical or electronic storage device), as well as the equipment
needed to record such information {including but not limited to cameras and video recording and
storage devices). |
AII. Probable Cause and Request to Search

A, Overview

7. As described in further detail below, through this application, the Government
seeks a warrant to seatch the Subject Premises for two iPhones one with IMEI 358793052665161

- and one with IMEI 354444064445994 (the “Contraband iPhones™); a Samsung cellphone with
3 .
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IMEI number 357073084445432 and/or Serial Number R58J61Q0JCD (the “Schulte Cellphone,”
together with the Contraband iPhones, the “Contraband Cellphones™); and copies of éertahl
docments ﬁritten by Joshua Adam Schulte {the “Schulte Documents™).! Schulte-—who has been.
indicted f"or, among other things, posséssion of child pornography and unlawful disclosure of
classified information—and anothpr inmate, Omar Amanai—who was convicted at trial of various
forms of fraud, including securities ﬁ'aud—have; been usiflg the Contraband Cellphones that were
smuggled into the MCC to, among other things, fabricate evidence and disseminate information
that is either protected by a court-entered protective c'nfder or that is classified.
B. Béckgmund on Amanat and Schulte’s Detention at the MCC
8. Based on my training and experience, my participation in this investigation, and
my conversations with other law enforcement agents and o;shers, and my review of reports preﬁared _
- by others, including other FBI agents, I have learned, among other things, that: |

a. Between in or about 2012 and Novémber 2016, Schulte was employed by
the Centra] Intelligence Agenc.;y {the “C]'A”).‘ |

b. At the CIA, Schulte worked at a specific group (the “CIA Group”) that,
among other things, developed computer applications that the CTA used to gather intelligence
abroad. |

¢ A.s part of his work, Schulte developed specialized skills in, among other
things, hacking computers and computer networks and sectetly obtaining datalﬁ'om_ compters and
computer rietworks.

d..  In or about November 2016, Schulte resigraéd from the CIA. Prior fo his

resignation, Schulte had disclosed to other CIA employees that he was angry at what he perceived

! One of the Contraband iPhones was seized by the MICC on or about September 26, 2018.

4
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to be ﬁis mistreatment Ey CIA management in connection with a dispute Schulte had had with
another CIA employee.v , |
e Begitning on or about Maxch 7, 2017 through in or about November 2017,
the website. wikileaks.org (“WikiLeaks™) pubﬁshed information from the CIA Group at which
Schulte previously worked (?:he “Leak™). The Leak appears to be the largest unauthorized public
disclosure of CIA. information in the history of the agency. A
f. 6n or shout Augﬁst,zﬁl, 2017, the FBL afrestgd Schulte for, among other
things, possession of clﬁld pornography, ﬁased on, in part, the FBI’s discovery of approximately
10,000 images of apparent child pornography on a i)ersonal desktop computer used by Schulte.
| g Schulte was initially released on bail on or about September 15, 2017, over
tﬂc Government’s objection. Schulte’s bail was revoked, however, in connection with his violation
of his bail conditions, in particular, restrictions on his use of computers or the Internet, Schulte’s
' aétions includc&, among other things, using an onihc ﬁetwmk that allows for anonymous browsing
of the Internet. Schulte has been detained at the MCC since on or .aboﬁt December 14, 201’?.
h. On or about June 18, 2018, fhe Government filed a superseding indictment
that, in addition fo containing the original child pomogrﬁphy charges, also charged Schulte with
violations of, among other statutes, Title 18, United States Code, Sections 793 and 1030, in

connection with the Leak,

i The Government has procuced to Schulte certain search warrant affidavits
(the “Schulte Search Warrant Affidavits”) pursuant to a protective order entered by the Court on
or about September 1 8, 2017 (the “Schulte Protéctive Order™). Based on the terms of the protective

order, Schulte and his. defense team were not permitted to disclose the Schulte Search Warrant
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Affidavits or the information contained in them to anyone not involved in the preparation of
Schulfe’s defense,

9.  Based on r.ny tt‘ammg and experience, my partiéipation in this investigation, my
review of reports and other documents prepared by others, and my conversations vérith other iaw
enforcement agents and others, including an FBI agent involved in an carlier investigation _and
prosecuﬁon of Aﬁmat, 1 have learned, among other things, that:

a. - Onor about July 13, 2016, the Government filed a superseding indictlﬁen?:
charging Amanat with wire fraud, conspiracy to commit wire frand, aiding and -a'befting investment
advisor frand, and conspiracfr to commit securities fraud.

b. I Amanat vx;as arrested that day and re]ea’s;:d oh bai} on or about July 22,2016.

. c. On or about December 26, 2017, Amanat was convicted on all counts after

a jury trial before the Honorable Paul G. Gardephe. -

d. Amanat has been detained at the MCC since on or about December 26, -

2017.

e. Amanat is curreitly scheduled to be sehtent_zed on ot about October 18, 2018
although that sentencing date may be adjourned because of requests by defense counsel for Amanat
and his co-defendant, Kaleil Isaza Tuzman, for 8 Fatico hearing. Isaza Tuzman was also convicted

on or about December 26, 2017 qnd is curtently-on bail pending sentencing.

f, Amanat’s brother and co-defendant, Irfan Amanat, is sc;hedulqd 1o proceed
to trial before Judge Gardephe on October 22, 2018, on charges of wire fraud, conspiracy to
commit wire frand, aiding and abeiting investment adﬁsor fraud, and conspitacy to comniit

securities fraud.
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10 Based on my training and experience, my pammpatxon in this investigation, my
conversations with other law enforcement agents and others and my review of reports and
recorded telephone conversations, I have learned, among other things, that:

a. Schulte and Amanat are cellmates at the MCC, and are housed in Unit-1.2
b During recorded teiephone convetsations from the MCC,? Schulte has
stated that he and Amanat are friends and that Schuite is helping Amanat with a teport that will

- help to prove Amanat’s alleged ionocence.

C. Schulte’s Violation of the Schulte Protective ()rder and Disclosure of Classified
Tnformation While at the MCC

11.  Based on my training and experience, my conversations with other law enforcoment
agents and others, my participation in this investigation, and my review of reports and recorded

conversations, I have learned, among other things, that:

a. In or a,-b'out April 2018, in recorded calls from the MCC, Schulté discussed
with members of his family his dasjre to talk to members of the media about his case. Schulte also
_indicated that he had written sever_al documents, which he called “articles,” that discusscd his case
(the _“Sbhulte Articies”) and which he wanted to be disseminated to the media. It appears ﬁfrom the

calls that at least some of the Schulte Asticles may have been provided to one or more members

of the media.

b. In oi; about April 2018, in 2 recorded call from the MCC, Schulte spoke with
an individual who appeared to be & member of the media. During the call, Schulte discussed the

information contained in one of the Schulte Search Warrant Affidavits and why he felt that

2 understand that based on some of the conduct described in this Affidavit, MCC officials may
move Schulte to another part of the MCC so that he is no longer Amanat’s cellmate.

3 All conversations or documents referenced in this Affidavit are described in substance and in
patt. '
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' information was inaccurate. When asked if the information he was discussing wés classified,
Schulte responded that it was not classified, but that it w&g protected by the “protective order.”
Nevertheless, Schulte continued to disclose information found in one of the Schulte .S'earch
Warrant Affidavits. |

c. On or about May 15, 2018, the Washington Post and the New York Times
published articles about Schulte’s case, in which they indicated that their reporters had learned of
information contained in at least one of the Schulte Search Warrant Affidavits.

d. On or about.May 21, 2018, at the Government’s request, the Court held a

conference to address Schulte’s violation of the Schulte Protective Order. During the hearing, thé

Government noted, among other things, that it had reviewed recordings of calls Schulte had

participated in from the MCC.

e.  On or about June 20, 201‘8, at ‘hi.s érraignment on the superseding
indictment, Schulté submitted a handwritten pro se bail motion to the Court (the “Pro Se Bail
| Motion,”%m@w@mw&wﬂ ’5{?0

£ The day after Schulte submitted thé Pro Se Bail Motion, the Government
informed Schulte’s counsel that the Pro. Se Bail Motion was undergoing a review by the CIA to

defermine whether it contained classified information.

8. It appears that after the Government informed Schulte’s counsel about the
classification review, Schulte may have sent the Pro Se Bail Motion to an attotney and his parents.
h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Articles, and

has determined that the Pro Se Bail Motion and at least one of the Schulte Articles contain

classified information.

f The Schulte Documents are more particularly described in Attachment -A@ an o/ rne /Q4é

Gné/ Fhe 5(_;/; g/lrf,Z/f_g, | /SQ
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D. Ainanat’s Fabrication of Evidence During His Trial

12.  Based on my training and experience, my participation in this investigation, and
my conversatioﬁs with other }aw enforcement agents and others, including an FBI agent involved
in a prior investigation and prosecution of Amanat, ] have learned, among other things, the
following:

a. Duing his trial, Amanat soc;ght to introduce, among otherl things,

approximately five emails (the “Amanat F ahricated Emails™), four of which were admiited initially

several in redacied form.

b. . In response, during two hearings held outside the presence of the jury vas
well as.in & rebuftal case before the jury, the Government submitted evidence showing that the
Amanat Fabricated Emails had béen faked By Amanat, iﬁolﬁding, among other things:

i Bvidence of discrepancies in header information, including time
stamps associated with the Amanat ! abricated Emails and other emails infroduced at trial.
ii. Evidence that certain of the Amanat Fabticated Emails were not

found in certajn email accounts or on elestronic media used by the purported recipients of the

emails,

iii. Evidence that-thé Amanat Fabricated- Emails were inconsistent with
other contemiporaneous and inculpatory communications invelving Amanat.
i;v. An email communication between Amanat and his brother and co- -
‘ defenflant,- Irfan Amanat, coneerning how fo delete emails from a certain email account.
v. Expert testimony from an experienced FBI Special Agent assigned
to a cyber squad that Four of the five Amanat Fabricated Emails were fake and/or were not serit on
the date and titne on which they appeared to have been sent. A

c. As noted above, Amanat was convicted by the jury of all coﬁnts.
9 .
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E. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC
13. I have participated in an interview of an inmate at the MCC who was housed in
Unit-1 with Amanat and Schulie until recently (the “CS”).° During that interview, the CS reported
that, among othet things: |
| a. For the past several -months, the CS has been paid by Amanat to store a.nd
charge the Contraband Cellphones.
b, The Confraband Cellphbnes‘ were smuggled into the MCC and proteetedi
from detection through a network of visitors to the facility, inmates, and correctional officers.
c. For a time, the CS was tasked with storing and chargirig the Coniraband

Cellphones in the CS’s cell. During that time-period, the CS also knew the passwords for the

devices.

d. At some point, Schulte decided that he no longer wanted the CS to know
the password for the Schulte Cellphone or to store it. Since around that time, the Schulte Cellphone

has been stored in other inmates® cells.

e. Schulte told the CS that Schulte had implemented certain security protocols
with respect to the Schulte Cellphone, such as changing the cellphone’s unique device identifier
and enabling a function by which all the data on the Schulie Cellphone would be deleted if

someone other than Schulte tried to access the phorie.

f. Prior to Schulte’s retrieval of the Schulte Cellphone, the CS would regularly

take soreenshots of messages and recorded videos involving the Contraband Cellphones, The CS

5 The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hops
of receiving a more lenient sentence and potentjally immigration benefits. As described in this
Affidavit, the CS’s information has been at least partly corroborated by, among other things, a
seizute of at least one contraband cellphone. ' :

10
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subsequently stored those screenshots in an email account the CS created (the “CS Account™).

Based on these messages and the CS’s conversations with Schulte and Amanat, the CS understood

that, among other things:

i, Schulte and Amanat were using the Contraband Cellphones in
conniection with the creation of some sortof report that would be submitted to Amanat’s sentencing

judge (Judge Gardephe) to show that the Amanat Fabricated Emails were allegedly real.
| | ii. The CS also recalled a commﬁnicat‘ion over at least one of the |
Contraband Cellphones relating to “Vault 7,” which is ﬂ}s name used by WikiLeaks for the Leak.
g Amanat and Schulte also discussed their need to have the Contraband

Cellphones with them when they accessed discovery at the Law Library.

h, During the interview, the CS consented to the search of the CS Account,

and provided not only fhe name of the CS Account,-but also the password for it.

14, Based on my participati;m in this investigation, con%/ersations with other
participants in the investigation, an& my review of reports prepared during the investigation, I have
leérned, among other things, that: |

a. Unit-1 and Unit-2 are on the same floor of the MCC and are connected by

a corridor.

b. . Although inmates from the two units are prohibited from interacting with
each other in the corridor between Unit-1 and Unit-2, inmates are, attimes, able to meet briefly in

that space.

c. On ot about on or about September 26, 2018, MCC officials recovered one
of the Contraband iPhones from Unit-1. ¥t does not appear, however, that the other Coniraband

Cellphones have been recovered by.MCC officials yet.

11
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d - The search for the ofher Contiaband Cellphones is ongoing, and has
included, among other things, searching multiple cells in Unit-1, including Schulte and Amanat’s

cell, and cells in proximity to their cell.

F. Evidence of Schulie’s and Amanat’s Ilegal Activity Using the Contraband
¢ Cellphones _

15.  Based on my review of the CS Account, my participation in this investigation,
conversations with other participants in the investigation, and my review of reports prepeared
during the investigation, I have learned, among other things, that:

2. The CS Account contains approximately 450 electronic files (including
videos and photographs) of the Contraband Cellphones. These files inchidé, among other things,
video recordings of Schulte and Amanat using the Contraband Cellphones and screenshots (or
images) of communications rec_eived and/or sent using the Contraband Ceilphon‘es in connection .
with Schulte’s and Amanat;'s intende?d fabrication of evidence and/or dissemination of materials
protected by the Protective Order or that appear clagsified, including the Schulte Documents.

b.  Below are séveral still images taken from videos rettiéved from the CS

Account that show Schulte and Amanat using the Contraband Cellphones in the MCC:
Video 1 (Image 1)

12
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Case 1

13
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Video 2 age 1

Video 2 (Image 2)

14
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c. Below are images from the CS Account reflecting communicationé using

the Contraband Cellphones: .

i The image below from one of the Contraband Cellphones appeats

to be a draft report prepared by Schulte and Amanat related to the fabricated emails from Amanat’s

trial.

15
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ii. The image below from one of the Contraband Cellphones appears

to be an email deseribing an excerpt from one of the Schulte Articles:

16 .
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. The image belowis a screeﬁshot of what appears to be an email sent
over one of the Contrgband Cellphones. “Protonmail” is an encrypted email service based abroad,

and the file “Schulte Fla... Notes.pdf” appears to be a reference to the information contained in

the Pro Se Bail Motion.

17
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v, The image below is a screenshot of one of the Contraband
Cellphones that depicts certain applicétions that have been downloaded to the phoné, including

“Secure De]etef” and “IShredder™:

i8
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G. Probable Cause Justifying Search of ESI

16.  Based on the foregoing, and based on my training and experience, I know that
Amanat and Schulte have used (or are using) the Contraband Cellphones to, among other things,
create documents »and communicate with others outside the MCC. Moreover, like individuals -
engagea in any otherrkind of activity, individuals who engage in the Subject Offenses store records
relating to their ﬂlegal- activity and to persoﬂs involved with them in that activity on electronic
devices such as the Coniraband Cellphones. Such recotds can include, for example logs of enline
“chats” with co-conspirators; email correspondence; contact information of co-conspirators, .
including telephone numbers, email aiddrcsses, and identifiers for instaﬁt messaging and social
medial accounts; stolen financial and ,persqnal‘ identification data, including bank account
numbers, credit.card numbers, and names, addresses, telephone numberé, and social sracurity‘
numbers of other individuals; and/or records of illegal transactions using stolen financi,él and. |
personal identification data, Individuals engaged in criminal activity often store sucﬁ records in
order to, among other things, (1) keep track of co—conspirators; contact information; (2) keep a
record of illegal transactions for future reference; (3} keep an accounting of illegal proceeds for
putposes of, among other things, dividing ﬁlOlSB proceeds with co-—conspirato.rs; and (4) store stolen
data for future exp!éitation. »

17.  As a result, there is probable cause to believe that the Contraband Cellphones
contain some or all of the following: |

a. The phone numbers associated with ﬂm Confreband Cellphones, as well as .
call log information of phoﬁe numbers of incoming and outgoing, and missed or unanswered calls

to and from the Contraband Cellphones;

b, Addtess books and cantact lists stored on the Contraband Cellphones o its

memory card(s) ;
19
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c. Voicemail messaées, opened or unopened, related to the Suﬁject Offenses;

d. Evidence concerning the; i'dentity or location of the owner(s) or ﬁser(s) of
the Contraband Cellphones; |

e. = Fvidence concerning the ideniity and/or Iocatic;n of the individual(s)
involved in the commission of the Subject Offenses;

f.©  Evidence of communications among, or conceming,Apal*t‘icipants in or
witnesses fo the commission of the Subject Offenses; |

g. Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including teléphone numbers, email addresses, and identifiers for instant

. messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, FaceTime messages, and. e~mail messages, any
attachments 1o those messages, such as digital photographs and videos, and any associated
infonﬁatidn, such as the phone number or e-mail address from which the message was sent,
~ pertaining to the Subject Offenses;
| i Digital photographs and videos related to the Subject Offenses;
I Browsing history, websites visited, and inter_ne;t searchés conducted on the
| Contraband Cellphones related to the Subject Offenses.
* 18. Basedon my training and experience, I also know that, where computers are used
in furtherance of criminal activity, evidence of the criminal activity can often be found months or
even years after it occurred. This is typically true becanse:

s Electronic files can be stored on a hard drive for years at little or no cost and users thus
have little incentive to delete data that may be useft] to consult in the future.

20
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o Tyen when a user does choose to delcte data, the data can often be recovered months
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead remains
on the hard drive, in “slack space,” until it is overwritten by new data that catmot be
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet
are generally downloaded into a temporary Internet directory or “cache,” which is only
overwritten as the “cache” fills up and is replaced with more recently viewed Intexnet
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media
depends less on - when the file was created or viewed than on a particular user’s
operating system, storage capacity, and - computer habits.

« Tn the event that a user changes computers, the user will typically transfer files from
the old computer to the new computer, so as not to lose data. In addition, users-often

Jeep backups of their data on electronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives. :

19.  Based on the foregoing, I respectfully submit there is probable cause to believe that
Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity
is likely to be found in the Subject Premises and on the Coritraband Cellphones, -

1L Procedures for Searching ESI
A, Exem‘tion of Warrant for ESI
20.  Fedetal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to seatch
for and séize property “may authorize the seizure of electronic storage media. or the seizure or
copying of electronically stored information . . . for later review.” Consistent with Rule 41, this
application requests agthoﬁzation to seize any computer devices and storage modia and transport

‘them to an appropriate law enforcement facility for review. This is typicelly necessary for a number

of reasons:

¢ First, the volume of data on computot devices and storage media is often impractical
for law enforcement personnel to review in its entirety at the search location.

o Second, because computer data js particularly vulnerable to inadvertont or intentional
modification or destruction, computer devices are ideally examined in a controlled
environment, such as a law enforcement laboratory, where trained petsonnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed in a manner that does not change the underlying data.

21
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» Third, there are so many types of computer hardware and software in use today that it
can bo impossible to bring to the search site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
undetlying computer data. '

o Fourth, many factors can complicate and prolong recovery of data from a computer
device, including the increasingly common use of passwords, encryption, or other
features or configurations designed to protect ot conceal data on the computer, which
often take considerable time and resources for forensic personnel to detect and resolve.

B. Review of ESK

21.  Following seizqre of any cellphones and/or the creation of forensic image copies, _
law enforcement personuel {who may include, in addition to law enforcement officers and agents,
'attorneys forthe government, 'attorney support staff, agency personnel assisting the government in
this investigation, and outside fechnical experts under government control) will reviev&lr the EST

contained therein for information responsive to the warrant.

22,  In conducting this review, law enforcement persorinel may use various techuiques
to determinie which files or other ESI contain evidence ot fiuits of the Subject Offenses. "Such

technigues may include, for example:

o surveying directories or folders and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

» conducting a file-by-file review by “opening” or reading the first few “pages” of such
files in order to determine their precise contents (analogous to performing a cursory
examination of each doeument in a file cabinet to determine its relevance);

e “scanning” storage areas to discover and possibly recover recently deleted data or
deliberately hidden files; and

¢ porforming eleotronic keyword searches through afl electronic 'storage areas to
determine the existence and location of data potentially related to the subject matter of

the investigationS; and

6 Keyword searches alone are typica}iy inadequate to detect all relevant data. For one thing,
keyword searches work only for text data, yet many types of files, such as images and videos, do
not store data as searchable text. Moreover, even as to toxt data, there may be information propetly
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e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by whiom the computer was used.

23.  Law enforcement personnel will make reasonable efforts to restrict their search to
data falling within the categories of. evidence specified in the warrant. Depend,iﬁg cn the
circumstances, hoﬁever, law enforcerﬁent personnel may need to conducta completé roview of all
the BSI from seized devices or storage media to evaluate its contents and to locate all data
responsive to the warrant. o

C. Return of EST

24.  If the Government determines that the electronic devices are no longer necessary
to refrieve and preserve the data, and the devices themselves are not subject to sefzure pursuant to
Federal Rule of Criminal Procedure 41(c), the Government will return these items, upon request.
Computer data that is encrypted or unreadable will not be returned unless law enforcement
peréonpel have determined that the data is not (i) an instrumentslity of the offense, (if) a fruit of
the ctiminal activity, (iif) gon&aband, (iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

subject to seizure but that is not captured by a keyword search because the information does not
contain the keywords being searched,
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IV. Conclusion and Ancillaxy Provisions

‘ 25 Based on the foregoing, I respectfully request the court to issue g watrant to search
and seize the items and information specified in Attachment A to this Affidavit and to the Search -
aﬁd Seizure Warrant. . ‘

26. In light of the confidential nature of the continuing investigation, I respectfully
request that this Affidavit be maintained under seal uniil the Court orders otherwise.

/VJ’)L,

JEFF 5. DONALDSON
Speclal Agent
Federal Bureau of Investigation

Swofn 10 before me on
this st C51:131 of Qctober 2018
Q"

/ Wm S
THBHONORABLE PAUL A.CRO ITY

UNITED STATES DISTRICTJUDGE, ', ~ =
SOUTHERN DISTRICT OF NEW YORK ,
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Attachment A
L Preinises to be Searched—Subject Prerﬁises

The premises to be searched (the “Subject Premises™) is described as folinws., and includes

~ all Jocked and closed containers found therein:

The Subjeet Premises is particularly described as the 7 South Unit, 7 North Unit, including
the cells located in those units, and the Education Depattment’s law library on the second
floor of the building, located in Metropolitan Cortectional Center, 150 Patk Row, New

York, New Yori 10007,

1I. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
ot night. Upon the exeoution of this warrant, notice will be provided at or as scon as possible after

the execution of the search.

. TIiemsto Be Searched and Seized
A. Evidence, Fruits, and Instrumentalities ofvthe_ Subjeet Offenses

The iterns to be se;r;n'ched and/or seized from the Subject Pgemises include the folloﬁing
evidence, ﬁuits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code_, Section 793 (unlawful disclosure of classiﬁe& ,informati_on);v
Title 18, United States Code, Section 1030 (unauthotized computer access), Title 18, United States
Code, Section 1343 (wiré fraud), Title 18, United States Code, Section 1503 (obstruction of
justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention
facility) and T: itle 18, United States Code, Secti(’m 2252A (illegal acts reiat'e,d to child
pornography); as well as conspiraéies' and attempts to violate these provisiéns and siding and
abetting these offenses, among other statates (the “Subject Offenses”)

1. A Samsung cellphone w1th IMEIL 357073084445432 and/or Serial Number

R58J61Q0JCD (the “Schulte Cellphone .
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2. AniPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3. An iPhone cellphone with IMEI 354444064445994 (“iPhone-2,” together with
iPhone-1 and the Schulte Cellphone, the “Coniraband Cellphones™).

4. Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Bvidence concerning the identity or location of, and communications with, any co~
conspirators.
6. Any and all notes, documents, records, correspondernce, or materials, in any format

and medium (including, but not limited to, énvelopes, letters, papers, ‘e-mail messages, chat logs
and electronic messages, othef digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathéring, and iransmission of classified
documents or materials, and the unauthorized removal and retention of classifiéd documents or

matefials, and, in particular, the documents bearing the following titles or descriptions:

a. Atticle 1: “Prestumiption of Tnnocence: A petition for redress of grievances™
b. Axticle 2: “Presumption of Innocenice: A loss of citizenship”
c. Axticle 3: “Presumption of Innocence: Do you want to play a game”

d. Atticle 4: “Presumption of Innocence: Detention is not punishment”

e. Atticle 5: “Presumption of Innocence: Ihnocent until proven Wealthy™
f. Atticle 6: “Presumption of Innocence: Can you afford to be accused?”
g. Article 7: “Presumption of Innocetics: A proposed solution”

h. Article 8: ;‘f’resumption of Innocence: Origins”

i, Article 9; “, . . unalicnable Rights, that among these ate Life, Liberty and

the pursuit of Happiness”
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7. Evidénce of the Subject Offenses on the Contraband Celiphﬁnes, including:

a. The phone numbers associated with the Contraband Cellphones, as well as
call log infotmation of phone numbers of incoming and outgoing, and missed or unanswered calls
to and from the Contraband Cellphones; | |

b. Address books and contact lists stored on the Contraband Cellphones or its
mepory card(s);

c. Voicemail messages, opened ot unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e. Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;
-f. Evidence of communications among, or concerning, participants in or

witnesses to the commission of the Subject Offenses;

o Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including telephone pumbers, email addresses, and ideniifiers for instant

messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messagos,
SMS (“Short Message Setvice”) messages, FaceTime messages, and e-mail messages, any
attachments to those messages, such as digital photogtaphs and videos, and any associated

information, such as the phone number or e-mail address from which the message was sent,

pettaining to the Subject Offenses;
i,  Digital photogtaphs and videos related to the Subject Offenses;
3
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j . Browsmg hlstory, websites visited, and internet searches conducted on the
Contraband Cellphones related to the Subjec’s Offenses.

8. If law enforcement personnel seize the Contraban& Cellphoneé, ;che_ personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution of the warrant, If, after such a search has been conducted, it ié determined that a
computer or device contains any data listed iﬁparagraphg 2 and 3, the Government will retain the
computer or device. Ifit ié determined that the computer(s) or device(s) are no longer necessary
to retrieve and preserve the data, and tﬁe items are not subject to seizure pursuant to Federal Rule
of Cummal Procadure 41 (b) such materials and/or eqmpment will be returned within a reasonable
time. In any event such materials and/or equipment shall be 1eturned no later than 60 days from
the e;xecutian of this warrant, unless further agplication is made to the Court.

B.  Search and Seizure of Electronically Stored Information

The items to be seatched and seized from thé Sﬁbject Premises also inelude any cellphones
that may contain any electronically stored information .falling within fthe categories set forth in
| Section IILA of this Attachment above, Aincluding, but not limited to, desktop and laptop
compﬁters, disk drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. - The items to be searched and seized from the Subject Premises also
include:

1. | Any items or records neadeci to access the data stored on any seized or copied .
‘computer devices or storage media, including but not limited to any physical keys, encryption

- devices, ot records of login credentials, passwords, private encryption keys, or similar infotmation.
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2. Any items or tecords that may facilitate a forensic examination of the computer
devices or storage media, including any hardware ot software manuals or other informaﬁon
concerning the configuration of the seized or copied computer devices or stbrage media.

3. Any evidence coﬁceming the persons with access to, control over, ot ownetship of
the seized or copled computer devices or storage media.

C.  Review of ESI

Following seizure of any computer devices'and storage media and/or the creation of
forensic image copies, law enforcement personnel (including, in addition to law enforcement
officers and agents, and depending on the nature of the ESI and the status of the investigation and
related proceedings, attorneys for the govemmént, attorney support staff, agency petsonitel
assisting fhe government in ‘this investigation, and outside technicall experts under government"
control) are autho.rizad to review thie BESI contained therein for information responsive to the

warrant.

In conducting this review, law enfotcement personnel may use various techniques,

including but not limited to:
» surveying various file “directories” and the individual files they contain (anafogous to

looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

» opening or cursorily reading the first few "pﬁges" of such files in order to deteimine

their precise contents;

» scanning storage areas to discover and possibly recover recently deleted filos;

e scanning storage areas for deliberately hidden files; -
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o porforming key word searches throngh all electronic storage areas to determine whether
occurrences of language cbntamed in such storage areas exist that are inﬁmately related
{0 the subject matter of the investigation; and |

o making reasonable efforts to utilize comimter saarch. methodol’ogy to search orly for

files, documents, or other electronically stored information within the categories

identified in this Attachment.
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A0 93 (SDNY Rev. 01/17) Scarch and Sefzure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New Yok

18 MAG 8

Case No. S117 Cr. 548 (PAC)

3377

n the Matter of the Search of .

(Hiriefly describe tHe properiy fo be sezig’ched
or identify the person by name and address)

See Attachment A

N N et N N

SEARCH AND SEIZURE WARRANT

~To:  Any authorized law enforcement officer

An application by & federal law enforcement officer or an attorney for the government requests the search
- of the following person or property located in the Southern Distriet of New York
(identfy the person or describe the praperiy to be searched and give its location).

See Altachment A

The person or property to be searched, desctibed above, is believed to conceal (identify the person or deseribe the properiy
to be seized}:
Ses Altachment A

" The search and seizure are related to violation(s) of finsert statuory citations):
Tille 18, United States Code, Sections 401 {contempt of caurt), 793 (unlawiul disclosure of classified Information); 1030 {unautherized computer access), 1343
(wire fraud), 1503 {obstruction of justice), 1787 (smuggling contraband into-a faderal detention facility} and 22524 {illegal acts related to ¢hild poraography)
I find that the- afﬁdawt(s), or-any recorded testlmony, establish probable cause to search and seize the person or

propexrty. t .
YOU AR COMMANDED to execute this warrant on or before October 15, 2018
: {not to exceed 14 days)

o at any time in the day or night as I find reasonable cause has been
A established,

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, ot from whose premises, the property was taken, or leave the Copy and receipt at the
place where the property was taken. \. ! f" e

The officer execufing this warrant, or an officer present during the execui;mn of fhe Watrant ‘mnst Drepare an

niventol y as requited by law and promptly return this warrant asid inveatory to 111,‘* Clerk Fihe Coutt. /}C

¥ Upon its return, this warrant and inventory should be filed under seal Ly thio Glerk o;[’ the Cowt,,
Ce U.,JEJ Tiitials

(7 in the daytime 6:00 a.m. to 10 p.m.

‘\,e

. : ,
o 1 find that imraediate notification may have an adverse result listed in 18 !Uf 8,C.8. 2’1’05 ( exoept for, deiay
of trial), and authorize the officer executing this warrant to delay notice to the pér: son WhO or whage propeﬁy, will be
searched or seized (check the appropriate box) Hior 30 days (rot to exceed 30).". Sy Y
Cuntil, the facts fustifying, the later spemﬁr-' c}ate of U

. 1y i T Ve
Date and time issued: %1 L6tY @Wég‘f
G) /ﬁm T Wge’s slgnatire
New Yorl, NY - The Honerable Paul A. Crotty, U.S.D.J.

Printed name and title

41

City and state:
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AC 93 (SDNY Rev, 01/17) Search and Selzure Warant (Page 2)

Return

Cage No.:
. §1 17 Cr. 548 (PAC)

Date and time wartant executed: -

Copy of warrant and inventory left with:

Inventory made inthe presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under vpenalty of perjury that this inveﬁtory is correct and was refurned along with the original watrant

to the Cowtt.

Date: -

Executing officer's signature

Printed name and title
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Attachment A
L Premises to be Searched—Subjeet Premises

The premises to be searched (the “Subject Pretises”) is described as follows, and includes

all locked and closed containers found therein:

The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, iﬁcluding
the cells located in those units, and the Fducation Department’s law library on the second
floor of the building, located in Metropolitan Correctional Center, 150 Park Row, New

York, New York 10007.

IL Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this wartant, notice will be provided at or as soon as possible after

the execution of the search,

III.  Ftems to Be Searched and Seized -

A.  Tvidence, Fruits, and Instrumentalities of the Subject Offenses

The items to.be searched and/or seized from the Subject Premises include thé'follomdng
evidence, fruiis, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); :Iitle 18, United States Code, Section 793 (unlawful disclosure of classified information); _
* Title 18, United Stétes Code, Section 1030 (unawthorized computer access), Title 18, United States
Code, Section 1343 (wire fiaud), Title 18, United States Code, Sectiori 1503 (obstruction of
justice), Title 18, United States Code, Sectibn 1791 (smuggling contraband into a federal.detention
facility) and Title 18, United States Code, Section 2252A. (illegal acts relatad to child
pornogtaphy); as well as conspiracies and attempts to violate these provisions and aiﬂing and
abetting these offenses, among other statutes (the “Subject Offenses™): -

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58161Q0JCD (the “Schulte Cellphone™).
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2. An iPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3. An iPhone celiphone with IMEI 354444064445994 (“iPhone-2,” together with
_ iPhone-~1 and the Schulte Cellphone, the “Contraband Cellphones™).

4, Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communieations with, any co-
conspirators.
6. Any and all notes, documents, records, correspondence, or materials, in any format

and medium (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and electronic messages, other digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathering, and transmission of classified
documents or matetials, and the unauthotized removal and retention of classified documents or

matetials, and, in particular, the documents bearing the following titles or descriptions:

a. Article 1: “Presumption-of Innocence: A petitién for redress of grievances”
b. Article 2: “Presumption of .Innocence: A loss of citizenship”

6. Article 3: “Presumption of Innocence: Do you wantto play a game”

d. Article 4 “Presumpti«jml of Innocence: Detention is not punishment”

e Article 5: “Presumption of Innocence: Innocent until proven Wealthy”

'f.- Article 6: “Presumption of Innocence: Can you afford to be accused?”
& Article 7; “Presumption of Tnnocence: A proposed solution”

h. Article 8 “Presumption of Tnnocence: Origins"v

A Article 9: “. . . unalienable Rights, that arnong these are Life, Liberty and

the pursuit of Happiness”
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7. Fvidence of the Subject Offenses on the Céntraband Cellphones, including:

a.  The phone numbers associated with the Contraband Cellphones, as well as
call log information of phone numbers of incoming and outgoing, and missed or unanswered calls

to and from the Contraband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or its

. memiory card(s);
c. - Voicemail messages opened or unopened related to the Subjact Offenses;
d. Ev1dsnce concetning the identity or location of the owner(s) or user(s) of

the Contraband Cellphones;

e, Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;
f . Tvidence of communications among, or concerning, participants in ot

withesses 1o the commission of the Subject Offenses;

g. Contact information of co-conspirators and witnesses to the comimission th
the ,Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social medié .accounts;

| h.  Text, data, “chats,” MMS (“Multimedia Messaging Se‘rviée”). messages,
SMS (“Short Message Service”) messages, FaceTime 'messages., and e-mail mess‘a-ges; any
attachments to those messages, such as digital photographs and videos, and any associated

‘ information, such as the phone number or e-mail addrf_:ss from which the message Was. sent,
pertaining to the quject Offenses;

i,  Digital pliotographs and videos related to the Subject Offenses;
, , :
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iR Browsmg history, websites v1sxted and internet searches conducted on the
Contraband Cellphones related to the Subjeot Offenses.

8. If law enforcement persannel seize the Contraband Celiphones, the personnel will
search the device within & reasonable amount of time, not to exceed 60 days from the date of
execuﬁon of thle warrant. If, after such a search has been conducted, it is determined that a
computer or device contains any data listed in paragraphs 2 and 3, the Government will refain the
c.:omputer or device. If it is determined that the comﬁtrter(s) or device(s) are no longer necessary
to 1'etrif;,ve and preserve the data, and the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b}, such materials and/or equipment will be returned withina reasonable
time. In any event, such matérials andf'or equipment shall be returned no later than 60 days from
the execution of this warrant, unless further application is made to the Coutt.

B. Search and Seizure of Electronically Stored Information

The items to be searched and seized from the Subject Premises afso include any cellphones
that may contain any electronically stored infofmation falling within the categories set forth in
Section iII.A of ﬂﬁs ‘Aftachment above, including, but not limited to, desktep and laptop
computers, disk drives, modems, thumb drives, petsonal digital agsistants, smart phones, digital .
cameras, and scanners. The items to be searched and seized from the Subject Pi'emises a_lso :
include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices, or records of login credentials, passwords, private encryption keys, or similar information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals‘ ar other infor_mation
concernfng the qﬁnﬁguration of the seized or copied computer devices or storage media.

3, Any evidence concerning the persons with access to, control over, or ownership of
the 'seized or copied computer devices or stcraée media. |

C. Review of ESI

FoIloﬁing seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement persqrinel (including, in addition to law enforcement
officers and agénts, and depending on tﬁe natore of the ESI and the sta_tué of the investigation and
related proceedings, attorneys for the govermment, attorney support staff, agency personnel
assisting the government in this investigation, and outside technical experts under government
control) are authorized to review the ESI contained therein for information -rcsponsive.to léhe

warrant.

In conducting this review, law enforcement personnel may use various techniques,

including but not limited to:

s smveying various file “directories” and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer

 believed to contain perfinent files);

» opening or cursorily reading the first few "pages” of such files in order to determins

their precise comtents;

* scanning storage areas to discover and possibly recover recently deleted files;

. seanning storage areas for deliberately hidden files;
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o petforming key word searches through all electronic storage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e making reasonable efforts to utilize computer search methodology to search mﬁy for

files, documents, or other elecironically stored information within the categories

identified in this Astachment,
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EXHIBIT B
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A0 93 (SDNY Rev. 01/17) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

In the Matter of the Search of

{Briefly describe the property to be searched

or identify the person by name and address) Case No. S117 Cr. 548 (PAC)

See Attéchment A

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identify the persor or describe the properiy to be searched and give its location).

See Attachment A

The person or property to be searched, described above, is believed to conceal (identif the person or describe the property
to be seized):

See Attachment A

. The search and seizure are related to violation(s) of (insert statutory citations):

Tille 18, United States Code, Sections 401 (contempt of court), 793 (unlawfu! disclosure of classified information); 1030 {unauthorized computer access),
1503 {obstruction of justice}, 1791 (smuggling contraband into a federal detention facility) and 22524 {illegal acts related o ¢hild pornography)

I find that the affidavii(s), or any recorded testimony, establish probable cause to search and seize the person or
property.

YOU ARE COMMANDED to execute this warrant on or before October 18, 2018

(not to exceed 14 days)
O in the daytime 6:00 am, to 10 p.m. @ at any time in the day or night as I find reasonable cause has been
i o established.
Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premxses the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court.

 Upon its return, this warrant and inventory shoyld be filed under seal by the Clerk of the Court.
USMJ Initials

Ef I find that immediate notification may have an adverse result listed in 18 U,S.C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be
searched or seized (check the appropriate box) #for 30 days (uot ro exceed 30}.

Cluntil, the facts justifying, the later specific date of
Date and time issued: 9 e,  eve ‘pﬂw\Q g\. O‘lﬁ/mr
idn L Judge's signattre

City and state;  New York, NY The Honorable Paul A. Crotty, U.8.D.J.

Printed name and title
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Attachment A
1. Identification of the CD to Be Searched |

The CD is a silver and white compact disc bearing the marking “2018.10.5” and “65C-

" NY-2142433.” The CD is currently located at the FBI's New York Field Office, 26 Federal Plaza,

New York, New York. The CD contains the contents of three encrypted email accounts

(“Encrypted Accbunt—l,” “Encrypted Account-2,” and “Encrypted Account-3,” together the
“Encrypted Accounts™),

The Encrypted Accounts are encrypted email accounts downloaded to the CD from a
foreign service provider known as ProtonMail Secure Message, which according to its website is
based in Switzerland. Encrypted Account-1 is the account named annon1204@protonmail.com,;
Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted

- Account-3 is the account named frecjasonbourne@protonmail.com.

II. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
- the execution of the search.

HI. Items to Be Searched and Seized
A, Evidence, Fruits, and Inétrumentalities of the Subject Offenses

The CD may be searched for the seizure of the following evidence, fiuits, and
_instrumentalities of: Title 18, United States Code, Sections 401 {contempt of court); Title 13,
United Statés Code, Section 793 {unlawful disclosure of classified information); Title 18, United
States Code, Section 1030 (unauthorized computer access), Title 18, United States Code, Section
1503 (obstruction of justice), Title 18, United States Code, Section 1791 (smuggling contraband

_into a federal detention facility) and Title 18, United States Code, Section 2252A (illegal acts
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related to child pornography); as well as conspiracies and attempts to violate these provisions and
aiding and abetting these offenses (the “Subject Offenses”), including:

a. Evidence of the identity(ies} of the user(s) of the Encrypted Accounts and
contraband cellphones in the Metropolitan Correctional Center (the “Contraband Cellphones”), as
Well as other coconspirators in contact with the Encrypted Accounts and/or Contraband
(éellphones;

| b. ﬁvidence relating to the geolocation of the users of the Encrypted
Accounts at times relevant‘to the Subject Offenses;

c. Bvidence relating to the participation in the Subject Offenses by Schulte,
Omar Amanat, and others using or in communication with the Encrypted Accounts and/or
Contraband Cellphones;

d. BEvidence concerning financial institutions and transactions used by the
users of the Encrypted Accounts and/or Contraband Cellphones in furtherance of the Subject
Offenses;

e. Communications evidencing crimes, including the Subject Offenses;

f. Bvidence of and relating to computers or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Encrypted
Accounts and/or Contraband Cellphoﬁes; and 7

g, Passwords or other information needed to access any electronic devices like

the Contraband Cellphones or facilities like the Encrypted Accounts.
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AOQ 93 (SDNY Rev. 01/17) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address) Case No. S1 17 Cr. 548 (PAC)

See Attachment A

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identify the person or describe the property to be searched and give its location): .

See Attachment A

The person or property to be searched, described above, is believed to conceal (identify the person or describe the property
to be seized):

See Attachment A

The search and seizure are related to violation(s) of (insert statutory citations):

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access),
1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography)

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property.
YOU ARE COMMANDED to execute this warrant on or before October 15, 2018
(not to exceed 14 days)
[ in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or mght as I find reasonable cause has been

established.
Unless delayed notice is authorized below, you must give a copy of the: W'M@t and a receipt for the property
taken to the person from whom, or from whose premises, the property was takm, or leaVP lhe copy, a.nd receipt at the
place where the property was taken. S

The officer executing this warrant, or an officer present during 1 th )executlon of the warrant, must prepare an

inventory as required by law and promptly return this warrant and mventor v t0 the Clerk of the Court. %ﬁ.
¥ Upon its return, this warrant and inventory should be filed under seal by the Clerk ot the Cout.
! USRI Initials

!ﬂ( I find that immediate not1ﬁcat1on may have an adverse result hsted in 18 w.8.C. § 2705 ( exwpt for delay
of trial), and authorize the officer executing this warrant to delay notice to the peraon W‘lo or whose property, will be
searched or Selzed (check the appropriate box) #Afor 30 days (ot to exceed 30).

Cluntil, the facts justifying, the later spe01ﬁc date of

Dato arid time issued: ~ Otfa, Lk ot 3 A ' ) Mm

Jdge's signature

City and state: ~ New York, NY The Honorable Paul A. Crotty, U.S.D.J.
Printed name and title

JAS 021135
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A0 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Pége 2)

Return

Case No.: : Date and time warrant executed: Copy of warrant and inventory left with:
S§1 17 Cr. 548 (PAC)
Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
" |to the Court.

Date:

Executing officer’s signature

Printed name and title

JAS_ 021136
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Attachment A
1. Identification of Documents to Be Searched

On October 3, 2018, law enforcement officers executed a search warrant at the
Metropolitan Correctional Center (“MCC”) pursuant to a search warrant signed by the Court on
October 2, 2018 (the “MCC Search Warrant”). The MCC Search Warrant is attached hereto as
Exhibit A and is incorporated by reference, including the defined terms identified therein. Prior
to that search, MCC officials had removed approximately 300 documents from a cell formerly
inhabited by Joshua Adam Schulte (the “Schulte Cell Documents™) and moved those documents
to an official office in the MCC. The Schulte Cell Documents are the subject of this warrant.

II. Execution of the Warrant

=
Law enforcement agents are permitted to execute the search warrant at any time in the day

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

HOI.  Items to Be Searched and Seized
A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

Pursuant to the process described below, the Schulte Cell Documents may be searched for
the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United States Code,
Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful disclosure
of classified information); Title 18, United States Code, Section 1030 (unauthorized computer
access), Title 18, United States Code, Section 15 03 (obstruction of justice), Title 18, United States
Code, Section 1791 (smuggling contraband into a federal detention facility) and Title 18, United
States Code, Section 2252A (illegal acts related to child pornography); as well as conspiracies and
attempts to violate these provisions and aiding and abetting these offenses (the “Subject

Offenses™):
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a. The Schulte Articles, which are already subject to seizure pursuant to the
| MCC Search Warrant;

b. Any documents, including the J ohnSmith Document, pertaining to the
smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure
pursuant to the MCC Search Warrant;

c. Any documents, including the Fake FBI Document, reflecting an attempt to
obstruct justice through the creation of false documents;

d. Any other documents that would be subject to seizure pursuant to the MCC
Search Warrant.

B. Wall Team Search Procedures

1. The Schulte Cell Documents will first be reviewed by law enforcement agents and
prosecutors who are not part of the prosecution team (the “Wall Team”™) to segregate out any
privileged documents.

2. The Wall Team will then turn over the remainder of the documents to the FBI case
agents involved in the prosecution who would review those documents for evidence of the Subject
Offenses, as described above.

3. All privileged documents and documents not subject to seizure pursuant to this
warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC

protocols.

JAS_ 021138
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EXHIBIT A
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AQD 93 (SDNY Rev. 01/17) Search and Sejzure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

18 MAG8377

Case No. §1 17 Cr. 548 (PAC)

Tn the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

See Attachment A )

N et N N N s

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identify the person ot describe the property to be searched and give its location).

See Attachment A
The person or property to be searched, described above, is belisved to conceal (identify the person or describe the property
to be seized),

See-Attachment A

The search and seizure are related to violation(s) of (insert statutory citations):

Title 18, United States Code, Sections 401 {contempt of court), 793 (unlawiul disclosure of classtfted information); 1030 (urauthotized computer access), 1343
(wire fraud), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography)

1 find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property. ] ‘
YOU ARE COMMANDED to execute this warrant on or before October 15, 2018
(not to exceed 14 days)
O in'the daytime 6:00 a.m. to 10 p.m. o at any time in the day or mght as I find reasonable cause has been

established.
Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the

place where the ptopeity was taken.

The officer executing this warrant, or an officer present during the execuﬁrbn of ﬂle Wanant i Lst prepare an
mvcntory as required by law and promptly return this werrant and inventory to ihg, Clm{ of the Court. W, A’C

# Upon its refurn, this warrant and inventory should be filed under seal by the (‘lmk of the Court,_
. : "'&TJ Initials

. v ,< o
# 1 find that immediate notification may have an adverse result listed in 18 UL.C.§2 /05 ( except ﬂ‘)r delay
of trial), and authorize the officer executing this warrant to delay notice to the pér *on Who ot whage pm'weffy, will be
searched or seized (check the dppropriate box) tor 30 days (not fo exceed 30).” ! .
Ountil, the facts justifying, the later specxﬂm date of -

‘i‘»» RERE

Date and time issued: %7— Loy /&K

R}

-

CD / p m Jikige's signature
City and state:  New York, NY The Honorable Paul A. Crotty, U.S.D.J.
Printed name and title

JAS 021140
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AQ.93 (SDNY Rév. 01/17) Search and Sejzure Warrant (Page 2)

Return
Case No.: Date dud time warrant exécuted: Copy of warrant and inventory left with:

5117 Cr. 548 (PAC)
TInventory made in the presence of

Inventory of the property taken and namé of any person(s) seized:

C‘er-tﬁfication

T declare under penalty of petjury that this inventory is correct-and was retutned along with the original watrant
ta the. Coutt.

Date:

Executing officer’s sighature

Printed nmne and title

JAS_021141
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Attachment A
L Preniises to be Séarched—Subject Premises
The premises to be searched (the “Subject Premises™) is described as follows, and includes
all locked apd closed containers found therein:
The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, incloding
the cells located in those units, and the Education Department’s law library on the second
floor of the building, locatéd in Mettopolitan Correctional Center, 150 Park Row, New
York, New York 10007.
1.  Execation of the Warrant

Law enforcement agents are permitted to execute the search warrant 4t any time in the day
or night.. Upon the execution of this warrant, notice will Ee provided at or as soon as possible after
the execution of the search.

UL Items to Be Searcl;eci and 'Seized

A. Evidence, Fiuits, and Instrumentalities of the Subjeet Offenses

The ifems to be searched and/or séized from the Subject Premises inchide thé. following
evidence, fruits, and instrumentalities of: Title 18, United States Cade, Sections 401 (contempt of

~ court); Title 18; United States Céde; Section 793 (imlawful disclosure of classified information);
Title 18, United States Code, Section 1030 Cuneiuthorized computer access), Title 18, United States
Code, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstruction of ’
justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention
facility) and Title 18, United States Code, Section 2252A (illegal acts related to child
pornography); as well as conspiracies and attempts to violate these provisions.and. aiding and |
abetting these OffEI.lfSES; amaong other statutes (the “Subject Offenses™): .

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58T61QOJCD (the “Schulte Cellphone™).
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2. An {Phoene eellphone with IMEI 358793052665161 (“iPhone-17);
3. An {Phone cellphone with IMEI 354444064445994 (“iPhione-2,” together with
_ iPhone-1 and the Schulte Cellphone, the “Contraband Cellphones”).

4. Evidence pettaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communieations with, any co-
conspirators,
6. Any and all notes, documents, records, cotréspondence, or materials, in any format

.and medium (including, but not limited to, envelopes, letters, papers, e-mail mass‘ageé, chat logs
and electronic messages, other dlgltal data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathering, and transmission of clagsified
documents or materials, and the unauthorized removal and retention of classified documents o
materia1§, and, in particular, the documents bearing the following titles or descriptions;
a. Article 1: “Presumption of Innocence: A petition for redress of grievances”
b. Article 2: “Presumption of I.[nnocgncez A loss of citizenship”
c. Article 3: “Presuinption of Innodence: Do you want to play a game”
d. . Article 41 “Presumption‘ of Tanocence: Detention is hot punishment”
e. Article 5: “Presumption of Irmocence: Intiocent until proven Wealthy”
f. Artiole 6: “Presumption of Tnnocence: Can you afford to be accused?”
g Article 7: “Presumption of Irmocence: A proposed solution”
I Atticle 8: “Presumption of Tmnocence: Origins™
ok Arficle 9: . .. unalienable Rights, that among these are Life, Liberty and

the pursuit of Happiness”

JAS_ 021143




Case 1:17-cr-00548-PAC Document 98-3 Filed 06/18/19 Page 11 of 14

7. Evidence of the Subject Offenses on the Contraband Cellphones; including:

a. The phone numbers associated with the Contraband Cellphones, as well as
call log information of phone numbers of incoming and outgoing, and missed or unanswered calls
1o and from the Contraband Cellphones;

b, Address books and contact lists stored on the Contraband Cellphones or its
memory card(s); |

c. Voicémail messages, opened or unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the o;zmer(s) or uset(s) of
the Contraband Cellphones; |

e. Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;

f. Evidence of communications among, or concerning, participants in or
witnesses to the commission of the Subject Offenses;

g. Contact information of co-conspirators aiid witnesses to the commission of
the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging ard social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) miessages,
SMS (“Short Message Service™) messages, FaceTime messageé, and e-mail messages, any
attachments fo those tmessages, such as digital photographs and videos, and any associated
information, such as the phone numbet or e-mail addrf‘:ss from which the message Waé sent,
pertaining to the Subject Offenses;

i. Digital photographs and videos related to the Subject Offenses;
3
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- Browsing history, websites viéit‘ed, and infernet searches conducted on the
Contraband Cellphones related te the Subject Offenses.

8. If iaw enforcement personne] seize the Con—t.raband Cellphones, the personnel will
search the device within a teasonable amount of time, not to exceed 60 days from the date of
execution of th'e warratit, If, after such a search has beenr conducted, it is determined that a
cotputer or devi‘ce contains any data listed in paragraphs 2 and 3, the Government will retain the
computer of device. If it is determined that the eomputer(s) or device(s) are no lofiger hecessary
to refrieve and preserve the data, and the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedute 41(b), such materials and/or equipment will be returned within a reasonable
time. In any event, such materials and/or equipinent shall be retnrned 1o later than 60 days from
the execution of this warrant, unless further application is made to th,é‘ Cotrt. .

B. Search and Séiz’ure of Electronically Stored Information

The items to be séarched and seized from the Subject Premises also include any cellphones |
that may contain dny electronically stored infd@tion falling within the eategories sg:t forth in
Section IILA of this A’A’ttachment above, includhjg, but not limited to, desktop and laptop
computers; disk drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. The ftems to be searched and seized from the Subject Pi'emiscs also
include:

1. Any items or récords ne‘edéd to access the data stored on any seized or copied
computer devices ot storage media, including but not lirhited to any physical keys, eneryption

devices, orrecords of login credentials, passwords, privaté encryption keys, ot similar information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals' or other information
concerning the configuration of the seized or copied computer-devices or storage media.

3. Any evidence concerning the persons with access to, control over, or ownership of
the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (including, in addition to law enforcement
officers and agénts, and depending on the nature of the ESI and the status of the investigation and |
related proceedings, attorneys for the government, attorney support staff, agency personnel
assisting the government in this investigation, and outside technical experts under government'
control) are authorized to review the ESI contained therein for information responsive to the
warrant.

Tn conducting this review, law enforcethent personnel may use various techniques,
including but not limited to:

e surveying various file “directories” and the individual files they contain (analogous to '

looking at the outside of a file cabinet forthe markings it contains and opening a drawer
" believed to contain pertinent files);

« opening or cursorily reading the first few "pages" of such files in order to determine

their precise contents;

* scanning storage areas to discover and possibly recover recently deleted files;

o scanning storage ateas for deliberately hidden files;
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» performing key word searches through all electionic stofage areas to determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e making reasanable efforts to ntilize computer search methiodology to search oﬁly for
files, do;;umcnts,— ot other electronically stored information within the categories

identified i# this Attachment.
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AU 106 (SDNY Rev. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT

for the
In the Matter of the Search of )
(Briefly describe the property to be searched )
or identify the person by name and address) ) Case No. S1 17 Cr. 548 (PAC)
See Attachment A g
)

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the
property fo be searched and give its location):

located in the Southern District of - New York , there is now concealed (identify the

person or describe the property to be seized):

See Attached Affidavit and its Attachment A

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more):
&l evidence of a crime;
& contraband, fruits of crime, or other items 111ega11y possessed
X3 property designed for use, intended for use, or used in committing a crime;
O a person to be arrested or a person who is unlawfully restrained.

The search is related to a violation of’

Code Section(s) : Offense Description(s)

18 U.S.C. §§ 401: 793: Contempt of court; unlawful disclosure of classified information; unauthorized computer
' y access; obstruction of justice; smuggling contraband into prison; illegal acts related to

1030; 1503; 1791; 2252A 14 pt;rnography.
The application is based on these facts:

See Attached Affidavit and its Attachment A

I!f Continued on the attachedAsheet.

o Delayed notice of 30 __days (give exact ending date if more than 30 days: ) is requested
under 18 U.S.C. § 3103a, the basis of which is set forth on the attached shest L

0.0 \u;;ﬂ

Dhcant s. szgnature

[

Jeffrey: D:awd Donaldson FBI Special Agent
’P,rzntgq\’ napte ard title .

Sworn to before me and signed in my presence.

J'udge s xégnature

Date: 10/03/2018

City and state: New York, NY 7 The Honorable Paul A. Crotty, U.S.D.J.

Printed name and fitle
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

In the Matter of the Application of the United : TO BE FILED UNDER SEAL
States of America for a Search and Seizure :

Warrant for Documents Found in a Cell at the : Agent Affidavit in Support of
Metropolitan Correctional Center, 150 Park : Application for Search Warrant

Row, New York, New York 10007, previously :
inhabited by Joshua Adam Schulte :

SOUTHERN DISTRICT OF NEW YORK) ss.:
JEFF D. DONALDSON, being duly sworn, deposes and says:

I. Imtroduction
A. Affiant

1. Tam a Special Agent of the Federal Bureau of Investigation (“FBI”) assigned to the
New York Field Office, and have been employed by the FBI since 2010. I am currently assigned
to a squad responsible for counterespionage matters and have Worked in the field of
counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related Vidlations of law, including
unauthorized retention, gatheriﬁg, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materials; illegally acting in the
United States as a foreign agent; other national security offenses; and the making of false
statements. As aresult of my involvement in espionage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence operations, I am familiar with the tactics, methods, and techniques of United
States persons who possess, or have possessed a United States Government security clearance and

may choose to harm the United States by misusing their access to classified information. Iam also
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familiar, though my training and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information.

2. I'make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of Criminal Procedure for a warrant to seize and review certain materials identified during
the search of the Metropolitan Correctional Center (“MCC”), which took place on October 3,2018
pursuant to a search warrant signed by the Court on October 2, 2018 (the “MCC Search Warrant”).
The MCC Search Warrant and underlying affidavit are attached to this application as Exhibit A
and is incorporated by reference, including the defined terms identified therein.

3. As described in more detail, this application seeks the authority to seize and search
documents (the “Schulte Cell Documents™) collected from a cell formerly inhabited by Joshua
Adam Schulte, among others. At least some of the Schulte Cell Documents appear to relate to the
use of the Contraband Cellphones in the MCC and the creation of a false exculpatory document
(speciﬁcaﬂy, a document purportedly written by an FBI whistleblower to Wikileaks exonerating
Schulte), which are described in more detail below. Other of the Schulte Cell Documents, which
the agents have not reviewed, bear indications that they were potentially created to aid in the
preparation of Schulte’s legal defense. As a result, and out of an abundance of caution, this
application requests permission to have law enforcement agents and prosecutors who are not part
of the prosecution team (the “Wall Team”) search the Schulte Cell Documents first and segregate
out any non-privileged documents that are responsive to this warrant. Only the segregated, non-
privileged Schulte Cell Documents will be provided to the prosecution team. The remaining
documents will be returned to the MCC for delivery to Schulte within 48 hours.

4, This Affidavit is based upon my personal knowledge; my review of documents and

other evidence; my conversations with other law enforcement personnel; and my training,
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experience and advice received concerning the use of computers in criminal activity and the
forensic analysis of electronically stored information. Because this Affidavit is being submitted
for the limited purpose of establishing probable cause, it does not include all the facts that I have
learned during the course of my investigation. Where the contents of documents and the actions,
statements, and conversations of others are reported herein, they are reported in substance and in
part, except where otherwise indicated.

B. The Subject Offenses

5. For the reasons detailed below, I believe that there is probable cause that the Schulte
Documents contain evidence, fruits, and instrumentalities of Title 18, United States Code, Sections
401 (contempf of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized
computer access), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal
detention facili‘;y) and 2252A (illegal acts related to child pornography); as well as conspiracies
and attempts to violate ‘ghese provisioné and aiding and abetting these offenses (the “Subject
Offenses™).

II.  Probable Cause and Request to Search

6. Based on my training, experience, and participation in this investigation, as well as
my conversations with others, I have learned, among other things, that:
a. On October 3, 2018, I and other law enforcement officers executed the
MCC Search Warrant. Prior to the search, MCC officials had removed the Schulte Cell
Documents, among other things, from Schulte’s former cell and stored them in an official office
at the MCC.
b. The Schulte Cell Documents are comprised of more than approximately 300

pages of materials. In executing the MCC Search Warrant, the agents began to review the Schulte
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Cell Documents. During that search, law enforcement officers encountered, among other things,

the following:
i The Schulte Articles, as described in the MCC Search Warrant;
ii. The Pro Se Bail Motion, as described in the MCC Search Warrant!;
iii. A document that bore the name of an email account

(johnsmith742965@gmail.com) identified on one of the Contraband Cellphones, as well as what
appears to be the password for that account (the “JohnSmith Document™)?;

iv. A document that was purportedly authored by a member of the FBI
that appears to be intended for Wikileaks (the “Fake FBI Document™).® The Fake FBI Document
is purportedly from a whistleblower within the FBI who states, in substance and in part, that
Schulte Waé not responsible for the Leak and that the FBI planted child pornography on his
cofnputer.

| c. As the agents were reviewing the Schulte Cell Documents pursuant to the

MCC Search Warrant, they identified documents upon which there were markings that indicated
they were potentially prepared to aid in Schulte’s defense.

7. In light of the foregoing, this application seeks authority for the Wall Team to

review the Schulte Cell Documents to segregate out any privileged documents. The Wall Team

will then turn over the remainder of the documents to the FBI case agents involved in the

prosecution who would review those documents for evidence of the Subject Offenses, including:

! The MCC Search Warrant does not permit the Government to seize the Pro Se Bail Motion, and
the Government is not seeking that authority in this application.

% The Government is seeking a search warrant to search this email account in a separate search
warrant.

3 In prison calls with his parents, Schulte discussed, in substance and in part, having his parents
attempt to contact Wikileaks.
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a. The Schulte Articles, which are already subject to seizure pursuant to the
MCC Search Warrant;

b. Any documents, including the JohnSmith Document, pertaining to the
smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure
pursuant to the MCC Search Warrant;

c. - Any documents, including the Fake FBI Document, reflecting an attempt to
obstruct justice through the creation of false documents;

d. Any other documents that would be subject to seizure pursuant to the MCC
Search Warrant.

8. All privileged documents and documents not subject to seizure pursuant to this
warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC

protocols.
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III. Conclusion and Ancillary Provisions

9. Based on the foregoing, I respectfully request the court to issue a warrant to search
énd seize the items and information specified in Attachment A to this Affidavit and to the Search
and Seizure Warrant. \

10.  In light of the confidential nature of the continuing investigation, I respectfully
request that this Affidavit be maintained under seal until the Court orders otherwise.

Y gy L

D. DONALDSON
1a1 Agent
Federal Bureau of Investigation

Sworn to before me on
this 3rd day of October 2018

/ e /fewt@’
THE HONORABLE PAUL A. CROTTY
UNITED STATES DISTRICT JUDGE

A

)
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Attachment A
i Identification of Documents to Be Searched

On October 3, 2018, law enforcement officers executed a search warrant at the
Metropolitan Correctional Center (“MCC”) pursuant to a search warrant signed by the Court on
October 2, 2018 (the “MCC Search Warrant”). The MCC Search Warrant is attached hereto as
Exhibit A and is incorporated by reference, including the defined terms identified therein. Prior
to that search, MCC officials had removed approximately 300 documents from a cell formerly
inhabited by Joshua Adam Schulte (the “Schulte Cell Documents”) and moved those documents
to an official office in the MCC. The Schulte Cell Documents are the subject of this warrant.

1L Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

III.  Ttems to Be Searched and Seized
A. Evidence, Fruits, and Instrumentalities of the Subject Offenses

Pursuant to the process described below, the Schulte Cell Documents may be searched for
the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United States Code,
Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful disclosure
of classified information); Title 18, United States Code, Section 1030 (unauthorized computer
access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18, United Stafes
Code, Section 1791 (smuggling contraband into a federal detention facility) and Title 18, United
States Code, Section 2252A (illegal acts related to child pornography); as well as conspiracies and
attempts to violate these provisions and aiding and abetting these offenses (the “Subject

Offenses™):
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va. The Schulte Articles, which are already subject to seizure pursuant to the
MCC Search Warrant;

b. Any documents, including the JohnSmith Document, pertaining to the
smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure
pursuant to the MCC Search Warrant;

c. Any documents, including the Fake FBI Document, reflecting an attempt to
obstruct justice through the creation of false documents;

d. Any other documents that would be subject to seizure pursuant to the MCC
Search Warrant.

B. Wail Team Search Procedures

1. The Schulte Cell Documents will first be reviewed by law enforcement agents and
prosecutors who are not part of the prosecution team (the “Wall Team”) to segregate out any
privileged documents.

2. The Wall Team will then turn over the remainder of the documents to the FBI case
agents involved in the prosecution who would review those documents for evidence of the Subject
Offenses, as described above.

3. All privileged documents and documents not subject to seizure pursuant to this
warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC

protocols.
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-~ EXHIBIT A
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AO 106 (SDN'Y Rev. 01/17) Application for a Search Warrant

UNITED STATES DISTRICT COURT
for the

18MAG 8877 |

Case No. S1 17 Cr. 548 (PAC)

In the Matter of the Search of

(Briefly describe the property to be searched
or identify the person by name and address)

See Attachment A

e T WL N

APPLICATION FOR A SEARCH AND SEIZURE WARRANT

1, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that T have reason to believe that on the following person or property (identify the person or describe the
property to be searched and give its location): )

located in the Southern District of New York , there is now concealed (identify the
person or describe the property to be seized):

‘See Attached Affidavit and its Attachment A

The basis for thie search under Fed. R. Crim. P, 41(c) is (check one or more):
I8 evidence of a crime;
= contraband, fruits of etime, or other items illegally possessed;
& property designed for use, intended for use, or used in committing a crime;
[ a person to be atrested or a person who is unlawfully restrained.

The seatch is related to a violation of:
Code Section(s) Offense Description(s)

18 U.S.C. §§ 401; 793; 1030; Contempt of court; unlawful disclosure of classified information; unauthorized computer
1343 1503: 1791: 2252A access; wire fraud; obsiruction of justice; smuggling contraband into prisob; illegal acts
! ! ' related to child pornography.

The application is based on these facts:
See Attached Affidavit and its Attachment A
l“!f Continued on the attached sheet,

il Delayed notice of 30  days (give exact ending date if more than 30 days: . )isrequested
under 18 U,S.C. § 31034, the basis of which is set forth on thie attached sheet,

VTN

S ;gribplicaiir-’.v sigricture

Jeffiey David Donaldson, FBI Sgecial Agent
' . ' Pi'intez,'_iﬁ&(me and e,

. 1
o

%l e

" Fhidge s stgrdure

Sworn to before me and signed in my presence.

{ OAD@AO/J’
Eexe/ioz PV

Date:

The Honorable Paul A. Croity,.U.S.D.J.
Printed name and title

City and state: New York, NY
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/" UNITED STATES DISTRICT COURT"
SOUTHERN DISTRICT OF NEW YORK
In the Matter of the Application of the United © ~ TO BE FILED UNDER SEAL
States of Ametica for a Search Wartant for the : ‘
Premises Known and Described as 7 South Unit, : Agent Affidavit in Support of
7 North Unit, Including the Cells Located In : Application for Search Warrant

Those Units, and the Education Department’s :
Law Library on the Second Floor, located in :
Metropolitan Correctional Center, 150 Park Row, :
New York, New York 10007, as well as Any :
Closed Containers/Items Contained in the :
Premises :

SOUTHERN DISTRICT OF NEW YORX) ss.:

JEFF D. DONALDSON, being duly sworn, deposes and says:
I. Imtroduction

A, | Afﬁaﬁt

1. Tam a Special A,r,;ent of the Federal Bureau of Investigation (“FBI”) assigned to the
New York Ficld Office, and have been employed by the FBI since 2010. I am currently assigned
to a squad responsible for counterespionage matters and have worked in the field of
counterintelligence from 2010 to present. In. the course of my duties as a Special Agent, I am
responsible for investigating offenses involving espionage and related violations of law, i-ncluding
unauthorized retention, gathering, transmitting or losing classified documents or materials;
unauthorized removal and retention of classified documents or materials; illegally acting in the
United States as a foreign agent; other national security offenses; and the making of fa.ISé
statements. As.aresult of my involvement in espionage investigations and investigations involving
the unauthorized disclosure or retention of classified information, as well as my training in
counterintelligence operations, I am familiar With.th’e. tactics, methods, and téchniques of United

States persons who possess, or have possessed a United States Government security clearance and
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may choose to harm -thc United States by misusing their access to classified information. I am also
familiar, though my training and experience with the use of computers in criminal activity and the
forensic analysis of electronically stored information.

2. I make this Affidavit in support of an application pursuant to Rule 41 of the Federal
Rules of, Criminal Procedure for a second warrant to saarcﬂ the premises specified below (the
“Subject Premises™) for the items and information described in Attachment A. ‘This Affidavit is
based Aupon my personal knowledge; my review of documents and other evidence; my
conversations with éther law enforcement personnel; and my training, experience and advice
received concerning the use of computers in criminal activity and the forensic analysis of
electronically stored information (“ESI”). Because this Affidavit is being submitted for the limited
purpose of establishing probable cause, it does hot include all the facts that T have learned during
the course of my investigation. Where the contents of documents and the actions, statements, and
conversations of 6&131'5 are reported herein, they are reported in substance and in part, except where
otherwise indicated.

B. The Subject Premises
3. The Subject Premises is particularly described as the 7 South Unit (“Unit-17), 7

North Unit (“Unit-2"), including the cells located in those units, and the Education Department’s
law library on the second floor (the “Law Library,” together with “Unit-1” and “Unit-2,” the
“Subject Premises”) located in Metropolitan Correctional Center, 150 Park Row, New York, New

York 10007.

C. The Subject Offenses
4. For the reasons detailed below, I believe that there is probable cause that the Subject

Premises contain evidence, fiuits, and instrumentalities of Title 18, United States Code, Sections

401 (contempt of court), 793 (unlaWﬁll disclosure of classified information); 1030 (unauthorized
2
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computer access), 1343 (wire fraud), 1503 (obstruction of justice), 1791 (smuggling contraband
into a federal detention facility) and 2252A (illegal acts related to child pornography); as well as
conspiracies and attempts to violate these provisions and aiding and abetting these offenses, among
other statutes (the “Subject Offenses™).

D. Terminology

5. The tetm “computer,” as used herein, is defined as set forth in 18 U.S.C.
§ 1030()(L).
6. The' terms “records,” “documents,” and “materials” include all information

recorded in any form, visual or oral, and by any means, whether in handmade form (including, but
not linited to, writings, drawings, paintings), photographic form (including, but not limited to,
microfilm, microfiche, prints, slides, negatives, videotapes, motion pictures, photocopies) or
electrical, electronic or magnetic form (inchuding, but not limited to, tape recordings, cassettes,
compact discs, electronic or magnetic storage devices such as floppy diskettes, hard disks, CD-
ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards’
(MMCs), memoty sticks, optical discs, printer buffers, smart cards, memory calculators, electronic
dialers, Bernoulli drives, or electronic notebooks, as well as digital data files and printouts or
readouts from any magnetic, electrical or electronic storage device), as well as the equipmént
needed to record such information (including but not limited to cameras and video recording and
storage devices)..

1I. Probable Cause and Request to Search

A, Overview

7. As described in further detail below, through this application, the Government
seeks a warrant to search the Subject Premises for two iPhones one with IMEI 358793052665161

and one with IMEI 354444064445994 (the “Contraband iPhones™); a Samsung cellphone with
| 3
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IMEI number 35 7073084445432 and/or Serial Number R58161Q0JCD (the “Schulte Cellphone,”
together with the Contraband iPhones, the “Contraband Cellphones™); and copies of certain
documents written by Joshua Adam Schulte (the “Schulte Documents™),! Schulte—who has been
indicted for, among other things, possession of child pornography and unlawful disclosure of
c;laésiﬁed hlfolmation—and another inmate, Omar Amanat——v@ho was convicted at trial of various
forms of frand, including securities fraud—have been usipg the Contraband Cellphones that were
smuggled info the MCC to, among other things, fabricate evidence and disseminate information
that is either protected by a cowrt-entered protective 6rder or that is classified.

B. Background on Amanat and Schulte’s Detention at the MCC
8. Based on my training and experience, my participation in this investigation, and
my conversations with other law enforcement agents and others, and my review of reports prepared
. by others, including other FBI agents, I have learned, among other things, that:

2, Between in or about 2012 and Nove;mber 2016, Schulte was employed by
the Central Intelligence Agenéy (the “CIA™). |

b. At the CIA, Schulte worked at a specific group (the “CIA Group”) that,
among other things, developed computer applications that the CIA used to gather intelligence
abroad. |

c. As part of his work, Schulte developed specialized skills in, among other
things, hacking computers and computer networks and secretly obtaining dat‘alﬁ*om_ computers and
computer networl&s. |

d. Tn or about November 2016, Schulte resigned from the CIA. Prior to his

resignation, Schulte had disclosed to other CIA employees that he was angry at what he perceived

! One of the Coniraband iPhones was seized by the MCC on or about September 26, 2018.
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to be his mistreatment by .CIA management in connection with a dispute Schulte had had with
another CIA employee. {

e. Beginning on or about March 7, 2017 through in or about November 2017,
the website wikileaks.org (“WikiLeaks™) pubﬁshed information from the CIA Group at which
Schulte previously worked (Fhe “Leak™). The Leak appears to be the largest unauthorized public
disclosure of CIA information in the history of the agency,

f. én or about August. 24, 2017, the FBI arvested Schulte for, among other
things, possession of child pornography, based on, in part, the FBI’s discovery of appro}dmately
10,000 imageé of apparent child pornogtaphy ori a personal desktop computer used by Schulte.

g Schulte was initially released on bail on or about Sepltember 15,2017, over
tﬂc Government’s objection. Schulte’s bail was revoked, however, in cotmection with his violation
~ of his bail conditions, in particular, restrictions on his use of computers or the Internet. Schulte’s
actions inoludeé, among other things, using an online network that allows for anonymous browsing
of the Internet. Schulte has been detained at the MCC since on or about December 14, 2017.

h. On or about June 18, 2018, the Government filed a superseding indictment
that, in addition to containing the original child pomography charges, also charged Schulte with
violations of, among other statutes, Title 18, United Staftes Code, Sections 793 and 1030, in
comnection with the Leak. -

i The Government has produced to Schulte ceﬂaﬁx search warrant affidavits
(the “Schulte Search Warrant Affidavits”) pursuant to a protective order entered by the Court on
or about September 18, 2017 (the “Schulte Protective Order”). Based on the terms of the protective

order, Schulte and his defense team were not permitted to disclose the Schulte Search Warrant
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Affidavits or the information contained in them to anyone not involved in the preparation of
Schulte’s defense.

9. Based on my training and experience, my participation in this inves’gigation, my
review of teports and other documents prepared by others, and my conversations with other law
enforcement agents and others, including an FBI agent involved in an earlier investigation and

prosecution of Amanat, I have learned, among other things, that:

a. - On or about July 13, 2016, the Government filed a superseding indictment
charging Amanat with wire fraud, conspiracy to commit wire fraud, aiding and abetting investment
advisor fraud, and conspiracy to commit securities fraud.

b. ‘ Amanat vs}as arrested that day and released on bai_l on or gsbout July 22, 2016.

c. On or about December 26, 2017, Amanat was convicted on all counts after
a jury trial before the Honorable Paul G. Gardephe.

d. Amanat has been .detained at the MCC since on or about December 26, -
2017.

€. Amanat is currently scheduled to be sentenced on or aboﬁt October 18,2018
although that sentencing date may be adjourned because of requests by defense counsel for Amanat
and his co-defendant, Kaleil Isaza Tuzman, for a Fatico heating. Isaza Tuzman was also convicted

on or about December 26, 2017 and is currently-on bail pending sentencing.

f Amanat’s brother and co-defendant, Trfan Amanat, is scheduled to proceed
to trial before Judge Gardephe on October 22, 2018, on charges of wire fraud, donspiracy to
commit wite fiaud, aiding and abetting investment advisor fraud, and conspiracy to commit

securities fraud.
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10.  Based on my training and experience, my patticipation in this investigation, my
conversations with ofher law enforcement agents and others, and my review of reports and

recorded telephone conversations, I have learned, among other things, that:

4. Schulte and Amanat are cellrﬁate_s at the MCC, and are housed in Unit-1.2
b. Duriﬁ-g recorded telephone conversations from the MCC,? Schulte has
stated that he and Amanat are friends and that Schulte is helping Amanat with a report that will

help to prove Amanat’s alleged innocence.

C. Schulte’s Vidglation of the Schulte Protective Order and Disclosure of Classified
Information While at the MCC

1. Based on my training and experience, my conversations with other law enforcement
agents and others, my participation in this investigation, and my review of reports and recorded
conversations, I have learned, among other things, that:

a, In or about A]éril 2018, in recorded calls from the MCC, Schulte disc‘:ussedi‘
with members of his family his desiré to talk to membg:rs of the media about his case. Schulte also
indicated that he had written several documents, which he called “articlés,” that discussed his case
(the “Schulte Articles™) and which he wanted to be disseminated to the media. Tt appears from the

calls that at least some of the Schulte Articles may have been provided to one or more members

of the media.
b. In or about April 2018, ina recorded call from the MCC, Schulte spoke with

an individual who.appeared to be a member of the media. During the call, Schulte discussed the

information contained in one of the Schulte Search Warrant Affidavits and why he felt that

2 T ypderstand that based on some of the conduct described in this Affidavit, MCC officials may
move Schulte to another part of the MCC so that he is no longer Amanat’s cellmate.

3 All conversations or documents referenced in this Affidavit are described in substance and in
part. '
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information vwas inaccurate. When asked if the information he was discussing was classified,
Schulte responded that it was not classified, but that it was protected by the “protective order.”
Nevertheless, Schulte continued to disclose information found in one of the Sehulte Search
Warrant Affidavits.

c. On or about May 15, 2018, the Washington Post and the New York Times
published articles about Schulte’s case, in which they indicated that their reporters had learned of
information contained in at least one of the Schulte Search Warrant Affidavits.

. d. On or about May 21, 2018, at the Governiment’s request, the Court held a
conference to address Schulte’s violation of the Schulte Protective Order. During the hearing, the
Government noted, among other things, that it had reviewed recordings of calls Schulte had
patticipated in from the MCC.

e.  On or about June 20, 2018, at his érraignment on the superseding

indictment, Schulte submitted a handwritten pro se bail motion to the Court (the “Pro Se Bail
- )‘4 dQO

f The day after Schulte submitted the Pro Se Bail Motion, the Government
informed Schulte’s counsel that the Pro Se Bail Motion was undergoing a review by the CIA to

determine whether it contained classified information.

g. It appears that after the Government informed Schulte’s counsel about the
classification review, Schulte may have sent the Pro Se Bail Motion to an attorney and his parents.
h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Articles, and

has determined that the Pro Se Bail Motion and at least one of the Schulte Articles contain

classified information.

4 The Schulte Documents are yore particularly described in Attachment A(.,., A n:o/ [nc M

GnA/ f‘e gc/: %Arﬁ};/@g,
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D. Amanat’s Fabrication of Evidence During His Trial
12.  Based on my training and experience, my participation in this investigation, and
iny conversations with other law enforcement agents and others, including an FBI agent involved
in a prior investigation and prosecution of Amanat, I have learned, among other things, the
following:

a. During his trial, Amanat soﬁght to introduce, among other things,
approximately five emails (the “Amanat Fabricated Emails”), four of which Wefe admitted initially
several jn redacted form.

b.  Inresponse, during two hearings held outside the presence of the jury as
well as in a rebuttal case before the jury, the Government submitted evidence showing that the
Amanat Fabricated Emails had been faked by Amanat, ﬁicludi‘ng, among other things:

i Evidence of disérepancies in header information, including time
stamps assbciated with the Amanat Fabricated Emails and other emails introduced at ttial.

ii, Evidence that certain of the Amanat Fabricated Emails were not
found in certain email accounts or on electronic media used by the purported recipients of the

emails.

iii. Evidence that the Amanat Fabricated Emails were inconsistent with
other contemporaneous and inculpatory communications involving Amanat.

iv. An email communication between Amanat and his brother and co-
defendant, Itfan Amanat, concerning how to delete emails from a certain email account.

V. Expert testimony from an experienced FBI Special Agent assigned
to a oyber squad that four of the five Amanat Fabricated Emails were fake and/or were not sent on
the date and time on which they appeared to have been sent.

c. As noted above, Amanat was convicted by the jury of all counts.
9 -
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E. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC
13. 1 have participated in an interview of an inmate at the MCC who was housed in

Unit-1 with Amanat and Schulte until recently (the “CS™).5 During that interview, the CS reported
that, among other things:

a For the-past several months, the CS has been paid by Amanat to store a;nd
charge the Contraband Cellphones.

b. The Contraband Ccllphbncé were smuggled into the MCC and protected
from detection through a netwotk of visitors to the facility, inmates, and correctional officers.

c. For a time, the CS was tasked with storing and charging the Contraband

Cellphones in the CS’s cell. Dtring that time-period, the CS also knew the passwords for the

devices.

d. At some point, Schulte decided that he no longer wanted the CS to know
the password for the Schulte Cellphone or to store it. Since around that time, the Schulte Cellphone

has been stored in other inmates’ cells.

e. Schulte told the CS that Schulte had implemented certain security protocols
with réspeot to the Schulte Cellphone, such as changing the cellphone’s unique device identifier
and enabling a function by which all the data on the Schulte Cellphone would be deleted if

someone other than Schulte tried to access the ﬁhone.

f Priorto Schulte’s retrieval of the Schulte Cellphone, the CS would regulatly

take screenshots of messages and recorded videos involving the Contraband Cellphonés. The CS

5 The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hope
of receiving a more lenient sentence and potentially immigration benefits. As described in this
Affidavit, the CS’s information has been at least partly corroborated by, among other things, a
seizure of at least one contraband cellphone.

10
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subsequently stored those screenshots in an email account the CS created (the “CS Acoount™),

Based on these messages and the CS’s conversations with Schulte and Amanat, the CS understood

that, among other things:

i Schulte and Amanat were using the Contraband Cellphones in
connection with the creation of some sort of report that would be submitted to Amanat’s sentencing

judge (Tudge Gardephe) to show that the Amanat Fabricated Emails were allegedly real.
1. The CS also recalled a communication over at least one of the
Contraband Ceﬂphoucs relating to “Vault 7,” which is the name used by WikiLeaks for the Leak.
g. Amanat and Schulte also discussed their need to have the Contraband

Cellphones with them when they accessed discovery at the Law Library.

h. During the interview, the CS consented to thé search of the CS Account,
and provided not only the name of the CS Account, but also the password for it.
14, Based on my participation in this investigation, conversations with other
participants in the investigation; and my review of reports prepared during the investigation, Iizave
leatned, among other things, that:

a. Unit-1 and Unit-2 are on the same floor of the MCC and are connected by

a corridor.

b. Although inmates from the two units are prohibited from interacting with
each other in the corridor between Unit-1 and Unit-2, inmates are, at times, able to meet briefly in

that space.

c. On or about on or about September 26, 2018, MCC officials recovered one
of the Contraband iPhones from Unit-1. It does not appear, however, that the other Contraband

Cellphones have been recovered by- MCC officials yet.

11
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d. The search for the other Contraband Cellphones is ongoing, and has
included, among, other things, searching multiple cells in Unit-1, including Schulte and Amanat’s

cell, and cells in proximity to their cell.

F. Evidence of Schulte’s and Amanat’s Illegal Activity Using the Contraband
i Cellphones

15.  Based on my review of the CS Account, my participation in this investigation,
conversations with other participants in the investigation, and my review of reports prepared
during the imestigation, I have learned, among other things, that:

a. The CS Account contains approximately 450 electronic files (including

" yideos and photographs) of the Contraband Cellphones. These files include, among other things,

video recerdings of Schulte and Amanat using the Contraband Cellphones and screenshots (or

images) of communications received and/or sent using the Contraband Cellphones in connection

with Schulte’s and Amanat’s intendt?d fabricatién of evidence and/or dissemination of materials
protected by the Protective Otder or that appear classified, including the Schulte Documents.

b. Below are several still images taken from videos retrieved from the CS

Account that show Schulte and Amanat using the Contraband Cellphones in the MCC:

Video 1 (Tmage 1)

12
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Case 1l
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c. Below are images from the CS Account reflecting commugdcations using

the Contraband Cellphones:

i The image below from one of the Contraband Cellphones appears

to be a draft report prepared by Schulte and Amanat related to the fabricated emails from Amanat’s

{rial.

15
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«

i The image below from one of the Contraband Celiphones appears

to be an email describing an excerpt from one of the Schulte Articles:

|
14,
|
|
|
iil
]
il
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anr

1.

The image below is a screenshot of what appears to be an email sent

over one of the Contraband Cellphone_s. “Protonmail” is an encrypted email service based abroad,

and the file “Schulte_Ha... Notes.pdf” appears to be a reference to the information contained in

the Pro Se Bail Motion.

17
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iv. The image below is a screenshot of one of the Contraband
Cellphones that depicts certain applieétions that have been downloaded to the phone, including

“Secure Delete” and “IShredder”:

18
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G. Probable Cause Justifying Search of ESI

16.  Based on the foregoing, and based on my training and experience, I know that
Amanat and Schulte have used (or are using) the Contraband Cellphones to, among other things,

create documents and communicate with others outside the MCC. Moreover, like individuals

“engaged in any other kind of activity, individuals who engage in the Subject Offenses store records

relating to their illegal activity and to persons involved with them in that activity on electronic
devices such as the Contraband Cellphones. Such records can include, for example logs of online
“chats” with co-conspirators; email correspondence; contact information of co-conspirators,
including telephone numbers, email addresses, and identifiers for instant messaging and social
medial accounts; stolen financial and persqnal identification data, including bank account
numbers, credit card numbers, and names, addresses, telephone numbers, and social secufity
sumbers of other individuals; and/or records of illegal transactions using stolen financial and
personal identification data. Individuals engaged in criminal activity often store such records in
order to, among other thingé, (1) keep track of co~conspirat0rs; contact information; (2) keep a
record of illegal transactions for future reference; (3) keep an accounting of illegal proceeds for
purposes of, among other things, dividing those proceeds with co-conspirators; and (4) store stolen

data for future exploitation.

17.  As a result, there is probable cause to believe that the. Coniraband Cellphones

contain some or all of the following:

a, The phone numbers associated with the Contraband Cellphones, as well as .,
call Jog information of }‘)hone numbers of incoming and outgoing, and missed or unanswered calls

to and from the Contraband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphenes or its

memory card(s);
19
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C. Voicemail messages, opened or unopened, related to the Subject Offenses;
d. Evidence concerning the identity or location of the owner(s) or user(s) of

thée Contraband Cellphones;

e Evidence concerning the identity and/or location of the individual(s)

involved in the commission of the Subject Offenses;

f. Evidence of communications among, ot concerning, participants in or
witnesses to the commission of the Subject Offenses;

& Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including telephone numibers, email addresses, and identifiers for instant
messaging and social media accounts; |

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, FaceTime messages, and e-mail messages, any

* attachments to those messages, such as digital photographs and videos, and any associated
infom-lation, such as the phone number or e-mail address from “which the message was sent,
pertaining to the Subject Offenses;

i Digital photographs and videos related fo the Subject Offenses;

AB Browsing history, websites visited, and internet searches conducted on ‘the
Contraband Cellphones related to the Subject Offenses.

18.  Based on my training and experience, I also know that, where computers are used
in furtherance of criminal activity, evidence of the criminal activity can often be found months or
even years after it occurred. This is typically true because:

e TElectronic files can be stored on a hard drive for years at little or no cost and users thus
have little incentive to delete data that may be useful to consult in the future.

- 20
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e Even when a user does choose to delete data, the data can often be recovered moniths
or years later with the appropriate forensic tools. When a file is “deleted” on a home
computer, the data contained in the file does not actually disappear, but instead remains
on the hard drive, in “slack space,” until it is overwritten by new data that cannot be
stored elsewhere on the computer. Similarly, files that have been viewed on the Internet
are generally downloaded into a temporary Intetnet directory or “cache,” which is only
overvritten as the “cache” fills up and is replaced with more recently viewed Internet
pages. Thus, the ability to retrieve from a hard drive or other electronic storage media
depends less on when the file was created or viewed than on a particular uset’s
operating systern, storage capacity, and computer habits.

e Tn the event that a user changes computers, the uset will typically transfer files from
the old computer to the new computer, so as not to lose data. In addition, users-often

keep backups of their data on electronic storage media such as thumb drives, flash
memory cards, CD-ROMs, or portable hard drives.

19.  Based on the foregoing, I respectfully submit there is probable causeto believe that
Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity
is likely to be found in the Subject Prernises and on the Contraband Cellphones.

I Procedures for Searching ESI

A. Execuation of Warrant for ESI

20.  Federal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to search
for and seize property “may authorize the seizure of electronic storage media. or the seizure or
copying of electronically stored information . . . for later review;” Consistent with Rule 41, this
apf;lication requests authorization to seize any computer devices and storage media and transport

them to an appropriate law enforcement facility for review. This is typically necessary for a number

of reasons:

e First, the volume of data on computer devices and storage media is often impractical
forr law enforcement personnel to review in its entirety at the search location.

e Second, because computer data is particularly yulnerable to inadvertent or intentional
modification or destruction, computer devices are ideally examined in a controlled
environment, such as a law enforcement laboratory, where trained personnel, using
specialized software, can make a forensic copy of the storage media that can be
subsequently reviewed in a manner that does not change the underlying data.

21
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e Third, there are so many types of computer hardware and software in use today that it
can be impossible to bring to the search site all of the necessary technical manuals and
specialized personnel and equipment potentially required to safely access the
underlying computer data.

s TFourth, many factors can complicate and prolong recovery of data from a comiputer
device, including the increasingly common use of passwords, encryption, or other
features or configurations designed to protect or conceal data on the computer, which
often take considerable time and resources for forensic personnel to detect and resolve.

B. Review of EST

21.  TFollowing setzure of any cellphones and/or the creation of forensic image copies,
law enforcement personnel (who may include, in addition to law enforcement officers and agents,
attorneys for the government, attorney support staff, agency personnel assisting the government in
this investigation, and outside fechnical experts under governinent control) will review the EST
contained therein for information responsive to the warrant.

22.  In conducting this review, law enforcement persormel may use various techniques

to determirie which files or other ESI contain evidence or fruits of the Subject Offenses. Such

techniques may include, foir example:

» surveying directories or folders and the individual files they contain (analogous to
looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

e conducting a file-by-file review by “opening” or reading the first few “pages™ of such
files in order to determine their precise contenits (analogous to performing a cursory
examination of each document in a file cabinet to determine its relevance);

o “scanming” storage areas to discover and possibly recover recently deleted dafa or
deliberately hidden files; and

e performing electronic keyword searches through all electronic ‘storage areas to
determine the existence and location of data potentially related to the subject matter of
the investigation®; and

6 Reyword searches alone are typically inadequate to detect all relevant data. For one thing,
keyword seatches work only for text data, yet many types of files, such as images and videos, do
ot store data as searchable text. Moreaver, even as to text data, there may be information propetly
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e reviewing metadata, system information, configuration files, registry data, and any
other information reflecting how, when, and by wiom the computer was used.

23.  Law enforcement personnel will make reasonable efforts to restrict their search to
data falling within the categories of evidence specified in the warrant. Depending on the
ciroumstances, however, law enforcement personnel may need to conduct a complete review of all
the BST from seized devices or storage media to evaluate its contents and to iocate all data
responsive to the warraat. ‘ |

C. Return of ESI

24. If the Government determines-that the electronic devices are no longer necessary
to retrieve and presérve the data, and the devices themselves are not subject to seizure pursuant to
Federal Rule of Criminal Procedure 41(c), the Government will return these items, upon request.
Computer data that is encrypted or unreadable will not be returned unless law enforcement
personnel have determined that the data is not () an instrumentality of the offense, (ii) a fruit of

" the criminal activity, (iif) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the

Subject Offenses.

subject to seiziwe but that is not captured by a keyword search because the ifformation does not
contain the keywords being searched.
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IV. Conclusion and Ancillary Provisions
25.  Based on the foregoing, I respectfully request the court to issue a watrant to search
and seize the items a.nd information specified in Attachment A to this Affidavit and to the Search
and Seizure Warrant. .
26. In light of the confidential nature of the continuing invesﬁgation, I respectfully
request that this Affidavit be maintained under seal until the Court orders otherwise.
I
JEQ%‘,IS DONALDSON

Special Agent
Federal Burean of Investigation

Sworn to before me on
this st }ay of October 2018
e

THE HONORABLE PAULA CRom

UNITED STATES DISTRICTIUDGE. ",
SOUTHERN DISTRICT OF NEW YQI;K AT
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Attachment A
L Premises to be Searched—Subject Premises

The premises to be searchied (the “Subject Premises”) is described as followé, and includes

all locked and closed containets found therein:

The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, including
the cells located in those units, and the Education Department’s law library on the second
floor of the building, located in Metropolitan Correctional Center, 150 Park Row, New

York, New York 10007,

IX. - Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
ot night. Upon the execution of this warrant, notice will be provided at or as soon as possible after

the execution of the search.

II  TItems to Be Searchéd and Seized
A. Evidence, Fruits, and Instrumentalities oi: the Subject Offenses

The items to be searched and/or seized from the Subject Premises include the following
evidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code, Section 7 93 (unlawful disclosure of classified information);
Title 18, United States Code, Section 1030 (unauthorized computer access), Title 18, United States
Cods, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstroction of
justice), Title 18, United States Code, Section 1791 (smugglirig contraband into a federal detention
facility) and Title 18, United States Code, Secti(;n 2252A (illegal acts related to child
pornography); as well as conspiracies and attem?ts to violate these provisions and aiding and
abetting these offenses, among other statutes (the “Subject Offenses;’.):

i. . A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58J61Q0ICD (the “Schults Cellphone™).

JAS_021121




Case 1:17-cr-00548-PAC Document 98-2 Filed 06/18/19 Page 38 of 50

2. An iPhone cellphone with IMEI 358793 052665161 (“iPhone-1";
3. An iPhone cellphone with TMEI 354444064445994 (“iPhone-2,” together with
iPhone-1 and the Schulte Cellphone, the “Contraband Cellphones™).

4, Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communications with, any co-
conspirators.
6. Any and all notes, documents, records, correspondence, Of materials, in any format

and medium (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and electronic messages, other digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathering, and transmission of classified
documents or materials, and the unauthorized removal and retention of classiﬁed documents or

imaterials, and, in particular, the documents bearing the following titles or descriptions:

4. Article 1; “Presumption of Tinocence: A petition for redress of grievances”
b. Article 2: “Presumption of Innocence: A los; of citizenship”

c. Article 3: “Presumption of Innocence: Do you wantto play a game”

d. Article 4: “Pres{lmpti'on of Innocence: Detention is not punishment”

e. Article 5: “Presumption of Innocence: Innocent until proven Wealthy”
£, Article .6‘ : .“Presumption of Innocence: Can you afford to be accused?”
g. Article 7: “Presumption of Innocence: A proposed solution”

h. Article 8:- “Preéumption of Innocence: Origins”

i Article 9: ... unalienable Rights‘, that among these are Life, Liberty and

the pursuit of Happiness”
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7. Evidence of the Subject Offenses on the Contraband Cellphones, including:

a. The phone numbers associated with the Contraband Cellphones, as well as
| caﬁl log information of phone numbets of fncoming and outgoing, and missed or unanswered calls
to and from the Contraband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or its
memory card(s);

C. Voicemail messages, opened or unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the ownet(s) or user(s) of
the Contraband Cellphones; '

e. Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;

. Evidence of communications among, or concerning, participanfs in or
witnesses to the commission of the Subject Offenses;

g Clontact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messages,
SMS (“Short Message Service”) messages, FaceTime messages, and e-mail messages, any
attachments to those messages, such as digital photographs and videos, and any associated
information, such as the phone number or e-mail address from which the message was sentf,

pertaining to the Subject Offenses;

i Digital phictographs and videos related to the Subject Offenses;
3
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3 Browsing history, websites visited, and internet searches conducted on the

Contraband Cellphones related to the ‘Subjeot Offenses. |

8. If law enforcement personnel seize the ContraBand Cellphones, the personnel will
search the device within a reasonable amount of time, not fo exceed 60 days from the date of
execution of the wartant, If, after such a search has been conducted, it ié determined that a
computer or device confains any data listed in paragraphs 2 and 3, the Government will refain the
éomputer or device. Ifit is deternined that the computer(s) or device(s) are no longer necessary
to retrieve and preserve the data, and the itetns are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b), such materials and/or equipment will be returned within & reasonable
time. Tn any event, such materials and/or equipment shall be returned no later than 60 days from
the execution of this warrant, unless further ap_plication is made to the Couut.

B. Search and Seizure of Electronically Stored Information

The items to be searched and seized from the Subject Premises also include any cellphones
that may contain any electronically stored information falling within the categories set forth in
Section LA of this Attachment above, Ainclud]'ng, but not limited to, desktop and laptop
computers, disk drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. The items to be searched and seized from the Subject Premises also
include:

1. Any items: or records needeci 1o access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices, orrecords of login credentials, passwords, private eno_fyption keys, ot similar inforination.
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2. Any items or records that may facilitate a forensic examination of the computer-
devices br storage media, including any hardware or software manuals or other information
concerning the confighration of the seized or copied computer devices or storage media.

3. Any evidence concerning the persons with access to, control over, or ownership of
the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices_'and storage media ané/‘or the creation of
forensic image copies, law enforcement persornel (in'cluding, in addition to law enforcement
officers and agents, and depending on the nature of the ESI and the status of the investigation and
related proceedings,‘ attorneys for the government, atforney support staff, agency personnel
assisting fhe government in this investigation, and outside technical experts under government
control) are authorizéd to review thie ESI contained therein for information responsive to the
warrant.

In conducting this review, law enforcement personnel may use. various techniques,

including but not limited to:

surveying various file “directories" and the individual files they contain (analogous to

looking at the outside of a file cabinet for the markings it contains and opening a drawer

believed to contain pertinent files);

« opening or cursorily reading the first féw "pages" of such files in order to determine
their precise contents;

s scanning storage areas to discover and possibly recover recently deleted files;

-

« scanning storage ateas for deliberately hidden files;
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* performing key word searcheé through all electronic storage areasto determine whether
occurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

« making reasonable efforts to utilize computer search methodology to search only for
files, documetits, or other electronically stored information within the categories

identified in this Attachment.
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

18 MAG8377 .

In the Matter of the Search of
(Briefly describe the property fo be searched

or identify the person by name and address) Case No. S1 17 Cr. 548 (PAC)

See Attachment A '

QA NV AN S L W N

SEARCH AND SEIZURE WARRANT

To:  Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identify the person o describe the property to be searched and give its locatior),

See Attachment A
The person or property to be searched, described above, is believed to conceal (identify the person or describe the property
to be seized):

See Aftachment A

The search and seizure are related to violation(s) of (insers statutory citations):
Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 1343
(wire fraud), 1503 (obstructior: of justice), 1791 (smuggling contraband into a fedsral detention facifity) and 2252A (jllegal acts related to child pornography)

I find that the affidavit(s), or any recorded testimony; establish probable cause to search and seize the person or

propexty. i ,
YOU AR COMMANDED to execute this warrant on ot before October 15, 2018
(not to exceed 14 days)
o at any time in the day ornight as I find reasonable cause has been
established.
Unless delayed notice is authorized below, you must give a copy of the watrant and a receipt for the property
‘taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken. . o ~\; ! "‘ ' Vi
‘ The officer execufing this watant, or an officer present during the execution of the Watratit, fouist prepare an
inventory as required by law and promptly rettrn this wartant anid inventory fo f he Clérk of the Court /&C

 Upon its return, this wartant and inventory should be.filed under seal by/thie '{El’erk of the Court,
S o USEN tnitials

{71 in the daytime 6:00 a.m. to 10 p.m.

- : v £ T

o 1 find that immediate notification may have an adverse result listed in 18 UL8,C. § 2705 K¢ gz”{c‘e@tfbg&elay

of trial), and authorize the officer executing this warrant to delay notice to the pez:gn who, of whagse property, will be
searched or seized (check the appropriate box) for 30 days (notio exceed30).-." . - PRI

[Tuntil, the facts justifying, the later spéci;ﬁ‘é’dété\‘of Con

Ty, o

Tty

. T Jidge's signature

Date and time issued: %1%7—! Loty
@ [Pen

City and state:  New York, NY

The Honorable Paul A. Crotty, U.S.D.J.
Printed name and title
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A093 (SDNY Rev. 01/17) Search and Sefzure Warrant (Page; 2)

Return

Case No.:
$1 17 Cr. 548 (PAC)

Date and time warrant executed:

Copy of warrant and inventory left with:

Tnventory made in the presence of :

Inventory of the property taken and namé of any person(s) séized:

Certiﬁeaﬁﬂn

I declare under penalty of pejury that this inveritory is correct and was returned along with the original watrant

0 the Couit.

Date:

Execiiting officer's signature.

Printed nante and title
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Attachment A
I Premises to be Searched—Subject Premises
The premises to be searched (the “Subject Premises™) is described as follows, and includes
all locked and closed containers found therein:
The Subject Premises is particulatly described asthe 7 South Unit, 7 North Unit, includitg
the cells located in those units, and the Education Department’s law library on the second
floar of the building, located in Mettopolitan-Correctiorial Center, 150 Park Row, New
York, New York 10007.

1L Execution of the Watrant

Law enforcement agenits are permitted to execute the search warrant at any timde in the day
or hight. Upon the execution of this warrant, netice will be provided at or as soon as possible after
the execution of the search.

OI. ItemstoBe Searcl;ed and ‘Seized

A.  Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be searched and/or seized from the Subject Premises include thé following
evidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
coutt); Title 18, Utitted States Code, Section 793 (unlawful disclosure of classified informatioir);
Title 18, United States Code, Section 1030 (unautherized computer access), Title 18, United States
Code, Section 1343 (wire fiaud), Title 18, United States Code, Section 1503 (obstruetion of
justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention.
facility) and Title 18, United States.Code, Section 2252A (illegal acts related to child
potnography); as well as conspiracies and attempts to violate these provisidlis and aiding and
abetting these offenses, a‘m,ongA other statutes (the “Subject Offenses™): .

1. A Saméung cellphone with IMEI 357073084445432 and/or Serial Number

R587J61QOJCD (the “Schulte Cellphone™).
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2. An iPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3. An iPhone cellphone with IMEI 354444064445994 (“iPhone-2,” together with
_ iPhone-] and the Schulte Cellphone, the “Contraband Cellphones™).

4. Evidence pettaining to the smuggling in of the Contraband Cellphones.

5. Eviderice concernirig the identity or location of, and communications with, any co-
conspirators.
6. Any and all notes, documents, records, corréspondence, or materials, in any format

and medium (including, but not limited to, envelopes, letters, papers, o-mail messages, chat Togs
and electronic messages, other &igitél data files and web cache information, and handwritfen
notes), pertaining to the unauthorized retention, gathering, and transmission of classified
documents or materials, and the unauthotized removal and retention of classified documents or

materials, and, in particulat, the dosuments bearing the following titles of descriptions:

. Article 1; “Presumption of Innocence: A petition for redress of grievances™
b. Article 2: “Presumption of innocence: A loss of citizenship”

c.  Article 3: “Presuinption of Innocence: Do you want to play a game”

d. | Article 4: “Presumpﬁonv of Innocence: Detention is not punishment”

& Article 5: “Presumption of Innotence: Innoceit until prover Wealthy”

f. Atrticle 6: “Presumption of Tnnoecence: Car you afford to be accused?”
g Article 7: “Presumption of Innocence: A proposed solution”
h. Article 8: “Presumption of Innocenoe: Origins”

i Article 9t ¢ . . unaliénable Rights, that among these are Life, Liberty and

the pursuit of Happiness”
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'7. Evidence of the Subject Offenses on the Contraband Cellphones, including:

a Thie phone numbers associated with the Contraband Cellphones, as well as
call log information of phonie numbers of incoming and outgoing, and missed or unanswered calls
to and from the Contraband Cellphones;

b. Address books and gontact lists stored on the Cotraband Cellphones or its
memory card(s);

c. Voicemail messages, opened or unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the o;vner(s) 01.: user(s) of
the éontraband Cellphones;

e. Evidence concemiﬁg the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;

f. Evidence of communications among, or concerning, participants in or
witnesses to the commission of the Subject Offenses;

g Contact information of co~conspirators and witnesses to the comumission oﬁ
the Subject Offenses, including telephone numbers, cmail addresses, and identifiers for instant
messaging and social media accounts;

h. Text, data, “chats,” MMS (;‘Multixnedia Messaging Service”) miessages,
SMS (“Short Message Service”) messages, FaceTime messages., and e-mail messages, any
attachments to those messages, such as digital photographs and videos, and any associated
information, such as the phone number or e-mail address from which the message Wa§ sent,

pertaining to the Subject Offenses;

i Digital photographs and videos related to the Subject Offenses;
3
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Je Browsing history, websites viéit‘ed, and internet searches conducted on the
Contraband Cellphones related to-the Subject Offenses.

8. If iaw énforcament petsonnel seize the Cont?aband Cellphones, the personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution. of 'th'e warrant. If, after such a search has been conducted, it is determined that a
camputer or device contains any data listed in paragraphs 2, and 3, the Government will retain the
computgr of device. If it is determined that the computer(s) or device(s) are no lotiger hecessary
to retrieve and preserve the data, and the ifems are not subject to seizure pursuant to Federdl Rule
of Crimina] Procedute 41(b), such materials and/or equipment will be returned within ateasonable
time. In any event, such materials and/or equipment shall be retutnied 1o latet than 60 days from
the execution of this warrant, unless further application is made to the Coutt.

B. Search and Seizure of Electronically Stored Tiformation

The items to be séarched and seized from the Subject Premises.also include any cellphones
that may confain any electronioally stored information falling within the categories set. forth in
Section IILA of this ‘A'ttachme,_nt above, including, but not limited to, deskiep and laptop
compiters; disk. drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. The items to be searched and seized from the Subject Pl"emis_e:s also
inolude: '

L. Any items or records needea to access the data stored on any seized or copied
computer dévices or storage media, including but not limited to any physical keys, eneryption

devices, orrecords of login credentials, passwords, ptivate ehcryption Keys, or similat information.
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2. Any items or records that may facilitate ‘a forénsic examination of the computer
devices or storage media, including any hardware or software manuals. or other information
concetning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the persons with access to, control over, or ownership of
the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic hﬁage copies, law enforcement personnel (including, in addition to law enforcement
officers and agénts, and depending on the nature of the ESI and the status of the investigation and |
related proceedings, attorneys for the government, attorney suppart staff, agency personnel
assisting the government in this investigation, and outside technical experts inder government
control) are authorized fo review the ESI contgined therein for information responsive to the
warrant, .

In conducting this. teview, law enforcerhent personnel may use various techniques,
including but not limited to:

e  surveying various file “directories” and the individual files they contain (analogous to “

looking at the outside of a file cabinet forthe markings it contains and opening a drawer
" believed to contain pertinent files);

» opening or cutsorily reading the first few "pages" of such files in order to determine

their precise contents; |

e scanning s.toragé areas to discover and possibly recover recently deleted files;

¢ scanning storage areas for deliberately hidden files;
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o performingkey word searches through all electrofic storage areas to determine whether
occutrences of language contained in such storage areas exist that are intimately ‘relateq
to the subject ﬁaﬁer of the investigation; and

e making reasonablg efforts to utilize computer search methodology to search oﬁly for
files, documents, or other electronically stored infoima:fion within the catégories

identified in this Attachment,
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant

UNITED STATES DISTRICT COURT

for the
Southern District of New York

Case No. S1 17 Cr. 548 (PAC)

In the Matter of the Search of
(Briefly describe the property to be searched
or identify the person by name and address)

See Attachment A ‘

SEARCH AND SEIZURE WARRANT

To: Any authorized law enforcement officer

An application by a federal law enforcement officer or an attorney for the government requests the search
of the following person or property located in the Southern District of New York
(identify the person or describe the property to be searched and give its location).

See Attachment A
The person or property to be searched, described above, is believed to conceal (identify the person or describe the property
to be seized):

See Attachment A

The search and seizure are related to violation(s) of (insert statutory citations):

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 1343
(wire fraud), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography)

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or

property. i
YOU ARE COMMANDED to execute this warrant on or before October 15, 2018

(not to exceed 14 days)
(1 in the daytime 6:00 a.m. to 10 p.m. o at any time in the day or night as I find reasonable cause has been
established.
Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the
place where the property was taken.

The officer executing this warrant, or an officer present during the execution of the watrant, must prepare an

inventory as required by law and promptly return this warrant arid inventory ta the Clerk of the Court. /}C
#f Upon its return, this warrant and inventory should be filed under seal Gy the Clerk of the Court.

USRI Wnitials

I!f I find that immediate notification may have an adverse result listed in 18 U.8,C. § 2705 (except for delay
of trial), and authorize the officer executing this warrant to delay notice to the perzon who, or whaose property, will be
searched or seized (check the appropriate box) Effor 30 days (ot to exceed 30).
Ountil, the facts justifying, the later specific date of

Date and time issued: %1, Loty @Mcﬁ%
@ /‘9 Wl i ’ Jildge's signature
New York, NY The Honorable Paul A. Crotty, U.S.D.J.

Printed name and tiile

City and state:
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A0 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Page 2)

Return

Case No.: Date and time warrant executed: Copy of warrant and inventory left with:

S1 17 Cr. 548 (PAC)
Inventory made in the presence of :

Inventory of the property taken and name of any person(s) seized:

Certification

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant
to the Court.

Date:

Executing officer’s signature

Printed name and litle
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Attachment A
L Premises to be Searched—Subject Premises
The premises to be searched (the “Subject Premises™) is described as follows, and includes
all locked and closed containers found therein:
The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, including
the cells located in those units, and the Education Department’s law library on the second
floor of the building, located in Metropolitan Correctional Center, 150 Park Row, New
York, New York 10007.

11. Execution of the Warrant

Law enforcement agents are permitted to execute the search warrant at any time in the day
or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after
the execution of the search.

III. Ttems to Be Searched and Seized
A, Evidence, Fruits, and Instrumentalities of the Subject Offenses

The items to be searched and/or seized from the Subject Premises include thé following
evidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of
court); Title 18, United States Code, Section 793 (unlawful disclosure of classified information);
Title 18, United States Code, Section 1030 (unauthorized computer access), Title 18, United States
Code, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstruction of
justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention
facility) and Title 18, United States Code, Section 2252A (illegal acts related to child
pornography); as well as conspiracies and attempts to violate these provisions and aiding and
abetting these offenses, among other statutes (the “Subject Offenses”): |

1. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number

R58J61Q0JCD (the “Schulte Cellphone™).

JAS_021000



Case 1:17-cr-00548-PAC Document 98-1 Filed 06/18/19 Page 5 of 9

2. An iPhone cellphone with IMEI 358793052665161 (“iPhone-17);
3 An iPhone cellphone with IMEI 354444064445994 (“iPhone-2,” together with

~ iPhone-1 and the Schulte Cellphone, the “Contraband Cellphones”).

4. Evidence pertaining to the smuggling in of the Contraband Cellphones.

5. Evidence concerning the identity or location of, and communications with, any co-
conspirators. |

6. Any and all notes, documents, records, coi‘respondence, or materials, in any format

and medium (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs
and electronic messages, other digital data files and web cache information, and handwritten
notes), pertaining to the unauthorized retention, gathering, and transmission of classified
documents or materials, and the unauthorized removal and retention of classified documents or

materials, and, in particular, the documents bearing the following titles or descriptions:

a. Article 1: “Presumption of Innocence: A petition for redress of grievances”
b. Article 2: “Presumption of innocence: A loss of citizenship”
c. Article 3: “Presumption of Innocence: Do you want to play a game”
d. Article 4: “Presumption of Innocence: Detention is not punishment”
e. Article 5: “Presumption of Innocence: Innocent until proven Wealthy”
f. Atrticle 6: “Presumption of Innocence: Can you afford to be accused?”
g Article 7: “Presumption of Innocence: A proposed solution”
h. Article 8: “Presumption of Innocence: Origins”
Rt Article 9: . . . unalienable Rights, that among these are Life, Liberty and

the pursuit of Happiness”
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£
f——Handwsittendeeument dated-umror-about June 7, 2018 and titled “TTniied—C /SQ

7 Evidence of the Subject Offenses on the Contraband Cellphones, including:

a. The phone numbers associated with the Contraband Cellphones, as well as
call log information of phone numbers of incoming and outgoing, and missed or unanswered calls
to and from the Contraband Cellphones;

b. Address books and contact lists stored on the Contraband Cellphones or its
memory card(s);

& Voicemail messages, opened or unopened, related to the Subject Offenses;

d. Evidence concerning the identity or location of the oﬁner(s) or user(s) of
the Contraband Cellphones;

g Evidence concerning the identity and/or location of the individual(s)
involved in the commission of the Subject Offenses;

f. Evidence of communications among, or concerning, participants in or
witnesses to the commission of the Subject Offenses;

g. Contact information of co-conspirators and witnesses to the commission of
the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant
messaging and social media accounts;

h. Text, data, “chats,” MMS (“Multimedia Messaging Service”) messages,
SMS (“Short Message Service™) messages, FaceTime messageé, and e-mail messages, any
attachments to those messages, such as digital photographs and videos, and any associated
information, such as the phone number or e-mail addrgss from which the message was sent,
pertaining to the Subject Offenses;

i Digital photographs and videos related to the Subject Offenses;
3
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j- Browsing history, websites visited, and internet searches conducted on the
Contraband Cellphones related to the Subject Offenses.

8. If iaw enforcement personnel seize the Contraband Cellphones, the personnel will
search the device within a reasonable amount of time, not to exceed 60 days from the date of
execution of tﬁe warrant. If, after such a search has been conducted, it is determined that a
computer or device contains any data listed in paragraphs 2 and 3, the Government will retain the
computer or device. If it is determined that the computer(s) or device(s) are no longer necessary
to retrieve and preserve the data, and the items are not subject to seizure pursuant to Federal Rule
of Criminal Procedure 41(b), such materials and/or equipment will be returned within a reasonable
time. In any event, such materials and/or equipment shall be returned no later than 60 days from
the execution of this warrant, unless further application is made to the Court.

B. Search and Seizure of Electronically Stored Information

The items to be searched and seized from the Subject Premises also include any cellphones
that may contain any electronically stored information falling within the categories set forth in
Section ITLLA of this Attachment above, including, but not limited to, desktop and laptop
computers, disk drives, modems, thumb drives, personal digital assistants, smart phones, digital
cameras, and scanners. The items to be searched and seized from the Subject Pl.'emises also
include:

1. Any items or records needed to access the data stored on any seized or copied
computer devices or storage media, including but not limited to any physical keys, encryption

devices, or records of login credentials, passwords, private encryption keys, or similar information.
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2. Any items or records that may facilitate a forensic examination of the computer
devices or storage media, including any hardware or software manuals or other information
concerning the configuration of the seized or copied computer devices or storage media.

3. Any evidence concerning the persons with access to, control over, or ownership of
the seized or copied computer devices or storage media.

C. Review of ESI

Following seizure of any computer devices and storage media and/or the creation of
forensic image copies, law enforcement personnel (including, in addition to law enforcement
officers and agénts, and depending on the nature of the ESI and the status of the investigation and
related proceedings, attorneys for the government, attorney support staff, agency personnel
assisting the government in this investigation, and outside technical experts under government
control) are authorized to review the ESI contained therein for information responsive to the
warrant. |

In conducting this review, law enforcement personnel may use various techniques,
including but not limited to:

e surveying various file “directories" and the individual files they contain (analogous to |
looking at the outside of a file cabinet for the markings it contains and opening a drawer
believed to contain pertinent files);

e opening or cursorily reading the first few "pages" of such files in order to determine
their precise contents;

e scanning storage areas to discrover and possibly recover recently deleted files;

e scanning storage areas for deliberately hidden files;

JAS_021004
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o performing key word searches through all electronic storage areas to determine whether
oceurrences of language contained in such storage areas exist that are intimately related
to the subject matter of the investigation; and

e making reasonable efforts to utilize computer search methodology to search only for
files, documents, or other electronically stored information within the categories

identified in this Attachment.

JAS_021005



Case 1:17-cr-00548-PAC Document 98 Filed 06/18/19 Page 1 of 23

UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK

UNITED STATES OF AMERICA  + 17 Cr. 548 (PAG)
V.- .
JOSHUA ADAM SCHULTE,
Defendant. :
________________________ R X

Memorandum of Law in Support of Defendant Joshua Adam Schulte’s Motion
to Suppress Evidence Seized from the Metropolitan Correctional Center

Federal Defenders of New York, Inc.
Counsel for Defendant Joshua Adam Schulte
52 Duane Street, 10th Floor

New York, New York 10007

Tel.: (212) 417-8713

Sabrina P. Shroff
Allegra Glashausser
Lauren M. Dolecki
Edward S. Zas

Of Counsel

TO: GEOFFREY S. BERMAN, ESQ.
United States Attorney
Southern District of New York
One St. Andrew’s Plaza
New York, New York 10007
Attn: Matthew Laroche and Sidhardha Kamaraju
Assistant United States Attorneys



Case 1:17-cr-00548-PAC Document 98 Filed 06/18/19 Page 2 of 23

Table of Contents

Preliminary Statement. .........ooiiuiiiii i 1
StALEMENT OF FFACES 1.ttt ettt sttt ettt b e 1
The MCC Search Warfant. ..ottt ettt se e seene s 2
The “Wall ReVIEW” WALTANT .e.veviriiiriiieirieieieceree ettt 4
The Proton Mail Warfant ......coceveieerieencineneeneeesteeetcteestee ettt saenes 5
The Discovery Laptop Warfant.......ccccviiiiiiiinininiieciiiiesieeeecsissseseeesessssnens 5
The ISP WALLANES ....cuveveriirieieiicictteietei ettt ettt ettt n e es 6
ARGUMENT ...ttt ettt ettt ee 6
A. The government acted in flagrant disregard of the MCC Search Warrant................... 7

1. The government effected a widespread seizure of items outside the scope of
the MCC Search Warrant by seizing all of Mr. Schulte’s
NOtEDOOKS. ... i 38

ii. Law enforcement agents also acted in bad faith by initially taking no
precaution against viewing the contents of Mr. Schulte’s privileged

NOTEDOOKS . . ettt e, 10

iii. The government's wall team did not adequately protect Mr. Schulte's
privileged materials............oooiii 14

B. Subsequent warrants that relied upon the notebooks also should be suppressed. ...18

C. Alternatively, the Court should suppress the privileged notebook pages the wall
team failed to £edact. ..o 20

CONCIUSION ettt ettt e et et e e et e e eeeateeseeateeesesaaeessanateeseasaaesssanseeessasaeesssssreessnsseeessnnrees 21



Case 1:17-cr-00548-PAC Document 98 Filed 06/18/19 Page 3 of 23

Preliminary Statement

Joshua Adam Schulte moves to suppress all documents seized from his former
cell at the Metropolitan Correctional Center. He also moves to suppress all evidence
recovered from subsequent warrants that relied upon those seized documents and
that authorized the search of: (1) a CD containing the contents of three encrypted
email accounts; (2) two laptop computers; and (3) accounts associated with Buffer,
Facebook, Twitter, Automattic, and Google. Further, Mr. Schulte moves to suppress
all seized materials protected by the attorney-client and work-product privileges, and
for a hearing to determine the extent to which the prosecution team was exposed to
such privileged materials and used those materials to further its case.

Suppression of this evidence is warranted under the Fourth Amendment, the
Sixth Amendment, and the doctrine of attorney-client privilege because: (1) the
government effected a widespread seizure of materials beyond the scope of the initial
warrant when it seized Mr. Schulte’s presumptively privileged notebooks; (2) the
government acted in bad faith by reviewing those notebooks; and (3) subsequent
warrants relying upon those notebooks should be suppressed as fruits of the
poisonous tree.

Statement of Facts

Mr. Schulte has been incarcerated at the Metropolitan Correctional Center (the

“MCC”) in Manhattan since December 14, 2017. As the Court and the government

are aware, Mr. Schulte has been very involved in his legal defense from the outset of

1
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this prosecution—at times, even drafting his own motion papers and filing his own
submissions. While incarcerated, he also made notes relevant to his defense, including
case notes about legal strategy, attorney meetings, and discovery review, in several
spiral-bound notebooks. He also drafted his own legal documents. Mr. Schulte labeled
the covers of these notebooks “ATTORNEY CLIENT PRIVILEGE” and also wrote
“ATTORNEY CLIENT CONFIDENTIAL” or “ATTORNEY CLIENT
PRIVILEGE” on the inside covers.

The MCC Search Warrant

Between October 2 and October 26, 2018, the government obtained a series of
warrants to search for evidence of offenses allegedly committed by Mr. Schulte during
his detention at the MCC. The first warrant (the “MCC Search Warrant”) authorized
law enforcement to search the cells in 7 South Unit and 7 North Unit, including Mr.
Schulte’s former cell. See Ex. A, Attach. A, I.! Specifically, the MCC Search Warrant
authorized the search and seizure of “[a]ny and all notes, documents, records,
correspondence, or materials, in any format and medium . . . pertaining to the
unauthorized retention, gathering, and transmission of classified documents or
materials, and the unauthorized removal and retention of classified documents or

materials.” Id. Attach. A, II1. A § 6. It also authorized the seizure of evidence

" On October 1, 2018, Mr. Schulte was removed from his former cell and transferred to the Special
Housing Unit (“SHU”).
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pertaining to contraband cell phones and concerning communications with co-
conspirators. * Id. Attach. A, IIL. A. Tt did not authorize the FBI to seize privileged
information.

In executing that warrant, FBI Agent Donaldson and other law enforcement
officers began to review “more than approximately 300 pages of material” that MCC
officials removed from Mr. Schulte’s former cell (at the FBI’s direction) and stored in
an office at the MCC. See Ex. B, Wall Review Aff. § 6.a-b. Virtually all of these
“approximately 300 pages” were, in fact, intact notebooks labeled “attorney-client
privilege.” Despite this fact, agents began reviewing the contents of the notebooks—a
review that was extensive enough to enable them to discover additional documents in
other places. For example, agents found Mr. Schulte’s pro se bail motion, which was
contained in a folder, a page in a notebook that mentioned a John Smith email
account and its password (the “John Smith page”), and other pages in the notebook
entitled “FBI Agent leaks discovery to Wikileaks™ (the “FBI pages.”). Id. § 6.b.1i-iv.
The John Smith page and FBI pages were located on separate pages of a 164-page red

notebook clearly marked “attorney-client privilege” (the “red notebook™).

* Specifically, the warrant authorized the search and seizure of several cell phones; evidence
pertaining to the smuggling of cell phones into the MCC; evidence concerning the identity or
location of, and communications with, any co-conspirator; evidence of offenses committed on

contraband cell phones; and the search and seizure of electronically stored information. See 7.
Attach. A, 111. A-B.
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The “Wall Review” Warrant

As agents were reviewing Mr. Schulte’s notebooks, they “identified documents
upon which there were markings that indicated they were potentially prepared to aid
in Schulte’s defense.” Id. 9 6.c. The government then obtained a second warrant that
authorized law enforcement agents who were not part of the prosecution team (the
“wall team”) to review the notebooks, segregate out materials deemed privileged, and
provide materials deemed non-privileged to the prosecution team. See Ex. C, Wall
Review Warrant, Attach. A, III. B 9 1-2. Agent Donaldson’s affidavit in support of
the wall review warrant application failed to disclose that the majority of those
documents to be reviewed by the wall team were part of bound notebooks clearly
labeled on the outside and inside covers as “attorney-client privilege” and “attorney-
client confidential.”

The wall team’s review confirmed that the contents of Mr. Schulte’s notebooks
were overwhelmingly privileged. For example, the wall team redacted as privileged
more than 100 pages of the 164-page red notebook in which the government found
the John Smith and FBI pages, including the first 19 pages of the red notebook. See
Ex. D. Similarly, the wall team redacted 43 pages of a 59-page notebook containing

Mrt. Schulte’s case notes (the “blue notebook™). See Ex. E.?

’ Because even the redacted versions of the red and blue notebooks contain unredacted privileged
information, copies of these exhibits are being submitted to the Court under seal.

4
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The Proton Mail Warrant

The government then obtained a third warrant that authorized the search of a
CD containing the contents of three encrypted email accounts. See Ex. F, Proton Mail
Warrant, Attach. A, I. Those accounts were accessed by a member of the wall team
using passwords obtained from the notebooks. See Ex. G, Proton Mail Aff. 9 7.b,
10.a. Agent Donaldson’s affidavit in support of this warrant quoted certain pages of
the notebooks as evidence that Mr. Schulte “discussed setting up and using the
Encrypted Accounts to send potentially classified information to third parties.” Id.
9.a-b.

The Discovery Laptop Warrant

The government then obtained a fourth warrant that authorized the search of
two laptop computers that Mr. Schulte used to review discovery in his case (the
“Discovery Laptops”), to determine whether he had used the laptops to create hidden
locations to store data. See Ex. H, Discovery Laptop Warrant, Attach. A, I, III. Agent
Donaldson’s affidavit in support of this warrant claimed that Mr. Schulte’s notebooks
“appeared to describe forensic locations on hard drives used by computers . . . like the
Discovery Laptops into which data could be covertly transferred and stored.” See Ex.
I, Discovery Laptop Aff. 9§ 3. To establish probable cause, Agent Donaldson quoted
the same portions of the notebooks as in his Proton Mail Affidavit, and relied on

information from the three encrypted accounts obtained through the Proton Mail

Warrant. Id. at 99 8.d.i-iv, 9.a-c.



Case 1:17-cr-00548-PAC Document 98 Filed 06/18/19 Page 8 of 23

The ISP Warrants

Finally, the government obtained warrants that authorized the search of Buffer,
Facebook, Twitter, Automattic, and Google accounts. See Ex. |, ISP Warrants. Agent
Donaldson’s affidavit in support of these warrants stated that these accounts were
identified through information obtained from the notebooks and the Proton Mail
Warrant. See Ex. K, ISP Warrants Aff. 4 11. The affidavit claimed that the accounts
“appear to be the facilities” through which Mr. Schulte disclosed or intended to
disclose “classified information and other sensitive information protected by a
protective order” and “false exculpatory information in an effort to defend against the
crimes of which Schulte has been charged.” Id. ] 10. Agent Donaldson again used
information obtained from the notebooks to establish probable cause. Id. 9 14.a-b.

ARGUMENT
The Red and Blue Notebooks and the Evidence
Derived from Those Notebooks Were Obtained and
Reviewed in Violation of the Fourth Amendment, the
Sixth Amendment, and the Doctrine of Attorney-Client
Privilege, and Should Therefore Be Suppressed.

The government conducted a widespread search and seizure of items outside
the scope of the MCC Search Warrant by taking all of Mr. Schulte’s notebooks—
including those clearly labelled as privileged—instead of just those materials described
in the warrant. The agents’ misconduct was compounded by their decision to open

and review those presumptively privileged notebooks before turning them over to a

wall team. Moreover, the wall team procedure itself was inadequate to protect Mr.

o}
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Schulte’s privileged materials from disclosure. The government’s impermissible
seizure of these notebooks, combined with its reckless lack of precautions against
viewing privileged pages, violates the Fourth Amendment and the attorney-client
privilege, thereby also interfering with Mr. Schulte’s Sixth Amendment right to
etfective assistance of counsel. See United States v. Ginsberg, 758 F.2d 823, 833 (2d
Cir. 1985) (“Unquestionably, government interference in the relationship between
attorney and defendant may violate the latter’s right to effective assistance of
counsel.”) (citing Massiah v. United States, 377 U.S. 201 (1964)). Therefore, the red and
blue notebooks should be suppressed. Further, because the red and blue notebooks
were obtained and reviewed in violation of the Fourth Amendment, the Sixth
Amendment, and the doctrine of attorney-client privilege, all evidence obtained from
the subsequent warrants must be suppressed as well, because all of them relied on the
red and blue privileged notebooks in establishing probable cause.

A. The government acted in flagrant disregard of the MCC Search Warrant.

The Fourth Amendment guarantees the “right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable searches and
seizures.” U.S. Const. amend. IV. “A search must be confined to the terms and
limitations of the warrant authorizing it.”” United States v. Matias, 836 F.2d 744, 747 (2d
Cir. 1988) (citation omitted). Wholesale suppression is required when government
agents “(1) ... effect a widespread seizure of the items that were not within the scope

of the warrant and (2) do not act in good faith.” United States v. Shi Yan Lin, 239 F.3d

[
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138, 140 (2d Cir. 2000) (citations and internal quotation marks omitted). Suppression
is also warranted when evidence is obtained in violation of the Sixth Amendment or
the attorney-client privilege. See, e.g., United States v. Longo, 70 F. Supp. 2d 225, 264
(W.D.N.Y. 1999) (“Where a violation of the attorney-client privilege is demonstrated,
the remedy for such a violation is the suppression of evidence derived from the

privileged communication.”) (citations omitted)).

i The government effected a widespread seizure of items outside the scope of
the MCC Search Warrant by seizing all of Mr. Schulte’s notebooks.

Law enforcement agents exceeded the scope of the MCC Search Warrant when
they seized all of Mr. Schulte’s notebooks, including notebooks and documents
protected by attorney-client privilege and clearly and conspicuously marked as
“Attorney Client Privileged.” The MCC Search Warrant was expressly limited to
evidence pertaining to contraband cell phones, evidence concerning co-conspirators,
and “notes, documents, records, correspondence, or materials” pertaining to the
unauthorized retention or use of classified information. See Ex. A, Attach. A, II1. A.
Yet, a substantial portion of the seized items were of an entirely different nature. As
indicated by the obvious labeling on the front covers, these notebooks contained
presumptively privileged information such as Mr. Schulte’s thoughts on legal strategy,
notes from meetings with his attorneys, and notes from discovery review. And, if the
clear labeling on the front of the notebooks was not enough, opening the notebooks

(which the agents admittedly did) only confirmed the privileged nature of the
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documents. For example, the first 23 pages of the red notebook, which included both
the FBI pages and John Smith page, contained privileged information. See Ex. D. And
ultimately, over 100 pages of this 164-page notebook were later redacted as privileged
by the wall team because they related to Mr. Schulte’s legal representation, not to any
possible use of a cell phone or disclosure of information from inside the MCC. This
eventual widespread redaction of the seized materials demonstrates that the
government was not acting in good faith when it exceeded the scope of the MCC
Search Warrant in seizing—and reading—MTr. Schulte’s clearly marked privileged
notebooks. See United States v. Debbi, 244 F. Supp. 2d 235, 236 (S.D.N.Y. 2003)
(holding law enforcement impermissibly exceeded the bounds of the warrant by
seizing “items that plainly fell outside [the warrant’s] parameters, such as personal and
religious files, general correspondence, family financial records, [and] private patient
records”).

Further, the government made no apparent attempt at the time of the seizure
to distinguish or separate documents that fell under the scope of the MCC Search
Warrant from those that did not. Agent Donaldson’s wall review affidavit simply
states that in executing that warrant, law enforcement “began to review” the
notebooks, without articulating a more detailed or deliberate procedure. See Ex. B, §
0.b; Cf. Shi Yan Lin, 239 F.3d at 142 (agent who spent 30 minutes reviewing
information in a filing cabinet before ordering the seizure of the entire cabinet did not

grossly exceed the scope of the warrant because his actions “suggest a fairly systematic

9
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inventory” of the files). Given the protected nature of Mr. Schulte’s presumptively
privileged documents, the government should have implemented a procedure
immediately to protect the secrecy of privileged materials. See, e.g., Matias, 836 F.2d at
747 (“Searches involving documents must be conducted in a manner that minimizes
unwarranted intrusions upon privacy”) (citation and internal quotation marks
omitted).

Instead, the government indiscriminately seized all Mr. Schulte’s notebooks,
thereby exceeding the scope of the MCC Search Warrant. See United States v. Dzialak,
441 F.2d 212, 216 (2d Cir. 1971) (reversing conviction based on evidence obtained
outside the scope of the warrant as “the law in this area is quite clear . . . if something
is not described in the warrant it cannot be seized”); Uwnited States v. Medlin, 842 F.2d
1194, 1199 (10th Cir. 1988) (“when law enforcement officers grossly exceed the scope
of a search warrant in seizing property [not identified in the warrant|, the particularity
requirement is undermined and a valid warrant is transformed into a general warrant
thereby requiring suppression of all evidence seized under that warrant”). Such
deliberate, wholesale seizure of presumptively privileged and confidential materials

mandates the suppression of evidence seized under the MCC Search Warrant.

1. Law enforcement agents also acted in bad faith by initially taking no
precaution against viewing the contents of Mr. Schulte’s privileged

notebooks.

Law enforcement agents executing the MCC Search Warrant also acted in bad

taith by opening and reviewing Mr. Schulte’s red and blue notebooks. Those

10
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notebooks were explicitly labeled “attorney-client” privilege on their outside and
inside covers, thus providing clear notice that the notebooks contained presumptively
protected information. Despite that notice, the executing agents acted in bad faith by
immediately opening and reviewing the contents of those notebooks, instead of first
applying for an amended warrant or requesting a wall review team. Cf. United States .
Lumiere, No. 16 CR. 483, 2016 WL 7188149, at *6 (S.D.N.Y. Nov. 29, 2016)
(government’s failure to screen for privileged materials seized by a warrant was
reasonable because “the Government completed its review of the seized devices before
being alerted to the fact that they might contain significant numbers of privileged
documents”) (emphasis added).

The government’s initial search appears to have been extensive, given that later
search warrants relied upon pages located in the middle of notebooks that contained
overwhelmingly privileged material. For example, both the FBI pages and John Smith
page were contained in the red notebook marked on the front cover as
“ATTORNEY CLIENT PRIVILEGE” and inside cover as “ATTORNEY CLIENT
CONFIDENTIAL.” Ex. D. The first 19 pages of the notebook are comprised of
privileged information ultimately redacted by the wall team, and overall, over 100
pages of the 164-page notebook were later redacted for privilege. Moreover, the FBI
pages, which begin on page 55 of the notebook, were sandwiched between pages later
redacted as privileged by the wall team. Specifically, the wall team redacted 22

consecutive pages directly before the FBI pages and 11 consecutive pages directly

11
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after the FBI pages. Though Agent Donaldson dubiously claimed that the
government agents “ha[d] not reviewed” these privileged pages, se¢e Ex. B, Wall
Review Aff. § 3, it defies logic and common sense to contend that the agents
somehow found the FBI pages or other documents of interest in the middle of that
notebook without first having read the privileged materials surrounding it. Cf. Luwmiere,
2016 WL 7188149, at *6 n.9 (accepting the government’s defense of “professed
ignorance” because only “a small number of the approximately 25 million documents
in the Government’s production [we|re arguably privileged.”).

Moreover, pages of interest to the agents, which were interspersed throughout
the red notebook, were flagged with Post-it notes. See Ex. D at 97, 114, 135. Given
that these Post-it notes designated pages that were likely important to the prosecution
team, the case agents must have flagged these pages during the “initial review,” which
must have proceeded on a page-by-page basis. For example, the first flagged page is
preceded by 21 pages of material that was ultimately fully redacted as privileged. The
location of these flagged pages further indicates that the government ignored clear
warnings and instead conducted an extensive page-by-page search through Mr.
Schulte’s privileged materials in its “initial search.”

Finally, there was no exigency to warrant the investigating agents reviewing Mr.
Schulte’s notebooks without seeking an amended warrant or a wall team. All of Mr.
Schulte’s notebooks were in law enforcement custody. Mr. Schulte had been

transferred to the SHU. Thus, given that there was no exigency or urgency, there was

12
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no reason that the agents could not have immediately sought an amended warrant or
turned over Mr. Schulte’s presumptively privileged materials to a wall team.

In short, law enforcement agents acted in flagrant disregard of the MCC Search
Warrant by seizing hundreds of pages of Mr. Schulte’s presumptively privileged
materials, ignoring clear warnings that the documents were in fact privileged, and
extensively reviewing those privileged documents before initiating a wall review team.
This was no innocent mistake, but rather, a deliberate act taken in bad faith that
caused irreparable harm because there is no way to know all the insights gleaned from
Mr. Schulte’s privileged writings and how they informed and influenced the
prosecution team in its investigation. The government had the benefit of Mr. Schulte’s
thoughts on legal strategies. For example, the government read his thinking on
potential severance and plea offers. This is precisely the type of conduct that
mandates suppression. See Herring v. United States, 555 U.S. 135, 144 (2009) (“[T|he
exclusionary rule serves to deter deliberate, reckless, or grossly negligent [police]
conduct.”). At a minimum, an evidentiary hearing should be conducted to determine
the extent to which the prosecution team (including the case agent) used privileged
material to develop their case against Mr. Schulte. See, e.g., United States v. Schwimmer,
892 F.2d 237, 245 (2d Cir. 1989) (remanding case for an “evidentiary hearing to
determine whether the government’s case was in any respect derived from a violation

of the attorney-client privilege”).

13
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ii.  The government’s wall team did not adequately protect Mr. Schulte’s
privileged materials.

Although the government eventually implemented a wall team to review Mr.
Schulte’s notebooks, even then, its procedures were inadequate to protect his
privileged notes from disclosure. Numerous courts in this district have criticized or
questioned the practice of using a government wall team to conduct a privilege review
of a defendant’s documents. See, e.g., United States v. Kaplan, No. 02 CR. 883 (DAB),
2003 WL 22880914, at *12 (S.D.N.Y. Dec. 5, 2003) (“|T]his Opinion should be
counted among those disapproving the Government’s use of an ethical wall team to
‘protect’ the attorney-client and work-product privileges or to determine whether the
crime-fraud exception applies, where potentially privileged materials are turned over
to the trial team and case agents before any challenge to those determinations can be
raised by a Defendant and determined by a court.”); In re Seizure of All Funds on Deposit
in Accounts in Names of Nat’l Elecs., Inc., at [P Morgan Chase Bank 8765013327-65, No.
M-18-65(HB), 2005 WL 2174052, at *3 (S.D.IN.Y. Sept. 6, 2005) (“This Court agrees
that reliance on review by a ‘wall’ Assistant in the context of a criminal prosecution
should be avoided when possible. Therefore, if the volume of the documents
precludes review by this Court, the Court will appoint a special master to review the
documents seized to determine if they are subject to any relevant privilege.”); Ir re
Search Warrant for Law Offices Executed on Mar. 19, 1992, 153 F.R.D. 55, 59 (S.D.N.Y.

1994) (“[T)his Court notes that reliance on the implementation of a Chinese Wall,

14
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especially in the context of a criminal prosecution, is highly questionable, and should
be discouraged.”); United States v. Stewart, No. 02 Cr. 395(JGK), 2002 WL 1300059, at
*10 (S.D.N.Y. June 11, 2002) (appointing special master rather than government wall
team to review potentially privileged materials); see also In the Matter of Search Warrants
Excecuted on April 9, 2018, 18-mj-3161 (KMW) (Apr. 26, 2018) (appointing special
master to conduct privilege review).

In cases where courts in this district have found a government’s wall team
procedures appropriate, the defendant had been given the opportunity to review and
object to the wall team’s determinations before the materials were turned over to the
prosecution. See United States v. Grant, No. 04 CR 207BS]J, 2004 WL 1171258, at *2
(S.D.N.Y. May 25, 2004) (noting defendant would not be prejudiced by the
government’s wall team because “after the privilege team reviews the documents for
privilege, the Defendant will have the opportunity to make objections to the Court
before any documents are turned over to the trial team.”); United States v. Winters, No.
06 CR. 54 SWK, 2006 WL 27898064, at *2 (S.D.N.Y. Sept. 27, 2000) (finding the
government’s wall Assistant would adequately protect defendant’s asserted privilege
because “the wall Assistant will not communicate any of the information learned
through his document review to members of the prosecution team” and “even if the
wall Assistant determines that a particular item is not privileged, the defendant will at
that time be permitted to make further submissions to the Court challenging the wall

Assistant’s determination.”). Unlike the defendants in Grant and Winters, Mr. Schulte

15
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was given no opportunity to review the wall team’s determinations before they were
shared with the prosecution team. This is particulatly problematic because the wall
team failed to adequately redact Mr. Schulte’s privileged documents.

Although the wall team redacted some of Mr. Schulte’s case related notes, they
left unredacted many pages of privileged materials regarding his case intended for
discussion with counsel. Unlike the average defendant, Mr. Schulte has a high-level of
technical skills, which he used to provide input on his case to his legal team. In
particular, the blue notebook contains at least nine pages of unredacted work product.
For example, the wall team failed to redact pages in which Mr. Schulte flagged, from
his discussions with counsel, particular IRC chats and Google searches from his
discovery review. See Ex. E at 12-13, 40. Other unredacted pages include case-specific
notes regarding a search warrant affidavit, /4. at 38-39, issues with his discovery
review, zd. at 5, 38, Sentencing Guidelines calculations, 7. at 30, and draft letters to the
Court, zd. at 41-42. If those pages had been propetly redacted, only seven pages (not
16 pages) out of the 59 page notebook would have been left unredacted. Additionally,
the wall team failed to redact Mr. Schulte’s notes regarding meeting with defense
experts. Ex. D.

The wall team similarly failed to redact certain writings and narrative notes that
also fall under the scope of Mr. Schulte’s attorney-client privilege. These writings were
an outline of confidential information Mr. Schulte shared with counsel for the

purpose of obtaining legal advice. Although not all of these documents were explicitly

10
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addressed to counsel or discussed legal matters, they are privileged because they
contain information Mr. Schulte intended to discuss with counsel because he believed
it to be pertinent to his case. See United States v. Defonte, 441 F.3d 92, 96 (2d Cir. 2000)
(tinding attorney-client privilege would apply to writings from a journal that had been
taken from an inmate’s cell at the MCC as long as those writings were an outline of
what the inmate wished to, and ultimately did, discuss with counsel); Clark v. Buffalo
Wire Works Co., 190 FR.D. 93, 96-97 (W.D.N.Y. 1999) (notes client made “in order to
inform an attorney about facts from his daily life that he considered to be relevant to
his potential legal remedies” were protected by attorney-client privilege); Bernbach v.
Timex Corp., 174 FR.D. 9, 9-10 (D. Conn. 1997) (notebooks written by client
containing “almost daily notes of events and conditions in her life which she felt were
critical for her attorneys to know” satisfied the elements of attorney-client privilege).
Like the information seized in Clark, Mr. Schulte’s narrative writings and diary entries
contain information he “considered to be relevant to his potential legal remedies.” For
example, in a 133-page document entitled “Malware of the Mind,” which Mr. Schulte
wrote for and shared with counsel, he articulated legal arguments as to why he
believed the FBI’s warrants to search his devices were illegal. But the wall team
impropetly failed to redact this document as privileged and subsequently turned it
over to the prosecution.

The wall team’s failure to redact broad swaths of Mr. Schulte’s privileged

documents further demonstrates that the wall team procedures were inadequate. Had
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appropriate safeguards been in place, Mr. Schulte could have asserted his privilege
over a series of documents and prevented them from being disclosed to the
prosecution team.

B. Subsequent warrants that relied upon the notebooks also should be suppressed.

Because the red and blue privileged notebooks were obtained and reviewed in
violation of Mr. Schulte’s rights, evidence obtained through search warrants that relied
upon those notebooks to establish probable cause also must be suppressed as “fruit of
the poisonous tree.” See Wong Sun v. United States, 371 U.S. 471, 484 (1963); Young .
Comway, 698 F.3d 69, 77 (2d Cir. 2012) (“The exclusionary rule applies not only to the
‘direct products’ of unconstitutional invasions of defendants’ Fourth Amendment
rights, but also to the indirect or derivative ‘fruits’ of those invasions.”). Absent
information obtained from Mr. Schulte’s notebooks, the government would not have
requested the Proton Mail Warrant, Discovery Laptop Warrant, and ISP Warrants.
Thus, any evidence obtained as a result of these subsequent warrants must be
suppressed. See United States v. Calhoun, 2017 WL 1078634, at *13 (D. Conn. Mar. 21,
2017) (granting motion to suppress where the “tainted evidence play[ed] a central role”
in providing probable cause to search the defendant’s home); Unizted States v. LeClerr,
185 F. Supp. 3d 370, 382 (W.D.N.Y. 2016) (suppressing all evidence seized pursuant to
a search warrant where the “material information used for purposes of obtaining the
search warrant . . . was learned as a result of the deputies’ Fourth Amendment

violation”). See also United States v. Trzaska, 111 F.3d 1019, 1026 (2d Cir. 1997)
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(“Evidence seized during an illegal search should not be included in a warrant
affidavit.”); United States v. Kurniawan, 627 F. App’x 24, 25 (2d Cir. 2015) (summary
order) (noting that evidence observed during unlawful sweep should not have been
included in subsequent affidavit).

As in Calhoun and LeClere, the information obtained from the notebooks was
crucial to the applications for the subsequent warrants, and there is no indication that
the FBI would have thought to seek the subsequent warrants without information
obtained from Mr. Schulte’s notebooks. Indeed, the government could not have
accessed the encrypted accounts searched by the Proton Mail Warrant without the
account passwords obtained from the notebooks. See Ex. G, Proton Mail Aff. § 3.
Similarly, the Discovery Laptop Warrant would not have been requested without
information from the notebooks allegedly describing locations on the computers where
data could be stored covertly. See Ex. I, Discovery Laptop Aff. § 3. The accounts
searched by the ISP Warrants were identified by using Mr. Schulte’s notebooks, as well
as the contents of three encrypted email accounts obtained from the Proton Mail
Warrant, which itself impermissibly relied on the notebooks. See Ex. K, ISP Warrants
Aff. § 11. Moreover, the affidavits for these warrants all cite and quote the notebooks
extensively in establishing probable cause. See Ex. G 4 9.a-b; Ex. 1 4 8.d; Ex. K 9] 14.a-
b. Because the tainted evidence “played a central role” in the affidavits for these

warrants, see Calhoun, 2017 WL 1078634, at *13, blanket suppression is necessary.
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C. Alternatively, the Court should suppress the privileged notebook pages the wall
team failed to redact.

The attorney-client privilege protects communications made (1) between client
and attorney (2) that are intended to be confidential (3) for the purpose of obtaining
or providing legal advice. See In re County of Erie, 473 F.3d 413, 419 (2d Cir. 2007). This
privilege encompasses writings that serve as “an outline of what client wishes to
discuss with counsel and which is subsequently discussed with one’s counsel.” Defonte,
441 F.3d at 96. It is “well settled that individuals retain their attorney-client privilege
when incarcerated or detained.” United States v. Mejia, 655 F.3d 126, 132 (2d Cir. 2011)
(citing Defonte, 441 F.3d at 94). Absent blanket suppression, the general remedy for the
violation of attorney-client privilege is the suppression of the privileged information at
trial. Laumiere, 2016 WL 7188149, at *6.

As described supra, see A.iii, the wall team failed to adequately redact Mr.
Schulte’s privileged pages within the notebooks. Although the wall team redacted
some of Mr. Schulte’s case related notes, it left unredacted many pages of work
product intended for communication with counsel regarding his case. Because these
entries were case-related notes written in preparation for discussions with his
attorneys regarding his pending criminal case, those documents are protected by

attorney-client privilege and must be suppressed.
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Conclusion
For all of the reasons described above, the Court should grant defendant’s
motion to suppress the physical and electronic evidence obtained from the improper
search, seizure, and review of his presumptively privileged notebooks and subsequent
warrants that relied upon those notebooks, or at a minimum, order an evidentiary
hearing to determine the extent to which the government’s case benefitted from a
violation of Mr. Schulte’s attorney-client privilege. In the alternative, the Court should

suppress privileged pages of the notebooks that the wall team failed to redact.

Dated: New York, New York
June 18, 2019

Respectfully submitted,
Federal Defenders of New York

/s/ Sabrina P. Shroff

By:
Sabrina P. Shroff
Allegra Glashausser
Lauren M. Dolecki
Edward S. Zas

Assistant Federal Defenders

52 Duane Street, 10th Floor

New York, New York 10007
Tel.: (212) 417-8713
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UNITED STATES DISTRICT COURT
SOUTHERN DISTRICT OF NEW YORK.

IN THE MATTER OF THE APPLICATION OF THE
UNITED STATES OF AMERICA FOR SEARCH
WARRANTS FOR INFORMATION AND DATA
ASSOCIATED WITH THE TWITTER ACCOUNT
@FREEJASONBOURNE; THE BUFFER ACCOUNT
WITH THE USER ID 5b8c7b5804¢2¢7170992901
AND ASSOCIATED WITH THE EMAIL ADDRESS
FREEJASONBOURNE@PROTONMAIL.COM; THE
GRAVATAR PROFILE URL
HTTPS:/EN.GRAVATAR.COM/JOSHSCHULTE1
(INCLUDING THE WORDPRESS SITES
JOSHSCHULTE.WORDPRESS.COM AND
PRESUMPTIONOFSLAVERY. . WORDPRESS.COM);
AND THE EMAIL ACCOUNTS
JOSHSCHULTE1@GMAIL.COM,
FREEJASONBOURNE@GMAIL.COM,
JOHNI2GALT21@GMAIL.COM, AND
JOHNSMITH742965@OUTLOOK.COM; THE
FACEBOOK ACCOUNT WITH THE USER
IDENTTEICATION NUMBER. 225303401359184;
STORED AT PREMISES CONTROLLED BY
TWITTER, INC,, BUFFER.INC, AUTOMATTIC
INC., GOOGLE, INC., MICROSOFT
CORPORATION, AND FACEBOOK, INC.

- STATE OF NEW YORK )
‘ ) ss.
COUNTY OF NEW YORK )

JEFF D. DONALDSON, being duly sworn, deposes and states:

L Introduction

A. Affiant

SEALED
AGENT AFFIDAVIT

S117 Cr. 548 (PAC)

1. I am a Special Agent of the Federal Bureau of Investigation (the “FBI” or the

“Investigating Agency™) assigned to the New York Field Office, and have been employed by the

FBI sirice 2010. T am currently assigned to a squad responsible for counterespionage matters and

have worked in the field of counterintelligence from 2010 to present. In the course of my duties
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as a Special Agent, I am responsible for investigating offenses involving espionage and related
violations of law, including the unauthorized retention, gathering, transmitting or losing classified
documents or materials; the unauthorized removal and retention of claséiﬁed documents or
materials; illegally acting in the United States as a foreign agent; other national security offenses;
and the making of false statements. As a result of my involvement in espionage investigations and
investigations involving the unauthorized disclosure or retention of classified information, as well
as my training in counterintelligence operations, I am familiar with the tactics, methods, and
techniques of United States persons who possess, or have possessed a United States Government
security clearance and may choose to harm the United States by misusing their access to classified
information. I am also familiar, though my training and experience, with the use of computers in
criminal activity and the forensic analysis of elec_tronically stored information, including email.
2. This Affidavit is based'upon, among other things, my participation in the investigation,
my examination of reports and records, and my conversations with other law enforcement agents
and other individuals, as well as my training and experience. Because this Affidavit is being
submitted for the limited purpose of obtaining the requested warrants, it does not include all the
facts that I have learned during the course of this invéstigation. Where the contents of documents
and the actions, statements, and conversations of others are reported herein, they are reported in
substance and in part, except where otherwise indicated. In addition, unless otherwise indicated,
statements by others referenced in this Affidavit were not necessarily made to me, but may have
been provided to me by someone else to whom I have spoken or whose report I have read (and

who in turn may have had either direct or indirect knowledge of the statement),

2018-10-24
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B. The Providers, the Target Accounts, and the Subject Offenses
3. I make this Afﬁdévit in support of an application for search warrants pursuant to 18
U.S.C. §2703 for all content and other information associated with the following electronic
accounts:

a. The Twitter account @frecjasonbourne, user identification number
1035952759252701184 (the “Schulte Twitter Account”), which is stored at premises ciontrolied
by Twitter Inc. (“Twitter”), headquartered at 1355 Market Street, Suite 900, San Francisco,
California 94103;

b. The Buffer account with the wuser identification  number
5b8c7b5804c2¢71709192501 and associated with the email - address
freejasonbourne@protonmail.com (the “Schuite Buffer Account”), which is stored at premises
controlled by Buffer, Inc. (“Buffer), headquartered at 44 Tchama Street, San Francisco, California
941035; ,

¢. The Gravatar profile URL hﬁps://en.gravatar.com/joshschulteI (the “Schulte
WordPress Account”), which includes the sites joshschulte.wordpress.com (the “Schulte
WordPress Site-17), presumptionofslavery.wordpress.com (the “Schulte WordPress Site-2,”),
and presumptionoﬁnnocence.n‘et (the “Schulte WordPress Site-3,” and together with the Schulte
WordPress Site-1 and the Schulte Word Press Site-2, the “Schulte WordPress Sites™),! which

are stored at premises controlled by Automattic Inc. (“Automattic”), headquartered at 60 29th

Street #343, San Francisco, California 94110;

! Based on my review of the Schulte Word Press Sites, it appears that when a user tries to access
the Schulte Word Press Site-2, the user is redirected to the Schulte WordPress Site-3.

2018-10-24
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d. The email accounts joshschultel @gmail.com (the “Schulte Gmail Account-
17, johnl12galt21 @gmail.com (the “Schulte | Gmail Account-2"), and
freejasonbourne@gmail.com (the “Schulte Gmail Account-3,” and together with the Schulte
Gmail Account-1 and the Schulte Gmail Account-2, the “Schulte Gmail Accounts”), which are
maintained at premises controlled by Google, Inc. (“Goo gie”), headquartered at 1600
Amphitheatre Parkway, Mountain View, California 94043. The Government executed two search
warrants on the Schulte Gmail Account-1 (the “Original Gmail Search Watrants”) on or about
March 14, 2017 and on or about May 17,2017. In tﬁis applipation, the Government seeks a search
warrant for the contents of the-Schulte Gmail Account-1 from May 18, 2017 through the present;

e. The email account Johnsmith742965@outlook.com (the “Schulte Outlook
Account’;), which is maintained at premises controlled by Microsoft Corporation (“Microsoft’™), |
headquartered at 1 Microsoft Way, Redmond, Washington 98052; and

£ The Facebook page with the user identification number 22530340135 9184 and
which is entitled “who is JOHN GALT?” (the “Schulte Facebook Page”), which is maintained at
bremises controlled by Facebook, Inc. (“Facebook,” and together with Twitter, Buffer, Automattic,
Microsoft, and Google, the “Providers™), headquartered at 1 Hacker Way, Menlo Park, California
94025, | |

g. The Schulte Twitter Aecount, the Schulte Buffer Account, the Schulte
WordPress Account (including the Schulte WordPresrs Sites), the Schulte Facebook Page, the

Schulte Outlook Account, and the Schulte Gmail Accounts are collectively referred to herein as

the “Target Accounts.”

2018-10-24
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4. The information to be searched is described in the following paragraphs and in
Attachment A attached separately to cach of the four proposed warrants, one to be directed to each
of the Providers.

5. As detailed below, there is probable cause to believe that the Target Accounts contain
evidence, fuits, and instrumentalities of violations of violations of 18 U.S.C. §§ 401 {contempt of
court), 793 (unlawful disclosure of classified information), 1030 (unauthorized computer access),
1503 and 1512 (obstruction of justice), 1791 (smuggling contraband info a federal detention
facility), and 2252A (illegal acts ‘reiated to child pornography), as well as conspiracies and attempts
to violate these provisions and aiding and abetting these offenses, among other statutes (the
“Subject Offenses”).‘

C. Services and Records of the Providers

6. Based on my {raining and experience, my participation in this investigation and
others, my review of repotts prepared by others, and my conversations with other law
enforcement agents and others, I have learned the following about the Providers:

Information About Twitter

a. Twitter offers electronic messaging and online social media services. Twitter
allows its users to create their own profile pages, which can include a short biography, a photo of
themselves, and location information. Twitter also permits users to post and read 280-character
messages called “tweets,” and to restrict their “tweets” to individuals whom they approve. In
addition, Twitter’s subscribers can send “direct messages,” ot “DMs” to other subscribers, which -
are typically only viewable by the sender or recipient of the direct message. These features are
described in more detail below. A subscriber ursing Twitter’s services can access his or her

account from any computer connected to the Internet.

2018-10-24
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b. Twitter maintains the following records and information with respect to every

subscriber account:
i Biographical Information: Twitter allows its users to create personal

profile pages. These pages include a short bio graphy,- photographs of the users, and location

information for the user.

i Tweets: As discussed above, Twitter’s users can use their accounts to
post “tweets” of 280 characters or fewer. Each tweet includes a timestamf) that displays when
the tweet was posted. Twitter’s users can also “favorite,” “retweet,” or reply to tweets of other
users. In addition, when a tweet includes a username, often preceded by “@,” Twitter designates
that tweet a “mention” of the identified user. Tn the “Connect™ tab for each account, Twitter
provides the user with a list of other users who have favorite or retweeted the user’s own tweets,
as well as a list of all tweets that include the user’s username (i.e., a list of all mentions and
replies for that usernal;ﬂe). By enabling the “Tweet With Location” feature, Twitter’s users can
also choose to include location data in their tweets.

li. Photographs/Images: Twitter users can also include photographs or
images in their tweets. -Each account is provided a user gallery, which stores photographs or
images that the user has shared on Twitter’s network, including photographs or images that were

uploaded from another service.

iv.  Link Information: Twitter’s users can also include links to a wehsite in
their tweets. By using Twitter’s linking service, a longer website link can be converted into a
shortened tink, which allows it to fit into the 140-character limit. The linking service measures

how many times a link has been clicked.

2018-10-24
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v.  Associated Users: A user can also “follow” other users, which means
that the user subscribes to the other users’ tweets and site updates. Each user profile page.
includes a list of the people who are following that user (i.e., the user’s “followers”™ list) and a list
of people whom that user follows (i.e., the user’s “following” list). Twitter’s users can
“unfollow” users whom they previously followed, and they can also adjust the privacy settings
for their profile so that their tweets are visible only to the people whom they approve, rather than
to the public (which is the default setting). A user can also group other users into “lists” that
display on the righi side of the user’s home page. Twitter also provides users with a list of “Who
to Follow,” which includes recommendations of accounts that the user may find interesting,

‘based on the types of accounts that the user is already following and who those pecple follow.

vi.  Direct Messages: A user can also send direct messages, or DMs, to
one of his or her followers. These messages are typically visible only to the sender and the
recipient, and both the sender and the recipient have the power to delete the message from the
inboxes of both users.

vii  Subscriber and Billing Information: Twitter collects and maintains
(typically gnveriﬁed) identifying information about each subscriber, including, for example,
name, username, addreés, telephone number, and aiternate email addresses, - T'witter also
maintains records concerning the date on which the account was created, the Internet protocol
(“IP*) address of the user at the time of account creation, the current status of the account (e.g.,
active or closed), the fength of service, and the types of services used by the subscriber.
Additionally, for paying subscribers, Twitter maintains records of the subscriber’s means and

source of payment, including any credit card or bank account number.

2018-10-24

JAS 021351



Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 9 of 46

viil.  Search Information: Twitter includes a search function that enables its
users to scarch all public tweets for keywords, usernames, or subject, among other things. A user

may save up to 25 past searches.

ix.  Third-Party Information: Users can connect their accounts to third-
party websites and applications, which m;ay grant these websites and applications access to the
users’ public profiles with Twitter.

x.  Transactional Information: Twitter also typically retains certain
transactional information about the use of each account on its system. This information can
include records of login (i.e., session) times and ciurations and the methods used to connect to the
account (such as logging into the account through Twitter’s website).

xi.  Customer Correspondence: Twitter also typically mamtains records of
any customer service contacts with or about the subscriber, including any inquirfes or complaints
concerning the subscriber’s account.

xii.  Preserved Records: Twitter also maintains preserved copies of the
foregoing categories of records with respect to an account, for at least 90 days, upon receiving a
preservation request from the Government pursuant to 18 U.S.C. § 2703(f).

Information About Buyffer

c. Buffer provides a software application that can be used through an Internet

hrowser on a computer or a mobile device.

d. Buffer’s application allows users of various social media applications to
schedule their posts at various times. Buffer works with several different social media
applications, including Twitter, Facebook, WordPress (an online blogging platform offered by

Automattic, see infra § 6(g)-(k), and Google+ (a social media application offered by Google, see

2018-10-24

JAS_021352



Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 10 of 46

infra§ 6(cc)). For example, using Buffer, a user could draft a Tweet one day, but arrange forit
" 0t to publicly post on the user’s Twitter page until a later date.
¢. The number of posts that can be scheduled at any given time depends on the
_type of plan the user has purchased from Buffer. Tn the case of Buffer’s fiee plan, a user can
schedule up to 10 posts at once, while Buffer’s “Pro” plan allows for scheduling up to 100 posts
at once.
£ T believe that the infoxmation available from Buffer may include, among other
things:

i Schedufed Social Média Posts: Messages that were scheduled to be
posted on various social media applications through Buffer’s scheduling feature should be stored
on Buffer’s éervers.

il.  Subscriber and Bilh:ng Information: Buffer usually collects and
maintains (typically unverified) idenfifying information about each subscriber, including, for
example, name, username, address, telephone number, and alternate email addresses. Buffer also
maintains records concerning the date on which the account was'created, the IP address of the
user at i.:he time of account creation, the current status of the account (e.g., active ox closed), the
length of service, and the types of services used by the subscriber. Additionally, for paying
subscribers, Buffer maintains records of the subscriber’s means and source of payment, including
any credit card or bank account number.

ifli.  Tramsactional Informclttion: Buffer also typically retains certain
transactional information about the use of each account on its system. This information can
include records of login (i.e., session) times and durations and the methods used to connect to the

account (such as logging into the account through Buffer’s websites).

2018-10-24
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iv.  Cookie Data: Buffer also typically maintains records of “cookies”
used by Buffer to track information about the user of an account, including, for example, .
websites visited.

v.  Customer Correspondence: Buffer also typically maintains records of
any customer service contacts with or about the subscriber, including any inquiries or complaints
concerning the subscriber’s account. ‘

Information About Automattic

g. _Automattic is a web development corporation that owns and operates
WordPress.com, a free-access open source online publishing and social networking website
called WordPress.com, which can be accessed at https://www.wordpress.com (“WordPress™).
WordPress allows its users to start a blog or build a website. A user can select the fiee basic
service or pay for upgrades with advanced features sﬁch as domain hosting and extra storage.
WordPress users can post content to their site, including messages,_photograﬁhs, videos, and
links to other websites. Some content may be geotagged. In addition, other users can comment
on a blog entry that is posted on a WordPress site. |

h. WordPress can be accessed through an Intérnet browser operating on a
compﬁter or a mobile device.

i Automattic typically retains the following records with respect to a particular
WordPress accounf:

i Subscriber Information: Automattic retains records showing, among

other things, the username, email address, name, and telephone number associated with the

account,

10
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i.  Billing Information: Automatﬁc also maintains routine records related
to billing.

iti.  Transactional Information: Automattic usually retains log data, which
may include the user’s [P address, browser type, and operating system.

iv.  Site Creation, Posting, and Revision History Information: Automattic
maintains activity information related to the creation of a site and posting of revising information
on a site. This information can include the date and time at which the site was created, the ’IP
address used to create the site or post information to the site, and posts, mcluding deleted posts.

v. Comment Information: Automattic can alsé retain information about
comments posted about an entry on a WordPress site until those comments are deleted by the site
OWNET. ' B

vi.  Contact Information Associated with Domain Registration: If a user
has registered a custom domain on WordPross (meaning that the domain name for the user’s site
would not reﬂéct that it is a WordPress site), Automattic may have records of the contact
information for the user. For example, the Schulte WordPress Site-3 appears as.
“presumptionofmnocence.net,” and thus does not reflect the WordPress domain,
“wordpress.com.”

j.  Wordpress also can provide the content of information associated with a given
website or blog. In addition to the documents described above, that may include additional
functionality added to the website or biog by its owner in the form of software known as widgets
or plugins. It may also include a website or blog avatar or gravatar. An avatar is a picture
associated with the owner of the website or blog; a gravatar is 2 Globally Recognized Avatar,

from the website Gravatar.com or a plugin on WordPress, which differs from an avatar in that it

11
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follows a user from website to website. When a user leaves a comment on a website or posts to a
blog that supports Gravatar, the user’s gravatar is puiled from Gravatar servers and appears next
to the user’s comment. The Gravatar.com website attempts to appear in the user's language by
detecting the language settings that are configured in the uéer‘s browser., From the Gravatar.com
website, a user can manage all the images and email addresses assigned to a Gravatar.com
profile. Gravatar.com images can be associated with email addresses. When creating a gravatar,
the Gravatar.com service asks to which registered email the image should be applied, if any.

k. Gravatar.com is another website owned and operated by Automattic and
provides free gravatar profiles. Automattic includes a gravatar profile in every WordPress
account.

Information About Facebook

I Facehook owns and operates a free-access, social-networking website of the
sane name that can be accessed at http://www.facebook.com. Facebook allows Infernet users to
establish accounts with Facebook, which they can use to share written news, photpgraphs,
videos, and other information with other Facebook users, and sometimes with the general public.

m. Facebook asks users to provide basic contact information to Facebook; either
during the registration process or thereafter. This information may include the user’s full name,
birth date, contact email addresses, physical address (including city, state, and zip code),
telephone numbers, screen names, websites, and other personal identifiers. Facebook also

assigns a user identification number to each account.

n. Facebook users can select different levels of privacy for the communications
and information associated with their Facebook accounts. By adjusting these privacy settings, a

Facebook user can make information available only to himself or herself, to particular F acebook
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2018-10-24

JAS_021356



Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 14 of 46

users, io all Facebook users, or to anyone with access to the Internet, includiﬁg people who are
not Facebook users. Facebook accounts also include other account seftings that users can adjust,
to control, for example, the types of notifications they receive from Facebook.

o. Facebook users may join one or more groups or networks to connect and
interact with other usets who are members of the same group or network. A Facebook user can
also connect directly with individual Facebook users by sending each user a “Friend Request.” If
the recipient of a “Friend Request” accepts the request, then the two users will become “Friends”
for purposes of Facebook and can exchange communications or view information about each
other. Each Facebook user’s account includes a list of that user’s “Friends” and a “Mini-Feed,”
which highlights information about the user’s “Priends,” such as profile changes, upcoming
gvents, and birthdays.

p. Facebook users can create profiles that include photographs, lists of personal
interests, and other information. Facebook users can also post “status” updates about their
whereabouts and actions, as well as links to videos, photographs, articles, and other ftems
available elsewhere on the Internet. Facebook users can also post information about upcoming
“gyents,” such as social occasions, by listing the event’s time, location, host, and guest list. A
particular user’s profile page also includes a “Wall,” which is a space where the user and his or
her “Friends” can post messages, attachments, and links that will typically be visible to anyone
who can view the user’s profile.

. Facebook has a Photos application, where users can upload an unlimited
number of albums and photos. Another feature of the Photos application is the ability té “tag”
(i.e., label) other Facebook users in a photo or video. When a user is tagged in a photo or video,

he or she receives a notification of the tag and a link to see the photo or video. Tor Facebook’s

13
2018-10-24

JAS_021357



Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 15 of 46

purposes, a user’s “Photoprint” inclides all photos uploaded by that user that have not been
deleted, as well as all photos uploaded by anyone else that h:ave that user tagged in them.

. TFacebook users can exchange private messages on Facebook with other users.
These messages, wﬁich are similar to email messages, are sent to the recipient’s “Inbox” on
Facebook, which also stores copies of messages sent by the recipient, as well as other-
information. Facebook users can also post comments on;the Facebook profiles of other users or
on their own profiles; such comments are typically associated with a specific posting or item on
the profile.

s. Tacebook Notes is a blogging feature available to Facebook users, and it
enables users to write and post notes or personal web logs (“blogs™), ot to import their blogs
from other services, such as Xanga, LiveJournal, and Blogger.

t  The Facebook Gifts feature allows users to send virtual “gifts” to their friends
that appear as icons on the recipient’s profile page. Gifts cost money 1o purchase, and a
personalized message can be attached to each gift. Facebook users can also scﬁd each other
“pokes,” which are free and simply result in a notification to the recipient that he or she has been
“poked” by the sender.

4. Facebook also has a Marketplace feature, which allows users to post free
classified ads. Users can post items for sale, housing, jobs, and other items on the Marketplace.

v. In addition to the applications described above, Facebook also provides its
users with access to thousands of other applications on the Facebook platform. When a
Facebook user accesses or uses one of these applications, an update about that user’s access or

use of that application may appear on the user’s profile page.
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w. Facebook uses the term “Neoprint” to describe an expanded view of a given
user profile, The “Neoprint” for a given user can include the following information from the
user’s profile: profile contact informatiop; Mini-Feed information; status updates; links to
videos, photographs, articles, and other items; Notes; Wall postings; friend lists, including the
friends® Facebook user identification numbers; groups and networks of which the user isa
member, including the groups’ Facebook group identification numbers; fisture and past event
postings; rejected “Friend” requests; comments; gifts; pokes; tags; and information about the
user’s access and use of Facebook applications.

x. Facebook also retains IP logs for a given user ID or IP address. These logs
may contain information about the actions taken by the user ID or IP address on Facebook,
inciuding 'mfoi‘mation about the type of action, the date and time of the action, and the user ID
and TP address associated with the action. For example, if a user views a Facebook profile, that
user’s IP log would reflect the fact that the user viewed the profile, and would show when and
from what TP address the user did so.

y. Social networking providers like Facebook typically retain additional
information about their users’ accounts, such as information about the length of service
(including start date), the types of service used, énd. the means and source of any pa-yments
associated with the service (including any credit card or bank account number). In some cases,
Facebook users may communicate directly with Facebook about issues relating to their account,
such as technical problems, billing nquiries, or complaints from other users. Social networking
providers like Facebook typically retain records about such communications, including records
of contacts between the user and the provider’s support services, as well as records of any

actions taken by the provider or user as a result of the communications.
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7. TFacebook typically maintains preserved copies of the foregoing categories of
records with respect to an account, for at least 90 days, upon receiving a preservation request |
from the Government pursuant to Section 2703(f).

Information About Microsoft and Google

aa. Microsoft and Google (fogether the “Email f’roviders”) offer email services to
the public. In particular, Microsoft allows users to subscribers to maintain email accounts under,
among others, the domain néme “outlook.com” while Google allows subscribers to maintain email
accounts under the domain name “gmail.com.” A subscriber using the Email Providers® services
can zccess his or her email account from any computer connected to the Internet.

bb. In addition, Google offers an online social media service. Specifically, Google
allows subscribers to maintain “Google+” accounts. Through his or her Google+ account, a user
. can create a profile page, which contains (generally unverified) background information about the
user. Among other services, a Googlet user can upload content to his or her account through
posting. In addition, Google+ allows subscribers to create “circles,” which are groups of contacts
that the subscriber creates and organizes. The subscriber can disseminate private content to
particﬁiar circles.

cc. The information available from the Email Providers may include the following:

. i, Email Contents: In general, any email (which can include attachments
such as documents, images, and videes) sent to or from a subscriber’s account, or stored in draft
form in the account, is maintained on the Email Providers’ servers unless and until the subscriber
deletes the email. Ifthe subscriber does not delete the email, it can remain on the Email Providers®
computers indefinitely. Even if the subscriber deletes the email, it may continue to be available

on the Email Providers® servers for a certain period of time.
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ii.  Addvess Book: The Email Providers also allow subseribers to maintain
the equivalent of an address book, comprising email addresses and other contact information of
other email users.

iii.  Subscriber and Billing Information: The Email Providérs collect and
maintain (typically unverified) identifying information about cach subscriber, including, for
example, name, username, address, telephone number, and alternate email addresses. The Email
Providers also maintain records concerning the date on which the account was created, the IP
address of the user at the time of account creation, the current status of the account (e.g., active or
closed), the length of éervice, and the types of services used by the subscriber. Additionally, for
paying subscribers, the Bmail Proviﬂers majntain records of the subscriber’s means and source of
payment, including any credit card or bank account number.

iv.  Transactional Information: The Email Providers also {ypically retain
certain transactioﬁal information about the use of each account on its system. This information
can include records of login (7.e., session) times and durétions and the methods used to comnect to
the account (such as logging into the account through the Email Providers’ websites).

v,  Search History: The Email Providers also typically record searches
done by a user of an account thr(;ugh their search engines.

vi.  Cookie Data; The Email Providers also typically maintaﬁ records of
“cookies” that they use to track informatibn about the user of an account, including, for example,
websites visited.

vii.  Customer Correspondence: The Email Providers also typically maintain
1'ev£>0rds of any customer service contacts with or about the subscriber, including any inquiries or

complaints concerning the subscriber’s account,
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viti.  Google Drive Confent: Google provides users with a certain amount of

free “cloud” storage, currently 15 gigabytes, through a service called “Google Drive” (usets can

purchase a storage plan through Google to store additional content). Users can purchase enbanced

storage capacity fqr an additional monthly fee. Users can use their Google Drive to store email,

attachments, videos, photographs, documents, and other content “in the cloud,” ie., online. A user

can access content stored on Google Drive by logging into his or her Google account through any

computer or oﬂler electronic device connected to the Internet. Users can also share files stored on
Google Drive with others, allowing them to view, comment, and/or edit the files.

ix. Google Docs: Google provides users with the ability to write, edit, and

collaborate on various documents with other Google users through a service called “Google Docs.”

i

Users can use Google Docs to create online documents that can be stored on or saved to the user’s
Google Drive,

x.  Google Photos: Google provides users with a certain amount of free
storage for phétographs, through a service called Google Photos, which allows users to manually
* store photographs and videos, and which antomatically uploads photographs and videos taken by
registered mobile devices. Google also retains the metadata—or data that provides information
about the data in question, such as the time and date of creation, the author or creator, the means
of its creation, the purpose of the data, among oth;:r data—for photos and videos uploaded to
Google, including to Google Photos. This metadata includes what is known as exchangeable
image file format (or “Exif”) data, and can include GPS location information for where a photo or
video was taken.

xi. Google Calendar: Google provides users with an online caiendar, in

which they can add appointments, events, and reminders, that is synchronized across registered
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computers and mobile devices. Users can share their calendars wit_h other users, allowing the
maintenance of joint calendars.

xii. Google Chats and Goo_gle Hangouts Content: Google allows
subscribers to engage in “chat” sessions in an instant-messaging format with other Google users,
the transcripts of which are generally stored in a user;s email content. Similarly, Google allows
users to engage in enhanced chat sessions, called Hangouts, which permit the shariﬁg of additional
content such as videos, sounds, and images. In general, Hangouts content is stored separately from
a user’s email and chat content.

xiti.  Location History Data: Google maintains recent location data, collected
periodically, from mobile devices that are logged into or have used applications (or “apps"’) or
services provided by Google. For example, Go ogle collects information collected from GPS, WiFi
networks, cell site locations, and mobile networks to estimate a user’s location. Google apps and
services also allow for location reporting, which allows Google to periodically store and use a
device’s most recent location data in connection with a Google account. |

xiv. Google Payments: Google allows for the storage of payment
information associated with a Google account, including credit cards and bank accounts, and
contains information about all transactions made with a Google account, allowing for the payment
for goods (such as those purchased through Google Shopping) and bills, among other features.

xv. Googlet: Google hosts an Internet-based social network. Among other
things, users can post photos and status updates and group different types of relationships (rather
than simply “friends”) into Circles. In addition, Google has a service called PlusOne, in which
Google recommends links and posts that may be of interest to the account, based in part on

accounts in the user’s Circle having previously clicked “+1” next to the post. PlusOne information
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therefore provides imformation about the user of a given account, based on activity by other
individuals the user has entered in the user’s Circle.
XVi. qugle Voice: Google provides a telephone service that provides call
forwarding and voicemail services, voice and text messaging.
xvii.  Preserved Records: The Bmail Providers also maintain preserved copies
of the foregoing categories of records ﬁith respect to an accouﬁt, for at least 9C days, upon
receiving a preservation request from the Government pursuant to Section 2703(f).

D. Jurisdiction and Authority to Issue the Warrant

7 Pursuant to Section 2703(a), (b} 1)(A) & (c)(1)(A), the Government may require a
provider of an electronic communications service or a remote computing service, such as Google,
to disclose all stored content and all non-content records or other information pertaining to a
subscriber, by obtaining a warrant issued using the procedures described in the Fedc;ral Rules of
Criminal Procedure.

8. A search warrant under Section 2703 may be issued by “any district court of the United
States (including a magistrate judge of such a court)” that “has jurisdiction over the offense being
investigated.” 18 U.S.C. § 2711(3)}A)(D-

9. When the Government obtains records under Section 2703 pursuant to a search warrant,
the Government is not required to notify the subscriber of the existence of the warrant. Jd.
§ 2703(a), (LA, ()(2) & (3). Additionally, the Government may obtain an order precluding
the Provider fiom notifying the subscriber or any other person of the watrant, for such period as
the Court deems appropriate, where there is reason to believe that such notification will seriously

jeopardize an investigation. Id. § 2705(b).
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IL. Facts Establishing Probable Cause

A. Overview

10. As described in further detail below, through this application, the Government sceks a
warrant related to the Target Accounts because they appear to be the facilities through which
Joshua Adam Schulte—a former employee of the Central Tntelligence Agency (“CIA”) charged
with, among other things, dissemination of classified information and possession of child
pornography—has conducted or intends to conduct an “information war® against the United States
from the Metropolitan Correctionali Center (“MCC™) by disclosing classified information and other
scnsitivg information protected by a protective order, and by publishing false exculpatory
information in an effort to defend against the crimes of which Schulte has been charged.

11. On October 3, 2018, law enforcement officers searched the MCC pursuant to a search
warrant signed by the Court on October 2, 2018 (the “MCC Search Warrant”}. The MCC Search
Warrant and underlying affidavit are attached to this application as Exhibit A and are incorporated
by reference, including the defined terms identified therein. Dpring that search, the officers
reviewed documents from Schulte’s cell (the “Schulie Cell Documents”), which showed that
Schulte intended to engage in a systematic disclosure of protected information to, among others,
the media.? The Target Accounts—which were identified through the review of the Schulte Cell
Documents, as well as emails Schulte sent and- received through three encrypted email accounts
(“Encrypted Account-1,” “Bnerypted Account-2,” “Encrypted Account-3,” and together the
“Fncrypted Accounts”)—ate social media and email accounts that Schulte appears to intend to use

(or has used) to facilitate his disclosure efforts.

2 The Schulte Cell Documents were first reviewed by a wall team pursuant to a procedure set forth
in another search warrant executed on October 3, 2018.
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12. Thus, as described in more detail below, there is probable cause to believe that the
Target Accounts contain evidence of the Subject Offensgs, including, among other things,
evidence of Schulte’s unlawful dissemination to third parties (including the press) of classified
information and material subject to a protective order, and evidence of Schulte’s public disclosure
of such protected information on publicly available Internet pages, where it could be accessed by
anyone.

B. Schulte’s “Information War”

13. On October 3, 2018, I and other law enforcement officers executed the MCC Search
Warrant. Prior to the search, MCC officials had removed the Schulte Cell Documents, among
other things, from Schulte’s former cell and stored them in an official office at the MCC.

14, Based on my training and experience, my participation in this investigation and others,
my conversations with other law enforcement agents and othérs, and my review of records
provided in response to grand jury subpoenas and the Schulte Cell Documents, I have learned,
among other things, the following:

a. The Schulte Cell Documents contain, among other things, documents that
Schulte appeared to be preparing for public dissemination, including:

i Various versions of “articles” or “chapters,” in which Schulte wrote
about his experience in prison and his views with respéct to the prosecution against him. The FBI
found versions of 10 of these articles (the “Schulte Articles™) through other sources as well,
including from members of Schulte’s family to whom Schulte gave the Articles for purposes of
dissemination. Some of the versions of the Schﬁlte Articles that have been recovered (including
versions Schulte sent to his cousin for public dissemination) contain classified information.

ii. Drafts ofa “press release” in which Schulte accused the FBI of engaging
in terrorism and declared his candidacy for Congress (the “Press Release™).
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iii. A document that appears to be an article for release by Wikil.eaks.org
| (“Wikil eaks”), in which a purported FBI “whistleblower” claimed to have provided the discovery
in this case to WikiLeaks and that the FBI bad planted evidence .of child pornography on Schulte’s
computer to frame him (the “Fake FBI Documen ).

iv. Drafts of a tweet {the “Fake CIA Tweet”) that appear to have been
drafted around August 30, 2018,> in which Schulte—pretending to be a former CIA colleague—
claimed that two other former CIA colleagues, both of whom Schulte referred to by full name and
one of whom he described as the “Peter Strzok of the CIA,” had “set up” Schulte and used him as
a “scapegoat” for “Vault 7,” which is the name of Wikileaks serial disclosures of CIA material
that began on or about March 7, 2017 and which forms the basis of some of the current charges
against Schulte. On the following page of the Schulte Cell Documents appears the text “Just to
authenticate me first” followed by other apparent draft tweets that discussed the CIA’s alleged
activities and methods, some of which appear to be classified (the “Fake Authentication Tweets™).*
1 believe that Schulte planned to potentially publish the Fake Authentication Tweet before the Fake
CIA Tweet in an effort to purportedly verify the author’s employment with the CIA and knowledge
of the information in the Fake CIA Tweet.

v. Drafts of Facebook posts (the “Facebook Posts™) in which Schulte—
posing as one or more of his friends—claimed that the FBI h_ad “gpenly banned and burned” his

writings, and that, as a result of this alleged harassment, Schulte’s Facebook page would be

3 Not all of the entries in the Schulte Cell Documents have readily apparent dates.

47t is unclear from the Schulte Cell Documents whether the Fake Authentication Tweets were
meant to be a single tweet with the Fake CIA Tweet or sepatate tweets that were to be published
along with the Fake CIA Twest. ’
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managed by his friends going forward, rather than his family, in order to raﬁe-ve “pressure” on his
family.

b. The Schulte Cell Documents also shovﬁ that Schulte was planning to send
discovery in this case and potentially classified nformation to third parties, including by using
encrypted email accounts and some of the Target Accounts For example, Schulte wrote:

i, “If govt doesn’t pay me $50 billion in restitution & prosecute the
criminals who lied to the judge and presented this BS case then I will visit every country in the
world and bear witness to the treachery . . . that is fhe USG [United States Government]. T will
look to breakup diplomatic relationships, close embassies, and U.S. occupation around the world
& finally reverse U.S. jingoism. If this one the way the U.S. govt treats one of their own, how do
you think they treat aflies?”

fi. “INEED my discovery to be released to the public. NEED my articles
to be updated.”

iti. “Maybe get discovery leaked and articles updated then give all my stuft
to {defense counsel] and leave for VA.”

iv. “Uﬁable to copy over discovery to DVD. Went to law library, used
laptop of Cheeno + Sardy; Laptop unable to write to DVD, drive, etc. MY laptop unable to read
DVD. So, laptop ‘;hat can read the DVD can’t write fo it & laptop that could write to it, can’t read
from it. Connect to wifi hotspot? VM?” 1 believe that here, Schulte is discussing his inability to
use an MCC laptop to copy his discovery to a DVD, and the possibiiity of transferring that
discovery instead by connecting one of the laptops to the Internet through a wireless network.

v. A potation that appears to indicate that Schulte intended to post the Fake

CTA Tweet on the Schulte Twitter Acecount.
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vi.  What appears to be a “to-do” .list dated September 12, 2018, in which
Schulte wrote that on September 17 and 18, he would “DL Disc. UL WL,” and that on September
19, 20, and 21, he would “schedule tweets].]” 1believe that here, “DL. Disc. UL WL” means that
Schulte planned to download his discovery (“DL Disc.”) from the Schulte Laptop and upload_that
discovery to WikiLeaks (“UL WL”). As noted above, in another place in the Schulte Cell
Documents, Schulte drafied the Fake FBI Document, a purported statement by a supposed FBI
“whistleblower” who provided Schulte’s discovery fo WikiLeaks and claimed that the FBI had
planted evidence of child pornography on Schulte’s computer. Sée supra | 14(a)(iii). T further
believe that “schedule tweets” means that Schulte intended to schedule tweets, including the Fake
CIA Tweet, using the Schulte Buffer Account, which, as described above, would allow him to
time the disclosure of the tweets through the Schulte Twitter Account, see supra 9 6(c)-().
vii.  “I thought I convinced him [Schulte’s father] to setup a protonmail
email acct for me to upload the articles,” which is potentially a reference to the Schulte Axticles.
viil.  “Create new protonmail: presumedguilty@protonmail.com . . . migrate
wordpress to protonmail.”
ix. “The way.is clear. 1 will set up a wordpress of [the Schulte WordPress
Site-1] and presumptionofinnocense.wordpress.com. From here, I will stage my information
war; .. The presumption of innocence blog will contain my 10 articles . . . 23

X.  “Yesterday [ started cleansing the phone & in the process setup a new

protonmail which I transferred the wordpress too [sic].” Tbelieve that when Schulte wrote that he

5 «presumptionofinnocence. wordpress.com” and the “presumption of nnocence blog” appear to
be references to Schulte WordPress Site-3, which at the website “presumptionofinnocence.net.”
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had “started cleansing the phone,” he was rcferrir;g to his efforts to delete data and/or encrypt one
of the Contraband Cellphones that he used at the MCC, discussed in more detail below.

xi.  “Facebook I will rename, simply ‘Who 1s John Galt?” or “Who is Josh
Schulte?” From FB, I will post links to the articles and the ialo gs as T write them. The presumption
of innocence blog Wiﬂ only contain my 10 articles 1-10, ending on the presumption of innocence.
I will post each of them on the FB & delete the previous articles. From my blog, I will write about
my time, etc.” Here, I believe that Schulte was referencing his plans to publish his articles,
including the Schulte Asticles, on the Schulte F acebook Page.

xii. In an enfry that appears to be dated September 11, 2018, Schulte
appeared to indicate that he planned to “update Facebook™ (which I believe is a reference to the
Schulte Facebook Page) by “chang|ing] passwor_d,” “delet[ing] articles,” and “chang[ing]
name[.]” The entry also seemed to indicate that—as part of his updating of the Schulte Facebook
Page—Schulte also intended to upload to the account the Facebook Posts, in which he falsely
claimed that the FBI was “burn[ing]” his writings, see supra § 14{a)(®).

xifi. An entry, which appears to be dated September 17, 2018, in which
Schulte wrote, “I posted the FB thing . . . onthe John Galt page & changed the pw. We’ll see what
happens! Maybe a little interest? Ina week I°’m going to dump all my stuff.” Tbelieve that here,
Schulte is confirming that he had updated the Schulte Facebook Page in the manner described in
Paragraph [] of this affidavit. Schulte also wrote in this entry, “My articles I'm working through
with Joel. He edited articles 1&2; Hopefully I can perfect them s001. Ideally for release on the
25th but -maybe not?” Here, T believe that Schulte is indicating that he hopes to publicly

disserninate his articles (potentially on the Schulte Facebook Page) on September 25, 2018,

Schulte’s birthday this year.
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C. Schulte’s Transfer of Data Out of the MCC

15. As described in more detail in the MCC Search Warrant, a confidential source (the
“(:$”)® has described to the FBI, in substance and in part, how, among other things, Schulte and
another inmate, Omar Amanat, used cellphones smuggled into the MCC (the “Contraband
Cellphones™) to, among other things, communicate with people outsider of the MCC and to help
prepare a “report” for Amanat to submit in connection with his sentencing proceeding.” See Ex.
A at pp. 9-18. The CS further reported, in substance and in part, that the CS had been able to take
screenshots of the Contraband Cellphones.

16. Based on my training, expetience, and participation in this investigation, I know that
inmate phone calls and emails at faderal detention facilities, like the MCC, are recorded. Thus,
inmates at times attempt to smuggle contraband electronic devices into the MCC, such as the
Contraband Celiphones, in order to covertly communicate with others while in prison. Inaddition,
many cellphones can also be used as a Wi Fi hotspot, which means that other devicés can connect
to the Internet through a network created by the cellphone. I also know that inmates will use such
electronic devices to access email and social media accounts, like the Target Accounts, that will
allow thf;m to communicate discreetly, il}cluding about criminal conduct. As a result, the fact that

an email account is located om a Contraband Cellphone and used to send or receive

6 The CS is facing immigration and narcotics trafficking charges, and is cooperating in the hope
" ofreceiving a cooperation agreement with the Government, a more lenient sentence, and potential
immigration benefits. As described in this affidavit and in the MCC Search Wartant, information
provided by the CS has been at least partly corroborated by, among other things, a seizure of at
least one contraband cellphone and documentary evidence, including emails.

7 As described in more detail in the MCC Search Warrant, the “report” appears to deal with emails
that Amanat fabricated and sought to introduce into evidence during his trial before the Honorable

Paul G. Gardephe.
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commiutiications, on its own, demonstrates that the account likely contains communications
evidencing brimes, including the Subject Offenses. | .

17. Based on my training and experience, my participation in this investigation, my
conversations with other law enforcement agents and others, and my review of, among other
things, the Schulte Cell Documents, the screenshots taken of the Contraband Cellphones by the
CS, responses to grand jury subpoenas, and emails in the Schulte Gmail Account-1 that were
produced to the FBI pursuant 1'to the Original Gmail Search Warrants and emails in the Encrypted
Accounts that were reviewed pursuant to a search warrant, I have learned, among other things,
that:

a. The CS took several screenshots of one of the Contraband Cellphones r(the
“Aménat Contraband Cellphone”) engaging in electronic communications with a contact identified
as “T.” As discussed below, I believe the contact “ »__wyhich is linked to a telephone number (the
“806 Number”) with an-806 area code (whiéh covers Schulte’s hometown of Lubbock, Texas,
among other place)—is Schulte’s Contraband Cellphone.

b. These screenshots appear to capture a conversation concerning work by “I,”

whom I believe to be Schulte, on a “report,” including:
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Who is "anonymous badgér’;" My
bro? ‘ L
o R :

' How doas google docs treat | '
anonymous users locking at the
docs YL
SUNBADPM Iy

Who is ‘anonymous badger?
bro?

e, Tn these screenshots, I believe that Schulte (“I,” texting in the gray bubbles) is
instructing Amanat (texting in the blue bubbles) on how a third party could edit the “report” that
was shared with them through Google Docs, a document-sharing service provided by Google.

d. One ofthe screenshots taken by the CS depicts what appears to be the first page
of a purported “expert” report in Schulte’s name (the “Schulte Report™), which was apparently

prepared in connection with Amanat’s case:
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By: Joshua Schulte

1: Introduction

T am the founder and CEQ of my own consulting -
firm. T was contacted and hired direcily by Omar
“Amanat to provide an expert report in the matter of
United Stafes v. Kalei} Isaza Tuzman, ¢t al. 15.Cr.'
15.(PGG). I was retained post-verdict on {/19/18
duc to.concerns of unusual and suspicio i
on behalf of the FBI. Particularly; |

timony of Joel DeCapua, "

"e. Both the Schulte Cell Documents and one of the Encrypted Accounts contain a

‘handwritten document that appears to be a draﬁ of the Schulte Report. In this draft, Schulte

claimed to be an expert in a number of topics on the basis ofhis CIA employment. Schulte opined

that an FBI expert witness called at Amanat’s trial had testified falsely about emails that Amanat

had sought to introduce into evidence. As described in more detail in the MCC Search Warrant,

during that trial, ;the Government introduced evidence that Amanat had fabricated those emails.
See Ex. Aatp. 9.

f The 806 Number is a Google Voice number, which means, as described above,

that it is linked to a specific Gmail account. Subscriber information for the 806 Number indicates

that it is associated with the Schulte Gmail Account-1.
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g. Based on my review of the éontents of the Schulte Gmail Account-1 pursuant
to the Original Gmail Search Warrants, [ know that Goo gicl often captures communications with a
Google Voice number in the Gmail account, and produces them in response to a search warrant.
For example, on or about March 7, 2017, the day that WikiLeaks first made public the CIA
information, the Sehulte Gmail Account-1 contained several texts between Schulte and others
concerning the leak.

h The Schulte Cell Documents also include handwiitten documents (the
“q ocation Documents”) describing potential hidden locations on hard drives or other electron-ic
storage devices in which a user can secretly store data (“Covert Partitions™). One of the ways to
identify Covert Partitions is to identify sla(‘:k space on a hard drive or storage device. Slack space
is the unused space between partitions on the drive. The Location Documents appear to identify
the sectors where slack space is available, i.e., the Covert Pa;titions, on a hard drive or storage
device using the Windows operating system.®

i Schulte also used Encrypted Account-1 to communicate with another email
account (the “iCloud Account”). During one such communication in or about September 2018,
Schulte requested that the individual using the iCloud Account purchase a specific electronic
device (the “Device”). The Device is capable of transferring data from an electronic data storage
location, such as a computer hard drive, to a cellphone, or vice versa. Based on my review of
records obtained concerning the suspected user of the iCloud Account, I have learned, among other
things, -that the user of the iCloud Account arranged for the purchase of a piece of equipment with »

capabilities similar to those of the Device.

8 On or about October 16, 2018, the Government obtained a search warrant fo search two laptops
used by Schulte since his detention to determine if, among other things, he had created or used any
Covert Partitions to store data. That review is ongoing.
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j.  On or about October 5, 2018, MCC officials recovered at least one of the
Contraband Cellphones. The recovered Contraband Cellphone contained an “SD card,” which is
a device that is capable of storing data for transfer from one device to another. For example, an
SD card can be used to transfer data from a laptop (like the discovery laptops housed at the MCC)
to a cellphone (like the Contraband Cellphones).

k. Using Encrypted Account-1, Schulte alse, among other things, sent a reporter
(“Reporter-17) search warrant affidavits (the “Protected Affidavits”) designated pursuant to the
protective order in this case (see 17 Cr. 548 (PAC), Dit. No. 11 (the “Protective Order™)),” and at
least one document containing classified information.

D. Schulie Creates the Target Accounts and Tries to Hide His Use of Them

18. Based on my training and experience, my participation in this investigation and others,
my conversations with other law enforcement agents and others, and my review of, among other
things, subscriber information for most of the Target Accounts,!® I have learned, among other
fhings, the following:

a. The Schulte Gmail Account-1 was created on or about April 5, 2006, and is

subscribed in the name “Josh Schulte.”

b. The Schulte Gmail Account-2 was created on or about Apuil 15, 2018, and is

subscribed in the name “John Galt.”

®  OnMay 21, 2018, the Court held a conference at which it reminded Schulte of the terms of the
Protective Order, including that Schulte could not share documents covered by the Protective
Order with third parties, like reporters, who are not invo tved in his defense. Schulte acknowledged
that he understood the terms of the Protective Order.

10 Grand jury subpoenas that call for production of the subscriber information for the Schulte
Gmail Account-3 and the Schulte Outlook Account are pending.
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c. The Schulte Facebook Page was created on or about Aprit 17, 2018, and is
registered to Schulte Gmail Account-2.

d. The Schulie WordPress Accounts were created on or about August 14, 2018,
The “username” of the account is “joshschulte1”; the “display name” is “Toshua Schulte”; and the
email associated with the account is Encrypted Account-3.

e. The Schulte Twitter Account was created on or about September 1, 2018, and
the email associated with the account is Encrypted Account-2. The last xecorded activity in the
Schulte Twitter Account occurred on or about October 2, 2018.

£ The Schulte Buffer Account was created on or about September 3, 2018, and
was created by the user of Encrypted Account-2. The Schulte Buffer Account is also linked to the
Schulte Twitter Account. The last recorded agtivity on the Schulte Buffer Account occurred on
or about September 7, 2018.

19. Based on my training and experience, my participation in this investigation and others,
my conversations with other law enforcemeni agents and others, and my review of, among other
things, the Schulte Cell Documents, I have learned the following:

a. The Schulte Cell Documents include a page that appears to be dated August 21,
2018, and which seems to reflect a “to do” list for Schulte. That list includes the following itéms:

i “Delete-all Google Docs from johnsmith.” There is a checkmark next

to this entry.

ii.  “Delete all emails from johnsmith.” There is a checkmark next to this

entry.

iii. “Delete suspicious emails from my gmail.” The number next to this

entry is circled, and is followed by what appears to be the following four sub-items:
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iv,

1. “New logins from phones[;]”
2. “Paypall;]”

3. “WordPress[;}” and A

4, “PW changes[.]”

“Create new protonmail: presumedguilty@protonmail.com.” This

eniry has a checkmark next to it.

V.

eniry.

“Migrate wordpreés to protonmail.” There is no checkmark next to this

b. The following page contains what appears to be 2 list of, among other things,

several email, social media, and encrypted messaging applications together with passwords for

those accounts, including:
i
ii.
ii.
iv.

V.

Two of the three Encrypted Accounts;
The Schulte Twitter Account;

The Schulte Gmail Account-2;

The Schulte Gmail Account-3; and

The Schulte Outlook Account.

c. Based on my examination of these two pages, and my review of, among other

things, the Schulte Cell Documents and the contents of the Encrypted Accounts, [ believe that

Schulte was planning how to evade detection, including by destroying incriminating evidence in

accounts he used (e.g., “Delete suspicious emails from my gmail”) and by transferring his work to

a more secure, encrypted platform (“Migrate wordress {0 protonmail”). Furthermore, I believe

that-—given the location of the page and the fact that, as described in further detail below, Schulte

has used these accounts to transfer protected information, see infra | 21-23-—the list of accounts
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and passwords on the following page includes the accounts through which he potentially planned
to disseminate his writings, including classified and otherwise protected information.

20. Based on my training and experience, my participation in this investigation, my
conversations with other law enforcement agents and others, anci my review of, among other
things, the Schulte Cell Documents and the contents of the Encrypted Accounts, I have learned
that emails in Encrypted Account-2 and Bncrypted Account-3 appear to corroborate that Schulte
was planning to use the Target Accounts to disseminate classified and sensitive information,
including:

a. Encrypted Account-2 contained the following emails, among others:
i, On or about September 1, 2018, Twitter sent an email to Encrypted
Account-2 stating that the user needed to “confirm your email account to complete your Twitter
account [the Schulte Twitter Account].” This appears tp be a standard, automatic email from
Twitter as part of the process of creating a Twitter account.

ii.  Later that day, an email account associated with Twitter sent an email
to Encrypted Account-2 indicating that the Schulte Twitter Account had been accessed from an
TP address associated with a server in Moldova. This appears to be an automatic email from
Twitter intended to alert a user that an unauthorized user might be trying to gain access to the
user’s Twilter account. A few hours latér, Schulte, using Encrypted Account~2,‘ sent an email back
to Twitter claiming that he was not able to access the Schulte Twitter Account.

ii.  On that same day—a day after the Schulte Twitter Account had
purportedly been accessed from Moldova—an email account associated with Twitter sent two
emails to Encrypted Account-2 indicating that the Schulte Twitter Account had been accessed

from IP addresses associated with servers in France and Romania. The pattern of logins from
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different countries in a short time period described in this subparagraph and subparagraph 15(c)(i)

is consistent witﬁ a user masking his or her true location and identity when accessing the Internet.'!

iv.  Furthermore, on or about September 2, 2018, aﬁ email account

associated with Buffer sent Encrypted Account-2 an email asking the user of the account to verify

Encrypted Account-2. This was a standard, automatic email from Buffer indicating that a Buffer

account linked to Encrypted Account-2 was either created or accessed that day. Records produced

by Buffer in response to a grand jury subpoena show that the Schulte Buffer Account was created
on or about September 3, 2018.

b.  Encrypted Account-3 contained fhe following emails, among others:

i, On or about August 22, 2018, an email account associated with

Automattic sent an email to Encrypted Account-3 stating that the email account associated with

the Schulte WordPress Site-1 hiad been changed from Schulte Gmail Account-1 to Encrypted

Acqount—B. As noted above, in the Schulte Cell Documents, S.chulte wrote that he intended to

“migrate” one or more of the Schulte WordPress Accounts to ProtonMail, the service provider

for the Encrypted Accounts. See supra 14(b)(viii). -

ii. On or about September 25, 2018, an email account associated with
Automattic sent an email to Encrypted Account-3 congratulating the user of Encrypted Account-
3 on his or her first post on the Schulte WordPress Site-1. As noted above, in the Schulte Cell

Documents, Schulte wrote that he wished to begin publicly disclosing his “articles” on September

25, 2018, which is his birthday. See supra{ 14(b)(iii}.

11 While Schulte was released on bail, he, or someone acting on his behalf, used The Onion Router
(“TOR”) to, according to Schulte’s attorney, hide Schulte’s Internet activity from the Government.
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E. Schulfe Begins to Disclose and Arrange to Disclose Protected Information

21. Based on my training, experience, and participation in this investigation, as well as my
convcrsatic;ns with others, I know, among other things, in or abc;ut September 2018, Encryl;ted
Account-1 contained, among other things, communications in or about September 2018 between
Schulte—who was pretending to be a third party acting on Schulte’s behalf—and Reporter-1. In
those communications, Schulte told Reporter-1 that he would give Reporter—i “information” on
several topics if Reporter-1 published stories pursuant to a timeframe dictated by Schulte. For
example, Schulte stated:

a. “If you can consent to an embargo on disciosu;e of the information for a limited
time we would give you an exclusive to the information spanning several topics.” Reporter-1
agrecd to the embargo.

b. “We have decided to share with you an initial expose (depending oﬁ how the
first one goes with you we will share up to 9 more) involving Ruséian Oligarchs business ties and
wire transfers involving hundreds of millions of dollars to [a U.S. Official and the U.S. Official’s
associates].”

c. As discussed above, Schulte also sent Reporter-1 the Protected Affidavits and
at least one document containing classified information. See supra § 17{).

22. Based on my training and experience, 1y participation in this investigation, my
conversations with other law enforcement agents and others, and my review of the Schulte Cell

Documents and information publicly available about the Target Accounts, I have learned, among

37
2018-10-24

JAS_021381




Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 39 of 46

other things, that Schulte has posted versions of parts of the Schulte Cell Documents on some of
the Target Accounts already, including':

a. On or about September 18, 2018, Schulte posted a version of the Facebook
Posts, see supra Y 14(a)(v), on the Schulte Facebook Account. In this post, Schulie falsely
claimed that the FBI had “burned” Schulte’s writings.

b. On or about September 25, 2018, Schulte posted & version of the Press Release
on the Schulte WordPress Site-1. In the post, Schulte claimed, among other things, that the FBI
is a terrorist organization, and declared his intention to run for Congress.

¢. On or about September 25, 2018, Schulte posted another post on the Schulte
Facebook Account. In this post, Schulte (pretending to be someone else) wrote, among other
things, that:

i, Tt was Schulte’s 30th birthday.
ii. The purported writers of the post had “jssued a press release on his
[Schulte’s] behalf.” The purported writers then included a link to the Schulte WordPress Site-1.
iii.  “Josh is finally able to speak out despite the government’s aftempt to
silence him. He is coordinating with friends who are posting his Writings in blog format.”
fv.  “What’s ﬁext? Setup of Twiiter and tweets via snailmail to Twitter.”
This message was followed by an imagé of a cartoon face crying from laughter.

d. On or about October 1, 2018, Schulte posted an “article” that appears in the

Schulte C¢H Documents on the Schulte WordPress Site-1. On the site, the “article” is entitled

“Master of Whisperers,” and in it, Schulte wrote, among other things:

12 The posts described in this paragraph are undergomg a classification review by the CIA. It
appears, however, that the versions of the posted documents described herein omit some of the
classified information that was contained in other versions of these same documents.
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i “Inow believe the government planted the CP after their search warrants
turned up empty—not only to save their jobs and investigation, but also to target and decimate my
reputation considering my involvement in significant information operations and covert action.”
As noted above, in the Fake FBI Document in the Schulte Cell Documents, a purported FBI
«whistleblower” claimed that the FBI had placed child pornography on Schulte’s computer after
sts initial searches of the device were unsuccessful in recovering evidence. See supra T 14(a)(ii).

ii.  “Sowho’s responsible for Vault 77 The CIA’s own version of the FBI's
Peter Strzok and Lisa Pagé;” 'As noted above, in the September Tweet in the Schulte Cell
Documents, a purported former CIA colleague of Schulte (but who was in fact simply Schulte
himself) claimed that two other CTA former colleagues, one of whom Schulte described as the
“Peter Strzok of the CTA,” had conspired to blame Schulte for Vault 7, WikiLeaks’ disclosure of
the CIA material. See supra § 14(a)(iv). ‘
e. On or about October 8, 2018, Schulte posted versions of nine of the Schulte
Articles on the Schulte WordPress Site-2 and the Schulte WordPress Site-3" (the “October 8
WordPress Posts™). Inone of the posted “articleé,” Schulte—while stating that his statements were
not intended as a “threat”—wrote
The United States government has a vital interest in safeguarding
national security and .especially the names of those who nsk [sic] their
lives to spy on their own countries for the US. Does it scem like a good
idea, then, to directly compromise and jeopardize these people? I don’t
think in the history of intelligence something so idjotic has even been
done, but leave it to the US to be the first to do it. Let’s take our own
people worth billions of dollars of intelligence and let’s illegally throw
them in prison and start fucking with them until they are bankrupt and

completely compromised and vulnerable. The United States government
has done the job of a foreign adversary to exploit its own intelligence

13 Ag noted above, when a user accesses the Schulie WordPress Site-2, the user is redirected to
the Schulte WordPress Site-3. Thus it appears that content posted on one of the sites may also
be posted on the other site. See supra 9§ 3(c) nl. - '
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officers. Essentially, it’s the same as taking a soldier in the military,
handing him a rifle, and then begin beating bim senseless to test his
loyalty and see if you end up getting shot in the foot or not. It just isn’t
smart.

23. Based on my training and experience, my participation in this investigation and others,
my conversations with other law enforcement agents and others, and my review of, among other
things, the Schulte Cell Documents and publicly available information about the Providers and the
Target Accounts, I believe that the foregoing facts show that Schulte appears to be scheduling the
posting of excerpts of the Schulte Cell Documents aﬁd/or the Schulte Articles on the Target
Accounts, such as the Fake FBI Document and the Fake CIA Tweet, including:

4. On or zhout October 2, 2018, MCC officials placed Schulte info a secure
housing unit (the “STIU”) within the MCC, which should have restricted his access to the
Contraband Cellphones.

b. Nevertheless, the October 8 Postings still aﬁpeared on the Schulte WordPress
Site-2 and the Schulte WordPress Site-3. As a result, it appears that Schulte arranged for the
October 8 Postings either by asking another person to post them after or by using the WordPress
feature that allows a user to schedule content to post at a later date himself to have the October 8
Postings posted. Either way, the timing of the October 8 Postings suggests that Schulte is
scheduling the public disclosure of his writings through the Target Accounts.

c. The Fake CI;X Tweet was drafted around August 30, 2018, days before the
Schulfe Twitter Account and the Schulte Buffer Account were created.

d. As described above, the Schulte Cell Documents contain a notation to “schedule

Tweets” at a later date apparently on or about September 13 and September 20. See supra

§ 14(b)(vi).
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e. To date, Schulte does not appear to have publicly released any information
through the Schulte Twitter Account. However, as discussed above, the Schulte Buffer Account
allows Schulte to schedule the Schulte Twitter Account’s future tweets.

f Despite the fact that the Schulte Twitter Aecount does not appear to have
publicly tweeted any messages between the date of its creation and October 2, 2018, the account
was accessed more than 20 times, with the final login occurring on or about October 2.

g. 1 believe that the foregoing indicates that Schulte may have scheduled
additional posts for public disclosure on the Schulte WordPress Sites, 'Fhe Schulte Twitter
Account, and the Schulte Facebook Page. |
III. Evidence, Fruits and Instrumentalities in Target Accounts

24. Based on the foregoing, T respectfully submit that there is probable cause to believe:
that Schulte, through the use of the Contraband Cellphones and other prison contraband, has
publicly disqlosed material protected by the Schulte Protective Order (such as the Protected
Affidavits) and classified information, and that he intends to disclose more such material. I also
submit that there is probable cause to believe that Schulte was using this prison contraband to help
Amanat submit a fraudulent “report” in Amanat’s pending criminal proceeding. Furthermore, I
submit that there is probable cause to believe that the Target Accounts appear to be at least some
of the facilities through which Schulte has and intends to make his disclosures of protected
information. Moreover, I submit that there is probable caﬁse to believe thét the Target Accounts
will also coﬁtain evidence of potential child pornography offenses and obstruction of justice. In
particular, Schulte has made certain allegations in the Schulte Cell Documents and on some of the
Target Accounts with respect to the child pornography ctimes with which he is charged, which

constitute evidence of the charged offenses.
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25. Based on the foregoing, I believe the Target Accounts are likely to contain, among
other things, the following information:

a. Bvidence of the identity(ies) of the user(s) of the Target Accounts, the
Contraband Cellphones, and the Encrypted Accounts, as well as other coconspirators in contact
with the Target Accounts, the Countraband Cellphones, and the Encrypted Accounts;

b. Evidence relating to the geolocation of the users of the Target Accounts, the
Contraband Cellphones, and the Encrypted Accounts, at times relevant to the Subject Offenses;

c. Evidence relating to the participation in the Subject Offenses by the CS,
Schulte, Amanat, and othets using or in communication with the Target Accounts, the Contraband
Cellphones, and the Encrypted Accounts;

d. Evidence concerning financial institutions and transactions used by the users of
the Target Accounts, the Contraband Cellphones, and the Encrypted Accounts, in furtherance of
the Subject Offenses;

e. Communications evidencing crimes, including the Subject Offenses;

£ TEvidence of and relating to computers or other online accounts and facilities
(such as additional email addresses) controlled or maintained by the user(s) of the Contraband
Cellphones, the Encrypted Accounts, or the Target Accounts; and

g.. Passwords or other information needed to access any such computers, accounts,
or facilities.

26. Pursuant to 18 U.S.C. § 2703(g), the presence of a law enforcefnent officer is not
required for service of a search warrant issued under Section 2703, or for the collection or
production of responsive records. Accordingly, the warrants requested herein will be transmitted

to the Providers, which will be directed to produce a digital copy of any responsive records to law
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enforcement personnel within three days from the date of service. Law enforcement personnel
(including, in addition to law enforcement officers and agents, and depending on the nature of the
electronically s;tored information and the status of the investigation and related proceedings,
attorﬁeys for the government, attorney .support staff, agency personnel assisting the government in
this investigation, and outside technical experts under government control) will retain the records
and review them for evidence, fruits, and instrumentalities ofthe Subject Offenses as specified in
Section LI of Attachments A-1 and A-2 to the requested Warraﬁts, which shall not be transmitted
to the Providers.

27. Tn conducting this review, law enforcement personnel may use various methods to
locate evidence, fruits, and instrumentalities of the Subject Offenses, including but n(;t limited to
undertaking a cursory inspection of all content associated with the Target Accounts. This method
is analogous to cursorily mspecting all the files in a file cabinet in an office to determine which
paper evidence is subject to seizure. Although law enforcement personnel may use other methods
as well, to the extent applicable, including keyword searches, I know that keyword searches and
similar methods are typically inadequate to detect all information subject to seizure. As an initial
matter, keyword searches work only for text data, yet many types of files commonly associated
with emails, including attachments such as scanned documents, pictures, and videos, do not store
data as searchable text. Moreover, even as to text data, keyword searches cannot be relied upon
to capture all relevant communications in an account, as it is impossible to know in advance all of
the unique words or phrases that investigative subjects will use in their communications, and
consequently there are often many communications in an account that é,re relevant to an

investigation but that do not contain any keywords that an agent is likely to search for.
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1V. Request for Non-Disclosure and Sealing Order

28, The existence and scope of this ongoing criminal investigation are not publicly known.
As a resulf, premature pul-ﬂic discloéure of this Afﬁdz;vit or the requested warrant could alert
potential criminal targets that they are under investigation, causing them to destroy evidence, flee
from prosecution, or otherwise seriously jeopardize the investigation. In particular, given that
targets of the investigation are known to use computers and electronic communications in
furtheranée of their activity, the targets could easily delete, encrypt, or otherwise conceal such
digital evidence from law enforcement were they to learn of the Government’s investigation.
Accordingly, there is reason to believe that, were the Provider to notify the subscriber(s) or others
of the existence of the tequested warrant, the investigation would be seriously jeopardized.
Pursuant to 18 U.S.C. § 2705(b), Ithefefoi‘e respectfully request that the Court direct the Provider
not to notify any person of the existence of the warrant for a period of 30 days from issuance,

subject to extension upon application to the Court, if necessary.

44

2018-10-24 e

JAS_021388



Case 1:17-cr-00548-PAC Document 98-11 Filed 06/18/19 Page 46 of 46

29. For similar reasons, | respectfully request that this Affidavit and all papers submitted
herewith be maintained under seal until the Court orders otherwise, except thét the Government
be permitted without further order of this Court to provide copics of the warrant and Affidavit as
need be to personnel assisting it in the investigation and prosecution of this matter, and to disclose

those materials as necessary to comply with discovery and disclosure obligations in any

prosecutions related to this matter. A /_j ,'v ,L)

Spe?él Agent Jeff D. Donaldson
Federal Bureau of Investigation

Sworn to betoré me. th]‘? R
AL day ofOctdber r)018 L o

) Y
f2wf4 é:? zz; L
THE HONORABL, F PAUL A, L,ROTTY
United States Dlstu@f .]rud,ge'k G
Southern District of New York
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