
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 
---------------------------------------------------------X 
UNITED STATES OF AMERICA  :  17 Cr. 548 (PAC) 

: 
-v-                                                         :  

: NOTICE OF MOTION  
JOSHUA ADAM SCHULTE  : 

:  
Defendant.  : 

--------------------------------------------------------X 
 
 PLEASE TAKE NOTICE, that defendant Joshua Adam Schulte, by and 

through his counsel, will move this Court, before the Honorable Paul A. Crotty, United 

States District Judge for the Southern District of New York, for an Order: 

1. Suppressing, pursuant to Fed. R. Crim. P. 12(b)(3)(C), all evidence 

recovered from:  

a. any documents seized from Mr. Schulte’s former cell at the 

Metropolitan Correctional Center on October 2, 2018, and 

b. a CD containing the contents of three encrypted email accounts, 

resulting from a warrant issued on October 6, 2018, and 

c. laptops resulting from a warrant issued on October 16, 2018, and 

d. the Buffer, Facebook, Twitter, Automattic, and Google accounts, 

resulting from warrants issued on October 26, 2018, or 

2. In the alternative, directing an evidentiary hearing to determine the extent 

to which the prosecution team (including the case agent) benefitted from 

information obtained in violation of Mr. Schulte’s attorney-client 
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privilege, or  

3. In the alternative, suppressing all pages protected by privilege that the wall 

team failed to redact, and 

4. Granting such other and further relief as the Court may deem just and 

proper. 

 

DATED: New York, New York  
June 18, 2019  
        Respectfully submitted, 
 
        Federal Defenders of New York 

 
 /s/ Sabrina P. Shroff  
By: _________________________ 

Attorney for Defendant  
   Joshua Adam Schulte  
52 Duane Street, 10th Floor 
New York, New York 10007 
Tel.: (212) 417-8713  

 
 
 
TO: GEOFFREY S. BERMAN, ESQ. 
 United States Attorney 
 Southern District of New York 
 One St. Andrew’s Plaza 
 New York, New York 10007 
 Attn:  Matthew Laroche and Sidhardha Kamaraju  

 Assistant United States Attorneys 
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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF NEW YORI( 

IN THE MATTER OF THE APPLICATION OF THE 

UNITED STATES OF AMERICA FOR A SEARCH . 

WARRANTFORINFORMATION AND DATA 

ASSOCIATED WITH THE GRAVA TAR PROFILE 

URL 
HTTPS://EN.GRA VATAR.COM/JOSHSCHULTEl 

(INCLUDING THE WORDPRESS SITES 

JOSHSCHULTE.WORDPRESS.COM AND 

PRESUMPTIONOFSLA VERY.WORDPRESS.COM); 

STORED AT PREMISES CONTROLLED BY 

AUTOMATTIC, INC. 

SEARCH WARRANT AND NON-DISCLOSURE ORDER 

TO: Automattic, Inc. ("Automattic") 

The Federal Bureau oflnvestigation (the "FBI" or the ''Investigative Agency") 

1. Warrant. Upon an affidavit of Special Agent JeffD. Donaldson of the FBI and 

pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703(b)(l)(A) 

and 2703(c)(l)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the 

Court hereby finds that there is probable cause to believe the Gravatar profile URL 

https://en.gravatar.com/joshschultel, which includes the sites joshschulte.wordpress.com, 

presumptionofslavery.wordpress.com, and presumptionofinnocence.net, maintained at premises 

controlled by Automattic, which is headquartered at 60 29th Street #343, San Francisco, 

California 94110, contain evidence, fiuits, and instrumentalities of crime, all as specified in 

Attachment A hereto. Accordingly, Automattic is hereby directed to provide to the 

Investigative Agency, within three days of the date of service of this Warrant and Order, the 

records specified in Section II of Attachment A hereto, for subsequent review by law 

enforcement personnel as authorized in Section III of Attachment A which shall not be 
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transmitted to the Provider. The Government is required to serve a copy of this Warrant and 

Order on Automattic within one day of the date of issuance. The Warrant and Order may be' 

served via electronic transmission or any other means through which Automattic is capable of 

accepting service. 

2. Non-Disclosure Order. Pnrsuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence, danger to the physical safety of an individual, flight from prosecution, 

and/or intimidation of potential witnesses or othe1wise will seriously jeopardize an ongoing 

investigation. Accordingly, it is hereby ordered that Automattic shall not disclose the existence of 

this Warrant and Order to the listed subscriber or to any other person for a period of30 days from 

the date of this Order, subject to extension upon application to the Court if necessary, except that 

Automattic may disclose this Warrant and Order to an attorney for Automattic for the purpose of 

receiving legal advice. 

2 
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3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on Automattic; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Isiued Time Issued 

llul4~11, . , · . , .. ·~ 

3 

THE HONO~T{ 

United States District. Judge, 
'' J ' ' ,' 

Southern District,QfNewY m'k 
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Attachment A 

I. The Target Accounts and Execution of Warrant 

This warrant is directed to Automattic, Inc. ("Automattic" or the "Provider") and applies 

to all content and other information within Automattic's possession, custody, or control that is 

associated with the Gravatar profile URL https://en.gravatar.com/joshschultel, which includes the 

sites joshschulte.wordpress.com, presumptionofslavery.wordpress.com, and 

presumptionofinnocence.net, account with the user identification number 

5b8c7blfb405cl87399adcd3 and associated with the email account 

freejasonbourne@protomnail.com ( collectively, the "Target Accounts"). 

A law enforcement officer will serve this warrant by transmitting it via email or another 

appropriate manner to Automattic. Automattic is directed to produce to the law enforcement 

officer an electronic copy of the information specified in Section II below. Upon receipt of the 

production, law enforcement personnel will review the information for items falling within the 

categories specified in Section III below, a copy of which shall not be transmitted to the Provider. 

II. Information to be Produced by Automattic 

To the extent within the Provider's possession, custody, or control, the Provider is directed 

to produce the following information, from December 1, 2017 to present, associated with each 

Target Account: 

1. Subscriber Information. Any and all records showing subscriber information 

for the Target Accounts, including the username, email address, name, and telephone number 

associated with the Target Accounts. 

ii. Billing Information. Any and all records showing reflecting any billings 

related to the Target Accounts. 
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iii. Transactional Information. Any and all transaction log data related to the 

Target Accounts, including the user's IP address, browser type, and operating system. 

1v. Site Creation, Posting, and Revision History Information. Any and all records 

reflecting activity information related to the creation of a site and posting of revising information 

on the Target Accounts, including records showing the date and time at which the site was 

created, the IP address used to create the site or post information to the site, and posts, such as 

deleted posts, including for any other sites of any kind associated with the Gravatar assigned to 

the Target Account. 

v. Comment Information. Any a_nd all information about any comments posted 

on the Target Accounts. 

vi. Contact Information Associated with Domain Registration. Any and all 

records reflecting any custom domain registrations for the Target Accounts. 

vii. Linked Accounts. All accounts or Gravatars or accounts linked to the Target 

Accounts by common machine cookie, creation IP address, or recovery phone or email, and for 

such Gravatars, all records called for by sub-paragraphs i-vi. of this parngraph. 

h. Preserved Records. Any preserved copies ofany of the foregoing categories of 

records created in response to any preservation request(s) issued pursuant to 18 U.S. C. § 2703(f). 

ill. Review oflnformation by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, :fiuits, 

and instrumentalities of a scheme to disseminate classified and otherwise protected information, 

including through the use of contraband cellphones, softwal"e, and other devices, in violation of 18 

2 
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U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 

(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 (smuggling 

contraband into a federal detention facility) and 2252A (illegal acts related to child pornography); 

as well as conspiracies and attempts to violate these provisions and aiding and abetting these 

offenses, among other statutes (the "Subject Offenses"), including the following: 

a. Evidence of the identity(ies) of the user(s) of the Target Accounts and any and 

all cellphones ("Contraband Cellphones") smuggled into the Metropolitan Correctional Center in 

New York, New York (the "MCC") for Joshua Schulte or Omar Amanat, as well as other 

coconspirators in contact with the Target Accounts or the Contraband Cellphones; 

b. Evidence relating to the geolocation of the users of the Target Accounts or the 

Contraband Cellphones at times relevant to the Subject Offenses; 

c. Evidence relating to the paiticipation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Target Accounts or the Contraband 

Cellphones; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Accounts in furtherance of the Subject Offenses; 

e. Communications evidencing the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones or Target Accounts; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

3 
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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF NEW YORK 

IN THE MATTER OF THE APPLICATION OF 

THE UNITED STATES OF AMERICA FORA 

SEARCH WARRANT FOR INFORMATION AND 

DATA ASSOCIATED WITH THE BUFFER 

ACCOUNT WITH THE USER IDENTIFICATION 

NUMBER 5B8C7B 1FB405Cl873 

99ADCD3 AND ASSOCIATED WITH THE EMAIL 

ACCOUNT 
FREEJASONBOURNE@PROTONMAIL.COM; 

STORED AT PREMISES CONTROLLED BY 

BUFFER, INC. 

SEARCH WARRANT AND NON-DISCLOSURE ORDER 

TO: Buffer, Inc. ("Buffer") 

The Federal Bureau ofinvestigation (the "FBI" or the "Investigative Agency") 

1. Warrant. Upon an affidavit of Special Agent JeffD. Donaldson of the FBI and 

pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703(b)(l)(A) and 

2703(c)(l)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the Comt 

hereby fmds that there is probable cause to believe the Buffer account with the user identification 

number 5b8c7blfb405cl87399adcd3 and associated with the email account 

freejasonbourne@protonmail.com, maintained at premises controlled by Buffer, which is 

headquartered at 44 Tehama Street, San Francisco, California 94105, contains evidence, fruits, 

and instrumentalities of crime, all as specified in Attachment A hereto. Accordingly, Buffer is 

hereby directed to provide to the Investigative. Agency, within three days of the date of service of 

this Wan-ant and Order, the records specified in Section II of Attachment A hereto, for 

subsequent review by law enforcement personnel as authorized in Section III of Attachment A 

which shall not be transmitted to the Provider. The Government is required to serve a copy of 
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this Warrant and Order on Buffer within one day of the date of issuance. The Warrant and Order 

may be served via electronic transmission or any other means through which Google is capable 

of acceptiog service. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result io destruction of or 

tampering with evidence, danger to the physical safety of an iodividual, flight from prosecution, 

and/or iotimidation of potential witnesses or otherwise will seriously jeopardize an ongoing 

iovestigation. Accordiogly, it is hereby ordered that Buffer shall not disclose the existence of this 

Warrant and Order to the listed subscriber or to any other person for a period of30 days from the 

date of this Order, subject to extension upon application to the Court if necessary, except that 

Buffer may disclose this Warrant and Order to an attorney for Buffer for the purpose ofreceiving 

legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Comt serve the Warrant and Order on Buffer; provide copies of the Affidavit or Warrant and Order 

as need be to personae! assistiog the Government in the investigation and prosecution of this 

matter; and disclose these materials as necessary to comply 'with 1dis~overy and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

lo/u/2t,1r 
Date Issued 

'/ / '' 1, 

Time Issued 

THE HONORABLE PAUL A. CROTTY 

United States Distl'ict Judge 

Southern District of New York 

2 
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Attachment A 

.L The Target Accounts and Execution of Warrant 

This warrant is directed to Buffer, Inc. ("Buffer" or the "Provider") and applies to all 

content and other information within Buffer's possession, custody, or control that is associated 

with the accouot with the user identification number 5b8c7blfb405c187399adcd3 and associated 

with the email accouot freejasonbourne@protonmail.com (the "Target Account"). 

A law enforcement officer will serve this warrant by transmitting. it via email or another 

appropriate manner to Buffer. Buffer is directed to produce to the law enforcement officer an 

electronic copy of the information specified in Section II below. Upon receipt of the production, 

law enforcement personnel will review the information for items falling within the categories 

specified in Section III below, a copy of which shall not be transmitted to the Provider. 

II. Information to be Produced by Buffer 

To the extent within the Provider's possession, custody, or control, the Provider is directed 

to produce the following information, from December 1, 2017 to present, associated with each 

Target Account: 

a. Message content. All messages sent to or from, stored in draft form in, or 

otherwise associated with the Target Account, including all message content, attachments, and 

header information (specifically including the source and destination addresses associated with 

each message, the date and time at which each message was sent, and the size and length of each 

message). 

b. Images and Videos. All pictures and videos posted and/or stored by an 

individual using the account, including metadata and geotags. 
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d. Other Stored Electronic Jnfonnation. All records and other information stored 

by the Target Account's user(s). 

e. Subscriber and Payment Information. All subscriber and payment information 

regarding the Target Account, including but not limited to name, username, address, telephone 

number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment histo1y. 

f. Transactional Records. All transactional records associated with the Target 

Account, including any IP logs or other records of session tintes and durations. 

g. Customer Correspondence. All correspondence with the subscriber or others 

associated with the Target Account, including complaints, inquiries, or other contacts with 

support services and records of actions taken. 

h. Preserved Records. Any preserved copies of any of the foregoing categories of 

records created in response to any preservation request(s) issued pursuant to 18 U.S.C. § 2703(f). 

ill. Review oflnformation by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the govermnent, attorney support staff, agency personnel assisting the 

govermnent in this investigation, and outside technical experts nuder government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of a scheme to disseminate classified and otherwise protected information, 

including through the use of contraband cellphones, software, and other devices, in violation of18 

U.S.C. §§ 401 (contempt of comt), 793 (uulawful disclosure of classified information); 1030 

(unauthorized computer access), 1503 aod 1512 (obstruction of justice), 1791 (smuggling 

contraband into a federal detention facility) and 2252A (illegal acts related to child pornography); 

2 
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as well as conspiracies and attempts to violate these provisions and aiding and abetting these 

offenses, among other statutes (the "Subject Offenses"), including the following: 

a. Evidence of the identity(ies) of the user(s) of the Target Account and any and 

all cellphones ("Contraband Cellphones") smuggled into the Metropolitan Correctional Center in 

New York, New York (the "MCC") for Joshua Schulte or Omar Amanat, as well as other 

coconspirators in contact with the Target Account or the Contraband Cellphones; 

b. Evidence relating to the geolocation of the users of the Target Account or the 

Contraband Cellphones at times relevant to the Subject Offenses; 

c. Evidence relating to the paiticipation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Target Account or the Contraband 

Cellphones; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Account in fmtherance of the Subject Offenses; 

e. Communications evidencing the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones or Target Account; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

3 
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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF NEW YORK 

IN THE MATTER OF THE APPLICATION OF 

THE UNITED STATES OF AMERICA FORA 

SEARCH WARRANT FOR INFORMATION AND 

DATA ASSOCIATED WITH THE FACEBOOK 

ACCOUNT WITH THE USER IDENTIFICATION 

NUMBER 225303401359184; STORED AT 

PREMISES CONTROLLED BY FACEBOOK, INC. 

SEARCH WARRANT AND NON-DISCLOSURE ORDER 

TO: Facebook, Inc. ("Facebook") 

The Federal Bureau ofinvestigation (the "FBI" or the "Investigative Agency") 

1. Warnmt Upon an affidavit of Special Agent Jeff D. Donaldson of the FBI and 

pursuant to the provisions of the Stored Communications Act, 18 U.S.C. §§ 2703(b)(l)(A) 

and 2703( c)(l)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the 

Comt hereby finds that there is probable cause to believe the Facebook account with the user 

identification number 225303401359184, maintained at premises controlled by Facebook, which 

is headquartered at 1 Hacker Way, Menlo Park, California 94025, contains evidence, fruits, and 

instrumentalities of crime, all as specified in Attachment A hereto. Accordingly, Facebook is 

hereby directed to provide to the Investigative Agency, within three days of the date of service of 

this Warrant and Order, the records specified in Section II of Attachment A hereto, for 

subsequent review by law enforcement personnel as authorized in Section III of Attachment A 

which shall not be transmitted to the Provider. The Government is required to serve a copy of 

this Warrant and Order onFacebook within one day of the date of issuance. The Warrant and 

Order may be served via electronic transmission or any other means through which Facebook is 

capable of accepting service. 
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2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence, danger to the physical safety of an individuai flight from prosecution, 

and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing 

investigation. Accordingly, it is hereby ordered that Facebook shall not disclose the existence of 

this Warrant and Order to the listed subscriber or to any other person for a period of30 days from 

the date of this Order, subject to extension upon application to the Court if necessary, except that 

Facebook may disclose this Warrant and Order to an attorney for Facebook for the purpose of 

receiving legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Comt serve the Warrant and Order on Facebook; provide copies of the Affidavit or Warrant and 

Order as need be to persom1el assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

16/U/'l!,ly 

I\) i I/ I I 

'/ 1· I ,' 
\1' 

Date Issued Tinle Issued ' ' ) I' 

1€JAttL·,' 
THE HONGJR'ABLI',·PAU-_;r;~4.-:-c~R~oT~T-Y~-

I ·'r{\ ., 1, J , I 

United Stat~;; .LJ isti'iqt Judge , ·, ' , ' / 

Southern Dist/-idr,,~fl',ew .Y<Jfk . 
' I ,• ', \', 

,-'/ / l ,' 

! : i•: ii 
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Attachment A 

I. The Target Accounts and Execution of Warrant 

This warrant is directed to Facebook, Inc. ("Facebook" or the "Provider") and applies to 

all content and other information within Facebook's possession, cnstody, or control that is 

associated with the account with the user identification number 225303401359184 (the "Target 

Account"). 

A law enforcement officer will serve this warrant by transmitting it via email or another 

appropriate manner to Facebook. Facebook is directed to produce to the law enforcement officer 

an electronic copy of the information specified in Section II below. Upon receipt of the production, 

law enforcement personnel will review the information for items falling within the categories 

specified in Section III below, a copy of which shall not be transmitted to the Provider. 

II. Information to be Produced by Facebook 

To the extent within the Provider's possession, custody, or controi the Provider is directed 

to produce the following information, from December 1, 2017 to present, associated with each 

Target Account: 

a. Message Content. All messages sent to or from, stored in draft form in, or 

otherwise associated with the Target Account, including all message content, attachments, and 

header information (specifically including the source and destination addresses associated with 

each message, the date and time at which each message was sent, and the size and length of each 

message). 

b. Images and Videos. All pictures and videos posted and/or stored by an 

individual using the account, including metadata and geotags. 
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c. Address Book Information. All friend list, address book, contact list, or similar 

information associated with the Target Account. 

d. Other Stored Electronic Information. All records and other information stored 

by the Target Account's user(s), including but not limited to Facebook "wall" postings. 

e. Subscriber and Payment Information. All subscriber and payment info1mation 

regarding the Target Account, including but not limited to name, username, address, telephone 

number, alternate email addresses, registration IP address, account creation date, account status, 

length of service, types of services utilized, means and source of payment, and payment history. 

f. Transactional Records. All transactional records associated with the Target 

Account, including any IP logs or other records of session times and durations. 

g. .Customer Correspondence. All correspondence with the subscriber or others 

associated with the Target Account, including complaints, inquiries, or other contacts with 

support services and records of actions taken. 

h. Preserved Records. Any preserved copies of any of the foregoing categories of 

records created in response to any preservation request(s) issued pursuant to 18 U.S.C. § 2703(f). 

III. Review oflnformation by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the govermnent, attorney supp01t staff, agency personnel assisting the 

government in this investigation, and outside technical expe1ts under govermnent control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of a scheme to disseminate classified and otherwise protected information, 

including through the use of contraband cellphones, software, and other devices, in violation of 18 

U.S.C. §§ 401 (contempt of comt), 793 (unlawful disclosure of classified information); 1030 

(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 (smuggling 

2 
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contraband into a federal detention facility) and 2252A (illegal acts related to child pornography); 

as well as conspiracies and attempts to via late these provisions and aiding and abetting these 

offenses, among other statutes (the "Subject Offenses"), including the following: 

a Evidence of the identity(ies) of the user(s) of the Target Account and any and 

all cellphones ("Contraband Cellphones") smuggled into the Metropolitan Correctional Center in 

New York, New York (the "MCC") for Joshua Schulte or Omar Amanat, as well as other 

coconspirators in contact with the Target Account or the Contraband Cellphones; 

b. Evidence relating to the geolocation of the users of the Target Account or the 

Contraband Cellphones at times relevant to the Subject Offenses; 

c. Evidence relating to the participation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Target Account or the Contraband 

Cellphones; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Account in fmtherance of the Subject Offenses; 

e. Communications evidencing the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones or Target Account; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

3 

Case 1:17-cr-00548-PAC   Document 98-10   Filed 06/18/19   Page 17 of 29



JAS_021339

I 
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORI( 

IN THE MATTER OF THE APPLICATION OF 
THE UNITED STATES OF AMERICA FORA 
SEARCH WARRANT FOR INFORMATION AND 
DATA ASSOCIATED WITH THE EMAIL 
ACCOUNTS JOSHSCHULTEl@GMAIL.COM, 
FREEJASONBOURNE@GMAIL.COM, 
JOHN12GALT2l@GMAIL.COM; STORED AT 
PREMISES CONTROLLED BY GOOGLE, INC. 

SEARCH WARRANT AND NON-DISCLOSURE ORDER 

TO: Google, Inc. ("Google") 

The Federal Bnreau ofinvestigation (the "FBI" or the "Investigative Agency") 

I. Warrant. Upon an affidavit of Special Agent JeffD. Donaldson of the FBI 

and pursuant to the provisions of the Stored Connnunications Act, 18 U.S.C. §§ 2703(b)(l)(A) 

and 2703(c)(l)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the 

Court hereby fmds that there is probable cause to believe the email accounts 

joshschultel@gmail.com, freejasonbourne@gmail.com, and john12galt2l@gmail.com, 

maintained at premises controlled by Google, Inc., which is headquartered at 1600 Amphitheatre 

Parkway, Mountain View, California 94043, contain evidence, fiuits, and instrumentalities of 

crime, all as specified in Attaclunent A hereto. Accordingly, Google is hereby directed to 

provide to the Investigative Agency, within three days of the date of service of this Warrant and 

Order, the records specified in Section II of Attachment A hereto, for subsequent review by law 

enforcement personnel as authorized in Section III of Attaclunent A which shall not be 

transmitted to the Provider. The Govermnent is required to serve a copy of this Warrant and 

Order on Google within one day of the date of issuance. The Warrant and Order may be served 
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via electronic transmission or any other means through which Google is capable of accepting 

service. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Court finds that there is 

reason to believe that notification of the existence of this warrant will result in destruction of or 

tampering with evidence, danger to the physical safety of an individual, flight from prosecution, 

and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing 

investigation. Accordingly, it is hereby ordered that Google shall not disc.lose the existence of this 

Warrant and Order to the listed subscriber or to any other person for a period of 30 days from the 

date of this Order, subject to extension upon application to the Court if necessary, except that 

Google may disclose this Warrant and Order to an attorney for Google for the purpose ofreceiving 

legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Govermnent may without further order of this 

Court serve the Warrant and Order on Google; provide copies of the Affidavit or Warrant and 

Order as need be to personnel assisting the Govermnent in the investigation and prosecution of 

this matter; and disclose these .materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

2018-10-24 

(IJ ~ 
I I I,, 

:, i,: I 

Time Issuec!. ~' , , : , , . , , 
: ) I,,' I, ' ' 1, , ' ' 

!~/4.'-,JJ .•11/fl\/ ,,.,·. ·, 
; ' .. &'t'(,u;J~~ \ ,·' ' ' ' ' 
. '.,\, ', .. ,~·•:' ·,,~,; ,: .·, 

THE•RONORABLEP1{U.0 A. CROTTY 
, •,, l , '\ _, ., , . I 

Unit<Jd States District Judge 

S~uthe~ Distficf of New York 
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Attachment A 

I. The Target Acconnts and Execution of Warrant 

This warrant is directed to Google, Inc. ("Google" ~r the "Provider") and applies to all 

content and other information within Google's possession, custody, or control that is associated 

with the following accounts (the "Target Accounts"): 

joshschultel@gmail.com, 

freejasonbourne@gmail.com, and 

john12galt2l@gmail.com, 

A law enforcement officer will serve this warrant by transmitting it via email or another 

appropriate manner to Google. Google is directed to produce to the law enforcement officer an 

electronic copy of the info1mation specified in Section II below. Upon receipt of the production, 

law enforcement personnel will review the information for items falling within the categories 

specified in Section III below, a copy of which shall not be transmitted to the Provider. 

II. Information to be Produced by Google 

To the extent within the Provider's possession, custody, or control, the Provider is directed 

to produce the following information, from May 8, .2017 to present, associated with each Target 

Accounts: 

a. Email Content. All emails sent to or from, stored in draft form in, or 

otherwise associated with the Target Accounts, including all message content, attachments, and 

header information (specifically including the source and destination addresses associated with 

each email, the date and time at which each email was sent, and the size and length of each 

email); 
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b. Subscriber and Payment Iriformation. All subscriber and payment information 

regarding the Target Accounts, including Google Payments information associated with the 

Target Accounts, including but not limited to name, username, address, telephone number, 

alternate email addresses, registration IP address, account creation date, account status, length of 

service, types of services used, means and source of payment, and payment history. 

c. Address Book Jriformation. All address book, contact list, or similar 

information associated with the Target Accounts. 

d. Photos and Videos. All videos uploaded by the user of the Target Accounts, 

whether publicly displayed or not, and all associated metadata. 

e. Playlists and Channels. All playlists, channels followed, discussions, and 

postings, whether public or private, and all associated metadata, relating to the Target Accounts. 

f. Transactional Records. All transactional records associated with the Target 

Accounts, including any IP logs or other records of session times and durations. 

g. Search History. All search history associated with the Target Accounts. 

h. Cookies. Any and all cookies associated with or used by any computer or web 

browser associated with the Target Accounts, including the IP addresses, dates, and times 

associated with the recognition of any such cookie. 

1. Customer correspondence. All correspondence with the subscriber( s) or others 

associated with 'the Target Accounts, including complaints, inquiries, or other contacts with 

support services and records of actions taken. 

j. Google Drive, PlusOne, and Google Plus. All information associated with 

these services, including the names of all Circles and the accounts grouped into them. 

2 
2018-10-24 
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k. Location Histo1y. All location information associated with the Target 

Accounts. 

I. Linked Accounts. All accounts linked to the Target Accounts (including where 

linked by machine cookie or other cookie, creation or login IP address, recovery email or phone 

number, AOL account ID, Android ID, Google ID, SMS, Apple ID, or otherwise). 

m Google Docs. All Google Docs data associated with the Target Accounts. 

n. Google Calendar. All Google Calendar data associated with the Target 

Account 

o. Preserved Records. Any preserved copies of any of the foregoing categorks of 

records created in response _to any preservation request(s) issued pursuant to 18 U.S.C. § 2703(1). 

ID. Review oflnformation by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attomeys for the government, attorney support staff, agency personnel assisting the 

government in this investigation, and outside technical experts under government control) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instrumentalities of a scheme to disseminate classified and otherwise protected information, 

including through the use of contraband cellphones, software, and other devices, in violation of 18 

U.S.C.§§ 401 (contempt of court), 793 (unlawful disclosure of classified information), 1030 

(unauthorized computer access), 1503 and 1512 (obstruction of justice), and 1791 (smuggling 

contraband into a federal detention facility) and 2252A (illegal acts related to child pornography); 

as well as conspiracies and attempts to violate these provisions and aiding and abetting these 

offenses, among other statutes (the "Subject Offenses"), including the following: 

a. Evidence of the identity(ies) of the user(s) of the Target Accounts and any and 

all cellphones ("Contraband Cellphones") smuggled into the Metropolitan Correctional Center in 

3 
2018-10-24 
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New York, New York (the "MCC") for Joshua Schulte or Omar Amanat, as well as other co­

conspirators in contact with the Target Accounts or the Contraband Cellphones; 

b. Evidence relating to the geolocation of the users of the Target Accounts or the 

Contraband Cellphones at times relevant .to the Subject Offenses; 

c. Evidence relating to the participation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Target Accounts or the Contraband 

Cellphones; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Accounts in furtherance of the Subject Offenses; 

e. Communications evidencing the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones or Target Accounts; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

4 
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UNITED STATES DISTRICT COURT 

SOUTHERN DISTRICT OF NEW YORI( 

IN THE MATTER OF THE APPLICATION OF 

THE UNITED STATES OF AMERICA FORA 

SEARCH WARRANT FOR INFORMATION AND 

DATA ASSOCIATED WITH THE TWITTER 

ACCOUNT @FREEJASONBOURNE; STORED AT 

PREMISES CONTROLLED BY TWITTER, INC. 

------~-------- ------------------~--------~ 

SEARCH WARRANT AND NON-DISCLOSURE ORDER 

TO: Twitter, Inc. ("Twitter") 

The Federal Bureau oflnvestigation (the "FBI" or the "Investigative Agency") 

1. Warrant. Upon an affidavit of Special Agent JeffD. Donaldson of the FBI and 

pursuant to the provisions of the Stored Connnunications Act, 18 U.S.C. §§ 2703(b)(l)(A) and 

2703(c)(l)(A), and the relevant provisions of Federal Rule of Criminal Procedure 41, the Court 

hereby finds that there is probable cause to believe the Twitter account @freejasonbourne, 

maintained at premises controlled by Twitter, which is headquartered at 1355 Market Street, 

Suite 900, San Francisco, California 94103, contains evidence, fruits, and instrumentalities of· 

crime, all as specified in Attaclunent A hereto. Accordingly, Twitter is hereby directed to 

provide to the Investigative Agency, within three days of the date of service of this Warrant and 

Order, the records specified in Section II of Attaclnnent A hereto, for subsequent review by law 

enforcement persolllel as authorized in Section III of Attachment A which shall not be 

transmitted to the Provider. The Government is required to serve a copy of this Warrant and 

Order on Twitter within one day of the date of issuance. The Warrant and Order may be served 
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via electronic transmission or any other means through which Twitter is capable of accepting 

service. 

2. Non-Disclosure Order. Pursuant to 18 U.S.C. § 2705(b), the Comt finds that there is 

reason to believe that notification of the existence of this warTant will result in destruction of or 

tampering with evidence, danger to the physical safety of an individual, flight from prosecution, 

and/or intimidation of potential witnesses or otherwise will seriously jeopardize an ongoing 

investigation. Accordingly, it is hereby ordered that Twitter shall not disclose the existence of this 

Warrant and Order to the listed subscriber or to any other person for a period of30 days from the 

date of this Order, subject to extension upon application to the Court if necessary, except that 

Twitter may disclose this Warrant and Order to an attorney for Twitter for the purpose of receiving 

legal advice. 

3. Sealing. It is further ordered that this Warrant and Order, and the Affidavit upon which 

it was issued, be filed under seal, except that the Government may without further order of this 

Court serve the Warrant and Order on Twitter; provide copies of the Affidavit or War-rant and 

Order as need be· to personnel assisting the Government in the investigation and prosecution of 

this matter; and disclose these materials as necessary to comply with discovery and disclosure 

obligations in any prosecutions related to this matter. 

Dated: New York, New York 

Date Issued 

2018-10-24 

1 I 1 ! 'I 

: 1' I/<•? ( 
. ' . 

I J '• 

1 , ' I J (. 

/() 'JJ] ;//ft ,"' ' ': : ' 
-~----=-1 '· '! 

Time Issued ',, / • :.' ,,, 

di~ ,'\ _:_ 
·--~~~~ ( \ '-r--s~· ------

TI-IE HONORA)'!LE :I' e., UL~, CROTTY 

United States I!>i~ti;lM~/t<ige 

Southern District of New York 
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Attachment A 

I. The Target Account and Execution of Warrant 

This warrant is directed to Twitter, Inc. ("Twitter" or the "Provider") and applies to all 

content and other information within Twitter's possession, custody, or control that is associated 

with the account @freejasonbourne (the ''Target Account"). 

A law enforcement officer will serve this warrant by transmitting it via email or another 

appropriate manner to Twitter. Twitter is directed to produce to the law enforcement officer an 

electronic copy of the information specified in Section II below. Upon receipt of the production, 

law enforcement personnel will review the information for items falling within the categories 

specified in Section III below, a copy of which shall not be transmitted to the Provider. 

II. Information to be Produced by Twitter 

To the extent within the Provider's possession, custody, or controi the Provider is directed 

to produce the following information, from December 1, 2017 to present, associated with the 

Target Account: 

a. Profile Information. Any personal profile page information, including but not 

limited to biographical entries, photographs, and location information for the user of the Target 

Account. 

b. Tweet Information. Any tweets and related information, including any 

"favorite" or "retweet" information, any "mentions," any lists in the "Connect" tab of other users 

who have responded to any tweets from the Target Account, and "Tweet With Location" 

information. 
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c. Photographs/Images. Any photographs or images associated with the Target 

Account, including any galleries of photographs or images shared by the Target Accouut, even 

' 
if those photographs or images were uploaded from another service. 

d. Link Information. Any websites to which the Target Account has linked, as 

well as any information concerning how often those links have been clicked. 

e. Associated Users. Any lists of other users. who are "following" or who are 

"followed" by each Subject Account, any groups of users or "lists" that the Target Account 

follows or is folfowed by, and any recommendations of users to follow, such as any "Who To 

Follow" lists. 

f. Direct Messages. Any direct messages sent to or by the Target Account, and 

any related information. 

g. Subscriber and Billing Information. Any records (1) showing identifying 

information about each subscriber, including, for example, name, username, address, telephone 

number, and alternate email addresses; (2) concerning the date on which the account was created, 

the IP address of the user at the time of account creation, the CU1Tent status of the account (e.g., 

active or closed), the length of service, and the types of services used by the subscriber; and (3) 

reflecting the subscriber's means and source of payment, including any credit card or bank account 

number. 

h. Search Information. Any records concerning searches performed by the Target 

Account. 

i. Third-party Information. Any records reflecting third-party websites with 

which the Target Account is connected. 

2 
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j. Transactional Information. Any records of transactional information about the 

use of the Target Account on its system, including records of login (i.e., session) times and 

durations and the methods used to connect to the account (such as logging into the account through 

the Provider's website). 

k. Customer Correspondence. Any records of any customer-service contacts with 

or about the subscribers, including any inquiries or complaints concerning the subscriber's 

account. 

L Preserved Records. Any preserved copies of the foregoing categories of records 

with resp~ct to the Target Account. 

III. Review oflnformation by the Government 

Law enforcement personnel (who may include, in addition to law enforcement officers and 

agents, attorneys for the govermnent, attorney support staff, agency personnel assisting the 

govermnent in this investigation, and outside technical experts under govermnent contra]) are 

authorized to review the records produced by the Provider in order to locate any evidence, fruits, 

and instmmentalities of a scheme to disseminate. classified and otherwise protected information, 

including through the use of contraband cellphones, software, and otl1er devices, in violation of 18 

U.S.C. §§ 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 

(unauthorized computer access), 1503 and 1512 (obstruction of justice), 1791 (smuggling 

contraband into a federal detention facility) and 2252A (illegal acts related to child pornography); 

as well as conspiracies and attempts to violate these provisions and aiding and abetting these 

offenses, among other statutes (the "Subject Offenses"), including the following: 

a. Evidence of the identity(ies) of the user(s) of the Target Account and any and 

all cellphones ("Contraband Cellphones") smuggled into the Metropolitan Correctional Center in 

3 
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New York, New York_ (the "MCC") for Joshua Schulte or Omar Amanat, as well as other 

coconspirators in contact with the Target Account or the Contraband Cellphones; 

b. Evidence relating to the geolocation of the users of the Target Account or the 

Contraband Cellphones at times relevant to the Subject Offenses; 

c. Evidence relating to the participation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Target Account or the Contraband_ 

Cellphones; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Account in furtherance of the Subject Offenses; 

e, Communications evidencing the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones or Target Account; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

4 
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( ;._o 10,6 (f.D~Y Rev. 0l/17) Application for a Search ~arrant: 

UNITED STATES DISTRICT COURT 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

See Attachment A 

for the 

) 

~ 
) 
) 

Case No. S1 17 Cr. 548 (PAC) 

APPLICATION FOR A SEARCH AND SEIZURE WARRANT 

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under 
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the 
property to be searched and give its location): 

located in the ___ S_o_u_t_he_r_n __ District of _____ N_e_w_Y_o_rk ____ , there is now concealed (identify the 

person or describe the property to be seized): 

See Attached Affidavit and its Attachment A 

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more): 

l!J evidence of a crime; 

!xi contraband, fruits of crime, or other items illegally possessed; 

IN property designed for use, intended for use, OF used in committing a crime; 

0 a person to be arrested or a person who is unlawfully restrained. 

The search is related to a violation of: 

Code Section(s) Offense Description(s) 

18 U.S.C. §§ 401; 793; 
1030; 1503; 1791;2252A 

Contempt of court; unlawful disclosure of classified information; unauthorized computer 
access; obstruction of justice; smuggling contraband into prison; illegal acts related to 
child pornography. 

The application is based on these facts: 

See Attached Affidavit and its Attachment A 

r'lf Continued on the attached sheet. 

ref Delayed notice of ___lQ__ days (give exact ending date if more than 30 days: P-11... ) is requested 
under 18 U.S.C. § 3103a, the basis of which is set forth on the attached sheet. :yJl-~.A...-

Jeffrey David Donaldson, FBI Special Agent 
Printed name and title 

Sworn to before me and signed in my presence. 

Date: 10/16/2018 
Judge's signature 

City and state: New York, NY , , Thf!.Ho~orable Paul A. Crotty, U.S.D.J. 
Printed name and title 
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORI<. 

In the Matter of the Application of the United 

States of America for a Search and Seizure 
Warrant for a Laptop Located at the Federal 
Bureau of Investigation's New York Field 
Office, 26 Federal Plaza, New York, New Yark, 
and for a Laptop Located at the Metropolitan 
Con-ectional Center, 150 Park Row, New York, 
New York 

SOUTHERN DISTRICT OF NEW YORK) ss.: 

·.'·····.··) 'M AJG 1,·,:·1·· ,,~. ·. G.':)).'. 9·. ,. \ ,. \'-.l' ,,"'\, c) . o c, sJ; · 

TO BE FILED UNDER SEAL 

Agent Affidavit in Support of 
Application for Search Warrant 

JEFF D. DONALDSON, being duly sworn, deposes and says: 

I. Introduction 

A. Affiant 

1. I am a Special Agent of the Federal Bureau of Investigation ("FBI") assigned to the 

New York Field Office, and have been employed by the FBI since 2010. I am cun-ently assigned 

to a squad responsible for counterespionage matters and have worked in the field of 

counterintelligence from 20 IO to present. In the course of my duties as a Special Agent, I am 

responsible for investigating offenses involving espionage and related violations oflaw, including 

unauthorized retention, gathering, transmitting or losing classified documents or materials; 

unauthorized removal and retention of classified documents or materials; illegally acting in the 

United States as a foreign agent; other national security offenses; and the making of false 

statements. As a result of my involvement in espionage investigations and investigations involving 

the unauthorized disclosure or retention of classified information, as well as my training in 

counterintelligence operations, I am familiar with the·tactics, methods, and techniques of United 

States persons who possess, or have possessed a United States Government security clearance and 

may choose to harm the United States by misusing their access to classified information. I am also 

1 
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familiar, though my training and experience with the use of computers in criminal activity and the 

forensic analysis of electronically stored information. 

2. I make this Affidavit in support of an application pursuant to Rule 41 of the Federal 

Rules of Criminal Procedure for a warrant to search and seize materials contained on two laptops 

("FBI Laptop" and "MCC Laptop," together the "Discovery Laptops"). As described in 

additional detail below, on October 3, 2018, law enforcement officers searched the Metropolitan 

Correctional Center ("MCC") pursuant to a search warrant signed by the Court on October 2, 2018 

(the "MCC Search Wairnnt"). The MCC Search WaiTant and underlying affidavit are attached to 

this application as Exhibit A and are incorporated by reference, including the defined terms 

identified therein. 

3. Pursuant to the MCC Search Warrant and a subsequent search warrant obtained on 

October 3, 2018, law enforcement officers reviewed documents (the "Schulte Cell Documents") 

collected from a cell formerly inhabited by Joshua Adain Schulte, among others. 1 Among the 

Schulte Cell Documents were documents that appeared to describe forensic locations on hard 

drives used by computers running the Windows operating system, like the Discovery Laptops, 

into which data could be cove1tly transferred and stored (the "Covert Partitions"). This search 

warrant seeks authorization for a wall team to review the Discovery Laptops for the Cove1t 

Partitions or evidence of the creation or existence of the Covert Partitions, and to seize any 

evidence of the Subject Offenses, defined below. 

4. This Affidavit is based upon my personal knowledge; my review of documents and 

other evidence; my conversations with other law enforcement personnel; and my training, 

The October 3, 2018 search warrant provided for the review of the Schulte Cell 

Documents initially by a wall teain so that privileged documents were not inadvertently shared 

with the prosecution teain. 

2 
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experience and advice received concerning the use of computers in criminal activity and the 

forensic analysis of electronically stored inf01mation. Because this Affidavit is being submitted 

for the limited purpose of establishing probable cause, it does not include all the facts that I have 

learned during the course of my investigation. Where the contents of documents and the actions, 

statements, and conversations of others are reported herein, they are reported in substance and in 

part, except where otherwise indicated. 

B. The Discovery Laptops 

5. The FBI Laptop is a Black Acer laptop Aspire IAI 14-31 Series. The FBI Laptop 

is currently located at the FBI's New York Field Office, 26 Federal Plaza, New York, New York. 

6. The MCC Laptop is an HP Elite Book 8460p with serial number SIN MXL 1440Yl. 

The MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York. 

C. The Subject Offenses 

7. For the reasons detailed below, I believe that there is probable cause that the Covert 

Partitions on the Discovery Laptops contain evidence, fruits, and instrumentalities of Title 18, 

United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified 

information); 1030 (unauthorized computer access), 1503 (obstruction of justice), 1791 

(smuggling contraband into a federal detention facility), and 2252A (illegal acts related to child 

pornography); as well as conspiracies and attempts to violate these provisions and aiding and 

abetting these offenses (the "Subject Offenses"). 

II. Probable Cause and Request to Search 

8. Based on my training, experience, and participation in this investigation, as well as 

my conversations with others, including individuals with computer training, I have learned, among 

other things, that: 

3 
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a. On October 3, 2018, I and other law enforcement officers executed the 

MCC Search Wan·ant. Prior to the search, MCC officials had removed the Schulte Cell 

Documents, among other things, from Schulte's former cell and stored them in an official office 

attheMCC. 

b. Among the Schulte Cell Documents are handwritten documents that reflect 

the potential location of Covert Partitions (the "Location Documents"). Covert Partitions are 

hidden locations on hard drives or other storage devices that are available to store data. One of 

the ways to identify Covert Partitions is to identify slack space on a hard drive or storage device, 

which is the unused space between partitions on the drive. The Location Documents appear to 

identify the sectors where slack space is available on a hard drive or storage device using the 

Windows operating system, i.e., Cove1t Pa1titioils. 

c. Schulte has access to the Discovery Laptops, both of which use the 

Windows operating system. The FBI Laptop is available to Schulte at a secure facility at which 

Schulte can review classified and child pornography discov_ery. The MCC Laptop is available to 

Schulte at the MCC's Education Center and contains other non-classified, non-child pornography 

discovery in this case. Schulte has the technical expe1tise necessary to create the Covert Partitions 

on the Discovery Laptops to covertly store data. 

d. The Schulte documents also reflect that Schulte was planning to use 

encrypted email accounts and other methods from prison to send potentially classified information 

to third parties. For example, Schulte stated: 

i. "I thought I convinced him [Schulte's father] to setup a protonmail 

email acct for me to upload the aiticles," which is potentially a reference to the Schulte A1ticles. 

4 
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ii. "Create new protonmail: presumedguilty@protornnail.com . . . 

migrate wordpress to protonmail." According to the website WordPress.com, WordPress "allows 

you to build a website that meets your unique needs. Start a blog, business site, po1tfolio, online 

store, or anything else you can imagine." 

iii. "The way is clear. I will set up a wordpress of 

joshschulte.wordpress.com and presumptionofinnocense.wordpress.com. From here, I will stage 

my information war: ... The presumption of innocence blog will contain my 10 articles ... " 

iv. "Yesterday I started cleansing the phone & in the process setup a 

new protornnail which I transferred the wordpress too [sic]." 

9. Based on my training, experience, and paiticipation in this investigation, as well as 

my conversations with others, I know, among other things, that on October 6, 2018, the Court 

issued a search warrant authorizing members of the prosecution team to review the contents of 

three encrypted email accounts (the "Encrypted Accounts"). The Encrypted Accounts were 

identified in the Schulte Cell Documents, as referenced above. In addition, photographs obtained 

· from the CS Account of the Contraband Cellphones reflect that Schulte used at least one of the 

Encrypted Accounts ("Encrypted Account- I") to communicate with others while he was in prison. 

Information obtained pursuant to the October 6 search warrant reflects, ainong other things, that: 

a. Encrypted Account-I contained, among other things, communications in or 

about September 2018 between· Schulte-who was pretending to be a third party acting on behalf 

of himself-and a reporter ("Reporter-I"). In those communications, Schulte told Repo1ter-l that 

he would provide Reporter-I with "information" on several topics if Reporter-I published stories 

pursuant to a tirnefraine dictated by Schulte. For example, Schulte stated: 

5 
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1. "If you can consent to an embargo on disclosure of the info1mation 

for a limited time we would give you an exclusive to the information spanning several topics."2 

ii. "We have decided to share with you an initial expose ( depending on 

how the first one goes with you we.will share up to 9 more) involving Russian Oligarchs business 

ties and wire transfers involving hundreds of millions of dollars to [a U.S. Official and the U.S. 

Official's associates]." 

b. Using Encrypted Account-I, in or around September 2018, Schulte also, 

among other things, sent Reporter- I search warrant affidavits designated pursuant to the protective 

order in this case (See 17 Cr. 548 (PAC), Diet. No. 11 (the "Schulte Protective Order")),3 and at 

least one document containing classified information. 

c. Schulte also used Encrypted Account-I to communicate with another email 

account (the "iCloud Account"). During one such communication in or about September 2018, 

Schulte requested that the individual using the iCloud Account purchase a specific electronic 

device (the "Device"). The Device is capable of transferring data from a data storage location onto 

a cellphone or vice versa. Based on my review of records obtained concerning the suspected user 

of the iC!oud Account, I have learned, among other things, that the user of the iCloud Account 

arranged for the purchase of a piece of equipment with capabilities similar to those of the Device. 

III. Evidence, Fruits, and Instrumentalities on the Discovery Laptops 

10. Based on my training, experience, and participation in this investigation, as well as 

my conversations with others, I know that individuals use Covert Partitions to hide data from 

2 Repmter-1 "agree[ d] to an embargo" as requested by Schulte. 

3 On May 21, 2018, the Court held a conference at which it reminded Schulte of the 

terms of the Schulte Protective Order, including that materials subject to the protective order may 

not be shared with third pa1ties, like reporters, who are not fovolved in his defense. Schulte 

acknowledged that he understood the terms of the protective order. 
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detection. I also know that individuals use electronic devices like the Device to assist in the 

transfer of data from one location to another, and that Schulte would not have access to such a 

Device unless it was smuggled into the MCC as contraband. I also know that the Contraband 

Cellphones, including the Schulte Cellphone, could be used to transfer data to the Internet. 

11. As a result, and in light of Schulte's actions while in prison, including that he 

already sent classified information to Rep01ter- l, as well as information subject to the Schulte 

Protective Order, there is probable cause to believe that the Covert Partitions of the Discovery 

Laptops contain evidence, fruits, and instrumentalities of the Subject Offenses, as more fully 

described in Attachment A to the proposed warrants. For example, there is probable cause to 

believe that the Discovery Laptops will contain evidence of the use of the Covert Partitions to 

hide data, including potentially classified information. Similarly, there is probable cause to believe 

that the Covert Partitions on the Discovery Laptops will also contain evidence of communications 

Schulte had over the Contraband iPhones, which-like the Pro Se Motion and the Schulte 

Articles-are likely to contain classified information or information protected by the Schulte 

Protective Order. Moreover, I submit that there is probable cause to believe that the Covert 

Partitions on the Discovery Laptops will also contain evidence of potential child pornography 

offenses and obstrnction of justice. In paiticular, Schnlte has made certain allegations in his Pro 

Se Bail Motion with respect to the child pornography crimes with which he is charged, which 

constitute evidence of the charged offenses. 

12. Based on the foregoing, I believe the Discovery Laptops are likely to contain, 

among other things, the following information: 

a. Evidence of the creation, existence, and/or use of the Cove1t Partitions; 
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b. Evidence of the identity(ies) of the user(s) of the Covert Partitions, 

Encrypted Accounts, and the Contraband Cellphones, as well as other coconspirators in contact 

with the Contraband Cellphones and/or Encrypted Accounts; 

c. Evidence relating to the geolocation of the users of the Covert Partitions, 

Contraband Cellphones, and/or Encrypted Accounts at times relevant to the Subject Offenses; 

d. Evidence relating to the participation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband 

Cellphones; 

e. Evidence concerning financial institutions · and transactions used by the 

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in fintherance 

of the Subject Offenses; 

f. Communications evidencing crimes, including the Subject Offenses; 

g. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Covert 

Partitions, the Encrypted Accounts, and/or Contraband Cellphones; and 

h. Passwords or other information needed to access any such computers, 

accounts, or facilities. 

13. Based on the foregoing, I believe there is probable cause to search the Discovery 

Laptops for evidence of the creations, existence, and use of the Covert Paititions and to seize the 

information identified in the foregoing paragraph. Because Schulte reviews his discovery in this 

action using the Discovery Laptops and it is thus possible that the Cove1t Paititions may contain 

privileged information, this warrant seeks authority for individuals who are not members of the 

prosecution team (the "Wall Team") to review the Discovery Laptops for the Covert Partitions, 
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or evidence of the creation, existence, and use of Covert Paititions. If the Wall Team does not 

identify any Cove1t Paititions being used to store data and/or documents or evidence that such 

Covert Partitions were created, the Wall Team will stop its search and return the Discovery 

Laptops to the FBI and MCC. If the Wall Team does identify Covert Partitions containing data 

and/or docnments or evidence that such Covert Pattitions were created, the Wall Team will review 

the data and/or documents to dete1mine whether it is subject to any privilege. The Wall Team will 

then turn over the remainder of the data to the FBI case agents involved in the prosecution who 

would review those data and/01' documents for evidence of the Subject Offenses, as outlined above 

and in Attachment A. All privileged materials and materials, including the Discovery Laptops, 

not subject to seizure pursuant to this warrant will be returned to the FBI or MCC for Schulte's 

use, as appropriate. 

IV. Conclusiou and Ancillary Provisions 

14. Based on the foregoing, I respectfully request the court to issue a warrant to search 

and seize the items and information specified in Attachment A to this Affidavit and to the Search 

and Seizure Warrant. 
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15. In light of the confidential nature of the continuing investigation, I respectfully 

request that this Affidavit be maintained under seal until the Court orders otherwise. 

Sworn to before me on 
this 16th day of October 2018 

.. 

~-_o=c2..J~L 
Jlf D. DON#"LDSON 
Special Agent 
Federal Bureau of Investigation 

i I 1_1 Ii 

' 

THE HONORABLE PAUL A. CROT,TY-, .. -~ 

UNITED STATES DISTRICT JUli.dE ',·, 
SOUTHERN DISTRICT OF NEW Y:!)RK · 

1 ii l 
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Attachment A 

I. Identification of the Discovery Laptops Be Searched 

The Discovery Laptops include two laptops (the "FBI Laptop" and the "MCC Laptop"). 

The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop is 

currently located at the FBI's New York Field Office, 26 Federal Plaza, New York, New York. 

The MCC Laptop is an HP EliteBook 8460p with serial number SIN MXL l 440Yl. The 

MCC Laptop is currently located at the MCC, 150 Park Row, New York, New York. 

II. Execution of the Warrant 

Law enforcement agents are permitted to execute the search wan-ant at any time in the day 

or night. Upon the execution of this wan-ant, notice will be provided at or as soon as possible after 

the execution of the search. 

III. Items to Be Searched aud Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

Pursuant to the process described below, the Discovery Laptops may be searched to 

determine whether any hidden storage locations (the "Covert Paititions") were created or used on 

the Discovery Laptops. The Discovery Laptops, including the Covert Partitions, may be 

searched for the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United 

States Code, Sections 401 ( contempt of court); Title 18, United States Code, Section 793 (unlawful 

disclosure of classified information); Title 18, United States Code, Section 1030 (unauthorized 

computer access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18, 

United States Code, Section 1791 (smuggling contraband into a federal detention facility), and 

Title 18, United States Code, Section 2252A (illegal acts related to child pornography); as well as 

conspiracies and attempts to violate these provisions and aiding and abetting these offenses (the 

"Subject Offenses"): 
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a. Evidence of the creation, existence, and/or use of Covert Paiiitions; 

b. Evidence of the identity(ies) of the user(s) of the Covert Partitions, 

encrypted email account~ (the "Encrypted Accounts"), and cellphones being used by Joshua Adam 

Schulte, Omar Amanat, and others at the MCC (the "Contraband Cellphones"), as well as other 

coconspirators in contact with the Contraband Cellphones and/or Encrypted Accounts; 

c. Evidence relating to the geolocation of the users of the Covert Partitions, 

the Encrypted Accounts, and/or Contraband Cellphones at times relevant to the Subject Offenses; 

d. Evidence relating to the paiiicipation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband 

Cellphones; 

e. Evidence concerning financial institutions and transactions used by the 

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in furtherance 

of the Subject Offenses; 

f. Communications evidencing crimes, including the Subject Offenses; 

g. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Covert 

Paiiitions, Encrypted Accounts, and/or Contraband Cellphones; and 

h. Passwords or other information needed to access any such computers, 

accounts, or facilities. 

B. Wall Search Procedures 

1. The Discovery Laptops will first be reviewed by law enforcement agents and 

prosecutors who are not part of the prosecution team (the "Wall Team") to identify any Covert 

Patiitions or evidence of the creation, existence, or use of any Covert Partitions. 

2 
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2. If the Wall Team does not identify any Covert Partitions being used to store data 

and/or documents or evidence of the creation, existence, or use of any such Cove1t Partitions, the 

Wall Team will stop its search and return the Discovery Laptops to the FBI or MCC. 

3. If the Wall Team does identify Covert Partitions containing data and/or documents 

or evidence of the creation, existence, or use of any such Covert Partitions, the Wall Team will 

review the data and/or documents to determine whether it is subject to any privilege, and, if so, 

segregate that data/document. 

4. The Wall Team will then turn over the remainder of the data and/or documents to 

the FBI case agents involved in the prosecution who would review those data and/or documents 

for evidence of the Subject Offenses, as outlined above. 

5. All privileged materials and materials, including the Discovery Laptops, not 

subject to seizure pursuant to this warrant will be returned to the FBI or MCC, as appropriate. 
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·EXHIBIT A 
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AO 106 (SDNY Rev. 01/17) Application for a.Search Warrant 

UNITED STATES DISTRICT COURT 

In the Matter of ihe Search of 
(B1·iefly describe the pl'Operty to be searched 
or identify the person by name and address) 

Se!S Attachment A 

for the 

Case No. 8117 Gr. 548 (PAC) 

APPLlCATION FOR A SEARCH AND SEIZU.RE WARRANT 

J 

I, a federal law enforcement officer or an attorney for the government, request a search wairnnt and $late under 
penaliy of petjury that.I have reason to believe that on the following person or properly (identify the person or describe the 

property to be searched and give ifs location}: 

located in the ___ S_o_u-'-th-"e-'-r-'n __ District of ____ . ..cN_ew_~_occrc.ck ____ , there is now concealed (identify the 

person or describe the property to be sefzet:/): 

See Attached Affidavit and its Attachment A 

The basis for the seai·ch under Fed. R Crim .. P. 4l(c) is (check one or more): 

ill! evidence ofa crim<>; 

ix! contraband, fruits of crime, or other items illegally possessed; 

ill! properiy designed for use, iutended for use, or used iu committing a crime; 

0 · a person to be.mTested or a person wf!o is unlawfully restrained. 

The search is related to a Violation of: 

Code Section(s) Offense Description(s) 

18 u.s.c. §§ 401; 793; 1030; 
1343; 1503; 1791;2252A 

Contempt of court; unlawful disclosure of classified information; unauthorized computer 
access; wire fraud; obstruction of justice; smuggling contraband Into prison; illegal acts 
related to child pornography. 

The application is based on these facts: 

See Attached Affldavit and its Attachment A 

ii' Continued on the attached sheet. 

f'lf Delayed notice of ___fil__ days (give exact ending date if more than 30 days: . ) is requested 

mlcr 1" u .. s.c. § 310,, tlro "''" ofwhlcl, IB ,cl~)~.'.',,)~·~~~·".~: __ , ~·v~·:·,,.,u.,..· "' ... _______ _ 

, ~jfplicant!s s"ig,tal~l~~ , 

Jeff(eyy 'o'avid Don8Idson, Fl;l.I .S~ecial Agent 
---~--'-' 

1 '. , ·,- p;inted{lame. an~ tifle ' 

Sworn to before ine and signed in my presence. 

~J~l/ 
Dat.e: 

Io /0~~018"' 
461®72018 . J,idge's sig1iif-'~--e-------~ 

City and state: New York, NY The Honorable Paul A. Crotty;.U.S.D.J. 
Printed nqine and title 
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UNITED STATES DISTRICT COURT· 
SOUTHERN DISTRICT OF NEW YORK 

1.8 MAG 83 77 
In the Matter of the Application of the United : 
States of America for a Search Warrant for the ( 
Premises Known and Described as 7 South Unit, ' 
7 North Unit, Including the Cells Located In·: 
Those Units, and the Education Department's : 
Law Library on the Second Floor, · located Jn : 
Metropolitan Co1rectiorol Center, 150 Park Row, '. 
New York, New York 10007, as well as Any: 
Closed Containers/Items Contained in the : 
Premises 

SOUTHERN DISTRICT OF NEW YORK) ss.: 

TO BE FILED UNDER SEAL 

AgentAffidavit in Support of 
Application for Search Warrant 

.iEFF D. DONALDSON, being duly swom, deposes and says: 

I. Introduction 

A. Affiant 

1. I am a Special Agent of the Federa!Bureau ofI!ivestigation ("FBi") assigned to the 

New York Field Office, and have been employed by the FBI since 2010. I am currently assigned 

to a squad responsible for counterespionage matters and have worked in the field of 

counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am 

responsible fol' investigating offenses inv:olving espioroge. and related violations oflaw, including 

unauthorized retention, gathering, transmitting or losing classified documents .or materials; 

unauthorized removal and retention of classified documents or materials; illegally acting in tbe 

United States as a foreign agent; other national security offenses; and the maldng of false 

statements. As.a result of my involvement in espionage investigations and investigations involving 

the unauthorized disclosure or retention of classified information, as well as my training in 

countei'lntelligence operations, I am familiar with the tactics, methods, and techniques oflJnited 

States persons who possess, or have possessed a United States Goverrnnent security clearance an.d 

1 
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,,...,· 
/ may choose to hanu the United States by misusing their access to classified information. I am also 

familiar, though my training and experience with the use of computers in criminal activity and the 

forensic aµalysis of electronically stored inf01mation. 

2. I make this Affidavit in supp mt of an app Iication pursl)ant to Rule 41 of the Federal 

Rules of Criminai Procedure for a second warrant to search the premises specified below (the 

"Subject Premises'') fo1' the items and infonuation described in Attachment A. This Affidavit is 

based upon my personal lmowledge; my review of documents and other evidence; my 

conversations with other law enforcement personnel; and my training, experience and advice 

received concerning the use of computers in criminal activity and the forensic analysis of 

electronically stored inf01mation ("ESI"). Because this Affidavit is being submitted for the limited 

purpose of establishing probable cause, it does not include all the facts that I have learned during 

the course of my investigation, Where the contents of documents aud the actions, statements, and 

conversations ofothers are repo1ted herein, they are rep01ted in substance and in p1;1rt, except where 

otherwise indicated. 

B. The Subject Premises 

3. The Subject Premises is particularly described as the 7 South Unit ("Unit-1"), 7 

North Unit ("Unit-2"), including the cells located in those units, and the Education Depattment's 

law librmy on the second floor (the "Law :Library," together with "Unit-1" and "Unit-2," the 

"Subject Premises") located in Metropolitan Gorrec:tiona] Cente1; 150 Pm'k Row, New York, New 

Yori, 10007. 

C. The Subject Offenses 

4. For the reasons detailed below, I 1?elieve thatthere is probable cause that the Subject 

Premises contain evidence, fruits, and instrumentalities of Title 18, United States Gode, Sections 

401 (contempt of court), 793 (unlawful disclosure of classified infmmation); 1030(uuauthorized 
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computer ac-cess), 1343 (wire fraud), 1503 (obstrnction of justice), 1791 (smuggling contraband 

into a federal detention facility) and 2252A (illegal &cts related to child pornography); as well as 

conspiracies and attempts to violate these provisions and aiding and abetting these offenses, among 

other statutes (the "Sul:iject Offenses"). 

D. Terminology 

5. The te1m ''computer," as used herein, is defined as set forth in 18 U.S.C. 

§ 1030(e)(l). 

6. The terms "records," "documents," and ''materials" include all information 

recorded in any form, visual or oral, and by any means, whether in.handmade fonn (includiug, but 

not limited to, writings, drawings, paintings), photographic fo1m (including, but not limited to, 

microfilm, microfiche, prints, slides, negatives, videotapes, motion pictures, photocopies) or 

e]ecttical, electronic or li1agnetic f01m (including, but not limited to, tape recordings, cassettes, 

compact discs, electronic or magnetic storage devices such as floppy diskettes, hard disks, CD­

ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards' 

(MM Cs), memory sticks, optical discs, printer buffers, smati cards, memory calculators, electronic 

dialers, Bernoulli drives, or .electronic notebooks, as well as digital data files and printouts or 

readouts from any magnetk, electrical or electronic stornge devicv ), as well as the equipment 

needed to record such information (including but not limited to cameras and video recording and 

storage devices). 

II. Probable Cause and Request to Search 

A. Overview 

7. As described in further detail below, through this application, the Government 

seeks a warrant to search the Subject Premises for two iPhones ofie with IMEI 358793052665161 

and one with IMEI 354444064445994 (the "Contraband iPhones'); a Samsung cellphone with 
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IMEI number 357073084445432 and/or Serial Number R58J61 Q0JCD (the "Schulte Cellphone," 

togeth,;r with the Contraband ff')10nes, the "Contraband Cellphones"); and copies of certain 

doc.uments written by Joshua Adam Schulte (the "Schulte Documents"). 1 Schulte-who has been 

indicted for, among other things, possession of child pornography and unlawful disclosure of 

classified inf01mation-and another iiJ,Jnate, Omar Atnartat-Who was convicted at trial of various 

fonns of fraud, including securities fraud-have been llsing the Contraband Cellphones that were 

smuggled into the MCC to, among other things, fabricate evidence and disseminate information 

that is either protected by a COUlt"entered protective order or that is classified. 

B. Background on Amanat and Schulte's Detention at the MCC 

8. Based on my training and experience, my participation in this investigation, and 

my conversations with other!aw enforcement agents and others, and my review ofrep01ts prepared 

. by others, inclnding other FBI agents, I have learned, among other things, that: 

a. Between in or about 2012 and November 2016, Schulte was employed by 

the Central Intelligence Agency (the ''CIA"). 

b. At the, CIA, Schnlte wo;ked at a specific group (the "CIA Groµp") that, 

among other things, developed computer applications that the CIA used to gather intelligence 

abroad. 

c. As part of his w.ork, Schulte developed specfollzed skills in, among other 

things, hacldng computers and computer networks and secretly obta.ining data from computers and 

computer networks, 

d, In or about November 2016, Schulte resigned from the CIA, Prior to his 

resignation, Schulte had disclosed to other CIA employees that he was angry at what he perceived 

1 One of the Contraband iPhones was seized by the MCC on or about September 26, 2018. 
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to be his mistreatment by CIA management in connection with a dispute Schulte had had with 

another CIA employee, 

e. Beginning on or about March 7, 2017 through in or about November 2017, 

the website wikileaks.org ("WikiLeaks") published information from the CIA Group at which. 

Schulte previously worked (the "Leak"). The Leak appears to be the latgest unauthorized public 

disclosure of CIA infu1mation in the history of the agency. 

f. On or about Augnst.24, 2017, the FBI arrested Schulte for, among other 

things, possession of child pornography, based on, in part, the FBl's discovery of approximately 

10,000 images of apparent child pornography on a personal desktop computer used by Schulte. 

g, Sclmlte was initially released on bail on or abont Sept<,mber 15, 2017, over 

the Government's objection. Schulte's bail was revoked, however, in connection with his violation 

of his bail conditions, in particular, restrictions on his use of computers or the Internet. Schulte's 

actions inpluded, among other things, using an online network that allows for anonymous browsing 

of the Internet. Schulte has been detaip.ed atthe MCC since on or about December 14, 2017. 

h. On or about Jm1e rn, 2018, the Government filed a superseding indictment 

that, in addition to containing the original child pornography charges, also charged Schulte with 

violations of, among other statutes, Title 18, United States Code, Sections 793 and 1030, in 

connection with the Leak 

i. The Government has prodrtced to Schulte certain search warrant affidavits 

(the "Schulte Sea1'ch Warrant Affidavits") pursuant to a protective order entered by the Court on 

or about September 18, 2017 (the "Schulte Protective Order"). Based on the terms of the protective 

oi'der, Schulte and his defense team were not permitted to disclose the Schulte Search W lll'J;ant 
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Affidavits or the information contained in them to anyone not involved in the preparation of 

Schulte's defense. 

9. Based ?n my training and experience, my participation io this iovestigation, my 

review of reports and other documents prepared by others, and my cpnversations with other law 

enforcement agents and others, including an FBI agent involved in an earlier iovestigatfon aud 

prosecution of Amanat, I have learned, among other thiogs, that: 

a. · Oll or.about July 13, 2016, the Govemment filed a superseding iodictment 

ch_argiog Amanat with wire fraud, conspiracy to colilll\it wite fraud, aidiog and abetting investment 

advisor fraud, and conspiracy to commit securities fraud. 

b. Amanat was arrested that day and released on bail on or aboutJuly 22, 2016 .. 

c. On or about December 26, 2017, Amanat was c0nviGted on all counts after 

a jury trial before the Honorable Paµ! G. Gardephe. 

d. Amanat has been detained at the MCC smce on or about December 26, 

2017. 

e. Amanat is cuITently scheduled to be sentenc.ed on or about Octa ber 18, 2018 

although that sentencing date may be adjourned because ofrequests by defense counsel for Arnanat 

and his co~defendant, Ka!ei!Isaza Tuzman, for a.Fatica hearing. Isaza Tuzman was also convicted 

on or about December 26, 2017 and is currently-on bail pending sentencmg. 

f. Amanat's brother and co-defendant, Irfan Amanat, is scheduled to proceed 

to trial before Judge Gardephe on October 22, 2018, on charges of wire fraud, conspiracy to 

cp1Umit wire fraud, aiding and abetting investment advisor fraud, and conspiracy to commit 

securities fi:aqd. 
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10. Based on my training and experience, my participation in this investigation, my 

conversations with other law enforcement agents and others, and my review of repoits and 

recorded telephone conversations, 1 have learned, among other things, that: · 

a. Schulte and Amanat are cellmates at the MCC, and are housed in Unit-1.2 

b. During recorded telephone conversations from the MCC, 3 Schulte has 

stated that he and Amanat are friends and that Schulte is helping Amanat with a repmt that will 

help to prove Amanat' s alleged innocence. 

C. Schulte's Violation of the Schulte Protective Order and Disclosure of Classified 

Information While at the MCC 

11. Based on my training and experience, my conversations with other Jawenforcement 

agents and others, my participation in this investigation, and my review of reports and recorded 

conversations, I have learned, -among other'things, that: 

a. In or about April 2018, in recorded calls from the MCC, Schulte discussed 

with members of his family his desire to talk to members of the media about his case. Schulte also 

indicated that he had written several documents, which he called "articles," that discussed his case 

(the "Schulte Articles') and which he wanted to be disseminated to the media. It appears from the 

calls that at least some of the Schulte Articles may have been provided to one or more members 

of the media, 

b. In or about April 2018, ip. a recorded call from the MCC, Schulte spoke with 

an :individual who appeared to be a member of the media. During the call, Schulte disoussed the 

information contained i!1 one of the Schulte Search Watnnt Affidavits and why he felt that 

2 I understand that based on some of the conduct described in 1:his Affidavit, MCC officials may 

move Schulte to another part o:f the MCC so that he is no longer Amanat' s .c!'lh.nate. 

3 All conversations or documents referenced in this Affidavit am described .in substance and in 

part. 
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information was inaccurate. When asked if the information he was discussing was classified, 

Schulte responded that it was not classified, but that it was protected by the "protective order." 

Nevertheless, Schulte continued to disclose information found in one of the Schulte Search 

Warrant Affidavits. 

c. On or about May 15, 2018, the Washington Post and the New York Times. 

published articles about Sc]mlte's case, in which they indi.cated that their repmters had leamed of 

information contained in at least one of the Schulte Search Warrant Affidavits. 

d. On or about May 21, 2018, at the Government's request, the Court held a 

conf'erence to address Schulte's violation ofthe Schulte Protective Order. During the hearing, the 

Government noted, among other things, that it had 1·eviewed recordings of calls Schulte had 

participated in from the MCC. 

e. On or about June 20, 2018, at his atrnigoment on the superneding 

indictment, Schulte submitted a handwritten pro se bail motion to the Court (the "Pro Se Bail 

Motion," .:together with the Scllulre ~sl0s, too "g@kulto Doeum~).4 r.,~0 

f. 'The day after Schulte submitted the Pro Se Bail Motion, the Government 

infonned Schulte'.s counsel thaf the Pro Se Bail Motion was undergoing a review by the CIA to 

detemrine whether it contained classified information. 

g. It appears that after the Govermnent informed Sohulte's counsel about the 

classification review, Schulte may have sent the.Pro Se Bail Motion to an attorney and his parents, 

h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Articles, and 

has detennm,ed that the. Pr.o Se Bail Motion and ~t least one of the Schulte Articles contain 

classified information. 

4 The Schulte Documents are y;ore particularlY, described in Attachment A<" 0\ 11tl ( n c. !ui . ~ 
avi fy t-he. >ch u/fe. JI rfic k.f. · · ;5-:i 
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D. Anianat's Fabrication of Evidence During liis Trial 

1?,. Based on my training and experience, my patticipation in this investigation, and 

my conversations with other law enforcement agents and others, including an FBI agent involved 

in a, prior investigation and prosecution of Amanat, I have learned, among other things, the 

following: 

a. During his trial, Amanat sought to introduce, amon_g other things, 

approximately five emails (the "AmanatFabricatedEmails"), four of which were admitted initially 

several in redacted foim. 

b. In response, during two hearings held outside the presence of the jmy as 

well as in a rebuttal case before the jury, the Govemment submitted evidence showing that the 

Amanat Fabricated Emails .had been faked by Amanat, including, am9ng other things: 

i. Evidence of discrepancies in header information, including time 

stamps as.sociiated with the Amanat Fabricated Emails and other emails introduced at trial. 

ii. Evidence that certain of the Amanat Fabricated Emails were not 

found in certain email accounts or on electronic media used by the purpo1ted recipients of the 

emails. 

iii. Evidence that the AmanatFabrioated Emails were inconsistent with 

other contemporaneous and inculpatmy connnunications involving Amanat. 

iv. An email communication between Amanat and his brother and co-

defendant, Irfan Amanat, concerning how to delete emails from a certain email acconnt. 

v. Expert testimQny from an experienced FBI Special Agent assigned 

to a cyber squad that four of the five Amanat Fabricated Emails were fake and/or were not sent on 

the date and time on which they appeared tu have been sent. 

c. As noted above, An1anat was convicted by the jury of all counts. 
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E. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC 

13. I have participated in an interview of an inmate at the MCC who was housed in 

Unit" 1 withAmanat and Schulte until recently (the "CS").5 During that interview, the CS reported 

that, among other things: 

a. For the past several months, the CS has been paid by Amanat to store and 

charge the Contrab.and Cellphones. 

b. The Contraband Cellphones were smuggled into the MCC and protected 

from detection through a network of visitors to the facility, inmates, and correctional officers. 

c. For a time, the CS was tasked with storiog and chargiri_g the Conttaban,d 

Cellphones io the CS'S cell. Duriog that time-period, the CS also knew the passwords for the 

devices. 

cL At some point, Schulte decided that he no longer wanted the CS to know 

the password for the Schulte Cellphone orto .store it. Since aroU11d that time, the Schulte Cellphone 

has been stored in other inmates' cells. 

e. Schulte told the CS that Schulte had iniplemente_d certain security protocols 

with respect to the Schulte Cellphone, such as changing the cellphone's unique device identifier 

and enabling a fU11ction by which all the data on the Schulte Cellphone would be deleted if 

someone other than Schulte tried to access the phone. 

f. PriDTto Schulte's retrieva1 of the Schulte Cellphone, the CS wonldregularly 

take screehshots of messages and recorded videos involving the Contraband Ce!lpho11es. The CS 

5 The CS is facing immigration and narcotics trafficldng charges, and is cooperating in the hope 

of receiving a mQTe lenient sentence ancl potentially immigration benefits. As described in this 

,Affidavit, the CS's information has been at least partly corroborated by, among other thiogs, a 

seizure of at least one coiitJ:aband cellphone. 

10 
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subsequently stored those screertshots in an email accowrt the CS created (the "CS Account"). 

Based on these messages and the CS' s conversations with Schulte and Aman at, the CS understood 

that, among other things: 

i. Schulte and Amanat were using the Contraband Ce)Jphones in 

connection with the creation of some sort ofreportthat would be submitted to Amanat' s sentencing 

judge (Judge Gardephe) to show that the Amanat Fabricated Emails were allegedly real. 

ii. The CS also recalled a communication over at least one of the 

Contraband Cellphones relating to "Vault 7," which is the narne used by Wi\dLeaks for the Leak. 

g. Amanat and Schulte also discussed their need to have the Contraband 

Cellphones with them when they accessed discovery at the Law Library. 

h. During the interview, the CS consented to the search of the CS Account, 

and provided not only the name of the CS Account, but also the password for it. 

14. Based on my participation in thls investigation, conversations with other 

participants in the investigation; and my review ofrepm'l:s prepared during the investigation, I have 

learned, among other things, that: 

a. Unit-1 and Unit-2 ate on the satne floor of the MCC and are connected by 

a corridor. 

b. Although inmate$ from the two units are prohibited from interacting with 

each other in the conidor between Unit-1 and Unit-2, inmates are, at times, .able to meet briefly in 

that space. 

c, On or about on or about September 26, 2018, MCC officials recovered one 

of the Contraband iPhones from Dnit-1. It does not appear, however, that the other Contraband 

Cellphones have been recovered by.MCC officials yet. 

11 
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d. The search for the other Contraband Cellphones is ongoing, and has 

included, among other things, searchiog multiple cells in Unit-1, including Schulte and Amanat's 

cell, and cells in proximity to their cell. 

F. Evidence of Schulle's and Amanat's Illegal Activity Using the Contraband 

, Cellphones 

15. Based on my review of the ·cs Account, my pa1ticipation in this investigation, 

conversations with other participants in the investigation, and my review of reports prepared 

dtJring the investigation, I have learned, among other things, that; 

a, The CS Acc01mt contalns approximately 450 electronic files (includitJg 

videos and photographs) of the Contraband Cellphones. These files include, among other things, 

video recordings of Schulte and Amanat using the Contraband Cellphones and screen.shots ( or 

images) of co!ll1llunications received and/or sent using the Contraband Cellphones in cmmection 

with Schclte's and Amanat's intended fabrication of evidence and/or dissemination ofinaterials 

protected by the Protective Order or that appear classified, including the Schulte Docwnents. 

b. Below are several still images taken from videos retrieved from the CS 

Account that show Schulte and Amanat using the Contrab;md Cellphones in the MCC: 

Video 1 (lmage 1) 

12 
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Video 2 (Image 1) 

Video ·2 (Image 2) 

14 
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c. Below are images from the CS Account reflecting communications using 

the Contraband Cellphones: 

i. · The image below from one of the Contraband Cellphones appears 

to be a draft report prepared by Schulte and Atnanat related to the fabricated emails from Amanat' s 

trial. 

. -- ,. 

•·
1~¢1>.~tt·i11.TJ11ited s.tatesv~. 

I~a~''lliz1J111n, et 11I. l~ Cr, t~ 
·~(;i)>f:()r Oniar'Amanat l/2WZ018 ·. 

By: Joshµli.Schulte 

I: Introdu.ci:ion 

4~m. the founder and CEO Of my own consi:iltj~_g­

:;fitin_ .. I was coriiactedand hired ·directly·h}' On1.iT. · 

:,~~~t _to provi~e-an eXpertreport itl --~tj--~~#c~"9f ·; 

•.yijJte!\ Sta\es v. Kaleil Isaza Tuzma~, dnkJ5 Cri · 

J'~"(rGO); Jwas retained postNeraic(l)n If.19/18 ..•.. 

-,4iurt9.-,c,9.,;iiierns_ CJ( un~I!,al _aµd su~Pic:iotJ(b:e_h~\1~P.i- ·, 
.. ~fiiilfpfthe.FBJ. P,rrtlcularly, the e~pcrt . 

· .~fJP"lI)eCnpua, · 
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ii. The image below from one of the Contraband Cellphones appears 

to be an email describing an excerpt froni one of the Schulte Articles: 

r 

I 

r.>l .. ••·.•··. w~J;,ilriti.r~ltWr91;1g~~ 
; :, Ffll ret4feil t~l;rnll~lv.iii,fo•· 

t!•.•.l •·~i;rt;;s;r···i 9aNffe~i~~fht 
; : .fte1;!.'Jprn ill 

J¢ 
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iii The hnage below is a screenshot of what appears to be an email sent 

over one of the Contraband Cellphones. "Protonmail" is an encrypted email service based abroad, 

and the file "Schulte_ Ha ... _Notes.pdf' appears to be a reference to the information contained in 

the Pro Se Bail Motion. 

17 
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iv. The image below is a screenshot of one of the Contr~band 

Cellphone~ that depicts. certain applications that have been downloaded to the phone, including· 

"Secure Delete" and "!Shredder": 

18 
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G. Probable Cause Justifying Search ofESI 

16. Based oJi the foregoing, and based on my training and experience, I know that 

Amanat and Schulte have used ( or are using) the Contraband Cellphones to, among other things, 

create documents and communicate with others outside the MCC. Moreover, Hke individuals 

engaged in anY, other kind of activity, individuals who engage in the Subject Offenses store tecords 

relating to their illegal activity and to persons involved with them in that activity on electronic 

devices such as, the Contraband Cellphones. Such records can include, for example logs of online 

"chats" with co-conspirators; email omrespondence; contact infor.tnation of co-conspirators, 

irtcluclirtg telephone numbers, email addresses, and identifiers for instant messaging aud social 

m~dial accounts; stolen financial and personal identification data, including bank account 

numbers, credit card numbers, and names, addresses, telephone numbers, and social security 

numbers of other individuals; and/or records of illegal transactions using stolen financial and 

personal identification data. Individuals engaged in criminal activity often store such records in 

order to, among other things, (1) keep track of co-conspirators' contact inform,ation; (2) keep a 

record of illegal transactions for future reference; (3) keep au accounting of illegal proceeds fat 

purposes of, arnong other things, dividing those proceeds with co-conspirators; and (4) store stolen 

data for future exploitation. 

17. As a result, there is prob,;ble cause to believe that the Contraband. Cellphones 

contain some or all of the following: 

a. The phone numbers associated with the Contraband Cellphones, as well as . 

call log infom1ation of phone numbers of incoming and outgoing, and missed ot unanswere.d calls 

to and from the Contraband Celiphones; 

b. Address hooks and contact lfsts stored on the Contraband Cellphones or its 

memory card(s); 

19 

Case 1:17-cr-00548-PAC   Document 98-9   Filed 06/18/19   Page 36 of 55



JAS_021304

c. Voicemail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence concerning tbe identity 01· location of the owner(s) or tiser(s) of 

the Contraband Cellphones; 

e. Evidence concerning tbe identity and/or location of the inclividual(s) 

involved in the commission of the Subject Offenses; 

f. Evidence of communications among, or concerning, participants in or 

witnesses to the commission of the Subject Offenses; 

g. Contact iufonnatiou of co-conspirators and witnesses to the commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiei's for instant 

messaging and social media accounts; 

· h. Text; data, "chats," MMS ("Multimedia Messaging Service") messages, 

SMS ("Short Message Service") messages, FaceTime messages, and e-llU!il messages, any 

attachmentsc to those messages, such as digital photographs and videos, and any associated 

information, such as the phone number Dr e~mail address from which the message was sent, 

pe1taining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

j. Browsing history, websites visited, and intemet searches conducted on the 

Contraband Cellphones related to the Subject Offenses. 

18. Based on my tmining and experience, I also k110w that, where computers are used 

in furtherance of criminal activity, evidence of the criminal activity can often be found months or 

even years after it occurred. This is typically true because: 

• Electronic fiks can he. stored on a hard drive for years at little or no cost and users thus 

have little incentive to delete data that may be useful to consult in the future. 

20 

Case 1:17-cr-00548-PAC   Document 98-9   Filed 06/18/19   Page 37 of 55



JAS_021305

• Even when a user do.es choose to delete data, the data can often be recovered months 

or years later with the appropriate forensic tools. When a file is "deleted'' on a home 

computer, the data coutained in the file does not actually disappear, butinsfead remains 

on the hard drive, in "slack space," until it is overwritten by new data that cannot b~ 

stored elsewhere on the computer. Similarly, files that have been Viewed on the Internet 

are generally downloaded into a temporary Intemet directory or "cache," which is only 

overwritten as the "cache" fills up and is replaced with more recently viewed Internet 

pages. Thus, the ability to retrieve from a hard drive or other electronic storage media 

depends less on when the file was created or viewed than on a particular user's 

operating system, stotage capacity, and computer habits. 

• In the event that a user changes computers, _the user will typically transfer files from 

the old computer to th<> new compute1\ so as not to lose data. In addition, users-often 

keep backups of their data on electronic storage media such as thumb drives, flash 

memo1y cards, CD-ROMs, or portable. hard drives. 

19. Based on the foregoing, I respectfully submit there is probable cause to believe that 

Schulte and Amanat are engaged in the Subject Offenses, and that evidence of this criminal activity 

is likely to be found in the Subject Premises and on the Contraband Cellphones. 

III. Procedures for Searching ESI 

A. Execution ofWan-aut for ESI 

20. Federal Rule of Criminal Procedme 4 l(e)(2)(B) pmvides that a wawant to search 

for and seize property "may authorize the seizme of electronic storage media or the seizure or 

copying of electronically stored infonr:tation ... for laterreview." Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage media and transpo1t 

them to an appropriate law enfomement facility forr<>view. This is typically necessary for a Ullmber 

of reasons: 

• First, the volume. of data on computer devices .and storage media is often impractical 

for law etrl'orcement petSoilllel to review in its entirety at the search location. 

e Second, because computer data is pruticularly vulnerable to inadvertent or intentional 

modification 01· destruction, computer devices are ideally examined in a controlled 

environment, such as a law enforcement laboratory, where trained persoooel, using 

specialized software, can make a forensic copy of the storage media. that can be 

si1bseqnently reviewed in a manner that does not change the underlying data. 
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• Third, there are so many types of computer hardware and software in use today that it 

can be impossible to bring to the search site all of the necessary technical manuals and 

specialized personnel and equipment potentially required to safely access the 

underlying computer data. 

• Fourth, many factors can complicate and prol011g recovery of data from a ccim_puter 

device; including the increasingly common use of passwords, encryption, or other 

features or configurations designed to protect or conceal data on the computer, which 

often truce considerable time and resources for forensic personnel to detect and resolve. 

B. Review ofESI 

21. Following seizure of any cellphones and/or the creation of forensic image copies, 

law enforcement personnel (who may include, in addition to law enforcement officers and agents, 

attorneys for the government, attorney support staff, agency personnel assisting the governmi,nt in 

this investigation, and outside technical experts under government control) will review the ESI 

contained therein for information responsive to the wa1Tant. 

2.2. In conducting this review, law enforcement personnel may use various techniques 

to <let.ermine which files or oth1>r ESI contain evidence or fruits of the Subject Offenses. Such 

techniques may include, for example: 

• surveying directories or folders and the individual files they contain (analogous to 

looking at the outside ofa file cabinet;forthe marldngs it contains and opening a drawer 

believed to contain pertinent files); 

• conducting a file-by-file review by "opening" or rnading the first few "pages" of such 

files in order to determine ~eil' precise contents (analogous to performing a cursory 

examination of each document in a file cabinet to detennine its rele.vance); 

o "scanning" storage areas to discover and possibly recovel' recently deleted d.ata or 

deliberately hidden files; and 

• performing .electronic keywo.rd searche,s through all electronic · storage areas to 

determine the ex\sten.ce and location of data potentially related to the subject ruatter of 

the investigation6; and 

6 Keyword searches alone are typically inadequate to detect all relevant <lata. For one thi11g, 

keyword searches work only for text data, yet many types offiles, such as images and videos, do 

not store data as seatchable text. Moreover, even as to text data, there may be information properly 
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• reviewing metadata, system inio1mation, configuration files, registry data, and any 

other infonnation reflecting how, when, and by whom the computer was used. 

23. Law enforcement personnel will make reasonable efforts to restrict their search to 

data falling within the categories of evidence specified in the watTant. Depending on the 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

the ESI from seized devices or storage media to evaluate its contents and to locate all data 

responsive to the wa1rant. 

C. Return ofESI 

24. If the Government dete1mines that the electronic devices are no longer necessary 

to retrieve and preserve the data, and the devices thems.elves are not subject to seizure pursuant to 

Federal Rule of Criminal Procedure 4l(c), the Governm(')nt willretutn these items, upon request. 

Computer data that is encrypted or unreadable will not be returned unless law enforcement 

personnel have dete1mined that the data is not (i) an instrumentality of the offense, (ii) a fruit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the 

Subject Offenses. 

subject to seizure but that is not captured by a keyword search because the information does not 

contain the keywords being searched. 
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IV. Conclusion and Ancillary Provisions 

25. Based on, the foregoing, Irespectfully request the court to issue a wa1rnnt to search 

and seize the items and information specified in Attachment A to this Affidavit and to the Search 

and Seizure Wai-rant .. 

26. In light of the confidential nature of the continuing investigation, I resFectfully 

request that this Affidavit be maintained under seal until the Court orders otherwise. 

Special Agent 
Federal Bureau oflnvestigation 

Sworn to before me oil 

this -1-m rlay of October 2018 
,;)" ✓ 

/,l(fe..41:tu : _:· · .. : .. 

nm Ho'NoRABLE PAVLA. cRo·i:rv-·'. ~­
UNITED STATES DISTRICT JUDC;'J;i, ' ' : , 

SOUTI-IBRNDISTRICT OF NEW Y0B.K '.-,. 
· .. ': ~ . . ' 
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Attachment A 

L Premises to be Searched-----Sub,iectPremises 

The premises to be searched (the "Subject Premises") is described as follows, and includes 

all locked and closed containers found therein: 

The Subject Premises is pa1ticularly described as the 7 South Unit, ?North Unit, including 

the cells located ju those units, and the Education Depaitment's law libraiy on the second 

floor of the building, located in Metropolitait Correctiona1 Center, 150 Park Row, New 

York, New York 10007. 

II. Execution of the Warrant 

Law enforcement agents are permitted to qxectiie the search warrant at any time in the day 

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after 

the execution of the search. 

III. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

The items to be searched and/or seized from the Subject Premises include the following 

evidence;fruits, andinstrumentalities of: Title 18, UnitedStates Code,Sections 401 (contempt of 

court); Title 18, United States Code, Section 793 (unlawful disclosure of classified information); 

Title 18, United States Code, Section 1030 (unauthorized computer access), Title 18, United States 

Code, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstrnction of 

justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention 

facility) and Title 18, United States Code, Section 2252A (illegal . acts related to child 

pornography); as well as conspiracies and attempts to violate these provisions and aiding aitd 

abetting these offenses, among other statutes (the "Subject Offenses"): 

i. A Samsung cellphone with Il\1EI 35707J084445432 andlor Serial Number 

R58J61QOJCD (the "Schulte CeJ!phone"). 
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2. An iPhone cellphone with IMEI 358793052,665161 ("iPhone" 1"); 

3. An iPhone cellphone with IMEI 354444064445994 ("iPhone"2," together with 

iPhone" 1 and the Schulte Cellphone, the "Contraband Cellphones"). 

4. Evidence pertaining to the smuggling in of the Contraband Cellphones. 

5. Evidence concemiug the identity or location of, and communications with, any co" 

conspirators. 

6. Any and all notes, documents, records, correspondence, or materials, in any format 

and medium (including, but not limited to, envelopes, letters, papers, e"mail messages, chat logs 

and electronic messages, other digital d.ata files and web cache information, and handwritten 

notes), pe1taining to the unauthorized retention, gathering, and transmission of classified 

documents or materials, and the unauthorized removal and rete.ntion of classified documents or 

materials, artd, in particular, the documents bearing the following titles or descriptions: 

a. Article 1: "Presumption oflnnocence: A petitjon fur redrnss of grievances" 

b. Article 2: "Presumption oflnnocence: A loss of citizenship" 

c. Article 3: "Presumption oflnnocence: Do you want to play a game" 

d. Article 4: "Presumption of Innocence: DetenJion is notpunislunent" 

e. Article 5: "Presumption ofinnocence: Innocent until proven Wealthy" 

f. Article 6: ''Presumption of Innocence: Can you afford to be accused?" 

g. Ai:ticle 7: "Presumption oflnnocence: A proposed solution" 

h. Article 8: "Presumption ofinnocence: Origins'' 

i. Atticle 9: " •.. unalienable Rights, tfo1.t among these are Life, Liberty and 

the pursnit of Happiness'' 
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~~n .!etffifilent elated an-or about .fmre '/, 201/lai'iatlt!ed ''lh,it'(_ ~"q 

u tti, 17 r. 

7. Evidence of the SuQiect Offenses on the Contraband Cellphones, including: 

a. The phone numbers associated with the Contraband Cellphones, as well as 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphones; 

b. Address books and contact lists stored on the Contraband Cellphones or jts 

memory card(s); 

c. Voicemail messages, openecl cir nnopened, telated to the Subject Offenses; 

d. Evidence concerning the identity or location of tbe owner( s) ot user( s) of 

the Contraband Cellphones; 

e. Evidence concerning the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

· f. Evidence of communjcations among, or concerning, pruticipants in or 

witnesses to the commission of the Subject Offenses; 

g. Contact infmmation of co-conspirators aud witnesses to tb,e commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant 

messaging .and social media accounts; 

h. Text, data, ''chats," MMS ("Multimedia Messaging Service") messages, 

SMS ("Short Message Service") 1neBsages·, FaceTime messages, and e-mail messages, any 

attachments to those messages, such as digital photographs and videos, and any associated 

information, such as the phone number or e-mail address from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 
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j. Browsing history, websites visited, and internet searches. conducted on the 

Contraband Cellphones related to the Subject Offenses. 

8. Iflaw enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a reasonable amount of time, not to exceed 60 days from the date of 

execution of the warrant. If, after such a search has been conducted, it is determined that a 

computer or device contains any data listed in paragraphs 2 and 3, the Government will retain the 

computer or device. If it is determined that the. computer(s) or device(s) are no longer necessary 

to retrieve and preserve the. data, and the items are not subject to seizure pursuant to FedBral Rule 

of Criminal Procedure 41 (b), such materials and/or equipment will be retmned within a reasonable 

time. In any event, such materials and/or equipment shall be returned no later than 60 days from 

the execution of this warrant, unless further application is made to the Court. 

B. Search and Seizure of Electronically Stored Information 

The items to be searched and seized from the Subject Premises also include any cellphones 

that may contain any electronically stored information falling within the categories set forth in 

Section III.A of this Aitachrnent above, including, but not limited to, desktop and laptop 

computers, disk drives, moderns, thumb drives, personal digital assistants, smrut phones, digital 

cameras, and scanners. The items to be searched and seized from the Subject Premises also 

include: 

1. Any items· or records needed to access the data stored on any seized or copied 

computer devices or storage media, including but not limited to any physical keys, encryption 

devices; or records oflogin credentials, passwords, private encryption keys, or similar inforlnation. 

4 
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2. Any items or records that may facilitate a forensic examination of the computer 

devices or storage media, inoluding any hardware or software manuals or other infmmation 

concerning the configuration of the s,;ized or copied computer devices or storage media. 

3. Any evidence concerning the persons with access to, control over, or ownership of 

the seized or copied computer devices or storage media. 

C. Review ofESI 

Following seizure of any computer devices and storage media and/or the creation of 

forensic image copies, law enforcement personnel (iucluding, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and 

related proceedings, attorneys for the government; attorney suppo1t staff, agency personnel 

assisting the government in this luvestigatiou, and outside technical experts under government 

coi1ttol) ,Eire authorized to review tlie ESI contained therein for information responsive to the. 

warrant. 

In conducting this review, law enforcement personnel may use various techniques, 

includlug but not limited to: 

• surveying various file "directories" and the individual files they contain (analogous to 

looldng at the outside of a file cabinet for the markings it contains and opening a drawer 

believed to contain pe1tinentfiles); 

• opening or cursorily reading the first few "pages" of such files in order to dete11nine 

thefr precise contents; 

• scanning storage areas to discover and possibly recover recently deleted files; 

• scanning storage areas for deliberately hidden files; 

' 5 
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• performing key word searches through all electronic storage areas to determine whether 

occurrences of language contained in such storage areas exist that are intimately related 

to the subject matter of the investigation; ~nd 

• making reasonable efforts to utilize computer search methodology to search only for 

files, documents, or other electronically stored information within the categories 

identified in this Attachment. 

6 
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AO 93 (~DN);' Rev. 01/17) Search and Sehure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Soufuem District ofNew York 

In fue Matter of fue Search of 

(Briefly describe the property to be searched 

01• identf.fy the person by name and address) 

See Attachment A 

) 
) 
) 
) 
) 
) 

]_8 M 
Case No. S117 Cr. 548 (PAC) 

SEARCH AND SEIZURE WARRANT 

To: Auy authorized law enforcement officer 

An application by a federai law enforcement officer or an attotney for the gove1nment requests the search 

offue following person or property located .in the Southern District of New York 

(identify the person or describe the pro petty to be searched and give its location): 

See Attachment A 

The person or property to be searched, described above, is believed to conceal (identify the pefwn or describe the prope,·ty 

to he seized): 

See Attachmen_t A 

The search and seizure are related to violation(s) of (insert statut/J1y citations): 

TIiie 18, Uriitf!!d States Code, Sections 401 {contempt of court), 793 (unlawful disclosure of class!fled lnfonna,Uon); 1030 (1,mauthprized computer access), 1343 

(wi~e fraud), 15!l3 (ol:!slruction of jusllcE!), 1791 (smuf:mling cpntraband into a fa~eral det?ltion facility} ani;j 2252A (illegal acts related to child pornography} 

I find that fue affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 

property. · 

YOU ARE COMMANDED to execute tbis wanant dn 01· before October 15, 2018 
(not to exceed 14 ddys) 

0 .in the daytime 6:00 a.m. to 10 p.m. ref at anytime in the day or night as I find reasonable cause has been 

estab1ished. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 

taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at fue 

place w)lere the pi'6perty was taken. . " · ,
1 

, 

. · The officer executing this wall'ant, or an officer present during the executiofi cr1th,; Wati';u~ must prepare an 

inventmy as required by law and promptly retum this wanant arid inventory to H1.i,.Clerk6fihe Comt. · ~ 

· li!f Upon its re tum, this warrant and inventory shoqld be filed under seal by the Clerk oft.lw Com:t., /'/,. 
: · , ,' ·.· '. _: , · ""·u~-~c.,'/IJ:-.-r.f-1,-,;-1fa_l_s 

. • 
I . ' .. _, .- • _.., 

111 I fmd that immediate notification may have an adverse resu\tlisted in 1 s ,u,s,c.' § 1705 ( e;cept for .delay 

of trial), and autho.rize the officer executing this wmrnnt to delay notice 1o the pet,cin w)10, or whose prbpetty, will be 

searchedorseized(checktheoppropriatebox) 0for 30 days(iwttoexceed30). · , , ·1 , , ·, • , 

• m,ti!, fue facts justifying, elater sp;e\fio tl~te of:··~~-------
' /I! 

Date and time issued: 
Q (()~ 

City and state: _N_e_w_Y_o_r_k~, N_Y _____ _ The Honorable Paul A. Crotty, U.S.D.J. 
Printed name and-title 
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AO 93 {SDNY Rev. 01/17) Search and Seizur!'f Warrant (Page 2) 

Return 

Case No.: I Date_ and tm\e wmrnnt executed: I Copy ofwarraut and inventmy left with: 

S1 17 er. 548 (PAC) 

I1we1ito_ry made in the presence of: 

Inventory of the property taken and n,rilie ofat).y person(s) seized: 

' 

Cettificatiou 
-

1 declm·e oodtorpenal1y of pe1jury t)lat this inventory is co11·ectat)_d wM returned along with the original wmraot 

to the Court. 

Date: Exe.c1_iifiigojjidtf;••s S~f!;izatufle 

Prfnred naihe- and title 
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Attaehme:nt A 

L Premise,<; to he Searched~ubject Premises 

The premises to be searched (the "SubjeetPremises") is described as follows, imdincludes 

,ill locked a:nd closed conta:i:ners found thetein: 

TI1eSubject Premises is particularly described as the 1 South Unit, 7 North Unit, including 

the cells located in those units, and the Education Department's law lfunuy on tile second 

floor of the building, located in Metropolitan Cmrectional Center, 150 Park Row, New 

York, New York 10007. 

II. Execntio:n Q:l'the W,irr;1rtt 

L,iw enforcement agents an, permitted to execute the search warrant at any time in the day 

or night. Upon the execution ofthis wanant, notice will be provided at or as soon as possibll' after 

the execution of the .seatch. 

ITT. Items to Be Searched a:nd $ejzed 

A. Eviden~¢, Jl'ruits, and I:nstrume:ntalities of the Subject Offenses 

The items to be searched a:nd/or seized from the Subject Premises include the following 

evidence, fruits, and itistrurnentalities of: Title 18, United State's Code, Sec ti om 401 (contempt of 

court); Title 18, United States Code, Sectioi, 793 {unlawful disclosur<, of o)assitied infoq:µation;; 

Title 18, tJnited States Code, Seci:ion 1030 (unautborjzed computer access), Titlel8, Uuited States 

Code, Section 1343 (wire fraud), Title· 18, United States Code, Section 1503 (obstruction of 

justice), Title 18, United States Code, Seci:iofi 1791 (snui,gglifig contraband iµto a federal detention 

facility) and Title 18, United States Cod«, Section 2252A (illegal acts related to cl:fild 

p9tnography); as well as CCJnspirae)es and attempts to violate these provisions and aiding and 

abetting these offenses, among other statutes (the ''Subject Offenses"): 

1. A Samsung cellphone with IiVIEI 351073084445432 and/or Serial Number 

R58J61 QOJCD (the "Schulte Cellphone"). 
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2. An iPhone cellphone with1MEI 358793052665l6l ("iPhone-1"); 

3. An iPhone cellphone with !MEI 354444064445994 ("iPh<,me-2," tog('ther with 

iPhone-1 artd the Schulte Cellphone, the ''Contraband Cellphones"). 

4. Ev:\dence pertaining to the smuggling in of the Contraband Cellphones. 

5. Evidence concwning tl)e identity or lqcation of, and c01nmunications with, any 00° 

conspirators. 

6. Any and all notes, docnments, records, ccn-espoudenQe, or materials, in arty format 

and mediU)il (incluaing, but not limited to, envelopes, letters, papers, e-mail messages, chat logs 

and electronic messages, other digital dafa files and web cache information, and handw:titten 

notes), pertaining to the 1intluthorized retention, gathering; and transmission of classifie_d 

documents or materials, and the unautho.rized removal and. retention of olassjfied documents or 

materials; and, m pa1tic1Jl!l½ the-documents bearing the following title_s or des911ptions: 

a.. Article 1: "Presumption ofinnocence: A petition fot redress of grleVl;lnces" 

b.. Artide 2: ''Presumption ofinnocence: A loss of citizenship'' 

c.. Alticle 3: "Presumption 9f Innoce!l.cer Do you Want to play a game" 

d. Article 4: "Presumption ofinnocence: Detention is not punishment" 

e. Article 5: "Presumption of Innocence: lnficcent1111til proven Wealthy" 

f. Article 6: ''Presumption ofinnocence: Can yon afford to b_e accused?" 

g. Article 7: "Presumption ofinnocenoe: A ptoposed solution" 

h. Article 8_: ''.Presmnption of1:nnocence: Origins'' 

i. Article 9: " ... unalienable Rights, that. among these are tire, Liberty and 

the pursuit ofHappiness" 

2 
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./ 

.i- HM~~1Jift}F-a1;i.ouLJune 7. 20) 8 and tifled ''IJJ.i.oo~ 1)'0~ 

•States v. Joshua Adam-Sem>itf\ J 7 Cr,..548 (PAGr,PRO gg EA!L AP!lUC '\TIGWt_ ~~ 

7. Evidence of the Subject Offenses on the Contraband Cellphones, including: 

a. The phone numbers associated with the Contraband Cellphones, as well as 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphones; 

b. Address books and contact lists stored on the Contraband Cellphones orits 

memory card(s); 

c. Voicemail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence concerning the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidence concerning the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

f. Evidence of communications among, or concerning, participants in or 

witnesses to the commission of the Subject Offenses; 

g. Contact information of co-conspiratol's and witllesses to the commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant 

messaging and social media accounts; 

h. Text, data, "chats," MMS ("Multimedia Messaging Service") messages, 

SMS ("Short Message Service'') messages, Fac;eTime messages, and e-.mail messages; any 

attachments to thosi) messages, s11ch as digital photographs and videos, and any associated 

information, such as the phone number 01' e-mail address from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

3 
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j. Browsing history, websites visited, and internet searches conducted on the 

Contraband Cellphones related to the Subject Offenses. 

8. If Jaw enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a reasonable amount of ti:tne, not to exceed 60 days from. the .date of 

execution of the warrant. If, a:fte1' such a search has b1;Jen c;onducted, it is determined that a 

computer or device contains any data listed in pliragtaphs 2.and 3, the Government will retain the 

computer ot deVIce. If it is determined that the computer(s) or device(s) are no longer 11ecessary 

to r\ltrieve and preserve the data, attd the ifoms are not subject to seizure pursuant to Federal Rule 

of Criminal Procedure 41 (b ), suchmatetials and/ot equipment will be returned within a reasonable 

time. In any event, such materials and/or equipment shall be returned n~ later than 60 days from 

the exeeutidtl of this warrant, unless further application is roade to the Cm)rt. 

)3. ·Sear~h and Seizure of E!ectronfoally Stored Information 

The items to be .searched a11d seized from the S11bjectPremises also include any cellpho11.es 

that may contain any eh:C('ronioally stored in,fotmation falling within the categ?ries set furth in 

Section III.A of this Attachment above, inc!µdl;lg, bt1t not limited to, desktop and laptop 

9omJmters, disk drives, modems, thunib di-Ives, personal digit:,l i\Ssistants, smart phcllles, digital 

cametas, a)ld $cannets. The items to be searched and seized from the Subject Ptemises also 

include: 

1. A11y items or records needed to access th" data stored on any seized or copied 

computer devioes or storage media, including but 1;10t limited to any physioal keys, encryption 

devices, or records oflogincredentials,passwords, private eficTYl;'tionkeys, at sitnilatinformation. 

4 
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2. Any items or records that may facilitate a forensic examination of the computer 

devices or storage media, including any hardware or software manuals or other information 

concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the persons with access to, control over, or ownership of 

the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 

forensic image copies, Jaw enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and . 

related proceedings, atto111eys for the govennnent, attorney support staf:t; agency personnel 

assisting the government in this investigation, and outside technical expe1ts under government 

control) are authorized to review the ESI contained therein for information responsive to the 

warrant. 

In condncting this review, law enforcement personnel may use various techoiques, 

including but not limited to: 

• surveying various file "directories" and the individual files they contain (analogous to 

lool<lng at the outside ofa file cabinet for the markings it contains and opening a drawer 

believed to contain pertinent files); 

• opening or cursorily reading the first few "pages" of such files in OTder to determine 

their precise contents; 

• scanning storage areas to discover and p9ssibly recov<;r rec-ently deleted fil(;)s; 

• scanning storage areas for deliberately hidden files; 

5 
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I 

• perforntlng key word searches thtoughall electronic storage areas to determine whether 

occuiTences of language contained in such stornge areas exist that are intimately related 

to the su~ ect matter of the investigation; and 

o makingreasonable efforts to utilize computer search methodology to search only for 

files, docUJUents, or other electronically stored infmmatioh within the categories 

iqentified in this. Attachrr\eht. 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

See Attachment A 

) 
) 
) 
) 
) 
) 

Case No. S1 17 Cr. 548 (PAC) 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and gi.ve its location): 

See Attachment A 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the property 

to be seized): 

See Attachment A 

The search and seizure are related to violation(s) of (insert statutmy citations): 

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 1343 
{wire fraud), 1503 (obstruction of justice}, 1791 (smuggling contraband into a federal detention'faci!ity) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before October 30, 2018 

0 in the daytime 6:00 a.m. to IO p.m. 
(not to exceed 14 days) 

r,£ at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property . 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the warrant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. 

!2f Upon its return, this warrant and inventory should be filed under seal by the Clerk of the Comt. ~ 
USMJ Initials 

ii I find that immediate notification may have an adverse result listed in 18 U.S.<::,§ ,270,5
1
,(e;<'cept for delay 

of trial), and authorize the officer executing this warrant to delay notice to the pers01h~ho, ,or whos~ property, will be 
searched or seized (check the appropriate box) 0for 30 days (,101 to exceed 30). · ' 

Date and time issued: 

Ountil, the facts justifying, the later.sp_~~Jf(c date of 

ib/t~{wlr ~tit•;, 
' '" f. ' ' 

✓udge '.S ~~ignature, , \ 
' I ' ' ' , I 

City and state: New York, NY The Honorable l?~ul ,~' 1Cf(ltt111 lJ.,S.D.d .. 
' -----,.-;-,~~+-~,.........- ~, ------

Printed na'me p.r,uf 't(ile 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date aud time warraut executed: Copy of wairnnt aud inventory left with: 

S1 17 Cr. 548 (PAC) 

Inventory made in the presence of : 

Inventory of the property taken and name of auy person(s) seized: 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 

to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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Attachment A 

I. Identification of the Discovery Laptops Be Searched 

The Discovery Laptops include two laptops (the "FBI Laptop" and the '.'MCC Laptop"). 

The FBI Laptop is a Black Acer laptop Aspire 1A114-31 Series. The FBI Laptop is 

currently located at the FBI's New York Field Office, 26 Federal Plaza, New York, New York. 

The MCC Laptop is an HP EliteBook 8460p with serial number SIN MXL1440Yl. The 

MCC Laptop is cunently located at the MCC, 150 Park Row, New York, New York. 

II. Execution of the Warrant 

Law enforcement agents are peimitted to execute the search wanant at any time in the day 

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after 

the execution of the search. 

III. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

Pursuant to the process described below, the Discovery Laptops may be searched to 

determine whether any hidden storage locations (the "Covert Partitions") were created or used on 

the Discovery Laptops. The Discovery Laptops, including the Covert Partitions, may be 

searched for the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United 

States Code, Sections 401 ( contempt of court); Title 18, United States Code, Section 793 (unlawful 

disclosure of classified information); Title 18, United States Code, Section 1030 (unauthorized 

computer access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18, 

United States Code, Section 1791 (smuggling contraband into a federal detention facility), and 

Title 18, United States Code, Section 2252A (illegal acts related to child pornography); as well as 

conspiracies and attempts to violate these provisions and aiding and abetting these offenses (the 

"Subject Offenses"): · 
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a. Evidence of the creation, existence, and/or use of Covert Partitions; 

b. Evidence of the identity(ies) of the user(s) of the Covert Partitions, 

encrypted email accounts (the "Encrypted Accounts"), and cellphones being used by Joshua Adam 

Schulte, Omar Amanat, and others at the MCC (the "Contraband Cellphones"), as well as other 

coconspirators in contact with the Contraband Cellphones and/or Encrypted Accounts; 

c. Evidence relating to the geolocation of the users of the Covert Partitions, 
' 

the Encrypted Accounts, and/or Contraband Cellphones at times relevant to the Subject Offenses; 

d. Evidence relating to the participation in the Subject Offenses by Schulte, 

Amanat, and others using or in communication with the Encrypted Accounts and/or Contraband 

Cellphones; 

e. Evidence concerning financial institutions and transactions used by the 

users of the Covert Partitions, Encrypted Accounts, and/or Contraband Cellphones in furtherance 

of the Subject Offenses; 

f. Communications evidencing crimes, including the Subject Offenses; 

g. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Covert 

Partitions, Encrypted Accounts, and/or Contraband Cellphones; and 

h. Passwords or other information. needed to access any such computers, 

accounts, or facilities. 

B. Wall Search Procedures 

1. The Discovery Laptops will first be reviewed by law enforcement agents and 

prosecutors who are not part of the prosecution team (the "Wall Team") to identify any Covert 

Partitions or evidence of the creation, existence, or use of any Covert Partitions. 

2 
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2. If the Wall Team does not identify any Covert Partitions being used to store data 

and/or documents or evidence of the creation, existence, or use of any such Covert Partitions, the 

Wall Team will stop its search and return the Discovery Laptops to the FBI or MCC. 

3. If the Wall Team does identify Covert Partitions containing data and/or documents 

or evidence of the creation, existence, or use of any such Covert Partitions, the Wall Team will 

review the data and/or documents to determine whether it is subject to any privilege, and, if so, 

segregate that data/document. 

4. The Wall Team will then turn over the remainder of the data and/or documents to 

the FBI case agents involved in the prosecution who would review those data and/or documents 

for evidence of the Subject Offenses, as outlined above. 

5. All privileged materials and materials, including the Discovery Laptops, not 

subject to seizure pursuant to this warrant will be returned to the FBI or MCC, as appropriate. 

3 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

) 
) 
) 
) 
) 
) 

Case No. S1 17 Cr. 548 (PAC) 

See Attachment A 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and give its locatfon): 

See Attachment A 

The person or prope1ty to be searched, described above, is believed to conceal (identify the person or describe the property 

to be seized): 

See Attachment A 

The search and seizure are related to violation(s) of (insert statutmy citations): 

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 
1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before October 18, 2018 

0 in the daytime 6:00 a.m. to 10 p.m. 
(not to exceed 14 days) 

~ at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the execution of the wal1'ant, must prepare an 
inventory as required by law and promptly return this warrant and inventory to the Clerk of the Court. 

Ill' Upon its return, this wal1'ant and inventory should be filed under seal by the Clerk of the Court. ____ _ 
USMJ Initials 

i'5 I find that immediate notification may have an adverse result listed in 18 U.S.C. § 2705 (except for delay 
of trial), and authorize the officer executing this warrant to delay notice to the person who, or whose property, will be 
searched or seized (check the appropriate box) !\lffor 30 days (not to exceed 30). 

• until, the facts justifying, the later specific date of 

Date and time issued: l) c)i,~ \, I ?.,<> I y (e 

'-li °b'l f.f!l. Judge's signature 

City and state: New York, NY The Honorable Paul A. Crotty, U.S.D.J. 
Printed name and title 
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Attachment A 

I. Identification of the CD to Be Searched 

The CD is a silver and white compact disc bearing the marking "2018.10.5" and "65C-

. NY-2142433." The CD is currently located at the FBI's New York Field Office, 26 Federal Plaza, 

New York, New York. The CD contains the contents of three encrypted email accounts 

("Encrypted Account-1," "Encrypted Account-2," and "Encrypted Account-3," together the 

"Encrypted Accounts"). 

The Encrypted Accounts are encrypted email accounts downloaded to the CD from a 

foreign service provider known as ProtonMail Secure Message, which according to its website is 

based in Switzerland. Encrypted Account-1 is the account named annonl204@protonmail.com; 

Encrypted Account-2 is the account named presumedguilty@protonmail.com; and Encrypted 

Account-3 is the account named freejasonbourne@protonmail.com. 

II. Execution of the Warrant 

Law enforcement agents are permitted to execute the search warrant at any time in the day 

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after 

. the execution of the search. 

III. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

The CD may be searched for the seizure of the following evidence, fruits, and 

. instrumentalities of: Title 18, United States Code, Sections 401 (contempt of court); Title 18, 

United States Code, Section 793 (unlawful disclosure of classified information); Title 18, United 

States Code, Section 1030 (unauthorized computer access), Title 18, United States Code, Section 

1503 (obstruction of justice), Title 18, United States Code, Section 1791 (smuggling contraband 

into a federal detention facility) and Title 18, United States Code, Section 2252A (illegal acts 
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related to child pornography); as well as conspiracies and attempts to violate these provisions and 

aiding and abetting these offenses (the "Subject Offenses"), including: 

a. Evidence of the identity(ies) of the user(s) of the Encrypted Accounts and 

contraband cellphones in the Metropolitan Correctional Center (the "Contraband Cellphones"), as 

well as other coconspirators in contact with the Encrypted Accounts and/or Contraband 

Cellphones; 

b. Evidence relating to the geolocation of the users of the Encrypted 

Accounts at times relevant to the Subject Offenses; 

c. Evidence relating to the participation in the Subject Offenses by Schulte, 

Omar Amanat, and others using or in communication with the Encrypted Accounts and/or 

Contraband Cellphones; 

d. Evidence concerning financial institutions and transactions used by the 

users of the Encrypted Accounts and/or Contraband Cellphones in furtherance of the Subject 

Offenses; 

e. Communications evidencing crimes, including the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Encrypted 

Accounts and/or Contraband Cellphones; and 

g. Passwords or other information needed to access any electronic devices like 

the Contraband Cellphones or facilities like the Encrypted Accounts. 

2 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
f~he -

Southern Dis~t,o w G 
In the Matter of the Search of 

(Briefly describe the property to be searched 
or identify the person by name and address) 

See Attachment A 

) 
) 
) Case No. S1 17 Cr. 548 (PAC) 
) - - ----~--- -_ 

) 
) 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
{identify the person or describe the property to be searched and give its location): 

See Attachment A 

The person or property to be searched, described above, is believed to conceal (identify the person or describe the property 

to be seized): 

See Attachment A 

The search and seizure are related to violation(s) of (insert statutory citations): 

Title 18, United States Code, Sections 401 _(contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 
1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before October 15, 2018 

0 in the daytime 6:00 a.m. to 10 p.m. 
· (not to exceed 14 days) 

r.A at any time in the day or night as I find reasonable cause has been 
established. 

Unless delayed notice is authorized below, you must give a copy ofthe\W(llry:''/llt lilld a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken,. dr leave the copy and receipt at the 
place where the property was taken. 

The officer executing this warrant, or an officer present during the 'e_X(:\CUtion of the warra..it, must prepare an 
inventory as r~quired by l~w and prompt~y return this warrant and inventory to the Clerk of!b.e Court, 11,,,.,, 

~ Upon its return, this warrant and mventory shm-1-ld be filed und~r s~al ~y the Clerk of the Court. _I_YtL. __ _ 
USl)[J Initials 

~ I fmd that immediate notification may have an adverse result listed,in 18 1.:/.S.C. § ,2705 (except for delay 
of trial), and authorize the officer executing this warrant to delay notice to the IJerson_who, pr whose property, will be 
searched or seized (check the appropriate box) 0for 30 days (not to exceed 30). · · . 

Ountil, the facts justifying, the later specific date of 

Date arid time issued: (Jtluf.,._ \ lo!l 4/ 3 ~ &,J,/.H' 
-----;+----~~--J,-1ud_g_e-•s-s-ig-n-at-ur_e _________ _ 

City and state: New York, NY The Honorable Paul A. Crotty, U.S.D.J. 
Printed name and title 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Page 2) 

Return 

Case No.: 

S1 17 Cr. 548 (PAC) 

I Date and time warrant executed: I Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person( s) seized: 

Certification 

I declare under penalty of perjury that this inventory is correct and was returned along with the original warrant 
to the Court. 

Date: 
Executing officer's signature 

Printed name and title 
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Attachment A 

I. Identification of Documents to Be Searched 

On October 3, 2018, law enforcement officers executed a search warrant at the 

Metropolitan Correctional Center ("MCC") pursuant to a search warrant signed by the Court on 

October 2, 2018 (the "MCC Search Warrant"). The MCC Search Warrant is attached hereto as 

Exhibit A and is incorporated by reference, including the defined terms identified therein. Prior 

to that search, MCC officials had removed approximately 300 documents from a cell formerly 

inhabited by Joshua Adam Schulte (the "Schulte Cell Documents") and moved those documents 

to an official office in the MCC. The Schulte Cell Documents are the subject of this warrant. 

II. Execution of the Warrant 
l., 

Law enforcement agents are permitted to execute the search warrant at any time in the day 

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after 

the execution of the search. 

III. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

Pursuant to the process described below, the Schulte Cell Documents may be searched for 

the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United States Code, 

Sections 401 (contempt of court); Title 18, United States Code, Section 793 (unlawful disclosure 

of classified information); Title 18, United States Code, Section 1030 (unauthorized computer 

access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18, United States 

Code, Section 1791 (smuggling contraband into a federal detention facility) and Title 18, United 

States Code, Section 2252A (illegal acts related to child pornography); as well as conspiracies and 

attempts to violate these provisions and aiding and abetting these offenses (the "Subject 

Offenses"): 
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a. The Schulte Articles, which are already subject to seizure pursuant to the 

MCC Search Warrant; · 

b. Any documents, including the JohnSmith Document, pertaining to the 

smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure 

pursuant to the MCC Search Warrant; 

c. Any documents, including the Fake FBI Document, reflecting an attempt to 

obstruct justice through the creation of false documents; 

d. Any other documents that would be subject to seizure pursuant to the MCC 

Search Warrant. 

B. Wall Team Search Procedures 

1. The Schulte Cell Documents will first be reviewed by law enforcement agents and 

prosecutors who are not part of the prosecution team (the "Wall Team") to segregate out any 

privileged documents. 

2. The Wall Team will then turn over the remainder of the documents to the FBI case 

agents involved in the prosecution who would review those documents for evidence of the Subject 

Offenses, as described above. 

3. All privileged documents and documents not subject to seizure pursuant to this 

warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC 

protocols. 

2 

Case 1:17-cr-00548-PAC   Document 98-3   Filed 06/18/19   Page 5 of 14



JAS_021139

EXHIBIT A 
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AO 93 (SDN2' Rev. 01/17) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the pers.o.n by name and address) 

See Attachment A 

) 
) 
) 
) 
) 
) 

18 MAG~)~. FY7 
. (' ) ' . 

Case No. S117 Cr. 548 (PAC) 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforc.eme:nt officer or an attorney for the government requests the search 
of the following person 01· property located in the Southern District of New York 
{identify the person oi· describe the property to be searched and give its location): 

See Attachment A 

'I11e person or property to be searched, described above, is believed to conceal (iden~ifj, the person or describe the property 
to be seized}; 

S.eeAttachment A 

The search and seizure are related to violation(s) of{insert statutory citations): 

Title 181 l)nited States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classllled infonnation); 1030 (unauthorized computer access), 1343 
(wi~e fraud), 1503 (obstruction ofiustice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU .ARE COMMANDED to execute this warrant on or before October 15, 2018 
(not to exce.ed 14 days) 

0 in the daytime 6 :00 a,m. to 10 p.m. ref at any time in the day or night as I find reasonable c·ause has been 
established. 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 
place where the property was taken. , ' ' ' · ' 1 

, •. 

. 'i\ ' . '. '' 
. Toe officer executing this warrant, or an officer present during the exem+ti6.rt 6f, i:b,71.yatta~r; ·tuust prepare an 

inventory as r~quired by l~w and prompt~y return this warrant arid inventory to _t~~ .. ~lerko;f the Coul't J~ 
vf Upon its retum, this warrant and mventory shorild be filed unde1' seal hy 1ii~ r1edc oJ~e Cpurt., ·~. ·.:....:· ""'· ·~: __ 

; · . · ·· · · . · · US})tJ Initials 
• • • \ { I ' , ' ~ • ~ • 

ls1 I find that :immediate notification may have an adverse result listed in ;J 8 :{r.~,.c.'· § 27;5 · (eic!='itf oritelay 
of trial), and authorize the officer executing this warrant to delay notice to the p,e)c·ed:d w.µo, or wha,se prop¢t1,y, will be 
searched or seized (check the appropriate box) ¢for 30 days (not to exceed JO).· .. i: .' · : . · · ' 

• until, the facts justifying, elater speciyi.1: ~ate:of · -. .,.., ·~-----
, ,I 1 ~ \ ~ . ' \ 

Date and time issued: 

C>(()~ 

City and state: _N_e_w_Y_o_rk~1_N_Y ____ _ The Honoraple Paul A. Crotty, U.S.D.J. 
Printedname and title 
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A093 (SDNY llev. 01117) Search and SeiZJ!r(l Warrant (Page_2) 

Return 

Case No.: I Date rind time warrant exe¢.1:1ted: 

S117 Cr. 548 (PAC) 

l Copy of warrant and inventory left with: 

Inven.tory ¢ade in the presence of: 

Inventory of the property taken and U/llI!.e of any person(s) seized: 

Certification 

I declare under penalfy of perjury that this mventory is conect and was returned along with the original wai±ant 
totheCoUii:. · · 

Date: _______ _ 
Executing officer's signature 

Printed name a;1d title 
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Attachment A 

I. Premis~ to pe Searched--Subject Premises 

The. premises to be searched (the "Subject Premises") is desqribed as follows, and includes . 

ail Iociced and closed containers found therein: 

The Subject Premises is particularly described as the 7 South Unit~ 7 North Unit, including 
the cells located in those units, and the Education Department's law library on the second 
floor of the building, 1oi;:::ated in .Mettbpol:itah Correotional Cente:t\ 150 Parl< Row, New 
York, New YOTk 10007. 

II. Execution of the Watra)lt 

Law enforcement agents are permitted to execute the search warrant at anytime in the d.ay 

or night.. Upon the executfon of this warrant, notice will be provided at or as soon as poss1bfo .after 

the execution of th• search. 

ill. Items to Be Searched and Seized 

A. E:vide:iice; Fi'uits, and Instrumentalities of the Subject Offenses 

The items to be searched and/or s~ized from the Subject Pre.mises include the following 

evidence, frui~s, aud instrumentalities of; Title 18;. United States Code, Se•tio:o.s 401 (contempt of 

.. court); Title 18; United States Code; Sectiol). 793 (unlawful disclosure of classified information); 

Title 18, United State$ Code, Section 1030 (unauthorizedooniputer access), Title 18, United States 

Code,_ Section 1343 (wire fi:aµ.d), Title 18, United States Code,. Section 1503 ( obstruction of 

justice); Title.18, United .States Cod~, Section 1791 (smug$1ifig cotitraband ititQ a federal detention 

facility) and Title 18, United States Code, Section 2252A (illegal acts related to child 

pornography); as well as conspiracies and attempts to violate these provisions. and. aiding and 

abetting these offenses, among other statutes (the '-Subject Offenses''); 

1. A Samsung cellphoi;J.e with JMEI 35707308444$432 and/or Serial Number 

R58J61 QOJCD (the "Schulte Cellphon,e"). 
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2. An iPhone cellphone with I.MEI 358793052665161 ("iehone-1'1); 

3. An iPhone cellphone with IMEI 354444064445994 ('~iPhone-2t together with 

iPhone-1 and the Schulte Cellphone, the "Contraband Cellphones"). 

4. Evi,den¢"e pe;ttainingto the smuggling in of the Contraband Cellphones. 

5. Evidence concerning the identity or location of,. and, co:nunl!llieationswith, any co­

conspirators. 

6. Any and all notes, documents, records, correspondence, or materials; in any ;format 

. and medium (including, bl.j.t not limited to, envelopes, letters, papers, e-mail messages, chat logs 

and electronic messages, other digital clata. files a:t1d web cache information, and handwritten 

notes)~ pertaining to the unauthorized retention, gathering, and transmission of classifiep. 

documents or materials, and the unauthorized removai and. retention of classified documents or 

materials, artq., in particular, the documents bearing the following titles or desoriptio:n,s_: 

a. Article 1.: "Presumption ofinnocence: A petition for redress of grieyi:j.nces" 

b. AJ'ticle 2: "Presumpt.fon ofinnocence: A loss of citizenship'' 

c.. Arti:cle 3: "Ptesmnption of Innocence: Do you want to play:a game" 

d. Article 4: "Presumption oflrtnocence: Dete:p.tion is not punishm.eptH 

e. Article 5: 1'Presumption of Innocence: Innocent until proven Wealth3?' 

f; Article 6: ''Presumption of Innocence: Can you afford to be.accused?" 

g. Article 7; "Prcsuuipticm. of Innocence: A proposed solution" 

h. Atticle. 8: ''Pteswn:ption ofltmoqe.nce: O;rigins" 

L Article 9: " ... unalienable Rights, that among these are Life, Liberty and 

the pursuit of Happiness" 

2 
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j. Ha.filf'.vmt&J deSEfnent dated DiI a± al:JOJJt fame 7 2018 and titJed "IJnitea:-r.. /.:J<::fi 

-States v . .foshuaAdam Sehults, 17 Cr 548 ~ A,.C)~ PR-0 g:g "BA±L AJ>l?UG6 TI-OH.'t_ 0)~ 

7. Evidence of the Subject Offenses on the Contraband Cellphones; including: 

a. The phone numbers associated with the Contraband Cel~phones, as well as 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphones; 

b. Address books and contact lists stored on the Contraband Cellphones or its 

memory card(s); 

c. Voicemail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence conceming the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidence conceming the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

f. Evidence of communications among, or concerning, participants .in or 

witnesses to the commission of the Subject Offenses; 

g. Contact information of co-conspirators and witnesses to the commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiers for instant 

messaging and social media accounts; 

h. Text, data, "chats," MMS ("Multimedia Messaging Service") messages, 

SMS ("Short Message Service") messages, FaceTime messages, and e~mail messages; a;ny 

attachments to those messages, such as digital photographs and videos,, and any associated 

information, such as the phone number or e-mail addtess from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

3 
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j. Browsing history~ websites visit¢d, and internet searches conducted on the 

Contraband Cellphones related to the Subject Offenses. 

8. If law enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a teaso1;1able amo1,1Ut of time, not to exceed 60 days from the date of 

execution of the warrant. If, after such a search has beert conducted, it is determined that a 

computer or device contains any data listed in paragraphs z and 3, the Govetrunent will retain the 

computer ot device. If it is determined that the computer(s) or device(s) are no lon;get necessary 

to retrieve and preserve the data, and the ite111.s are not subjectto seizure pursuant to Fede:1:al Rule 

of Criminal Procedure 4l(b), su.chmateria1s and/ot equipment will be returned within a reasonable 

time. In any event, such materials and/or equipment shill be.returned n~ later than 60 days from 

the exeC1;1;ti,on of this warrant; unless further application is made to the Couit. 

B. Search and Seizure of Electronically Stored Information 

The items to be searched and seized from the Subject Premises. also inciude any cellphones 

that may ·contain auy electtonical1y stetted in:forrllati9n falling within the categ?ries s~t forth in 

Section III.A •of this Attachment above, inchidm.g, but not limited to, desktop and laptop 

computers; disk drives, moderns, thumb drives, personal digitl:J-1 assistants, sm.art phones, digital 

camer~s, and $cannei·s. The items tcr be searched and seized from the Subject Premises alsq 

include: 

1. Any items or records needed t• access the data stored on any seized or copied 

computer devices or storage media, including b:u,t 1).ot limited td any physical keys, encryption 

devices,. orrecords of login credentials, passwords, private encryption keys, or similar information. 

4 
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i. Any items or records that may facilitate a forensic examination of the computer 

devices or storage media, including any hardware or software manuals or other information 

concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the persons with access to, control over, or ownership of 

the seized or copied compute1· devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 

forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the natm:e of the ESI and the status of the investigation and , 

related proceediµgs, attomeys for the government, attorney support staff, agency personnel 

assisting the government in this investigation, and outside technical experts under government 

control) are authorized to review the ESI contained therein for infonnation responsive to the 

warrant. 

In conducting this review, law enforcement personnel may use various techniques, 

including but not limited to: 

• surveying various file "directoriesn and the individual files they contain (analogous to 

looking at the outside of a file cabinet for the markings it contains and opening a drawer 

· believed to contain pertinent files); 

• opening or cursorily reading the first few 11pages 11 of such files in order to determine 

their precise contents; 

• scanning storage areas to discover and p9ssibly recover recently deleted files; 

• scanning storage areas for deliberately hidden files; 

5 
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• performing key word searches through all electronic storage a:re;:1.s to determine whether 

occ1JIT'e'i1ces of language contained in such storage areas exist that are intimately :relate~ 

to. the subject matter of the investigation; q11d 

• making reasonable effotl:s to utilize coniput¢r search mt:thodology to search only for 

ftles, documents,· or other electronically stored inform:atioh Within the categories 

identified in this Attachment. 

6 
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Alf 106 (SONY Rev. 01/17) Application for a Search Warrant 

UNITED STATES DISTRICT COURT 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

See Attachment A 

for the 

) 

~ 
) 
) 
) 

l 
Case No. S1 17 Cr. 548 (PAC) 

APPLICATION FOR A SEARCH AND SEIZURE WARRANT 

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under 
penalty of perjury that I have reason to believe that on the following person or property (identify the person or describe the 
property to be searched and give its location): 

located in the ___ S_o_u_th_e_r_n __ District of _____ N_e_w_Y_o_rk ____ , th~re is now concealed (identify the 

person or describe the property to be seized): 

See Attached Affidavit and its Attachment A 

The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more): 

liO evidence of a crime; 

ixJ contraband, fruits of crime, or other items illegally possessed; 

:0 property designed for use, intended for use, or used "in committing a crime; 

0 a person to be arrested or a person who is unlawfully restrained. 

The search is related to a violation of: 

Code Section(s) Offense Description(s) 

18 U.S.C. §§ 401; 793; Contempt of court; unlawful disclosure of classified information; unauthorized computer 
1030·, 1503,· 1791 ·, 22_ 52A access; obstruction of justice; smuggling contraband into prison; illegal acts related to 

child pornography. 
The application is based on these facts: 

See Attached Affidavit and its Attachment A 

,&{ Continued on the attached sheet. 

~ Delayed notice of _lQ_ days (give exact ending date if more than 30 days: _____ ) is requested 
w:ider 18 U.S.C. § 3103a, the basis of which is set forth on the attached sheet. 

~~~{!~-· . 
/ ,_.u ____ ,·~_/ :,Applicant's signature .. 

____ J_eff_r_ey'.6avi1.~or'ialds~n, Fl31 Special Agent 
. P;intr3d ncqne .and title 

Sworn to before me and signed in my presence. 

Date: 10/03/2018 
;t~,.·.·. 

---------Ji-ucf;~ignat,...,'ur_e ________ _ 

City and state: _N_e_w_Y_o_r_k~, N_Y _______ _ The Honorable Paul A. Crotty, U.S.D.J. 
Printed name and title 
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UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 

In the Matter of the Application of the United 
States of America for a Search and Seizure 
Warrant for Documents Found in a Cell at the 
Metropolitan Correctional Center, 150 Park 
Row, New York, New York 10007, previously 
inhabited by Joshua Adam Schulte 

SOUTHERN DISTRICT OF NEW YORK) ss.: 

MAG 4 
TO BE FILED UNDER SEAL 

Agent Affidavit in Support of 
Application for Search Warrant 

JEFF D. DONALDSON, being duly sworn, deposes and says: 

I. Introduction 

A. Affiant 

1. I am a Special Agent of the Federal Bureau oflnvesfigation ("FBI") assigned to the 

New York Field Office, and have been employed by the FBI since 2010. I am currently assigned 

to a squad responsible for counterespionage matters and have wor~ed in the field of 

counterintelligence from 2010 to present. In the course of my duties as a Special Agent, I am 

responsible for investigating offenses involving espionage and related violations of law, including 

unauthorized retention, gathering, transmitting or losing classified documents or materials; 

unauthorized removal and retention of classified documents or materials; illegally acting in the 

United States as a foreign agent; other national security offenses; and the making of false 

statements. As a result of my involvement in espionage investigations and investigations involving 

the unauthorized disclosure or retention of classified information, as well as my training in 

counterintelligence operations, I am familiar with the tactics, methods, and techniques of United 

States persons who possess, or have possessed a United States Government security clearance and 

may choose to harm the United States by misusing their access to classified information. I am also 

1 

f 
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familiar, though my training and experience with the use of computers in criminal activity and the 

forensic analysis of electronically stored information. 

2. I make this Affidavit in support of an application pursuant to Rule 41 of the Federal 

Rules of Criminal Procedure for a warrant to seize and review certain materials identified during 

the search of the Metropolitan Correctional Center ("MCC"), which took place on October 3, 2018 

pursuant to a search warrant signed by the Court on October 2, 2018 (the "MCC Search Warrant"). 

The MCC Search Warrant and underlying affidavit are attached to this application as Exhibit A 

and is incorporated by reference, including the defined terms identified therein. 

3. As described in more detail, this application seeks the authority to seize and search 

documents (the "Schulte Cell Documents") collected from a cell formerly inhabited by Joshua 

Adam Schulte, among others. At least some of the Schulte Cell Documents appear to relate to the 

use of the Contraband Cellphones in the MCC and the creation of a false exculpatory document 

(specifically, a document purportedly written by an FBI whistleblower to Wikileaks exonerating 

Schulte), which are described in more detail below. Other of the Schulte Cell Documents, which 

the agents have not reviewed, bear indications that they were potentially created to aid in the 

preparation of Schulte's legal defense. As a result, and out of an abundance of caution, this 

application requests permission to have law enforcement agents and prosecutors who are not part 

of the prosecution team (the "Wall Team") search the Schulte Cell Documents first and segregate 

out any non-privileged documents that are responsive to this warrant. Only the segregated, non­

privileged Schulte Cell Documents will be provided to the prosecution team. The remaining 

documents will be returned to the MCC for delivery to Schulte within 48 hours. 

4. This Affidavit is based upon my personal knowledge; my review of documents and 

other evidence; my conversations with other law enforcement personnel; and my training, 

2 
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experience and advice received concerning the use of computers in criminal activity and the 

forensic analysis of electronically stored information. Because this Affidavit is being submitted 

for the limited purpose of establishing probable cause, it does not include all the facts that I have 

learned during the course of my investigation. Where the contents of documents and the actions, 

statements, and conversations of others are reported herein, they are reported in .substance and in 

part, except where otherwise indicated. 

B. The Subject Offenses 

5. For the reasons detailed below, I believe that there is probable cause that the Schulte 

Documents contain evidence, fruits, and instrumentalities of Title 18, United States Code, Sections 

401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized 

computer access), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal 

detention facility) and 2252A (illegal acts related to child pornography); as well as conspiracies 

and attempts to violate these provisions and aiding and abetting these offenses (the "Subject 

Offenses"). 

II.· Probable Cause and Request to Search 

6. Based on my training, experience, and participation in this investigation, as well as 

my conversations with others, I have learned, among other things, that: 

a. On October 3, 2018, I and other law enforcement officers executed the 

MCC Search Warrant. Prior to the search, MCC officials had removed the Schulte Cell 

Documents, among other things, from Schulte's former cell and stored them in an official office 

attheMCC. 

b. The Schulte Cell Documents are comprised of more than approximately 300 

pages of materials. In executing the MCC Search Warrant, the agents began to review the Schulte 

3 
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Cell Documents. During that search, law enforcement officers encountered, among other things, 

the following: 

i. The Schulte Articles, as described in the MCC Search Warrant; 

ii. The Pro Se Bail Motion, as described in the MCC Search Warrant1; 

iii. A document that bore the name of an email account 

Gohnsmith742965@gmail.com) identified on one of the Contraband Cellphones, as well as what 

appears to be the password for that account (the "JohnSmith Document")2; 

iv. A document that was purportedly authored by a member of the FBI 

that appears to be intended for Wikileaks (the "Fake FBI Document").3 The Fake FBI Document 

is purportedly from a whistleblower within the FBI who states, in substance and in part, that 

Schulte was not responsible for the Leak and that the FBI planted child pornography on his 

computer. 

c. As the agents were reviewing the Schulte Cell Documents pursuant to the 

MCC Search Warrant, they identified documents upon which there were markings that indicated 

they were potentially prepared to aid in Schulte's defense. 

7. In light of the foregoing, this application seeks authority for the Wall Team to 

review the Schulte Cell Documents to segregate out any privileged documents. The Wall Team 

will then turn over the remainder of the documents to the FBI case agents involved in the 

prosecution who would review those documents for evidence of the Subject Offenses, including: 

1 The MCC Search Warrant does not permit the Government to seize the Pro Se Bail Motion, and 
the Government is not seeking that authority in this application. 
2 The Government is seeking a search warrant to search this email account in a separate search 
warrant. 
3 In prison calls with his parents, Schulte discussed, in substance and in part, having his parents 
attempt to contact Wikileaks. 

4 
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a. The Schulte Articles, which are already subject to seizure pursuant to the 

MCC Search Warrant; 

b. Any documents, including the JohnSmith Document, pertaining to the 

smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure 

pursuant to the MCC Search Warrant; 

c. Any documents, including the Fake FBI Document, reflecting an attempt to 

obstruct justice through the creation of false documents; 

d. Any other documents that would be subject to seizure pursuant to the MCC 

Search Warrant. 

8. All privileged documents and documents not subject to seizure pursuant to this 

warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC 

protocols. 

5 
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III. Conclusion and Ancill~ry Provisions 

9. Based on the foregoing, I respectfully request the court to issue a warrant to search 

and seize the items and information specified in Attachment A to this Affidavit and to the Search 

and Seizure Warrant. 

10. In light of the confidential nature of the continuing investigation, I respectfully 

request that this Affidavit be maintained under seal until the Court orders otherwise. 

S cial Agent 
Federal Bureau of Investigation 

Sworn to before me on 
this 3rd day of October 2018 

THE HONORABLE PAUL A. CROTTY 
UNITED STATES DISTRICT JUDGE 
SOUTHEB,.Nl)tS'~W:OT OF NEW YORK 

\ I i _1, , I 

6 
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Attachment A 

I. Identification of Documents to Be Searched 

On October 3, 2018, law enforcement officers executed a search warrant at the 

Metropolitan Correctional Center ("MCC") pursuant to a search warrant signed by the Court on 

October 2, 2018 (the "MCC Search Warrant"). The MCC Search Warrant is attached hereto as 

Exhibit A and is incorporated by reference, including the defined terms identified therein. Prior 

to that search, MCC officials had removed approximately 300 documents from a cell formerly 

inhabited by Joshua Adam Schulte (the "Schulte Cell Documents") and moved those documents 

to an official office in the MCC. The Schulte Cell Documents are the subject of this warrant. 

II. Execution of the Warrant 

Law enforcement agents are permitted to execute the search warrant at any time in the day 

or night. Upon the execution of this warrant, notice will be provided at or as soon as possible after 

the execution of the search. 

III. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

Pursuant to the process described below, the Schulte Cell Documents may be searched for 

the seizure of the following evidence, fruits, and instrumentalities of: Title 18, United States Code, 

Sections 401 ( contempt of court); Title 18, United States Code, Section 793 (unlawful disclosure 

of classified information); Title 18, United States Code, Section 1030 (unauthorized computer 

access), Title 18, United States Code, Section 1503 (obstruction of justice), Title 18, United States 

Code, Section 1791 (smuggling contraband into a federal detention facility) and Title 18, United 

States Code, Section 2252A (illegal acts related to child pornography); as well as conspiracies and 

attempts to violate these provisions and aiding and abetting these offenses (the "Subject 

Offenses"): 
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a. The Schulte Articles, which are already subject to seizure pursuant to the 

MCC Search Warrant; 

b. Any documents, including the JohnSmith Document, pertaining to the 

smuggling in of the Contraband Cellphones and/or their use, which are already subject to seizure 

pursuant to the MCC Search Warrant; 

c. Any documents, including the Fake FBI Document, reflecting an attempt to 

obstruct justice through the creation of false documents; 

d. Any other documents that would be subject to seizure pursuant to the MCC 

Search Warrant. 

B. Wall Team Search Procedures 

1. The Schulte Cell Documents will first be reviewed by law enforcement agents and 

prosecutors who are not part of the prosecution team (the "Wall Team") to segregate out any 

privileged documents. 

2. The Wall Team will then turn over the remainder of the documents to the FBI case 

agents involved in the prosecution who would review those documents for evidence of the Subject 

Offenses, as described above. 

3. All privileged documents and documents not subject to seizure pursuant to this 

warrant will be returned to the MCC within 48 hours for delivery to Schulte pursuant to MCC 

protocols. 

2 
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·EXHIBIT A 
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AO 106 (SDNY Rev. 01/17) Application for a Search Warrant 

UNITED STATES DISTRICT COURT 

In the Matter of the Search of 
(Briefly describe the property to be searched 
or identify theperson by name arid address) 

See Attachment A 

for the 

I8MAG8377 
) 
) 

~ 
) 
) 

Case No. S1 17 Cr. 548 (PAC) 

APPLICATION FORA SEARCH AND SEIZURE WARRANT 

I, a federal law enforcement o.ffic\')r or an attorney for the government, request a search warrant and state under 
penalty of perjury that I have reason to believe that oi:J. the following person or property (identify the person or describe the 
property to be seaichedandgive its location): 

located in the ___ S_o_u_th_e_rn ___ District of _____ N_ew_Y,_o_r_k ____ , there is now concealed (identify the 

person or describe the property to be seized): 

· See Attached Affidavit and its Attach merit A 

The basis for the Search under Fed. R. Crim. P, 41 ( c) is (check one or more): 

00 evidence of a crime; 

iXJ contraband, fruits of crime, or other items illegally possessed; 

® property designed for use, intended for use, or used in committing a crime; 

0 a person to be ru.resteci or a person w}1o is unlawfully restrained. 

The search is related to a violation of: 

Code Sectiori(s) Ojj'fmse Description(s) 

18 u.s.c. §§ 401; 793; 1030; 
1343; 1503; 1791;2252A 

Contempt of court; unlawful disclosure of classified information; unauthorized computer 
access; wire fraud; obstruction of justice; smuggUng .contraband into prisoh; illegal acts 
related to child pornography. 

The application is based on these facts: 

See Attached Affidavit and its Attachment A 

M Continued on the attached sheet 

rlf Delay()d notice of 30 days (give exact ending date if more than 30 days: . ) is requested 
under 18 U.S.C. § 3103a~ the basis ofwhfoh is set forth on tlie attached she.et, , 

lJ:~Q· .. ·.:. ·l·· :,&:·, 
~ ' : ' ~;Y . \,,P.~ ..... =· ',,,..· -------

·.'' . .~pplicant 's sig,ia!tp:.e 
I ) ,.,·{ • • 

_ _. ~ J J \ ' ' • 1 

Jeff;:~v, David .DQnElldson,: FS,1 ',Sj:iecial Agent 
: ··. ' '. '. , ' Pi'inted.~c(lrie ~,1r] tit/¢: ··' 

Swam to before me and signed inmy presence. 

10/4~~01~ 
Date: 46ffla72018 

City and state: New York, NY The Honorable Paul A. Crotty,.U.S.D.J. 
Printed name and title 
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UNITED STATES DISTRICT COURT· 
SOUTHERN DISTRICT OF NEW YORK 

18MAG8377 
..... ____ .., ___ .............. ___________ ,. . __ .,. ... _________ .,. _____ .,. ________ . -____ .,_ 

In the Matter of the Application of the United ( 
States of° America for a Search Warrant for the : 
Premises Known and Described as 7 South Unit, : 
7 North Unit, Including the Cells Located In·: 
Those Units, arid the Education Department's : 
Law Library on the Second Floor, located in ( 
Metropolitan Co1Tectional Center, 150 Park Row, ~ 
New York; New York 10007, as well as Any: 
Closed Containers/Items Contained in the \ 
Premises 

--------- -------------------------------------------------

SOUTIIERN DISTRICT OF NEW YORK) ss.: 

TO BE FILED UNDER SEAL 

Agent Affidavit in Support of 
Application for Search Warrant 

JEFF D. DONALDSON, being duly sworn, deposes and says: 

I. Introduction 

A. Mfiant 

1. I am a Special Agent of the Federal Bureau ofinvesti.gation ("FBI'') assigned to the 

New York Field Office, and have been employed by the FBI sin.ce 20 IO. I am cuiwntly assigned 

to a squad responsible for counterespic>rtage matters and have worked in the fiel~ of 

counterintelligence from 2010 to present. In the course of my duties as· a Special Agent, I am 

responsible for investigating offenses involving espionage and related via lations of law, including 

unauthorized retention, gathering, transmitting or losing classified documents or materi&ls; 

unauthorized removal and retention of classified documents or materi'als; illegally acting in the 

United States as a foreign agent; other national security offenses; and the making of false 

statements. As. a result of my :involvement b.i espionage investigations and investigations involving 

the unauthorized disclosure or retention of classified information, as well as my training in 

counterintelligence operations, I am familiar with the. tactics, methods, and techniques of United 

States persons who possess, or have possessed a United States Governtnent secwity clearance and 

1 
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may choose to hann the United States by misusing their access to classified information. I am also 

familiar, though my training and experience with the use of computers in criminal activity and the 

forensic analysis of electronically stored information. 

2. I make this Affidavit in support ef an application pursuant to Rule 41 of the Federal 

Rules of. Criminal Procedure for a second warrant to search the premises specified below (the 

"Subject Premises") :for the items and information d(;lscribed in Attachment A. This Affidavit is 

based upon my personal knowledge; my review of documents and other evidence; my 

conversations with other law enforcement personnel; and m.y training, experience and advice 

received concerning the use of computers in criminal activity and the forensic analysis of 

electronically stored information ("ESI"). Because this Affidavit is being submitted for the limited 

purpose of establishing probable cause, it does not inc;lude all the facts that I have learned during 

the course of my investigation. Where the contents of documents and the actions, statements, and 

convetsations of others are reported herein, they are rep01te.d in substance and in pim-, except where 

otherwise indicated. 

B. The Subject Premises 

3. The Subject Premises is particularly described as the 7 South Unit (l'Unit-1''), 7 

North Unit ("Unit-2"), including the cells located in those units> and the Education Department's 

law librmy on the second floor (the "Law Library," together with "Unit-1" and "Unit-2," the 

"Subject Premises") located .in Metropolitan Correctional Center, 150 Park Row, New York, New 

York 10007. 

C. The Subject Offenses 

4. For the reasons detailed below, I 9elieve that there is probable cause that the Subject 

Premises cqntain evidence, fruits, and instrumentalities of Title 18, United States Code, Sections 

401 ( contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized 

2 
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computer access), 1343 (wire fraud), 1503 (obstructfon of justice), 1791 (smuggling contraband 

into a federal detention facility) and 2252A (illegal acts related to child pornography); as well as 

conspiracies and attempts to violate these provisions and aiding and abetting these offenses, among 

other statutes (the "Subject Offenses"). 

D. Terminology 

5. The tetm "computer," as used herein, is defined as set forth in 18 U.S.C. 

§ 1030(e)(l). 

6. The terms "records," "documents,'' and "materials" include all information 

recorded in any form, visual or oral, and by any means, whether in handmade form (including, but 

not limited to, writings, drawings, paintings), photographic form (including, but not limited to, 

microfilm, microfiche, prints, slides, negatives, videotapes, motion pictures, photocopies) or 

electrical, electronic or magnetic form (including, but not limited to, tape recotdmgs, cassettes, 

compact discs, electronic or magnetic storage devices such as floppy diskettes, hard disks, CD" 

ROMs, digital video disks (DVDs), Personal Digital Assistants (PDAs), Multi Media Cards· 

(MM Cs), memoty sticks, optical discs, printer buffers, smart cards, memory calculators, electronic 

dialers, Bernoulli drives, or electronic notebooks, as well as digital data files and printouts 01· 

readouts from any magnetic, electrical or electronic storage device), as well as the equipment 

needed to record such information (including but not limited to cameras and video recording md 

storage devices) .. 

II. Probable Cause and Request to Search 

A. Overview 

7. As described in further detail below, through this application, the Government 

seek~ a wan-ant to search the Subject Premises for two iPhcines one with !MEI 358793052665161 

and one with IMEI 354444064445994 (the "Contraband iPhones"); a Samsung cellphone with 

3 
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IMEI number 357073084445432 and/or Serial Number R58J61 Q0JCD (the "Schultt;:: Cellphone," 

together with the Contraband iPhones, the "Contraband Cellphones''); and copies of certain 

documents written by Joshua Adam Schulte (the "Schulte Documents"), 1 Schulte-who has been 

indicted for, among other things, possession of child pornography and unlawful disclosure of 

classified information-and another inp1ate, Omar Amanat-who was convicted at trial of various 

forms of fraud, including securities fraud-have been usi~g the Contraband Cellphones that were 

smuggled into the MCC to, among other thing-s, fabricate evidence and disseminate information 

that is either protected by a court-entered protective order or that is classified. 

B. Background on Amanat and Schulte's Detention at the MCC 

8. Based on my tr1:1,ining and experience, my participation in this investigation, and 

my conversations with other law enforcement agents and others, and my review ofreports prepared 

. by others, including other FBI agents, I have learned, among other things, that: 

a. Between in or about 2012 and November 2016, Schulte was employed by 

the Central Ifitellige:p.ce Agency (the ''CIA"). 

b. At the CIA, Schulte worked at a specific group (the "CIA Grm;tp") that, 

among other things, developed computer applications that the CIA used to gather intelligence 

abroad. 

c. As part of his w:ork, Schulte developed specialized skills in, among other 

things, hacking computers and computer networks and secretly obtaining data from computers and 

computer networks, 

d. In or about November 2016, Schulte resigned from the CIA. Prior to his 

resignation, Schulte had disclosed to other CIA employees that he was angry at what he perceived 

1 One of the Contraband iPhones was seized by the MCC on or about September 26, 2018. 

4 
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to be his mistreatment by CIA management in connection with a dispute Schulte had had with 

another CIA employee. 

e. Beginning on or about March 7, 2017 through in or about November 2017, 

the website wikileaks.org ("WikiLeaks") published information from the CIA Group at which 

Schulte previously worked (the "Leak"). The Leak appears to be the largest unauthorized public 

disclosure of CIA information in the history of the agency. 

f On or about August 24, 2017, the FBI arrested Schulte for, among other 

things, possession of child pornography, based on, in part, the FBI' s discovery of approximately 

-
10,000 images of apparent child pomogtaphy oti a personal desktop computer used by Schulte. 

g. Schulte was initially released on bail on or about September 15, 2017, over 

the Government's objection. Schulte's bail was revoked, however, in connection with his violation 

of his bail conditions, in particular, restrictfons on his use of computers or the Internet. Sch11lte's 

actions included, among other things, using an online network that allows for anonymous browsing 

of the Internet. Schulte has been detained at the MCC since on or about December 14, 2017. 

h. On or about June 18, 2018, the Government filed a superseding indictment 

that, in addition to containing the original child. pornography charges, also charged Schulte with 

violations of, among other statutes, Title 18, United States Code, Sections 793 and 1030, in 

connection with the Leak. 

i. The Goven:nuent has produced to Schulte certain search wanant affidavits 

(the "Schulte Search Warrant Affidavits") pursuant to a protective order entered by the Court on 

or about September 18, 2017 (the "Schulte Protective Order"). Based on the terms of the protective 

order, Schulte and his defense team were not permitted to disclose the Schulte Search Wall'ant 

5 
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Affidavits or the info1mation contained in them to anyone not involved in the preparation of 

Schulte's defense. 

9. Based ?n my training and experience, my participation in this investigation; my 

review of reports and other documents prepared by others, and niy conversations with other law 

enforcement agents and others, including an FBI agent involved in an ear~ier investigation and 

prosecution of Amanat, I have learned, among other things, that: 

a. · On or ·about July 13, 2016, the Government filed a superseding indictment 

c~arging Amanatwith wire fraud, conspiracy to commit wire fraud, aidittg and abetting investment 

advisor fraud, and conspiracy to commit securities :fraud. 

b. Amanat was arrested that day and released on bail on or about July 22, 201 q. 

c. On or about December 26, 2017, Arn.anat was convicted on all counts after 

a jury trial before the Honorable Paul G. Gardephe. 

d. Am.anat has been detained at the MCC since on or about December 26, 

2017. 

e. Amanat is cm"rently scheduled to be sentenced on or about October 18, 2018 

although that sentencing date may be adjourned because of requests by defense counsel for Amanat 

and his co~defendant, l{aleil Isaza Tuzman, for aFatico hearing. Isaza Tuzman was also convicted 

on or about December 26~ 2017 and is 01,111:ently-on bail pending sentencing. 

f. Amanat's brother and co-defenda-q.t, Irfan Amanat, is scheduled to proceed 

to trial before Judge Gardephe on October 22, 2018, on charges 6:f wire fraud, conspiracy to 

commit wire fi:aud, aiding and abetting investment advisor fraud, and conspiracy to commit 

securities fraud. 
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10. Based on my training and experience, my participation .in this investigation, my 

conversations with other law enforcement agents and others, and my review of reports and 

recorded telephone conversations, I have learned, among other things, that: · 

a. Schulte and Amanat ai-e cellmates at the MCC} and are housed in Unit-1.2 

b. During recorded telephone conversations from the MCC, 3 Schulte has 

stated that he and Amanat are friends and that Schulte is helping Amanat with a rep01t that will 

help to prove Amanat's alleged innocence. 

C. Schulte's Violation of the Schulte Protective Order and Disclosure of Classified 

Information While at the MCC 

11. B_ased on my training and experience, my conversations with other law enforcement 

agents and others, my participation in this investigation, and my review of reports and recorded 

conversations, I have learned, among other things, that: 

a. In .or about April 2018, in recorded calls from the MCC, Schulte discussed · 

with members of his family his desire to talk to members of the media about his case. Schulte also 

indicated that he had written several documents, which he called "articles," that discussed his case 

(the "Schulte Articles") and which he wanted to be disseminated to the media. It appears from the 

calls that at least some of the Schulte Articles may have been provided to one or more members 

ot'the media. 

b. In or about April 2018, in a recorded call from the MCC, Schulte spoke with 

an .individual who appeared to b·e a member of the media. During the call, Schulte discussed the 

information contained i:p. one of the Schulte Search Wanant Affidavits and why he felt that 

2 I understand that based on some of the conduct described in this Affidavit, MCC officials may 

move Schulte to another part of the MCC so that he is no longer Amanat's cellmate. 

3 All conversations or documents referenced in this Affidavit are described in substance and in 

part. 
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information was inaccurate. When asked if the information he was discussing was classified, 

Schulte responded that it was not classified, but. that it was protected by the "protective order." 

Nevertheless, Schulte continued to disclose :information found in one of the Schulte Search 

Warrant Affidavits. 

c. Ort or about May 15, 2018, the Washington Post and the New York Times 

published articles about Scb.ulte's case, in which they :indicated that their reporters had learned of 

information contained in at least one of the Schulte Search Warrant Affidavits. 

d. On or about May 21, 2018, at the Governinent' s request, the Court held a 

conference to address Schulte's violation of the Schulte Protective Order. During the hearing, the 

Government noted, among other things, that it had reviewed recordings of calls Schulte had 

participated in from the MCC. 

e. On or about June 20, 2018, at his arraignment on tlle superseding 

indictment, Schulte submitted a handwritten pro se bail motion to the Court (the "Pi'o Se Bail 

Motion,'; ±ngether with the SCIDJloo A rtiows, ta@ "ge11• Deettffi@~).4 ')~O 

f. The day after Schulte submitted the Pro Se Bail Motion, the Government 

informed Sohulte's counsel thafthe Pro Se Bail Motion was undergoing a review by the CIA to 

determine whether it contained classified information. 

g. It appears that after the Govemment informed Schulte' s counsel about the 

cfassification review, Schulte may have sent the Pro Se Bail Motion to an attorney and.his parents. 

h. The CIA has reviewed the Pro Se Bail Motion and the Schulte Articles, and 

has determined that the Pi:o Se Bail Motion and at least one of the Schulte Articles conta:in 

classified information. 

4 The Schulte Document, arcy;oro particularlY. described in Attachment A,_. "'n/ (,, c. U ~ 
Gn ~ -the >ch ✓k )1 rftc k1 I • 15~ 
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D. Am~mat's Fabrication of Evidence During His Trial 

12. Based on my training and experience, my participation in this investigation, and 

my conversations with other law enforcement agents and others, including an FBI agent involved 

in a prior investigation and prosecution of Amanat, I have learned, among other things, the 

following: 

a. During his trial, Amanat sought to introduce, among other things, 

approximately five emails (the "AmanatFabricatedEmails"), four of which were admitted initially 

several in redacted form. 

b. In response, during two hearings held outside the presence of the jmy as 

well as in a rebuttal case before the jury, the Government submitted evidence showing that the 

Amanat Fabricated Emails had been faked by AmaJ.J.at, including, among other things: 

i. Evidence of discrepancies in header infonnation, including time 

stamps associated with the Amanat Fabricated Emails and other emails introduced at trial. 

ii. Evidence that certain of the Amanat Fabricated Emails were not 

found in certain email accounts or on electronic media used by the purported recipients of the 

emails. 

iii. Evidence that the Amanat Fabricated Emails were inconsistent with 

other contemporaneous and inculpatory communications involving Amanat. 

iv. An email communication between Amanat and his brother and co-

defendant, Irfan Amanat, conceml!ig how to delete emails from a certain email account 

v. Expert tesfunony from an experienced FBI Special Agent assigned 

to a cyber squad that four of the five AmanatFabrioatedEmails were fake and/or were nbt sent on 

the date and titne on which they appeared to have been sent 

c. As noted above, Amanat was convicted by the jury of all counts. 

9 . 
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E. Schulte and Amanat Arrange to have Cellphones Smuggled into the MCC 

13. I have participated in an interview of an inmate at the MCC who was housed in 

Unit-I withAmanat and Schulte until recently (the "CS~').5 During that interview, the CS reported 

that, mnong other things: 

a. For the,past several months, the CS has been paid by Amanat to store and 

charge the Contrabl:J-i1d Cellphones. 

b. The Contraband Cellphones were smuggled into the MCC and protected 

from detection through a netwmk of visitors to the facility, inmates, and correctional officers. 

o. For a time, the CS was tasked with storing and charging the Contraband 

Cellphones in the CS's cell. During that time-period; the CS also knew the passwords for the 

devices. 

d. At s~me point, Schulte decided that he no longer wanted the CS to know 

the password for the Schulte Cellphone or to store it. Since around that time, the Schulte Cellphone 

has been stored in other inmates' cells. 

e. Schulte told the CS that Schulte had implemented certain security protocols 

with respect to the Schulte Cellphone, such as changing the cellphone's unique device identifier 

and enabling a function by which all the data on the Schulte Cellphone would be deleted if 

someone other than Schulte tried to access the phone. 

f. Prior to Schulte' s retrieval of the Schulte Cellphone, the CS Would regularly 

take screenshots of messages and recorded videos involving the Contraband Cellphones. The CS 

5 The CS is facing immigration and narcotics 1J:afficking charges, and is cooperating i:,n the hope 

of receiving a more lenfont sent!;lnce and potentially immigration benefits. As described in this 

Affidavit, the CS's information has been at least partly corroborated by, among other things; a 

seizure of at least one contraband cellphone. 

10 
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subsequently stored those screenshots in an email account the CS created (the "CS Accounf'). 

Based on these messages and the CS' s conversations with Schulte and A:manat, the CS understood 

that, among other things: 

i. Schulte and Amanat were using the Contraband Cellphones in 

connection with the creation of some sort ofreportthat would be submitted to A:mana:t' s sentencing 

judge (Judge Gardephe) to show that the Amanat Fabricated Emails were allegedly real. 

ii. The CS also recalled a communication over at least one of the 

Contrabanq Cellphones relating to "Vault 7," which is the nar:p_e used by WikiLeaks for the Leak. 

g. . Amanat and Schulte a:lso discussed their need to have the Contraband 

Cellphones with them when they accessed discovery at the Law Library. 

h. During the interview, the CS consented to the search of the CS Account, 

and provided not only the name of the CS Account, but also the passWol'd for it. 

14. Based on my participation in this investigation, conversations with other 

participants in the investigation; and my review of rep~rts prepared during the investigation, I have 

learned, among other things, that: 

a. Unit-I and Unit-2 are on the san1e floor of the MCC and are connected by 

a corridor. 

b. Although inmates from the two units are prohibited from interacting with 

each other in the co1ridor between Unit-1 and Unit-2, imrtafos are, at times, able to meet briefly in 

that space. 

c. On ol' about on or about Septewber 26, 2018, MCC officials recovered one 

of the Contraband iPhones from Unit-1. It does hot appear, however~ that the other Contraband 

9ellphones have been recovered by.MCC officials yet. 

11 
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d. The search for the other Contraband Cellphones is ongoing, and has 

included, among other things, seawhing multiple cells in Unit-1, including Schulte and Amanat's 

eel~ and cells in proximity to their cell. 

F. Evidence of Schulte's and Amanat's Illegal Activity Using the Contraband 

Cellphones 

15. Based on my review of the CS Account, my participation in this investigation, 

conversations with other participants in the investigation, and my review of reports prepared 

during the investigation, I have learned, among other things, that: 

a. The CS Account contains approximately 450 electronic files (including 

, videos and photographs) of the Contraband Cellphones. These files include, among other things, 

video recordings of Schulte and Amanat using the' Contraband Cellphones and screenshots ( or 

images) of communications received and/or sent using the Contraband Cellphones in connection 

with Schulte's and Amanat's intended fabrication of evidence and/or dissemination of:i:naterials 

protected by the Protective O:r:der or that appear classified, including the Schulte Documents. 

b. Below are several still images taken from videos retrieved from the CS 

Account that show Schulte and Amanat using the Contraband. Cellphones in the MCC: 

Video 1 (Image 1) 

12 
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Video 2 {Image 1) 

Video ·2 (Image 2) 

14 
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c. Below are images from the CS Account reflecting communications using 

the Contraband Cellphones: 

i. The image below from one of the Contraband Cellphones appears 

to be a draft report prepared by Schulte and Amanatrelated to the fabricated emails fromAmati.at's 

trial. 

I: Introducti,,oiJ 

15 
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ii. The image· below from. one of the Contraband Cellphones appears 

to be an email describing an excerpt from one of the Schulte Articles: 

r 

16 
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iii. The image below is a screenshot of what appears to be an email sent 

over one of the Contraband Cellphone~. ''Protomnail" is an encrypted email service based abroad, 

and the file "Schulte_Ha ... _Notes.pdf' appears to be a reference to the information.contained in 

the Pro Se Bail Motion. 

17 
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iv. The image below is a screen.shot of one of the Contqiband 

Cellphones that depicts. certain applications that have been downloaded to the phone, including 

"Secure Delete" and "IShredder": 

18 
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G. Probable Cause Justifying Search ofESI 

16. Based on the foregoing, and based on my train.mg and experiencer I know that 

Aman.at and Schulte have used ( or are using) the Contraband Cellphones to, among other things, 

create documents and communicate with others outside the MCC. Moreover, like individuals 

engaged in anY. other kind of activity, individuals who engage in the Subject Offenses store records 

relating to their illegal activity and to persons involved with them in that activity on electronic 

devices such as the Contraband Cellphones. Such records can include, for example logs of online 

"chats'} with co-conspirators; email correspondence; contact information of co-conspirators, 

including telephone numbers, email addresses, and identifiers for instant messaging and social 

medial accounts; stolen financial and personal identification data, including bank accoUnt 

numbers, credit card numbers, and names, addresses, telephone numbers, and social security 

numbers of other individuals; and/or records of illegal transactions using stolen financifl-1 and 

personal identification data. Individuals engaged in crirninal activity often store such records in 

order to, among other thing;, (1) keep track of co-conspirators' contact information; (2) keep a 

record of illegal transactions for future reference; (3) keep an accounting of illegal proceeds for 

purposes of, among other things, dividing those proceeds with co-conspirators; and (4) store stolen 

data for future exploitation. 

17. As a result, there is probable cause to believe that the Contraband Cellphones 

contain some or all of the following: 

a. The phone numbers associated with the Contraband Cellphones, as well as , 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphones; 

b. Address books and contai:,t lists stored on the Contraband Cellphones or its 

memory card(s); 

19 
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c. Voicemail messages, opened or unopened, wlated to the Subject Offenses; 

d. Evidi:ince concerning the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidence concerning the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

f. Evidence of conununications among, or concerning, paiticipants in or 

witnesses to the conunissfon of the Subject Offenses; 

g. Contact information of co-conspirators and witnesses to the commission of 

the Subject Offenses, :including telephone numbers, email addresses, and identifiers for instant 

messaging and social media accounts; 

h. Text, data, '~chats," :MMS ("Multimedia Mess!l-ging Service") messages, 

SMS (''Short Message Service'') messages, FaceTime messages, and e-mail messages, any 

attachments to those messages, such as digital photographs and videos, and any associated 

information, such as the phone number or e~mail address from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

j. Browsing history~ websites visited, and iri.temet searches conducted on the 

Contraband Cellphones related to the Subject Offenses. 

18. Based on my training ,:\nd experience, I also know that, where computers are used 

in furtherance of criminal activity, evidence of the criminal activity can often be found m.onths·or 

even years after it occurred. This is typically true because: 

• Electronic files can be stored on a hard drive for years at little or no cost and users thus 

have little incentive to delete data that may be useful to consult in the future. 

20 

Case 1:17-cr-00548-PAC   Document 98-2   Filed 06/18/19   Page 32 of 50



JAS_021117

• Even when a user does choose to delete data, the data can often be recovered months 

or years later with the appropriate forensic tools. When a fili:, is "deleted" on a home 

computer, the data contained in the file does not actually disappear, but instead remains 

on the hard drive, in "slack space? until it is overwritten by new data that cannot be 

stored elsewhere on the computer. Similarly, files tllat have been viewed on the futernet 

are generally downloaded hi.to a temporaiy Intemet directory or "cache;" which is only 

overwritten as the "cache'' fills up and is replaced with more recently viewed Internet 

pages. Thus, the ability to retrieve from a hard drive or other electronic storage media 

depends less on when the file was created or viewed than on a. particular user's 

operating system, storage capacity, and computer habits. 

• In the event that a user changes computers, the user will typically transfer files from 

the old computer to the new computer, so as not to lose data. In addition, users.often 

keep backups of their data on electronic storage media such as thumb drives, flash 

memory cards, CD-ROMs, or portable hard drives. 

19. Based on the foregoing, I respectfully submit there is probable cause to believe that 

S~hulte andAmanat are engaged in the Subject Offenses, and that evidence of this crimmal activity 

is likely to be found in the Subject Premises and on the Contraband Cellphones. 

ill. Procedures for Searching ESI 

A. Execution ofWarrantforESI 

20. Federal Rule of Criminal Procedure 41(e)(2)(B) provides that a warrant to search 

for and seize property "may auth<?rize the seizure of electronic storage media or the seizure or 

copying of electronically stored information ... for later review/' Consistent with Rule 41, this 

application requests authorization to seize any computer devices and storage mtdia and transport 

them to an appropriate law enforcement facility for review. This is typically necessary for a number 

of reasons: 

• First, the volume of data ort computer devices and storage media is often impractical 

for law en:fotcement personnel to review in ~ts entirety at the search location. 

• Second, because computer data is particularly vulnerable to inadvertent or intentional 

modification or destruction, computer devices are ideally examined in a controlled 

environment, such as a law enforcement laboratory, where trained personnel, using 

specialized software, can make a forensic copy of the storage media that can be 

subsequently reviewed in a manner that does not change the underlying data. 

21 
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• Third, there are so many types of computer hardware and software in use today that it 

can be impossible to bring to the search site a~l of the necessary technical manuals and 

speci~ed personnel and equipment potentially required to safely access the 

underlying computer data. 

• Fourth, many factors can complicate and prolong recovery of data from a computer 

device, including the increasingly common use of passwords, encryption, or other 

features or configurations designed to protect or conceal data on the compute1~ which 

often take considerable time and resources for forensic personnel to detect and resolve. 

B. Review of ESI 

21. Following seizure of any cellphones and/or the creation of forensic image copies, 

law enforcement personnel (who may include, in addition to law enforcement officers an:d agents, 

attorneys for the govenurtent, attorney support staff, agency personnel assisting the .government in 

this investigation, and outside technical experts under goveminent control) will review the ESI 

contained therein for information responsive to the warrant. 

22. In conducting this review, law enforcement personnel may use various techniques 

to determine which files or other ESI contain evidence or fruits of the Subject Offenses. Such 

techniques may include, fat example: 

• surveying directories or folders and the individual files they contain ( analogous to 

looking at the outside of a file cabinet for the markings it contains and opening a drawer 

believed to contain pertinent files); 

• conducting a file-by-file review by ''opening" or reading the first few "pages" of such 

files in order to determine tp,eir precise contents (analogous to performing a curso1y 

examination of each document in a file cabinet to determine its relevance); 

• "scanning" storage areas to discover and possibly recover recently deleted data or 

deliberately hidden files; and 

• performing electronic keyword sea1.·9hes through all electronic storage areas to 

determine the existence and location of data potentially related to the subject matter of 

the investigation6; and 

6 Keyword searches alone are typically inadequate to detect all relevant data. For one thiug, 

keyword searches work only for text data, yet many types of files, such as images and videos, do 

not store da,~ as searchable text. Moreover, even as to text data, there may be information properly 

22 
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• reviewing metadata, system information, configuration files, registry data, and any 

other information reflecting how, when, and by whom the computer was used. 

23. Law enforcement personnel will make reasonable efforts to restrict their search to 

data falling within the categories of evidence specified in the warrant. Depending on ihe 

circumstances, however, law enforcement personnel may need to conduct a complete review of all 

ihe ESI from seized devices or storage media to evaluate its contents and to locate all data 

responsive to the warrant 

C. Return of ESI 

24. If the Government determines that the electronic devices are no longer necessary 

to retrieve and preserve the data, and the devices themselves are not subject to seizure pursuant to 

Federal Rule of Criminal Procedure 41(c), the Govemment will return these items, upon request. 

Computer data that is encrypted or unreadable· will not be returned unless law enforcement 

personnel have determined that the data is not (i) an instrumentality of ihe offense, (ii) a fruit of 

the criminal activity, (iii) contraband, (iv) otherwise unlawfully possessed, or (v) evidence of the 

Subjeot Offe11ses. 

subject to seizure but that is not captured by a keyword search because the infortnation does not 

contain the keywords being searched. 

23 
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IV. Conclusion and Ancillary Provisions 

25. Based on, the foregoing, I respectfully request the court to issue a warrant to search 

and seize the items and information specified in Attachment A to this Affidavit and to the Search 

and Seizure Warrant .. 

26. In light of the confidential nature of the continuing investigation, I respectfully 

request that thls Affidavit be maintained under seal until the Court orders otherwise. 

imF;: DONALSON 
Special Agent 
Federal Bureau of Investigation 

Swor;n to before me on 
this ~ jay qf October 2018 

;; .. :, . 

J 
·,. 

, I ' I 

:'(✓.,. .' ·.-· ·,:· 

./-~~ ;:·,:\' 
THE HONORABLE PA A. CRdn1'1• ,', 

UNITED STATES DISTRICT JUDQB, ',·,':I 
SOUTHERN DISTRICT OF NEW YO~'.' :· ~- . 

• I 

' I , ·, ', 

.',,,:; 1 •-·,_1, I ' •• ·,, 
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Attachment A 

I. Premises to be Searched-Subject Premises 

The premises to be searched (the "Subject Premises'') is described as follows, and includes 

all locked and closed containers found therein: 

The Subject Premises is particularly described as the 7 South Unit, 7Nortb. Unit, including 

the cells located in tb.ose units, and the Education Department's law library on the second 

floor of the bqildingj located in Metropolitan Correctional Center, 150 Park Row, New 

York, New York 10007. 

II. :Execution of the Warrant 

Law enforcement agents are permitted to execute the search warrant at any tim,e in the day 

or night. Upon the execution of this warrant, notice will be provided at a"t as soon as possible after 

the execution of the search. 

ill. Items to Be Searched and SeIZed 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

The items to be searched and/or seized from the Subject Premises include the following 

evidence> fruits, and instrumentalities of: Title 18, United States Code, Sections 401 (contempt of 

court); Title 18, United States Code, Section 793 (unlawful diaclosure of classified information); 

Title 18, United States Code, Section 1030 (unauthorized computer access), Title 18, United States 

Code, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstruction of 

justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention 

facility) and Title 18, United States Code, Section 2252A (illegal acts related to child 

pornography); as well as conspiracies and attempts to violate these provisions and aiding and 

abetting these offenses, among other statutes (the '"Subject Offenses"): 

i. A Samsµng cellphone with IMEI 357073084445432 and/or Serial Number 

R58J61Q0JCD (the "Schulte Cellphone"). 
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2. An iPhone cellphone with IMEI 358793052665161 ("iPhone-1 "); 

3. An iPhone cellphone with IMEI 354444064445994 ("iPhone-2/' together with 

iPhone-1 and the Schulte Cellphone, the "Contraband Cellphones"). 

4. Evidence pertaining to the smuggling in of the Contraband Cellphones. 

5. Evidence concerning the identity or location of, and collllliunications wi~ any co­

conspirators. 

6. Any and all notes, documents, records, correspondence, or materials, in any format 

and medium (jncluding, but not limited to, envelopes, letters, papexs, e-mail messages, chat logs 

and electronic messages, other digital data files and web cache infonnation, and handwritten 

notes), pe1taining to the unauthorized retention, gathering, and transmission of classified 

documents or materials, and the unauthorized removal and retention of classified do.cuments or 

materials, and, in particular, the documents bearing the following titles or descriptions: 

a. Article 1: "Presumption oflnnocence: A petif;ion for redress of gdevances" · 

b. Article 2: "Presumption of Innocence: A loss of oitizenshii1 

c. Article 3: "Presumption of Innocence: Do you wantto play a game" 

d. Aiticle 4: "Pres~tion of Innocence: Detention is not punishment" 

e. Article 5: "Presumption oflnnocence: Innocent until proven Wealthy;' 

f. Article 6: "Presumption of Innocence: Can you afford to be accused?" 

g. Atticle 7: "Presumption of Innocence: A proposed solution" 

h. Article 8: '1Presumption oflnnocence: Origins" 

i. Article 9: " ... unalienable Rights, that among these ate Life, Liberty and 

the pursuit of Happiness" 

2 
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}. MtmtkvHtt:e:tJ 4eetlfl:lvnt dated u1t 01 aoout Jmre 7, 2018 ana ttt!vd "Unite( ,t:;3'1 
J . ~-

-~,Statesv. Joslm1tAdam Schuito, 17 Cr:")21:8--(P:A.CJ, PR:O SJ;;;-BAU, APPPCA~ 

7. Evidence of the Subject Offenses on the Contraband Cellphones, including: 

a. The phone numbers associated with the Contraband Cellphones, as well as 

call log information of phone numbers of incoming cind outgoing, and missed or 1]11answered calls 

to and from the Conttaband CeIIphones; 

b. Address books and contact lists stored on the Contraband Cellphones or its 

memory card(s); 

c. Voicemail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence concerning the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidemce concerning the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

· f. Evidence of communications among, or concerning, particjpants in or 

wjtnesses to the commission ofthe Subject Offenses; 

g. Contact information of co-conspirators and witnesses to the commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiers for inst~t 

messaging and social media accounts; 

h. Text, data, "chats," MMS (''Multimedia Messaging Service") messages, 

SMS ("Short Message Service'i) messages, FaceTime messages, and eMmail messages, any 

attachments to those messages, such as digital photographs and videos, and any associated 

:information, such as the phone number or e-mail address from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

3 
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·~· . ,;\ 

j. Browsing history, websites visited, and intemet searches. conducted on the 

Contraband Cellphones related to the Subject Offenses. 

8. If law enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a reasonable amount of time, not to exceed 60 days from the date of 

execution of the warrant. If, after such a search has been conducted, it is determined that a 

computer or device contains any data listed in paragraphs 2 and 3, the Government will r~tain the 

computer or device. If it is determined that the. computer(s) or device(s) are no longer necessary 

to retrieve and preserve the data, and the itetns are not subject to seizure pursuant to Federal Rule 

of Criminal Procedure 41 (b ), such materials and/or equipment will be returned within a reasonable 

time. In any event, such materials and/or equipment shall be returned no later than 60 days from 

the execution of this warrant, unless :further application is made to the Court. 

B. Search and Seizure of Electronically Stored Information 

The items to be searched and seized fi'om the Subject Premises also include any cellphones 

that may contain any electronically stored information falling within the categories set forth in 

Section III.A of this Attachment above, including, but not lim,ited to, desktop and laptop 

computers, disk drives, modems, thumb drives, personal digital assist;mts, smru.t phones, digital 

cameras, and scanners. The items to be searched and seized from the Subject Premises also 

include: 

1. Any items· or records needed to access the data stored on any seized or copied 

computer devices or storage media, including but not limited to any physical keys, encryption 

devices, or records oflogin credentials, passwords, private encryption, keys,. or sjmil.ar intorination. 

4 
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2. Any items or records that may facilitate a forensic examination of the computer 

devices or storage media, including any hardware or software manuals or other information 

concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the petsons with access to, control over, or ownership of 

the seized or copied computer devices or storage media. 

C. R,eview ofESI 

Following seizure of any computer devices and storage media and/or the creation of 

forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the natul'e of the ESI and the status of the investigation and 

related proceedings, attorneys for the government, attor.µey support staff, agency personnel 

assisting the government in "this investigation, and outside teclmical ex.perts under government 

control) are authorized to review the ESI contained therein for information responsive to the 

warrant. 

In conducting this review, law enfotcem.ent personnel may use various techniques, 

including but not limited to: 

• surveying vario.us file "directories" and the individual files they contain (analogous to 

looking at the ou,tside of a file cabinet for the )llatkings it contains and opening a drawer 

believed to contain pertinent files); 

• opening or cursorily reading the first few 11pages 11 of such files in order to determine 

their precise contents; 

• scanning storage areas to discover and pot3sibly recover :recently deleted files; 

• scanning storage areas for deliberately hidden files; 

5 
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• performing key word searches through all electronic storage areas to determine whether 

occurrences oflanguage contained in such storage areas existthat are intimately related 

to the subject matter of the investigation; and 

• making rea~onable efforts to utilize computer search methodology to search only for 

files, documents, or other electronically stored information within the categories 

identified in this Attachment. 

6 
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AO 93 (SDNY Rev. 01/17) Search and Sf)izure Wartal)t 

UNITED STATES DISTRICT COURT 
for the 

Southern District ofNewYork 

in the Matter of the Search of 
(B.riefly describe the property to be searched 
or identify the pel'SCJn by name and address) 

See Attachment A 

) 
) 
) 
) 
) 
) 

] 8 MAG f) !{ 7·-. 7 ., ) t, 
Case No. S117 Cr. 548 (PAC) 

SEARCHAND .SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 

of the following person or property located in the Southern District of New York 

{identify the person oi· describe the property to be searched and give its location): 

See Attachment A 

Th\;l person or property to be searched, described above, is believed to conceal (iden~ify the person or describe the property 

to be seized}: 

See Attachment A 

The search and seizure are related to violation(s) of (insert statutory citations): 

TIiie 18, United States Code, Sections 401 (contempt of court), 793 {Unlawful disclosure ofcJasslfied infonnalion); 1030 (unauthorized computer access), 1343 

(wii:a fraud), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal detef)tion facility) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable ca1:1se to search and seize the person or 

property. 
YOU ARE CO.MMA.Ni>ED to execute this warrant on or before October 15, 2018 

0 in the daytime 6;00 a.m. to 10 p.m. 
(not to exceed 14 days) 

ref at any time in the day or night as I find reasonable cause has been 
established. 

Unless delay<1d notice is authorized below, you must give a copy of the warrant and a repeipt for the property 

taken to the person from whom, or from whose premises, the property was taken, or leave the copy and receipt at the 

place wheretheptopertywas taken. . . , .· .. ( > '.,,'i.;:,. 
, The officer executing this warrant, or fill officer present during the exec~tio:n'. o±: tb.7 ~atrartf·tp.1.ist prepare; an 

inventory as required by law and promptly return this warrant arid inventory to t\ilCle:i;kd;fthe c;outt · 
1
P,v 

· ~ Upon its return, this wan·ant and inventory should be filed unde1' seal by;-'t,p:e µJerk of ~h .. e Cpurt,. . 11.'-
• · , ·• . · . · .,.-. i,-'-rs&~:Y_L_m_'ti_al._s 

• • \ { ! , , ,- • ~ • •• 

ii I find that .immediate notification may have an adverse result listed in 'i 8 \{r.~,c.' § i16s. ( eid~,i:it:for .~'!elay 
of trial), and authorize the officer executing this warrant to delay notice to the p,0.r~9n'.. v,:p.o, or whi:\se prop\;lrfy, will be 

searched or seized (check the appropriate box) &effor 30 days (not to exceed 30). · -. i . , • • ·, ,. • 

• until, the facts justifying, e latel' s~~cWo' ~a~e of ·, 
I 1/J ! , 1 ,\, 

Date and time issued: 
Q(()~ 

Ci1.y and state: _N_e_w_Y_o_rk~,_N_Y ____ _ The Honorable Paul A Crotty, U.S.O.J. 
Printed name and title 
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AO 93 (SDNY Rev. 01117) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date and time wan."fillt exequted: 

S1 17 Cr. 548 (PAC) 

I Copy of warrant and :inventory left with: 

Inventory 'rl;lade 1Il. the presence of : 

Inventory of the property taken and name of any _person(s) seized: 

Cer-tifiea tion 

I declare under penalty of perjuty that this fuventmy is c01rect and was returned along with the original wru:rant 

to the Coutt. · · 

Date: _______ _ 
E.xectitfrig officer'.~ signatui·e. 

Ptinred name and title 
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AttachmeJ1t A 

I. Premis~ to be Se~rched-Subjlclct Premises 

The premises to be searched (the "Subject Premis,es") is desCJribed as follows, and includes 

all iqcked and closed contain¢rs found therein: 

The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, including. 

the cells located in those units, and the Education Department's la,w library on the second 

floor of the building, foi;.;_ated in Mettbpoiitah Correctiortal Center:, 150 Park Row, New 

York, New York 10007. 

II. Execution of the Warrant 

Law enforcement a,gents are permitted to execute the search wattant at ai).y time in the. cfay 

or n,ight. Upon the execution of this warrant, notice will be provided at or as soon as possibfo a:fte.r 

the execution of the search. 

III. Items to 13e Searched and Seized 

A. Evid,mce; )fruits, a:qd Instrumentalities of the Subject Offenses 

The items to be searched and/or seized from the Subject Premises include the following 

evidence, fruits, and instrumentalities of: Title 18; United States Code, .Se•ti:ons 401 (c~mtempt of 

court)~ Title 18; United States Code, SectioJ+ 793 (unlawful disclosure of clas.slfied informatioh); 

Title l 81 United State$ Code, Section 1030 (unauthorized computer access),_ Title 18, United States 

Code, Section 1343 (wire fraitd), Tjtle lS, United States Code, 'Section 15.03 ( obstruction of 

justice), Title 18; United States Code, Section l 79i (smugglii::i.g co;trtraband into a federal detention 

faci\ity) and Title 18, United States. Code, Section .2252.A (illegal acts related to child 

pornography); as well as conspiracies and attempts to violate these ptovisioii.s aQ.d aiding and 

abetting these. offenses, atnqng other statutes (the ''S1J,bject Offenses"): 

1. A Samsung cellph01;1e with XME;[ 357073084445432 and/or Serial Number 

R58J61 QOJCD (the «Schulte Cellphone"). 

Case 1:17-cr-00548-PAC   Document 98-2   Filed 06/18/19   Page 45 of 50



JAS_021130

2. An iPhone cellphone withIMEI 358793052665161 C'iPhone-1';); 

3. An iPhone cellphone with IMEI 354444064445994 ('~iPhone-2/' t9gether with 

iPhone-l and the S-chulte Cellphone; the "Contraband Cellphones''). 

4. Evidence pe:ttawing t-0 the smuggling in o:f the Contraband Cellphones. 

5. Evidence conqern.mgthe identity or location ot alld comm®ications with, any co­

conspirators. 

6. Any and all notes, documents, records, correspondence, or materials, in an,y form.at 

and medium (in~luding, hut not limited to, envelopes:, letters, papers, e-mail messages, chat logs 

and electronic messages, other digital data files a,nd web cache in.formation, and handwritten 

notes)~ pertaining to the unauthorized retention, g!;IJhe.tmg; and transmission of classifiep. 

documents or materials, and the unauthorized removai and. retention of classified documents or 

materi::tls, and, in particular, the documents bearing the following titles or desoriptions: 

a. Article 1,: 'Tresw,nption oflnnocence: A petition for re.dress of grievl;i,noes" 

b. Article 2: '~Presumption ofinnocence: A loss of citizenship,, 

c. Article 3: "Presumption of Innocence: Do you want to play a game" 

d. Article 4: "Presumption 9flnnocenc~: Detention is riot punishmep.t'' 

e. Article 5: 1'Presumption oflnnoc.ence: Innocent until proven Wealthi' 

f. Article 6: 1'Presumptio11 of Innocence, Can you afford to be accused?" 

g. Article 7: ''Presumption oflnnocence: A proposed solution" 

h. Article 8: "Ptes4tnption ofI:nnoce.rice.: Origins'' 

i. Article 9: " ... Ulialienable Rights, that among these are Life,. Liberty and 

the pursuit of Happiness" 

2 
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j. Hand,w,4tten d0eiat1rent dared 011 oi about »IPv 7 2018 and titJed Hfln,i,tea-c. ~~..r;.,,, 

.,States ". Joshua t.dnm Sehulte? 17 Cr 548 Qt? '\C), PRO gg Bi\IL APl?I,IG 6 HOH. t:_ l"'i)W 

7. Evidence of the Subject Offenses on the Contraband Cellphones, including: 

a. The phone numbers associated with the Contraband Cel!phones, as well as 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphorn~s; 

b. Address books and contact lists stored on the Contrab~nd Cellphones or its 

memory card(s); 

c, V ciiceinail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence concerning the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidence concerning the identity and/or location of the individual(s) 

h?-volved in the commission of the Subject Offenses; 

f. Evidence of communications among, or concerning, participants ih or 

witnesses to the commission of the Subject Offenses; 

g. Contact information of co-conspirators and witnesses to the commission of 

the Subject Offenses, including telephone numbers, l:lrnail addresses, and identifiers for instant 

messaging and social media accounts; 

h. Text, data, "chats," MMS ("Multimedia Messaging Service") messages; 

SMS ("Short Message Service") messages, FaceTime messages, and e-mail messages; any 

attachments to those inessag~s, such as digital photographs and videos, and any associa,ted 

information, suoh as the phone number or e~mail address from which the message was sent, 

pertaining to the Subject Offenses; 

i. Digital photographs and videos related to the Subject Offenses; 

3 
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~. 1./~ ... /' , ·"'• 

• 

j. Browsing history, websites visited, and internet searches conducted on the 

Cop:traband Cellphones related to the Subject Offenses. 

&. If law enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a reaso:uable amount of time, not to exceed 60 days from the date of 

execution of the warrant. If, after such a search has beett tonducted, it is determined that a 

computer or device contains any data listed in paragraphs Z and 3, tht:; Governttieutw:ill retain the 

corpputet ot device. If it is determined that the computer(s) or device( s) are no lohger necessary 

to retrieve and preserve the data, and the items are not subject to s.eizure. pursuant to F e.deral Rule 

of Criminal Procedure 41 (b ), such materials and/or equipmentwill be returned within a reasonable 

time. In any event, such materiais and/or equipment shall be retµttj~d n~ later than 60 days from 

the execution of this warrant, unless further application is made to the Couti:. 

B. Search and Seizure of Electronically Stored Informatlon 

The items to be searched ands?.ized from the SubjectPremises also include any oellphoneg 

that may contain any electtom.caliy stored information falling within the categories set forth in 
•• 

r • 

Section III.A of this Attachment above, irtoh.tditig, b,trt not limited to, desktop and laptop 

computers; disk drives, modems, thunib drives, personal digit<.11 a.ssistants, smart phones, digital 

camer~s, a:n;d scanners. The items to be searched and sei:z;ed from the. Subject Premises ::i.!so 

inclu.de: 

1. Any items or records needed to access the data stored on any seized or copied 

computer devices or storage media1 including but rtot limited to any physical keys, encryption 

devices~ orrecords of login cre.dentialsj passwords, private encryption keys, or simifat information. 

4 
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.,Jl 'ir 

2; Any items or records that may facilitate ·a forensic examination of the computer 

devices or storage media, including any hardware or software manuals or other information 

concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the persons with access to, control overi or ownership of 

the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any cornputer devices and storage media and/or the creation of 

forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the stahls of the investigation and . 

related proceedipgs, attorneys for the government, attorney support staff, agency personnel 

assisting the government in this investigation, and outside technical c;xperts under government 

control) are authorized to review the ESI contained therein for information responsive to the 

warrant. 

In conducting this review, law enforcement personnel may use various techniques, 

including but not limited to: 

• surveying various file '~directories" and the individual files they contain (analogous to 

looking at the outside of a file cabinet for the markings it contains and opening a drawer 

· believed to contain pertinent files); 

• opening or cui'soriiy reading the first few 11pages11 of such :files in order to determine 

their precise contents; 

• scanning storage areas to discover and p9ssibly recover recently deleted files; 

• scanning storage areas for deliberately hidden files; 

5 
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• performing key word searches through all electroiric storage areas to determine whether 

occ1Wences of language contained in such storage areas exist that are intimately teli;i.te~ 

to the subject matter of the i:rivestigation; and 

• making reasonable efforts to utilize computer search methodology to s~atch only for 

files, documents, or other electronically stored infotmation within th;!;: categories 

identified m this Attac.hment. 

6 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant 

UNITED STATES DISTRICT COURT 
for the 

Southern District of New York 

in the Matter of the Search of 
(Briefly describe the property to be searched 
or identify the person by name and address) 

See Attachment A 

) 
) 
) 
) 
) 
) 

]_8MAG8377 
Case No. S1 17 Cr. 548 (PAC) 

SEARCH AND SEIZURE WARRANT 

To: Any authorized law enforcement officer 

An application by a federal law enforcement officer or an attorney for the government requests the search 
of the following person or property located in the Southern District of New York 
(identify the person or describe the property to be searched and give its location): 

See Attachment A 

The person or properiy to be searched, described above, is believed to conceal (identify the person or describe the property 

to be seized): 

See Attachment A 

The search and seizure are related to violation(s) of (insert statuto,y citations): 

Title 18, United States Code, Sections 401 (contempt of court), 793 (unlawful disclosure of classified information); 1030 (unauthorized computer access), 1343 
(wire fraud), 1503 (obstruction of justice), 1791 (smuggling contraband into a federal detention facility) and 2252A (illegal acts related to child pornography) 

I find that the affidavit(s), or any recorded testimony, establish probable cause to search and seize the person or 
property. 

YOU ARE COMMANDED to execute this warrant on or before October 15, 2018 

(not to exceed 14 days) 

0 in the daytime 6:00 a.m. to 10 p.m. ref at any time in the day or night as I find reasonable cause has been 
established, 

Unless delayed notice is authorized below, you must give a copy of the warrant and a receipt for the property 
taken to the person from whom, or from whose premises, the prope1iy was taken, or leave the copy and receipt at the 
place where the property was taken. 

\ ' 
. · The officer executing this wanant, or an officer present during the execution'. ot;the WaiTa~'t, must prepare an 

inventory as required by law and promptly return this waiTant arid inventory to th/ q1erk of the Comi. ·f1,c 
· ad' Upon its return, this warrant and inventory should be filed under seal by tlie Clerk of~he Cami. _p.~--~ 

. 
1 

, ' r.,_'S,'f{J Initials 
J I/ ) 

i I find that immediate notification may have an adverse result listed in 18 \u.s,c. § 2705 ( excfpt for ,<lelay 
of trial), and authorize the officer executing this warrant to delay notice to the per:icfo' wµo, or who,se property, will be 
searched or seized (check the appropriate box) ~for 30 days (not to exceed 30). 1 1 ' 

• until, the facts justifying, e later specific 1:1.~te of 
11 

Ii I I 

Date and time issued: 

Q 10-m 
City and state: New York, NY The Honorable Paul A. Crotty, U.S .D.J. 

Printed name and title 
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AO 93 (SDNY Rev. 01/17) Search and Seizure Warrant (Page 2) 

Return 

Case No.: I Date and time waffant executed: 

S1 17 Cr. 548 (PAC) 

I Copy of warrant and inventory left with: 

Inventory made in the presence of : 

Inventory of the property taken and name of any person(s) seized: 

Certification 

I declare under penalty of pe1jury that this inventory is co1Tect and was returned along with the original warrant 

to the CoUJt. 

Date: 
Executing officer's signature 

Printed name and title 
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Attachment A 

I. Premises to be Searched---Subject Premises 

The premises to be searched (the "Subject Premises") is described as follows, and includes 

all locked and closed containers found therein: 

The Subject Premises is particularly described as the 7 South Unit, 7 North Unit, including 

the cells located in those units, and the Education Department's law library on the second 

floor of the building, located in Metropolitan Correctional Center, 150 Park Row, New 

York, New York 10007. 

II. Execution of the Warrant 

Law enforcement agents are permitted to execute the search warrant at any time in the day 

or night. Upon the execution of this wairnnt, notice will be provided at or as soon as possible after 

the execution of the search. 

ID. Items to Be Searched and Seized 

A. Evidence, Fruits, and Instrumentalities of the Subject Offenses 

The items to be searched and/or seized from the Subject Premises include the following 

evidence, fruits, and instrumentalities of: Title 18, United States Code, Sections 401 ( contempt of 

comt); Title 18, United States Code, Section 793 (unlawful disclosure of classified information); 

Title 18, United States Code, Section 1030 (unauthorized computer access), Title 18, United States 

Code, Section 1343 (wire fraud), Title 18, United States Code, Section 1503 (obstruction of 

justice), Title 18, United States Code, Section 1791 (smuggling contraband into a federal detention 

facility) and Title 18, United States Code, Section 2252A (illegal acts related to child 

pornography); as well as conspiracies and attempts to violate these provisions and aiding and 

abetting these offenses, among other statutes (the "Subject Offenses"): 

l. A Samsung cellphone with IMEI 357073084445432 and/or Serial Number 

R58J61 Q0JCD (the "Schulte Cellphone"). 
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2. An iPhone cellphone with IMEI 358793052665161 ("iPhone-1 "); 

3. An iPhone cellphone with IMEI 354444064445994 ("iPhone-2," together with 

iPhone-1 and the Schulte Cellphone, the "Contraband Cellphones"). 

4. Evidence pertaining to the smuggling in of the Contraband Cellphones. 

5. Evidence concerning the identity or location of, and communications with, any co­

conspirators. 

6. Any and all notes, documents, records, correspondence, or materials, in any format 

and medium (including, but not limited to, envelopes, letters, papers, e-mail messages, chat logs 

and electronic messages, other digital data files and web cache information, and handwritten 

notes), pertaining to the unauthorized retention, gathering, and transmission of classified 

documents or materials, and the unauthorized removal and retention of classified documents or 

materials, and, in particular, the documents bearing the following titles or descriptions: 

a. Article 1: "Presumption ofinnocence: A petition for redress of grievances" 

b. Article 2: "Presumption of Innocence: A loss of citizenship" 

C. A1ticle 3: "Presumption of Innocence: Do you want to play a game" 

d. Article 4: "Presumption of Innocence: Detention is not punishment" 

e. Article 5: "Presumption of Innocence: Innocent until proven Wealthy" 

f. Article 6: "Presumption of Innocence: Can you afford to be accused?" 

g. Article 7: "Presumption of Innocence: A proposed solution" 

h. A1ticle 8: "Presumption of Innocence: Origins" 

1. A1ticle 9: " ... unalienable Rights, that among these are Life, Libe1ty and 

the pursuit of Happiness" 

2 
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j. Httt1cl¥.q:ittet:i d0G1:t1uent dated on at' sl;,out lune 7 2018 aod titled "T!Riteaz:. -~,o.t:i, 

-States v. Joshua Adam SehttH@, 17 Cr. 548 {P 1\G), PRO ~g 'BAIL APPUCATIO~Lt:._ le)~ 

7. Evidence of the Subject Offenses on the Contraband Cellphones, including: 

a. The phone numbers associated with the Contraband Cellphones, as well as 

call log information of phone numbers of incoming and outgoing, and missed or unanswered calls 

to and from the Contraband Cellphones; 

b. Address books and contact lists stored on the Contraband Cellphones or its 

memory card(s); 

c. Voicemail messages, opened or unopened, related to the Subject Offenses; 

d. Evidence concerning the identity or location of the owner(s) or user(s) of 

the Contraband Cellphones; 

e. Evidence concerning the identity and/or location of the individual(s) 

involved in the commission of the Subject Offenses; 

f. Evidence of communications among, or concerning, participants m or 

witnesses to the commission of the Subject Offenses; 

g. Contact information of co-conspirators and witnesses to the commission of 

the Subject Offenses, including telephone numbers, email addresses, and identifiers for instru1t 

messaging and social media accounts; 

h. Tex t, data, "chats," MMS ("Multimedia Messaging Service") messages, 

SMS ("Shmt Message Service") messages, FaceTime messages, and e-mail messages; any 

attachments to those messages, such as digital photographs and videos, and any associated 

information, such as the phone number or e-mail address from which the message was sent, 

pertaining to the Subject Offenses; 

1. Digital photographs and videos related to the Subject Offenses; 

3 
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j. Browsing history, websites visited, and internet searches conducted on the 

Contraband Cellphones related to the Subject Offenses. 

8. If law enforcement personnel seize the Contraband Cellphones, the personnel will 

search the device within a reasonable amount of time, not to exceed 60 days from the date of 

execution of the warrant. If, after such a search has been conducted, it is determined that a 

computer or device contains any data listed in paragraphs 2 and 3, the Government will retain the 

computer or device. If it is determined that the computer(s) or device(s) are no longer necessary 

to retrieve and preserve the data, and the items are not subject to seizure pursuant to Federal Rule 

of Criminal Procedui•e 41 (b ), such materials and/or equipment will be returned within a reasonable 

time. In any event, such materials and/or equipment shall be returned no later than 60 days from 

the execution of this warrant, unless further application is made to the Court. 

B. Search and Seizure of Electronically Stored Information 

The items to be searched and seized from the Subject Premises also include any cellphones 

that may contain any electronically stored information falling within the categ?ries set forth in 

Section III.A of this Attachment above, including, but not limited to, desktop and laptop 

computers, disk drives, modems, thumb drives, personal digital assistants, smart phones, digital 

cameras, and scanners. The items to be searched and seized from the Subject Premises also 

include: 

1. Any items or records needed to access the data stored on any seized or copied 

computer devices or storage media, including but not limited to any physical keys, encryption 

devices, or records of login credentials, passwords, private encryption keys, or similar information. 

4 
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2. Any items or records that may facilitate a forensic examination of the computer 

devices or storage media, including any hardware or software manuals or other information 

concerning the configuration of the seized or copied computer devices or storage media. 

3. Any evidence concerning the persons with access to, control over, or ownership of 

the seized or copied computer devices or storage media. 

C. Review of ESI 

Following seizure of any computer devices and storage media and/or the creation of 

forensic image copies, law enforcement personnel (including, in addition to law enforcement 

officers and agents, and depending on the nature of the ESI and the status of the investigation and . 

related proceedings, attorneys for the government, attorney support staff, agency personnel 

assisting the government in this investigation, and outside technical expe1ts under government 

control) are authorized to review the ESI contained therein for information responsive to the 

warrant. 

In conducting this review, law enforcement personnel may use various techniques, 

including but not limited to: 

• surveying various file "directories" and the individual files they contain (analogous to 

looking at the outside of a file cabinet for the markings it contains and opening a drawer 

believed to contain pe1tinent files); 

• opening or cursorily reading the first few "pages" of such files in order to determine 

their precise contents; 

• scanning storage areas to discover and p9ssibly recover recently deleted files; 

• scanning storage areas for deliberately hidden files; 

5 
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• performing key word searches th.rough all electronic storage areas to determine whether 

occmTences of language contained in such storage areas exist that are intimately related 

to the subject matter of the investigation; and 

• making reasonable efforts to utilize computer search methodology to search only for 

files, documents, or other electronically stored information within the categories 

identified in this Attachment. 

6 
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Preliminary Statement 

 Joshua Adam Schulte moves to suppress all documents seized from his former 

cell at the Metropolitan Correctional Center. He also moves to suppress all evidence 

recovered from subsequent warrants that relied upon those seized documents and 

that authorized the search of: (1) a CD containing the contents of three encrypted 

email accounts; (2) two laptop computers; and (3) accounts associated with Buffer, 

Facebook, Twitter, Automattic, and Google. Further, Mr. Schulte moves to suppress 

all seized materials protected by the attorney-client and work-product privileges, and 

for a hearing to determine the extent to which the prosecution team was exposed to 

such privileged materials and used those materials to further its case.  

 Suppression of this evidence is warranted under the Fourth Amendment, the 

Sixth Amendment, and the doctrine of attorney-client privilege because: (1) the 

government effected a widespread seizure of materials beyond the scope of the initial 

warrant when it seized Mr. Schulte’s presumptively privileged notebooks; (2) the 

government acted in bad faith by reviewing those notebooks; and (3) subsequent 

warrants relying upon those notebooks should be suppressed as fruits of the 

poisonous tree.  

Statement of Facts 

 Mr. Schulte has been incarcerated at the Metropolitan Correctional Center (the 

“MCC”) in Manhattan since December 14, 2017. As the Court and the government 

are aware, Mr. Schulte has been very involved in his legal defense from the outset of 
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this prosecution—at times, even drafting his own motion papers and filing his own 

submissions. While incarcerated, he also made notes relevant to his defense, including 

case notes about legal strategy, attorney meetings, and discovery review, in several 

spiral-bound notebooks. He also drafted his own legal documents. Mr. Schulte labeled 

the covers of these notebooks “ATTORNEY CLIENT PRIVILEGE” and also wrote 

“ATTORNEY CLIENT CONFIDENTIAL” or “ATTORNEY CLIENT 

PRIVILEGE” on the inside covers.   

The MCC Search Warrant 

 Between October 2 and October 26, 2018, the government obtained a series of 

warrants to search for evidence of offenses allegedly committed by Mr. Schulte during 

his detention at the MCC. The first warrant (the “MCC Search Warrant”) authorized 

law enforcement to search the cells in 7 South Unit and 7 North Unit, including Mr. 

Schulte’s former cell. See Ex. A, Attach. A, I. 1 Specifically, the MCC Search Warrant 

authorized the search and seizure of “[a]ny and all notes, documents, records, 

correspondence, or materials, in any format and medium . . . pertaining to the 

unauthorized retention, gathering, and transmission of classified documents or 

materials, and the unauthorized removal and retention of classified documents or 

materials.” Id. Attach. A, III. A ¶ 6. It also authorized the seizure of evidence 

                                                 
1 On October 1, 2018, Mr. Schulte was removed from his former cell and transferred to the Special 
Housing Unit (“SHU”).  
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pertaining to contraband cell phones and concerning communications with co-

conspirators. 2 Id. Attach. A, III. A. It did not authorize the FBI to seize privileged 

information.   

 In executing that warrant, FBI Agent Donaldson and other law enforcement 

officers began to review “more than approximately 300 pages of material” that MCC 

officials removed from Mr. Schulte’s former cell (at the FBI’s direction) and stored in 

an office at the MCC. See Ex. B, Wall Review Aff. ¶ 6.a-b. Virtually all of these 

“approximately 300 pages” were, in fact, intact notebooks labeled “attorney-client 

privilege.” Despite this fact, agents began reviewing the contents of the notebooks—a 

review that was extensive enough to enable them to discover additional documents in 

other places. For example, agents found Mr. Schulte’s pro se bail motion, which was 

contained in a folder, a page in a notebook that mentioned a John Smith email 

account and its password (the “John Smith page”), and other pages in the notebook 

entitled “FBI Agent leaks discovery to Wikileaks” (the “FBI pages.”). Id. ¶ 6.b.ii-iv.  

The John Smith page and FBI pages were located on separate pages of a 164-page red 

notebook clearly marked “attorney-client privilege” (the “red notebook”).  

 

                                                 
2 Specifically, the warrant authorized the search and seizure of several cell phones; evidence 
pertaining to the smuggling of cell phones into the MCC; evidence concerning the identity or 
location of, and communications with, any co-conspirator; evidence of offenses committed on 
contraband cell phones; and the search and seizure of electronically stored information. See id. 
Attach. A, III. A-B. 
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The “Wall Review” Warrant 

   As agents were reviewing Mr. Schulte’s notebooks, they “identified documents 

upon which there were markings that indicated they were potentially prepared to aid 

in Schulte’s defense.” Id. ¶ 6.c. The government then obtained a second warrant that 

authorized law enforcement agents who were not part of the prosecution team (the 

“wall team”) to review the notebooks, segregate out materials deemed privileged, and 

provide materials deemed non-privileged to the prosecution team. See Ex. C, Wall 

Review Warrant, Attach. A, III. B ¶ 1-2. Agent Donaldson’s affidavit in support of 

the wall review warrant application failed to disclose that the majority of those 

documents to be reviewed by the wall team were part of bound notebooks clearly 

labeled on the outside and inside covers as “attorney-client privilege” and “attorney-

client confidential.”  

The wall team’s review confirmed that the contents of Mr. Schulte’s notebooks 

were overwhelmingly privileged. For example, the wall team redacted as privileged 

more than 100 pages of the 164-page red notebook in which the government found 

the John Smith and FBI pages, including the first 19 pages of the red notebook. See 

Ex. D. Similarly, the wall team redacted 43 pages of a 59-page notebook containing 

Mr. Schulte’s case notes (the “blue notebook”). See Ex. E.3 

 

                                                 
3 Because even the redacted versions of the red and blue notebooks contain unredacted privileged 
information, copies of these exhibits are being submitted to the Court under seal.  
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The Proton Mail Warrant 

 The government then obtained a third warrant that authorized the search of a 

CD containing the contents of three encrypted email accounts. See Ex. F, Proton Mail 

Warrant, Attach. A, I. Those accounts were accessed by a member of the wall team 

using passwords obtained from the notebooks. See Ex. G, Proton Mail Aff. ¶¶ 7.b, 

10.a. Agent Donaldson’s affidavit in support of this warrant quoted certain pages of 

the notebooks as evidence that Mr. Schulte “discussed setting up and using the 

Encrypted Accounts to send potentially classified information to third parties.” Id. ¶ 

9.a-b.  

The Discovery Laptop Warrant 

 The government then obtained a fourth warrant that authorized the search of 

two laptop computers that Mr. Schulte used to review discovery in his case (the 

“Discovery Laptops”), to determine whether he had used the laptops to create hidden 

locations to store data. See Ex. H, Discovery Laptop Warrant, Attach. A, I, III. Agent 

Donaldson’s affidavit in support of this warrant claimed that Mr. Schulte’s notebooks 

“appeared to describe forensic locations on hard drives used by computers . . . like the 

Discovery Laptops into which data could be covertly transferred and stored.” See Ex. 

I, Discovery Laptop Aff. ¶ 3. To establish probable cause, Agent Donaldson quoted 

the same portions of the notebooks as in his Proton Mail Affidavit, and relied on 

information from the three encrypted accounts obtained through the Proton Mail 

Warrant. Id. at ¶¶ 8.d.i-iv, 9.a-c. 
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The ISP Warrants 

 Finally, the government obtained warrants that authorized the search of Buffer, 

Facebook, Twitter, Automattic, and Google accounts. See Ex. J, ISP Warrants. Agent 

Donaldson’s affidavit in support of these warrants stated that these accounts were 

identified through information obtained from the notebooks and the Proton Mail 

Warrant. See Ex. K, ISP Warrants Aff. ¶ 11. The affidavit claimed that the accounts 

“appear to be the facilities” through which Mr. Schulte disclosed or intended to 

disclose “classified information and other sensitive information protected by a 

protective order” and “false exculpatory information in an effort to defend against the 

crimes of which Schulte has been charged.” Id.  ¶ 10. Agent Donaldson again used 

information obtained from the notebooks to establish probable cause. Id.  ¶¶ 14.a-b.  

ARGUMENT 

The Red and Blue Notebooks and the Evidence 
Derived from Those Notebooks Were Obtained and 
Reviewed in Violation of the Fourth Amendment, the 
Sixth Amendment, and the Doctrine of Attorney-Client 
Privilege, and Should Therefore Be Suppressed.  

 
 The government conducted a widespread search and seizure of items outside 

the scope of the MCC Search Warrant by taking all of Mr. Schulte’s notebooks—

including those clearly labelled as privileged—instead of just those materials described 

in the warrant. The agents’ misconduct was compounded by their decision to open 

and review those presumptively privileged notebooks before turning them over to a 

wall team. Moreover, the wall team procedure itself was inadequate to protect Mr. 
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Schulte’s privileged materials from disclosure. The government’s impermissible 

seizure of these notebooks, combined with its reckless lack of precautions against 

viewing privileged pages, violates the Fourth Amendment and the attorney-client 

privilege, thereby also interfering with Mr. Schulte’s Sixth Amendment right to 

effective assistance of counsel. See United States v. Ginsberg, 758 F.2d 823, 833 (2d 

Cir. 1985) (“Unquestionably, government interference in the relationship between 

attorney and defendant may violate the latter’s right to effective assistance of 

counsel.”) (citing Massiah v. United States, 377 U.S. 201 (1964)). Therefore, the red and 

blue notebooks should be suppressed. Further, because the red and blue notebooks 

were obtained and reviewed in violation of the Fourth Amendment, the Sixth 

Amendment, and the doctrine of attorney-client privilege, all evidence obtained from 

the subsequent warrants must be suppressed as well, because all of them relied on the 

red and blue privileged notebooks in establishing probable cause. 

A. The government acted in flagrant disregard of the MCC Search Warrant. 

 The Fourth Amendment guarantees the “right of the people to be secure in 

their persons, houses, papers, and effects, against unreasonable searches and 

seizures.” U.S. Const. amend. IV. “A search must be confined to the terms and 

limitations of the warrant authorizing it.” United States v. Matias, 836 F.2d 744, 747 (2d 

Cir. 1988) (citation omitted). Wholesale suppression is required when government 

agents “(1) … effect a widespread seizure of the items that were not within the scope 

of the warrant and (2) do not act in good faith.” United States v. Shi Yan Liu, 239 F.3d 
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138, 140 (2d Cir. 2000) (citations and internal quotation marks omitted). Suppression 

is also warranted when evidence is obtained in violation of the Sixth Amendment or 

the attorney-client privilege. See, e.g., United States v. Longo, 70 F. Supp. 2d 225, 264 

(W.D.N.Y. 1999) (“Where a violation of the attorney-client privilege is demonstrated, 

the remedy for such a violation is the suppression of evidence derived from the 

privileged communication.”) (citations omitted)).  

i. The government effected a widespread seizure of items outside the scope of 
the MCC Search Warrant by seizing all of Mr. Schulte’s notebooks.  

 
 Law enforcement agents exceeded the scope of the MCC Search Warrant when 

they seized all of Mr. Schulte’s notebooks, including notebooks and documents 

protected by attorney-client privilege and clearly and conspicuously marked as 

“Attorney Client Privileged.” The MCC Search Warrant was expressly limited to 

evidence pertaining to contraband cell phones, evidence concerning co-conspirators, 

and “notes, documents, records, correspondence, or materials” pertaining to the 

unauthorized retention or use of classified information. See Ex. A, Attach. A, III. A. 

Yet, a substantial portion of the seized items were of an entirely different nature. As 

indicated by the obvious labeling on the front covers, these notebooks contained 

presumptively privileged information such as Mr. Schulte’s thoughts on legal strategy, 

notes from meetings with his attorneys, and notes from discovery review. And, if the 

clear labeling on the front of the notebooks was not enough, opening the notebooks 

(which the agents admittedly did) only confirmed the privileged nature of the 
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documents. For example, the first 23 pages of the red notebook, which included both 

the FBI pages and John Smith page, contained privileged information. See Ex. D. And 

ultimately, over 100 pages of this 164-page notebook were later redacted as privileged 

by the wall team because they related to Mr. Schulte’s legal representation, not to any 

possible use of a cell phone or disclosure of information from inside the MCC. This 

eventual widespread redaction of the seized materials demonstrates that the 

government was not acting in good faith when it exceeded the scope of the MCC 

Search Warrant in seizing—and reading—Mr. Schulte’s clearly marked privileged 

notebooks. See United States v. Debbi, 244 F. Supp. 2d 235, 236 (S.D.N.Y. 2003) 

(holding law enforcement impermissibly exceeded the bounds of the warrant by 

seizing “items that plainly fell outside [the warrant’s] parameters, such as personal and 

religious files, general correspondence, family financial records, [and] private patient 

records”). 

 Further, the government made no apparent attempt at the time of the seizure 

to distinguish or separate documents that fell under the scope of the MCC Search 

Warrant from those that did not. Agent Donaldson’s wall review affidavit simply 

states that in executing that warrant, law enforcement “began to review” the 

notebooks, without articulating a more detailed or deliberate procedure. See Ex. B, ¶ 

6.b; Cf. Shi Yan Liu, 239 F.3d at 142 (agent who spent 30 minutes reviewing 

information in a filing cabinet before ordering the seizure of the entire cabinet did not 

grossly exceed the scope of the warrant because his actions “suggest a fairly systematic 
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inventory” of the files). Given the protected nature of Mr. Schulte’s presumptively 

privileged documents, the government should have implemented a procedure 

immediately to protect the secrecy of privileged materials. See, e.g., Matias, 836 F.2d at 

747 (“Searches involving documents must be conducted in a manner that minimizes 

unwarranted intrusions upon privacy”) (citation and internal quotation marks 

omitted).  

Instead, the government indiscriminately seized all Mr. Schulte’s notebooks, 

thereby exceeding the scope of the MCC Search Warrant. See United States v. Dzialak, 

441 F.2d 212, 216 (2d Cir. 1971) (reversing conviction based on evidence obtained 

outside the scope of the warrant as “the law in this area is quite clear . . . if something 

is not described in the warrant it cannot be seized”); United States v. Medlin, 842 F.2d 

1194, 1199 (10th Cir. 1988) (“when law enforcement officers grossly exceed the scope 

of a search warrant in seizing property [not identified in the warrant], the particularity 

requirement is undermined and a valid warrant is transformed into a general warrant 

thereby requiring suppression of all evidence seized under that warrant”). Such 

deliberate, wholesale seizure of presumptively privileged and confidential materials 

mandates the suppression of evidence seized under the MCC Search Warrant.  

ii. Law enforcement agents also acted in bad faith by initially taking no 
precaution against viewing the contents of Mr. Schulte’s privileged 
notebooks.   

 
 Law enforcement agents executing the MCC Search Warrant also acted in bad 

faith by opening and reviewing Mr. Schulte’s red and blue notebooks. Those 
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notebooks were explicitly labeled “attorney-client” privilege on their outside and 

inside covers, thus providing clear notice that the notebooks contained presumptively 

protected information. Despite that notice, the executing agents acted in bad faith by 

immediately opening and reviewing the contents of those notebooks, instead of first 

applying for an amended warrant or requesting a wall review team. Cf. United States v. 

Lumiere, No. 16 CR. 483, 2016 WL 7188149, at *6 (S.D.N.Y. Nov. 29, 2016) 

(government’s failure to screen for privileged materials seized by a warrant was 

reasonable because “the Government completed its review of the seized devices before 

being alerted to the fact that they might contain significant numbers of privileged 

documents”) (emphasis added).  

 The government’s initial search appears to have been extensive, given that later 

search warrants relied upon pages located in the middle of notebooks that contained 

overwhelmingly privileged material. For example, both the FBI pages and John Smith 

page were contained in the red notebook marked on the front cover as 

“ATTORNEY CLIENT PRIVILEGE” and inside cover as “ATTORNEY CLIENT 

CONFIDENTIAL.” Ex. D. The first 19 pages of the notebook are comprised of 

privileged information ultimately redacted by the wall team, and overall, over 100 

pages of the 164-page notebook were later redacted for privilege. Moreover, the FBI 

pages, which begin on page 55 of the notebook, were sandwiched between pages later 

redacted as privileged by the wall team. Specifically, the wall team redacted 22 

consecutive pages directly before the FBI pages and 11 consecutive pages directly 
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after the FBI pages. Though Agent Donaldson dubiously claimed that the 

government agents “ha[d] not reviewed” these privileged pages, see Ex. B, Wall 

Review Aff. ¶ 3, it defies logic and common sense to contend that the agents 

somehow found the FBI pages or other documents of interest in the middle of that 

notebook without first having read the privileged materials surrounding it. Cf. Lumiere, 

2016 WL 7188149, at *6 n.9 (accepting the government’s defense of “professed 

ignorance” because only “a small number of the approximately 25 million documents 

in the Government’s production [we]re arguably privileged.”).  

 Moreover, pages of interest to the agents, which were interspersed throughout 

the red notebook, were flagged with Post-it notes. See Ex. D at 97, 114, 135. Given 

that these Post-it notes designated pages that were likely important to the prosecution 

team, the case agents must have flagged these pages during the “initial review,” which 

must have proceeded on a page-by-page basis. For example, the first flagged page is 

preceded by 21 pages of material that was ultimately fully redacted as privileged. The 

location of these flagged pages further indicates that the government ignored clear 

warnings and instead conducted an extensive page-by-page search through Mr. 

Schulte’s privileged materials in its “initial search.”  

Finally, there was no exigency to warrant the investigating agents reviewing Mr. 

Schulte’s notebooks without seeking an amended warrant or a wall team. All of Mr. 

Schulte’s notebooks were in law enforcement custody. Mr. Schulte had been 

transferred to the SHU. Thus, given that there was no exigency or urgency, there was 

Case 1:17-cr-00548-PAC   Document 98   Filed 06/18/19   Page 14 of 23



13 
 

no reason that the agents could not have immediately sought an amended warrant or 

turned over Mr. Schulte’s presumptively privileged materials to a wall team. 

In short, law enforcement agents acted in flagrant disregard of the MCC Search 

Warrant by seizing hundreds of pages of Mr. Schulte’s presumptively privileged 

materials, ignoring clear warnings that the documents were in fact privileged, and 

extensively reviewing those privileged documents before initiating a wall review team. 

This was no innocent mistake, but rather, a deliberate act taken in bad faith that 

caused irreparable harm because there is no way to know all the insights gleaned from 

Mr. Schulte’s privileged writings and how they informed and influenced the 

prosecution team in its investigation. The government had the benefit of Mr. Schulte’s 

thoughts on legal strategies. For example, the government read his thinking on 

potential severance and plea offers. This is precisely the type of conduct that 

mandates suppression. See Herring v. United States, 555 U.S. 135, 144 (2009) (“[T]he 

exclusionary rule serves to deter deliberate, reckless, or grossly negligent [police] 

conduct.”). At a minimum, an evidentiary hearing should be conducted to determine 

the extent to which the prosecution team (including the case agent) used privileged 

material to develop their case against Mr. Schulte. See, e.g., United States v. Schwimmer, 

892 F.2d 237, 245 (2d Cir. 1989) (remanding case for an “evidentiary hearing to 

determine whether the government’s case was in any respect derived from a violation 

of the attorney-client privilege”).  
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iii. The government’s wall team did not adequately protect Mr. Schulte’s 
privileged materials.  
 

Although the government eventually implemented a wall team to review Mr. 

Schulte’s notebooks, even then, its procedures were inadequate to protect his 

privileged notes from disclosure. Numerous courts in this district have criticized or 

questioned the practice of using a government wall team to conduct a privilege review 

of a defendant’s documents. See, e.g., United States v. Kaplan, No. 02 CR. 883 (DAB), 

2003 WL 22880914, at *12 (S.D.N.Y. Dec. 5, 2003) (“[T]his Opinion should be 

counted among those disapproving the Government’s use of an ethical wall team to 

‘protect’ the attorney-client and work-product privileges or to determine whether the 

crime-fraud exception applies, where potentially privileged materials are turned over 

to the trial team and case agents before any challenge to those determinations can be 

raised by a Defendant and determined by a court.”); In re Seizure of All Funds on Deposit 

in Accounts in Names of Nat’l Elecs., Inc., at JP Morgan Chase Bank 8765013327-65, No. 

M-18-65(HB), 2005 WL 2174052, at *3 (S.D.N.Y. Sept. 6, 2005) (“This Court agrees 

that reliance on review by a ‘wall’ Assistant in the context of a criminal prosecution 

should be avoided when possible. Therefore, if the volume of the documents 

precludes review by this Court, the Court will appoint a special master to review the 

documents seized to determine if they are subject to any relevant privilege.”); In re 

Search Warrant for Law Offices Executed on Mar. 19, 1992, 153 F.R.D. 55, 59 (S.D.N.Y. 

1994) (“[T]his Court notes that reliance on the implementation of a Chinese Wall, 
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especially in the context of a criminal prosecution, is highly questionable, and should 

be discouraged.”); United States v. Stewart, No. 02 Cr. 395(JGK), 2002 WL 1300059, at 

*10 (S.D.N.Y. June 11, 2002) (appointing special master rather than government wall 

team to review potentially privileged materials); see also In the Matter of Search Warrants 

Executed on April 9, 2018, 18-mj-3161 (KMW) (Apr. 26, 2018) (appointing special 

master to conduct privilege review).  

In cases where courts in this district have found a government’s wall team 

procedures appropriate, the defendant had been given the opportunity to review and 

object to the wall team’s determinations before the materials were turned over to the 

prosecution. See United States v. Grant, No. 04 CR 207BSJ, 2004 WL 1171258, at *2 

(S.D.N.Y. May 25, 2004) (noting defendant would not be prejudiced by the 

government’s wall team because “after the privilege team reviews the documents for 

privilege, the Defendant will have the opportunity to make objections to the Court 

before any documents are turned over to the trial team.”); United States v. Winters, No. 

06 CR. 54 SWK, 2006 WL 2789864, at *2 (S.D.N.Y. Sept. 27, 2006) (finding the 

government’s wall Assistant would adequately protect defendant’s asserted privilege 

because “the wall Assistant will not communicate any of the information learned 

through his document review to members of the prosecution team” and “even if the 

wall Assistant determines that a particular item is not privileged, the defendant will at 

that time be permitted to make further submissions to the Court challenging the wall 

Assistant’s determination.”). Unlike the defendants in Grant and Winters, Mr. Schulte 
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was given no opportunity to review the wall team’s determinations before they were 

shared with the prosecution team. This is particularly problematic because the wall 

team failed to adequately redact Mr. Schulte’s privileged documents.  

Although the wall team redacted some of Mr. Schulte’s case related notes, they 

left unredacted many pages of privileged materials regarding his case intended for 

discussion with counsel. Unlike the average defendant, Mr. Schulte has a high-level of 

technical skills, which he used to provide input on his case to his legal team. In 

particular, the blue notebook contains at least nine pages of unredacted work product. 

For example, the wall team failed to redact pages in which Mr. Schulte flagged, from 

his discussions with counsel, particular IRC chats and Google searches from his 

discovery review. See Ex. E at 12-13, 40. Other unredacted pages include case-specific 

notes regarding a search warrant affidavit, id. at 38-39, issues with his discovery 

review, id. at 5, 38, Sentencing Guidelines calculations, id. at 30, and draft letters to the 

Court, id. at 41-42. If those pages had been properly redacted, only seven pages (not 

16 pages) out of the 59 page notebook would have been left unredacted. Additionally, 

the wall team failed to redact Mr. Schulte’s notes regarding meeting with defense 

experts. Ex. D.  

 The wall team similarly failed to redact certain writings and narrative notes that 

also fall under the scope of Mr. Schulte’s attorney-client privilege. These writings were 

an outline of confidential information Mr. Schulte shared with counsel for the 

purpose of obtaining legal advice. Although not all of these documents were explicitly 
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addressed to counsel or discussed legal matters, they are privileged because they 

contain information Mr. Schulte intended to discuss with counsel because he believed 

it to be pertinent to his case. See United States v. Defonte, 441 F.3d 92, 96 (2d Cir. 2006) 

(finding attorney-client privilege would apply to writings from a journal that had been 

taken from an inmate’s cell at the MCC as long as those writings were an outline of 

what the inmate wished to, and ultimately did, discuss with counsel); Clark v. Buffalo 

Wire Works Co., 190 F.R.D. 93, 96-97 (W.D.N.Y. 1999) (notes client made “in order to 

inform an attorney about facts from his daily life that he considered to be relevant to 

his potential legal remedies” were protected by attorney-client privilege); Bernbach v. 

Timex Corp., 174 F.R.D. 9, 9-10 (D. Conn. 1997) (notebooks written by client 

containing “almost daily notes of events and conditions in her life which she felt were 

critical for her attorneys to know” satisfied the elements of attorney-client privilege). 

Like the information seized in Clark, Mr. Schulte’s narrative writings and diary entries 

contain information he “considered to be relevant to his potential legal remedies.” For 

example, in a 133-page document entitled “Malware of the Mind,” which Mr. Schulte 

wrote for and shared with counsel, he articulated legal arguments as to why he 

believed the FBI’s warrants to search his devices were illegal. But the wall team 

improperly failed to redact this document as privileged and subsequently turned it 

over to the prosecution.  

The wall team’s failure to redact broad swaths of Mr. Schulte’s privileged 

documents further demonstrates that the wall team procedures were inadequate. Had 
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appropriate safeguards been in place, Mr. Schulte could have asserted his privilege 

over a series of documents and prevented them from being disclosed to the 

prosecution team.   

B. Subsequent warrants that relied upon the notebooks also should be suppressed. 
 
 Because the red and blue privileged notebooks were obtained and reviewed in 

violation of Mr. Schulte’s rights, evidence obtained through search warrants that relied 

upon those notebooks to establish probable cause also must be suppressed as “fruit of 

the poisonous tree.” See Wong Sun v. United States, 371 U.S. 471, 484 (1963); Young v. 

Conway, 698 F.3d 69, 77 (2d Cir. 2012) (“The exclusionary rule applies not only to the 

‘direct products’ of unconstitutional invasions of defendants’ Fourth Amendment 

rights, but also to the indirect or derivative ‘fruits’ of those invasions.”). Absent 

information obtained from Mr. Schulte’s notebooks, the government would not have 

requested the Proton Mail Warrant, Discovery Laptop Warrant, and ISP Warrants. 

Thus, any evidence obtained as a result of these subsequent warrants must be 

suppressed. See United States v. Calhoun, 2017 WL 1078634, at *13 (D. Conn. Mar. 21, 

2017) (granting motion to suppress where the “tainted evidence play[ed] a central role” 

in providing probable cause to search the defendant’s home); United States v. LeClerc, 

185 F. Supp. 3d 370, 382 (W.D.N.Y. 2016) (suppressing all evidence seized pursuant to 

a search warrant where the “material information used for purposes of obtaining the 

search warrant . . . was learned as a result of the deputies’ Fourth Amendment 

violation”). See also United States v. Trzaska, 111 F.3d 1019, 1026 (2d Cir. 1997) 
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(“Evidence seized during an illegal search should not be included in a warrant 

affidavit.”); United States v. Kurniawan, 627 F. App’x 24, 25 (2d Cir. 2015) (summary 

order) (noting that evidence observed during unlawful sweep should not have been 

included in subsequent affidavit). 

As in Calhoun and LeClerc, the information obtained from the notebooks was 

crucial to the applications for the subsequent warrants, and there is no indication that 

the FBI would have thought to seek the subsequent warrants without information 

obtained from Mr. Schulte’s notebooks. Indeed, the government could not have 

accessed the encrypted accounts searched by the Proton Mail Warrant without the 

account passwords obtained from the notebooks. See Ex. G, Proton Mail Aff. ¶ 3. 

Similarly, the Discovery Laptop Warrant would not have been requested without 

information from the notebooks allegedly describing locations on the computers where 

data could be stored covertly. See Ex. I, Discovery Laptop Aff. ¶ 3. The accounts 

searched by the ISP Warrants were identified by using Mr. Schulte’s notebooks, as well 

as the contents of three encrypted email accounts obtained from the Proton Mail 

Warrant, which itself impermissibly relied on the notebooks. See Ex. K, ISP Warrants 

Aff. ¶ 11. Moreover, the affidavits for these warrants all cite and quote the notebooks 

extensively in establishing probable cause. See Ex. G ¶ 9.a-b; Ex. I ¶ 8.d; Ex. K ¶¶ 14.a-

b. Because the tainted evidence “played a central role” in the affidavits for these 

warrants, see Calhoun, 2017 WL 1078634, at *13, blanket suppression is necessary.  
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C. Alternatively, the Court should suppress the privileged notebook pages the wall 
team failed to redact. 
 

 The attorney-client privilege protects communications made (1) between client 

and attorney (2) that are intended to be confidential (3) for the purpose of obtaining 

or providing legal advice. See In re County of Erie, 473 F.3d 413, 419 (2d Cir. 2007). This 

privilege encompasses writings that serve as “an outline of what client wishes to 

discuss with counsel and which is subsequently discussed with one’s counsel.” Defonte, 

441 F.3d at 96. It is “well settled that individuals retain their attorney-client privilege 

when incarcerated or detained.” United States v. Mejia, 655 F.3d 126, 132 (2d Cir. 2011) 

(citing Defonte, 441 F.3d at 94). Absent blanket suppression, the general remedy for the 

violation of attorney-client privilege is the suppression of the privileged information at 

trial. Lumiere, 2016 WL 7188149, at *6. 

 As described supra, see A.iii, the wall team failed to adequately redact Mr. 

Schulte’s privileged pages within the notebooks. Although the wall team redacted 

some of Mr. Schulte’s case related notes, it left unredacted many pages of work 

product intended for communication with counsel regarding his case. Because these 

entries were case-related notes written in preparation for discussions with his 

attorneys regarding his pending criminal case, those documents are protected by 

attorney-client privilege and must be suppressed.  
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Conclusion 

 For all of the reasons described above, the Court should grant defendant’s 

motion to suppress the physical and electronic evidence obtained from the improper 

search, seizure, and review of his presumptively privileged notebooks and subsequent 

warrants that relied upon those notebooks, or at a minimum, order an evidentiary 

hearing to determine the extent to which the government’s case benefitted from a 

violation of Mr. Schulte’s attorney-client privilege. In the alternative, the Court should 

suppress privileged pages of the notebooks that the wall team failed to redact.   

Dated: New York, New York 
  June 18, 2019      

 
Respectfully submitted, 
 
Federal Defenders of New York 
 
/s/ Sabrina P. Shroff  

By: ________________________ 
Sabrina P. Shroff 
Allegra Glashausser  
Lauren M. Dolecki  
Edward S. Zas  
 
Assistant Federal Defenders 
52 Duane Street, 10th Floor 
New York, New York 10007 
Tel.: (212) 417-8713  
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18MAG9130 
UNITED STATES DISTRICT COURT 
SOUTHERN DISTRICT OF NEW YORK 

IN THE MATTER OF THE APPLICATION OF THE 
UNITED STATES OF AMERICA FOR SEARCH 
WARRANTS FOR INFORMATION AND DATA 
ASSOCIATED WITH THE TWITTER ACCOUNT 
@FREEJASONBOURNE; THE BUFFER ACCOUNT 
WITH THE USER ID 5b8c7b5804c2e71709f92901 
AND ASSOCIATED WITH THE EMAlL ADDRESS 
FREEJASONBOURNE@PROTONMAJL.COM; THE 
GRAVATARPROFILEURL 
HTTPS://EN.GRA VATAR.COM/JOSHSCHULTEl 
(INCLUDING THE WORD PRESS SITES 
JOSHSCHULTE.WORDPRESS.COMAND 
PRESUMPTIONOFSLA VERY.WORDPRESS.COM); 
AND THE EMAIL ACCOUNTS 
JOSHSCHULTEl@GMAIL.COM, 
FREEJASONBOURNE@GMAIL.COM, 
JOHN12GALT21@GMAIL.COM, AND 
JOHNSMITH742965@OUTLOOK.COM; THE 
FACEBOOK ACCOUNT WITH THE USER 
IDENTIFICATIONNUMBER225303401359184; 
STORED AT PREMISES CONTROLLED BY 
TWITTER, INC., BUFFER.INC, AUTOMATTIC 
INC., GOOGLE, INC., MICROSOFT 
CORPORATION, AND FACEBOOK, INC. 

STATE OF NEW YORK ) 
) ss. 

COUNTY OF NEW YORI( ) 

JEFF D. DONALDSON, being duly sworn, deposes and states: 

I. Introduction 

A. Affiant 

SEALED 
AGENT AFFIDAVIT 

Sl 17 Cr. 548 (PAC) 

I. I am a Special Agent of the Federal Bureau of Investigation (the ''FBI" or the 

"Investigating Agency") assigned to the New York Field Office, and have been employed by the 

FBI since 2010. I am currently assigned to a squad responsible for couuterespionage matters and 

have worked in the field of couuterintelligence from 2010 to present. In the cpurse of my duties 
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as a Special Agent, I am responsible for investigating offenses involving espionage and related 

violations oflaw, including the unauthorized retention, gathering, transmitting or losing classified 

documents or materials; the unauthorized removal and retention of classified documents or 

materials; illegally acting in the United States as a foreign agent; other national security offenses; 

and the making of false statements. As a result of my involvement in espionage investigations and 

investigations involving the unauthorized disclosure or retention of classified information, as well 

as my training in counterintelligence operations, I am familiar with the tactics, methods, and 

techniques of United States persons who possess, or have possessed a United States Government 

security clearance and may choose to harm the United States by misusing their access to classified 

information. I am also familiar, though my training and experience, with the use of computers in 

criminal activity and the forensic analysis of electronically stored information, including email. 

2. This Affidavit is based upon, among other things, my participation in the investigation, 

my examination ofreports and records, and my conversations with other law enforcement agents 

and other individuals, as well as my training and experience. Because this Affidavit is being 

submitted for the limited purpose of obtaining the requested wanants, it does not include all the 

facts that I h.ave learned during the course of this investigation. Where the contents of documents 

and the actions, statements, and conversations of others are reported herein, they are reported in 

substance and in patt, except where otherwise indicated. In addition, unless otherwise indicated, 

statements by others referenced in this Affidavit were not necessarily made to me, but may have 

been provided to me by someone else to whom I have spoken or whose report I have read (and 

who in turn may have had either direct or indirect knowledge of the statement). 

2 
2018-10-24 
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B. The Providers, the Target Accounts, and the Subject Offenses 

3. I make this Affidavit in support of an application for search warrants pursuant to 18 

U.S.C. § 2703 for all content and other information associated with the following electronic 

accounts: 

a. The Twitter account @freejasonbourne, user identification number 

1035952759252701184 (the "Schulte Twitter Acconnt"), which is stored at premises controlled 

by Twitter Inc. ("Twitter"), headquartered at 1355 Market Street, Suite 900, San Francisco, 

California 94103; 

b. The Buffer account with the 

5b8c7b5804c2e71709f92901 and associated with 

user identification 

the email 

number 

address 

freejasonbourne@protonmail.com (the "Schulte Buffer Account"), which is stored at premises 

controlled by Buffer, Inc. ("Buffer"), headquartered at 44 Tehama Street, San Francisco, California 

94105; 

c. The Gravatar profile URL https://en.gravatar.com/joshschultel (the "Schulte 

WordPress Account"), which includes the sites joshschulte.wordpress.com (the "Schulte 

WordPress Site-1"), presumptionofslavery.wordpress.com (the "Schulte WordPress Site-2,"), 

and presumptionofinnocence.net (the "Schulte WordPress Site-3," and together with the Schulte 

WordPress Site-1 and the Schulte Word Press Site-2, the "Schulte WordPress Sites"), 1 which 

are stored at premises controlled by Automattic Inc. ("Automattic"), headqua1tered at 60 29th 

Street #343, San Francisco, California 94110; 

1 Based on my review of the Schulte Word Press Sites, it appears that when a user tries to access 

the Schulte Word Press Site-2, the user is redirected to the Schulte WordPress Site-3. 

3 
2018-10-24 
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d. The email accouuts joshschultel@gmail.com (the "Schulte Gmail Account-

l"), john12galt21@gmail.com (the "Schulte Gmail Account-2"), and 

freejasonbourne@gmail.com (the "Schulte Gmail Account-3," and together with the Schulte 

Gmail Account-I and the Schulte Gmail Account-2, the "Schulte Gmail Accounts"), which are 

maintained at premises controlled by Google, Inc. ("Google"), headquartered at 1600 

Amphitheatre Parkway, Mountain View, California 94043. The Government executed two search 

warrants on the Schulte Gmail Account-1 (the "Original Gmail Search Warrants") on or about 

March 14, 2017 and on or about May 17, 2017. In this application, the Government seeks a search 

warrant for the contents of the Schulte Gmail Account-1 from May 18, 2017 through the present; 

e. The, email account Johnsmith742965@outlook.com (the "Schulte Outlook 

Account"), which is maintained at premises controlled by Microsoft Corporation ("Microsoft"), 

headquartered at 1 Microsoft Way, Redmond, Washington 98052; and 

f. The Facebook page with the user identification number 225303401359184 and 

which is entitled ''who is JOHN GALT?" (the "Schulte FacebookPage"), which is maintained at 

premises controlled by Facebook, Inc. ("Facebook," and together with Twitter, Buffer, Automattic, 

Microsoft, and Google, the "Providers"), headquartered at 1 Hacker Way, Menlo Park, California 

94025. 

g. The Schulte Twitter Account, the Schulte Buffer Account, the Schulte 

WordPress Account (including the Schulte WordPress Sites), the Schulte Facebook Page, the 

Schulte Outlook Account, and the Schulte Gmail Accounts are collectively referred to herein as 

the "Target Accounts." 

4 
2018-10-24 
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4. The information to be searched is described in the following paragraphs and in 

Attachment A attached separately to each of the four proposed warrants, one to be directed to each 

of the Providers. 

5. As detailed below, there is probable cause to believe that the Target Accounts contain 

evidence, fruits, and instrnmentalities of violations of violations of18 U.S.C. §§ 401 (contempt of 

coU1t), 793 (unlawful disclosure ofclassified information), 1030 (unauthorized computer access), 

1503 and 1512 (obstruction of justice), 1791 (smuggling contraband into a federal detention 

facility), and 2252A (illegal acts related to child pornography), as well as conspiracies and attempts 

to violate these provisions and aiding and abetting these offenses, among other statutes (the 

"Subject Offenses"). 

C. Services and Records of the Providers 

6. Based on my training and experience, my participation in this investigation and 

others, my review of reports prepared by others, and my conversations with other law 

enforcement agents and others, I have learned the following about the Providers: 

Information About Twitter 

a. Twitter offers electronic messaging and online social media services. Twitter 

allows its users to create their own profile pages, which can include a short biography, a photo of 

themselves, and location information. Twitter also permits users to post and read 280-character 

messages called "tweets," and to restrict their "tweets" to individuals whom they approve. In 

addition, Twitter's subscribers can send "direct messages," or "DMs" to other subscribers, which 

are typically only viewable by the sender or recipient of the direct message. These features are 

described in more detail below. A subscriber using Twitter's services can access his or her 

account from any computer connected to the Internet. 
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b. Twitter maintains the following records and information with respect to every 

subscriber account: 

1. Biographical Information: Twitter allows its users to create personal 

profile pages. These pages include a short biography, photographs of the users, and location 

information for the user. 

ii. Tweets: As discussed above, Twitter's users can use their accounts to 

post "tweets" of280 characters or fewer. Each tweet includes a timestamp that displays when 

the tweet was posted. Twitter's users can also '.'favorite," "retweet," or reply to tweets of other 

users. In addition, when a tweet includes a username, often preceded by"@," Twitter designates 

that tweet a "mention" of the identified user. In the "Collllect" tab for each account, Twitter 

provides the user with a list of other users who have favorite or retweeted the user's own tweets, 

as well.as a list of all tweets that include the user's username (i.e., a list of all mentions and 

replies for that username). By enabling the "Tweet With Location" feature, Twitter's users can 

also choose to include location data in their tweets. 

iii. Photographs/Images: Twitter users can also include photographs or 

images in their tweets. Each account is provided a user gallery, which stores photographs or 

images that the user has shared on Twitter's network, including photographs or images that were 

uploaded from another service. 

iv. Link Information: Twitter's users can also include links to a website in 

their tweets. By using Twitter's linking service, a longer website link can be converted into a 

shortened link, which allows it to fit into the 140-character limit. The linking service measures 

how many times a link has been clicked. 
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v. Associated Users: A user can also "follow" other users, which means 

that the user subscribes to the other users' tweets and site updates. Each user profile page 

includes a list of the people who are following that user (i.e., the user's "followers" list) and a list 

of people whom that user follows (i.e., the user's "following" list). Twitter's users can 

"unfollow" users whom they previously followed, and they can also adjust the privacy settings 

for their profile so that their tweets are visible only to the people whom they approve, rather than 

to the public (which is the default setting). A user can also group other users into "lists" that 

display on the right side of the user's home page. Twitter also provides users with a list of"Who 

to Follow," which includes recommendations of accounts that the user may find interesting, 

based on the types of accounts that the user is already following and who those people follow. 

v1. Direct Messages: A user can also send direct messages, or DMs, to 

one of his or her followers. These messages are typically visible only to the sender and the 

recipient, and both the sender and the recipient have the power to delete the message from the 

inboxes of both users. 

v11. Subscriber and Billing Information: Twitter collects and maintains 

(typically unverified) identifying information about each subscriber, including, for example, · 

name, username, address, telephone number, and alternate email addresses. · Twitter also 

maintains records concerning the date on which the account was created, the Internet protocol 

("IP") address of the user at the time of account creation, the cmTent status of the account ( e.g., 

active or closed), the length of service, and the types of services used by the subscriber. 

Additionally, for paying subscribers, Twitter maintains records of the subscriber's means and 

source ofpaytnent, including any credit card or bank account number. 
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viii. Search Information: Twitter includes a search functfon that enables its 

users to search all public tweets for keywords, usernames, or subject, among other things. A user 

may save up to 25 past searches. 

ix. Third-Party Information: Users can connect their accounts to third-

pmty websites and applications, which may grant these websites and applications access to the 

users' public profiles with Twitter. 

x. Transactional Information: Twitter also typically retains certain 

transactional information about the use of each account on its system. This information can 

include records oflogin (i.e., session) times and durations and the methods used to connect to the 

account (such as logging into the account through Twitter's website). 

xi. Customer Correspondence: Twitter also typically maintains records of 

any customer service contacts with or about the subscriber, including any inquiries or complaints 

concerning the subscriber's account. 

xii. Preserved Records: Twitter also maintains preserved copies of the 

foregoing categories of records with respect to an account, for at least 90 days, upon receiving a 

preservation request from the Government pursuant to 18 U.S.C. § 2703(f). 

Information About Buffer 

c. Buffer provides a software application that can be used through an Internet 

browser on a computer or a mobile device. 

d. Buffer's application allows users ofvm·ious social media applications to 

schedule their posts at vm·ious times. Buffer works with several different social media 

applications, including Twitter, Facebook, WordPress (an online blogging platform offered by 

Automattic, see infra 'If 6(g)-(k), and Google+ (a social media application offered by Google, see 
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infra~ 6(cc)). For example, using Buffer, a user could draft a Tweet one day, but anange for it 

· not to publicly post on the user's Twitter page until a later date. 

e. The number of posts that can be scheduled at any given time depends on the 

type of plan the user has purchased from Buffer. In the case of Buffer's free plan, a user can · 

schedule up to 10 posts at once, while Buffer's "Pro" plan allows for scheduling up to 100 posts 

at once. 

f. I believe that the information available from Buffer may include, among other 

things: 

1. Scheduled Social Media Posts: Messages that were scheduled to be 

posted on various social media applications through Buffer's scheduling feature should be stored 

on Buffer's servers. 

ii. Subscriber and Billing Information: Buffer usually collects and 

maintains (typically unverified) identifying information about each subscriber, including, for 

example, name, username, address, telephone number, and alternate email addresses. Buffer also 

maintains records concerning the date on which the account was created, the IP address of the 

user at the time of account creation, the current status of the account (e.g., active or closed), the 

length of service, and the types of services used by the subscriber. Additionally, for paying 

subscribers, Buffer maintains records of the subscriber's means and source of payment, including 

any credit card or bank account number. 

iii. Transactional Information: Buffer also typically retains certain 

transactional information about the use of each account on its system. This information can 

include records of login (i.e., session) times and durations and the methods used to connect to the 

account (such as logging into the account through Buffer's websites). 
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1v. Cookie Data: Buffer also typically maintains records of"cookies" 

used by Buffer to track information about the user of an account, including, for example, 

websites visited. 

v. Customer Correspondence: Buffer also typically maintains records of 

any customer service contacts with or about the subscriber, including any inquiries or complaints 

concerning the subscriber's account. 

Information About Automattic 

g. Automattic is a web development corporation that owns and operates 

Worc!Press.com, a free-access open source online publishing and social networking website 

called WordPress.com, which can be accessed at https://www.wordpress.com ("WordPress"). 

WordPress allows its users to start a blog or build a website. A user can select the free basic 

service or pay for upgrades with advanced features such as domain hosting and extra storage. 

WordPress users can post content to their site, including messages, .Photographs, videos, and 

links to other websites. Some content may be geotagged. In addition, other users can comment 

on a blog entry that is posted on a WordPress site. 

h. WordPress can be accessed through an Internet browser operating on a 

computer or a mobile device. 

1. Automattic typically retains the following records with respect to a particular 

WordPress account: 

i. Subscriber Information: Automattic retains records showing, among 

other things, the username, email address, name, and telephone number associated with the 

account. 
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11. Billing Information: Automattic also maintains routine records related 

to billing. 

iii. Transactional Information: Automattic usually retains log data, which 

may include the user's IP address, browser type, and operating system. 

iv. Site Creation, Posting, and Revision History Iriformation: Automattic 

maintains activity information related to the creation of a site and posting of revising information 

on a site. This information can include the date aud time at which the site was created, the IP 

address used to create the site or post information to the site, aud posts, including deleted posts. 

v. Comment Information: Automattic can also retain information about 

conunents posted about au entry on a WordPress site until those comments are deleted by the site 

owner. 

vi. Contact Information Associated with Domain Registration: If a user 

has registered a custom domain on WordPress (meaning that the domain name for the user's site 

would not reflect that it is a WordPress site), Automattic may have records of the contact 

information for the user. For example, the Schulte WordPress Site-3 appears as. 

"presumptionofinnocence.net," and thus does not reflect the WordPress domain, 

"wordpress.com." 

j. Wordpress also cau provide the content of information associated with a given 

website or blog. In addition to the documents described above, that may include additional 

functionality added to the website or blog by its owner in the form of software known as widgets 

or plugins. It may also include a website or blog avatar or gravatar. An avatar is a picture 

associated with the owner of the website or blog; a g:ravatar is a Globally Recognized Avatar, 

from the website Gravatar.com or a plugin on WordPress, which differs from an avatar in that it 
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follows a user from website to website. When a user leaves a comment on a website or posts to a 

blog that suppo1ts Gravatar, the user's gi·avatar is pulled from Gravatar servers and appears next 

to the user's comment. The Gravatar.com website attempts to appear in the user's language by 

detecting the language settings that are configured in the user's browser. From the Gravatar.com 

website, a user can manage all the images and email addresses assigned to a Gravatar.com 

profile. Gravatar.com images can be associated with email addresses. When creating a gravatar, 

the Gravatar.com service asks to Vfhich registered email the image should be applied, if any. 

k. Gravatar.com is another website owned and operated by Automattic and 

provides free gravatar profiles. Automattic includes a gravatar profile in every WordPress 

account. 

Information About Facebook 

I. Face book owns and operates a free-access, social-networking website of the 

same name that can be accessed at http://www.fucebook.com. Facebook allows Internet users to 

establish accounts with Facebook, which they can use to share written news, photographs, 

videos, and other information with other Facebook users, and sometimes with the general public. 

m. Face book asks users to provide basic contact information to Facebook, either 

dming the registration process or thereafter. This information may include the user's full name, 

birth date, contact email addresses, physical address (including city, state, and zip code), 

telephone numbers, screen names, websites, and other personal identifiers. Facebook also 

assigns a user identification number to each account. 

n. Facebook users can select different levels of privacy for the communications 

and information associated with their Facebook accounts. By adjusting these privacy settings, a 

Facebook user can make information available only to himself or herself, to paiticular Facebook 
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users, to all Facebook users, or to auyone with access to the Internet, including people who are 

not Facebook users. Facebook accounts also include other account settings that users c.au adjust, 

to control, for example, the types of notifications they receive from Face book. 

o. Facebook users may join one or more groups or networks to connect and 

interact with other users who are members of the same group or network. A Face book user cau 

also connect directly with individual Facebook users by sending each user a "Friend Request." If 

the recipient of a "Friend Request" accepts the request, then the two users will become "Friends" 

for purposes ofFacebook and cau exchange communications or view information about each 

other. Each Facebook user's account includes a list of that user's "Friends" and a "Mini-Feed," 

which highlights information about the user's "Friends," such as profile changes, upcoming 

events, and birthdays. 

p. Facebook users can create profiles that include photographs, lists of personal 

interests, and other information. Facebook users can also post "status" updates about their 

whereabouts and actions, as well as links to videos, photographs, articles, and other items 

available elsewhere on the Internet. Facebook users can also post information about upcoming 

"events," such as social occasions, by listing the event's time, location, host, and guest list. A 

paiticular user's profile page also includes a "Wall," which is a space where the user and his or 

her "Friends" can post messages, attachments, and links that will typically be visible to anyone 

who cau view the user's profile. 

q. Facebook has a Photos application, where users can upload an unlimited 

number of albums and photos. Another feature of the Photos application is the ability to "tag" 

(i.e., label) other Facebook users in a photo or video. When a user is tagged in a photo or video, 

he or she receives a notification of the tag aud a link to see the photo or video. For Facebook's 
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purposes, a user's "Photoprint" includes all photos uploaded by that user that have not been 

deleted, as well as all photos uploaded by anyone else that have that user tagged in them. 

r. Face book users can exchange private messages on Face book with other users. 

These messages, which are similar to email messages, are sent to the recipient's "Inbox" on 

Facebook, which also stores copies of messages sent by the recipient, as well as other 

information. Facebook users can also post comments Ol) the Facebook profiles of other users or 

on their own profiles; such comments are typically associated with a specific posting or item on 

the profile. 

s. Face book Notes is a blogging feature available to Facebook users, and it 

enables users to write and post notes or personal web logs ("biogs"), or to irnpott their biogs 

from other services, such as Xanga, LiveJournal, and Blogger. 

t. The Facebook Gifts feature allows users to send virtual "gifts" to their friends 

that appear as icons on the recipient's profile page. Gifts cost money to purchase, and a 

personalized message can be attached to each gift. Facebook users can also send each other 

"pokes," which are free and simply result in a notification to the recipient that he or she has been 

"poked" by the sender. 

u. Facebook also has a Marketplace feature, which allows users to post free 

classified ads. Users can post items for sale, ,housing, jobs, and other items on the Marketplace. 

v. In addition to the applications described above, Facebook also provides its 

users with access to thousands of other applications on the Face book platform. When a 

Face book user accesses or uses one of these applications, an update about that user's access or 

use of that application may appear on the user's profile page. 
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w. Face book uses the term "Neoprint" to describe an expanded view of a given 

user profile. The "Neoprint" for a given user can include the following information from the 

user's profile: profile contact information; Mini-Feed information; status updates; links to 

videos, photographs, articles, and other items; Notes; Wall postings; friend lists, including the 

friends' Facebook user identification numbers; groups and networks of which the user is a 

member, including the groups' Facebook group identification numbers; futµre and past event 

postings; rejected "Friend" requests; comments; gifts; pokes; tags; and information about the 

user's access and use ofFacebook applications. 

x. Facebook also retains IP logs for a given user ID or IP address. These logs 

may contain information about the actions taken by the user ID or IP address on Facebook, 

including information about the type of action, the date and time of the action, and the user ID 

and IP address associated with the action. For example, if a nser views a Facebook profile, that 

user's IP log wonld reflect the fact that the user viewed the profile, and would show when and 

from what IP address the user did so. 

y. Social networking providers like Face book typically retain additional 

information abont their users' accounts, such as information about the length of service 

(including start date), the types of service used, and the means and source of any payments 

associated with the service (including any credit card or bank account number). In some cases, 

Facebook users may communicate directly with Facebook about issues relating to their account, 

such as technical problems, billing inquiries, or complaints from other users. Social networking 

providers like Facebook typically retain records about such conununications, including records 

of contacts between the user and the provider's suppo1t services, as well as records of any 

actions taken by the provider or user as a result of the communications. 
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z. Facebook typically maintains preserved copies of the foregoing categories of 

records with respect to an account, for at least 90 days, upon receiving a preservation request 

from the Government pursuant to Section 27O3(f). 

Information About Microsoft and Google 

aa. Microsoft and Google (together the "Email Providers") offer email services to 

the public. In particular, Microsoft allows users to subscribers to maintain email accounts under, 

among others, the domain name "outlook.com" while Google allows subscribers to maintain email 

accounts under the domain name "gmail.com." A subscriber using the Email Providers' services 

can access his or her email account from any computer connected to the Internet. 

bb. In addition, Google offers an online social media service. Specifically, Google 

allows subscribers to maintain "Google+" accounts. Through his or her Google+ account, a user 

can create a profile page, which contains (generally unverified) background information about the 

user. Among other services, a Google+ user can upload content to his or her account through 

posting. In addition, Google+ allows subscribers to create "circles," which are groups of contacts 

that the subscriber creates and organizes. The subscriber can disseminate private content to 

pa1ticular circles. 

cc. The information available from the Email Providers may include the fo Hawing: 

i. Email Contents: In general, any email (which can include attachments 

such as documents, images, and videos) sent to or from a subscriber's account, or stored in draft 

form in the account, is maintained on the Email Providers' servers unless and unt/1 the subscriber 

deletes the email. If the subscriber does not delete the email, it can remain on the Email Providers' 

computers indefinitely. Even if the subscriber deletes the email, it may continue to be available 

on the Email Providers' servers for a ce1tain period of time. 
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ii. Address Book: The Email Providers also allow subscribers to maiutaiu 

the equivalent of an address book, comprising email addresses and other contact information of 

other email users. 

iii. Subscriber and Billing Information: The Email Providers collect and 

maiutaiu (typically unverified) identifying iuformation about each subscriber, iucludiug, for 

example, name, username, address, telephone number, and alternate email addresses. The Email 

Providers also maintain records concerniug the date on which the account was created, the IP 

address of the user at the time of account creation, the current status of the account (e.g., active or 

closed), the length of service, and the types of services used by the subscriber. Additionally, for 

payiug subscribers, the Email Providers rnaintaiu records of the subscriber's means and source of 

payment, including any credit card or bank account nuinber. 

iv. Transactional Information: The Email Providers also typically retain 

certain transactional iuformation about the use of each account on its system. This information 

can iuclude records oflogin (i.e., session) times and durations and the methods used to com1ect to 

the account (such as logging iuto the account through the Email Providers' websites). 

v. Search History: The Email Providers also typically record searches 

done by a user of an account through their search engines. 

vi. Cookie Data: The Email Providers also typically maintaiu records of 

"cookies" that they use to track information about the user of an account, including, for example, 

websites visited. 

vii. Customer Correspondence: The Email Providers also typically maintain 

records of any customer service contacts with or about the subscriber, includiug any inquiries or 

complaints concerning the subscriber's account. 
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viii. Google Drive Content: Google provides users with a certain amount of 

free "cloud" storage, currently 15 gigabytes, through a service called "Google Drive" (users can 

purchase a storage plan through Google to store additional content). Users can purchase enhanced 

storage capacity fur an additional monthly fee. Users can use their Google Drive to store email, 

attachments, videos, photographs, documents, and other content "in the cloud," i e., online. A user 

can access content stored on Google Drive by logging into his or her Google account through any 

computer or other electronic device connected to the Internet. Users can also sharn files stored on 

Google Drive with others, allowing them to view, comment, and/or edit the files. 

ix. Google Docs: Google provides users with the ability to write, edit, and 

collaborate on various documents with other Google users through a service called "Google Docs." 

Users can use Google Docs to create online documents that can be stored on or saved to the user's 

Google Drive. 

x. Google Photos: Google provides users with a certain amount of free 

storage for photographs, through a service called Google Photos, which allows users to manually 

store photographs and videos, and which automatically uploads photographs and videos taken by 

registered mobile devices. Google also retains the metadata-or data that provides information 

about the data in question, such as the time and date of creation, the author or creator, the means 

of its creation, the purpose of the data, among other data-for photos and videos uploaded to 

Google, including to Google Photos. This metadata includes what is known as exchangeable 

image file format ( or "Exif') data, and can include GPS location information for where a photo or 

video was taken. 

xi. Google Calendar: Google provides users with an online calendar, in 

which they can add appointments, events, and reminders, that is syncln·onized across registered 
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computers and mobile devices. Users can share their calendars with other users, allowing the 

maintenance of joint calendars. 

xii. Google Chats and Google Hangouts Content: Google allows 

subscribers to engage in "chat" sessions in an instant-messaging format with other Google users, 

the transcripts of which are generally stored in a user's email content. Similarly, Google allows 

users to engage in enhanced chat sessions, called Hangouts, which permit the sharing of additional 

content such as videos, sounds, and images. In general, Hangouts content is stored separately from 

a user's email and chat content. 

xiii. Location History Data: Google maintains recent location data, collected 

periodically, from mobile devices that are logged into or have used applications (or "apps") or 

services provided by Google. For example, Google collects information collected from GPS, WiFi 

networks, cell site locations, and mobile networks to estimate a user's location. Google apps and 

services also allow for location reporting, which allows Google to periodically store and use a 

device's most recent location data in connection with a Google account. 

xiv. Google Payments: Google allows for the storage of payment 

information associated with a Google account, including credit cards and bank accounts, and 

contains information about all transactions made with.a Google account, allowing for the payment 

for goods (such as those purchased through Google Shopping) and bills, among other features. 

xv. Google+: Google hosts an Internet-based social network. Among other 

things, users can post photos and status updates and group different types of relationships (rather 

than simply "friends") into Circles. In addition, Google has a service called PlusOne, in which 

Google recommends links and posts that may be of interest to the account, based in pa1t on 

accounts in the user's Circle having previously clicked"+ 1" next to the post. PlusOne information 

19 
2018-10-24 

Case 1:17-cr-00548-PAC   Document 98-11   Filed 06/18/19   Page 20 of 46



JAS_021364

therefore provides information about the user of a given account, based on activity by other 

individuals the user has entered in the user's Circle. 

xvi. Google Voice: Google provides a telephone service that provides call 

forwarding and voicemail services, voice and text messaging. 

xvn. Preserved Records: The Email Providers also maintain preserved copies 

of the foregoing categories of records with respect to an account, for at least 90 days, upon 

receiving a preservation request from the Govennnent pursuant to Section 2703(f). 

D. Jurisdiction and Authority to Issue the Warrant 

7. Pursuant to Section 2703(a), (b)(l)(A) & (c)(l)(A), the Government may require a 

provider of an electronic communications service or a remote computing service, such as Google, 

to disclose all stored content and all non-content records or other information pertaining to a 

subscriber, by obtaining a wan-ant issued using the procedures described in the Federal Rules of 

Criminal Procedure. 

8. A search wan-ant under Section 2703 may be issued by "any district court of the United 

States (including a magistrate judge of such a court)" that "has jurisdiction over the offense being 

investigated." 18 U.S.C. § 2711(3)(A)(i). 

9. When the Government obtains records under Section 2703 pursuant to a search warrant, 

the Goverrunent is not required to notify the subscriber of the existence of the warrant. Id 

§ 2703(a), (b)(l)(A), (c)(2) & (3). Additionally, the Government may obtain an order precluding 

the Provider from notifying the subscribe!" or any other person of the warrant, for such period as 

the Comt deems appropriate, where there is reason to believe that such notification will seriously 

jeopardize an investigation. Id. § 2705(b). 
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II. Facts Establishing Probable Cause 

A. Overview 

10. As described in ftuther detail below, through this application, the Government seeks a 

warrant related to the Target Accounts because they appear to be the facilities through which 

Joshua Adam Schulte--a former employee of the Central Intelligence Agency ("CIA") charged 

with, among other things, dissemination of classified information and possession of child 

pornography-has conducted or intends to conduct an "information war" against the United States 

from the Metropolitan Correctional Center ("MCC") by disclosing classified information and other 

sensitive information protected by a protective order, and by publishing false exculpatory 

information in an effort to defend against the crimes of which Schulte has been charged. 

11. On October 3, 2018, law enforcement officers searched the MCC pursuant to a search 

warrant signed by the Court on October 2, 2018 (the "MCC Search WaiTant"). The MCC Search 

Warrant and underlying affidavit are attached to this application as Exhibit A and are incorporated 

by reference, including the defmed terms identified therein. During that search, the officers 

reviewed documents from Schulte's cell (the "Schulte Cell Documents"), which showed that 

Schulte intended to engage in a systematic disclosure of protected information to, among others, 

the media. 2 The Target Accounts-which were identified tlll'Ough the review of the Schulte Cell 

Documents, as well as emails Schulte sent and received through three encrypted email accounts 

("Encrypted Account-I," "Encrypted Account-2," "Encrypted Account-3," and together the 

"Encrypted Accounts")-are social media and email accounts that Schulte appears to intend to use 

( or has used) to fucilitate his disclosure efforts. 

2 The Schulte Cell Documents were first reviewed by a wall team pursuant to a procedure set forth 

in another search warrant executed on October 3, 2018. 
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12. Thus, as described in more detail below, there is probable cause to believe that the 

Target Accounts contain evidence of the Subject Offenses, including, among other things, 

evidence of Schulte's unlawful dissemination to third parties (including the press) of classified 

information and material subject to a protective order, and evidence ofSchulte's public disclosure 

of such protected information on publicly available Internet pages, where it could be accessed by 

anyone. 

B. Schulte's "Information War" 

13. On October 3, 2018, I and other law enforcement officers executed the MCC Search 

Warrant. Prior to the search, MCC officials had removed the Schulte Cell Documents, among 

other things, from Schulte's former cell and stored them in an official office at the MCC. 

14. Based on my training and experience, my paiticipation in this investigation and others, 

my conversations with other law enforcement agents and others, and my review of records 

provided in response to grand jury subpoenas a11d the Schulte Cell Documents, I have learned, 

among other things, the following: 

a. The Schulte Cell Documents contain, among other things, documents that 

Schulte appeared to be preparing for public dissemination, including: 

i. Various versions of "articles" or "chapters," in which Schulte wrote 

about his experience in prison and his views with respect to the prosecution against him. The FBI 

found versions of IO of these articles (the "Schulte Articles") through other sources as well, 

including from members of Schulte's family to whom Schulte gave the Aiticles for purposes of 

dissemination. Some of the versions of the Schulte Articles that have been recovered (including 

versions Schulte sent to his cousin for public dissemination) contain classified information. 

ii. Drafts ofa "press release" in which Schulte accused the FBI ofengaging 

in terrorism and declared his candidacy for Congress (the "Press Release"). 
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iii. A document that appears to be an a1ticle for release by WikiLeaks.org 

("WikiLeaks"), in which a purported FBI "whistleblower" claimed to have provided the discovery 

in this case to WikiLeaks and that the FBI had planted evidence of child pornography on Schulte's 

computer to frame him (the "Fake FBI Document"). 

iv. Drafts of a tweet (the "Fake CIA Tweet") that appear to have been 

drafted around August 30, 2018,3 in which Schulte-pretending to be a former CIA colleague­

claimed that two other former CIA colleagues, both of whom Schulte referred to by full name and 

one of whom he described as the "Peter Strzok of the CIA," had "set up" Schulte and used him as 

a "scapegoat" for "Vault 7," which is the name of WikiLeaks serial disclosures of CIA material 

that began on or about March 7, 2017 and which forms the basis of some of the current charges 

against Schulte. On the following page of the Schulte Cell Documents appears the text "Just to 

authenticate me fast" followed by other apparent draft tweets that discussed the CIA's alleged 

activities and methods, some of which appear to be classified (the "Fake Authentication Tweets").4 

. 
. 

I believe that Schulte planned to potentially publish the Fake Authentication Tweet before the Falce 

CIA Tweet in an effort to purportedly verify the author's employment with the CIA and knowledge 

of the information in the Fake CIA Tweet. 

v. Drafts of Facebook posts (the "Face book Posts") in which Schulte­

posing as one or more of his friends-claimed that the FBI had "openly banned and burned" his 

writings, and that, as a result of this alleged harassment, Schulte's Facebook page would be 

3 Not all of the entries in the Schulte Cell Documents have readily apparent dates. 

4 It is unclear from the Schulte Cell Documents whether the Fake Authentication Tweets were 

meant to be a single tweet with the Fake CIA Tweet or separate tweets that were to be published 

along with the Fake CIA Tweet. 
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managed by his friends going forward, rather than his family, in order to relieve "pressure" on his 

family. 

b. The Schulte Cell Documents also show that Schulte was planning to send 

discovery in this case and potentially classified information to third parties, including by using 

encrypted email accounts and some of the Target Accounts For example, Schulte wrote: 

1. "If govt doesn't pay me $50 billion in restitution & prosecute the 

criminals who lied to the judge and presented this BS case then I will visit every country in the 

world and bear witness to the treachery ... that is the USG [United States Govermnent]. I will 

look to breakup diplomatic relationships, close embassies, and U.S. occupation around the world 

& finally reverse U.S. jingoism. If this one the way the U.S. govt treats one of their own, how do 

you think they treat allies?" 

ii. "I NEED my discovery to be released to the public. I NEED my articles 

to be updated." 

iii. "Maybe get discovery leaked and articles updated then give all my stuff 

to [ defense counsel] and leave for VA." 

iv. "Unable to copy over discovery to DVD. Went to law library, used 

laptop of Cheeno + Sardy; Laptop unable to write to DVD, drive, etc. MY laptop unable to read 

DVD. So, laptop that can read the DVD can't write to it & laptop that could write to it, can't read 

from it. Connect to wifi hotspot? VM?" I believe that here, Schulte is discussing his inability to 

use an MCC laptop to copy his discovery to a DVD, and the possibility of transferring that 

discovery instead by connecting one of the laptops to the Intemet through a wireless network. 

v. A notation that appears to indicate that Schulte intended to post the Fake 

CIA Tweet on the Schulte Twitter Account. 
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vi. ·what appears to be a "to-do" list dated September 12, 2018, in which 

Schulte wrote that on September 17 and 18, he would "DL Disc. UL WL," and.that on September 

19, 20, and 21, he would "schedule tweets[.]" I believe that here, "DL Disc. UL WL" means that 

Schulte planned to download his discovery (''DL Disc.") from the Schulte Laptop and upload that 

discovery to WikiLeaks ("UL WL"). As noted above, in another place in the Schulte Cell 

Documents, Schulte drafted the Fake FBI Document, a purp01ted statement by a supposed FBI 

"whistleblower" who provided Schulte's discovery to WikiLeaks and claimed that the FBI had 

planted evidence of child pornography on .Schulte's computer. See supra ,r 14(a)(iii). I further 

believe that "schedule tweets" means that Schulte intended to schedule tweets, including the Fake 

CIA Tweet, using the Schulte Buffer Account, which, as described above, would allow him to 

time the disclosure of the tweets through the Schulte Twitter Account, see supra ,r 6(c)-(f). 

vii. "I thought I convinced him [Schulte's father] to setup a protonmail 

email acct for me to upload the articles," which is potentially a reference to the Schulte Atticles. 

viii. "Create new protonmail: presumedguilty@protonmail.com ... migrate 

wordpress to protonmail." 

ix. "The way. is clear. I will set up a wordpress of[the Schulte WordPress 

Site-1] and presumptionofinnocense.wordpress.com From here, I will stage my information 

war: .. The presumption of innocence blog will contain my 10 articles .... "5 

x. "Yesterday I sta1ted cleansing the phone & in the process setup a new 

protonmail which I transferred the wordpress too [sic]." I believe that when Schulte wrote that he 

5 "Presumptionofinnocence.wordpress.com" and the "presumption of innocence blog" appear to 

be references to Schulte WordPress Site-3, which at the website "presumptionofmnocence.net." 
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had "started cleansing the phone," he was referring to his efforts to delete data and/or enc1'ypt one 

of the Contraband Cellphones that he used at the MCC, discussed in more detail below. 

xi. "Facebook I will rename, simply 'Who is John Galt?' or 'Who is Josh 

Schulte?' From FB, I will post links to the mticles and the biogs as I write them. The presumption 

of innocence blog will only contain my 10 mticles 1-10, ending on the presumption of innocence. 

I will post each of them on the FB & delete the previous mticles. From my blog, I will write about 

my time, etc." Here, I believe that Schulte was referencing his plans to publish his articles, 

including the Schulte Articles, on the Schulte Facebook Page. 

xii. In an ent1y that appem·s to be dated September 11, 2018, Schulte 

appem·ed to indicate that he planned to "update Facebook" (which I believe is a reference to the 

Schulte Facebook Page) by "chang[ing] password," "delet[ing] aiticles," and "chang[ing] 

name[.]" The entry also seemed to indicate that--------as part of his updating of the Schulte Facebook 

Page---Schulte also intended to upload to the account the Facebook Posts, in which he falsely 

claimed that the FBI was "burn[ing]" his writings, see supra ,r 14(a)(v). 

xiii. An entry, which appem·s to be dated September 17, 2018, in which 

Schulte wrote, "I posted the FB thing ... on the John Galt page & changed the pw. We'll see what 

happens! Maybe a little interest? In a week I'm going to dump all my stnff." I believe that here, 

Schulte is confirming that he had updated the Schulte Facebook Page in the manner described in 

Paragraph[] of this_ affidavit. Schulte also wrote in this entry, "My articles I'm working through 

with Joel. He edited articles 1&2; Hopefully I can perfect them soon. Ideally for release pn the 

25th but maybe not?" Here, I believe that Schulte is indicating that he hopes to publicly 

disseminate his articles (potentially on the Schulte Facebook Page) on September 25, 2018, 

Schulte's birthday this year. 
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C. Schulte's Transfer of Data Out oftheMCC 

15. As described in more detail in the MCC Search Warrant, a confidential source (the 

"CS")6 has described to the FBI, in substance and in part, how, among other things, Schulte and 

another inmate, Omar Amanat, used cellphones smuggled into the MCC (the "Contraband 

Cellphones") to, among other things, communicate with people outside of the MCC and to help 

prepare a "report" for Amanat to submit in connection with his sentencing proceeding. 7 See Ex. 

A at pp. 9-18. The CS further rep01ted, in substance and in pait, that the CS had been able to take 

screenshots of the Contraband Cellphones. 

16. Based on my training, experience, and pa1ticipation in this investigation, I know that 

inmate phone calls and emails at federal detention facilities, like the MCC, are recorded. Thus, 

inmates at times attempt to smuggle contraband electronic devices into the MCC, such as the 

Contraband Cellphones, in order to cove1tly communicate with others while in prison. In addition, 

many cellphones can also be used as a Wi Fi hotspot, which means that other devices can connect 

to the Internet through a network created by the cellphone. I also know that inmates will use such 

electronic devices to access email and social media accounts, like the Target Accounts, that will 

allow them to communicate discreetly, including about criminal conduct. As a result, the fact that 

an email account is located on a Contraband Cellphone and used to send or receive 

6 The CS is facing immigration and narcotics trafficking charges, a11d is cooperating in the hope 

of receiving a cooperation agreement with the Government, a more lenient sentence, and potential 

immigration benefits. As described in this affidavit and in the MCC Search Wai-rant, information 

provided by the CS has been at least partly corroborated by, among other things, a seizure of at 

least one contraband cellphone and documentary evidence, including emails. 

7 As described in more detail in the MCC Search Warrant, the "report" appears to deal with emails 

that Amanat fabricated and sought to introduce into evidence during his trial before the Honorable 

Paul G. Gardephe. 
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communications, on its own, demonstrates that the account likely contains commm1ications 

evidencing crinles, including the Subject Offenses. 

17. Based on my training and experience, my participation in this investigation, my 

conversations with other law enforcement agents and others, and my review of, among other 

things, the Schulte Cell Documents, the screenshots taken of the Contraband Cellphones by the 

CS, responses to grand jury subpoenas, and emails in the Schulte Gmail Account-1 that were 

produced to the FBI pursuant to the Original Gmail Search Warrants and emails in the Encrypted 

Acconnts that were reviewed pursuant to a search warrant, I have learned, among other things, 

that: 

a. The CS took several screenshots of one of the Contraband Cellphones (the 

"Amanat Contraband Cellphone") engaging in electronic communications with a contact identified 

as "J." As discussed below, I believe the contact "J"-which is linked to a telephone number (the 

"806 Number") with an-806 area code (which covers Schulte's hometown of Lubbock, Texas, 

among other place)-is Schulte's Contraband Cellphone. 

b. These screenshots appear to capture a conversation concerning wodc by "J," 

whom I believe to be Schulte, on a "report," including: 
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Btw l can't access the report. 
Did you freeze it? 
SUN804PM {Q 

+18067774841 

No 

c. In these screenshots, I believe that Schulte ("J," texting in the gray bubbles) is 

instructing Amanat (texting in the blue bubbles) on how a third party could edit the "report" that 

was shared with them through Google Docs, a document-sharing service provided by Google. 

d. One of the screenshots taken by the CS depicts what appears to be the first page 

of a purported "expert" report in Schulte's name (the "Schulte Repoli"), which was apparently 

prepared in connection with Amanat's case: 
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~i~~.::~=a~~:t:=l~;;t~r~i~ 

(PGG) for Omar Amanat 1/29/2018 

By: Joshua Schulte 

I: Introduction 

I run the founder and CEO of my own consulting 

firm. I was contacted and hired directly by Omar 

Amanat to provide an expert report in the matter of 

United States v. Kaleil Isaza Tuzrnan,. et al. 15 Cr. 

15 (PGG). I was retained post-verdict on 1/1_9/18 

due to concerns of unusual and suspici9us b_cha".jOr, 

on b~h_alfofthe FBI. Particularly; fu,c cxpe.tt 

t~Stimony of Joel DcCapl}a. 

e. Both the Schulte Cell Documents and one of the Encrypted Accouuts contain a 

handwritten document that appears to be a draft of the Schulte Repo1t. In this draft, Schulte 

claimed to be an expe1t in a number of topics on the basis of his CIA employment. Schulte opined 

that an FBI expert witness called at Amanat' s trial had testified falsely about emails that Arnanat 

had sought to introduce into evidence. As described in more detail in the MCC Search Warrant, 

during that trial, the Govermnent introduced evidence that Arnanat had fabricated those emails. 

See Ex. A at p. 9. 

f. The 806 Number is a Google Voice number, which means, as described above, 

that it is linked to a specific Gmail account. Subscriber information for the 806 Number indicates 

that it is associated with the Schulte Gmail Account-1. 
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g. Based on my review of the contents of the Schulte Gmail Account-1 pursuant 

to the Original Gmail Search Wan-ants, I know that Google often captures communications with a 

Google Voice number in the Gmail account, and produces them in response to a search warrant. 

For example, on or about March 7, 2017, the day that WikiLeaks first made public the CIA 

information, the Schulte Gmail Account-1 contained several texts between Schulte and others 

concerning the leak. 

h. The Schulte Cell Documents also include handwritten documents (the 

"Location Documents") describing potential hidden locations on hard drives or other electronic 

storage devices in which a user can secretly store data ("Covert Partitions"). One of the ways to 

identify Covert Partitions is to identify slack space on a hard drive or storage device. Slack space 

is the nnused space between paititions on the drive. The Location Documents appear to identify 

the sectors where slack space is available, i.e., the Covert Partitions, on a hard drive or storage 

device using the Windows operating system. 8 

i. Schulte also used Encrypted Account-I to commnnicate with another email 

acconnt (the "iCloud Account"). During one such commnnication in or about September 2018, 

Schulte requested that the individual using the iCloud Acconnt purchase a spycific electronic 

device (the "Device"). The Device is capable of transfen-ing data from an electronic data storage 

location, such as a computer hard drive, to a cellphone, or vice versa. Based on my review of 

records obtained concerning the suspected user of the iC!oud Acconnt, I have learned, among other 

things, that the user of the iCloud Acconnt arranged for the purchase of a piece of equipment with 

capabilities similar to those of the Device. 

8 On or about October 16, 2018, the Govermnent obtained a search warrant to seai·ch two laptops 

used by Schulte since his detention to determine if, among other things, he had created or used any 

Covert Partitions to store data. That review is ongoing. 
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j. On or about October 5, 2018, MCC officials recovered at least one of the 

Contraband Cellphones. The recovered Contraband Cellphone contained an "SD card," which is 

a device that is capable of.storing data for transfer from one device to another. For example, an 

SD card can be used to transfer data from a laptop (like the discovery laptops housed at the MCC) 

to a cellphone (like the Contraband Cellphones). 

k. Using Encrypted Account-I, Schulte also, among other things, sent a reporter 

("Reporter-I") search warrant affidavits (the "Protected Affidavits") designated pursuant to the 

protective order in this case (see 17 Cr. 548 (PAC), Dkt. No. 11 (the "Protective Order")),9 and at 

least one document containing classified information. 

D. Sclmlte Creates the Target Accounts and Tries to Hide His Use of Them 

18. Based on my training and experience, my paiticipation in this investigation and others, 

my conversations with other law enforcement agents and others, and my review of, among other 

things, subscriber information for most of the Target Accounts, 10 I have learned, among other 

things, the following: 

a. The Schulte Gmail Account-I was created on or about April 5, 2006, and is 

subscribed in the name "Josh Schulte." 

b. The Schulte Gmail Account-2 was created on or about April 15, 2018, and is 

subscribed in the name "John Galt." 

9 On May 21, 2018, the Comt held a conference at which it reminded Schulte of the te1ms of the 

Protective Order, including that Schulte could not shai·e documents covered by the Protective 

Order with third paities, like repmters, who ai·e not involved in his defense. Schulte acknowledged 

that he understood the terms of the Protective Order. 

10 Grand jury subpoenas that call for production of the subscriber information for the Schulte 

Gmail Account-3 and the Schulte Outlook Account are pending. 
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c. The Schulte Facebook Page was created on or about April 17, 2018, and is 

registered to Schulte Gmail Account-2. 

d. The Schulte WordPress Accounts were created on or about August 14, 2018. 

The "username" of the account is "joshschultel"; the "display name" is "Joshua Schulte"; and the 

email associated with the account is Encrypted Account-3. 

e. The Schulte Twitter Account was created on or about Sept~mber 1, 2018, and 

the email associated with the account is Encrypted Account-2. The last recorded activity in the 

Schulte Twitter Account occurred on or about October 2, 2018. · 

f. The Schulte Buffer Account was created on or about September 3, 2018, and 

was created by the user of Encrypted Account-2. The Schulte Buffer Account is also linked to the 

Schulte Twitter Account. The last recorded aptivity on the Schulte Buffer Account occmrnd on 

or about September 7, 2018. 

19. Based on my training and experience, my participation in this investigation and others, 

my conversations with other law enforcement agents and others, and my review of; among other 

things, the Schulte Cell Documents, I have learned the following: 

a. The Schulte Cell Documents include a page that appears to be dated August 21, 

2018, and which seems to reflect a "to do" list for Schulte. That list includes the following items: 

i. "Delete all Google Docs fromjohnsmith." There is a checkmark next 

to this entry. 

ii. "Delete all emails from johnsmith." There is a check:mark next to this 

entry. 

iii. "Delete suspicious emails from my gmail." The number next to this 

entry is circled, and is followed by what appears to be the following four sub-items: 
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1. "New logins from phones[;]" 

2. "Paypal[;]" 

3. "WordPress[;]" and 

4. "PW changes[.]" 

1v. "Create new protonmail: presmnedguilty@protonmail.com." This 

entry has a checkmark next to it. 

v. "Migrate wordpress to protonmail." There is no checkmark next to this 

entry. 

b. The following page contains what appears to be a list of, among other things, 

several email, social media, and encrypted messaging applications together with passwords for 

those accounts, including: 

i. Two of the three Encrypted Accounts; 

ii. The Schulte Twitter Account; 

iii. The Schulte Gmail Account-2; 

iv. The Schulte Gmail Account-3; and 

v. The Schulte Outlook Account. 

c. Based on my examination of these two pages, and my review of, among other 

things, the Schulte Cell DocU1Tients and the contents of the Encrypted Accounts, I believe that 

Schulte was planning how to evade detection, including by destroying incriminating evidence in 

accounts he used (e.g., "Delete suspicious emails from my gmail") and by transferring his work to 

a more secure, encrypted platform ("Migrate wardress to protonmail"). Furthermore, I believe 

that-given the location of the page and the fact that, as described in further detail below, Schulte 

has used these accounts to transfer protected information, see infra ,i,i 21-23-the list of accounts 

34 
2018-10-24 

Case 1:17-cr-00548-PAC   Document 98-11   Filed 06/18/19   Page 35 of 46



JAS_021379

and passwords on the following page includes the accounts through which he potentially planned 

to disseminate his writings, including classified and otherwise protected information. 

20. Based on my training and experience, my participation in this investigation, my 

conversations with other law enforcement agents and others, and my review of, among other 

things, the Schulte Cell Documents and the contents of the Encrypted Accounts, I have learned 

that emails in Encrypted Account-2 and Encrypted Account-3 appear to corroborate that Schulte 

was planning to use the Target Accounts to disseminate classified and sensitive information, 

including: 

a. Encrypted Account-2 contained the following emails, among others: 

1. On or about September I, 2018, Twitter sent an email to Encrypted 

Account-2 stating that the user needed to "confirm your email account to complete your Twitter 

account [the Schulte Twitter Account]." This appears to be a standard, automatic email from 

Twitter as part of the process of creating a Twitter account. 

11. Later that day, an email account associated with Twitter sent an email 

to Encrypted Account-2 indicating that the Schulte Twitter Account had been accessed from an 

IP address associated with a server in Moldova. This appears to be an automatic email from 

Twitter intended to alert a user that an unauthorized user might be trying to gain access to the 

nser's Twitter account. A few hours later, Schulte, using Encrypted Account-2, sent an email back 

to Twitter claiming that he was not able to access the Schulte Twitter Account. 

iii. On that same day-a day after the Schulte Twitter Account had 

purp01tedly been accessed from Moldova--an email account associated with Twitter sent two 

emails to Encrypted Account-2 indicating that the Schulte Twitter Account had been accessed 

from IP addresses associated with servers in France and Romania. The pattern of logins from 
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different countries in a shmt time period described in this subparagraph and subparagraph 15( c )(ii) 

is consistent with a user masking his or her true location and identity when accessing the Internet. 11 

iv. Furthermore, on or about September 2, 2018, an email account 

associated with Buffer sent Encrypted Account-2 an email asking the user of the account to verify 

Encrypted Account-2. This was a standard, automatic email from Buffer indicating that a Buffer 

account linked to Encrypted Account-2 was either created or accessed that day. Records produced 

by Buffer in response to a grand jmy subpoena show that the Schulte Buffer Account was created 

on or about September 3, 2018. 

b. Encrypted Account-3 contained the following emails, among others: 

i. On or about August 22, 2018, an email account associated with 

Automattic sent an email to Encrypted Account-3 stating that the email account associated with 

the Schulte WordPress Site-1 had been changed from Schulte Gmail Account-1 to Encrypted 

Account-3. As noted above, in the Schulte Cell Documents, Schulte wrote that he intended to 

"migrate" one or more of the Schulte WordPress Accounts to ProtonMail, the service provider 

for the Encrypted Accounts. See supra 'i[ 14(b)(viii). 

ii. On or about September 25, 2018, an email account associated with 

Automattic sent an email to Encrypted Account-3 congratulating the user of Encrypted Account-

3 on his or her first post on the Schulte WordPress Site-1. As noted above, in the Schulte Cell 

Documents, Schulte wrote that he wished to begin publicly disclosing his "articles" on September 

25, 2018, which is his birthday. See supra'i[ 14(b)(iii). 

11 While Schulte was released on bail, he, or someone acting on his behalf; used The Onion Router 

("TOR") to, according to Schulte's attorney, hide Schulte's Internet activity from the Government. 
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E. Schulte Begins to Disclose and Arrange to Disclose Protected luformation 

21. Based on my training, experience, and participation in this investigation, as well as my 

conversations with others, I know, among other things, in or about September 2018, Encrypted 

Account- I contained, among other things, communications in or about September 2018 between 

Schulte--who was pretending to be a third paity acting on Schulte's behalf-and Repolier-1. In 

those communications, Schulte told Repolier-1 that he would give Rep01ter-l "information" on 

several topics if Reporter-I published stories pursuant to a timeframe dictated by Schulte. For 

example, Schulte stated: 

a. "If you can consent to an embargo on disclosnre of the information for a limited 

time we would give you an exclusive to the infomiation spaiming several topics." Repolier-1 

agreed to the embargo. 

b. "We have decided to share With you an initial expose ( depending on how the 

first one goes with you we will share up to 9 more) involving Russian Oligarchs business ties and 

wire transfers involving hundreds of millions of dollai·s to [a U.S. Official and the U.S. Official's 

associates]." 

c. As discussed above, Schulte also sent Reporter- I the Protected Affidavits and 

at least one document containing classified information. See supra 'If l 7(k). 

22. Based on my training and experience, my paiticipation in this investigation, my 

conversations with other law enforcement agents and others, and my review of the Schulte Cell 

Documents and information publicly available about the Target Accounts, I have learned, among 
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other things, that Schulte has posted versions of parts of the Schulte Cell Documents on some of 

the Target Accounts akeady, including12 : 

a. On or about September 18, 2018, Schulte posted a version of the Facebook 

Posts, see supra ,r 14(a)(v), on the Schulte Facebook Account. In this post, Schulte falsely 

claimed that the FBI had "burned" Schulte's writings. 

b. On or about September 25, 2018, Schulte posted a version of the Press Release 

on the Schulte WordPress Site-1. In the post, Schulte claimed, among other things, that the FBI 

is a terrorist organization, and declared his intention to run for Congress. 

c. On or about September 25, 2018, Schulte posted another post on the Schulte 

Facebook Account. In this post, Schulte (pretending to be someone .else) wrote, among other 

things, that: 

1. It was Schulte's 30th birthday. 

ii. The pmported writers of the post had "issued a press release on his 

[Schulte's] behalf." The purported writers then included a link to the Schulte WordPress Site-1. 

iii. "Josh is fmally able to speak out despite the government's attempt to 

silence him. He is coordinating with friends who are posting his writings in blog format." 

iv. "What's next? Setup of Twitter and tweets via snailmail to Twitter." 

This message was followed by an image of a cartoon face crying from laughter. 

d. On or about October 1, 2018, Schulte posted an "article" that appears in the 

Schulte Cell Documents on the Schulte WordPress Site-1. On the site, the "article" is entitled 

"Master of Whisperers," and in it, Schulte wrote, among other things: 

12 The posts described in this paragraph are undergoing a classification review by the CIA. It 

appears, however, that the versions of the posted documents described herein omit some of the 

classified information that was contained in other versions of these same documents. 
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i. "I now believe the government planted the CP after their search warrants 

turned up empty-not only to save their jobs and investigation, but also to target and decimate my 

reputation considering my involvement in significant information operations and covert action." 

As noted above, in the Fake FBI Document in the Schulte Cell Documents, a purported FBI 

"whistleblower" claimed that the FBI had placed child pornography on Schulte's computer after 

its initial searches of the device were unsuccessful in recovering evidence. See supra~ 14(a)(iii). 

ii. "So who's responsible for Vault 7? The CIA's own version of the FBI's 

Peter Strzok and Lisa Page," As noted above, in the September Tweet in the Schulte Cell 

Documents, a purp01ted former CIA colleague of Schulte (but who was in fact simply Schulte 

himself) claimed that two other CIA former colleagues, one of whom Schulte described as the 

"Peter Strzok of the CIA," had conspired to blame Schulte for Vault 7, WikiLeaks' disclosure of 

the CIA material. See supra~ 14(a)(iv). 

e. On or about October 8, 2018, Schulte posted versions of nine of the Schulte 

Aiticles on the Schulte WordPress Site-2 and the Schulte WordPress Site-3 13 (the "October 8 

WordPress Posts"), In one of the posted "articles," Schulte--while stating that his statements were 

not intended as a "threat"-wrote 

The United States government has a vital interest in safeguarding 

national security and especially the names of those who nsk [sic] their 

lives to spy on their own countries for the US. Does it seem like a good 

idea, then, to directly compromise and jeopardize these people? I don't 

think in the history of intelligence something so idiotic has even been 

done, but leave it to the US to be the first to do it. Let's take our own 

people worth billions of dollarn of intelligence and let's illegally throw 

them in prison and start fucking with them until they are bankrupt and 

completely compromised and vulnerable. The United States government 

has done the job of a foreign adversary to exploit its own intelligence 

13 As noted above, when a user accesses the Schulte WordPress Site-2, the user is redirected to 

the Schulte WordPress Site-3. Thus it appears that content posted on one of the sites may also 

be posted on the other site. See supra ~ 3( c) n.1. 
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officers. Essentially, it's the same as taking a soldier in the military, 

handing him a rifle, and then begin beating him senseless to test his 

loyalty and see if you end up getting shot in the foot or not. It just isn't 

smart. 

23. Based on my training and experience, my participation in this investigation and others, 

my conversations with other law enforcement agents and others, and my review of, among other 

things, the Schulte Cell Documents and publicly available information about the Providers and the 

Target Accounts, I believe that the foregoing facts show that Schulte appears to be scheduling the 

posting of excerpts of the Schulte Cell Documents and/or the Schulte Articles on the Target 

Accounts, such as the Fake FBI Document and the Fake CIA Tweet, including: 

a. On or about October 2, 2018, MCC officials placed Schulte into a secure 

housing unit (the "SHU") within the MCC, which should have restricted his access to the 

Contraband Cellphones. 

b. Nevertheless, the October 8 Postings still appeared on the Schulte WordPress 

Site-2 and the Schulte WordPress Site-3. As a result, it appears that Schulte arranged for the 

October 8 Postings either by asking another person to post them after or by using the WordPress 

feature that allows a user to schedule content to post at a later date himself to have the Octa ber 8 

Postings posted. Either way, the timing of the Octa ber 8 Postings suggests that Schulte is 

scheduling the public disclosure of his writings through the Target Accounts. 

c. The Fake CIA Tweet was drafted around August 30, 2018, days before the 

Schulte Twitter Account and the Schulte Buffer Account were created. 

d. As described above, the Schulte Cell Documents contain a notation to "schedule 

Tweets" at a later date apparently on or about September 18 and September 20. See supra 

,r 14(b)(vi). 
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e. To date, Schulte does not appear to have publicly released any information 

through the Schulte Twitter Account. However, as discussed above, the Schulte Buffer Account 

allows Schulte to schedule the Schulte Twitter Account's future tweets. 

f. Despite the fact that the Schulte Twitter Account does not appear to have 

publicly tweeted any messages between the date of its creation and October 2, 2018, the account 

was accessed more than 20 times, with the final login occurring on or about October 2. 

g. I believe that the foregoing indicates that Schulte may have scheduled 

additional posts for public disclosure on the Schulte WordPress Sites, the Schulte Twitter 

Account, and the Schulte Facebook Page. 

III. Evidence, Fruits and Instrumentalities in Target Accounts 

24. Based on the foregoing, I respectfully submit that there is probable cause to believe· 

that Schulte, through the. use of the Contraband Cellphones and other prison contraband, has 

publicly disclosed material protected by the Schulte Protective Order (such as the Protected 

Affidavits) and classified information, and that he intends to disclose more such material. I also 

submit that there is probable cause to believe that Schulte was using this prison contraband to help 

Amanat submit a fraudulent "rep01t" in Amanat' s pending criminal proceeding. Furthermore, I 

submit that there is probable cause to believe that the Target Accounts appear to be at least some 

of the facilities through which Schulte has and intends to make his disclosures of protected 

information. Moreover, I submit that there is probable cause to believe that the Target Accounts 

will also contain evidence of potential child pornography offenses and obstruction of justice. In 

patticular, Schulte has made certain allegations in the Schulte Cell Documents and on some of the 

Target Accounts with respect to the child pornography crimes with which he is charged, which 

constitute evidence of the charged offenses. 
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,,· 

25. Based on the foregoing, I believe the Target Accounts are likely to contain, among 

other things, the following information: 

a. Evidence of the identity(ies) of the user(s) of the Target Accounts, the 

Contraband Cellphones, and the Encrypted Accounts, as well as other coconspirators in contact 

with the Target Accounts, the Contraband Cellphones, and the Encrypted Accounts; 

b. Evidence relating to the geolocation of the users of the Target Accounts, the 

Contraband Cellphones, and the Encrypted Accounts, at times relevant to the Subject Offenses; 

c. Evidence relating to the participation in the Subject Offenses by the CS, 

Schulte, Amanat, and others using or in commnnication with the Target Accounts, the Contraband 

Cellphones, and the Encrypted Accounts; 

d. Evidence concerning financial institutions and transactions used by the users of 

the Target Accounts, the Contraband Cellphones, and the Encrypted Accounts, in furtherance of 

the Subject Offenses; 

e. Communications evidencing crimes, including the Subject Offenses; 

f. Evidence of and relating to computers or other online accounts and facilities 

(such as additional email addresses) controlled or maintained by the user(s) of the Contraband 

Cellphones, the Encrypted Accounts, or the Target Accounts; and 

g. Passwords or other information needed to access any such computers, accounts, 

or facilities. 

26. Pursuant to 18 U.S.C. § 2703(g), the presence of a law enforcement officer is not 

required for service of a search watTant issued under Section 2703, or for the collection or 

production of responsive records. Accordingly, the watTants requested herein will be transmitted 

to the Providers, which will be directed to produce a digital copy of any responsive records to law 
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enforcement personnel within three days from the date of service. Law enforcement personnel 

(including, in addition to law enforcement officers and agents, and depending on the nature of the 

electronically stored information and the status of the investigation and related proceedings, 

attorneys for the government, attorney suppo1t staff, agency personnel assisting the government in 

this investigation, and outside technical expe1ts under government control) will retain the records 

and review them for evidence, fruits, and instrumentalities of the Subject Offenses as specified in 

Section III of Attachments A-1 and A-2 to the requested warrants, which shall not be transmitted 

to the Providers. 

27. In conducting this review, law enforcement personnel may use various methods to 

locate evidence, fruits, and instrumentalities of the Subject Offenses, including but not limited to 

unde1taking a cursory inspection of all content associated with the Target Accounts. This method 

is analogous to cursorily inspecting all the files in a file cabinet in an office to determine which 

paper evidence is subject to seizure. Although law enforcement personnel may use other methods 

as well, to the extent applicable, including keyword searches, I know that keyword searches and 

siniilar methods are typically inadequate to detect all information subject to seizure. As a~ initial 

matte1~ keyword searches work only for text data, yet many types of files commonly associated 

with emails, including attachments such as scanned documents, pictures, and videos, do not store 

data as searchable text. Moreover, even as to text data, keyword searches cannot be relied upon 

to capture all relevant communications in an account, as it is inipossible to know in advance all of 

the unique words or phrases that investigative subjects will use in their communications, and 

consequently there are often many communications in an account that are relevant to an 

investigation but that do not contain any keywords that an agent is likely to search for. 

43 
2018-10-24 

Case 1:17-cr-00548-PAC   Document 98-11   Filed 06/18/19   Page 44 of 46



JAS_021388

IV. Request for Non-Disclosure and Sealing Order 

28. The existence and scope of this ongoing criminal investigation are not pnblicly known. 

As a resnlt, prematnre pnblic disclosure of this Affidavit or the requested warrant could alert 

potential criminal targets that they are under investigation, causing them to destroy evidence, flee 

from prosecution, or otherwise seriously jeopardize the investigation. In particular, given that 

targets of the investigation are known to use computers and electronic communications in 

furtherance of their activity, the targets could easily delete, encrypt, or otherwise conceal such 

digital evidence from law enforcement were they to learn of the Government's investigation. 

Accordingly, there is reason to believe that, were the Provider to notify the subscriber(s) or others · 

of the existence of the requested warrant, the investigation would be seriously jeopardized. 

Pursuant to 18 U.S.C. § 2705(b), I therefore respectfully request that the Court direct the Provider 

not to notify any person of the existence of the warrant for a period of 30 days from issuance, 

subject to extension upon application to the Comt, if necessary. 
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29. For similar reasons, I respectfully request that this Affidavit and all papers submitted 

herewith be maintained under seal until the Comt orders otherwise, except that the Government 

be permitted without fu1ther order of this Comt to provide copies of the warrant and Affidavit as 

need be to personnel assisting it in the investigation and prosecution of this matter, and to disclose 

those materials as necessary to comply with discove1y and disclosure obligations in any 

prosecutions related to this matter. 

i) (; I/ 

Sworn to befor,6 me this 
1'(,0day of0ctc;lber·2018 

', I ,I I 
. '') ',. 

r1LtJ:~ -~~ : .... · 
THE HONOlliW/t~ J?htA A, CR.~O~TT_Y_ 
United States Disti'iat ;~1lq~1/, , ' · 
Southern District of New Yorlc 

2018-10-24 

~=~L 
Spe,fa,l AgentlefD. Donaldson 
Federal Bureau oflnvestigation 
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