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IN THE mnED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THE MATTER OF TI-IE

APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OF

A PEN REGISTER-TRAP AND TRACE

DEVICE ON AN ELECTRONIC MAIL

ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INFORNLATiON

ASSOCIATED WITH

ED^SNOWDEN^gLAVABIT.COM
THAT IS STOREX) AND CONTROLLED

AT PREMISES CONTROLLED BY

LAVABIT LLC

IN RE GR.\ND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 S\V 522

NO. 13-!

i IL [g

SFP 2 0 2013

CLrw.us.nisfRici cousr
i'll»Af;CRIA.VISGl.';!A

EX PARTE .\ND UNDER SEAL

MOTION OF THE UNITED STATES TO UNSEAL CERTAIN DOCUMENTS

REL.-\TED TO LITIGATION WITH LAVABIT, LLC, AND SEALED ST.-Vl EMENT OF
REASONS TH.Vr OTHER INFORMATION SHOULD REMAIN UNDER SEAL

The United Suites, by and through its undersigned attorneys, hereby requests that the

Court partiallyunseal ccrtain pleadings and orders that were filed in the above-captioned mailers.

The government originally requested the Court seal these documents because their public release

would damage an ongoing criminal investigation. Since thai time, La\'abit, LLC, and its

proprietor. Ladar Levison, shut down its e-mail service. In addition, Mr. Levison made

numerous public statements that his decision to shut down was in response to government

attempts to obtain data related to a user or users of his service (a statement which, as discussed

further below, Lavabit had previously represented ii was prohibited from making due to the

Court's sealing orders). Tiie shutdown, and the attendant publicity generated by Mr. Levison
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and hiscounsel's numerous mediaappearances, ended the government's ability to obtain

evidence from any e-mail account hosted by Lavabit, LLC and alerted the target of the

government's ongoing investigative actions. Thus, a substantial amount of the damage the

government cited in its earlier sealing requests has been done. As such, the government hereby

requests the Court partially unseal certain pleadings, as explained in more detail below.

BACKGROUND

The United States is conducting a criminal investigation of Edward Snowden for

violations of numerous criminal statutes. On June 14, 2013, a criminal complaint was filing

charging Snowden with violations of 18 U.S.C. §§641, 793, and 798. Snowden remains a

fugitive. Aspart of the investigation, theUnited States discovered a number of e-mail accounts

believed to be used by Mr. Snowden that were hosted at the domain lavabit.com. That domain

belongs to Lavabit, LLC, which, prior to August 8,2013,offered e-mail services to the general

public.

Aspart of the investigation into Snowden, the United States began to investigate thee-

mail accounts believed to belong to him that were provided by Lavabit. On June 8,2013, a

grand jiuy subpoena was issued to Lavabit requesting billing and subscriber information for one

Lavabit e-mail account (ed_snowden@lavabit.com). Lavabit provided the information requested

in the subpoena, via e-mail, on June 8. On June 10,2013, the United States obtained an order

pursuant to 18 U.S.C. § 2703(d) directing Lavabit to provide, within ten days, additional records

and information about the same Lavabit e-mail account. The Application and Order were sealed,

and Mr. Levison was directed not to disclose the Order to any other person other than his

attorney. Mr. Levison received the Order on June 11,2013. He responded, by mail, on June 27,
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2013. Mr. Levison provided very littleof the information sought by the June 10, 2013 Order.

For example, Mr. Levison provided no transactional records for the account.

On June 28, 2013, the United States obtaineda pen register/trap and trace order for this

Lavabit e-mail account (Dkt. No. 1:13 EC 297). The pen register application and Order were

sealed. That same day, agents of the Federal Bureauof Investigation met with Mr. Levison to

discuss the grandjury subpoena, the June 27,2013 § 2703(d) Order, and pen register Order. Mr.

Levison told the agents he would not comply with the pen register order and that he wanted to

speak with an attorney. Later that same day, the United States obtained an Order from

Magistrate Judge Theresa C. Buchanan directing Lavabit to comply with the pen register Order

forthwith. Lavabit still did not comply with the pen register order.

On July 9, 2013, the United States requested that this Court enter an Order to Show

Cause why Lavabit and Mr. Levison should not be held in contempt for failing to comply with

the pen registerorder, A hearing on the United States motion was held on July 16,2013.

On July 11,2013, the United States issued a grand jury subpoena requiring Mr. Levison

to appear before the grand jury on July 16, 2013. Mr. Levison was directed to bring copies of

Lavabit's encryption keys, and any other information necessary to accomplish the installation

and use of a pen register/trap and trace device pursuant to the June 28,2013 pen register Order.

On July 16, 2013, prior to the hearing on the United States' request for an Order to Show

Cause, this Court authorized a search warrant, issued pursuant to 18 U.S.C. § 2703, commanding

Lavabit to produce any information necessary to decrypt communications sent to and from the

Lavabit e-mail account listed in the pen register Order (Dkt. No. 1:13 SW 522). The search

warrant, application, and affidavit in support were sealed, and Lavabit was ordered not to

disclose the search warrant.
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At the July 16,2013, hearing, Mr. Levison appearedpro se. Mr. Levison agreed to allow

the United States to install a pen register/trap and trace device on his system. He did not provide

any decryption assistance, nor did he provide copies of Lavabit's encryption keys. The United

States withdrew the grand jury subpoena and Mr. Levison did not appear before the grand jury.

After the hearing, this Court placed the grandjury subpoena that Mr. Levison had received under

On July 25,2013, Lavabit and Mr. Levison, through counsel, moved to quash the

withdrawn subpoenaand search warrant 1:13 SW 522. He also moved to unseal four categories

of documents, which Mr. Levison described as "records concerning the United States

government's attempt to obtaincertain encryption keys": (1) all orders and documents filed in

this matter' before theCourt's issuance of theJuly 16, 2013 Sealing Order; (2) all orders and

documents filed in this matter after the issuance of the July 16, 2013 Sealing Order; (3) all grand

jury subpoenas and search and seizure warrants issued before or after issuance of the Sealing

Order; and (4) all documents filed in connection with such orders or requests for such orders. As

a basis for unsealing, Mr. Levison argued thai the sealing order "unjustly restrained [him] from

contacting Lavabit subscribers who could be subjected to goverrunent surveillance " Mot.

for Unsealing of Sealed Court Records and Removal ofNon-Disclosure Order and Mem. of Law

in Supp. of Mot. 1-2, 5 ("Lavabit Mot. (o Unseal").

On August 1,2013, this Court held a hearing on Lavabit's motions. The motions were

denied by writtenOrder. The Court also ordered Mr. Levison and Lavabit to provide Lavabit's

Mr. Levison's pleading did not define the "matter" at issue. However, the document was filed
with a caption that included docket numbers 1:13 EC 297, 1:13 SW 522, and Grand Jury No. 13-
1.
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encryption keys and any other information necessary toaccomplish theuse of the pen

register/trap andtracedevice to the government no later than 5 p.m. on August 2,2013.

Mr. Levison did not provide the keys in a usable format by the Court's deadline.^ On

August 5, 2013, theUnited States moved for sanctions against Mr. Levison and Lavabit. That

sameday, theCourt ordered that if Lavabit and Mr. Levison did not comply with the Court's

directive by noon on August 5, 2013, the Court would impose a fine of $5,000 eachday until

Lavabit complied.

On August7, Mr. Levison provided a usableversion of Lavabit's encryption keys to the

United States. On August 8, 2013, Mr. Levison ceased operating Lavabit, LLC. He posted a

message to the website "lavabit.com" which stated, in part: "I have been forced to make a

difficult decision: to become complicit in crimes against the American people or walk away from

nearly ten years ofhard work by shutting down Lavabit. After significant soul searching, I have

decided to suspend operations." Mr. Levison's statement on the website concluded with a

request for donations.

Mr. Levison's decision to shut down Lavabit drew significant media attention, and Mr.

Levison and his attorney subsequently gave numerous media interviews relating to his decision.

A list of some of those interviews is attached to this pleading as Exhibit 24. Within a day of Mr.

Levison's public announcement, The Guardian published a statement, purported to be from

Edward Snowden, the target of the investigation, lauding Lavabit's decision. Glenn Greenwald,

"E-mail service used by Snowden shuts itselfdown, warns against using US-based companies,"

The Guardian, August 9, 2013, available at

Mr. Levison had provided an illegible, printed versionof the encryption keys, which was
useless.
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htip://\vw\v.iheguardian.com/commonlisrree''20l3/aug.'09.''lavabit-sluuclo\Mi-sno\vden-silicon-

valley (lasi accessed Sept. 5. 2013).

On August 15, 2013, Lavabii filed two noiiccs of appeal. Belli notices of appeal

indicated ilial Lavabit and Mr. Lcvison would appeal the Court's August 1 and August 5 Orders.

One notice of appeal was capiioned withdocket numbers 1:13 EC 297 and 1:13 S\V 522. The

oiher notice of appeal was captioned with GrandJury No. 13-1. The Fourth Circuit has

consolidated the appeals.

Al present, the United States seeks to partially unseal the following documents;

Document Case Number

i8 U-.S,e. §'2703(d) 0fdpr. ' , r:13 EC-254.: ' ; •

Pen Register Order 1:13 EC 297

Motion for Ehtrj''of anOrdcr to l:13EG297 • .
Compel

Order Compelling Compliance 1:13 EC 297
Forthwith

Motion of the United States ibr . 1:13 EC 297

an Order to Show Cause

Order to Show Cause 1:13 EC 297

Summons • ; 1:13 EC 297

Grand Jur\' Subpoena dated Julv 13-1; 13 GJ 2527; 13-245:
11,2013

Search Warrant . 1:13SW522.

Order to Seal

18 U,S.C..§.2705(b) Order '

IJS.A Supplement to Motion for
Order to Show Cause

Hearing Transcripi

1:13 S\V522

1:13SW 522.:

1:13 EC 297

Exhibit No.
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Order DenyingMotion to Unseal 1:13 EC 297

MotipnUb;,Qi^h,;SuBj;(dei^, '̂̂ ;^^^

Mernoranduih'bfliaW-in^Support,-': • •',.••• i; vV' •' •
ofMolion

^^^•m.buppcri- . ' v: ' •

Motion for Unsealing of Sealed 1:13 EC297; 1:13 SW522;No. 13-1 16
Court Records and Removal of
Non-Disclosure Order and

Memorandum of Law in Support
of Motion

.Resporise;_pCthe';U^f^$tates^in:/^js^il3^EG'2970';li3:;SW
•Oppo%i^;E^rg^l^^g^^
toQ.u^HrSiibp'p.ena-^^ - . . •'••• •
For"Unseeing dfS^ed'GoiuC^ ;>*•, -.V- .'-' -; ^ '

Hearing Transcript IS

Order-Beny^gM

Motion for Sanctions 1:13 EC 297; 1:13 SW 522; No. 13-1 20

'Orden{imposragtSanc"^^^

Notices of Appeal 1:13 EC 297; 1:13 SW 522; No. 13-1 22

Hptice'ofApp"e^--(-^ |̂nd '̂;-:;i^^ 13; SW'S'̂ ;

Redacted versions of each document are attached to this pleading as exhibits 1-23.

ARGUMENT

Lavabit no longer provides e-mail services to the target of the government's

investigation. Moreover, Lavabit has notified the target of the government's investigation

regarding the government's interest in the target's Lavabit accounts. Lavabit's failure to provide

e-mail service means that the target's Lavabit e-mail accounts are no longer viable sources of

information or evidence in the government's investigation. Lavabit's notification of the user

7
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means thai the damage from user notification, such as the destruction of electronic evidence by

the target, has likelyalready occurred. Thus, some of the reasons for sealing certain sealed

pleadings no longer apply. The United States thereforerequests that certain documents be

partially unsealed.

However, the criminal investigation into Snowden's disclosures of classified national

defense information remains ongoing, and Lavabit's violations of the sealing order have not

entirely eliminated the reasons for sealing documents that are at issue in this matter. The

justifications for sealing outlined in the government's original motion still apply to certain

categoriesof information, and such information should remain sealed. The United Slates hereby

reasserts (and incorporates byreference) those justifications as to the following categories of

information:

1) Investigative Facts. Including Applications for Legal Process and Affidavits in Support

of Those Applications. The above-captioned matters, which relate to a pen register, search

warrant, and grand jury subpoena, include pleadingsoutlining the government's ongoing

criminal investigation into the imauthorized disclosure of classified information. Though the

target of the investigation has been charged with certain offenses, the government's investigation

into his criminal conduct is ongoing. The government continues to investigate the scope of

Snowden's unlawful activity, as well as whether he conspired with others. As such, the

documents in this category, which contain recitations of the basis for obtaining the orders sought

and their relevance to the investigation, contain "sensitive nonpublic facts," the disclosure of

which could damage the ongoing investigation. This is sufficient justification for sealing. Sec In

re Application ofthe United Slates ofAmericafor an Order Pursuant to J8 U.S.C. Section

2703(d), 707 F.3d 283, 293-94 (4th Cir. 2013); see also ACLUv. Holder, 673 F.3d 245,253 (4th
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Cir. 2011) (noting government has compelling interest in protecting the integrity of ongoing

investigations).

The United States has also redacted the specific accounts targeted by the government.

Though these accounts, due to Mr. Levison's actions, are no longer operational, knowledgeof

the specific accountsknown to the governmentcould alert the target as to what information the

government has, or does not have, about his activities. This could allow him to alter or destroy

electronicevidencestored in other places. Such action would damage the investigationand thus

this information should remain sealed. See In re Application, 707 F.3d at 293-94.

2) TheIdentities of Law Enforcement Personnel Involved in the Ongoing Investigation.

The United States has redacted the identities of court and law enforcement personnel, Law

enforcement personnel are redacted because, in otherinvestigations into the disclosure of

classified information, individuals who did not support the investigation attempted to harass

individuals working on the case by publishing their home addresses, work telephone numbers,

and work e-mail addresses, and encouraged others to directly contact them. Some individuals

also researched court personnel and placed personal information about such personnel on the

internet. As such, this information has been redacted to minimize disruption to the investigation

and to the operationof the courts. This is a valid justification for sealing. See, e.g., United

States V. Ramey, 791 F.2d 317,318-20 (4th Cir. 1986) (noting that a case may be sealed for

legitimate prosecutorial needs and that protection of witness identities is a valid justification for

sealing an indictment).

3) Infomiation Required to be Sealed bv Law. Some information contained in the

records should be sealed by operation of law. For instance, some of the facts contained in

various applications is derived from the returns of grand jury subpoenas, which should be sealed
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pursuant to Federal Rule of Criminal Procedure 6(e). Other documents contain the address of

Mr. Levison's personal residence, which is where his biisiness is headquartered. This is personal

information which must be redacted pursuant to the E-Govemment Act of 2002. See E.D. Va.

Local R. 49.

Onedocument specifically bears mention in this category: the grandjury subpoena

issuedto Mr. Levison. This subpoena was issued to Mr. Levison but later withdrawn after the

governmentobtaineda search warrant for the same information. Mr. Levison never appeared

before thegrand jury,and thegovernment's interest in the information sought by thesubpoena

will be revealed by the unsealing of the government's search warrant. Thus, the government

does not believethat the grand jury subpoena needs to remain sealed at this time. To the extent

the court believes therelease of thesubpoena would disclose a "matter before the grand jury,"

thegovernment seeks permission from theCourt todisclose the subpoena as partof the record, if

necessary, in the Court of Appeals.
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CONCLUSION

For the foregoing reasons, the United States requests that the Court sign the proposed

order (Exhibit 25) partially unsealing the documents described in this motion, and authorize the

release of the redacted versions attached to this pleading as Exhibits 1-23. A redacted version of

the proposed ordersuitable for publicrelease is attached as Exhibit 26.

Respectfully submitted,

Kathleen^^ahoe
Actij^mfted States Attorney

Andrew Peterson

Assistant United States Attorney
United Stales Attorney's Office
Eastern District ofVirginia
Alexandria, VA 22314
703-299-3700

Andy.peterson@usdoj.gov
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EXHIBIT 1
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Case l:13-ec-00297-TCB -SEALED* Document 11-1 Filed 09/20/13 Page 2 of 5 PagelD# 51

UNITED STATKS DISTRICT COURT if,
FOR EASTERN DiSTRiCr OF VIRGINIA Jj awl I 0

in.

IN Ri-: APi'LlCATlON OF THE ) . ^
UNITI-D STATES OF AMERICA FOR ) MISC. NO. 1:13 EC
AN ORDER PURSUANT TO )
IS U.S.C. § 2703(ii) )

) Filed Umlcr Seal

ORDER

The United Slates hiis submitlcd an cpplicaiion pursutint to IS U.S.C. §2703(d).

reqimsiiny thfll ihc Court issue iin Order requiring Lavabil l-LC, fiH cicctronic conununicalions

scrviee provider and/or ii remote compiiling :ier\'ice loenlcd in Dulias, TX, to disclose the records

and other inlomialion described in AtiachmenlA to this Order.

The Courl Imds lhat the United States has offered specific and aniculable facts showing

thai there are reasonable grounds lo believe lhat the records or oiher informalioti souuht are

relevant and material lo an ongoingcriminal investigation.

'Hie Coun detcniiinss that there is reason to believe thai notification of ihe exisicnee of

this Order will seriously jeopardize the ongoing invastigniion, including by giving inrgefsnn

opponuniiy lo floe or continue flight from prosecution, destroy or tamper with evidence, change

patterns ofbehavior, or notify confederates. See 18 U.S.C. §2705ib)(2). (3), (;).

IT iS THEREFORE ORDERED, pursiianl to 18 U.S.C. §2703Cd). thai Lavabit LLC

shall, within ten days of tlic date of this Order, disclosc to the United States the rccords and other

information described in .\uachmenl A to this Order.

IT IS FURTHER Oi^DERED lhat Lnvabit LLC shall not disclose the existence of the

application of tlie United Stales, or ihe existence ofthis Order ofthe Coun, to the subscribers of

the account(s) listed in .Anachmeni A, orto any other person, unless and until otherwise
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aii'.hori7.vd lo do so by ihc Conn. e\cepi ihai Lavubii LLC may disclose this Odor lo ;ui auoniv>

for l.aviiliit Ll.C for ihe piii-pose of receiving, legal advtcc.

IT IS l-URTdliR ORDERED that the applicaiion and iliis Order arc sealed until

otherwise ordcretl by tlie Coun.

John F. Anderson
United Sillies Magistrate Judge

A Tnut* C<jr>Y, MIS ni:
CLEi-.K, u.a. n.:;TR:cT rr;i srtT
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ATTACHMENT A

I. Tlic Accounts)

'llie Order appliea to conain rccords und infonnntioii associuted wilh the lollowing email
agcoiini(s);

II. RecDrtIs and Other Information to He Disclosed

l.avubit Ll.C is required lo disclose the following records and other information, if uvmlablc. to
the United States for each account or identifier listed in Pan Iofthis A'.tacliment ("Acfoi:ni'),
for die lime period from inception to the present:

A. The following information abonl the customers or subscribers ofthe Aecotmi:

1. Names (incltiding subscriber names, user names, and screen names);
2. Addresses (including mailing addresses, residential addresses, business

addresses, and e-muil iiddrcsses);

j. I.ocal and long distance telephone connection records;
4 Records of session limes and durations, and (he temporarily -.Lssigned

network nddresbcs (such as Internet Protocol ("IP") addresses) associated
with tliose sessions;

5. Length of service (including start dale) and types of service utilised;
6. Telephone or instrument numbers (including MAC addresses);
7. Other subscriber numbers or idcnliiics (including, the registration Internet

Protocol ('MP") address); and
8. Means and source ofpayment for such sors'ice (including arj>- credit card

or bunk aeeouiit number) and billing records.

B. All rccords and other information (not including ihe contents ofcommunications)
relating to the Account, including:

1. Records oi'user activity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method ol
connections; data transfer volume: user names; and source and destination
hilernet Protocol nddrcases;

2. Infonuation about each communication sent or received by the Account,
including the date and time of the communication, the method of
conmuinication. and the source and destination of the communication
(such as source and destination email addresses. IP addresses, and
telephone numbers).
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certificate of authenticity of DOMKSTIC BUSINESS RECORDS
PURSUANT TO FF.DF.RAL RULE OF EVIDENCE 902(11)

I , ailesl, under pcnaiiics ofperjury under ihL-

laws ofthe United States ofAmcrica pursiinnt to 28 U.y.C. § 1746, thai (he information

coniaincd in this dechiration is true and corrcct. Iam employed hy Uvabil LLC, and my officia!

title is. , I um ii cusiodian of records for Lavabii LLC. 1suiie

that cach ofihe records atiaclied hereto is the original record or a ime cluplicaie ofthe orii-inal

record in the custody of Lavabit LLC, iun! llial Iam the custodian of the utiached rccords

consisting of (pages/CDs.'ldlobytcsj. 1funhcr state that:

a. all records nttached to this ccrtifiemo were made at or near the litno ofthe

occurrcncc of the matter sot forth, by, or from inlbnnalion itunsmilied by, operson with

knowledtjc of those miiUers;

b. such records were kept in llie ordinary eoiirsc of aregularly conducted business

activiiy of Lavabit LLC;and

e. such records svcrc mode by Lnvabil LLC as a regular praelice.

1further slate that this cenifieation is intended to satisfy Rule 902(11) o! ihe i-cderal

Rules of Hvidence.

Signalure
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EXHIBIT 2
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FN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGFNIA

Alexandria Division

TN THE MATTER OF THE APPLICATION
OF T[iE UNITED STATES OF A^/^ERiCA
FOR AN ORDER AUTHORIZING TI-IE
INSTALLATION AND USE OF A PEN
REGlSTER/riiAP AND TR.ACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

nJndcr Seall

i:i3Ecasn

This mntier having come before ihe Coun pursuani to an Application under 18 U.S.C.

1by Assisiani United Stales Attorney, on auomev for the Govcmmeni§ 3122. by Assistant United States Attorney, on auomev for the Oovcmmeni

as defined by Peel. R. Crim. P. 1(b)(1). requesting an Order under 18 U.S.C, §3123, auiborizing

the insiflllaiion and use ofa pen register and the use ofbtrap find trace device or process

("pea/trap device") on all electronic- communicorions being sent from or seni to the account
wtiHH|||^^HH||thai is registered io subscriber

Lavabit, LLC (hercinaSlcr referred to as the "SUBJECT ELECTRONIC MAIL ACCOUN V).
The Court finds thai the appiicani has certified thai the infonnaiion likely lo be obtained by such
installation and use is n:lcvanl man ongoing criminal investigation into possible violation(s) of
IS U.S.C. §§ 541, 793(d)^, and 798(a)(3)

IT APPEARING thai the inibrmaiion likely lo be obtained by ihe pen/trap device is
relevani lo an ongoing criminal investigotion of the specified offense,

iT IS OIWERED, pursuant "O 18 U.S.C. §3123. thai apen/trap device maybe installed
and used by Lavabil and the Fedcml Bureau of Investigation lo capmre all non-oonicnt dialinn,
roiiiing, addressing, and signaling information (as described and limited in ihc Application), scni
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, lo record the dale and lime of
ihe initiation and reccipl of such transmissions, to record the duration of the trunsuiissions. and to
record u.ser log-in data (date, time, duration, and Internet Protocol address ofall log>ins) on the
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SUBJECT ELECTRONIC MAI L /vCCOUNT, all for u period of sixiy (60) days from Ihcdaio of

such Order or ihc dale ihc monitoring equipment bccomes opemlional, whichever occurs later;

IT IS FURT!-1ER ORDERED, pursuam lo 18 U.S.C. § 3123(b)(2), thai Lavabii shall

furnish agents from the Fedcrul Buicau ofInvestigation, fonhwilh, all iiiformwion, lacilitics, and

technical assistance necessary to accomplish ihe installation and use ofthe pcn/irap dcvicc

imobtrusively and witli minimum interference to the sorviccs that tire nccorded persons with

respect to whom (lie insiallntion and use is to take plocc;

IT IS FURT?IER ORDERED lhat the United States taix reasonable sicps to ensure thai

the monitoring equipnicnl is not used to caplurc any "Subject;" portion of an electronic mail
mcssaije, \vl\ich could possibly contain content;

IT IS FUlfi'HER ORDERED that Lnvubit sliull be compensated by the i'cdcnil Bureau of
Investigation for reasonable expeniies incurred in providing technical assistimec;

IT IS FURTHER ORDERF-O that, In ilie event that the implementing invcstigniive
agcncy seeks lo install and use its own pen/trap device on apackct-switched data ncixvork ofa
public provider, ihc United Stales shall ensure thai arccord is ninimained which will ideniify; (a)
any onicerC.) who installed the dcvxe and imy ofT.ccrCs) who necesscd the device to obtain
information from the network; (b) tine date and lime ihe device was installed, the date and time
(he device svas uninstalled, and the date, time, and durulion of each lime the device is accessed to
obtain infonnalion; (c) ihe configuruion oflhe device at the lime of its Installation and rniy
subsequent inodificmion thereof; and (d) any information which has been collected by the device.
To the extent thai the pen/tmp device can bo se. to automatically rccord this information
electronically, the record shall be niainiuined electronically throughout the insiallalion and use of
the peu/tmp device. Pursuant to 18 U.S.C. §3123(a)(3)(B), as amended, such record(s) shall be
provided cxnarte and under seal lo.his Court within 30 days of the termination of this Order,
including any extensions thereof;

IT IS FURTHER ORDERED, pursuant lo 18 U.S.C. § 3123(d), tJial this Order and the
Appliuilion be se.k-d until olherv.-iss ordered by ihc Court, <md ihm copies ol-such Order may be
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furnisiied lo ihe Federal Bureau of Invesil[jaiion, ihc Uniied Siaies Aiiomcy's Office, find

Laviibii;

!T IS rURTKEll ORDERED ihal Livnbil slioll not disclose ihc existence of ihc pco/irap

device, or Ihc existenceof the inveiitigaiion to nny person, except hs necessary lo efTcciuaie this

Order, unless or until otherwise orcercd by the Court.

SO ORDF.Rl-D:

Dalc;Uu^

^^nited States Magistrate Judge
~Hon. Tlieresfi C. Buchanan
United Smies Magistrate Judge
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EXHIBIT 3
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iNTilK UNITI-D STATES DISTRICT COURT FOUTHI- [

I^ASTLiKN DISTRICT OF VIRC/INIA ^

Aloxuiulriii Division

IN TMF MATrilR 01- TMIi APPLICATION )
()l-- Till- I IN'ITIED STAi'l-;S OF AMLiKICA )

!-L>R AN ()RD1-R AL^'I IORIZING TME ) Sc^}
INSTALLATION AND L^Sli OF A PEN )
RCGISTI-R/rRAP AND TRAC.i- DFAMCl- ) 1:13 iiC 297
ON AN ELECTRONIC NL-ML ACCOUNT )

MO TION FOR ENTRY OF AN ORDER TO COMlT.l.

Tlu- Uniled JjUilos. by tind iF.rojuih iis iindcrsiuncd coiinscL hereby rcqiwsls ihc Court

jiilcran Order dirociinji Lavabil. LI .C, lu damply willi ihc CoiiiTs June 2S. 201 Ti Pen

RcgislcryTrap and Tnwtf Ordur. In suppnrt ol'ilic nunitin ihc Unilcd SUilcs dcclarcs ;is iblldws;

I. On hmc 28.2013, ai approximaicly -I p.m., ihis Court entered ;in Order piirsium

!o 18 U.S.C. §3123 aullioriziiia, llic installation and use of i\ pen rcgL-sicr and the use oi'ii irap and

imcc device ("pcn/lrap dcvicc") on all electronic cumiininicnlions being seni fvam ur sent id ihe

electronic ninii nccoi.nl That e-ni.til aecouni i^i controlled by Lnvabit.

Ill its Order, the Court ibiind liial the inlbmiaiion to nc collected by lite pcn/ira])

dcviee would be relevant to anon.yoing criminal investiiialiuii. In iiddilioii. llie Court ordered

bivabit -'sliall furnish agents from the l-cdernl liuicuu ofInvestigation, fiirihwith. all

information, fnciliiies. and technical assistniicc nccessary to aceompli.sh tho insuillatioii and use

of the peu'irap device."

3. Tiic FeJc-ral ilureau of Invcstii-nlioii served :ieopy rfthc (3rder un Lavabit thut

.saoicalWmoim. .-S rei)ie.senl:i!i\'e <ii'l.aviibii sliiK-d thai it could mn provi<lo the requested

inibrmalion bccaui'c the user of liteaccount iuul enabled Lavabit's cnci vpliuii .*;erviccs, and tliii>
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Laviibii would not provide [he reiiuesied inibmmtioii. The rcprcs-cmmivc ol'Liivabii iiuiicaicd

thai Liivahii had iho icclinit-a! capability to dccrypi the intbmiaiion bvii that l-nvabit didnot uai«

•0 "dclcui [itsl own .system,"

4. Ihc roprescntniivc of1.avabii did not comply with the Order, and indiccUcd he

first wanted to seek legu! advice.

5. 'Hie Pen Register ami Trap atul "fracc .^cl iiivcs this Ctmrl the authority lo order a

provider lo nssisi the government in ihc execution ofnlauTu! pen register or trap ;ind iracc order,

incl'idinji iiy prnvidin-^ intbrraalion. Scctiou 3122 of Title IS. United States Code, provides i:i

part: order issued under this seetion--... shall dirccl, »pun the request of the applicant, the
riimishinii..>rinfonTiaii.in, ratiliiies, and technical assistance neccssary to aeeumplish t!ic

installation of ihc pen register or trap and iraee dcvicc under section 312't of this title. Section

:>124(a) piovidcs. "Upoti ihc recincst of an attorney for ihc Govemmt-nt or an olliccr ni alaw

cafoi-ccnKm agency authorized to insinl! and use apen register under this chapter, aprovider ol
wireorWcctronic eoruminication .service... shall furnish such invcsiisalive or Unv caforceniem

officer fonliwilh all information, facilities, and technical assistance iiccc.'ssao' lo accomplish ihc

iiiM;illaiioii of the pen register unobinisivcly and with amiiiimtmi ol inierl ercnee... 11 such
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;)ss;si:iiice is liirccicd hy a courl oriicr ;is providcc! in scclion ?i 1?.?.(b)(.'2) ol'this liiic." Scctidn

3l24ib') cuiiUiins it limilar pruvisioii guvcminy inip and irac.; orders.

Wlicrcfoiv. Ihc United Suites rcquesls tm Order dirccliny I.avitbit to comply forlliwiili

with lliL- Conn's June 2S, 2013 Order.

Kcspccifully .suhmitifd,
Nbil. II. M.\CBRIDE

Uiiili;d Staica AllunK-v

As-:isU!nl I'nhc;! Suilc-'.•Mioiik'v
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EXHIBIT 4
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-LLji
JUN 2 8 ?.m

IN THE UNITED STATES DISTRICT COURT FOR THE |
CLERK, ij^

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION )
OF THE UNITED STATES OF AMERICA )
l-OR AN 01U3ER AUTHORIZING THE ) aJndcr Scnl)
INSTALLATION AND USE OF A PEN )
[IEG1STER/I'R/\P AND TRACE DEVICE ) l:I3EC297
ON AN ELECTRONIC MAIL ACCOUNT )

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28, 2013, alapproximalcly 4:00 p.m., ihis Court entered an Order

pursuani to 18 U.S.C. §3123 aiiihorizing the installation nnd u-w ofapen register nnd the use of

atrap and tracc device ("pea/trap device") on all electronic coniinunicaiions being sent from or

(n lit* /•ixrimnir nccnunt which IS an c-mail accountsent to the electronic account which is an c-mail account

conirollcd by Lavahit, LLC ("Lavnbit"); iind

WHEREAS, ihis Coun found thai the informaiion obtained by the pen/irap dcvicc would

be relevant to an ongoing criminal invvstigation; and

WHEREAS, the Court's Order directed that Lavnbit "shall furnish a&enis from ihe

l-edcral Bureau ofInvestigation, forthv/ith. all informaiion. facilities, and technical assistance

ncccssnry lo accomplisii the installtilion and use ofthe pen/trap dcvicc;" and

WHEREAS. Lavabil informed Ihe Federal Bureau of Investigation that the user of the

account had enabled Lavabit's enci7ption ser%'ices nnd thus the pen/trap dcvicc would not colicct

the relevant infomifiiion; and

WHEREAS, Lavabit informed Ihc FBI iliat it had the technological capability to obtain

Ihe informniion but did not want to "defeat lilsj o\\'n system;*'
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IT iS HHREBY ORDERED lliQl l.nvabil LLC is directed io comply rortlnvitliwitii the

Court's Juris28,2013 Order, and providuihc Federal Bureau of Investigation with unencr>'pted

data pursuant to the Order. To the extentany inforroaiion, facilities, or technicalassistance arc

under ihc control of Lavabit are needed to provide the FBI with Ihc unencrypted data, Lavabii

shall provide such inrormntion, faciliiies, or technical assistance fonh\viih.

1-nilurc to comply with this Order shnll subject Lnvnbil lo any penalty within the power of

SO ORDERED.

Hon. Theresa C. Buchan&Ji
IJnilec! Slates Magistrate Juilge'
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EXHIBIT 5
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IN THE UNITED STATES DISTRICT COUR.T FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF TME

APPLICATION OF THE CJNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING THE USE OF A \'EH
REGISTER/TRAP AND TR.-\CE DEVICE

ON AN ELECTRONIC MAIL ACCIOUNT

) FILED UNDER SEAL

)
) No, 1:13EC297

MOTION OF Tire UNTFED S'l'A TES
FOR AN ORDER TO SHOW CAUSE

CU='-' I'S. Dir=lCIft"L"!l

The United Stales, ihrougli tne undersiBncd counscl, pursuant lo Title 18, United States

Code, Section 401. hereby moves fertile issuance ofan order dirt-cling Lad«r Lcvison, the o^vner

and operator ofLovabii LLC, an ele:tronic communications service provider, lo show cause why

Lavabii l.LC has failed to comply with t!ie orders entered June 28,2013. in this matter and, as a

result, why this Court should not hold Mr. Levisonand Lnvabit LLC in contempt for iis

disobedience and resistence to these lawful orders. The United States further requests thai the

Court uoiivcnc a htsiriny on ihis moiion on July 16,2013, at 10:00 a.m., and issue a summons

directing Mr. 1.evison lo appear before this Court on that dale. In support of ihis motion, the
>

United Suites represcnis:

1. The United Stales is conducting ii criminal investigation
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additional rccords end information sboutl

On June 10,2013, ihe United Slatesobuined

;ui order puisuam to ISU.S.C, §2703(d) directing Lavafait LLC lo provide, within ten days.

Icmai) accouni. Mr. Lcvison rcccivcd tiia!

order on June 11, 2013. Ivtr. Levison responded by mail, which was not reeeivcd by the

govcmmiriu unlii June 27. 2013. M:. Lcvison provided very little of (he infonnation soui^l by

the June 10,2013 order,

3. On June 28, 2013, thi United Stales obtained apen register/trap and trace order on

l^^^B^mail account, acopy of which is attached together with the application for lhat

4. On June 28, 2013, FHI sp:;cinl agenis met Mr. Levison ai his residence in Dallas,

Texiis, and discussed the prior grand jury subpoena served on Lavabit LLC and !iie pen register

order entered that day. Mr. Lcvison did not have acopy of the order when he spoke wiih the

iigenls, but he received acopy Irom the l-Bl within afew minutes of their conversation, Mr.

Levison told ihe agenis lhat he would not eoniply wiih the pen register order and wanted to speak

lo an attorney. Il was unclear whether Mr. Lcvison would not comply with the order bccause it

was icehnicalty not feasible or difficult or because it was not consistent with his business practice

of Hrovidiiig scciiro, cncr^'pted emiii! scrs-ice for his customers.
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5. On June 2li, 1 urtcr this conversation wiih Mr, Lcvison, the United Slates

obtaitic'd an OrUur Ccitripcllint; Compliance l-orthwith, which directed Lavabii lo comply vAd) ilw

pen register order. Copies of liiat motion and order arc anachcd.

6. Since June 2S, 2013, the FBI has made numerous attempts, without success, ic

spciik nnd meet directly with Mr. Ljvison to discuss the pen register order and his failure lo

provide "all informiilion, facilities, and technical assistance necessary to accomplish the

instnilation and use of the pen/tnip dcvice" us required by that order. As of this date, Luvabii

LLC has noi complied with the ord-ar.

7. Tlie United States requests thm the Coun enter ihe attached proposed order

directing Mr. Levison to show cause why Lavabii LLC has failed to comply with the pen register

order and why, therefore, he should nol be held in eontcnipl. The United Stales requests that this

show causc hearing be scheduled for July 16. 2013, at 10:00 a.m.. and ihal asummons be issued

directing Mr. Levison to appear before this; Court on lhal dale.

8. The June 10.2013 Section 2703(d) Order and tlie June 28.2013 pen register order

remain under seal. In addition, iheue orders provide that Lavabit LLC shall not diselosc the

existence of the ijovcmemnt's apphcations and the orders to the subscribcr|̂ ^H|||or to any
other persons unless otherwise authorized to do so by court order, except lhai Lavabit LLC may

disclose the orders lo an attorney for the purpose ofobtaining legal advice regarding these orders,

'fhcUnited States requests that ihe:;c documents remain under seal, that the non-disclosure
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provisions ofihe orders remain in ul'leci, and that this rnoiion iind order andany substtqui;ni

pleadings snd/or proceedings rcgording this motion also be sealed.

Respccir\ill>-- siibniiUcd,

Neil H. MacBride

Unijed Stales Attorney

United diaies Aiiomc:y'gJ>rt"icc
Justin W. Williams \J.S. Attorney's Building
2100 Janiicson Avenue

Alexandria, Virginia 22314
Phone: 703-299-3700
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PROPOSED

ORDER TO SHOW CAUSE
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IN THr- UN'lTEi;) STATES DISTRICT COUR'C I-ORTIIE
EASTERN DISTRICT OF VIRGINIA

Alexandriii Division

IN THE MATI ER OF TME ) UNDER SEAL
APPLICATION OF Till: UNITED )

STATES 01- AMERICA FOR AN ORDER ) No. I; 13EC297
AUTMORIZINU Tl-Ui USH OP A FEN )
REGISTEIVTRAP AND TR.-\CE DEVICE )
ON AN ELECTRONIC MAIL ACCOLTNT )

ORDER TO SHOW CAUSE

Upon motion of ihe United Stales pursiianl lo Title 18, United States Code. Swtion 401.

good ctivisi: liuviriu been shown, IT IS ilhRkDY ORDERED:

1. Ladar Luvison, the o-aikfand operator of Lavabil LLC, an clccironic

commtinicaiions ssrvice provider, sliall appear before this Court on July 10. 2013. al 10;00 a-in.,

:ti which time he shall show causc why Lavabit LLC has failed to comply with the orders entered

June 28,2013. in this mauer and why this Coun should not hold Mr. Lcvison and Lavabit LLC in

contempt for its disobedieiKe and rcsisicnce to these lawful orders;

2. The Clerk's Offiee shall issue a summons for the appcarance ofMr. Lcvison on

July 16.2013. ai 10:00 a.m. The Clerk's OlTice shall provide ihc Federal Bii.'cauoflnvcsiiguuon

with aeertilied copy ofihe summons forscrviceon Mr, Lcvison and Lavabit LLC.

3. The Fedenil Bureau of Investigaiion shall serve the summons on Mr. Levison

logcihcr withaeopy of the Motion of ihc United Slates for an Order to Show Cause and a

euniiied copy of this Order io ShowCause.

4. The sealiny tuid iion-disclosurc provisions of the June 10. 2013 Section 270j{d)

order and llie June 28, 2013 pen register order shall rcnmin in full force niui cffect, Mr. Lcvison
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anc Lavabit LLC shall iioi disclosu llie exisience ofthese applications, motions, und court orders,

including this Order tc Show Cause, lo ihc subscriber oi to any other persons unless otherwise

authori'/.cd to do so by coun order, cscept thsii Lm-abit LLC may disclose ihe orders lo an

atiomey for the purpose ofobiainini-' kga! advice reg;irding ihesc orders.

5. This Order, the Molion of the United States for an Order to Show Cause, and any

subseciuent pleadings and proceedini^s regarding this matter shall be placed under seal until

further order uf this Court.

Entered in Alexundriii, Virginiu, this day of July.2013

Claude M. Hilton

United States District Judge
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EXHIBIT 6
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IN THE UXrreD STATES DISTRICT COURT FOR THE
OASTERK DISTRICT OF VIRGINIA

.'Uescandha Division

IN THE NLViTEROFTHE
.ai'Plicatiok of Tiffi uxrreD
STATES OF .AMERICA FOR AN ORDER
AlTHORIZrNG TliE USE OF A PEN
R.}-GiSTiiR.TR-AP .^ND TR.ACE IDEVICE
ON an ELECTRONIC MAIL ACCOUNT

UNDER SEAL

No. 1:13EC297

- 9 2013

caRK us

ORDER TO SHOW CAUSE

Upon motion of tlie United Slates pursuant to Title 18, United Suites Code, Section 40!,

good causo having been sho^vn, IT IS HEREBY ORDERED:

1. Ladar Levison, the ouTierand operator ofLavabit LLC, an electronic

conuiiunicatlor.s scn'icc provider, lihall ^pcar before this Court cn July 16, 2013, at 10.00 a.rn.,

atv,Wch time he shall show causc why Lavabii LLC ha.s failed tocomply with the orders entered

June 28, 2013, in this itiaiter aiid why tliis Court should not hold Mr. Levison and Lavabil LLC m

eontcmpt for its disobedicncc and tesistcnce to these la\vf\i! orders;

2. Tlie Clerk'sOfficc jJiall issue a summons for the appearance of Ivli. Levison on

July 16, 2013, ai 10:00 a.m. The Clerk's Office shall provide tlie Federal Bureau oflnvcstigation

with acenitied cony of the summons for scr%'ice on Mr. Levison and Lavabit LLC.

3. The Federal Bureau oflnvosiitjatioii .shall serve the summons on Mr, Levison

lojjciher witli acopy ofthe Motion ofthe United States for an Order toShow Cause and a

certified copyof this Order in Shnv.' Cau.se.

4. The sealiny and non-disclosure provisions of the June 10. 2013 Scciion 2703(d)

order and the June 28, 2013 pen register order shall reinair. in ftUl force and effect, hir. Levison
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and Lavabii LLC shall not discloss the existence ofUiesc applications, motions, and coun orders,

including this Order \o Show Caus'?, to the subscriber or to any otlier persons unless otherwise

authorized lo do so by coun order, except thai Lavabit LLC insy disclose the orders to an

BtlomtT for the purpose ofobtairur.g legal advice regarding these orders.

5, This Order, the Motion of the United Slates for an Order to Show Cause, and any

subsec^Uftii pluadings iind protucdlags regarding tliis maiter shall be placed under seal uuiil

mnhcr order of this Court.

r-ntcred inAliixanciriii, Virpnia, this of July. 2013

United Btulcs

A TRUE COPY, TE3TE:
CLERK, U.S. DISTRICT CO'jrT

TiBWYCLEKK
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EXHIBIT 7
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AO U IIU'- Suniinmj la i Cus

United Sta-tIes District Court
for ilic

Easier!! District tif Virginia

UNDER SEALUnited Simcs ol" America

Liidar Lcvison
Case No. I:l3ec297

ncfaidc.rj

SUMMONS IN A CRIMINAL CASl?

YOi; AltK SUMMONED lo appwir bcforu the United Suics district court ai ihc time, ciiiie, and placc sci forth
hclnw 10 ;mswcr to one or more offenses or violHlions basud on lite following iiocitmenl filed with the conn:

• Indicimeni • Stiperscding Indicimem • Information • Supur.scdiiig liit'omiiuion • Complaint
- I'robwion Violation Peiilion • Supervised Release Violalion Petition D Violntion Noiici: E Order (sf Cotiii

Place: 401 Courthouse Square
Ale.tundria, VA22314

This offciwe is briefly described iis follows:

See Atiadied Order

07,09/2013

I duciarc under penalty of perjury' that I have:

C Executed ami tcturaed this summoa^i

Courtroom No.: 8CX)- Judge Hillon

Dale and Time; 7/16/13 (S' am

/j'4 111^ oJJIcf r tiiun?

III|iiii| I iiii
Pri/iieii luwm aitti liile

• Returned this .summons unexecuted

A TRUE COPY, TE5TE:
CLERK, U.S. DISTRICT COITT

DEPUlVCLH^.ix

'ifl/nc O'ul lillt
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EXHIBIT 8

Case 1:13-ec-00297-TCB   Document 27-11   Filed 06/13/16   Page 42 of 78 PageID# 1020



Case l:13-ec-00297-TCB "SEALED* Document 11-8 Filed 09/20/13 Page 2 of 3 PagelD# 80

AO liSfRy O.mjJvbpara rt TeffiVSsftff i Cn-taJ'jry IM ' t30«'2J27 . tA HJi

DaUax.TX-'WO'l

United States District Court
for Ifl!

Eastern District of Virginia
SUBPOErfA TO TESTTn- BEFORE THE GRAM) JURY

TO t^Jar Nurmaii l-cvmin

YO'J hVJi C0!'1MA>fDH0 10 sppetsr and tcsrify before fr.e United Stsicj district cosi !l '̂ is tiire.dsit.mi
pltcf Jhow-n 15 icsify bsfo« tht ccun's gnsnd jury. When ycrj arrive, you must r^miin stiHs coun unti; the
judii« ora eoim sfl'icer allows yoo to lesvo.

UNITED STATES DISTRICT COURT
401 CourtlicuicSiiuirc
Alcxanilrlt, Vlfgtiiin 213U

biuinaTiire; J"i)' I<S.2UI3 9:10 AM

YO'J Iimsi alwbiir.Bwiih >ou ihsfollowiiisdocun-.enis, cIcctwnictJI)' siofcd infomMion. orobiscis
(sitr.k if ro! avpUMblt)'.

I., D.Mi.loi. y«jur i.cr,«n.il ..pj.car:incc. you arcdlfCCieO tol.rin? 10 (Ik- granU jury (lie puolic ai.U prlv»(t
(.•iKrvntloii keys uJfd liy lavabti.coni In unv SSL (Sircuri; Sockui Ljyvr) orTUS (Transport Security l.ny«rj
,Visions. incluOlnv HIMTS scs>Wn.\ nllh ctlcnt} uslnj itic I9viiljll.com wcU jiti- xiiii enrryptfd SMI P
cycnmuattiiiions (vr liil<.ri)cl cuminunicJtion} using ellier proloeols) >TiI!i mail servers;

Atiy mcr Infcrinalloii r.i-cciiwry lo accoinplUli llic Installailon and i.sc of the pcn'irap Qevkc ordered by
Ji>dRe Duchnnan on June 23,2U1 J,unoUrusi.el) ucid minimum iniprftrcncc to il.e icrviees that art
aceoriicd jienons wiiii r«pcci so whom il.e insialUtion and use is to lake place;

Ifjucli information is electronically Stored or unablf lobe [iliysically irunsponcd lo the -riiDd jury, you
m«y rrorlde acopy of llie Inrormntlon lo (he Kederal Bureau Of InvCTiigailon. Provision of Iho lurortnalloi.
10 tie FBI Oo<> noi cxeuse )*ur pcrsonsi iippeuraciee.

i.iK-11 7{>n CLERK OF CDU

r-: ar L><p--':y

•fscnime. .licrat. tTiail, Jin:! lelirhone nu.-nb:r of Oit UnilcU Sum r.ionit/. Of Msistsat Unlltxi Sqisj tnamty, wno
leqwcjcs sibwna. tfC:

Offifc o( itir l.'nUcJ Anvr*j?j

\V. wr.ilami Sr«(Ua A<t»rn()'a Uulldin;

3(00 otjti AvrAav

:J3U {fvi} :99-}tV*}
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AOllClKiv. Ol'JJJSvtji.-.rtitoTs'-.ifl BtTi'tsjC-ri-i

PROOF OF SERVICE

This subposna for (name o' inSlviduBl or organization),
V/3S rec•i^ve5 Svme on firatej Jutv. 'I , 7-uis

-r . (^/

^ Icdrss '̂aliy scr.'cd subpncra cm ihe indivlriuai 91 (riscel
n„ \ cr. (caiej },i.L-^Ll.^£L-Lj.2.

'J 1left«ie subcosne ct ms in(Jtvidual'$ resideico or usual placeofasoOev/iih (name)
, 0 Mrjon of lui'oblo 053 sit) tiisciQiior, v,if.o rosifles insrs, cn

C(ja]e^ ar:<l msilsd a copy to ths indwiduei's last kno-.vn aCdrass; or

• 1setvsfl ir.e sucpoena on (name ofinidhkliiah '"'i'
deBiqr.ated by lav; ;o accept sen/ice ofcfoccss on behalf cf (name of organization)

" on <<dOle> Of

C I relutriQcJ tl^e subpsena unexecu'sd l;6caus5

Olher {sp9Cl^,•l•

Ide^'sreuncer the penait-/ oi penur/ ;rst tnis -nfcrTst'oti is true.

PAf -
ScFvet's Bdd.'sss

Adrfi'.ioi'Bl informstion regafding aitiimpied services, etc
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(Kf. iciitcN aid Sci2Ufs W-irxil

United States District Coi;rt
for the

Eastern Districi of Viruinia

In ihc Muitcr of lhi5 Sciirch of )

Ol'-.ify CMri'se thifript'ty lo if isa'Ch^:! )
O'identify ikepenon by namt andaddftss) ) Case No."'•^35^522
INFORMATIO^SSOCIATED^ )

CONTROLLED BY LAVABIT, LLC '

SEARCH AND SEIZURK WAlil^ANT

To: Any authorized law cnforcsincm officer

An appiiwlioii by afcdcnil law cnforcfmcnl ofTiccr or an allonicy for the eovcmmcnt requests tlic scarcli
ofthcfollowi»i;.per50norproiwrr>'locatedinllic _, Northern Distnctof —• •
Odcnil/y I'll'person or dttcrihi I/;? prcptriy lo Oe senreM and sin Us lacaiio'i}:
See Aaachmant A

Tlic person or proper '̂ to be searched, described nhove. is believed wconceal
jiroptrr.' 10 fct' ic'.ztd):
See At'.achmeni B

1nnd that the afnUaviKs), ur a..y recorded lC3tim^.ny. establish probahle cause to sc.rcli a»d sci7.e th. person or
pfOpC!l>.

YOU ARE commanded to exeuutc this warram on or before

a inihcdaytime 6:00 a-m. to 10 p.m. 2^ at any lime in Ihc day or night as i find reasonable cause hns been
irstiiblishcd.

Unless delayed noticc is aulhorixcd below, you must give acopy of the warrant snd areccipt for the propeity
taken (0 the person from whom, or from whose premisss. the property was taken, or leave the copy and receipt :.i the
place where the property was taken,

Th; omuer eventing this warrant, or an officer preseni during the execution of the warrant, musi prepure on
iavemory as required by law and promptly return this warrant and inventory to United Slates Mayistrate Judge

'̂ 'he Honorable Claude M, Hilton •
(lune)

• 1find thrti immcdinte notification may have an adverse result listed in iS U.S.C. §2705 (except tordeia>
o:-iiif.l), and auihorize the ofHcer executing this warrant to delay notice to the person who. or whose property, will be
searched oi sei/.cd I'c'iccA ihe aiiiiruprinic box) Otor days (neiio cxerca SO}.

ulimiil, (lie facts justify'ing, il-,e later specific date of

Date and time is.suet1 10 -aril

City and state: Alexandria, Virginia__

ig
Claude M, Hilton

United States Districi Judge
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Propcrtj' to Be Searched

This warrant applies to inforniaiion associaceii withl thai is

stored at premises controlied by Lavabit, LLC, acompany Uiat acccpts serv-icc oflegal proccss at

Dallas,
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ATrACHMENTJi

I'articulnr Tilings to be Seized

I. Information to be discIoscd by Lavabil, LLC (the "Provider")

To the extern Uui Uic information dcscribcd in Anaclimeni Ais sviihin the possession,

custody, or control of the Provider, including any enmils, rccorda, files, logs, or information that

has been deleted but is still available to Uic Provider, the Provider is required to disclose die

following informniion to tho govemmcni for each iiccount or identifier lisicd mAttachnicni A:

a. All infonnaiion necessar)' to dccr>-pi communications sent to or from the Lavabil
encryption

b. All information necessao' to decrypt data stored in or othen.'.ise associated with

the Lavabit accovtm
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II. Infomiation to be seized by the govcrnnienl

All mfomiaiion described above in Swtion [ that conscitiucs fmits, contraband, cvidcnc;;

and insiTumenialiiicsof violations of IS U.S.C.

violaiior.s invoivingl linciuciing, for each Qccouni or identifier listed on

Aiiachmem A, itiformation penaiiiing lo the followng ruaiiers;

a. All information nccessar)' lo decrypt communications sent to or from the Lavabii

e-mail account I including cncrj'piion keys and SSL keys;

b. Ail information nceessary to dccrypi data stored in or oiher>.vi5c associated with

the Lavabit accountl
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CERTrnCATE OF .AUTHENTICITY OF OOMF.STIC

BUSINESS l^'JCORDS PURSU.A.NTTO FEDERAL RULE

OF EVIDENCE 9020 n

j, . attest, under penalties ofperjury under the

laws of the United Stales of America pursuant to 28 U.S.C. § 1746, thai tlic infomiaiion

contained in this declaration is tru« and correct. I amemployed by Lavabit, L!.C,and my

official title is • ' a'" acustodian ofrccords for Lavabit,

LLC. Ista;c thai eacli of the records anachcd hereto is ilie original record or a inie duplicate of

tliL- orisjinal rccord in ".he custody of Lavabit. LLC, and that Iam the custodian ofihe attached

records consisting of (pages/CDs/kilobytcs). 1further stale thai:

a, all records attached to l!us ccrtificatc were made at ornear the lime ofthe

occuiTcnce of ihe maner set forili, by. or from iiifonnation iransrailtcd by, a person wiili

knowledge of those matters;

;h records were kept in the ordinary course ofa regulai-ly conducted businesssuch

activit)' 03 Lavabit, LLC; and

such rccords were made bv Lavabit, LLC as a regiilar practice.

fiirther stale that (his certification is intended to satisfy Rule 902(11) of ihcFederal

Rules ofBvidcnce.

Dale Signature
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EXHIBIT 10
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UNITED STATES DISTRICT COURT
EASIT-RN DISTRICT OF mOlNlA

Alexandrin Division • 'i i,r

n< THE MATTER OF THE SEARCM OF

Ti-iAT IS S'i'ORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

UNDER SEAL

(Local Rule 49(B))
No. I:13sw522"

The LWITF.D STATES, pursiiaiit lo Local Rule 49(B) ofUic Local Criminal RuJes for

the Uniicd States District Court for the Eastern District ofVirginia, having moved to seal the

application for asearch warrant, tlie scarch warrant, the affidavit in support oftne search

wan-aitt, the Motion to Seal, and proposed Order in (his matter; and

The COUR'f, having considered the govemnicm's submissions, including the facts

prcscnied by the government lo justify sciiting; having found tliat revealing ihe material sought

to be sealed would jeopardize .in ongoing crintinal investigation; having considered the

available atternative.s tJtm are less drastic than scaling, and finding none would suffice to protect

[he government's legitimate interest in concluding the invesiigafion; and having found thai this

legitimate government interest outweighs at mis time any interest in the diiClosure of the

material; it is hereby

ORDERED, adjudged, and DECR£ED that, ihe application for search warrant, the

seiirch \x-arran'.. ilie alTidavit in support of the scarch warrant, Motion to Seal, and this Order be

scaled tmtil further Order by the Court. It is further ordered tl\at lawenforcement officers may

sen'ca copy of the warrant on theoccupastt of the premises as required by Rule 41 ofUie Fed.

R. of Crijn. Proc.

Stxu/dria, Vfrginia

/s/

Claude M. Milton

United States District Judge
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

IfP - I - 11 I"
IN RE: APPLICATION OF THE L '̂ITED Case No. 1;13S\V322 LP"^
STATES or .AMERICA FOR AN ORDER Filed Under Seal p /-SS-Onil
PURSU.ANTTO 18 U.S.C.§ 2705(b) []

ORDnR
afSK us.orifHic

t-.jrii.Tt'i-v'rri'. •

The Uiiiied Stales has subminod an applicaiion pursuant to 18 U.S.C. §2705(b),

requesting that Uic Court issue an Order coiiunanding Luvobit, an eleuiTonic commimications

service providur and/or aremote computing senicc, not to noiily any person (including the

subscribers or customers ofthe accouni(s) listed in the search warrant) ofihc exisicncc ofthe

atiaclied sex'ch warrantuntil furUier orderof the Court.

The Coun determines that there is reason lo believe lliat notificulion ofthe cxisicnce of

the attached warrant will seriously jeopardize the investigation, including by giving targets an

opportunity to flee or continue flight from prosecution, destroy or lainpet Nvith cvidcncc, changc

panems of behavior, or notify confederates. See 18 U.S.C. §2705(b)(2), (3), (5).

IT IS THERE[-OR£ ORDERED under IS U.S.C. §2705(b) that Lavabii shall not

disclose the existence ofthe araichcd search warrant, or this Order ofths Court, to tiie lisicd

subscriber or to any other person, unless and until oihcr>viss authorized to do so by the Court,

exccpt tha: Lavabit may disclose the attached search warrant 10 an attorney for Lavabil for Uie

purpose of receiNing legal advice.

IT IS FURTHER ORDERED that the application and tliis Orderare scaled until

oihsruTse ordered by the Couil.

/s/
Claude M. Hilion

United Stntcs Di.strict Judge
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IN THE WITRO STATES DISTRIC'C COURT FOR '1

EASTERN DISTRICT 01- VIRGINIA

Alcxutidria Division

IN THE MATHER OF THE ) FILED UNDER SEAI.
APPLICATION OF T!iE UNITED )
STATES OF aMERJCA FOR AN ORDER ) No. l:I3HC2y7
AUTHORIZING THE USE OF A FEN )

REGISTER/TIUP AND TIUCE DEVICE )
ON AN EL.ECTRONIC MAIL ACCOL'NT )

lii; I'I? ?:

ClTBK.ii.5.nf.!9irnx;tRr

SUPPLEMENT TO THE MO TION OF T HE UNITED STATES
FOR AN OIU)ER TO SHOW CAUSE

The United Stales, through the undersigned counsel, submits tlic tbiiowing addilionul

informa-.ion in suppon of iis show cause motion filed July 9, 2013:

1. FoUowiiij^ the issuance ofthe Court's Order to Show CniLse, the govemment had a

meelinji/confercncc call wilh Mr. Levison and his Ihen eoiintic!. Mr. Levison was in Dallas.

Texiis, at the FBI field officc, aithe lime, and his eoiin.sel from San Francisco. California, i»nd

prosecutore nnd FBI agenis from ihc Wfishinglon, D.C. Hold ofl'iec panicipaicd by telephone. The

confertincc call wasconvened lo discuss; Mr, Lcvison's questions and conccrnsabout the

'mslB]I.ition and operation of a pen register on ihe turgcted email account. Mr. Lcvison's

concerns focused primiirily on how the pen register device would be Installed on Ihe Lavabit LLC

systcin. v.'hai data would be captured b\^ the devicc, whai data would be viewed and presented by

the govenuneni. The parties also discussed wheihcr Mr. Levison would be iible to provide

"keys" for encrypted infonnaiion.

2. During the coiirerenet: c»ll, the FBI explained to Mr. Levison that the pen rcgisicr

could be installed with minimal impact to the Lavabit I.LC .system, and the iiucnts told Mr.
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Ltfvison ihai ilicy wouid meei with him when iht-y N'.ufe ready to install the device and go ovor

with him any of the teclinical details rcyiirdiiii- ihc iiisuillution and use of the pen register. As for

the diila eoliectcd bv the dcvlce, tiie agents assured Mr. Levison that the only data thtit the agents

v.'ould review is that which is stated in the order nnd nothing more (/.c , user log-in iriforination

and the date, time, nnd diirution of the tninsmissions for the target account).

3. Laviibi! LLC provides cncr>'ption paid users leased

on tlie conierence call with Mr. Levison, tlie TBI is reasonably confident that with the encr\-pUon

keys, which Mr, Levison can aeccss, it would be able view in iin iin-encrypted formal any

encr\'pted infomtaiion required to be produced throtiyh the use of the pen register.

4. Mr. Levison and his nttonicy did not commit (o the insiallation and use of the pen

register a: ihe conclusion of the July 10 conference call, On July 11.2013, counsel who

paitieipdled in the eonfereneu eul! infonned the yovcmment thai she no longer represented Mr.

Levison or L^ivabit LLC. In addition,Mr. Levison indicated that he would not comc to coiui

unless the govemmcni paid for his travel.

5. On July 11,2013, FBI agents served Mr. Levison with a lirand jury subpoena

directing iiiin to appear before the grandJuo' >" this district on July 16, 2013. Asa grand jurj-

v.'iiness, ihc uovemmenl \s'as responsible tor making Mr. Levison's travel arrangemenis.

6. On July 11, 2013, the undersigned counsel sent Mr, Levison an email indicating

ihal he hits beenserved with a show causeorderfrom this Court requiring his appcarance on July

16. 2013, and a subpoena requiring hisappeanmcc on the same date before a federal grand jury.

The email further advised Mr. Levison that he should coniaci the United Stale.? Attorney's Ofllce

us soon as possible lo n>ake his travel ammgements.
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7. Oil July 13, 2013, Mr. Levison, who was no longer represenied by counsel, sent

govcmmcni prosceuiore «n email indicaiiny that he would be able lo colleci ihe data required by

ihc pen register and provide thai daw lo the government after 60 days flhc period of iiicpen

register ordcrj. For this scn'ice, Mr. Levison indicated that tlic government wovikl have to pay

him $2000 for "developmental lime and equipment" plus nn iiddiiional SI500 if the govemment

wanted the data "more frequently" thaj\ after 60 days.

S. On July 13, 2013, the govenuncr.i responded lo Mr. Lcvison's proposal. The

prosecutors informed Mr. Levison that Ihe pen register is a devise used to monitor ongoing email

traffic un a real-time basis and providing the FBI with datn after 60 days was not sufrlcient.

Funhermore, prosecutors informed him thts: iKc statute authorizes the govcnuneut to compensate

a ser\'ice provider lor "reasonable expenses," and the aniouiit he quoted did notappear to be

reasonable. Mr. Levison responded bv email statini; that the pen register order, inhis opinion,

does not require real-time access (although this fact was discussed ni length during the July 50

conference call). Moreover, he indicated thai ihecost of rcis.suing the "SSL certificate" (for

encryption servieo) would be S2000, It was unclcar in his emnil if this $2000 was an additional

expense lo be added lo the S3500 prcviou.siy olnimed. Mr. Lovisoti indiealed that he would tr>' to

contaci the person responsible for making his travel jirrangenients at the United Slates Attorney's

office on Sunday afternoon.

9. On July 15, 2013, Mr, Levisonspoke with the person responsible formakinu his

travel airangemenis. He was told that he wus booked on a llighi from Dallas. Tc.sas, to Reagan

National Airport departing that same evening. He also had a iiotel reser\'ation. Mr, Levison

indicated tha
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10- The proceeding belbre tlie Conn loday is to cictcnnine whether Lavabil LLC and

Mr. Levison siiouid be held in civil contempt. Civil contempt, as compaa-ci to criminal conicmpi

under rule 42 of llie Federal Rules of Criminal Procedure, is intended to coerce compiiciiice with

u court order. There iirc four elements to civil conlcmpt: (1) the existence o!'valid orderof which

l.iivabit LLC and Mr. Levison hud actual oreonstmetive knowledge; (2) the order was in ihc

government's ''favor"; (3) Lavabit LLC and Mr. Levison violated the lorms of the order and had

knowledge, orconstructive knowledge, ofsuch violation; and (4) thegovernment sutVered harm

as a result. In re CrondJmy Subpoena (T-l 12), 597 r.3d 189, 202{4th Cir. 2012).

11. i-lere, each of these elcment.s has been nief. Lavabit LLC, through direct

communication between the government and Mr. Levison, itsowner and operator, has had actual

knowledge ofthe pen register order and the .subsequent June 28 order of the magistrate judge

compeliine compliance with that order. This Court's sltow cause order, which was personally

served on Mr. Levison, provided further notice of the violation of those orders by L.avabit LLC.

The aovcmment clearly has suffered harm in that ithas lost 20 days of information as a result of

non-compliance.

\2. Lavsibit LLC may comply with the [Kn register order by simply allowing the FB!

to install tlie pen register devise and provide the FBI with the cncr>'ption keys, it* Lavabit LLC

infoniis the Court it will comply with the order, the government will not seeksanctions. If,

however, Mr, Levison informs the Court that Lavabit LLC will not comply, the government

rei.]uests tliai the Court impose a Tine ofSlOOO per day, commencing July 17, 2013, until bivabit

LLC nilly complies with the pen register order.

13, To the oxtcnt tha: Uivabit LLC takes ihc position that the pen register does not
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aiiihorize Ihe prncluciion ofihu encr\'piion keys, governmem hns risked the Coun to aviihori7.o

ilic seizure ofihut information purstiimt to a warraiu uiiilcr Title 18. United States Code, Scciion

2703. tlms rendering this argument moot.

14. The Conn has sealed iliis proceeding. This pleading has nlso been filed underseal.

The United States will hand deliver u copy of this pleadinglo Mr. Levisonat today's hearing.

Respectiiilly submitted,

Neil H. Mnc'Bridc

United States Atiomey'̂ i>fikc
Justin \V, Willian^s U.S. Attorney's Building
2100 Juinioson .\vcniie

."Mextuidrta, Virginia 22314
Phone: 703-299-3700
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EXHIBIT 13
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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXAMDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN
ORDER AUTHORIZING THE
INSTALLATION AND USE OF A
PEN REGISTER/TR.AP AND TRACE
DEVICE ON AN ELECTROHIC
M=iL ACCOUNT

1:13 EC 257

UNDER SEAli

) Alexandria, Virgin:
> July 16, 2013
) 10:41 a.m.

TRANSCRIPT OF HEARING

BEFORE THE HONORABLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

APPEAR.ANCSS;

For the United States: James Trump, Esq.
Andrew Peterson, Esq.
Brandon Van Grack, Esq.
Michael Ben'Ary, Esq.

Ladsr Levison, Respondent

Tracy L. Westfall, RPR, CMRS, CCR

For the Ri&spondent:

Court R«Dortor:

Proceedings reported by machine shorthand, tra.nscript produced
by compurer-aidod transcription.

Trecy L. Westtall OCR-USDC/Sl'V/V
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UNDER SEAL

i? R 0 C £ E D I G S

THE CLERK: In Re: Case No. 1:13 EC 297.

MR. TRUMP: Good morning, Judge. Jim Trump on behalf

of the United States. Witn me is Andy Peterson, Brsndon

Van Geack from the United States Department of Justice,

Hr. Bsn'.^ry behind me, and Matt Braverman, special agent for

sumincr.s.

THE COURT: All

MR. LEVISON: Ladar Levison, the subject of the

THE COURT: .a.ll right. Mr. Trump.

MR. TRUM?: Your Honor, we submitted our supplemental

paper this morning describing the communication we've had with

Lavabit, LLC, through Kr. Levison. And I think, very simply, we

would like this Court to inquire of Mr. Levison whether he

intends to comply with the pen register order which would

require hira to allow the fTST acces.", r.o his server to install a

device which will extract data, filter that data, and provide

that data to the FBI, and to provide the FBI with the encryption

keys to the extent there is encrypted information, included

among within the body of information called for by the pen

register order.

As the Court is aware, and as we will provide with

Mr. Levison, we obtained a search warrant this morning fro.-n '/our

Honor for Che same encryption keys. Thus, to the extent there's

Tracy I. Wesllali Ot'B-USDC/E&VA
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any question as to whether Kr. Levisor. v:ould be required to

provide these keys, it's now subject both to the pen register

order and the search warrant, the seizure warrant.

That's where we stand. Your Honor. If ^5r. Levison

agrees to comply v;ith the order, vje would not se«k any

sanctions. We would ask that he be directed to forthwith make

his servers available so the FBI can install chat device and tc

extract thfi encryption keys.

If, hov/ever, he informs the Court he is not willing to

comply v/ith the order, we would ask the Court to impoao

sanctions. We suggested in our pleading a thousand dollars a

day no be paid 1:0 the United States government until he

cc:npiies. If he doesn't comply with that sanction, then we

would be back in court seeking additional sanctions or charging

additional offenses.

THE COURT: Ml right. Mr. Levison.

HR. LEVISOM: Good morning. Your Honor. I'm not sure

what order I should make these in, but I would like to request a

couple of things by motion.

I'd like to move that all of the nonsensitive portion.'j

of the documents that were provided, i.e., everything e/.cep; •.he

account in question, be unsealed. I believe it's irriportant :or

the industry and the people to understand what the govarnniei-it is

recjuesuing by demanding that I turn over these encryption Keys

for the entire service.

Tcacy I, Wt-atlsil OCR-USIC/EDVA
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THE COURT: All right. What do you say to that,

Mr. Trump? Deal with the motions before I —

MR. TRUMP: What Mr. Levison is trying cc do, Your

Honor, is invite industry to corns in and litigate as a surrogste

for him ths issue of whether the encryption keys are part and

parcel of the pen register order. And that's one of the reasons

we sought the search vjarrant, to make it clear, whether thrcjgh

the scarch warrant or pen register order, he is required to

provide these keys.

We know he's been in contact with attorneys who also

represent industry groups and others vfho have litigated is-^ues

like this in the WikO-Leak.s context and others. 3'Jt we would

object to unsealing this matter because it's just Mr. --

THE COURT: And they've done that in connection with

the issuance of a pen register?

MR. TRUMP; They have litigated privacy-related issues

ir. the context of process under 2703. I'rr. not sure — not a pen

register, but with respect to 2703.

But we discussed this issue with Hr. Levison and his

counsel by conference call. We indicated that the only data

that tho government seeks is that which Is required by the pen

register order. That it's just the basic header to e-mail

traCfic, sender, rscipienc, time, duracion, that sort of thing.

If Mr. Levison wants to object to providing the keys,

he can certainly object to doing that and then v/e can proceed

Tc«=y L. HttactsJl nzR-'J3ix.'zy^h
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from there, but I don't think he's entitled to try to make this

a public proceeding to invite others in to litigate those issues

on his behalf.

THE COURT; All right. Well, I. believe chat to be

correct. I mean, this is a crindnal investigation. A pan

register has been ordsred and is here at issue, and any .notion

to unseal that will be denied.

You said you had another .motion, I believe?

MR. LEVISOM; Yeah. My issue is only with the- SSL

keys. So if that is litigated separately and that portion o:

the proceeding is unsealed, I'm coinfortable with that.

THE COURT: I don't understand what you're sayir.c,

separate proceedings.

MR. LEVISON; Sorry. I have always agreed to Che

installation of the pen register device. I have only ever

objected to turning over the SSL keys because that would

compromise all of Che secure coaoiunications in and ouL of my

network, including my ovin administrative trsfric.

THE COURT: Well, didn't my order already include that:?

MR. LEVISOM; I do not believe so, sir.

THE COURT: Did my initial order — I don't recall at

the moment. Did my initial order recall the encrypted devices

wic.h the installation of a pen register?

MR. TRUMP: The pen register, as issued, just required

all assistance, technical assistance, facilities, and

"Trocy Wostfall UC?*

Case 1:13-ec-00297-TCB   Document 27-11   Filed 06/13/16   Page 66 of 78 PageID# 1044



Case l:13-ec-00297-TCB'SEALED* Documont 11-13 Filed 09/20/13 Page 7 of 17 PagelD#
104

UNDER SEAL o

information, to facilitate the pen register.

Tliis motning the search wdrrant -squired —

THE COURT: Yeah, but the search warrant's a different

matter now. That's not before me this morning. The only thing

chat's before mc this morning is the pen register.

KR. TRUMP: Correct.

THE COURT: So as 1 understand it, my initial order

ordered nothing but that the pen register be put in place.

MR. TRUMP: And all technical assistance, inforn:ation,

and facilities necessary to implement the pen register. And

it's ov.r position that without the encryption keys, the data

from Che pen register will bs meaningless. So to facilitate the

actual monitoring required by the pen register, the FBI eIso

requires the encryption keys.

THE COURT: Well, that could be, but I don't know chat

I need — I don't know that I need to reach that because I've

issued a search warrant for that.

KR. TRUMP: Correct, Your Honcr. That the — to avoic

liuigating this issue, we asked the Court to enter the seizure

warrant.

THE COURT: Well, what I'm saying is if he agrees tnat

tJift pen register be established, and that the only thing ne

doesn't want to do in connection with the pen register i.n to

give up the encryption device or code --

MR. LEVISON: I've always maintained that.

TCiiCv Id, We9tCAlZ CC?^-USCC/SrVrt
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THE COURT: — so we've got no issue here. You'rcf

ready to do that?

MR. LEVISON: I've been ready to do chat since Agent

Howard spoke co roe the first time.

THE COURT: All right. So Chat ends our --

HR. TRUMP; Well, Chen we have to inquire of

Mr. LQVison whecher he will produce che encrypticn keys pursuanc

to the search warrant Chat Your Honor just signed.

THS COURT: But 1 can't deal with chac this morning,

can I?

MR. TRUMf: Well, it's the same issue. You could ask

him, Your Honor. V/e can serve him with the warrant and ask hin

if lie's cjoing to comply rather than —

MR. LEVISOH: Your Honor, I've also been issued a

subpoena demanding those same keys, which I brought with me in

the eve.-iL that v;e v.'ould have to address that subpoena,

THE COURT: I don't know, Mr. Trump. I don't think I

want to got Involved in asking hiro. You osn calk with hirr. and

see whether he's going to produce them or not and let him tell

you. But 1 don'C think I ought co go asking what he's going zo

do and what he's not going co do because I can't take any action

about it anyway.

If he does noc comply with che subpoena, there arro

renedies Cor that one way or another.

MR. TRUMP: V.'ell, the original pen register order was

Ti-acty L. HusLfali OCft-OSET/EDVft
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followed by s compulsion order from Judge Buchanan, The

compulsion order required the encrypcion keys zo be produced.

So, yes, part of Che shov/ cause order is to require

compliance both with the pen register order and the compulsion

order issued by Judge Buchanan.

And that order, which was attached cc the show caus-i

order, states, "To tlie extent any information, facilitiea, oi

technical assistance are under the control of I.avflhjt ara needed

to provide the FBI with the encrypted dara, Lavabit shall

provide such information, facilities, or technical assistance

forthwi th."

MR. LEVISOU: 1 would object to Chat statement. 1

don't know if I'm wording this correctly, but what was in that

order to cotf.pel was s statement that v/as incorrect.

Agent Hov;aru seemed to believe that I had the sbii:.cy

tc encrypt the e-mail concent stored on our servers, which is

not the case. I only have the keys that govern communications

into and out of the network, and chose keys are used to securs

the traf-nic for -all users, not just the user in question.

So the stacemeiii in that order compelling me to decrypt

stuff and Agent Howard stating that I have the ability to clc

-hat is technically false or incorrect. There was never an

oxpLicit demand that I turn over these keya.

THE COURT: I don't know what bearing that would have,

would it? 1 mean, I don't hove a pioblera -- Judge Buchanan

Ttncy i.. WaoKtii: CCR-OSDC/SWA
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issued an order in addition to mine, and I'm not suce I ought to

be enforcing Judge Buchanan's order.

My order, if he says zhs-x hs will produce or sllov; the

installation of che pen register, and in addition I have issuea

a search warrant for che codes that you want, which I did tiiis

morning, that's been entered, it seems that this issue is over

as far as I'm concerned except I need zo see that he allows the

pen register and cor^plies v/ith the subpoena.

MR. TRUMP: Correcc.

THE COURT: If he doesn't comply — if he doesn't

comply with the subpoena, then that has -- I have to address

that.

MR. TRUMP: Right.

THE COURT: But tight now there's nothing for me to

address here unless he is not telling me correctly about che per.

register.

MR. TRUMP: Well, we can — Your Honor, if we can tall-c

to Mr. I.evison for five minutes, we can ask him whether he wiii

honor the warrant that you just issued.

MR. LSVISOM: Before we do that, can I --

THE COURT: Well, what can I do about it if he doesn't,

if he cells you he's noc going to? You've got the right co go

oiiu and search and get ic.

f'!R. TRUMP: Well, we can't get che information without

his assistance. He's the only who knows and has possession of

Tsacy L. WescfiiJl OSii-USUC/iiUV/i
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1 .it. We can't take it from him involuntarily.

2 KB. LEVISON: If I may, sir, my other --

3 THE COURT; Wait just a second.

4 You're tryi.ig to get me ahead. You'rs trying to get rriC

5 to disai with a contempt before there's any contempt, and I have

6 a problem with that.

7 MR. TRUMP: I'm trying to avoid contempt altogether,

6 Your Hor.or.

9 THi COURT: I know you are. And I'd love for you-all

10 to get together and do that. 1 don't want to deal with it

LI either. But I don't think we can sit around and agree that

12 there's going to be a default and I will address it before it

occurs.

MR. TRUMP; I'm just trying to figure out whether

there's going to be a default. We'll take care of that, Judge.

THE COURT: "iou can. I chink the way we've got to d,?

this — and I'll lister, to you. I'm cutting you off, I knov,

but I'll listen to you in a minute.

The way we have to do this, the hearing that's before

me this morning on this issue of the pen register, that's been

resolved, or so he's told me. I don't knov; whether you want to

continue this one week and see if he coinplies with that, whic^. I

yuess would be prudenr to do, or a few days for him to comply

wirh the pen register. Then we will wait and sse what, happens

with the subpoena.

Tracy WR-USUC/KrVA

Case 1:13-ec-00297-TCB   Document 27-11   Filed 06/13/16   Page 71 of 78 PageID# 1049



Case l-13-ec-00297-TCB'SEALED* Document 11-13 Filed 09/20/13 Page 12 of 17 PagelD#
109

UNDER SE2U.

Bdcause as far as my pen register order is concerned,

he says he's going Lc coraply v.'ith it. So that issue's over and

dene with. The next issue wil.1 be whether or not he complies

wixh t.he subpoena. And I don't know and I don't want to

presume, and I don't want him to represent to me v;hat he intends

t;c do when he can very well go home and decide he's going t=. do

soT^ieching different.

When that warrant is served, we'll know what he's going

tc do. I think we've got —• I don't see another way to do it.

MR. TRUMP: That's fine, Your Honor. We will serve the

warrant on liim as aoon as v/e conclude this hearing, and we IJ

find out whether he will provide the keys or not.

THE COURT: Okay. Now, did you want xo say anything

else?

MR. LEVISON: Well, I mean, I've always maintained that

all the government needs to do is contact me and set up c.n

appointment to install that pen register. So I don't know why

there has never been any confusion about my willingness to

install it. I've only ever objected tc the providing of those

keys which secure any sensitive information going back and

forth.

But my motion, and I'm not sure if it's relevant or not

bec<iuse it; doflis more with tht2 issue of the subpoena demanding

the keys and Cor what will be the forthcoming search warrant,

would be a continuance so that I can retain counsel to address

Tracy I.. Wescfail OCS-U£:>C.VEC"/A
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that particular issue.

THS COUPT: Well, I nicsn, there's nothing before t?.e

v;ith chat. I've issued Che subpoena. Whcituver happer;s v/iuh

that, chat's — you're trying r,o get me to do what Mr. Trarap

vantsd to do and to arrange this beforehand.

MR. LEVISOtl: Well, 1 don't knov; it I have to appear

beiiore that grand jury right now and give the keys ever or face

arrest. I'm not a lav;yer so I don't understand the procedure.

THE COURT: I don't know either. You need co have —

it would be wise to have a lawyer.

HR. LEVISON: Okay.

THE COURT: I don't know what's going to happen. I

don't know. They haven't served -he warrant yet. I have no

icioa. Don't know what's going to happen with it. You'll just

have to figure that out, and it be wise to have a lawyer to do

it, I would think.

.'•IR. I.EVISOII: I guess v;hile I'm here in regards to Che

pen register, would it be possible to request some sore of

external audit to ensure chat your orders are followed to the

ieticer in terms of the information collected and preserved?

THE COURT: No. The law provides for those thir.gs, or.J

any other additional or extra monitoring you might wann or think

is appropriste will be denied, if that's what you're requesting.

MR. LEVISON: Okay. 1 mean, it requests chat: the

governmenc return to the Court records --

Ttacy t. Heat£<jll CCH•U5DC•-E.CV.^
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1 THE COURT; You need to talk to a lawyer about v/hac the

2 lav/ requires for the issuance of a pen register.

MR. LEVISON: They can handle Chat separately. That'.?

i fine.

THE COURT: The law sets out what is done in thai

G regard. Your lawyer c«in fill you in if you wane to knov/.

7 MR. LEVISON: I've always been v.'iiling to accept the

3 de\'ice. T just have some concern about ensuring that it's

9 properly.

10 THE COURT: Should v»e continue this to some specific

11 dace to see that he complies with the pen register?

12 MR. TRUMP: Ke can/ Your Honor. It's a moot issue

13 without the encryption keys.

1/i the COURT: Well, that is a practical matter --

15 MR. TRUMP: That's a practical —

IQ the COURT: — but I don't think it is a moot issue. i

17 mean, you-all have got the right to go in and put on that re.T

15 register. He says that he will do it. That's ail that I've

19 ordered.

20 Now, the other business abouc ordering that, Judge

21 Buchanan made an order that he's goiag to have to supply what.

22 vou s?.y is the encryption codes to make the infor.fiation usetui.

23 I don'c know. I didn't enter chac ord^sr. I have trcufole making

24 -Lhat connection.

25 If you're going to — I don't know whether you want to

trucy L. Heat-fall OCR-'.'StJC/SOVA
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do something in front of Judge Buchanan or not.

MR. LEVISObl: You see, Judge, though that I've always

been willing. They just didn't feel the need to set up an

appointment.

THE COURT: What do you want me to do with this case?

You want me to continue it? You want me to say it's raooc right

nov; and just end it?

MR. TRUMP: No. I think we can continue it. I don' i

know Mr. Levison's schedule. It can be done v/ithin hours of his

return to Dallas.

THE COURT: Of course he can. You want to continue it

till a week from Friday?

MR. TRUMP: Or a week from today.

^3R. LEVISON: I'ln not available within hours of ray

return, buc I can meet with you on Thursday.

THE COURT

MR. TRUMP

THE COURT

THE CLERK

THE COURT

Let's continue it a week from Friday.

.1=1 week from Friday.

What date's Chat? The —

26th.

The 26th?

MR. LEVISON: Acceptable to me.

THE COURT: We'll continue it to the 26xh, and that's

for determining whether or noc that pen register has been

installed as you request.

We can n\ake it 10 o'clock.

Tracy L. WostfdU OCR-USDC/EDVA
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time.

MR. LEVISON: I'll remember 10:00 instead of 10:30

THE COURT: All righr. Thank you.

All right. Thank yoii-sli. We'll adjourn till coirorrov;

morning at 9:30

(Proceedings concluded at 11:02 a.ni.)

Tracy I.. Wftscfsil OCR-USDC/SD-'.'A
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1 CERTIFICATION

2

3 1 certify, this Hch day oi September 2C13, Chst rhe

4 foregoing is a correct; transcript from r.he record of prcceedlncs

5 in the above-entitled natter to the best of my ability.

Tracy VJestfaiiJ, V-'.RS, CCR

Tracy I. WcsCfall O-rP.-USDC/SD'.Vi
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