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IX Ti [\l UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA

ALEXANDRIA DIVISION

IN THI-: MATfER OF THE

APPLICATION OF THE UNITED

STATES AUTi-10RlZI>JG THE USE OF

A I'EN REGISTER/TRAP AND TRACE

DEVICE ON AN ELECTRONIC MAIL

ACCOUNT

IN THE MATTER OF THE SEARCH

AND SEIZURE OF INFORMATION

ASSOCIATED ^\••]TH

ED_SNO\VDEN;'aLAVABIT.COM
TI lAT IS STORIED AND CONTROLLED

AT PREMISES CONTROLLED BY

LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

ORDER

II I E

OCT 2 2013

CliHK tis PlSIh-:'const

The Uniied Slates has proposed partially unsealing records iti this maiicr due to public

disclosures made by Ladar Levison and Lavabit, LLC and for ihe pui-pose ofcreating a public

rccord for Mr. Levison's appeal. The Coiirl has considered the original .sealing orders, the

niotions in support of the original scaling orders, the govemmeni's ex pane motion to iinseat

certain documenis, and the prior pleadings oCMr. Le\'ison, and hereby llnd-s that:

(I) the government iias a compelling iiitercst in keeping certain information in the

documents sealed, and ihc govitminoni hns pmposed redacted versions of tlic documents ih.it

minimizes the information under .seal;

(2) the government's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered attemalives to the proposed redactions none will adequately protect

(hat interest; it is hereby

ORDERED thai the redacted versions of certain records filed in the above caplioned

matter are partially unsealed. The unsealed records are attached to this Order. To the extent any

such record is covered by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version of the document. The

Clerk of the Court may publicly release the redacted version of any of the records attached to this

Order. Any record not attached to this Order, as well as the unredacted copies of any record filed

in the above-captioned matter, including the government's exparte, sealed Motion to Unseal and

Statement of Reasons will remain sealed until ftirther Order of the Court.

Date: 2-,
Alexandria, Va

The Honorable Claude M. Hilton

United States District Judge
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EXHIBIT 1
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p J li.__
UNITED STATES DISTRICT COURT IP ,

FOR THO EASTERN DISTRICT OP VIRGINIA Jfi I 0 m

IN R]-: APPLICATION OF THE
UNITED STATES Or AMERICA FOR
an order PURSUANT TO
IS U.S.C.§ 2703(d)

;;

) MISC. NO. 1:13 EC

Filed Under Seal

ORDER

The United States has submined an application pursuant to IS U.S.C. §2703(d).

requesting tlmt llic Coun issue an Order requiring Lavnbit LLC, nn clcclronic communicnlions

servicc provider and/or nromcilc compLiling scr\'icc located in Dallas, TX, to disclose tnt; records

and other information des-cribed in Aitachment Ato thisOrder.

The Court finds that the United States hits offered specific and articuiable facts showng

lhat there arc reasonable grounds to believe thai the records or other information sought iire

relevant and material to an ongoing criminal investigation.

The Court determines tJut there is reason to believe thai notificalion of Ihc existence of

thi.s- Order will seriously jeopardize the ongoing investigation, including by giving taj-gels an

opportunity to flee or continue fUght from prosecution, destroy or tamper with evidence, change

patterns of behavior, or notify confederates. See 18 U.S.C. §2705(b)(2). (3), (5).

IT IS 'n-lERJZi-ORE ORDERED, ptirsujim to 18 U.S.C. § 2703(d). thai Lnvabit LLC

shaii. within ten days ofthe date ofdiis Order, disclosc to the United States the rccords and other

information described in Attnchmsnt A to this Order.

IT IS FURTHER ORDERED lhat Lavubit LLC ahail not disclose the cxlsienceof the

application of ilie United Slates, or the existence of this Order of the Conn, to the subscribers of

the account(s) listed in Aftachment A. or to any other person, imless and until othcr\visc
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au=hori7.i;ci lo do so by ilic Coiid, except that Lavubit LLC may ctiHclose this Order lo iin auorney

for Lavahil LLC for the purpose ofreccivini; legal advice.

rr IS I'UR'l'HER ORDERF.O (ha! ihc application iind this OtdsT are sealed until

otlienviseordered by the Court.

Date

johnF. Anderson
Uniit:d States Magistrate Judge

ATf^UE C<JPY, TiiiSTIZ:
CLB-.K, U.S. OiGTRiCICOMrJT

TTEmXtr
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attachment a

f, Tlie Aci:ount(s)

The Order applies to ccituin rcc^ijsjmd informnlion iissociaieci with the Ibllowinj! cmiiil
accaunt(s):

U. Records and OlherInformation to »c Disclosed

Lavubit LLC is required lo disclose ihc Ibllowing rccords and other informtition, if uvtiilnblc. to
the United States for coch account or identifier listed in Pan 1of this Atiaclimcnt ("Account ).
for llie lime period from inception to the present:

A. Tlie following information aboui the customers or subscribers of the Account:

1. Names (incltjding subscriber names, user names, and screcn nnmcs);
2. Addresses (including mailing nddresses, residential addresses, business

addresses, tind c-muil addresses);
3. I.ocqI and long distance telephone connection records;
4 Records ofsession times and durations, and (he lemporarily assigned

network addresses [such as Internet Protocol ("IP") addresses) associated
with those sessions;

5. Length of servicc (including start date) and types of ser%'ice utilized;
6. Telephone or instrument numbers (including MAC addresses);
7. Other subscriber numbers or identities (iiicludinc. the registration Internet

Protocol ("IP'T address); and
8. Means and sourcc ofpayment for such ser\'ice (including any crcdit card

or bank account number) and billing records.

B. Ail records and other information (not including the contents of communications)
relating lo the Account, including:

\. Records ol" user iictivity for each connection made to or from the Account,
including log files; messaging logs; the date, time, length, and method of
connections; data transfer S'olume; user names; and source and destination
Intcmei Protocol Eddressw;

2. information about each communication sent or rcccived by ihc Account,
including the date and time ofUie commtmication, the method of
conimuniciition, and the source and destination of the communication
(such as source imd destiniition email nddresses, IP addresses, and
iclcplione numbers).
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CERTIFICATE OF AUTHENTICITY OF DOMESTIC BUSINESS RECORDS
PUl^UANT TO FEDF.RAL RULE OF EVIDENCE 902(11)

I , attest, under penalties of perjury under ilu-

laws of the United Slates of Amcrica pursuant to 28 U.S.C. §1746, thai the information

contained in Ihis decl:tralion is true and corrcul. 1am employed by Lavabil LLC. and my off.cin!
. Ium ii ciisiodian of rccords for Lavabii LLC. Istale

thai each of ihe records aiiacticd hereto is the original record or aime duplieatc ofihe originiil

record in liie custody of Lavabit LLC, iuicl thai 1am the custodian of the attached rceords

consisting of (pa8es/CDs,^ilobytcs).! fonher state that:

it. alt records utiached lo this certil'icatc were made at or near the time of ihe

oeeurrencc of the matter sot forth, by. or from information transmitted by, uperson with

knowledge of those matters;

b. such rocords were kept in the ordinary course of aregulai'ly conducted buauiess

activity of Lavabit LLC; and

c. such records were mode by Lavabii LLC os a reguija practice.

1further siaie ihat this ccniiicalion is intended to satisfy liu\e 902(11) of the l-ederal

Rules of Evidence.

Signature
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EXHIBIT 2
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IM THE UNITED STATES DISTRICT COURT FOR THE

EAS'l'ERN DISTRICT OF VIRGIMIA

Aluxandrift Division

IN THE MATTER OF THE APFLiCATlON
OF THE UNITED STATES OF A>/IERJCA
FOR AN ORDER AUTHOEUZING THE
INST/ULATION AND USE OF A PEN
REGISTER/ri^AP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

ORDER

(Under SeaH

l:l3ECSlSn

This raaiter having come before ihe Coun pursuam to an Application under 18 U.S.C.

§3122, by Assisianl United States Atromey, en auomcy for the Govcmmeni

as dcHncd by Fed. R. Crim. P. l(b)( 1), requesting an Order under 18 U.S.C, §3123, authorizing

the InstRllaiion and use ofnpen register and the use ofa trap and trace device orprocess

("pen/trap device") on all electronic' comnnunicotions being seni fiom or sent to the account
subscriber l^mmat

Lavabil, LLC (hercinafler referred !• as ihe "SUBJECT ELECTRONIC MAIL ACCOUNP).
The Coun finds thai the applicant has certified that tlie infoncation likely to be obtained by such
installation and use is relevant to an ongoing criminal investigation into possible viQlation(s) of
IS U.S.C. §§641. 793(d:9, and 798Ca](3) by|||||||HH|||

IT AFPEARJNG that the inrormalion likely to be obtained by ihe pen/trap device is

relevant to an ongoing criminal investigation ofthe specified offe^^se;

iT iS ORDERED, pursuant -.0 18 U.S.C. §3123, that a penJimp device may be installed
and used by Lavabit and the Federal Bureau of Investigation to capiurc all non-content dialing,
routing, addressing, and signaling inforrnation (as described and limited in the Application), sent
from or sent to the SUBJECT ELECTRONIC MAIL ACCOUNT, to recortl the date and time of

the initiation and receipt of such transmissions, to record the duration ofthe transmissions, and to
record user log-in data (date. time, curaiion, and hitemet Prmocol address ofnil log-ins) on the
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SUBJECT ELECTRONIC MAIL /iCCOUNT, all for a period of sixiy (60) days from the daleof

such Order or ihedale tlic monitoring equipmem bccomes opcrntional, whichever occurs later;

IT IS FURTliER ORDERED, pursuant to 18 U.S.C. §3123(b)(2), that Lavabil shall

furnish agents from ilic Fcdcrul Bureau oflnvestigation, fonhwth, all informntion, facilities, and

icchnical assistance necessary to accomplish the installation and use ofthe pcti/trap devicc

unobtrusively and with minlmuni interference (o the services thai are accorded persons mth
rcspcci 10 whom liie installation and use is to take placc;

IT !S FURTHER ORDERED that the Umtcd States take reasonable steps to ensure that

the monitoring equipmcnl is nol used to capture any "Subjeei:" portion of an elecironic mail
message, which could possibly contain conlcnt;

!T IS FURTHER ORDERED tiiat Liivabit shall be compensated by the Fcdcr:tl Bureau of
Investigation for reasonable e>;pen;!cs incurred in providing leclanical assislaiice;

IT IS FURTHER ORDERED that, in ihe event thai the implementing invesligalive
agency seeks to insial! find tise its own p::a/rrap device on apackcl-switchiid data ncuvork ofa
public provider, the United Stales shall ensure that arecord is maintained which will idenlify; (a)
any omcerC.) who installed the devxc and imy ofr.ccr(s) who accesscd the device lo obtain
information from the network; (b) tie date and lime ihe device was insialied. the date and time
Ihe device \vns uninstalled. and the dale, time, and duration of each lime the device is accessed to
obiain itifonnation; (c) the configuniion of ihe device at the lime of its installation and any
subsequent modification thereof; and (d) any informadon which has been collected by Uie device.
To ihc cxlcnl ihal ihc pon/wp dcvicc can be sel lo auiomalicoily rccord this information
electronically, the record shall be maintained electronically ihroughout the installaiion and use of
,he pen/mip device. Pursuam lo 18 U.S.C. §3123Ca)(3}(B), as amended, such record(s) shall be
provided ex nartc and under seal lo ^his Court wilhin 30 days of the termination of this Order,
including any extensions thereof;

IT IS FURTHER ORDERED, purjuant lo 18 U.S.C. § 3123(d). tliat this Order and ihe
Applicaiion be scaled uniil olher^visc ordered by ihe Court, ojid ,hut copics of such Order niay be
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furnished lo the Federal Bureau of Invesiigaiion, the Ujiiied Smies Airomey's Office, and

Lnvabil;

IT IS FURTHER ORDERED thai Uvabit shall not disclose ihc cxislcnccof the pcn/inip

device, orthe existence ofthe inveuligalion to any person, except as necessary to cfTcctuatc this

Order, imiess or tiniil otherwise ordered by iheGotirt.

SO OK.DRR.ED:

)atc:ml'

fl-.. Theresa CarroU Buchaaan
, States Magistrate Judge
Tlon. Theresa C, Buchanan

United States Magistrate Judge

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 12 of 85 PageID# 1174



case l:13-ec-00297-TCB'SEALED* Document 11-3 Filed 09/20/13 Page 1of 4PagelD# 59

EXHIBIT 3
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IN Tl iK UNITI-O STATES DISTRICT COURT FOR THF 3 Zg •>}!"

I-ASTl-RN DISTRICT OF VIRGINIA

Alcxnndriii Division

IN Ti-IE MATTIZR 01- THli APPLICATION )
OI-TilK UNITED STATES OF AMliRICA )
KORAN ORDER ALTHORiZlNGTHI; ) (Unslcr Scd)
INSTALI.ATION AND USli Ol' A P1:N )
RCGlSTI-.R/rRAP ANDTRACBDRVICH ) !:!31-0 297
ON AN 1:I.I:CTR0NIC MAll. ACCOUNT )

MOTION FOR ENTRY OT' AN ORDER TO C:OMl'F.L

TIk: L'nili^d States, by iind lh.roiiu,h its iindcrsiijned coiinsci, hereby requests ilic Court

enterun Order direciing Lavnhit. l.l.C. lo comply willi the Court's Jimo 2S. 2013

Rcgiiiicr/Tnip und Trace Order, hi support ol'tlic motion l!ic United SUilc.s deeturcs as (oilows:

1. On Jtiiw. 28.2013, aiupproxinuitciy'! p.m.. this Cotift enicreri on Order pursiuml

to 18 U.S.C. i? 3123 autlioii^ingliie installation and use ofapen register nnd thcuscol'a imp and

traeo device ("peivtrap cievicc") on all electronic eomniunicalions being .sent from or sent to the

mail uccautUThale-ninil aceouni is eontroSled by Laviibil.clcctronic mail iiccoutU

?, In its Order, iho Court Ibund ilial the inlbmiation lo be collscied by the pen/trap

device would he rclcvjini to an ongoing criminal investiuaiiun. In addition. Uic Court urdcrcd

l.;ivahii -'shrtll furnish agents from the l-edcral Bureau ofInvestigation, forthwith, all

information, fnoiliiies, and technical assistance nocessiiry to accomplish the installation and use

of the peiv'irap device."

3. The FeJoral Bureau of Invcsiigation served :icoj^y of ihc Onkr on I.avabii ihut

saiucal'temoDn. A repiosetitaiivc oi'i.avnbit slated that itcould not provide tlic requested

infornialion bccuuse the user of the aecounl had enabled l.avaijii's eneryiilion ser\'icc.s. and thii<
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Luviibii would iioi provide: the veqiiestcd inlbmiation. The rcprcsciiiaiivc ol'T.iivabil indicated

thai Lavcibii had the icchnicnl capiihiiiiv to dccrypt the infomiaiion but that l.tivai-)il did not want

•o "dcfcnt [its! sj's'cni."

A. Ti^c riiprcsentaiive of l^nvabii did not comply with the Order, and indicated he

first wcntod to seek legal advice.

5 The I'cn Register ajid "i'rap ;ind Tmcc Act aives this Coim the uiuhority to order a

provider to assist tlic -ovcnimcnt in liic cxcaition ofalitu'ftii pen register or tnip :md trace order.
inchidinghy prnviding infomiation. Scction 3122 of Title IS, United States Code, provides in

part: '̂"An erdcr issued under this seetion- ... sJmll dircet. upon ihs rcqiicsi of the applieani, tlic
tarnishing 01" inlbrm.linn. facilhics, and tcchnieal assi-stance accessary to neeoiiiplish the

iiistallaiion of the pen register or trap and trace dcvice imdcr section 3124 of this llllc." Sociion

3l24Ca) provides. "Upon the request of an attorney for the Government iir anomccr ot alaw
cnforecmcr.l agcncy aulhori/.cd to install and use apen register under this chapter, aprovider ot

wire orelectrnni. enmmunieaiion ser^-iec... shall li.mish such invcstisntive or law enroreenieat

officer forthwilh all infonnation, facilities, and teelinica! assistance nccc-ssary to accomplish the

insiatlaiion of the pen register unobtmsively and wiih aminimtin, of interference... ifsuch

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 15 of 85 PageID# 1177



Case l;13-ec-00297-TCB 'SEALED* Document 11-3 Filed 09/20/13 Page 4 of 4 PagelD# 62

assislniKC h dirccicithy :1 courl order provided in seciion r> 123(b)(2) oflhis lillc." Scciion

3l24(b') coiiuiiiis ii similar provision yuvcming irap nnd iracc orders.

Wlicrefon;. ihc Uniicd States reijiicsls ;in Order divcclina I.avabit to comply tbrllnvith

with ihc Court's June 2S, 2013 Order.

l?cspccifiilly siiiimilted,
Nl'il-li.MACBRIDE
United Slates Atlomcy

.A.ssistant United Stales Attomtsy
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EXHIBIT 4
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" , JUN 28?M
IN THE UNITOD STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE APPLICATION
OF THE UNITED STATES OF AMERICA
!-0R AN ORDER AUTI-IORIZINQ THE
INSTALLATION AND USE OF A PEN
REGiSTERn-RAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

fUnder Seal)

1:13 EC 297

ClbHK, U.S ri.-ii
Air.XAII^r;- ,

ORDER COMPELLING COMPLIANCE FORTHWITH

WHEREAS, on June 28,2013, ai approximalcly 4:00 p.m., ihis Co\irt enicrcd an Order

pursuani lo 18 U.S.C. §3123 auiborizing ihc installation niid use ofapen register and the \ise of

atrap and trace dcvicc ("pen/trap device") on all electronic communications being sent from or

sent to the electronic mail accountwhich isan e-mail

controlled by Lavahit, LLC ("Lavabit"); and

WHEREAS, this Court found that the Information obtained by the pen/trap dcvicc would

be relevant to an ongoing criminal investigation; and

WHEREAS, the Court's Order dirccied ihn! Lavnbit "shall ftimish ngems from Ihe

Federal Bureau ofInvestigation, forthwith, all infonnation, facilities, and technical assistance

ncccsstiry to accomplish the instnllution and use ofihc pcii/irap dcvicc; and

WHEREAS, Lavabii informed the Federal Bureau ofInvestigation that the user ofthe

account had enabled Lovabit's encryption services nnd thus the pen/trap dcvicc would not collect

ihe relevant informolion; Knd

WHEREAS, Lflvabit informed Ihe FBI that it had ihe technological capability toobtain

Ihe information but did not want to "defcal lilsj o>mi system;"
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IT IS HEREBY ORDERED lliai Lnvabii LLC is dircclcd to comply rortliwiih sviih ihe

Court's June 28,2013 Order, and provide ihc Federal Bureau of Investigation with unenco'pted

data pursuant to Ihe Order. To the extent any information, facilities, or technical assistance arc

under the controlof Lavabii arc needed lo provide the FBI with the unencrypted data, Lavabit

shall provide such information, facilities, or technical assistance forthwith.

i-ailurc to comply with this Order shall subject Lavobit to any penally within the power of

.heCoun,-,,au.d '̂-1Vl

SO ORDERED. j 3

Hon. Tlicresa C. Buchan^';'
United Slates Magistrate Jutlge'
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EXHIBIT 5
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rN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

fNTHEMATFEROFTHE ) FILED UNDER SE.-U.
APPLICATION OF TITC UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:I3EC297
AUTl-IORiZING THE USE OF A PEN )
REGISTEIUTRAP AND TR.ACE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

CUW. U4.!>1*J?!inCCl!Sl

The United Slates, through tne undersigned counsci, ptirsuam toTitle 18, United Slates

Code. Sccllon 401, hereby moves fcr llw issuance ofan order directing Ladar Levison, the owner

and operator ofLfivabil LLC, an eie:Cronic communications service provider, to show ceuss why

Lavobit LLC lias failed to comply with the orders entered June 28,2013. in tliis mancrand, as a

result, whv this Court should not hold Mr. Levison and Lavnbit LLC in contempt for its

disobedicncc and rcsistence to these lawflil orders. The United States furihcr requests that the

Court convciic ti heiiriny on this motion on July 16,2013, at 10:00 a.m., and issue asummons

directing Mr. Levison to appear befcjrc this Court on thai dale. In support of ihis motion, the
7

United Stales represents:

The United States is conducting acriminal investigation or^m||||||||||m||
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additional records end information aboull

OnJune 10.2013. the United Stalesobtained

an order pursuant to I8U.s"c. §2703(d) directing Lavabit LLC to provide, within ten days.
Icmail account. Mr. Lcvison rcccived tliat

order on June 11, 2013. Mr, Levison responded by mail, which was not received by the

govemmcni until June 27, 2013. Mr, Lcvison provided vcr:,- little of the information sought by

the June 10,2013 order.

3. On June 28,2013, ihs Untied States obtained apen re^ster/tiap and trace order on

jjjjjj^l^mail account, acopy of which is attaclied together with the application for that
order.

4. On June 28,2013. FBI special agents met Mr. Levison at his residcncc in Dallas.

Texa^. and discussed ihe prior grand jur '̂ subpoena served on Lavabit LLC and !he pen register

order entered that day. Mr. Uvison did not have ncopy of ihc order when he spoke with ihc

assents, but he received acopy J'rom the FBI within afew minutes of their convwsation. Mr.

Levison told the agents that he would not comply with the pen register order and wanted to speak

10 an attorney. Ti was unclear whether Mr. Levison would not comply svith the order because it

wa.s technically not feasible or difficult or because it was not consistent with his business practice

of nroviding seciiro. cncr\'pled email scrvice for his customers.
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5 On June 28, 20IS, utier ihis conversation with Mr. Levison, the United Stales

obtained an Order Compellinij Conipliancc Forlhwith, which directed Lavabit to comply NviUi the

pen register order. Copies of that motion and order tire attached.

6. Since June 2S. 201.>. the FBI has made numerous attempts, withoui success, ic

speak and meet directly with Mr. Lsvison to discuss chc pen register order and his failure to

provide "all informsition, facilities, and technical assistance necessary to accomplish the

installation and use of ihc pon/tnip dcvice" :is required by lliai order. As of this date, Lavabii

LLC has noi complied with tlie ord-2r.

7. Tlie United States requests that the Court enter the attached proposed order

directing Mr. Levison lo show causc why Lavabit LLC lias failed to comply with the pen register

order and why, therefore, he should not be held in contempt. The United Stales requests that this

show cause hearing be scheduled fcr July 16.2013, at 10:00 a.m., and ihat asummons be issued

directing Mr. Levison to appear before this Cour; on that date.

8. The June 10, 2013 Section 2703(d) Order and the Jime 28.2013 pen register order

remain under seal. In addition, theiic orders provide that Lavabit LLC shall not disclose the

existence of the govcmcmnt's app!:cntions and the orders to the 5ub5criber|m|||m|or to anyexistence of the govcmcmni's app!;cnnons and the orders to the subscribcr|m||̂ ^or to any
other persons unless othcmise authoriiicd to do so by court order, except that Lavabii LLC may

disclose the orders to an attorney for the purpose ofobtaining legal advice regarding these orders.

The United Slates requests that theiiC documents remain under sea], that the non-disclo.siire

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 23 of 85 PageID# 1185



Case l:13-ec-00297-TCB "SEALED* Document 11-5 Filed 09/20/13 Page 5of 8 PagelD# 70

provisions o!" ihc orders rcmnin in i:lTeci, and thai ihls mouon and order and any subsequent

pleadings and/or proceedings regnrding ihis motion also be scaled.

Respcctfiiily submitted,

Neil H. MacBride
United Sinies Anomcy

United stales Aiiomey'j|^ice
Justin W. Williams U.S. Atiomcy's Building
2100 Jsmicson Avenue

Alexandria, Virginia 2231 <1
Phone: 703-299-3700
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PROPOSED

ORDER TO SHOW CAUSE
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IN THK UNITED STATES DISTRICT COURTl-OR'mE
EASTERN DISTRICT OF VIRGINIA

Alexandria Di\nsion

IN THE MATTER OF THE ) UNDER SE.U.
APPLICATION OF THE UNITED j
STATES OF AMERICA FOR. AN ORDER ) No. 1:13EC297
AUTMORtZlNG THE USE OF A PEN )
REGiSTER/TRAP AND TR.-\CE DEVICE }
ON AN ELECTRONICMAIL ACCOUNT )

ORDER TO SHOW CAUSE

Upon moiion of ihe United Slates piirsiianl lo Tiile 18, United Stmos Code, Scction 401,

good cituse liaviny bum shown, IT IS HEREBY ORDERED,

1. Ludar Lcvison, the O'.Nncr and operator ofLavabil LLC, an clccnronic

commiinicaiions service provider, shall appear before this Court on July 16. 2013. al 10:00 a.m.,

at which time he shall show cause why Lavabit LLC has failed to comply with the orders emered

June 28.2013, in this matter and why this Coun should not hold Mr. Lcvison and Lavabit LLC in

conwmpt for its disobedience and re^isience lo these lawful orders;

2. The Clerk's Office shall issue asummons for the appcarancc of Mr, Lcvison on

July 16, 2013, 31 10:00 a.m. The Clcrk'.'i Office shall provide the Federal Bureau of Investigation

with acertined copy of ilie summons for seivice on Mr. Lcvison and Lavabit LLC.

3. The Federal Bureau ofInvesligaiion shall serve the summons on Mr. Lcvison

logcther with acopy of the Motion (iCihe United States for an Order lo Show Cause and a

cenified copy of ihis Order to Show Cause.

4. nic scaling and non-disclosure provisions ofthe June !0, 2013 Section 2703(d)

order and ihc June 28. 2013 pen reaisfer order shall remain in full force and effcct. Mr. Lcvison
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aisd Lavabi; Ll.C shall iioi disclose Hie exisieiice of Ihcsc appiicaiions, inoiions, and court orders,

including iliis Order lo Siiow Caiisc. to the subscriber or to any other persons unless otherwise

Eiiithorizcd lo do so by court order c^icept Ihm La\'abii LLC may disclose the orders to an

attorney for the purpose of obtainin«' legal advice regarding ilicse orders.

5. Tliis Order, the Motion of the United Stales for an Order to Show Cause, and any

subsequent pleadings and proceedinijs regarding this marter shall be placed under seal uniil

further order of this Court.

Entered in Alexandria, Virginia, this day ofJuly. 2013

Claude M. Hilton
United States District Judge
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EXHIBIT 6
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VTRGIKIA

.Alexandria Division P

L\THE NUTTER OF THE ) UNDER SEAL
applicatiok of the unti'ei:! )
STATES OF .\MERICA FOR AN ORDER ) No. 1:13EC297
AUTHORIZnvO THE USE OF A PEN )
REGlSTERmtA? AND TR.^CE DEVICE )
ON .^N ELECTRONIC MAIL ACCOUNT )

iL - 9 £Q'i3

a£M us psii'tcic(?.ii!
vvsf;!-.

ORDER TO SHOW CAUSE

Upon motion oftiie United States pursuant to Title 18, United States Code, Section 401,

good causG having btcn sho^vn, IT IS HEREBY ORDERED.

i, Ladar Levisoo, the ou-nerand operator ofLavabit LLC, an electronic

comraimicaiions sen'ice provider, .hall appear before tliis Court on July 16, 2013, al 10:00 a-tn..

31 which lime he shall show cause • '̂by Lavabit LLC has failed to comply with the orders entered

Juoe 28, 2013, in this raaticr and ^vhy tltis Court sliould noi hold Mr. L«vison and Lavaoil LLC m

eontempT for its disobedier.cc end leststenw lo Oicsc Inwfii! orders;

T The Clerk's OfBcc rhall issue asuiiunons for the appearance of Mi. Levison on

July 16,2013, at 10:00 a.in. The Clerk's Office shall provide the Fcdwal Bureau ofkvcstlgation

u-iih 2certified copy of the summons for serviw on Mr. Levison and Lavabit LLC.

3. Tbe Federal Bureau ofInvesiigation shall serve the summons on Mr, Levison

together with fl copy of the Motion of the United States for an Order to Show Ca-^se and s

certified copy ofthis Order tn Shov.- Cause.

4. The sealing and non-disclosure provisions ofthe June 10, 2013 Scciion 2703(d)

order and die June 28, 2013 pen register order shall reraair. in full forec and effect. Mr. Levison
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and Uvabil LLC sbdl not dispose Lh;: cxislcnce of tliesc applicauons. motions, and court orders,

including this Order to Show Caus-:, to the subscriber or to any other persons unless otherwise

authorized lo do so by conn order, except thai Lavabit LLC may disclose the orders to an

aitornio' for tbc purpose of obtaining Icgai cdvice regarding these orders.

5. niis Order, the Motion of ihs United Stales for an Order to Show Cause, and eny

subsequsm plfiidinp iind procecdhgs regardinsi iliis matter Hhall be placed under seal iiutil

further order of ihia Court.

Entered in Alexandria, Virjiinia, this ofJ"ly. 2013

UniKd Stales DismctJudt^

A TRUE COPY, TESTE:
CLERK, U.S. DISTRICT COLIHT

BY
rvaEHK
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EXHIBIT 7
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AO (Ktv.06(09} Snmmnns ia 9 Cr:raiMl Ctts

United States District Court
for ilic

Eiisicrji nisiricuifVirginia w- a b=.

UNDER SEALUniicd Smics of America

Ladar Lcvison

Ocfa'.dani

) Ca^eNo. I:l3ec29'7
)
)
)

SUMMONS IN A CRIMINAL CASE

YOU AllE SUMMONED (o appc:ir bufore ihc Uniied States tJistric! court al th^inie. dale, and pba: si:i forth
below lo aaswer one or more offenses or viohlioas bnsud on ll.c foUowing document filed w.th ihc coun.

ulndiclmem • Superseding Indictmcm a infotniauon DSupciscding Infomiaiion • Complaint
Probation Violation Peiilion • Supervised Release Violniion Pciiiion • Violalion Koiicc E Order (if Com!

Place: 401 Courthouse Square
Alexandria, VA2231<1

This offense is bricQy disscribed as folli>ws:

See Attached Order

07;09.'2013

] declare under penalty of pcijury ihal 1have:

C Executed and rciurncd this summons

Couriroom No.: 800- Judge Hilton

•Date and Time: 7/16/13 ©

IsTtlin^ ojjiccr'i^ignelurt

i II |iiiii I ii ii
Printed iiamn n)iti I'lle

n Relumed ihis summons unexecuted
A TRUE COPY. THSTC:

CLERK, U.S. DISTRICT COV;'-T

DEPUirCLHiiC

f'ri/ilcd i\air.e atid (i;/c
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EXHIBIT 8
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U-l ' IWJ3J37 'AO 1SO (Kjv. O./TO) £'j!ifeer.a KTaaV t C-n-H Jjr/
United States District Court

for iht

Eastern District of Virginia
SUBPOEi^A TOTESTrrY BEFORE THE GRAND JURY

TO. LaOiif Nurmsu Lcvivon

Dallas.TX •'5704

vO'J aJ'~ CO'»fMA>roEt> 10 appear and testify btfore •'he Uoiitd Sraloi districl eo'Jrt silheliir.e. diic md
BlKf 5hov,Ti beTow 10 tesiiy before the ccurt'i SiniKi ju-7.
judje or t coun ofl'icer allowj you ts !eav<,.

uxtTEO STATES DiSTWCT COURT jiUwdTItse JoIylC.lUU SiJOaM
401 CourTioutc Squirt
Alexendrit. Vlrjln's —

y tlssbrine wiihjou the roi1o>«<.s docwr.wU, elccffoaiedly stored inforawion. or obiKtS
(iiitr.k if not asplicablt);

C.W» J..., cner>-..d SMTP
cuinmur.ic.1.013 (or Kucrnc. cvr-imunlMUons usmg oihtr proiocols) with mail server?.

A uiht-r informallon ru-eessan' to ttccompllsti i»c installadon antl use of the peri/lrap Oevice ordcrtd by

10 i&e FBI aoc> 00! cxcuse your persons! apptarance.

i.iiv II inn CLERKOF Ca

S(j"ali|/>oJ iheC'erJrerwepviywiT*

The n«nc .dc™«. ^.ii, «l--pS<mc n.:.T,b=r of Oit Uni.=d Su.t. aier..ey. or «iislu. Unlled SQia enotncy, «no
tcqucio tftjj subposoi, ercj

Ofticc of lilt Unlicd Sifllej Anarirt)

Jiiitin %V. Willbmi UiiiudSniUIAlterncj'a Uuiltlinj
2 too Jani'f>uo Aop

.Mcx^nrtrln. J:3N ^Oi}
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PROOF OF SERVICE

This subposna for (nsrne o! indlviUucI or orgsnizsiion),
was rccs^ec by me on (rate) Jnlu U, —

♦"asr-iw ser-ed '.'v" subnocn/i on!heindivifluai 21 (plsce),
"n.. cr.(fiaie

rr- Icsrasr-lW

O iiefuiiesbCccer.a2tmsindMdual'sfesiderM:eDru5usipiaceof8M<Jewim(naf7ie)u 1len iiie suowt. a ^ discreiion v/no rosides meri, or

— ' and mailed a copy lo tfie indi'jiduars last knov/n address; or

c 1ssfvKl tnesuBposna on [name ofinidWdual) ^ :—
cJoeipnatsd by lavy to acoepl service of process on behalf of (name of organ.zalion)

= ' nn Main)

Ci 1returned 'Jie subpoena unaxecutao tBcau«_

r; Olhar (spacifi');

Idecisfo unccr Lhe penalt/ of penuiy i-^at Uiis InformsUon is irus.

Dais: ii T-v. ?

Servet's sddrsss

Additional inlormalion rogo'ding aHempied services, etc;

who is
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EXHIBIT 9
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aO'^3 iKcv 12.09) itaich DiU ScizuicWarm

UKiTED States District Co(.jrt
for ilic

Eastern District ofVirginia

In thi: Matter of the Scaroh of
iBritfyilticribf 'Ae prapcrytobe uorchf.-i
or identify ikeperson byitamtandaiUirus)INFORMATIO^SSOCl^g^M^

CONTROLLED BY LAVABIT, LLC

) CaseNo,1:''3SW522

S-EARCH AND SEIZURE WARRANT

To: Any authorriccl law enforcement offictr

An application by afederal bw cnforccmen. ofHccr or an attorney for .he government request tttc sca.d,
of the followinR person orpropcrTi'located in the
HicrMify Ihe person or dtscrihe the prvjtriy to bs starshet! and Us wcuKon}-.

SeeAttachmsnt A

Tt« person », propony .0 be senrehed. descibei .bov«, is believtd 10 conceal «™»
firopirry tobe sakttl):
See Attachment B

,n„d ,ha, .be aradavi«, or «,y n:eo,ded .cs.i.„on,, es^blUh p™b.b,= c.use .» scareh and sei.c ,lK person or
propcnv

YOU ARE COMMANDED to executc (his warrnnl on or before

• i„,be<lay,ime 6:00 a.m. ,0 10 p.m. rf «™, .im« in .1.= day or nigln aa 1find «blc ™sc hns been
cstnbiishad.

.jssessirssscs^^
placs where the propcrt)' was taken.

u- rtr an nfTircrnfesem diirinE the execution of the ^varrant. must prcpurcan
«=nd ipl.ory U,„.=d S,a,es M.,s„e ,nd.o

Thfi Honorable Clauds M. Hilton •

searchi or seized Ofor days W
nuniil. llie facts jus'.ifj'ing, ilw later specific date of

Date and time issued- IC-. -MiX

City and state; A[eMndfj£,3^i[Qir!ia.

/jl
Claude M. Hilton

United Slates District Judge
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ATTACHMENT A

Property to Be Searched

This warrant applies to infomialion associated with thai is

stored ai premises controlled by Uvabit, LLC, acompany dial accepts sers-ice oriegal proccss ai

Dallas,
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ATTACIPvTENT b

Particular Thiags to be Seized

I. Infortnntion to bedisclosed byLavabii, LLC (the ''Provider")

To the extent that the information described in Aixaciunent Ais wiihin the possession,

custody, or control of the Provider, induding any emails, rccords, files, logs, or information thai

has been deleted but is still available to Uic Provider, the Provider is required to disclose the

following information to tho government for each account or identifier listed in Anachmeni A;
a. All infomiation necessar)' to dccrypt communications sent to or from the Lavabit

encryption keys and SSL

b. All information necessai>' to decrypt data stored in or otlier%'.'iEe associated with

the Lavubii accoum
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II. Information to be seized by the govcrnmeut

All information described above in Scotion I that constitiilcs fmits, contraband, svidcncc

and insinjinenialitics ofviolations of IS U.S.C. ti^ose

violations uivolvingi lincluding, for cnch account or identifier listed on

Attachment A, information pertaining to the following matters:

a. All information necessary to decrypt communications sent to orfrom tlie Lavabit

e-mail account including cncrj'plion keys and SSL keys;

b. All information necessary to dccrypt data stored in orothcr%visc associated with

the Lavabit account
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rFRTTFlCATE OF AUTIffiNTICrTY QF DOMESTIC

BUSINESS RECORDS PURSU.-\h'T TO FEDER/U. RULE
OF EVIDENCE 902(1 U

I . attest, under penalties of perjury midcr ihc

taws ofthe Uniied Stales ofA/nerica pursuant to 28 U.S.C. § 1746, that (.he infoniimson

comained in this declarauon is true and correct. I am employed by Lavabit, LLC. and my

oiftcia! title is ^̂ ^custodian of records for Lavabit,

LLC. !state that each of the records attached hereto is tlie crigind record or ainie duplicate ol

ihc original rccord In 'iic custody of Lavabii. LLC, and that Iam the custodian of the amiched
records consisting of (pages/CDs/ldlobyics). 1Further stale that:

a. all records attached to Lliis certificate were made at or near the time oflhc

occurrence of the matter set fortli, by. or from information transnuttcd by. aperson with

knowledgeof those matters;

b. such rccords were kepi in ihe ordinary course ofaregularly conducted business

activir>' of Lavabit, LLC; and

c. such rccords were made by Lavabit, LLC as areguiar practice,

!further state tlial this certification is intended to satisfy' Rule 902(1!) ofthe Federal

Rules ofEvidence.

Sienature
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EXHIBIT 10
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UNITED STATES DISTRICT COURT
EASlTERjN DISTRICT OF mCINlA

Alexandria Division

r-CXjf

U< TI-tE MATTER 0? THE SE.MICM OF

INFORMAT

TPiAT IS STORED AT PREMISES
CONTROLLED BY LAVABIT, LLC

) irNDRR SEAL
} (LocalRule 49(B))
') No. I:i3sw522

OT^DF.R TO SEAL

The LTsTTED STATES, oursuani to Local Ruic '19(B) ofthe Local Crlrainai Rules for

ihc United States District Court for the Eastern District of Virginia, having moved to seal the

application for asearch warrant, the search waiianl, the affidavit in support of Cne search

warrant, the Motion to Seal, and proposed Order in this matter; and

The COLTIT, having ixinsidered the government's submissions, including the facts

presented by the governmem lo justify sealing; having found tliai revealing the material sought

10 be sealed would jeopardize an ongoing criininal invcsligadon; having considered the

available alternatives that are less drastic than scaling, and finding none would suffice to protect

the government's legitimate interest in concluding the tnvesligalion; and ha\'ing found thai this
legitimate government interest outweighs at this lime any interest in the disclosure of the

material; it is hsreby

ORDERED, adjudged, and DECREED that, tlie oppHcation for search warrant, the

search w-arrani, the affuiavii in support of the search warrant, Modon to Seal, and this Order be

sealed until further Order by the Court. It is further ordered thai law enforcement officers may

Bcn-e acopy of the warrwit on Uie occupant of the premises as required by Rule 41 of Fed,

R, of Crini. Proc.

Date;

L^exaXdria, Virginia

/jl
Claude M. Milton

United States District Judge
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EXHIBIT 11
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FN THE UNITED STATES DISTRICT COURT
FOR Tl-IE EASTERN DISTRICTOF VIRGFNIA,.

ENRE; APPLICATION OF THE UTs'lTED CascNo. l;!3SW522
STATES OF AMERICA 1-OR AN ORDER Filed Under Seal
PURSUANT TO 18 U.S.C.§ 2705(b)

ORDER
a£fir..ui.aP:isici

The Umled Stales has subniined an applicalion pursuant lo IS U.S.C. §2705(b),

requesting thai Lhe Court issue an Ocder commanding Lavabit, an cleciromc wmmimicalions
service provider and/or aremote computing serv'icc, not lo notify ^.y person (including the
subscribers or customers of the accoont(s) 1isted in the search warrant) of the existence of the
attached search v.'amuit until furtlier order of the Court

The Court determines tliai there is rmon to believe that notification of the cxisiencc of

ihe attached ^varrant ^vill seriously jeopardize the investigation, including by giving targets an
opportunity to nee or continue flight ft-om prosecution, destroy or tBinpcr v..i,h c '̂idcncc. ch^gc
patterns of behavior, ornoiify confederates. See IS U.S.C. §2705(b)C2), (3), (3).

IT IS THEREFORE ORDERED under 18 U.S.C. §2705(b) that Lavabit shall not
disclose the existence of the attached search .•arrnnt. or this Order of the Court, to tl.e ii..ed
subscriber or to any ofeer person, unless and until otherxvise authorized to do so by the Court,
except that Uvabit may disclose the attached search warrant to an attorney for Lavabit for the
purpose oftcceiNnng legal advicc.

IT iS FURTIIER ORDERED that the application and diis Order ore sealed until
otherwise ordered by the Coiut.

Is/
Claude M. Hilton

United Stiites District Judye
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EXHIBIT 12
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IN THE UNITED STATES DISTRICT COURT FOR 1,

EASTERN DISTRICT OF YIRGWIA

Aicxnndria Division

IN THE MATI-ER OF TI-IE ) FILED UNDER SEAL
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER ) No. 1:!3EC297
AUTKORJJING the USE OF A PEN )
REGISTER/TRAP AND TIiy\CE DEVICE )
ON AN ELECTRONIC MAiL ACCOLiNT )

SUPPLEMENT TO THE MOTION OF THE UNITED STATES
FOR AN ORDER TO SHOW CAUSE

The United Stales, through the undersigned counscl, submits the following additional

informa-ion in stippon of its show cause motion filed July 9, 2013:

1. Followinu the issuance of the Coun's Order to Show Cause, the government had a

meeting'conferencc call with Mr. Uvison and his then counsel. Mr. Lcvison was in Dallas.

Tc>:iis, at the FBI field ofricc, at ihc time, and his cotinsel from San Francisco, Oilifomia, and

prosecutois «nd FBI agents from the Wnshingion, D.C. Held officc partieipatcd by telephone. The
confcrenco call was convened to discuss Mr, Lcvison's questions ;ind conccrns about the

installntiun and operation ofa pen register on the tergcted email account. Mr. Lcvison's

concerns focused primarily on how the pen rcgisicr device would be installed on the Lavabit LLC

sj'stcm. wiiaidata would be esiptured by the device, what data would be viewed imd p^e5cr^•cd by

the govenunent. The parties also discussed whether Mr. Lcvison would be able to provide

'•keys" for cncryptcd infonnation.

2, During ihc coiireren<;e call, ihc FBI cKplisincd to Mr. Lcvison thai the pen rcgisicr

eould be installed with minimnl impact to the Lavabit LLC sysiem. and the agcms told Mr.

cifUK. i!,5, rpTiiri cr:iRr
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Lcvison thai ihey'would meei with him when ihcy N'.'Cfe ready to install the device and go over

with him anyof the tcchnica! details rcgardiny the installation and use of the pen register. .As for

the data collected by the dcvice. tlie agents assured Mr. Levison that the only data thai the agciUs

would review is tlvn which is stated in the order and nothing more {i.e., tiser log-in information

and tlK daw, lime,and diirulion of the transmissions for the target account).

3. Lavabit LLC provides encryption service to paid users |||||||||||H
on tlie conference call with Mr. Lcvison, the FBI is reasonably confident that with the encryption

keys, which Mr. Levison can access, it v/oiild be able view in tui un-encrypted formnt any

encrypted inJbmuition required to be produced through the use ofthe pen register.

4. Mr. Levison and his attonicy did nol commit to the instailation and use ofthe pen

register 3- the conclusion of the July 10 conference call. On July 11,2013, counsel who

poj ticiualed in the conference call inibnned the govcmmenl that she no longer represented Mr.

Levison orLavabit LLC. In addition, Mr. Lcvison indicated thnt he would nol come to coun

unless the government paid for his travel,

5. On July 11,2013, FBI agents ser.'ed Mr. l.evison with agrand jury subpoena

directing him to appear before the grand jur>'in this district on Jt^ly 16,2013. As agrand jury

witness, the government was responsible for making Mr. Levison's travel arrangements.

6. On July 11, 2013, the undersigned counsel sent Mr. Levison an email indicating

that he has been served with a show cause order from this Coun requiring his appearancc on July

16, 2013, and asubpoena requiring his nppeanmce on the same date before a federal grand jury.

The email furlher advised Mr. Levison that he should contact the United State.? Attorney's Office

as soon as possible to make his travel arrangements.
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7. On Jiiiv 13, 2013, Mr. Levison, who was no longer represented by counsel, scnl

ggvcmtnciil prcsccuiors an email indicaiiny ihai lie would be able to collect ihe data required by

the pen rciiister and provide that data to the eovemmcm after 60 days (the period ofthe pen

register order). Tor this ser>'ice. Mr. Levison indicated thai the govemmcnt would have to pay

him S2000 Ibr "developmental time and equipment" plus fin ndditional $1500 ifthe government

\vantt;d the data "more frequently" than after 60 days.

8, On July !3, 2013. the government responded to Mr. Levison's proposal. The

prosecutors informed Mr. Levison that the pen register is adevise used to monitor ongoing email

tralTic on a real-time basis and providing the FBI with dnui after GO days was not sufficient.

Funhemwre, prosecutors infomied him thp.T the statute nuthonzes the govcmmeni to compensate

aservicc provider for "reasonable expenses," and the amount he quoted did not appear to be

reasonable. Mr. Uvison responded by email stating that the pen register order, in his opinion,

does not require real-time access (although this fact was discussed mlength during the July 10

conference call). Moreover, lie indicated that the cost of reissuing the "SSL certificate (for

encryption service) would be S2000. It was unclcar in his emnil if this $2000 was an additiona!

expense ii> be added to ihc £3500 previously claimed. Mr. Levison indicated thai he would to

gontacl the person responsible tor making his travel arrjtngemenls at the United Slates Anomey's

office on Sunday afiernnon.

9. On July 15,2013, Mr. Levison spoke with the person responsible for making his

travel amngenicms. He was told that he was booked on a ftight from Dallas. Tc.Nas, to Reagan

National .-Mrpon departing that same evening. He also had ahotel reservation. Mr. Levison

indicated lhai
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10. The proceeding before the Conn loday is lo determine wliethor Lavabii LLC and

Mr. Lev-ison should Ixr held in i;ivil coniempi. Civil contempt, as compared (o criminal coniemp!

under rule 42 of tlie Federal Rules of Criminal Procedure, is iniended to coerce compliance with

a court order. There iirc four elements lo civil cotilcmpt: (1) the cxislencc of valid order of which

[.fivabii LLC and Mr. Levison had actual oroonstructive knowledge; (2) the order was in the

government's "tavor"; (3) Lavabit LLC and Mr. Levison violated the tennsof the order and had

knowledge, or constrtictive knowledge, ofsuch violation; and (<1) thegovernment suffered harm

as a result. In re GrandJwy Subpoena (T-112), 597 F.3d 189, 202 (4th Cir. 2012).

11. Here, each of these elements has been met, Lavabit LLC, through direct

communication beuveen the govenunent and Mr. Levison, its owner and opemtor, has had actual

knowledge ofthe pen register order and the subsequent June 2S order ofthe magistrate judge

compeiling compliance with that order. This Court's show cause order, which was personally

ser\'ed on Mr. Levison, provided further notice ofthe violation ofthose orders by Lavabit LLC.

The aovoniment clearlv has sulTored harm in that it has lost 20 days of information as uresult of

non-compiiance.

!2. Lavabit LLC may comply with the pen register order by simply allowing the FBI

to install the pen register devise and provide the FBI witli the encoT"o" keys. IfLavabii LLC

infomis the Court it will comply with the order, the government will not seek sanctions. If,

however, Mr, Levison informs the Court that Lavabii LLC will not comply, the government

reqiiesis that the Coun impose a fine ofS1000 per day, commencing July 17, 2013, until Lavabit

LLC nilty complies with the pen register order.

13, To the extent that Lavabi: LLC takes the position that the pen register does no;
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luiiliorizc ihe prodiiciion ofihe eiicrypiion keys, Uie go'.'iirnmem lias asked the Coun lo authorize

llic seizure of that information pursiinnt !o a warrant umlcr fille 18, United Slates Code, ScciiotJ

2703, thus rendering this nrgumcnl moot,

14. The Coun hfis scaled Uiis proceeding. This pleading has also been filed under seal.

The United Stales will hnnd deliver acopy ofthis pleading to Mr. Lcvison at today's hcanng.

Respectfully submitted,

Neil H. MncBride

United States Attomey'g^il^fficc
Justin W. Williams U.S. Attorney's Buildintj
2100 Jamieson .Avenue
.Mcxandria, Virginia22314
Phone; 703-299-3700
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EXHIBIT 13
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UNITED ST;\TES DISTRICT COURT
SAST3RN DISTRICT OF VIRGIMI.A

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN
ORDER AUTHORIZING THE
INSTALLATION AND USE OF A
PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC
t-!AlL ACCOUNT

) 1:13 EC 2S7
>
} UNDER SEAL

) Alexandria, Virginia
) July 16, 2013
) 10:41 a.w.

TRANSCRIPT OF HEARING

BEFORE THE HONORA.BLE CLAUDE M. HILTON

UNITED STATES DISTRICT JUDGE

APPEARANCES:

Por the United States; James Trump, Esq.
Andrew Peterson, Esq.
Brandon van Grack, Esq.
Michael Ben'Ary, Esq.

For the Respcndent: Laddr Levison, Respondent
R^portar: Tracy L. Kestfall, R?R, CMRS, OCR

Proceedings reported by machine shorthand^ tra.ascript prodi:ceci
by computer-aided cranscripcion.

Trocy L. Wostiall OCR-USEJC/tlWA
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UNDER SEAL

proceedings

THE CLERK: In Rs: Case No. 1:13 EC 297.

MR. TRUMP: Good n^.orning. Judge. Jim Trump on fcehaLi.

of uhe United States. With me is Andy Peterson, Brandon

Van Gcack from the United States Department of Justice,

Mr. aen'Ary. behind me, and Mate Braverir.an, special agent for cne

summons.

THE COURT: All right,

MR. LEVISON: Ladar Levison, the subject of the

THE COURT; right. Mr. Trump.

MR. TRUMP: 'four Honor, we submitted our supplemental

paper this morning describing the communication we've had v;ii:h
Lavabit, LLC, through Hr. Levison. And I think, very simply,
.ould UkB this court to inquire of Mr. Levison whether he
intends to comply with the pen register order vmich wouic
require him to allo-. the FBI acc<.s. to his server to install, a
device which will extract data, filter that data, and provide
that data to the FBI, and to provide the FBI with the encryption
keys to the e;<tent there is encrypted information, included
amona within the body of information called Cor by the peri
register order.

AS ths court Is aware, and as we will provida •-nth

Hr. Levison, we obtained a search warrant this morning fror, vo.,.
Honor for the same encryption Keys. Thus, to the extent there's

rracy HsatCi.il CCP.-ySDC/BW/.
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1 any question as to whether Mr. Leviaon would be required to

2 provide these keys, it's now subject both to the pen register
3I order and the search warrant, the seizure warrant.
^ That's where we stand, Your Honor. If »r. Levison

5 agrees to comply with the order, we would not seek any

6 sanctions. V!e would ask that he be directed to forthwith make
7 his servers available so the FBI can install chat device and to
8 extract thfi encryption keys.

5 If, however, he informs the Court he is not uilling to

10 Icomply v;ith the order, we would aak tne Court to impose
11 sanotions. We suggested in our pleading a thousand dollars a
12 day to be paid to Che United States government until he
13 ooir.plies. If he doesn't oomply with that sanction, then we
14 would be back in oourt seeking additional sanctions or charging
15 I additional offenses.

XHE COURT; ftll right. Mr. Levison.

MR. LEVrsOM: Good morning, Your Honor. I'm not sure

18 what order I should make these in, but I would like to request a
19 couple of things by motion.

20 I'd like to move that all of the nonsensitive portions

21 of the documents that were provided, i.fi., everything except the
22 account in question, be unsealed. I believe it's impo-.ariu roi

23 the industry and the people to understand what the government is
24 requesting by demanding thet I turn over these encryption keys
25 for the entire service.

Tracy 1. WeacfaiJ 0CR-lJEiJC;SDVA
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THE COURT: All eight. What do you say to thac,

!-!r. Trump? Deal with the motions before I --

MR. TRUMP: What Mr. Lovison is trying to do, four

Honor, is invite industry to come in and litigate as a surrogsts

for him th-3 issue of whether the encryption keys ore part and

parcel of the pen register order. And that's one of the reasons

..e sought tha search warrant, to make it clear, whether through
the searci^ -.-jarrant or pen register order, he is raquired to

provide these keys.

He know he's been in contact with attorneys who also

represent industry groups and others who have litigated issues
like this in the WikiLeaks contsKt and others. But we would
object to unsealing this matter because it's just Mr.

THE COURT: And they've done that in connection with

the issuance of a pen register?

MR. TRUMP: They have litigated privacy-related issues

in the context of process under 2703. not sure - not a pen

register, but with respect to 2703.

But we discussed this issiie with Hr. Levison and his

counsel by conference c^ll. We indicated that the only data

that the government seeks is that which is required by the pen
register order. That it's just the basic header to e-maii
traffic, sender, recipient, time, duration, that sort ot thing.

If Mr. Levison wants to object to providing the keys,

, he can. certainly object to doing that and then we car. proceed

Ttocy t. Hcscfail :>C.«;--JSDC/E!>VA
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1 from there, but I don't hs's entitled to try to make this

2 a public prcceeding to invite others in to litigate those issues
3 on his behalf.

4 THE COURT: All right. Well, L believe char, to be

5 correct. I mean, chis is a crindnal investigation, R ?en

£ register has been ordered and is here at issue, and any rriotion
1 to unseal that will be denied.

3 You said you had another motion, r believe?

9 MR. LEVISON; Yeah. My issue is only v.'ith the SSL

10 keys. So it that is litigated separately and that portion oi
11 the proceeding is unsealed, I'm comfortable with that.
^2 THE COURT: 1 don't understand what you're saying,

13 separate proceedings.

m. LEVISON: Sorry. I have always agreed to the

15 installation of the pen register device. I have only ever
16 Objected to turning over the S3L keys because that would
17 compromise all of the secure cotamunications in a.^d ouL oi my
16 network, including my own administrative traffic.
Tg I-HE COURT: Well, didn't my order already include tnat?

[.!R. LSVISOS: I do not believe so, sir.

2", the court; Did my initial order I don't recall at

22 the moment. Did n,y initial order recall th» encrypted devices
23 v;i-_h rhe installation of a pen register?

MR. TRUMP: The pen regiscer, as issued, required

25 ail assistance, technical assistance, facilities, and

Tracy L. Wpecfali CCP-USDC/SU^i
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information, to facilitate the pen register.

This morning the search warrant required —

THE COURT: Yeah, but the search v;arrant's a dirfercn-.

matter now. That's not before me this morning. The only ching

that's before me this morning is the pen register.

MR. TRUMP; Correct.

THE COURT; So as I understand it, .my initial order

ordered nothing but that the pen register be put in place.

MR. TRUMP: And all technical assistance, inrormation,

and facilities necessary to implement the pen register. And

ifs our position that without the encryption keys, the data

from the pen register will bs meaningless. So to facilitate tne

actual monitoring required by the pen register, the FBI also

requires the encryption keys.

THE COURT; Well, that could be, but I don't know that

I nsed — I don't know that I need to reach that because I've

issued a search warrant for that.

KR. TRUMP; Correct, Your Honor. That the -- to avoid

litigating this issue, we asked the Court to enter the seizure

warrant.

THC COURT: Well, what I'm saying is if he agrees that

Che pen register be established, and that the only thing he
doesn't! vMnt to do in connection with che pen register i:o

gi>/e up the encryption device or code --

WR. LEVISOK; I've always maintained that.

Trucy L-. Kcatfftli KTS-USCC/
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THE COURT: -- so we've got no issue here. You're

ready to do thac?

MR. LEVISOM: I've been ready to do that since Agent

Howard spoke to roe the first time.

THE COURT; .^ill right. So that ends our --

MR. TRUMP: Nell, then we have to inquire of

Mr. Levison wh.ether he will produce the encryption Keys pursuant

to the search warrant that Your Honor just signed.

T.KS COURT: But 1 can't deal v.'ith chat this morning,

can r?

MR. TRUMP: Well, it's the same issue, '̂ ou could ask

him. Your Honor. WG can serve him vjith the v/acrant and ask him

if lie's going to comply rather than --

MR. LEVISON: Your Honor, I've also been issued a

subpoena demanding these same keys, which I brought with me in

the eve:it that v;e would have to address that subpoena.

THE COURT: I don'': know, Mr. Trump. I don't think I

want to get involved in asking him. You can talk with him and

see whether he's going to produce them or not and let him teil

you. Bet I don't think I ought co go asking what he's going :o

do and what he's not going to do because I can't take any action

about it anyway.

If he does not comply with che subpoena, there are

xenedtes for that one way or another.

MR. TRUMP: Well, "he original pen register order was

Tcai:y L. WfiStJall OCr.-USCC/EDVA
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followed by a compulsion order from Judge Buchanan. The

compulsion order required the encryption keys to be produced.

.So, ves, part of the show cause order is to require

complisnce both with the pen register order and the compulsion

order issued by Judge Buchanan.

And that order, which was attached to che show ceuse

order, states, "To tlie extent any information, facilities, or

-echnical assistance are under the control of Lavahit ars needed

to provide ths FBI with the encrypted data, Lavabit shall
provide such information, facilities, or technical assistance
forthwith."

MR. LSVISON: I would object to that statement. I

don't kno-.,; if I'm wording this correctly, but what was in tha-.
order to compel was a statement that was incorrect.

Agent Howard seemed Co believe that i had the ability

to encrypt rhe e-mail content stored on our servers, which is
not the case. I only have the keys that govern coinmunications
into and out of the network, and chose keys are used co secure

the craffic for all '-^sers, not j-^st the user in question.

So the scateraerii: in thac order compelling me to decrypt

stuff and Agent Howard stating that Xhave the ability to do

that is technically false or incorrect. There was never an

GxpLicir demaiid that I turn over these kays.

THE COURT: I don't know what bearing that would have,

would it? 1 inean, 1 don't have a problem -- Judge Bucnansn

•rrjscy L, Wostfall OCR-USDC/V:CiVr<
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1 issued an order in addition to mine, and I'm not sure I ought co

2 be enforcing Judge Buchanan's order.

3 !-3y order, if ha says that he will produce or allow che

4 installation of uhe pen register, and In addition I have issued

5 a -search warrant for the codes that you want, which I did this

6 morning, chat's been entered, it seems that this issue is over

7 as rar as I'm concerned excepc X need see that he allows the

8 pen register and conplies v/ith the subpoena,

g MR. TRUKP: Correct.

the COURT: If he doesn't comply -- if he doesn't

LI comply with the subpoena, tlien thac has -- T havs to adaress

MR. TRUMP: Right.

THE COURT: But right now there's nothing for me to

address here unless he is not telling me correctly about the pen

register.

TRUMP: Well, we can — Your Honor, If we can talk

to Mr. LGVison for five minutes, we can ask hira whether he wiii

honor the warrant chat you just issued.

MR. LEVISOM: Before we do that, can I

THE COURT: Well, what can 1 do about it if he does.", t,

if he tells you he's not going to? You've got the right to go

out and search /and get ic.

MR. TRUMP: Well, we can't get the information without

his assistance. He's the only who knows and has possession or

Tracy 1.. Meaefrtll OCR-i;St-C,'i.DVr.
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it. We can't take it from him involuntarily.

HR. LEV'XSOM: If I may, sir, my other --

THE COURT: Wait just a second.

You're trying to get me ahead. You're trying to get t>s

to deal with a contempt before there's any contempt, and I have

a problem v/ith that.

MR. TRUMP: I'm trying to avoid contempt altcgecher,

Your Honor.

THE COURT: I know you are. .^.nd I'd love for you-all

to get together and do that. I don't wanr to d^al with it
either. But I don't think we can sit around and agree tha^i

there's going to be a default and I will address it before it

occurs.

KR. TRUMP: I'm just trying to figure out whether

15 there's going to be a default. We'll take care of that, Judge.
the COURT: You can. I think the way we've got to do

1-3 this " and I'll listen to you. I'm cutting you off, I kno-.,

18 but I'll listen to you in a minute.

ig The way we have to do this, the hearing that's berore

20 me this morning on this issue of uhe pen register, that's been
21 re,«oived, or so he's told me. I don •t know whether you want to

22 continue this one week and see if he complies with that, which I
23 guess would be prudent Co do, or a ffw days Cor him to comply
24 «irh the pen register. Then we will wait and see what happens

25 with the subpoena.

K.»s^£ali CiCR-"JS;!C/r;WA
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Because as far as my pen register order is ccncerned,

he says he's going Lc comply with it. So that issue's over ar.d

cciiG with. The next issue wil.T be whether or not he compiles

wixh "_he subpoena. And I don't know and I don't want to

presume, and I. don't want him to represent to me what hs incends
to do when h? can very well go home and decide he's going to do

something different. j
When that warrant is served, we'll knov; what he's going

to do. I think we've got — I don't see another way to do it.
MR. TRUMP: That's fine, Vour Honor. VJe will serve the

warrant on him as soon as we conclude this hearing, and we'li
find out whether he will provide the keys or not.

THE COURT: Okay. Now, did you want no say anything

else?

t^R. LEVISON: Well, I mean, I've always maintained that

all the government needs to do is contact me and set up an
appointment to install that pen register. So I don't know why
there has never been any confusion abouc my willingness i:o

install it. I've only ever objected to the providing of those

keys which secure any sensitive information going back and
forth.

But my motion, and I'm not sure if it's relevant or not

it: deals mor0 with the issue of the subpoena dsiAanding

Che Heys and for what will be the forthcoming search wairrant,

would be 6 cop.tlnuance so chat 1 oan retain counsel to address

Tracy I., iiescfail OC.-'.-Ui-CC/EP'//,
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that particular issue.

THE COURT: Well, I niean, there's aothing beroce tr.e

with Char. I've issued the subpoena. Whatever happens with

that, that's — you're trying to get me to do what Mr. Trump

v.-anted to do and to arrange thi.5 beforehand.

MR. LSVISCIJ: Well, I don't know if 1 have to appear

before than grand jury right now and give Che keys ever or lace

arrest. I'm not a lawyer so I don't underscand the procedure.

THE COURT: I don't knov; either, You need to have

it would be wise to have a lawyer.

MR. LEVISON: Okay.

THE COURT; I don't know what's going to happen, i

don't know. They haven't served the warrant yet. I have no

idea. Don't know what's going to happen with it. You'll just
have to figure that out, and it be wise to have a lawyer to do
it. I v/ould think.

MR. I.EVISOIl: I guess while I'm here in regards to the

pen register, would it be possible to request some sort of
eKternal audit to ensure chat your orders are followed to the
lezMer in terms of the information collected and preserved?

THE COURT: No. The law provides for those thi.ngs, and

any other additional or e«cra monitoring you might wane or think
.ppropriace will be denied, if that's vhat ycv:'re requesting.

KR. LEVISON; Okay. I mean, it requests thar. the

, governrrient return to the Court records

Tracv L. Weatfoll OCS-USCC'EDV?..
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1 THE COURT: You need to talk co a lawyer about v/hac the

2 law requites for the issuance of a pen register.

3 MR. LEVISON: They can handle that separately. Tn-st's

6 fine.

5 THE COURT: The law sets ouc v;hat is done in that

6 regard. Your lawyer can fill you in if you want co know,
7 N3R. LEVISON: I've always been willing to accept the

3 device. I just have some concern about ensuring that it's .^sed
9 properly.

the COURT'. Should we continue this to seme specific

11 date to see that he complies with the pen register?
j_2 MR. TRUMF: we can. Your Honor. It's a moot issue

13 without Che encrypcion keys.

the COURT: Hell, that is a practical matter —

3^5 MB- TRUMP: That's a practical

the court; - bat I don't think it is a moot issue, 1

n mean, you-all have got the right to go in and put on that pen
18 register. He says that he will do it. That's all that rve
19 ordered.

20 How, the other business about ordering that, Judge
21 Buchanan made an order that he's goin^ to have co supply what
22 you say is the encryption codes to nake the information useful.
S3 1 don't know. I didn't enter .ha. order. 1 have trouble n..:<ing
24 that connection.

_ If you're going to - I don't know whether you wane to

Trucy L. OCR-ySPC/SOVA
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do something in front of Judgft Buchanan or not.

MR. LEVISON: You see, Judge, though that I've always

been willing. They just didn't feel the need to set up an

appointment.

THE COURT: What do you want me to do with this case?

You want me to continue it? You want me to say it's moot right

now and just end it?

MR. TRUMP: No. I think we can continue it. I don't

know Mr. Levison's schedule. It can be done within hours of his

return to Dallas.

THE COURT: Of course he can. You want to continue it

cill a week from Friday?

MR. TRUMP: Or a week from today.

MR. LEVISOW: I'm not available within hours of my

return, buu I can meet with you on Thursday.

THE COURT: Let's continue it a week from Friday.

MR. TRUMP: A week from Friday.

THE COURT: What date's that? The —

THE CLERK: 26th.

THE COURT; The 26th?

MR. LEVISON: Acceptable to me.

THE COURT: We'll continue it to the 26rh, and char's

for determining whether or not that pen register has been

installed as you request.

We can make ic 10 o'clock.

Tracy I. Moslfall CCB-USDC/EDVA
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2 cims.

MR. LEVISON: I'll remember 10:00 instead of 10:30 Lhis

THE COURT: All right. Thank you.

Ml right. Thank you-all. We'll adjourn till coirorrcv;

5 1 morning at 9:30.

(Proceedings concli^ded at 11:02 a.m.)

Tracy L. V.-csufail 0CR-«SDC/5CVft
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T CERTIFICATIOl'l

2

3 I certify, this llth day of Septeirf^er 2013, that the

4 foregoing is a correct transcript from the record of proceedings

5 in the above-entitled natter to the best ox my ability.

'racv Westfa^rKPKV'̂ MRS, CCR

Trecy I- w«3tfail 0CR-0SDC/2D'
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EXHIBIT 14
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINITi

Alexandria Division

IK THE KJ^TTBR OF THE )
APPI--IC.-.TTCK OF THE UNITED !
STATES AUTHORIZING THE USE OF )
A PEN P,SGI£TER/TRi\P W.'ID TRACE )
DEVICE OhT AN ELECTRONIC I4AIL 1
ACCOUNT '

Criminal No. 1:I3SC297

ORDER

This matter comes before the court on the GovarnTienc's Motion

chat Ladar Levinson, the owner and operator o£ Lavabit, LLC show cause

as to why Lavabit, LLC has failed to corr.oly with the Court's Order

of June 28, 2013 and why this Court should not hold Mr. Levinson and

Lavabit. LLC in contempt, and Ladar Levinson's oral Motion To Unseal.

For the reasons stated from the bench, it is hereby

ORDERED Chat Ladar Levinson's Motion To Unseal is DENIED and

this matter is continusd to Friday, July 25, 2013 at 10:00 a.rr., for

further proceedings.

Alexandria, Virginia
July , 2013

/j/
Claude M. Hilton

United Stales District Judge
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Case l:13-ec

!N THE UNITED STATES DISTRICT COURT TOR THE

EASTERN DISTRICT OP" VIRGINIA

Alexanclria Division

FILED UNDER SEAL

No. 1:13EC297
:• 52013

IN THE MATTER OF THE
APPLICATION OFTHE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAILACCOUNT

!N THE MA'ITER OF THE SEARCH
and SEIZURE OF INFORMATION
flQROniATED WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In re Grand Jury

n^inci crf;ri

No. 1:]3SW522

No. 13-1

MOTION TO QUASH SUBPOENA AND SEARCH WARRANT AND
MEMORANDUTVT OF LAW IN SUPPORT OF MOTION

Lavabit LLC ("I^vabit"} and !v5r. Ladar Levinson ("Mr. Levinson") move

this Court to quash the grand jur,' subpoena and scarch ar.d seizure warrant

served on chem by the Federal Bureau of Investigation and tlie Office of the

United States Attorney (collcctivcly "Government').
BACKGROUND

Lavabit is an encrypted email service provider. As auch, Lavubit'a

business mode! ftjcuses on providing jjrivaLe and secure email accounts lo its

customers. Lavabit uses various encryption methods, including secured socket

layers ("SSL''), to protcct its users' privacy. Lavabit maintains an encryption
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key, which may be used by authorized users ciccrypt data and communicaLions

fnim its server ("Master Key"). The Govemment has commanded Lavabit, by a

subpoena' and asearch and seizure warrrnU. to produce the encryption keys

and SSL keys used by lavabir.com in order to access and decrypt

communications and data stored in one speciilo emflil address

|̂ m^m|||H||̂ |("LavabitSubpoena
argument

If the Government gains acccss to Lavabit's Master Key, itwill have
onEmailAccounf). bur.unlimited access to not ''

all of the communicaUons and data stored in each of Lavabit's 400,000 cmaj!
accounts. None of these other usera' email accounts are at issue in this

matter. Hovi'evor. production of the Master Key will compromise the security of

these users. While Lavabit is wiUing to cooperate with the Govemment

regarding the Email Account, Lavabit has aduty to maintam the security for
the rest of its customers' accounts. The Lavabit Subpoena and Warrant ar e

not narrowly tailored to seek only data and communications relating to the

Email Account in question. As a result, the Uvabit Subpoena and Warrant are

unreasonable under the Fourth Amendment.

a. The Lavabit Subpoena and Warrant Essontlally Amoxmts to a
General Warrant.

' Tlic KTOHd iun' subposna not only ooinmimdcd Mr. icvir.son lu appear bcforv '-iis Court en
Julv iC 2013, butalso to bring Lavabit's cncr/ption keys, Mr. Uvinson s sxjbpocne. to npj.cn
before the crand jury was v.-ithdmwn, but the government continues to seek Ihc cnc^ption
keys. I.iivsbr! is only seeking to quash tlie Court's command l!mt Mr. Uvfnson provide the
cTiciypticin keys.
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Though the Lavabit Subpoena and Warrant superficially appcaiH to be
nsn-owly tailored, in reolity, it operates £i3 agenera! warrant by giving the
Govemmcnc access to evcr>' Lavabit user's communicaUons and data.

Uis not what die Lavabit Subpoena and Warrant defines as the boundaries for
the starch, but the method of providing acccss for the search which amounts to

a general warrant.

rt 13 axiomatic that the Fourth Amendment prohibits general warmnta.
Manjland. 427 U.S. 463. 480 (1976). Indeed "it is familiar history

tliai indiscriminate searchefi and seizures conducted under Ihc aufchonly of
•general warrants' were the immediate evils that motivated the framing and
adoption of the l '̂ourth Amendment." Payton v. New York, 445 U.S. 573, 5S3
(19801 (footnote omitted), To avoid general warrants, the Fourth Amendment
requires that "the place lo be searched" and "tlic persons or things to be sei:ied"
be described with particularity. United States v. Moore, 775 F. Supp. 2d 882.
898 [E.D. Va. 2011) (quoting Uniied Slates u. Gmhbs, 547 U.S. 90, 97 (2006)).

The Fotirth Amendment's particularity requirement is meant to "preventj]

the seixure of one thing under awarrant describing another." Andresen, 427
U.S. at 480. This i-s preci.sely the cnncem with the Uvabit Subpoena and
Warrant and, in this circumstance, the pai-ticularity requirement wiU not

protect Lavabit. By turning over the Master Key, the Government will have the
ability CO search cach and every "place," "person {and] thing" on Lavabit's
network.
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rnc UvQbit Subpoena and Warrant allows the Government to do u

."general, exploratorj- rummaging" through any Lavsbit user account. See td.
(quoting Coolidgc JVeu. Hampshire, 403 U.S. 443. 467 (1971)) (describing the
issue wth general warrants "is not that of intrusion per se, but of ageneral,
expioi-atory rummasing in aperson's belongings'). Though the Lavabit
subpoena mid Warrant is facially limited to the Email Address, the
Government would be able to seize corarnxmications, data and inXormalion from

any account once it is given the Master Key.

There is nothing other than tJie "dlscredon of the ofncer executing Lh«

warrant'' to prevent an invasion of other Lavabit user'3 accounts and private
emaUs. See id. al 492 (quoting Stanford v. Texas. 379 U.S. 476, 485 (1965))
lexplaining that the purpose of the particularity requirement of the Fourth
Amendment is to ensure, with regards to what is taken that, "nothing is kft to
the discretion of the officer executing the warrant,") (internal citation omitted).
LavnbiL has no assurance that any searuhea conducted utilizing the Master Key

will be limited fwlely to tlie Email Account. Sea Grah y. Ramirez. 540 U.S. 551,

561-62 (2004) (citing Camara v. Municipal Court of City and County ofSan
Francisco, 387 U.S. 523, 532 (1967)) (noting that Qparticular waiTant is to
provide individuals w'ith assurance "of the lawful authority of the cxecutiin^

officer, his need to search, and the iimifsofhia powt;r to search) (emphasis

added). Lavabit lias aduty to its customers to protcct their accounts from the
possibility nf-jnlawftU intrusions by third partitis, including government

entities.

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 75 of 85 PageID# 1237



l-13-ec-00297-TCB 'SEALED* Document 11-15 Filed 09/20/13 Page 6of 11 PagelD#

As the Lavabil. Subpoena and Warrant arc currcnUy framed they are

invalid as they opuraLc as ageneriil warrant, allowing the Government to

search individual users not aubjccUon to this suit, without hmit.

1). The Lavabit Subpoena and Warrant Seeka Information that Is
Not Material to the Investigation.

Because of the breadth of Warrant and Subpoena, the Government will be

given access to data and communicationa that arc wholly unrelated to the suic.
The Government, by commanding Lavabit's encryption keys, iiJ acquiring

access to ';00,000 user's private accounts in order to gain information about

one individual. 18 U.S.C: §2703(d) states that acourt order may be issued for
information "relevant and material to an ongoing criminal investigation."

However, the Government will be given unlimited access, through the Master

Key. to several hundred thousand user's information, all of who are not
"niatcrial" to the investigation. Id.

Additionally, die Government has no probable causc :o gain access to tlic

other users accounts. "The Fourth Amendment...requires Uiat awarrant be nu

broader than fce probable causc on which it is based." Muora, 775 F. Supp. 2d

at 897 (quoting United States v. Hurwilz. 459 F.3d 463, 473 (4th Cir. 2006)}.
Probable cause here is based on the activities of the individual linked to the

Email Address. Otiicr Lavabit uscra would be severely impacted by the

Oovernmenr's acf:L-.SH !« the Master Key and havi. not been accused of

wrongdoing or ei-iminal activity in relation to this suit. Their privuey inLer«t.u.

should not suffer becausc of the alleged misdeeds of another Uvabit user.
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c; CompUanco with Luvablt Subpoena and Warrant Would Cause
an Undue Borden.

As anon-parly and unwilUng participant to this suit, Lavabit has already
incurred )ogflI fees and other costs in order to comply wiUi Uie Court's orders.
Further compliaacc, by turning nver the Master Key and j-ranUng the '
Govei-nrr^ent acccss to its .nUrc nctwk. would be unduly burdensome. Ses

18 U.S.C. §2703(d) (stating that "the service provider may [move to] quash or
modify Ian] order, if the information or records requested are unusually
voluminous in nature or compliance with such order oUierwise would cause an

untiue burden on aueh provider.") (emphasis added).

The reccnt case of /a re AppircnJion of the U.S. for an Order Pursuant to 18

U.S.C. 2703(cl) ("Twitier") addresses similai- issues. 830 F. Supp. 2d 114 (E.D.
Va. 2011). in that case, the Petitioners failed to allege "a pcnsnnal injury
cognizable by the Fourth Amendment." id. at 138. However. I.av«bifs
circumstanccs arc distinguishable. The Government, in pursuit of informaUon
date and communicauions related to the Email Address, has caused and wiU
continue to cause injuiy to l^vabit. Not only has Lavabit expended a great

deal of time and money in attempting to cooperate with the Government thus
f>.r, but. Lavabit will pay the ultimate pnce-the loss of it. customers' ti'ust and
business—should the Court require that the Master Key be turned over,

Lavabirs business, which is [bunded on the preservadon ofdcctxouic privacy,

could be desu-oyed if It is required to produce its Master Key.

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 77 of 85 PageID# 1239



Case l-13-ec-00297-TCB *SEALED' Document 11-15 Fiied 09/20/13 Page8 of 11 PagelD#
124

' Lavabitis also a fundamentally different ciUity than Twitter, the business

at issue in Ttvitler. The 'INvitter Terms of Sei-vice specifically allowed user

information to be disseminated, /d. at 139. Indeed, Uievciy purpose ofTv.'ittcr

is for users to publically post their musings and beliefs on the Internet. In

contrast, Lavabit is dedicated to keeping its user's information private and

secure. Additionally, the order in Tiuitter did not seek "content information"

from Twitter users, as is being sought here, Id. The Government's requesc for

I^avabit's Master Key gives it access to data and communications from 400,000

email secure accounts, wlnich is much more sensitive information that at issue

in the Twitter.

TheGovernment is attempting, in complete disregard of Che Fourth

Amendment, to penetrate a system that was founded for the sole purpose of

•privacy. See Kaiz u Uniied States. 389 U.S. 347, 360 (1967) (stating that 'the

touchstone ofFourth Amendment analysis is whether a person has a

constitJtioxially protected recsonablt; expectation ofprivacy') (internal citations

omitted). For Lavabit. f.o grant the Government unlimited acccss to every one of

its user's accounts woxild be to disavow its duly to its users and the principals

upon which it was founded. Lavabit's service will be rendered devoid of

economic vjUue if tlae Government is j^ranted access to its secure netu'ork. The

Government docs not have any proper basis to request that Lavabit blindly

produce its Master Key and subject all of its users lo invasion of privacy.

Moreover, the Master Key itself is an encryption dcvcJopcd and owned by

l^a\'abit. As such it is valuable proprietary information and Lavabit has a
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reasonable expectation In protecting it. Because Lavabil hasa reasonable

expyctatioh of privacy for its Master ICcy, the Lavabit Subpoena and Warrant

violtitc the Fourth Anicndi-ncnt, See Twitter, 830 F. Supp. 2d at 141 [citing

United States v. Calandra, 414 U.S. 338, 346 (1974)) {noting "The grand juo'

is..-without power to invade a legitinriQte privacy interest protected by the

Fourth .'Amendment" and that "a grand jury's subpoena.'..wi]! be disallowed if it

is far too sweeping in iis terms to be...reasonable under the Fourth

Amendment.").

CONCLUSION

For Uie foregoing reasons, Lavobit nnd Mr. Levinson respectfully move

this Court to quash the search and seizure warrant and grand jury subpoena.

Further, Uvabit and Mr. Levinson request that Uiis Court direct that Lavabit

docs not have to producc its Master Key, Alternatively, Lavabit and Mr,

Levinson request that lliey be given an opportunity to revokn the. current

cnciyption key and reissue a new encrj^tion key at the Government's expense.

T^^stly, Uvabit and Mr. Levinson request that, if they is required to producc the
Master Key. that they be reimbursed for its costs which were directly incurred

in producing the Master Key, pursuant to 18 U.S.C, §2706.
^ LAVABIT LLC

By Counsel

J^^e .1 '̂ Binnijl, V^B^^79292
Broofcy &Bi^inallfPLLC
10387 Main 'Street. Suite 201
Fairfax, Virginia 22030
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(703) 229-0335 Telephone
(703) 537-0780- Facsimile
jbinnaU@bblawonlir5c;.com
Counselforl.avnbit LLC
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nr:rtificu(:c of Service

• Icurtify that on thisZ^^ay of July, 2013, this Motion to Quash
Subpoena and Seai-ch Warrant euid Memorandum of Law in Support was hand
delivered to Ihe person at the addresses listed bckiw:

United States Attorney's Offiec
Eastern District of VirRinia
2100 Jamicaon Avenue
AJexundria, VA 223 H
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EXHIBIT 16

Case 1:13-ec-00297-TCB   Document 27-14   Filed 06/13/16   Page 82 of 85 PageID# 1244



l-13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 2of 13 PagelD#
X2d

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
and SEIZURE OF INFORMATION
ASSOCIATED WITH

AT

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

In rc Grand Jury

FILED UNDER SEAL

No. l:i3EC297

No. 1;13SW522

No. 13-1

MOTION FOR UNSEALING OF SEALED COURT RECORDS AND REMOVAL
OF NON-DISCLOSURB ORDER AND MEMORANDUM OF LAW IN SUPPORT

OF MOTION

I.-avabit, LLC ("Lavabit") and Mr. Ladur Lcvinson ("Mr. Lcvlnson")

(collectivcly "Movants") move this Court lo unseal tlic court records concerning

the United States government's attempt to obtain ccrUin enciyptjon Iteya and

lift the non-disclosure order issued to Mr. Levinson. SpccificaLIy, Movant-s

request the unsealing of idl orders and documents filed in this matter before

the Court's issuance ofthe July 16. 2013 Sealinu Order ("Scaling Order"); (2)

all orders and documents filed in liiis matter after Uic issuance of the Sealing

Order; (3) all grand jury subpoenas and search and seizure warmnts issued

before or after issuance of the Sealing Order; and (4) al! documents filed in
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connexion xvith such orders or requests for such orders (collecUvely, the

"sealed documents^-). Thii Sealing Order is attached as Exhibit A. Movants

request that ali of tin; sealed documents be unsealed and nmde public as
quickly as possible, with only those redactions necessary to secure informadon
that the Court deems, after rcvicv,-, to be properly withheld,

BACKGROUND

Uvabit was formed in 2004 as asecure and encryj^ted email service

provider. To ensure security. Uvabit employs multiple enco-ption schemes
using complex acccss keys. Today, it provides email service to roughly 400,000
users world;vide. Uvabit's corporate philosophy is user anonymity and
privacy. Lavabit employs sceure socket layers {"SSL1 to ensure the privacy of
Lavabit's subscribers through enciypl^on. Uvabit possesses a master

encryption !cey to facilitate the private communicaUons of its users.

On July 15, 2013, this Court entered an Order pursuant to IS U.S.C.

2705(b), directing Movants to disclose all information necessary to decrypt
communications sent to or from and data stored or othenvise associated vvith

the Lavabit c-mai! account
inclxiding SSL keys (the

"Lavabit Oi'der^). The Lavabit Order is attached as EKhibic B. The Lavabit

Order precludes the Movants from notifying any person oi the search and

seizure warrant, or the Court's Order in issuance thereof, cxcept that Lavabit

was permitted to disclose the- .s«jirch warrant to an attorney for legal advice,
ARGUMENT
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In criminal trials there is acmmon law presirraption of access tojudrcial
records, like the sealed documents in the present case. Despite the
government's legitimate interests, it cannot meet its burden and overcome this
presumption because it has not explored reasonable alternatives.
Furthermore, the government's notice preclusion order constitutes acontent-
based restriction on free speech by prohibiting public discussion of an entire
topic based nn its subject matter.

I. THE FIRST AMENDMENT AND NON-DISCLOSURE ORDERS
The Stored Communications Act ("SCA") authorities notice preclusion to

any person of a§2705(b) order's existence, but only if the Court has reason lo
believe that notif.catinn will result in (1) endflngerinB the life or physical safety
of an individual; (2) flight from prosecution; (3) destruction or tampering with
evidence: (4) intimidating of potential witnesses; or (5) otherwse seriously
jeopardi.ins an investigation or unduly delaying atrial. §270S(b)(l)-(5).
Despite this statutory autlroritj-, the g270S(b) gag order infringes upon
freedom of speech under the First Amendment, and should be subjected to
constitutional case law.

The most searching form of review, "strict scruUny", is implicated when
there is acontcnt-based restiiction an free speech. R.A.V- City ofSt. Paul,
Minn., 505 U.S. 377, 403 {1992). Such arestriction must be ncccssai^ to sci-vc
acnmp^mnc sratc iaiercsc and narrcnvly drawn to achieve ihaf end. !d. The
Lavabit Order's non-disclosurc provision is ocontent-faEised restriction th.it i«
not narrowly tailored to achieve a compelling slate interest.
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