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UNDER SEAL 1

to quash.

warrant.

THE COURT: Search warrant.

MR. TRUMP: Excuse me?

THE COURT; I said subpoena, but 1 meant search

6 MR. TRUMP: We issued both, Your Honor, but Your Honor

1 authorized the seizure cf that inforination. And we would ask

8 the Court to enforce that by directing Mr. Levison to turn over

9 the encryption keys.

x£ counsel represents chat that will occur, we can not

n waste any more of the Court's time. IC he represents that

12 Mr. Levison will not turn over the encryption keys, then we have

13 to discuss what, remedial action this Court can take to require

1<5 compliance with that order.

^5 the COURT: Well, I will order the production of

16 those — of those keys.

17 Is that simply Mr. Levison or is rhar. the corporation

as well?

HR. TRUMP; That's one and the same, Your Honor.

Just so the record is clear. We understand from

J-3r. Levison that the encryption keys were purchased

commorcialiy. They're not somehow custom crafted by

••ir. Levison. He buys them from a vendor and then they're

installed.

THE COURT: Well, I will order that. If you will

Tracy L. ViuaCfdll OCK-USDC/EDW.
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present an order co me, I'll enter it later on.

MR. TRUMP: Thank you.

MK. EINMALL: Th;ink yoa. Your Honor.

As far as tin^e frame goes, rny client; did ask ire if "he

Court did order this if the Court could give hira approxirr=aCely

five days in order to actually physically get the encryption

keys here. And so iu will be — or just some sort of reasor.sbls

time frame to get the encryption keys here and in the

novernmenc's hands. He did ask rae to ask exactly the manner

that those are to be turned over.

HR. TRUMP: Vour Honor, we understand that, this can be

done almost instantaneously, as soon as Mr. Levison makes

contact with an agent in Dallas, and we would ask that he be

given 2-1 hours or less to comply. This has been going on for a

month.

the: COURT: Yeah, I don't think 24 — 24 hours would be

reasonable. Doesn't have to do it in the next rew minutes, cut

I would think something like this, it's not anything he has tc

amass or get together. It's just a matter of sending something.

So I think 24 hours would be reasonable.

MR. BINNALL; Yes. Thank you. Your Honor.

THE COURT: All right. And you'll present me an order'

MR. TRUMP: We will, Vour Honor. Thank you.

THE COURT: All right. Thank you-all, and we'll

adjourn until -- or stand in recess till 3 o'clock. VJsll,

Tr-icy L. Weatfoll CCR-usdc/EDVa
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rocess till 9 o'clock tomorrow inornino.

(Proceedings concluded at 10:25 a.m.

CERTIFICATIOtJ

I certify, this 19th day of August 2013, that the

foregoing is a correct transcript from the record of proceedincs

in the above-entitled matter to the best of my ability.

Tracy Westfalij RPR/,

Tracy I.. MescCftll 0CS-'JS2C/EDVA
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EXHIBIT 19
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IN THE UNITED STATES DlSTiUCT COURT FOR THE

EASTERN DISTRICT OF VIRGLNIA

Alexandria Division r—

fN THE fvU'lTER 01- TI-IE

APPLICATION OF 'HIB UNITED

STATES OF AMERICA FOR AN ORDER

AUTHORIZING 'mE USE OF A PEN

iU-GlS TER/l-R/VP AND TRACE DEVICE

ON rXN ELECTRONIC M-ML ACCOUNT

IN THE MAHER OF THE SEARCH AND

SEIZURE OF INFORMATION

ASSOCIATED WITH

STORED AT PREN-nSES CONTOOLLED

BY LAV/\BIT LLC

In re Grand Jury

UNDER SEAL

No. 1:13EC297

No. 1:13SW522

No. 13-1

AUG i eO!3

Ui*K,ILi DlSlRiCI KltRT
A:£WCHA.^iaCtf,u

ORDER DEN\'ING MOTIONS

"ITiis inntter comes before the Court on the motions of Lavabll LLC and Ladnr Lcvinson,

iis owner and openilor, to (1) quash the grandjuo' subpoena and scarch and seizure warrant

corapciling Lavabit LLC to provide the govcnuncnl with encryption keys to facilitaie the

inatullation and lusc ofupen register fuid trap and triicc cJcvice, and (2) unseal court records and

remove a non-disclosure order relating to these proceedinBS. For the reasons stated from the

bench, and as set fortli in ihe govemnicnl's i-espoosc lo the motions, it is hereby

ORDERED that the moiion to quasb and motion lo iinscal arc DENIED;

It is further OIUDERED that, bj- 5 pm. COTon August 2. 201 !*, LavabilLLCandLadar

Lcvison shall provide the govermnent with the cncryplion keys ond any other"information,

facilities, and technical assistance nccessary to accomplish the installation and use oflhc pcn/trep
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dewc" as required by Uie July 16,2013 seizure wammt tmd the June 28. 2013 pen register order.
It is furtlicr ORDERED lliat this Order stmll rcinain under seal until further order of this

Court-

Alexandria, Virgijiiu
August 2013

Id -
Claude M. liillon

United Stales District Judijc
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EXHIBIT 20
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IN Tl-IR LFNITBD STATES DISTfUCT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

) UNDER SEALIN THE MA'iTKR OF T?IH

APPLICATION OF THE UNITED

STATES OF .-V-VIERICA FOR AN ORDER ) No.l:13EC297
authorizing the use of a pen )
REGISTER'TRAP AND TR.^CE DEVICE )
ON AN ELECTRONIC MAIL ACCOUNT )

[N THE MATTER OP DIE SEARCH AND )
SEIZURE OF INFORMATION
ASSOCIATED WITH

STOIinD AT PREMISES CONTROLLED
BY LAVABIT LLC

In re Granci Jurv

) No. 1;13SW522

)
)
)
)
) No. n-1

ClWW. CISISICICWRT

MOTION FOR SANCTIONS

Tlic Unilcd States, ihroujih the vindcrsigned counsel, pursuan: to Title 18, United States

Code, Section 401. hereby moves for the issuance ofan order imposing sanctions on Lavabii

LLC and Ladar Levison, its ownerandoperator, for Lavabii's failure to con^ply with this Court's

order entered August 1, 2013. In support of this motion, the United States represents;

1. At the hearing on August i, 2013, this Court directed Lavabii to provide the

government with the cncn'piion keys necessary for the operation of a pen regisier.'trap and trace

order entered June 28, 2013. Lavabil \vus ordered to provide those keys by 5 p.m. on August 2.

2013. See Order Denying Motions entered August 2, 2013.

2. .-M approximately 1:30 p.m. CDT on A\iBust 2. 201"., Mr. Lcvi.son gave ihe FBI a

printout of what he represented to be the encryption keys needed to operate the pen register. This
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printout, in what appears to be •^•point t>pc. consists of 11 pages of largely i!le;4iblc charactcrs.

Sec Attachment A. (Tlie attachjnenl was crcaied by scanning thc5 document provided by Mr.

Levison; tlic original documoni was described by the Dallas FBI agents as sligiitly clearer than

the scanncd copy but ncvcnholcss illegible.) Moreover, each of the five encryption keyscontains

512 individual characters - orn total of 2560 characicrs. To niaix use of ihesc keys, the FBI

would have to manually input all 2560 characters, and one incorrcct keystroke in this laborious

proccss would raider the FB! collection system incapable ofcollecting decrypmd data.

3. Al approxiniHtcly 3.30 p.jn. EDT (2:30 p.m. CDT), the undersigned AUSA

contactcd counsel for Lavabit LLC and Mr, Levison and informed him that the hard cop>' formal

for receipt ot'lhe enc '̂ption keys was unworkable and that the govcn\ment would need the keys

produced in electronic format. Counsel responded by email ni 6:50 p.m. KDT staling that Mr.

Levison "thinks" iie can have an electronic vcision of the keys produced by Monday, August 5.

4, On August -I, 2013, the undersigned AUSA sent an e-mail to counsel for Lavabit

LLC and Mr. Levisoi\ statiny liiat we e.xpect to recoivc an electronic version of the encryption

keys by 10:00 a.m. CDTon Monday, August 5, 2013. The e-mail indicated that wc espcct the

keys 10 be produced in PC.M format, an industry standard file format for digitally representing

SSL keys. Sec Atiaclimcnt B. Hiee-mail fiarther slated that tlie prcfen ed medium for receipt of

these keys would be a CD hand-delivered to the Dallas olTicc of the FBI (with which Mr.

Levison is familiarj. The undersigned AUSA informed counscl for Lavfiliit LLC and Mr.

Levison that the govemmeni would seek an order imposing sanctions if we did not rcceive the

encryption keys in eicc:ronic lomiB! by Monday morning.
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5. 'ilic govKmnictii did no{ rcceive iheelectronic keys as requested. The

undersigned AIJSAspokewith counsel for Lavabit and Mr. Levison at approximately !0:00 a.m.

this morning, and he stated thai Mr, I.evison miglii be nble lo product llic keys in electronic

fonripl bv 5 p.m. on August 5. ?.013, The undersigned AUSA toid counscl that was not

acccpiabk given that ilshould take Mr. Levison 5lo 10 minutes to put ilie keys onto a CD in

PEN! format. The undersigned AUS.A told counsel that if there was sonic reason why ii cannot

be acconipiishcd sooner, to !cl him know by 11:00 a.m. lliis momini^. The govemmeni has noi

received an answer from counsel.

6. The govemmeni ihcrcforc moves ihe Coun lo impose sanctions on Lavabit LLC

and Mr. Levison in the amount of S5000 per day beginning as noon (EOT) on August 5,2013.

and eontinuina each day in the same amount until Lavabit LLC and Mr, Levison comply with

this Conn's orders.

7. As noted, Atiachmeni Ato this motion is acopy ofthe printout provided by Mr.

Lttvisonon August 2,2013. Atlnchment Dis nmore detailed explanation ofhow these

eiicPi'ption kevs can be jjiven to the I'Bl in an electronic format. Altachiiieiit Cto this motion is a

proposed order.

Case 1:13-ec-00297-TCB   Document 27-13   Filed 06/13/16   Page 10 of 40 PageID# 1132



Case l:13-ec-00297-TCB "SEALED* Document 11-20 Filed 09/20/13 Page 5 of 13 PageiD#
192

8, Acopy of this motion, filed under seal, was delivered by email !0counsel for

Lavabit LLC on Augusi 5,2013.

Respectfully submitted,

Neil 11. MacBridc
Uwiled States Auorncv

uiiiiedStiiiesAtt^
Jusiin \V. Williams U.S. .Anoreey's Buiidiny
2100 Jamiesoii Avenue

Alexandria, Virginia 223U
Phone: 703-299-3700
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Attachment A
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ATTACHMENTD

Lavabil uses 20^8-bit Securc Socket Layer (SSL) ccrtiflciues purchased from GoDaddy to
encrv'pi commutiicaiion between users and its server. SSL cn.co'piioii employs public-kcy
cryptography, in which both ihc sender and receiver each have two mathemaiicatly linked keys: a
'•public" key and :i "pri\aic" key. "Public" keys arc published, but "private" keys arc not. In this
circuinsianct:. a Lavabil customer uses Lavabit's published public key to iniiiiitc an encrypicd
email session with Lavabii over the internet. Lavabii's scr '̂crs then decr^-pi ihis trafilc using their
private key. The only way to decrypt this trafTic is llu-ougli the usage of this private key. ASSL
certificate is another name for a published public key.

To obiain a SSL cenificaie from GoO.^.ddy, a user needs lo first generate a aO'iS-hii
private key on his-lier computer. Depending on Ihc operating system and web server used, mere
arc multiple ways to generate a private key. Oni; of the more popular methods is to use a freely
available comniatid-linc looi callcd OpenSSL. This generation also creates a certificate signing
request file. The user sends this file lo the SSL generation authority (e.g. GoDaddy) and
OoDaddy then sends back the SSL certificate. The private key is not sent lo GoDaddy and
should be retained by the user. This private key is stored on the user's web server to penr.ii
decryption ofintemci traiTic, as described above. The FBI's collection system that will be
installed to implcmcr.l ihe PR.'TT also rectuircs the private key to be stored to decrs'pl Lavabil
email and internet traffic. This decrypted irafllc will then be Tillered for the tar[ici eintii! addiess
specified in the PI^HT order.

Depending on how exactly ihc private key was fiisl gencrnied by ihc user, it itscll may be
encrypted and prutcctcd by a password supplied by ihc user. 1liis additional ies'el of security is
useful if, for example, abackup copy of ihe private key is stored on a CD. If thai CD was lost or
stolen, the private key would not be compromised because apassword would bo required lo ^
access it. However, the t:ser that senerated the private key would have supplied it at ^jcneration
lime and would thus have knov/ledoc ofii. The OpenSSL lOol described above is capable of
decrypting cncrypicd orivaie keys and convening the keys lo anon-encrypted formal with a
simple. wclI-doci;mcriled commaml, The FBI's collection system and most web scr\'ers requires
ihe key to be stored in a non-cnctyplcd formal.

.A2048-bil key is composed of512 characters. The standard practice of exchanging
private SSL keys between entities is to use some elccuonic medium (tJ.g., CD or sccurc internet
cN-change). SSL keys are rarely, ifever, exchanged verbally or tlirough prim medium due to their
long length and possibility ofhuman error. Mr. Lsvison has previously staled thai Lavabit
actually uses five separate public/private key pairs, one for each type ofmail protocol used by
Lavabit.

PEiV; Icnnai is an industry-standard tile format for dieitally representing SSI. keys. PEM
flics can easily lie creatcd using the OpunSSl. tool ciescribsd above. The preferred itwdium for
receiving iliesc keys would be on a CD.
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EXHIBIT 21
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f>J 7"HE UNITED STATES DISTRJCT COURT FOR THE

EASTERIn' DISTRJCT of VIRGINIA

Alexandria Division

) UNDERSEALIK Ti Ifi MATTER OF THE )
APPLICATION OF THE UNITED )
STATES OF AMERICA FOR AN ORDER )
AUTMORIZ.rNG THE USE OF A PEN )
RI-GiSTER;TR.AP AND TB.\CE DEVICE )

ON AN ELECTRONIC MAIL ACCOUNT )

No, 1:I3EC297

IN TIIE MAH-ER Oi- THE SEARCH AND )
SEIZURE OF INTORMATION )

ASSOCIATED WI'lTl )
^•^^•[^^••trHAT

ST01U3D AT PREMISES CONTROLLED )
BY LAV ABIT LLC )

)
In rc Grand Jur-' )

) No. 1:13S\V522

) No. 13-1

liE

ORDER

This mailer comes before ilic Coun on Ihe motion of ihe govemmeni for sanctions for

failure to comply with {his Conn's order entered August 2,2013. For the reasons stated in the

govcmmenCs nioiion, and pursuant to Title 18, United States Code, Section 401, it is hereby

ORDERED (h:« the motion for sanciions is granted;

It is further ORDERED lhat, if the encryption keys ncccssary to implement tho pen

register and trap and truce device are not provided lo the FBI in PEM orequivalent electronic

foniiat by noon (CDT)on August 5, 2013, a fine offive thousand dollars (55,000.00) shall be

imposed on Lavabit LLC and Mr. Lcvison;

It is fiuthei- ORDERED that, if it-e encryption keys :icccssary to implemcnl the pen

register and trap and trace device are not provided lo the FBI in PEM or equivalent electronic
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format by noon (CDj) each day thereafter beginning August 6, 2013, a fine of five thousand

dollars{$5,000.00) shall be imposed on Lavabil LLC and Mr, Levison for each dayof non-

compliancs; anc

!t is further ORDERED tlial the govermncnt's motion for sanctions and this Ordersliill

remain under seal 'jntil further order of this Court.

Alexandria, Virginia
Aiigust , 2013

Cliuidc M. Hilton
United States District Judge
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EXHIBIT 22
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAILACCOUNT

IN THE MATTER OF THE SEARCH
and SEIZURE OF INFORMATION
ASSOCIATED WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILED UNDER SEAL

No. 1:13EC297

No. 1;13SW522

NOTICE OF APPEAL

Notice is hereby given that Lavabit LLC ("Lavabit") and Mr. Ladar Lcvison

("Mr. Leviaon"! in the above named case, hereby appea! to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

Mc R. BinhaU, VSB# 79292
I^nley Bs Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counselfor Lavabit LLC

LAVABIT LLC

LADAR LEVISON

By Counsel
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CerLificale of Service

I certify that on this 15thday ofAugust, 2013, this Notice ofAppeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney's OfTjce
Eastern District of Virginia
2100 Jamieson Avenue
Alftvandria. VA 22314

Jesse/w^innall
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

FILED UNDER SEAL

In re Grand Jury No. 13-1

NOTICE OP APPEAL

Notice ishereby given that Lavabit LLC ("Lavabit") and Mr. Ladar Levison

("Mr. Levison") in the above named case, hereby appeal to the United States

Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

LAVABIT LLC

^.y^/1 /I LADAR LEVISON
/ /^/f' (/ // Counsel

Je^/e R. Birfn^irVSB# 79292
Bt^ley &Blnnall, PLLC
ld387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnaII@bblawonline,com
Counsci for Lavabit LLC
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Certificate of Service

[certify that on this 15th day ofAugust, 2013, this Notice ofAppeal was
emailed and mailed to the person at the addreeaes listed below:

United States Attorney's Office
Eastern District of Virginia
2100 Jamieson Avenue

Jess^RT Binnall
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EXHIBIT 23
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZING THE USE
OF A PEN REGISTER/TRAP
AND TRACE DEVICE ON AN
ELECTRONIC MAIL ACCOUNT

IN THE MATTER OF THE SEARCH
AND SEIZURE OF INFORMATION
ASSQCIATgn WITH

STORED AND CONTROLLED AT
PREMISES CONTROLLED BY
LAVABIT LLC

FILBD UNDER SEAL

No. 1:L3SW522

NOTICE OF APPEAL

Notice is hereby given that Uvabit LLC ("Lavabit") and Mr. Ladar I^vison

("Mr. Lcvison") in the above named ease, hereby appeal to the United States
Court of Appeals for the Fourth Circuit from the Orders of this Court entered

on August 1, 2013 and August 5, 2013.

Je^c R. Binnaljy^SBfi 79292
^wnley &Bin/iall, PLLC
^387 Main Street, Suite 201
Fairfax, Virginia 22030
(703) 229-0335 - Telephone
(703) 537-0780 - Facsimile
jbinnall@bblawonline.com
Counsel for Lavabit LLC

LAVABIT LLC

LADAR LEVISON

By Counsel
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Certiricate of Service

I certify that on this 16th day of August, 2013, this Notice of Appeal was
emailed and mailed to the person at the addresses listed below:

United States Attorney's Office
Eastern District of Virginia
2100 Jamieson Avenue
Alftxandria. VA 22314

, Binnall
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EXHIBIT 24

Case 1:13-ec-00297-TCB   Document 27-13   Filed 06/13/16   Page 31 of 40 PageID# 1153



Case l:13-ec-00297-TCB *SEALED* Document 11-24 Filed 09/20/13 Page 2 of 4 PagelD#
213

Lavabit Online Media Links

Democracy Now Interview:
htlD://www.dcmocracvnow.org/2Qi3/8/13/exclusive owner of snowdens email service

DemocracyNow Interview Transcript;
htlp://morallowground.com/2013/Q8/14/ladar-levison-owner-of-snowdens-email-service-Qn-

whv-he'Closed-lavabit/

HufTPost Interview:

hnp://on.aol.com/video/!avabit-founder-ladar-levisQn-!ivc-517897224

RT Interview:

htto://www.voiitube.com/walch?v=wnqJLq5bWNE

Ron Paul Interview:

http://www.voutube.com/watch?v=somlHH<lRLk

httn://www.fQrbes.cQm/sitfis/kashmlrhi[l/2Q13/08/09/lavablts-[ad3f-levison-if-vou-knew-what-i-know-

'MiHujiuisiiuaiQaifJ

linn7/hiis.hloL'S-nvtimes.com/2Q13/08/t2/lavflbit-founrfer-savs-lie-had-obligalion-to-shiii-service/? r=0

httn://www.wired.coin/threatlevel/2QI3/08/lavabit-snowden/

htiD://www.theEuardian.c 3it-founder-us-surveillance-snowden

http://www.iheguardian.com/commentisfree/2013/aug/10/lavabit-closure-cloud-comoutin

edward-snowden

httD;//www.slate.com/bloBs/f\jture tense/2013/08/Q8/lavabit snowden s email provider shuts

down issues cryptic statement about.htm)

httD://boingboing.net/2013/08/08/[avabit-email-service-5nowden.html

htin://www.fasicoexist.com/lfi82825/lavahit»snowden-s-alleged-secure-e-mail«service-is-gone-

heres-whv

httD://wvAv.lm{rmetonnost.com/democracv-now/exclusive-owner-of-snowde b 3748774.html

htiD://www.Youtube.com/waich?v='mPixPYwCa4c
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httD;//rt.com/usa/interview-lavabit-levison-blake-535/

httn;//iechcrunch.com/2013/08/13/whv-ladar-levison-shultered-encrvpied-eniail-service-lavabil-

in-the-facc-of-Eovcmment-Dressure/

httD://QCCuDvamerica.crQoksaiidliars.coiTt/dianc«sweet/lavahits-Qwner-threatened-arre5t-over-

#sthash.FIQMJJt3,dDbs

httD://investi2ations.nbcnews.com/ news/2013/08/13/20008036-lavabiicom-owncr-i-could-be-

an-ested-for-rcsistin[!-surveillance-order?lile

hnp://www.nbcnews.com/iechnologv/lavabit-email-service-linked-sno\vden-shu(s-6C10879209

httn-//w\vwncworld.com/ariic[e/2Q46261/snowdens-email-provider-lavabit-shutters-citing-!efial-

pressure,html

hnn!//www.reuters.com/article/2013/08/09/us-usa-seeuritv-snowden-email-

idllSBRE9780052Ql 30809

http://wv,%v.techdin.com/articles/2Q130808/13Q92724113/ed-snowdens-email-Drovider-lavabit-
shuts-down-to-fiEht-us-GOVt-intrusion.shlml

http://www.businessin5ider.com/meet-lavabit-edward-snowdens-eniail-2013-7

http://www.tnithdic.com/report/item/truthdiaeer of the week iavabits ladar levison 2013081

Ql

http://www,rawstorv.com/rs/2013/08/Q8/facinB-Dressure-from-u-s-cncrvDled-email-service-
lavabit-shuls-dowr\/

http://www.lossofprivacv.eom/index.php/2013/08/ron-paul-interviews-lavabit-owner-ladar-
Icvtson-on-nsQ-e-mail-controversv/

haD://www.kcvu.cQin/videos/news/lavabit-fo»nder-ladar-levison-live/v850P/

hlio://www.washingtontimes.com/news/2013/auti/9/5ecure-email-service-u.sed-.snowden-shuts-

down/

http://3ocialtimcs.com/lavabit-shuts-down-over-u-s-spving-poiicies bl 34120

Case 1:13-ec-00297-TCB   Document 27-13   Filed 06/13/16   Page 33 of 40 PageID# 1155



Casel:13-ec-00297-TCB*SEALED* Document 11-24 Filed 09/20/13 Page 4 of 4 PagelD#
215

httD://ww\v.newvorker.cofn/on[ine/blogs/clQseread/2013/08/lhe-nsa-and-its-tarQeis-lavabit-shuls-

down.himl

httD://www.emDtvwheel.nct/tae/ladar-levison/

httD://www.thedrQm.com/ncws/2013/08/1 S/assumc-vourc-beinc-monitored-savs-ccnsored-

lavabit-owner-ladar-levlson-who-cani-even

http://www.theverge.eom/2013/8/l Q/4608664/lavabit-t'ounder»closed-his-secure-cmail-servicc-

to-protcct-the

htcn://www.cnn.com/2013/08/09/teclT/wcb/snowden-emai[-lavabit/index.html?irefi'ansearch

ttp://www.freereDublic.com/focus/news/3053269/posts

hHp://www.foxnew5.com/tech/2013/Q8/09/lavablt-FQunder-closes-business-and-cant-even'Sa'

why/
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EXHIBIT 25
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGFNIA

ALEXANDRIA DIVISION

IN THE MATTER OF THE
APPLICATION OF THE UNITED
STATES AUTHORIZFNG THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT

IN THE MATTEROF THE SEARCH
AND SEIZUREOF INFORMATION
ASSOCIATED WITH
ED_SNOWDEN@LAVABIT.COM
THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAV ABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO, 1:13 SW 522

NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United Slates has proposed partially unsealing records in this matter due to public

disclosures made by Ladar Levison and Lavabit. LLC and for the purpose of creating apublic

record for Mr. Lcvison's appeal. The Court has considered the original sealing orders, the

motions in support of the original sealing orders, the government's ex Eflile motion to unseal

certain documents, and the prior pleadings of Mr. Levison, and hereby fmds that;

(1) the government has acompelling interest in keeping certain information in the

documents sealed, and the government has proposed redacted versions of the documents that

minimizes the information under seal;

(2) the government's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protcct

thai interest; it is hereby

ORDERED that the redacted versions of certain records filed in the above capiioned

matter are partially unsealed. The unsealed records are attached to this Order. To the extent any

such record is covered by anon-disclosure Order issued pursuant to 18 U.S.C. §2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version ofthe document. The

Clerk of the Court may publicly release the redacted version of any of the records attached to this

Order. Any record not attached to this Order, as well as the unredacted copies of any record filed

in the above-captioned mauer, including the government's ex parte, sealed Motion to Unseal and
Siatemem of Reasons will remain sealed until further Order ofthe Court.

Alexandria, VA

The Honorable Claude M. Hilton
United States District Judge
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EXHIBIT 26
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IN THE UNITED STATES DISTRICT COURT

EASTERN DISTRICTOF VIRGINIA

ALEXANDRIA DIVISION

fN THE MATTER OF THE

APPLICATION OF THE UNITED

STATES AUTHORIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE

DEVICE ON AN ELECTRONIC MAIL

ACCOUNT

THE MATTER OF THE SEARCH

AND SEIZURE OF INFORMATION
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED

AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA

NO. 1:13 EC 297

NO. 1:13 SW 522

NO. 13-1

UNDER SEAL

PROPOSED ORDER

The United Suies has proposed partially unsealing records in this matierdue to public

disclosures made by Ladar Levison and Lavabit, LLC and for the purpose ofcreating a public

record for Mr. Levison's appeal. The Courthasconsidered the original sealingorders, the

motions insupport of the original sealing orders, the government's ex oarte motion to unseal

certain documents, and the prior pleadings of Mr. Levison, and hereby finds that:

(1) the government has a compelling interest inkeeping certain information in the

documents sealed, and the government has proposed redacicd versions of the documents that

minimizes the information under seal;

(2) the government's interest in keeping the redacted material sealed outweighs any

public interest in disclosure; and
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(3) having considered alternatives to the proposed redactions none will adequately protect

that interest; It is hereby

ORDEREDthat the redacted versions of certain records filed in the above captioncd

matter are partially unsealed. The unsealed records are attached to this Order. To the extent any

such record is covcrcd by a non-disclosure Order issued pursuant to 18 U.S.C. § 2705(b), the

non-disclosure obligation does not apply to the unsealed, redacted version of the document. The

Clerk ofthe Court may publicly release the redacted version ofany of the records attached to this

Order. Any record not attached to this Order, as well as the unredacted copies ofany record filed

in the above-captioned matter, including the government's ex pane, sealed Motion to Unseal and

Statement of Reasonswill remain sealed until furtherOrder of the Court.

Alexandria, VA

The Honorable Claude M. Hilton
United States District Judge
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