: c-00297-TCB Document 27-15 Filed 06/13/16 Page 1 of 66 PagelD# 1248

Case 1:13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 5 of 13 PagelD#
132

a. The Lavabit Order Regulates Mr. Levinson's Free Speech
The notice preclusion order at issue here limits Mr. Levinson'’s specch in
that he is not allowed to disclosc the existence of the § 2705(h) order, or the

underlying investigation to any other person including any other Lavabit

subscriber. This naked prohibiticn against disclosure can fairly be
characterized as a regulation of pure speech. Barinicli v. Vopper, 532 U.S.
514, 526 (2001). A regulation that limits the time, place, or manner of speech
is permissible if it serves a significant governmental interest and provides
ample alternative channcls for communication. See Cox v. New Hampshire,
312 U.S. 569, 578 (194 1) (explaining that requiring a permit for parades was
aimed at policing the streets rather than restraining peaceful picketing).
However, a valid tme, place, and manner restriction cannot be based on the
content or subject matter of the speech. Consol. Edison Co. of New York v. Pub.
Serv. Comm’n of New York, 447 U.S, 530, 536 (1980).

The gag order in the present casce is content-based because it precludes
speech on an entire topic, namely the search and scizure warrant and the
underlying criminal investigation. See id. at 537 (“The First Amendment's
hostility to content-based regulation extends...to prehibition of public
discussion of an entire topic”). While the nondisclosure provision may be
viewpoint neutral on its face, it nevertheless functions as a content-based
restriction because it closes off an “entire topic” rom public discourse.

e [t is true that the government has a compelling interest. in maintaining
the integrity of its criminal investipation _ However, Mr,

4
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Levinson has been unjustly restrained from contacting Lavabit subscribers who
could be subiccted to government guryeillance if Mr. Levinson were forced to
comply the Lavabit Order. Lavabit's valuc is embodied in its complex
encryption keys, which provide its subscribers with privacy and security. Mr.

_ Levinson has been unwilling to turn over these valuable keys because they
grant access to his entire network. In order Lo protect Lavabit, which caters to

thousands of international clients, Mr. Levinson needs some ability to voicc his

concerns, garner support for his cause, and take precautionary steps to ensure
that Lavabit remains a truly securc network.

b. The Lavabit Order Constitutes A Prior Restraint On Speech

Resides restricting content, the § 2705(b) non-disclosure order forces a
prior restraint on speech. It is well settled that an ordinance, which makes the
enjoyment of Constitutional guarantecs contingent upon the uncontrolled will
of an official, is a prior restraint of those freedoms. Shuttlesworth v.
Birmingham, 394 U.S. 147, 150-151 (1989); Staub v. City of Baxley, 355 U.5.
313, 322:(1958). By definition, a prior restraint is an immediate and
irreversible sanction because it “freezes” speech, Nebraska Press Ass’n v
Stuart, 427 U.S. 539, 539 (1976). In the present case, the Lavabit Order,
cnjoins Mr. Levinson from discussing these proceedings with any other person.
The effect is an immediate freeze on speech,

The Supreme Court of the United States has interpreted the First
Amendment as providing greater protection from prior restraints. Alexander v.

United States, 309 U.S. 544 (1993). Prior restraints carry a heavy burden for
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justification, with a presumption againsl constitutional validity. Capital Cities
Media, Inc. v. Toole, 463 U:S. 1303, 1305 (1983); Carroll v. Princess Anne, 393
U.S. 175, 181 (1968); Bantam Books, Inc. v. Sullivan, 372 U.S. 58, 70 (1963).
Here, the government and the Court believe that notification of the search
warrant’s existence will seriously jeopardize the investigation, by giving targets
an oppertunity to {lec or continue flight from prosecution, will destroy or
tamper with evidence, change patterns of behavior, or notify confederates. See
Lavabil Order. However, the government’s interest in the integrity of its
investigation does not automatically supersede First Amendment rights. See
Landmark Communtications, Inc. v. Virginia, 435 U.S. 829, 841 (1978) (holcing
the confidentiality of judicial review insufficient to justify encroachment on the
freedom of speech).

In the present case, the government has a legitimate interest in tracking

{he account However, if Lavabit were forced to

surrender its master encryption key, the government would have access not
only to this account, but also every Lavabit account. Without the ability to
disclose governmenl access to users’ encrypted data, public debate abput the
scope and justification for this secret investigatory tool will be stilled.
Moreover, innccent Lavabit subscribers will not know that Lavabit’s security
devices have been compromised. Therefore the § 2705(b) non-disclosure order
should be lifted to provide Mr. Levinson the ability to ensure the value and

integrity of Lavabit for his other subscribers.
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II. THE LAW SUPPORTS THE RIGHT OF PUBLIC ACCESS TO THE
SEALED DOCUMENTS

Despite any statutory authority, the Lavabit Order and all related
documents were filed under seal. The sealing of judicial records imposes &
he public’s right of access, which derives from two sources, the First

limit.on t

Amendment and the common law. Va. Dep't of State Police v. Wash. Post, 386

F.3d 567, 575 (4th Cir. 2004); See Richmond Newspapers, Inc. v, Virginid, 448
U.S. 555, 580 (press and public have a First Amendment right of attend a

criminal trial); Press-Enterprise Co. v. Superior Court, 478 U.S. 1, 2 (1980) (right

of access to preliminary hearing and transcript).

a. The Common Law Right Of Access Attaches To The Lavabit Order

For a right of access to a document 1o exist under cither the First
Amendment or the common law, the docurnent must be & “judicial record.”
Baltimore Sun Co. v. Goetz, 886 F.2d 60, 63-64 (4th Cir. 1089). Although the
Fourth Circuit Court of Appeals has never formally defincd “judicial record”, it
held that § 2703(d) orders and subsequent orders issued by the court arc
judicial records because they are judicially created. Inre U.S. for an Order
Pursuant to 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir. 2013)
(“Twitter”). The § 2705(b) order in the present case was issued pursuant to §
2703(d) and can properly be defined as a judicial record. Although the Fourth
Circuit has held there is no First Amendment right to access § 2703(d) orders,

it held that the common law presumption of access attaches to such

documents. Twitter, 707 FF.3d at 291,




s =-TCB Document 27-15 Filed 06/13/16 Page 5 of 66 PagelD# 1252

Case 1:13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 9 of 13 PagelD#
136

The underlying investigation in Twitter, involved a § 2703(d) order, which
directed Twitter to provide personal information, account information, records,
financial data, direct messages Lo and from email addresses, and Internet
Protocol addresses for eight ol its subscriberé. Inre: § 2703(c) Order, 787 F.
Supp. 2d 430, 435 (E.D. Va. 2011). Citing the importance ol investigatory

secrecy and integrity, the court in that case denied the petitioners Motion to

Unseal, finding no First Amendment or common law right to access. Id. at 443.

Unlike Twitter, whose users publish comments on a public forum,
subscribers use Lavabit for its encrypted features, which ensure security and
privacy. In Twitter there was no tireat that any user would be subject to
surveillance other than the cight users of interest to the government. However,
a primary concern in this case is that the Lavabit Order provides the
government with access Lo every Lavabit account.

Although the secrecy of SCA investigations is a compelling government
interest, the hundreds of thousands of Lavabit subscribers that would be
compromised by the Lavabit Order arc not the subjects of any justified
government investigation. Therefore access to these private accounts should
not be treated as a simple corollary to an order requesting information on onc
criminal subject. The public should have access to these orders because their
effect constitutes a seriously concerning expansion of grand jury subpoena
power.

To overcome the common law presumption of access, a court must find

that there is a “significant countervailing interest” in support of sealing that
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outweighs the public's interest in openncss. Twitter, 707 F.3d at 293. Under
ihe common law, the decision to seal or grant access to warrant papers is
within the discretion of the judicial officer who issued the warrant. Media
General Operations, Inc. v. Buchanan, 417 F.3d 424, 429 (4th Cir. 2008). i a
judicial officer determines that full public access is not appropriate, she must
consider alternatives to sealing, which may include granting some public
access or releasing a redacted version of the documents. Id.

In Twitter the court explained that because the magistrate judge
individually considered the documents, and redacted and unsealed certain
documents, he satisfied the procedural requirernents for sealing. Twitter, 707
F.3d at 294, However, in the present Case, there is no evidence that
alternatives were considered, that documents werc redacted, or that any
documents were unsealed. Once the presumption or access attaches, a court
cannot seal documents or records indefinitely unless the government
demonstrates that some significant interest heavily outweighs the public
intercst in openness. Wash. Post, 386 F.3d at 575. Despite the government’s
concerns, there arc reasonable alternatives to an absolute seal that must be
explored in order to ensure the integrity of this investigation.

b. There Is No Statutory Authority To Seal The § 2705(d)
Documents

There are no provisions in the SCA that mention the sealing of orders or
other documents. In contrast, the Pen/Trap Statute suthorizes electronic

surveillance and directs that pen/trap orders be sealed “until othenwvisc
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ordered by the court”. 18 U.5.C. 8§ 3121-27. Similarly, the Wirctap Act,

- another surveillance statute, expressly directs that epplications and orders
granted under its provisions be sealed. 18 U.S.C. § 2518(8)(b). The SCA’s
failure to provide for sealing is not a congressional oversight. Rather, Congress
has specifically provided for scaling provisions when it desired. Where
Congress includes particular language in onc section of a statute but omits it
in another, it is generally assumed that Congress acts intentionally. Keene
Corp. v. United States, 508 U.S. 200, 208 (1993). Therelore, there is no
statutory basis for sealing an application or order under the SCA that would

overcome the common law right to access.

¢. Privacy Concerns Demand A Common Law Public Right Of Access
To The Sealed Documents

The leaking of classified government practices by Edward Snowden and

the ensuing mass surveillance scandal have sparked an intense national and

international debate about government surveillance, privacy rights and other
iraditional freedoms. It is concerning that suppressing Mr. Levinson’s speech
and pushing its subpocna power to the limits, the government’s actions may be
viewed as accomplishing another unfounded secret infringement on personal
privacy. A major concerr is that this could causc people worldwide to abandon
American service providers in favor of foreign businesscs because the United
States cannot be trusted to regard privacy.! Itis in the best interests of the

Movant’s and the government that the documents in this matter not be

I See Dun Roberts, NSA Snooping: Obama Under Fressure as Senator Denounces ‘Act of
Treason’, The Guardion, June 10, 2013, h{tp:/jww\.v.gum‘dian.co‘ulc{\-mr}d{QDl?.-/jun
/lO{obamn-p:'cssuruci-m:p}ain-nsu—su rveillance.

10




—————— Case 1:13-ec-00297-TCB Document 27-15 Filed 06/13/16 Page 8 of 66 PagelD# 1255

Case 1:13-ec-00297-TCB *SEALED* Document 11-16 Filed 09/20/13 Page 12 of 13 PagelD#
139

shrouded in secrecy and used to further unjustified surveillance activities and
to suppress public debate.
CONCLUSION
For the foregoing reasons, Lavabit respectfully moves this Court to
unseal the court records concerning the United States government’s attempt to

obtain certain encryption keys and lift the non-disclosure order issued on Mr.

. Levinson. Alternatively, Lavabit requests that all of the sealed documents be
redacted to secure only the information that the Court decms, after review, to

be properly withheld.

LAVABIT LLC
By Counsel

Jeadd/R. Binn&igﬁé# 79292

Brdriey & Binnaill/PLLC

R7 Main Strect, Suite 201
rfax, Virginia 22030

(703) 229-03335 Telephone
(703) 537-0780- Facsimile
jbinnall@bblawonline.com
Counsel! for Lavabit LLC
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EXHIBIT 17
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IN THE UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF VIRGINIA .. .- - .

ALEXANDRIA DIVISION

IN THIEE MATTER OF THE NO..1:13 EC 297
APPLICATION OF THE UNITED

STATES AUTHQRIZING THE USE OF
A PEN REGISTER/TRAP AND TRACE
DEVICE ON AN ELECTRONIC MAIL
ACCOUNT "

IN THE MATTER OF THE SEARCH NO. [:13 SW 522
AND SEIZURE OF INFORMATION ‘I
ASSOCIATED WITH

THAT IS STORED AND CONTROLLED
AT PREMISES CONTROLLED BY
LAVABIT LLC

IN RE GRAND JURY SUBPOENA NO. 13-1

UNDER SEAL

RESPONSE OF THE UNITED STATES IN OPPOSITION
TO LAYABIT'S MOTION TO QUASH SUBPOENA AND
MOTION TO FOR UNSEALING OF SEALED COURT RECORDS

INTRODUCTION
This Court has ordered Lavabit, LLC to provide the government with the
technical assistunee neeessary 1o implement and use a pen register and trap and trace
device (“pen-trap device™). A full month after that order, and after an order to compel
compliance, a grand jury subpoeny, and a search warrant for that technical assistance,
Lavabit has still not complied. Repeated efforts to seck that technical assistance from
Lavabit's owner have failed. While the government continues Lo work toward a munally

acceplable solution, at present \here does not appear 10 be a way to implement this
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Court's order, as well as to comply with the subpoena and scarch warrant, without
requiring Lavabit to disclose an encryption key 1o the government. This Court’s orders,
search warrant, and the grand jury subpoena all compel that result, and they are all
lawful. Accordingly, Lavabit’s motion to quash the search warrant and subpoena should
be denied.

Lavabit and its owner have also moved 1o unseal all records in this matter and lift
the order issued by the Court preventing them {rom disclosing a search warrant issucd in
this case. Because public discussion of these records would alert the target and
jeopardize an active criminal investigation, the government’s compelling interest in
maintaining the secrecy and integrity of that investigation outweighs any public right of
aceess 10, or interest in publicly discussing, those records, and this motion should also be
denied.

TECHNICAL BACKGROUND
Pen registers and (rap and trace devices

To investigate Internet communications, Congress has permitted law enforcement
to employ twe surveillance techniques—the pen register and the trap and trace device—
that permit law enforcement 1o learn information about an individual's communications.
See 18 U.S.C. §§ 3121-27 ( “Pen-Trap Act”). These techniques, collectively known as a
“pen-trap,” permit law cnforcement 1o learn facts about e-mails and other
communications as they are sent—but not 10 obtain their content. See, e.g., United States

v Forrester. 512 1.3d 500, 509-13 (9th Cir. 2008) (upholding government's use of a pen-

trap that “enabled the govemment 10 learn the to/from addresses of Alba's e-mail

1J
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messages, the IP addresses of the websites that Alba visited and the total volume of
information sent to or from his account™),

The Pen-Trap Act "unambiguously authorize[s] the use of pen registers and trap
and trace devices on e-mail accounts.” /n Matter of Application of U.S. For an Order
Awtharizing the Installation & Use of a Pen Register & a Trap & Trace Device on E-Muil
Aceount, 416 F. Supp. 2d 13, 14 (D.D.C. 2006) (Hogan, J.) (“Hogan Order™). 1t
authorizes both the installation of a “device,” meaning, a separate computer altached to
the provider’s network, and also a “process,” meaning, a software program run on the
provider. /d. at 16; 18 U.S.C. § 3127.

Secure Socket Layer (SSL) or Transport Layer Securiry (TLS) Encryprion

Encrypting communications sent across the Interuet is a way to ensure that only
the sender and receiver of a communication can read it. Among the most common
methods of encrypting Web and e-mail traffic is Secure Socket Layer (SSL), which is
also called Transport Layer Security (TLS) encryption. “The Secure Socket Layer
(*SSL") is one method for providing some security for Internet communications, SSL
provides security by establishing a sccure channel for communications between 2 web
browser and the web server; that is, SSL ensures that the messages passed between the
client web browser and the web server are encrypted.” Disney Enterprises, Inc. v. Rea,
No. 1:12-CV-687, 2013 WL 1619686 *9 (E.D. Va. Apr. 11, 2013); see also Stambler v
RSA Sec., Inc., 2003 WL 22749855 #2-3 (D. Del. 2003) (describing SSL’s technical
operalion).

As with most forms of encryption, SSL relies on the use of large numbers known

a5y

as “kevs.” Keys are parameters used to encrypt or decrypt data. Specifically, SSL
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encryption employs public-key cryptography, in which both the sender and receiver cach
have two mathematically linked keys: a “'public” key and a “private” key. “Public” keys
are published, but “private™ keys are not. Sending an encrypted message 1o someone
requires knowing his or her public key; decrypting that message requires knowing his or
her private key.

When Internet tratfic is encrypted with SSL, capturing non-content information
on e-mail communication from a pen-trap device is possible only after the trafTic is
decryptled. Because Internet communications closely intermingle content with non-
content, pen-trap devices by necessity scan network traffic but exclude from any report to
law enforcement officers all information relating to the subject line and body of the
communication. See 18 U.S.C. § 3127; Hogan Order, 416 F. Supp. 2d at 17-18. A pen-
trap device, by definition, cannol expose {o law enforcement officers the content of any
communication. See id.

FACTS
The information at issuc before the court is relevant 1o an ongoing criminal

investigation o For violations of numerous federal stalutes-

A
4%
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A. Section 2703(d) Order

The criminal investigation has revealed Ihat-has utilized and continues

to utilize an e-mail accounl,—obmincd through Lavabit, an

electronic communications service provider.

On June 10, 2013, the
United States obtained an order pﬁrsuant 10 18 U.S.C. § 2703(d) dirccting Lavabit to
provide, within ten days, additional records and information about-c-mail
account. Lavabit’s owner and operator, Mr. Ladar Levison, pravided very little of the
information sought by the June 10, 2013 order.

B. Pen-Trap Order

On June 28, 2013, the Honorable Theresa C. Buchanan entered an Order pursuant
t0 18 U.S.C. § 3123 authorizing the installation and use of pen-trap device on eil
electronic communications being sent from or sent to the electronic mail account

_(“Pcn-'[‘rap Order”). The Pen-Trap Order authorized the

government to capture all (i) “non-content” dialing, routing, addressing, and signaling

information sent (0 or from_and (ii) to record the daie and

time of the initiation and receipt of such transmissions, to record the duration of the
wransmissions, and to record user log-in data on 111(:-3]] for a
period of sixty days. Judge Buchanan further ordered Lavabit to furnish agents of the
Federal Bureau of Investigation ("FBI™), “forthwith, all information, {acilities, and

technical assistance necessary to accomplish.the installation and use of the pen-trap

wh
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device.” Pen-Trap Order at 2. The government was also ordered to “take reasonable
steps to ensure that the monitoring equipment is not used Lo capture any” content-related

information. /¢, Pursuant to 18 U.S.C. § 3123(d), Judge Buchanan ordered that the Pen-

Trap Order and accompanying application be sealed. /d

Later on June 28, 2013, two FBI Special Agents served a copy of the Pen-Trap
Order on Mr. Levison. Mr, Levison informed the FBI Special Agents that emails were
encrypted as they were transmitted to and from the Lavabit server as well as when they
were stored on the Lavabit server, In addition, decryption keys would be necessary 1o
access any e-mails. Mr. Levison did not provide the keys to the Agents in that meeling.
In an email to Mr. Levison on July 6,2013, a FBI Special Agent re-affirmed the nature of
the information requested in the pen-trap order. In a response on the same day, Levison
claimed “we don't record this data™.

C. Compliance Order

Mr. Levison did not comply with the Pen-Trap Order. Accordingly, in the
evening of June 28, 2013, the government obtained an Order Compelling Compliance
Forthwith from U.S. Magistrate Judge Theresa C. Buchanan (“Compliance Order”) The
Compliance Order directed Lavabit to comply with the Pen-Trap Order and to “provide
the Federal Bureau of Investigation with unencrypted data pursuant to the Order.”
Lavabit was further ordered to provide “any information, facilities, or technical assistance
arc under the control of Lavabit [that] are needed to provide the FBI with 1]1:3 unencrypted
data.” Compliance Order at 2. The Compliance Order indicated that failing to comply
would subject Lavabit 1o any penally in the power of the court, "including the possibility

of eriminal comempt of Court.”™  Id

6
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D. Order to Show Cause

Mr. Levison did not comply with the Compliance Order.  On July 9, 2013, this
Court ordered Mr. Levison to appear on July 16, 2013, 1o show cause why Lavabit has
failed to comply with the Pen-Trap Order and Compliance Order.

The following day, on July 10,2013, the United States Attorney's Office arranged
a conference call involving the United States Attorney's Office, the FBI, Mr. Levison and
Mr. Levison's attorney at the time, Marcia Hofmann. During this call, the parties
discussed implementing the pen-trap device in light of the encryption in place on the
target c-mail account. The FBI explained, and Mr. Levison appeared to agree, that to
install the pen-trap device and 10 obtain the unencrypted data stream necessary for the
device's operation the FBI would require (i) access 10 Lavabit’s server and (ii) encryption
keys.

E. Grund Jury Subpoena

On July 11, 2013, the United States Attorney's Office issued & grand jury
subpoena for Mr. Levison to testify in front of the grand jury on July 16,2013, The
subpoeny instructed Mr. Levison to bring to the grand jury his encryption keys and any
other information necessary to accomplish the installation and use of the pen-trap device
pursuant to the Pen-Trap Order.! The FBI attempted to serve the subpoena on Mr.
Levison at his residence. After knocking on his door, the FBI Special Agents witmessed
Mr. Levison exit his apartment [rom & back doar, get in his cer, and drive away, l.aterin

the evening, the FBI successfully served Mr. Levison with the subpoena.

""The grand jury subpoena was subsequently sealed on July 16, 2013.
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On July 13, 2013, Mr, Levison sent an e-mail to Assistant United States Attomey

In light of the conference call on July 10th and afler subsequently reviewing the
requirements of the June 28th order | now believe it would be possible to capture
the required data ourselves and provide it to the FBL Specifically the information
we'd collect is the login end subsequent logout date and time, the [P address used
to connect to the subject email account and the following non-content headers (it
present) from any future emails sent or received using the subject account. The
headers | currently plan to collect are: To, Ce, From, Date, Reply-To, Sender,
Received. Return-Path, Apparently-To and Alternate-Recipient. Note that
additional header fields could be captured if provided in advance of my
implementation effort.

$2,000 in compensation would be required to cover the cost of the development
time and equipmenl necessary to implement my solution. The data would then be
collected manually and provided at the conclusion of the 60 day period required
by the Order, | may be able to provide the collected data intermittently during the
collection period but only as my schedule allows. If the FBI would like 10 receive
the collected information more frequently I would require an additional $1,500 in
compensation. The additional money would be needed 1o cover the costs
associated with automating the log collection from different servers and uploading
it 1o an an FBI server via "scp” on a daily basis. The mency would &lso cover the
cost of adding the process o our qutomated monitoring system so that | would
notified awtomatically il any problems appeared.

The ¢-mail again confirmed that Lavabit is capable of providing the means for the FBI to
install the pen-trap device and obtain the requested information in an unencrypted form.
.:\USA-repiicd {0 Mr. Levison's e-mail that same day, explaining that the
proposal was inadequate because, among other things, it did not provide for real-time
transmission of results, and it was not clear that Mr, Levison’s request for money
constituted the “reasonable expenses” authorized by the statute.

F. Search Warrunt & 2705(b) Non-Disclosure Order

On July 16,2013, this Court issued a search warrant to Lavabit for (i) “[a]ll

information necessary to decrypl communications sent 1o or from the Lavabit c-mail

accounl_ including encryption keys and SSL keys” and (i1)
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“[a]ll information nccessary 1o decrypt data stored in or otherwise associated with the
Lavabit accounl—“ Pursuant to 18 U.S.C. § 2705(b), the Court
ardered Lavabit 1o not disclose the existence of the search warrant upon determining that
“there is reason 1o believe that notification of the existence of the . . . warrant will
seriously jeopardize the investigation, including by giving target an opportunity to fiec or
continue flight from prosecution, destroy or tamper with evidence, change patterns of
behavior, or notify confederates.” July 16,2013 Order (“Non-Disclosure Order”) at 1.

G. Rule 49 Sealing Order

The scarch warrant and accompanying materials were further scaled by the Court
on July 16,2013, pursuant o a Local Rule 49(B) (“Rule 49 Ordex™). In the Rule 49
Order, the Court found that “revealing the material sought to be scaled would jeopardize
an ongoing criminal investigation.” The sealing order was further justificd by the Court's
consideration of “available alternatives that are less drustic than sealing, and finding none
would suffice to protect the government's legitimate interest in concluding the
investigation; and having found that this legitimate government interest ourweighs at this
time any interest in the disclosure of the material.” Rule 49 Order at 1.

H. Show Cause Hearing

At the Show Cause Hearing on July 16, 2013, Mr. Levison made an oral motion
to unscal the proceedings and related filings. The government objected since unsealing
the proceedings would jeopardize the ongoing criminal investigation ol- The
Court denied Mr. Levison's motion. Mr. Levison subsequently indicated 10 the Count
that he would permit the FBI to place a pen-trap device on his server. The government

requested that the Court further order Mr. Levison to provide his SSL keys since placing
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a pen-trap device on Lavabit’s server would only provide encrypted infermation that
would not vield the information required under the Pen-Trap Order. The government
noted that Lavabit was also required to provide the SSL keys pursuant 1o the search
warrant and grand jury subpoena. The Court determined that the guvemménl‘s request
for the SSL keys was premature given that Mr, Levison had offered to place the pen-trap
device on his server and the Court’s order for a show cause hearing was only based on
the failure to comply with the Pen-Trap Order. Accordingly, the Count scheduied a
heering for July 26,2013, to determine whether Lavabit was in compliance with the Pen-
Trap Order after a pen-trap device was installed.

I, Motion to Unseal and Lift Non-Disclosure Order

On July 25, 2013, Mr. Levison filed two motions—a Motion for Unsealing of
Sealed Court Records (*“Motion to Unseal”) and a Motion to Quash Subpoena and Search
Warrant (“Motion to Quash™). In the motions, Mr. Levison confirms that providing the
SSL. keys lo the government would provide the data required under the Pen-Trap Order in
an unencrypted form. Nevertheless, he refuses o provide the SSL keys. In order to
provide the government with sufficient time to respond, the hearing was rescheduled for
August 1, 2013,

On a later date, and after discussions with Mr. Levison, the FBI installed & pen-
trap device on Lavabit's Internet service provider, which would capture the same
information as if a pen-trap device was installed on Lavabit's server, Based on the
government’s ongoing investigation, it is clear that due 1o Lavabit’s encryption services
the pen-trap device is failing to capture data related 10 all of the e-mails sent to and from

the secount as well as other information required under the Pen-Trap Order. During
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Lavebit's over one month of noncompliance with this Court’s Pen-Trap Order,-

ARGUMENT

I, THE SEARCH WARRANT AND THE GRAND JURY SUBPOENA ARE
LAWUL AND REQUIRE LAVABIT TO PRODUCE THE SSL KEYS

A The search warrant and grand jury subpoena are valid because they
merely re-state Lavabit's pre-existing legal duty, imposed by the Pen-Trap
Order, 1o produce information necessary 1o accomplish installation of the
pen-trap device.
‘I'he motion of Lavabit and Mr. Levison (collectively “Lavabit”) 10 quash both the
grand jury subpoena and the search warrant should be denied because the subpoena and

warrant merely re-state and clarity Lavabit's obligation under the Pen-Trap Actto

provide that same information. In total, four separat¢ legal obligations currently compel

Lavabit to produce the SSL keys:
I. The Pen-Trap Order pursuant to the Pen Register and Trap and Trace
Device Act (18 U.S.C. §§ 3121-27)
2. The Compliance Order compelling compliance forthwith with the Pen-
Trap Order;
3. The July 16,2013, grand jury subpoend; and
4. The July 16, 2013, search warrant, issued by this Court under the
Electronic Communications Privacy Act ("ECPA™).
The Pen-Trap Act 2uthorizes courts (o order providers such as Lavabit to disclose
“information” that is "necessary” to accomplish the implementation or use of a pen-trap.
See 18 U.S.C. §§ 3123(b)(2); 3124(a); 3124(b). Judge Buchanan, acting under that

authority, specifically required in the Pen-Trap Order that: “IT IS FURTHER




Case 1:13-ec-00297-TCB Document 27-15 Filed 06/13/16 Page 22 of 66 PagelD# 1269

Case 1:13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 13 of 28 PagelD#
153

ORDERED, pursuant to 18 U.S.C. § 3123(b)(2), that Lavabit shall furnish agents from
the Federal Bureau of Investigation, forthwith, all information, facilities, and technical
assistance necessary to accomplish the installation and use of the pen/trap device
unobtrusively and with minimum interference.” Pen-Trap Order at 2.

In this case, the SSL keys are “information... necessary to accomplish the
instaliation and use of the [pen-trap]” because all other options for installing the pen-trap
have failed. In a typical case, a provider is capeble of implemnenting a pen-trap by using
its own software or device, or by using a technical solution provided by the investigating
agency; when such a solution is possible, a provider need not disclose its key. E.g. Inre
Application of the U.S. for an Order Authorizing the Use of a Pen Register and Trap On
[XXX] Internet Serv. Accownt/User Name [xxxxxxxx@xxx.com], 396 F. Supp. 2d 45, 49
(D. Mass. 2005) (suggesting language in a pen-trap order *“to impose upon the internet
service providers the necessity of making sure that they configure their software in such &
manner as to disclose only that which has been authorized™). In this case, given
Lavabit's use of SSL encryption and Lavabit's lack of a software solution to implement
the pen-trap on behalf the government, neither the government nor Mr. Levison have
been able to identify such a solution.

Because the search warrant and grand jury subpoena require nothing that the Pen-
Trap Act docs not already require, they are not unreasonably burdensome. Morcover, a
court's constitutional authority (o require a telecommunications provider to assist the
government in implementing a pen-trap device is well-cstablished. See Unifed Stares v.
New York Tel. Ce., 434 U.S. 159, 168-69 (1977) (ina pre-Pen-Trap Act case, holding that

district court had the authority to order a phone compuny 10 assist in the installation of @
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nen-trap, and "no claim is made that it was in any way inconsistent with the Fourth

Amendment.”).

B Lavabit's motion (o quash the search warrant must be denied because

there is no statutory authority for such motions, und the search warrani Is
lenwofud in any event.

1. Lavabit lacks authority to move to suppress a search
warrant.

Lavabit lacks authority to ask this Court to “quash” a search warrant before it is
executed. The search warrant was issued under Title [ of ECPA, 18 U.S.C. §§ 2701-
2712. ECPA allows providers such as Lavabit to move to quash court orders, but does
not create an equivalent procedure to move to quash search warrants, 18 U.S.C.

§ 2703(d). The lack of 2 corresponding motion to quash or modify a search warrant
means that there is no statutory authority for such motions. See 18 U.S.C. § 2708 (*[t]he
remedies and sanctions described in this chapter are the only judicial remedies and
sanctions for nonconstitutional violations of this chapter.”™); ¢f. In re Application of the
U.S. for an Order Pursuant to 18 U.S.C. §2703(d), 830 F. Supp. 2d 114, 128-29 (E.D.
va. 2011) (holding that the lack of a specific provision in ECPA permitting users to move
10 quash court orders requires “the Count [10] infer that Congress deliberately declined 10
permit [such| challenges.™).

2. The search warrant complies with the Fourth Amendment

and is not general.

The Fourth Amendment requires that a search warrant “particularly describe[e]
the place to be searched, and the persons or things to be seized.” U.S. Const. Am. [V.
This “particularity requirement is fulfilled when the warrant identifies the items 1o be

seized by their relation to designated crimes and when the description of the items leaves

Ll
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rothing to the discretion of the officer executing the warrant.” United States v. Williams,
592 F.3d 311, 519 (4th Cir. 2010).

The July 16, 2013, search warrant’s specilication ¢asily meets this standard, and

therefore is not impermissibly general. It calls for only:

a. All information necessary to decrypt communications

sent to or from the Lavabit e-mail account

including encryption keys and

SSL keys;

b. A}l information necessary to decrypt data stored in or

otherwise associated with the Lavabit account
That specification leaves nothing to discretion; it calls for eneryption and SSL keys and
nothing cise.

Acknowledging this specificity, Lavebit nonetheless argues that the warrant
~operates as a general warrant by giving the Government access 10 every Lavabit user’s
communications and data.” Mot. to Quash at 3. To the contrary, the warrant does not
grant the government the legal authority to access any Lavabit user's communications or
data. Afier Lavabit produces its keys to the government, Federal statutes, such as the
Wiretap Act and the Pen-Trap Act, will continue to limit sharply the government’s
authority (o collect any data on any Lavabit user—except for the one Lavabit user whose
account is currently the subject of the Pen-Trap Order. See 18 U.S.C. § 2511(1)
(punishing as a felony the unauthorized interception of communications); § 3121
(criminelizing the use of pen-trap devices without a court order). It cannot be that a
search warrant is “gencral™ merely because it gives the government « tool that, if abused
contrary 1o law, could constitute a generul search. Compelling the owner of an apariment

building to unlock the building’s front door so that agents can search one apariment is not
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a “general scarch” ol the entire apartment building—even if the building owner imagines

that undisciplined agents will illegally kick down the doors to apartments not described in

the warrant,

e Lavabit's motion to guash the subpoena musi be denied because

compliance would not be unreasonable or oppressive

A grand jury subpoena “may order the witness to produce any books, papers,
documents, data, or other objects the subpoena designates,” but the court “may quash or
modily the subpoena if compliance would be unreasonable or oppressive.” Fed. R. Crim,
P. 17(c)(}) & (2): see In re Grand Jury, John Doe No. G.J.2005-2, 478 F.3d 581, 385
(4th Cir. 2007) (recognizing courts may quash subpoenas that are “abusive or
haur:au;sing“],2

Lavabit argues the subpoena should be quashed because it “grant(s] the
Government unlimited access to every one of it user's accounts.” Mot. to Quash at 7.
As explained above, the subpoena does no such thing: It merely reaffirms Lavabit's
existing obligation to provide information necessary to implement this Court's Pen-Trap
Order on a single Lavabit customer’s ¢-mail nccount. The Pen-Trap Order further
restricts the government’s access by preventing the government from collecting the
content of that Lavabit customer’s ¢-muil communications.

Lavabit also argues that it will lose customers’ trust and business if it they leam
that Lavabit provided the SSL keys to the government. But Lavabit finds itself in the
nosition of having 10 produce thosc keys onlv because, more than a month after the Pen-

‘I'rap Order, Lavabit has failed to assist the government to implement the pen-trap device.

) | avabit cites 18 U.S.C. § 2703(d) us #uthority for its motion 1o quash. but that section by its terms only
permits motions to quash court orders issued under that same section,
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Any resulting loss of customer “trust™ is not an “unreasonable™ burden if Lavabit's
customers trusted that Lavabit would refuse to comply with lawful court orders. All
providers are statutorily required to assist the government in the implementation of pen-

waps, see 18 U.S.C. § 3124(u), (b), and requiring providers to comply with that statute is

neither “unreasonable” nor “oppressive.” In any event, Lavabit's privacy policy tells its
custorners that “*Lavabit will not release any information related 1o an individual user

unless legally compelled (0 do s0." See hup//lavabit.com/privacy policv.htm! (¢cmphasis

added).
Finally, once court-ordered surveillance is complete, Lavabit will be free 1o
change its SSL keys. Vendors sell new SSL certificates for approximately $100. See,

e.g., GoDaddy LLC, SSL Cenificates, nttns://www.godaddy.com/ssl/ssl-certificates.aspx.

Moreover, Lavabit is entitled to compensation “for such reasonable cxpenses incurred in

providing” assistance in implementing a pen-trap device. 18 U.S.C. § 3124(c).

I THE NON-DISCLOSURE ORDER IS CONSISTENT WITH THE FIRST
AMENDMENT BECAUSEIT IS NARROWLY TAILORED TO SERVE
WHAT ALL PARTIES AGREE 1S A COMPELLING GOVERNMENT
INTEREST
Lavabit has asked the Court to unseal all of the records sealed by this Court's

Order to Seal, and 1;;1 lift the Court’s Order dated July 16, 2013, directing Lavabit not to

disclose the existence of the search warrant the Court signed that day (“Non-Disclosure

Order”). Motion for Unsealing of Sealed Court Records and Removal of Non-

Disclosure Qrder (“Mot. 10 Unseal™) at 1-2. Lavabit, however, has not identified (and

cannot) any compelling reason sufficient 1o overcome what even Lavabit concedes is the

government's compelling interest in maintaining the secrecy and integrity of its active

invesligmion_ Moreover, the restrictions are narrowly tailored to restrict

16
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Lavabit from discussing only 2 limited set of information disclosed to them as part of this
investigation. Because there is no reason 1o jeopardize the criminal investigation, this

maetion must be denied.

A The Non-Disclosure Order survives even sirict scrutiny review by
imposing recessary but limited secrecy obligations on Lavabit

The United States does not concede that strict serutiny must be applied in
reviewing the Non-Disclosure Order. There is no need to decide this issue, however,
because the Non-Disclosure Order is narrowly tailored to advance 2 compelling
vovernment interest, and therefore easily satisfies strict scrutiny.

The Government has a compelling interest in protecting the integrity of on-going
criminal investigations. Virginia Dep' of Stare Police v. Wash. Post, 386 F.3d 567, 579
(4th Cir, 2004) (*We note initially our complete agreement with the general principle that
a compelling governmental interest exists in protecting the integrity of an ongoing law
enforcement investigation™); Branzburg v. Hayes, 408 U.S. 665, 700 (1972)
(“requirements ... that a State’s interest must be ‘compelling’ ...are also met here. As we
have indicated, the investigation of crime by the grand jury implements a fundamental
povernmental role of securing the safety of the person and property of the citizen .
Indeed, it is “obvious and unarguable that no government interest is more compelling
than the security of the Nation.” Haig v. Agee, 453 U.S. 280, 307 (1981) (internal
quotation marks omitied); see also Dep't of the Navy v. Egan, 484 U.S. 518, 527 (1988)
(*This Court has recognized the Government's “compelling interest” in withholding
national security information from unauthorized persons in the course of executive
business™). Likewise, here, the United States clearly has a compelling interest in

ensuring that the 1arget of lawful surveillance is not aware that he is being monitored.

17
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United States v. Aguilar, 515 U.S. 393, 606 (1995) (holding that a statute prohibiting
disclosure of a wiretap was permissible under the First Amendment, in part because
“{w]e think the Government's interest is quite sufficient to justify the construction of the
statute as written, without any artificial narrowing because of First Amendment
concerns”). As the Non-Disclosure Order mekes clear, publicizing “the exisience of the
[search] warrant will seriously jeopardize the investigation, including by giving targets an
opportunity to flee or continue flight from prosecution, destroy or tamper with evidence,
change patterns of behavior, or notify confederates.”

Lavabit acknowledges that “the government has a compelling interest in

maintaining the integrity of its criminal investigation of-‘. Mot. to Unseal

at 4+ id. at 6 (“the government has a legitimate interest in tracking” _
account); id. at 8 (“the secrecy of [Stored Communications Act] investigations is a
compelling government interest™). In spite of this recognition, Lavabit states it intends to
disclose the search warrant and order should the Court grant the Motion to Unseal. /d. at
5 (“Mr. Levinson needs some ability to voice his concerns [and] garner support for his
cause™); id. at 6. Disclosure of electronic surveillance process before the electronic
surveillance has finished, would be unprecedented and defeat the very purpose of the
surveillance. Such disclosure would ensure thal- along with the public,
would leam of the moniloring of-c-mnil account and Luke action to frustrate the
legitimate monitoring of that account.

The Non-Disclosure Order is narrowly tailored to serve the government’s
compelling interest of protecting the integrity of its investigation. The scope of

information that Lavabit may not disclose could hardly be more narrowly drawn: “the
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existence of the attached scarch warrant” and the Non-Disclosure Order itself.
Restrictions on a party's disclosure of information obtained through participation in
confidential proccedings stand on a different and firmer constitutional footing from
restrictions on the disclosure of information obained by independent means, Seaiile
Times Co. v. Rhinehart, 467 U.S. 20, 33 (1984) (order prohibiting disclosure of
information learned through judicial proceeding “is not the kind of classic prior restraint
that requires exacting First Amendment scrutiny™); Butterworth v. Smith, 494 U.S. 624,
632 (1990) (distinguishing between a witness’ “right to divulge information of which he
was in possession before he restified before the grand jury™ with “information which he
may have obtained as a result of his participation in the proceedings of the grand jury”™);
see also Hoffman-Pugh v. Keenan, 338 F.3d 1136, 1140 (10th Cir. 2003) (finding
prohibition on disclosing information learned through grand jury process, 4s opposed 10
information person already knew, does not violate First Amendment). In Rhinehart, the
Court found that “control over [disclosure of} the discovered information does not raise
the same specter of government censorship that such control might suggest in other
situations.” 467 U.S. at 32.

Further, the Non-Disclosure Order is temporary. The noundisclosure obligation
will last only so long #s necessary 1o protect the government’s ongoing investigation.

B. The Order neither jorecloses discussion of an "entire fopic " nor

consritutes an unconstitutional prior restraint on speech

The limitation imposed here does not close off from discussion an “entire topic,”
as anticulated in Consolidared Edison. Mot. 1o Unseal at 4. At issue in that case was the
constitutionality ol a state commissin;n's order prohibiting a regulated utility from

including inserts in monthly bills that discussed any controversial issue of public pelicy,

19
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such as nuclear power. Consolidated Edison Co. of New York v. Pub. Serv. Comm'n of
New York, 447 U1.S. 530, 532 (1980). The Non-Disclosure Order, by contrast, precludes
a single individual, Mr. Levison, from discussing a narrow set of information he did not

know before this proceeding commenced, in order to protect the integrity of an ongoing

criminal investigation. Cf. Doe v. Mukasey, 549 F.3d 861, 876 (2d Cir. 2009) (“although
the nondisclosure requirement is triggered by the content of a category of information,
that category, consisting of the fact of receipt of [a National Security Letter] and some
related details, is far more limited than the broad categories of information that have been
at issue with respect to typical content-based restrictions.”). Mr. Levison may still
discuss everything he could discuss before the Non-Disclosure Order was issued.
Lavabit's argument that the Non-Disclosure Order, and by extension all § 2705(b)
orders, are unconstitutional prior restraints is likewise unavailing. Mot, To Unseal at 5-6.
As argued above, the Non-Disclosure Order is narrowly tailored to serve compelling
government interests, and satisfies strict scrutiny. See supra, Part ILA. Regardless, the
Non-Disclosure Order does not fit within the two general categories of prior restraint that
can run afoul of the First Amendment: licensing regimes in which an individual’s right (o
speak is conditioned upon prior approval from the government, see City of Lakewood v.
Plain Dealer Publishing Co., 486 U.S. 750, 757 (1988), and injunctions restraining
certuin speech und related activities, such as publishing defamatory or scandalous
articles. showing obscene movies, and distributing leaflets, see 4 lexander v. United
Srares, 509 U.S. 344, 550 {1993). A prior restraint denies a person the ability to express
viewpoints or ideas they could have possessed without any government involvemnent.

Section 2705¢(b) orders, by contrast, restrict a recipient’s ability to disclose limited
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information that the recipient only leamed from the govemment's need to effectuate a
legitimale, judicially sanctioned form of monitoring. Such & narrow limitation on

information acquired only by virtue of an official investigation does not raise the same

concerns as other injunctions on speech. Cf. Rhinehart, 467 U.S. at 32, Doe v. Mukasey,

349 F.3d at 877 ( *[t]he non-disclosure requirement” imposed by the national security

letter statute “is not a typical prior restraint or a typical content-based restriction

warranting the most rigorous First Amendment scrutiny”).

III.  NO VALID BASIS EXISTS TO UNSEAL DOCUMENTS THAT, IF MADE
PUBLIC PRE-MATURELY, WOULD JEOPARDIZE AN ON-GOING
CRIMINAL INVESTIGATION

A Any common law right of access is ounveighed by the need 1o proteci the
integrity of the investigation.

Lavabit asserts that the common law right of access necessitates reversing this
Court's decision to seal the search warrant and supporting documents. Mot to Unseal at
7-10. The presumption of public access 10 judicial records, however, is “qugliﬁed," Balt.
Sun Co. v. Goetz, 886 F.2d 60, 65 (4th Cir. 1989), and rebuttable upon a showing that the
“public’s right of access is outweighed by competing interests,” /n re Application of the
U.S. for an Ordler Pursuant {0 18 U.S.C. Section 2703(d), 707 F.3d 283, 290 (4th Cir.
2013) (*Twirter™). In addition 10 considering substantive interests, a judge must also
consider procedural alternatives 1o sealing judicial records. Twitrer, 707 IF.3d at 294,
~ Adherence 10 this procedure serves to ensure that the decision 1o seal materials will not
be made lightly and that it will be subject (o meaningful appellate review." Va. Dep't of

Stare Police v. Wash, Posi, 386 F.3d 567, 576 (4th Cir. 2004). This standard is met easily

here,
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*[T]he common law does not afford as much substantive protection to the
interests of the press and the public as does the First Amendment.” Twirrer, 707 F.3d at
290 (internal quotation marks omitted). With respect to the substantive equities at stake,
the United States' interest in maintaining the secrecy of & criminal investigation to
prevent the target of the surveillance from being alerted and altering behavior to thwart
the surveillance clearly outweighs any public interest in leaming about specific acts of
surveillance. Id. ut 294 (rejecting common law right of access because, inrer alia, the
sealed documents “set forth sensitive non-public facts, including the identity of argets
and witnesses in an ongoing criminal investigation™). “Because secrecy is necessary for
the proper functioning of the criminal investigation” prior 10 indictment, "openncss will
frustrate the government's operations,” /d. at 292, Lavebit concedes that cnsuring “the
seerecy of [Stored Communications Act] investigations,” like this, “is a compelling
government interest.”” Mot. 10 Unscal at 8 (emphasis added). Lavabit does not, however,
identify any compelling interests to the contrary. Far from presenting “'a seriously
concemning expansion of grand jury subpoena power,” as Lavabitl's contents, id., a judge
isstied the Pen-Trap Order, which did not authorize monitoring of any Lavabit e-mail
account other than _

In addition, the Court satisfied the procedural prong. It “considered the available
alternatives that are less drastic than sealing, and [found] none would suffice to protect
the government's legitimate interest in concluding the investigation.” Rule 49 Order.

The Fourth Circuit's decision in Twitrer is instructive. That case arose from the
Wikileaks investigation of Army Pfc. Bradley Manning. Specifically, the government

obtained an order pursuant to 18 U.S.C. § 2703(d) directing Twitter to disclose electronic

1Jd
2
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communications and account and usage information pertaining to three subscribers.
When apprised of this, the subscribers asserted that & common law right of access
required unsealing records related to the § 2703(d) order. The Fourth Circuit rejected this
claim, finding that the public's interest in the Wikileaks investigation and the
government’s electronic surveillance of internet activities did not outweigh “the
Government’s interests in maintaining the secrecy of its investigation, preventing
potential suspects from being tipped ofl, or altering behavior to thwart the Government's
ongoing investigation.” 707 F.3d at 293, “The mere fact that a case is high profile in
nature,” the Fourth Circuit observed, “does not necessarily justify public access.” Id. at
294, Though Twitier involved a § 2703(d) order, rather than a § 2705(b) order, the Court
ndicated this is a distinction without a difference. Id. at 294 (acknowledging that the
concems about unsealing records “accord™ with § 2705(b)). Given the similarities
between Tiwitrer and the instant case—most notubly the compelling need to protect
otherwise confidential information from public disclosure and the national atiention 10
the matter—:here is no compelling rationale currently before the Court necessitating

finding that 2 common law right of aceess exists here.

B. Courts have inherent authority 1o seal ECPA process

Lavabit esserts that this Court must unseal the Non-Disclosure Order because 18
U.S.C. § 2705(b) does not explicitly reference the sealing of non-disclosure orders issued
pursuant to that section. Mot. o Unsecal at 9-10. As an initial matter, the Court has
inherent authority to seal documents before it. Inre Knight Pub, Co., 743 F.2d 231,235
(4th Cir. 1984) (*[the trial court has supervisory power over its own records and may, in

its discretion, scal documents if the public’s right of access is outweighed by competing

2
et
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interests”); see also Media General Operations, Inc. v. Buchanan, 417 F3d. 424, 430 (4th
Cir. 2005); United States v. U.S. Dist. Court, 407 U.S. 297,321 (1972) ("a warrant
application involves no public or adversary proceedings: it is an ex parte request before a
magistrate or judge.”). In addition, the Coun here exercised its authority to seal pursuant
10 Local Rule 49(B), the validity of which Lavabit does not contest.

Even if the Court did not have this authority, Lavabit’s reading of § 2705(b) must
be rejected, because it would gut the essential function of non-disclosure orders and
thereby disregard Congress' clear intent in passing § 2705. The Section allows courts to
delay notification pursuant to § 2703(a) or issue & non-disclosure order pursuant 10
§ 2705(b) upon finding that disclosure would risk enumerated harms, namely danger to &
person's life or safety, flight from prosecution, destruction of evidence, intimidation of
witnesses, or seriously jeopardizing an investigation. 18 U.S.C. §§ 2705(a)(2)(A)-(E),
(b)(1)-(3). Ttwould make no sense for Congress lo purposefully authorize courts to imit
disclosure of sensitive information while simultaneously intending to allow the same
information to be publicly accessible in an unsealed court document.

Finally, the implications Lavabit attempts {0 draw from the mandatory sealing
requirements of 18 U.S.C. §§ 2518(8)(b) and 3123(a)(3)(B) are mistaken. While Lavabit
characterizes those statutes ns granting courts the authority to seal Wiretap Act and pen-
trap orders, courts already had that authority. Those statutes have another effect: they
removed discretion from courts by requiring that courts seal Wiretap Act orders and pen-
trap orders. See 18 U.S.C. § 2518(8)(b) ("Applications made and orders granted under
this chapter shall be sealed by the judge') (emphasis added); fd § 3123(a)(3)(B) ("The

record maintained under subparagraph (A) shall be provided ex parte and under seal 10

ta
4




Case 1:13-ec-00297-TCB Document 27-15 Filed 06/13/16 Page 35 of 66 PagelD# 1282

Case 1:13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 26 of 28 PagelD#
166

the court”) (cmphasis added). Congress’ decision to leave that discretion in place in
other situations does not mean that Congress believed that only Wiretap Act and pen-trap
orders may be sealed.

C Supposed privacy concerns do not compel a common law right of access

10 the sealed documents.

Lavabit's brief ends with an argument that privacy interests require a common
law right of access. Mot. to Unseal at 10-11, Lavabit, however, offers no legal basis for
this Court to adopt such & novel argument, nor do the putative policy considerations
Lavabit references outweigh the government’s compelling interest in preserving the
secrecy of its ongoing criminal investigation. Indeed, the most compelling interest
currently before the Court is ensuring that the Court’s orders requiring that Mr. Levison
and Lavabit comply with legitimate monitoring be implemented forthwith and without

additional delay, evasion, or resistance by Mr. Levison and Lavabit.

[
w




Case 1:13-ec-00297-TCB Document 27-15 Filed 06/13/16 Page 36 of 66 PagelD# 1283

Case 1:13-ec-00297-TCB *SEALED* Document 11-17 Filed 09/20/13 Page 27 of 28 PagelD#
167

CONCLUSION
For the foregoing reasons, Lavabit's motions should be denied. Furthermore, the
Trap Order, Compliance Order, scarch warrant, and grand

Court should entorce the Pen-

jury subpoena by imposing sanctions until Lavabit complies.

Respectfully Submitted,

NEIL H. MACBRIDE

By:

Assistant United States Attorney
United States Attorney’s Office
2100 Jamiesen Ave.

Alexandria, VA 22314

703-299-3700
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CERTIFICATE OF SERVICE

[ hereby certify that on July 31,2013, ] e-mailed a copy of the foregoing
document to Lavabit's Counsel of Record:

Jesse R, Binnall

Bronley & Binnall, PLLC
10387 Main Street, Suite 201
Fairfax, VA 22030

Assistant United States Attomney
United States Attorney’s Office
2100 Jamieson Ave,

Alexandria, VA 22314

703-299-3700
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E3

[

PROCEEDINGS

48]

THE CLERK: In re: Case Nos. 1:13 EC 297, 1:13 sW 522,

3 || and Grand Jury No. 13-1.

4 MR. TRUMP: Good morning. Jim Trump on rehalf of the
5 || United States.

5 THE COURT: Geod morning.

7 MR. BINNALL: Good morning, Your Honor. Jesse Binnall

3 on behalf of Lavabit and Mr. Levison.

\D
3
u e
&)
O

CURT: All right.

10 MR. BINNALL: May it please the Court. ile're before
11 || the Court today on two separate motions, a motion to quash the
12 || requirement of Lavabit to produce its encryption keys and the

13 || motion to unseal and lift the nondisclosure requirements of

[
=

Mr, Levison.

15 Your Honor, the motion to guash in this arises bhecause
16 || the privacy of users is at -- of Lavabit's users are at stake.

17 || we're not simply speaking of the target of this investigation.

rT

18 || we're talking about over 400,000 individuals and entities tha

15 || are users of Lavabit who use rhis service because they believe

20 || their communications are Secure.

21 By handing over the keys, the encryption keys in this
27 || case, they necessarily become less secure. 1In this case it is
23 true that the face of the warrant itself deee limit the

24 documente or -- and communications to be viewed and the specific

n
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Lad

1 However, there is a lack of any sort of check or
2 || batance in order te ensure that vrhe -- that the encrypted data
3 || of other Lavabit users remain sscure. The encryption in this

2 || case doesn't protect only content. it protects login data and

n

+he other -- some of the other metadate

J
r.l
o |
Q
'.._l
<
[41]
(oW
-
o
=
s
w
(&)
m
0
a

(eh)

We believe that this is not the least restrictive means
7 | in order to provide the government the data that they are

8 || 1ooking for. Specifically --

w

THEE COURT: You have two different encryption codes,
10 || cne for the logins and the messages that are transmitted. You

11 || have another code that encrypts the contaent of ths messages,

12 FRaRE?
i3 MR. RINNALL: Your Honor, I believe that that 1s trus
14 rrom my understanding of the way that this works 1is

15 || that there is one SSL key. That SSL key is what is issue in

15 || this case, and that SSL key specifically protects the

17 communication, the over -- the breadth of the communication
138 || itself from the user's actual computer to the server to make
19 || sure that the user is communicating with sxactly who the user
20 || intends to be ccommunicating with, the server.

4%

21 and that's cne of the things that SSL does. It ensur

m
W

22 || that you're talking to the right person via e-mail and there's

zZ3 not a so-called man 1n ine middlie who's there to take that
Z4 message awvay
25 THE COURT: Does that key also contaln the ccde of the

Tracy L. WestZall COR-USOC/EDYA
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message and interpret the message as well?
MR. BINNALL: My understanding is that it does, Your

Honor, but because that's aot my technica

- s i . -
~ise, I'm not

2%p

(1]
s |

going to represent to the Court anything on that one wWay Or
another. But my understanding is there is one general Kkey here
that is at issue.

THE COURT: Well, why would you set up such? I mean, &
telephone, you've got telephone numpers and --

MR, BINNALL: Correct.

THE COURT: -- those can be traced very easily without

any loo% st the content of the message that's there. You-all

)

could have set up something the same wWay.

MR. BINNALL: We could have, Your Honor. Actually, if
you're to --

THE COURT: So if anybody's -- you're blaming the
government for something that's overbroad, but it seems ULO M€

that your client is the one that set up the system that's

there needs to be access tc calls that go back and forth to one
parscn or another. And to say you can't do that just because
you've set up a system that everybody has to -- has to be
unencrypted, 1if there's such a word, that doesn't seem To me 1O
he a very persuasive argument.

MR, BINMALL: I understand the Court's point, and this

is the way that I understand why it's done that way.
y Y Y
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There's different security aspects involved for pecple
who want to protect their privacy, and there certainly is the
actual content of the message themselves. That's certainly what
I would concede is tha highest security interest.

But there's also the security interest to make sure
that they're communicating with who you want to be cormmuniceting

with. That is =qually oi a concern for privacy issues bescause

u

chat is, at the end of the day, one of the things that secures
the content of the message.

Tn this case it is true that most Internet service
providers do lod, is what they call it, a lot of the metadatsa
that the government wants in this casa without that necessarily
being encrypted, things such as who something is going to, vho
it's going from, the time it's being sent, the IP address from
which it is being sent.

T,avabit code is not something that you buy c¢ff the

shelf. It is code that was custom made. It was custom made 1n

]
[

dsr to secure privacy to the largest extent possible and to ke

L

h

a

most secure way possible for multiple people to communicate,
ard so it has chosen specifically not to log that informaticn.
Now, that is actually information that my client has

offered to start logging with the particular user in this case.

=

"

is, h

wever, something that is quite burdensome on him,

O
=4

(5
6]

something that wpuld be custom code that would take between

I~
(]

te 40 hours for him to be able to produce. We believa tha

t
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i |l is a better alternative than turning over the encryption key

2 || which can be used to get the data for all Lavabilt users,

3 I hope that addresses the Court's concern kind of with
4 || regard to the metadata and why it is not more -- why Lavabit
5 | hasn't created an encryption system that may honestly be more

6 || within the mainstream, but this is & provider that specifically
was started in order te have to protect privacy interests mors
3 || than the average Internet service provider.

S THE COURT: I can understand why the system was set up,

10 || but T think the government is -- government's clearly

ot
-

5

ntit

(M

e

11 || to the informaticn that they're seeking, &nd just Decause

12 || you-all have set up a system that makes that difficult, that

13 || deesn't in any way lessen the government's right to receive that
14 || information just as they would from any telephone company or any
15 || other es-mail source that could provide it easily. Whether

15 || it's -- in other words, the difficulty or the ease in cbtaining

17 || the information doesn't have anything to do with whether or nol

18 || the governmentc's lawfully entitled to the information.

18 MR. BIMNALL: It is -- and we don't disagree that the
70 || government is entitled to the information. We actually --

21 THE COURT: Well, how are we geing o get it? I'm

22 || going to have to deny your motion to quash. It's just not

23 || overbrcad The government's asking for a Very narrow, spacific
24 bit of information, and it's information that they're entitled
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1 Now, how are we going to work out that they get it?

R%]

MR. BINNALL: Your Honor, what I would still say is the

L

hest method for them to get it is, first of all, there hbe some

L=

way for there to he some sort of accountability otner than just

5 || relying on the government LO say vwe're not going te go cutside

o

the scope of the warrant.
7 This is nothing that is, of course, personal againsc

g8 || the government and the, You know, very professicnal law

o || enforcement officers invelved in this case. But quite simply,
10 || the way the Constitution is set up, it's set up in & wvay to
11 || ensure that there's some sort of checks and balances and

12 || accountability.

13 THE COURT: What checks and balances need to be sat up?
14 MR, BRINMALL: Well --

15 THE COURT: Suggest something to me.

ie MR, BINNALL: I think that the least restrictive means

17 || possible here is that the government essentially pay the
18 || reasonable expenses, meaning in this case my client's extensive

sbor costs to be capped at a reasonable amount.

i
0
§—

2¢ myE CCURT: Has the government ever done that in one of

21 || these pen register cases?

z2 MR. SINNALL: Not that I've IZound, Your Honor.
23 THE COURT: I don't think so. I've never known of one.
24 MR. BINMALL: And Your Honor's certainly seen more of

Tracy L. Westfall CCR-USDU/EDVA
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THE COURT: So would it be reasonable to start now with
your client?
MR, BINMALL: I think evaryone would agree that this is

an unusual case. And that this case, in order to protact the

privacy of 400,000-plus other users, some sort of relatively

manner in which to create & log gystem for this ong user

[

smal
to give the government the metadata that they're looking for is

the least restrictive mean here, and we can do that in a

=

=

<

that doesn't compromise the security keys.
This is actually a way that my client --

THE COURT: You want to do it in a way that the

government has to trust you --

MR. BINMALL: Yes, Your Honor.

COURT: =-- tO come up with the right data.

MR. BINNALL: That's correct, Your Honor.

COURT: And you won't Trust the government.

would the government trust you?

MR. BINNALL: Your Honor, because that's what the basi

w

of Fourth Amendment law says i{s more acceptable, is that the

government is the entity that you really need the checks zand

palances on.
Now, my -~
THE COUR'T:

T don't know that the Fourth Amendment

that. This is & criminal investigation.

That is absclutely correct.

OCR-USDC/EDVA
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THE COURT: & criminal investigation, and I don't know

™~

that the Fourth Amendment says that the person being

{ad

investigated here is entitled to more leeway and more rights
4 || than the government is. I den't know .

5 MR. BINNALL: There certainly is a balance of pover

(o)}

there. I, of course, am not here to represent the interest of

7 — I'm here specifically looking over my client who

8 || has sensitive data --

O

Fh

THE COURT: I understand. I'm trying to think o

10 || working cut something. I'm not sure you're suggssting an

1s]
<

thing
11 || to me other than either you do it and the government has Lo

2t

4

ust you to give them whatever you want tc give tham or you

13 h

1}

ve to trust the government that they're not going to go inte
14 || your other files.
15 Is there some other route?

16 MR. BINNALL: I would suggest that the government --

17 | 1'm sorry -- that the Court can craft an order tc say thalt wve

18 can -- that we should work in concert with each other in crde

It

16 || o come up with this coding system that gives the government all

>0 || 0f the metadata that we can give them through this logging

21 || procedure that we can install in the code, and then using that
22 || as a least restrictive means to see if that can get the

3

23 || government the information that they're looking for on the

4]
=4

specific account.

i~3
o
~3
bei o
)

COURT: How long doas it take to install that?

Trecy L. Waztfall OCR-USDRC/EDVA
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A R. BINNALL: I mean, 20, 40 hours. So I would suggest
2 || that would probably be a week to a week and a half, Your Honor,
3 || 21though T would be willing to rtalk to my client to see 1iI wve
4 || can get that expedited.
5 THE COURT: To instell it?
) MR. BINMALL: Well, to write the code.
7 THE COURT: You deon't have & cede right at the moment.
g || You would have to write something?
8 MR. BINMALL: That's correct. and the portion of the
10 || government's srief that talks about the money that he was

11 || locoking for is that reasonable expense for him basically to do

12 || nething for that period of time but write code to instzll in

13 || order to take the data from_a‘nd put it in a way that

i4 || the government will see the logged metadata involved.

15 THE COURT: All right. I think I understand your
16 || position. I don't think you need to argue this motion to

17 || unsezi. This is a jrand jury matter and part of an ongcing

ig | criminal investigation, and any motion to unseal will be denied.

15 MR. BINNALL: If I could have the Court's attention

20 || just on one issue of the nondisclosure provision of this. And I
21 || underszand the Court's position on this, but there is other

22 || privileged communications if the Court would be so generous as
23 v allow me very briefly to address that issue?

24 There's other First Rmendment considerations at issug
25 || with not necessarily just the sealing of this, but what

Tracy L. Westfall DCR-USOC/EDVA
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Mr. Levison can disclose and to whom ne may disclose 1it.

The First Amendment, of course, doesn't just cover
speech and assembly, but the right to petition for a redress of
grievances. We're talking about a statute here, and, honestly,
a statute that is very much in the public eye and involving
ijssues that are currently pending before Congress.

I think the way that the order currently is written,
hesides being --

THE COURT: You're talking about the s=aling order?

MR. BINNALL: I'm talking about the sealing order and

the corder that prohibits Mr. Levison from disclecsin

(9]

any
information.
Now, we don't want tOo disclose -- we have no intention

of disclosing the target, but we would like tTo be able tc, for

[

netance, talk to members of the legislature and their staffs
zbout rewriting this in & way chat's --
THE COURT: NMo. This is an ongoing criminal

investigation, and there's no leeway to disclecse any information

“¥R. BINNALL: And so at that point it will remain with
onlv Mr. Levison and nis lawyers, and we'll keep it at that.
THE COURT: Lec me hear from Mr. Trump.

15 thers some way vWe can work this out or something

u

+ I can do with an order that will help this or what?

=

rt

MR. TRUMP: I don't pelieve so, Your Honor, baceuse

Tracy L. Nestfell CCR-USDC/EDNA
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[ =]

you've already articulated the reason why is that anything done

2 | by Mr. Levison in terms of writing code or whatever, we have to

Lad

trust Mr. Levison that we have gotten the information that we

¢ || were entitled to get since June 28th. He's had every

w

opportunity to propose solutions to comz up with ways to address

6 Il nis concerns and he simply hasn't.

-J

we can assure the Court that tne way that this would

8 || operaze, while the metadata stream would be captured by a

g || device, the davice does not download, does not stere, no one

10 || looks at it. It filters everything, and at the back end of the
ilter, ve get what we're required to get under the order.

12 So there's no agents looking through the 400,000 other
13 || pivs of information, customers, whatever. No one looks &t that,
14 || no one stores it, no one has access to it. All we're going to
15 || 1cck a2t and all we're going to keep 1is what is called for under

16 || the pen register order, and that's all we're asking this Court

17 || to de.
13 THE COURT: All right. Well, I think that's
19 | reasonable. So what is this pefore me for this morning other

20 || than this motion toO quash and unseal which I've ruled on?

21 MR. TRUMP: The only thing is to order the productien
27 || of the encryption keys, which just --

23 THE COURT: Hasn't that aiready been done? There's &
24 subpoena for that.

25 MR. TRUMP: There's a search warrant for it, the motion
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1 || te quash.
2 THEZ COURT: Search warrant.
3 MR. TRUMP: Excuse me?
4 THE COUXT: I said subpoena, but I meant segarch
5 || warrant.
G MR. TRUMP: We issued both, Your Honor, put Your Honor

2 |l authorized the seizure of that information. And we would ask
g8 || the Cour:t to enforce that by directing Mr. Levison to turn over

g || the encryption keys.

10 1f counsel represents that that will occuxr, we can not
11 || waste any more of the Court's time. If he represents that

192 || Mr. Levison will not turn oOver the encryption keys, then we have

13 || to discuss what remedial action this Court can take to require

14 || compliance with that order.
15 THE COURT: Well, I will order the production of

16 those -- of those keys.

17 Is that simply Mr. Leviscn or is that the corporatlon
18 as well?

19 M. TRUMP: That's one and the same, Your Heonor.

20 Just so the record is clear. Ve understand from

21 || ¥r. Levison that the encryption xeys wWere purchased

22 || commercially. They're not somehow custom crafted by
23 || Mr. Tevison. He buys them from 2 vendor and then they're
24 || installed.

25 THE COURT: Well, I will order that. If you will

Trcacy L. westfall OCR-USDC/EDVA
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=

present an order to me, I'll enter it latsr on.
YR, TRUMP: Thank you.

MR. BINMALL: Thank you, Your Honcr.

tHh

AS

ar as time frame goes, my client did ask me if the

Court did order this if the Court could give him approximetely

L3

ive days in order to actually physically get the encryption
keys here. And so it will be -- or just some sort of reasonable
time frame to get the encryption keys here and in the
government's hands. He did ask me to ask exactly the manner

that those are to be turned over.

o

MR. TRUMP: Your Honor, we understand that this can
done almost instantaneously, as soon as Mr. Levison makes
contact with an agent in Dallas, and we would ask that he be
given 24 hours or less te comply. This has been going on for a
month.

THE COURT: Yeah, I don't think 24 -- 24 hours would be

i

reasonable. Doesn't have to do it in the next

ew minutes, ozut

L]

I would think something like this, it's not anything he has to

4]

amass or get together. It's just a matter of sending something.
So I think 24 hours would be reasonable.

{R. BINNALL: Yes. Thank ycu, Your Honor.

-

THE COURT: All right. And you'll present me an order?

MR. TRUMP: #We will, Your Honor. Thank you.
THE COURT: All right. Thank you-all, é&nd we'll
adjourn until -- or stand in recess till 3 o'cleock. Well,

Tracy L. Westfall OCR-USDC/EDVA
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racess till 9 o'clock tomorrew merning.

A O

(Procsedings concluded at 10:25 a.m.)

15

CERTIFICATION

1 certify, this 19th day of August 2013, that the

foregoing is a correct transcript from the record cf proceedings

in the above-entitled matter to the best of my ability.

f

= !

Tracy Westfall] RPR[ ?\/’RS CCR

acy L. Wastfall OCR-USDC/EDVA
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EXHIBIT 19
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IN THE UNITED STATES DISTRICT COURT FOR THE
EASTERN DISTRICT OF VIRGINIA

Alexandria Division

IN THE MATTER OF THE L E

UNDER SEAL
APPLICATION OF THE UNITED AUB 1 200)
STATES OF AMERICA FOR AN ORDER B
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

No. 1:13EC297

CLERK, U.S CUSTRICT COLRT
ALEXANDRIA, VIFGINIA

)
)

)

)

)

)

)

IN THE MATTER OF THE SEARCH AND )
)

)

)

)

)

)

)

SEIZURE OF INFORMATION

ASSOCIATED WITH No. 1:138W522
TIS

STORED AT PREMISES CONTROLLED

BY LAVABIT LLC

In re Grand Jury No. 13-1
ORDER DENYING MOTIONS

This matter comes before the Court on the motions of Lavabit LLC and Ladar Levinson,
its owner and operator, to (1) quash the grand jury subpoena and scarch and seizure warrant
corpelling Lavabit LLC to provide the government with encryption keys to facilitate the
installation and use of & pen register and trap and trace device, and (2) unseal court records and
remove a pon-disclosure order relating to these proceedings. For the reasons stated from the
bench, and as set forth in the government’s response {0 the motions, it is hereby

ORDERED that the motion to quash and motion 10 unseal are DENIED;

It is further ORDERED that, by S p.m. CDT on August 2, 2013, Lavabit LLC and Ladar
Levison shall provide the government with the encryption keys and any other “information,

facilities, and technical assisiance necessary 10 accomplish the installation and use of the pen/trep
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device™ as required by the July 16,2013 seizure warrant and the June 28, 2013 pen register order.
It is further ORDERED that this Order shall remain under seal until frther order of this

Court.
/sl
Claude M. Hilton
United States District Judge
Alexandrig, Virginia

August _(_, 2013
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EXHIBIT 20
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IN THE UNITED STATES DISTRICT COURT FOR THE

EASTERN DISTRICT OF VIRGINIA

Alexandria Division '
Y
IN THE MATTER OF THE UNDER SEAL

APPLICATION OF THE UNITED
STATES OF AMERICA FOR AN ORDER
AUTHORIZING THE USE OF A PEN
REGISTER/TRAP AND TRACE DEVICE
ON AN ELECTRONIC MAIL ACCOUNT

TLETR, LS. DISTRICT COURT 1
No. 1:13EC297 | ALDIDRI, VRGN

N THE MATTER OF THE SEARCH AND
SEIZURE OF INFORMATION
ASSOCIATED WITH No. 1:135W3522
THATIS
STORED AT PREMISES CONTROLLED

BY LAVABIT LLC

h_'\-.lu\-’\_-'\-/\uluh-_l\_}\-«u\_fu\_z

in re Grand Jury No. 13-1
MOTION FOR SANCTIONS

“The United States, through the undersigned counsel, pursuant to Title 18, United States
Code, Section 401, hereby moves for the issuance of &n order imposing sanctions on Lavabit
LLC and Ladar Levison, its owner and operator, for Lavabit's failure to comply with this Court’s
order entered August 1, 2013, In support of this motion, the United States represents:

1. At the hearing on August |, 2013, this Court directed Lavebit to provide the
government with the encryption keys necessary for the operation of a pen register/trap and trace
order entered June 28, 2013, Lavabit was ordered to provide those keys by 5 p.m. on August 2,
2013, See Order Denying Motions entered August 2, 2013,

2. At approximately 1:30 p.m. CDT on August 2, 2013, Mr. Levison gave the FBl o

printout of what he represented 10 be the encryption keys needed to operate the pen register. This
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printout, in what appears to be 4-point type, consists of 11 pages of largely illegible characters.
See Attachment A. (The attachment was created by scanning the document provided by Mr.
Levison; the original document wes described by the Dalles FBI agents as slightly clearcr than
the scanned copy but nevertheless illegible.) Moreover, cach of the five encryption keys contains
5172 individual characters — or a total of 2360 characters. To make usc of thesc keys, the FBI
would have to manually input all 2560 characters, and ong incorrect keystroke in this jaborious
process would render the FBI collection system incapable of collecting decrypled data.
3 At approximately 3:30 pan. EDT (2:30 p.m. CDT), the undersigned AUSA
contacted counsel for Lavabit LLC and Mr. Levison and informed him that the hard copy format
for receipt of the encryption keys was unworkable and that the goveriument would need the keys
produced in clectronic format. Counsel respended by email at 6:50 p.m. EDT stating that Mr.
I evison “thinks" he can have an electronic version of the keys produced by Monday, August 3,
2013.

4, On August 4, 2013, the undersigned AUSA sent an e-mail 10 counsel for Lavabit
LLC and Mr. Levison stating that we expect 10 receive an electronic version of the encryption
keys by 10:00 a.m. CDT on Monday, August $,2013. The e-mail indicated that we expect the
keys 1o be produced in PEM format, an industry standard file format for digitally representing
SSL keys. See Attachment B. The e-mail further stated that the preferred medium for receipt of
these keys would be a CD hand-delivered to the Dallas office of the FBI (with which Mr.
Levison is familiar). The undersigned AUSA informed counsel for Lavabit LLC and Mr.
Levison that the government would seek an order imposing sanctions if we did not receive the

encryption Keys in eiectronic format by Monday meming.
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5. The government did not receive the electronic keys és requested. The
undersigned AUSA spoke with counsel for Lavabit and Mr, Levison at approximately 10:00 a.m.
this morning. and he stated that Mr. Levison might be able to produce the keys in electronic
format by 5 p.m. on August 5, 2013, The undersigned AUSA told counsel that was not
acceptable given that it should take Mr. Levison 3 to 10 minutes to put the keys onto 2 CD in
PEM format. The undersigned AUSA told counsel that if there was some reason why it cannot
be accomplished sooner, to let him know by 11:00 a.m. this moming. The government has not
received an answer from counsel.

6. The government thercfore moves the Court to impose sanctions on Lavabit LLC
and Mr. Levison in the amount of $5000 per day beginning at noon (EDT) on August 53,2013,
and continuing each day in the same amount until Lavabit LLC and Mr, Levison comply with
this Court’s orders.

T As noted, Attachment A o this motion is a copy of the printout provided by Mr.
Levison on August 2, 2013, Attachment B is a more detailed explanation of how these
encryption keys can be given to the FBI in an electronic format. Attachment C to this motion is a

proposed order.
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8. A copy of this motion, filed under seal, was delivered by email to counse! for

avabit LLC on August 5, 2013.

Respectfully submitted,

Neil H. MacBride
Unpited States Attorne

By:

United States Attorney’{ @ifice

Justin W, Williams U.S. Attorney’s Building
2100 Jamiesan Avenue

Alexandrig, Virginia 22314

Phone: 703-299-3700

=t} =
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Attachment A
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