
UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

JN OPENrntipy

5?.

LSli®-

MARCEL LEHEL LAZAR

a/k/a ^'GUCCIFER"

a/k/a '^GUCCIFER SEVEN"

a/k/a "MICULFUM"

a/k/a '-MARCEL LAZAR LEHEL'

Defendant.

Criminal No. I:l4-cr-213

Honorable James C. Cacheris

PLEA AGREEMENT

Dana J. Boente, United States Attorney for the Eastern District of Virginia; Maya D. Song

and Jay V. Prabhu, Assistant United Stales Auomeys; Peter V. Roman and Ryan K. Dickey,

Senior Counsel at the U.S. Department of Justice; the defendant. MARCEL LEHEL LAZAR;

and the defendant's counsel have entered into an agreement pursuant to Rule 11 of the Federal

Rules of Criminal Procedure. The terms of the agreement are as follows:

1. Offense and Maximum Pcnaltie.s

The defendant agrees lo plead guilty to Count Five of the indictment, charging the

defendant with unauthorized access to a protected computer, in violation of 18 U.S.C.

§ 1030(a)(2)(C), and Count Seven, charging the defendant with aggravated identity lhet\. in

violation of 18 U.S.C. § 1028A(a)(l). The maximum penalties for the offense of unauthorized

access to a protected computer are: a maximum term of 5 years of imprisonment, a fine of up to

$250,000, full restitution, forfeiture of assets as outlined below, a spccial assessment ofSlOO,

and one year ofsuperviscd release. The maximum penalties for the olTcnse of aggravated identity

thefl are: a mandatory minimum term of 2 years of imprisonment, a fine of up to $250,000,
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UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

C-
FILED

IN OPEN COURT

MAY ? 5 :

CL£RK. U.S. DISTRICT COURT
ALEXAf:oniA. VR^5!NIA

MARCEL LEIIEL LAZAR

ii/k/ii -'GUCCIFER"

a/k/a "GUCCIFER SEVEN"

a/k/a"MlCULl-UM"

a/k/a -'MARCEL LAZAR LEHEL

Defendant,

Criminal No. I :l4-cr-213

Honorable James C. Cacheris

STATEMENT OF FACTS

The United States and the defendant, MARCEL LEHEL LAZAR, agree that the

following facts are true and correct, and that had this matter proceeded lo trial, the United States

would have proven ihem beyond a reasonable doubt with admissible and credible evidence:

1. Beginning in at least October 2012 and continuing into January 2014, LAZAR

intentionally gained unauthorized access to numerous personal email and social media accounts,

including those belonging to high-profile individuals in the United Slates.

2. I.AZAR. committed these illegal acts for the purpose of, among other things,

unlawfully obtaining his victims" personal information and email correspondence.

3. In many instances. LAZAR released his victims' personal information to media

organizations. Among other things, LAZAR obtained and distributed without authorization the

contents of private email correspondence, medical information, financial information,

photographs, personal identifying information, and other private property.
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UNITED STATES DISTRICT COURT

EASTERN DISTRICT OF VIRGINIA

Alexandria Division

UNITED STATES OF AMERICA

V.

FlL.K'J

IN OPEN COL.'iT

MAY : 5 I'

CLERK, U.S. DISTRICT COURT
ALEXANDRIA. VIRGINIA

MARCEL LEHEL LAZAR

a/k/a "GUCCIFER"

a/k/a "GUCCIFER SEVEN"

a/k/a "MICUL FUM"

a/k/a "MARCEL LAZAR LEHEL'

Defendant.

Criminal No. l:14-cr-213

Honorable James C. Cacheris

MOTION TO DISMISS COUNTS

The United States of America, by and through the undersigned attorneys, hereby moves

this honorable Court to dismiss Counts 1-4, 6, and 8-9 against defendant MARCEL LEMEL

LAZAR, in accordance with the written plea agreement entered into between the United States

and defendant, upon the Court's acceptance of defendant's guilty plea to Counts 5 and 7 in the

Indictment. A proposed order is attached to this motion.

Date: tS, Zc/

By:

Respectfully submitted,

Dana J. Boente

United States Attorney

Maya D. Song
Jay V. Prabhu
Assistant United States Attorneys

Peter V. Roman

Ryan K. Dickey
Senior Counsel, U.S. Department of Justice
Criminal Division

Computer Crime and Intellectual Property Section
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FILED
IN OPEN COURT

IN THE UNITED STATES DISTRICT COURT FOR THE MAY • 5 :
EASTERN DISTRICT OF VIRGINIA

Alexandria Division
CLERK, U.S. DISTRICT COURT

ALEXAMDRIA, VIRGINIA

UNITED STATES OF AMERICA Criminal No. 1:14-CR-213

Honorable James C. CacherisV.

MARCEL LEHEL LAZAR

a/k/a "GUCCIFER"

a/k/a "GUCCIFER SEVEN"

a/k/a "MICUL FUM"

a/k/a '-MARCEL LAZAR LEHEL"

Defendant.

ORDER

Upon the motion of the United States, it is hereby ORDERED that Counts 1-4, 6, and 8-9

of the Indictment are dismissed against defendant Marcel Lehel LAZAR.

\

Date: IAlexandria, Virginia

\o
/s/

ames C. Cacheris
United States District Judge
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