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• COMPLAINT

UNITED STATES OF AMERICA
- v. - Violation of

18 U.S.C. § 1832
JIAQIANU XU,

• COUNTY OF OFFENSE:
Defendant. WESTCHESTER

x

SOUTHERN DISTRICT OF NEW YORK, ss.:

JOSEPH M. ALTIMARI, being duly sworn, deposes and says that he is a Special Agentwith the Federal Bureau of Investigation (“FBI”), and charges as follows:

COUNT ONE

1. From in or about November 2014, through on or about December 7. 2015, in theSouthern District of New York and elsewhere, JIAQIANG XU, the defendant, with intent toconvert a trade secret that is related to a product and service used in and intended for use ininterstate and foreign commerce, to the economic benefit of others than the owner thereof andintending and knowing that the offense would injure the owner of that trade secret, knowinglydid steal, and without authorization appropriate, take, carry away, and conceal, and by fraud,artifice and deception obtain such information; and without authorization did copy, duplicate,sketch, draw, photograph, download, upload, alter, destroy, photocopy, replicate, transmit,deliver, send, mail, communicate, and convey such information: and attempted to do so, to wit,XU stole and converted to his own use the source code for a piece of proprietary software. whichsource code was a trade secret of a company for which XU previously worked.

(Title 18, United States Code, Section 1832.)

The bases for my knowledge and for the foregoing charges are, in part. as follows:

2. I am a Special Agent with the FBI. I am currently assigned to the FBI’s WhitePlains Resident Agency, where I investigate a variety of crimes related to counter-intelligence,including espionage and the theft of trade secrets. I have participated in an investigation of the
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theft of trade secrets, as set forth below. I am familiar with the facts and circumstances set forth
below from my personal participation in the investigation, including my review of pertinent
documents, and from my conversations with others, including other Special Agents with the FBI,
and representatives of a particular U.S. company (the “Victim Company”) with expertise
regarding the relevant software (the “Proprietary Software”) and its source code. Because this
affidavit is being submitted for the limited purpose of establishing probable cause, it does not
include all the facts that I have learned during the course of my investigation. Where the
contents of documents and the actions, statements and conversations of others are reported
herein, they are reported in substance and in part, except where otherwise indicated.

The Proprietary Software

3. Based on my review of FBi reports, information provided by the Victim
Company, publicly available information, and my participation in this investigation, I have
learned the following about the Proprietary Software: the Proprietary Software is a clustered filesystem developed and marketed by the Victim Company in the United States and other countries.A clustered file system facilitates faster computer performance by coordinating work amongmultiple servers. The Victim Company produces the Proprietary Software for use in high-
performance computer systems. Customers include government agencies and private
corporations.

4. According to open source information, the Proprietary Software is a key
component of some of the world’s largest scientific supercomputers, as well as commercial
applications requiring rapid access to large volumes of data. Industries that use the ProprietarySoftware include digital media, engineering, design. business intelligence, financial analytics,seismic data processing, geographic information systems, and scalable file serving.

5. According to a representative of the Victim Company, the source code underlyingthe Proprietary Software (the “Proprietary Source Code”)—that is, the computer instructions andcommands that can be compiled or assembled into the Proprietary Software—is itself proprietaryinformation, which the Victim Company does not sell or otherwise make available to customers.

6. According further to a representative of the Victim Company, the Victim
Company takes significant precautions to protect the Proprietary Source Code as a trade secret.Among other things, the Proprietary Source Code is stored behind a company firewall and canonly be accessed by a small subset of the Victim Company’s employees. Before receivingProprietary Source Code access, Victim Company employees must first request and receiveapproval from a particular Victim Company official. Victim Company employees must alsoagree in writing at both the outset and the conclusion of their employment that they will maintainthe confidentiality of any proprietary information. The Victim Company takes these and otherprecautions in part because the Proprietary Software and the Proprietary Source Code areeconomically valuable, which value depends in part on the Proprietary Source Code’s secrecy.The Victim Company invests millions of dollars in the Proprietary Software each year lbrresearch and development, and the Proprietary Software generates tens of millions of dollars inrevenue each year for the Victim Company.
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The Defendant

7. From my review of FBI reports and information obtained from the Victim
Company. I have learned the following:

a. JIAQIANG XU, the defendant, worked for a branch of the Victim Company inChina (the “China Branch”) from November 2010 to May 2014.

b. At the China Branch, XU worked as a software engineer and had full access to theProprietary Source Code, including the ability to download the Proprietary Source Code to acomputer or digital storage device.

c. On or about November 30, 2010, XU signed a four-page document entitledAgreement Regarding Confidential Information and Intellectual Property” (the ConfidentialityAgreement”). By signing the Confidentiality Agreement, XU agreed that he would not, amongother things, disclose ‘any confidential information or material of [the Victim Company] or itsaffiliates.” The Confidentiality Agreement specified that “Confidential information. . . shallinclude but [is] not limited to any information or material . . . generated or collected by orutilized in the operations of [the Victim Company] or its affiliates . . . which has not been madeavailable generally to the public.”

d. In May 2014. XU voluntarily resigned from the Victim Company.

The Investigation

8. In 2014, the FBI received a report that an individual in China—who, as describedbelow, was later identified as JIAQIANG XU, the defendant—claimed to have access to theProprietary Source Code and to be using the Proprietary Source Code in business ventures thatwere not related to the Victim Company’s clients. Other Special Agents and I thereafterconducted an investigation, which included the use of undercover law enforcement officers(‘UC-l” and “UC-2,” and collectively “the UCs”).

9. In or around November 2014, UC-I contacted JIAQIANG XU, the defendant, viaemail. For purposes of this investigation. UC-l posed as a financial investor aiming to start alarge-data storage technology company (the “UC Company”). I have reviewed copies of emailsthat UC- I exchanged with XU between November 2014 and February 2015. From my review ofthose emails, I have learned the following:

a. On or about November 27, 2014. UC-l wrote to XU, among other things:‘I am currently investing in and working with a new technology company which is seeking todevelop improved and more secure data storage systems. As you may be aware, there is excitingnew development in this area and the opportunities to be involved with cutting edge start upcompanies are excellent.”

b. On or about November 27, 2014, XU responded, among other things:Nice to hear from you. I am very interested in opportunities working over the architecture
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design and code development for cutting edge storage systems. I have several years workingexperience over this field and spent most of my career in [the Victim Company] working on thedevelopment of [the Proprietary Software] which is a largescale parallel storage system used inlots of hyperscale cluster systems in the world. . . . I am looking forward to discuss with you onthe project and further opportunities. Thank you very much! Best Regards, Jiaqiang Xu.”

c. On or about February 19. 2015, XU emailed to UC-1 a copy of XU’sresume (the “Xu Resume”). According to the Xu Resume, XU lived in Beijing, China: his skillsincluded “Operating Systems and Parallel File System”; he had received a master of sciencedegree in computer science from a university in the United States; he had worked at the VictimCompany from November 2010 through June 2014 (“Job Role: Research & Development of [theProprietary Software]”); and he thereafter worked at another company as “Architect of theStorage Platform for Cloud Computing”.

10. I have reviewed additional emails between JIAQIANG XU, the defendant, andthe UCs. from in or about March 2015. by which date UC-2 had been brought into the emailchain by UC-1. For purposes of this investigation, UC-2 was posing as a project manager,working for UC-1. From my review of those emails, I have learned that on or about March 16,2015, XU sent an email to UC-l and UC-2 (“the Source Code Email”). In the Source CodeEmail, XU described some of his past experience with the Proprietary Software and reported thathe had “attached some sample code of [his] previous work in [the Victim Company].” XU alsopasted a “short [Proprietary Software]+NFS related patch” directly into the Source Code Email,purportedly for the purpose of showing XU’s “coding style.”

11. After receiving the Source Code Email, other Special Agents and I showed thecomputer code in it to a representative of the Victim Company (“Employee-I”), who hasexpertise in the Proprietary Software. Employee-I confirmed that the Source Code Emailincluded proprietary Victim Company material that related to the Proprietary Source Code.

12. On or about April 12, 2015, JIAQIANG XU, the defendant, and UC-2participated in a recorded audio conversation using a commercial communication service (the“Communication Service”),1 which had been arranged via emails between XU and the UCs. Ihave reviewed that recording, as well as a draft transcript of that conversation, which wasconducted in English. From my review of those materials, I have learned of the followingconversation, in substance and in part:

a. XU stated that “[the Proprietary Software] is not open source.”2 to whichUC-2 responded “No I know it isn’t.”

b. UC-2 inquired as to whether XLJ “was allowed to have this code, since it’sIthe Victim Cornpany]’s” and clarified that UC-2 was asking if UC-2 should be a little. .

I Based on my training and experience. I kiow that the Communication Service allowsfor, among other things. remote voice communication.

2 Based on my training and experience, I know that the term “open-source software”refers to software whose source code is made publicly available.
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discreet as to who [UC-2] show[edj it to.” Xli replied that “Yes. we signed some. you know.signed some tiles there but actually I can, urn, I can, 1. I have all the code.”

c. UC-2 asked. “Oh you do have all the code’?” XU replied. “Yeah I have allthe [Proprietary Softwarej code,”

d. UC-2 later said. “I Just want to assure you that like, if you started workingwith us, not only will we pay you for your services but if you brought some of this code. [UC- 1wouldi be more than willing to pay you for that as well You, you’ll be fully compensated foranything that you can offer to us [AJt the end of the day, the most important thing is, is wejust want a. a good product and that is going to satisfy our needs.”

e. Xli replied, among other things, that in his experience, start-up companiesoften used code obtained from large, established companies. “because no one. ah. no one wantto, you know, code from the, the first line.” Based on my training. experience, and participationin this investigation, I believe that Xli was intimating to UC-2 that XU could provide theProprietary Source Code to UC-2 to accelerate the development of UC-2’s company’s product.

f XU reported that he had already used a portion of the Proprietary SourceCode as part of his then-current employment at a technology startup company.

13. On or about May 11. 2015. JIAQIANG Xli. the defendant, and UC-2 had anotherrecorded audio conversation using the Communication Service. I have reviewed that recording.as well as a draft transcript of that conversation, which was conducted in English. From myreview of those materials, I have learned that Xli said the following, in substance and in part:

a. Xli again stated that he had used “some of the [Proprietary Sotlware]code” in his work after he left the Victim Company.

b. XU stated that he was willing to consider providing UC-2’s company withthe Proprietary Source Code as a platform fbr LJC-2’s company to facilitate the development ofUC-2’s company’s own data storage system.

c. XU informed UC-2 that if liC-2 set up several computers as a smallnetwork, then Xli would remotely install the Proprietary Software so that the tiCs could test it4and confirm its functionality.

Based on my training, experience, and participation in this in\estigalion. I believe thatXli’s reference to having “signed some files” was an acknowledgement that he had signed theConfidentiality Agreement as part of his employment at the Victim Company. see supra ‘ 6.7(c). In addition to the Confidentiality Agreement. Xli rna also have been referring to an exitaffidavit that he completed before leaving the Victim Company’s employment. I have reviewed aVictim Company document with the header “Affidavit.” which appeal’s to have been completedby Xli in Mandarin — which I do not speak in connection with the conclusion of Xli’semployment by the Victim Company Among other things. that document hears Xli’sidenti lication card number. It also reads. in part. in English “I hereby represent that I havesettled/returned or v ill settle/return all debit/assets due [the Victim Company]”
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14. I have reviewed additional emails exchanged between JIAQIANG XU, thedefendant, and UC-2 in or about early June 2015. On or about June 1, 2015, UC-2 emailed XUto confirm that the UCs would set up several computers per XU’s specifications. On or aboutJune 2, 2015, XU responded, thanked UC-2, and stated, among other things, that he “ha[d] a lotof thinking about what we can do in storage layer to better support the big-data applications.’

15. In or around early August 2015, I and other FBI agents arranged for a computernetwork to be set up, consistent with the specifications that JIAQIANG XU, the defendant, hadprovided (the “UC Network”).

16. On or about August 6, 2015, JIAQIANG XU, the defendant, and UC-2 hadanother recorded audio conversation using the Communication Service. I have reviewed thatrecording, as well as a draft transcript of that conversation, which was conducted in English.From my review of those materials. I have learned the following, in substance and in part:

a. UC-2 confirmed to XU that UC-2 had set up the network that XU had requestedand provided XU with instructions for how to access that network.

b. XU stated that “1 will have a try and ah try to install it [i.e., the ProprietarySoftware]. And ah, I think, ah, it will be good.”

17. Based on my conversations with other law enforcement officers and my review ofthe UC Network’s contents, I have learned that in or around early August 2015, files wereremotely uploaded to the UC Network (the “Xu Upload”). Thereafter, on or about August 26,2015, XU and UC-2 exchanged emails confirming that UC-2 had received the Xu Upload.

18. On or about September 21. 2015, I made a digital copy of the Xu Uploadavailable to a Victim Company employee who has expertise regarding the Proprietary Softwareand the Proprietary Source Code (“Employee-2”) for Employee-2 to review. Based on mydiscussions with Employee-2, I have learned the following:

a. Based on Employee-2’s assessment of the Xu Upload, the Xu Upload appeared tocontain a functioning copy of the Proprietary Software.

b. The Xu Upload did not appear to be the official Proprietary Software package thatthe Victim Company provides to licensed customers. Among other irregularities, the Xu Uploadappeared to have been built by a “build host” (that is, a computer system) that was not on theVictim Company’s network. Additionally, the Xu Upload’s version of the Proprietary Softwarehad a “build date” that was inconsistent with the date on which the Victim Company’s

‘ Based on my training, experience, and conversations with Victim Company employees.I know that source code cannot be completely reverse engineered from software. In other words,it does not appear that XU was agreeing to provide the Proprietary Source Code to the UCs butinstead to demonstrate to them that XU himself had access to the Proprietary Source Code andcould use it to build the UCs a working version of the Proprietary Software.
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developers had created the licensed edition of that same version of the Proprietary Software.

c. Notwithstanding the irregularities noted in the preceding paragraph, the XuUpload’s version of the Proprietary Software appeared to have been built using coding practicesused by the Victim Company’s developers for internal development purposes.

d. Based on the foregoing, among other factors, it appeared to Employee-2 that theXu Upload had been built by someone with access to the Proprietary Source Code who was notworking within the Victim Company or otherwise at the Victim Company’s direction.

19. On or about the morning of December 7,2015, JIAQIANG XU, the defendant,met with UC-2 at a hotel in White Plains, New York (the “Hotel”). I have listened to a recordingof that meeting. Based on my review of that recording and my conversations with UC-2, I havelearned that during the meeting, XU said the following in substance and in part:

a. XU has used the Proprietary Source Code to make software to sell to customers.

b. XU knew the Proprietary Source Code to be the product of two decades’ work onthe part of Victim Company engineers.

c. XU had used the Proprietary Source Code to build a copy of the ProprietarySoftware, which XU had uploaded and installed on the UC Network (i.e., the Xu Upload).

d. XU knew that the copy of the Proprietary Software that XU had installed on theUC Network contained information identifying the Proprietary Software as the VictimCompany’s property, which could reveal the fact that the Proprietary Software had been builtwith the Proprietary Source Code without the Victim Company’s authorization. XU indicated toUC-2 that XU could take steps to prevent detection of the Proprietary Software’s origins—i.e..that it had been built with stolen Proprietary Source Code—including writing computer scriptsthat would modify the Proprietary Source Code to conceal its origins.

e. UC-2 and XU arranged to meet again in the afternoon.

20. On or about the afternoon of December 7, 2015, UC-2 and JIAQIANG XU, thedefendant, again met, along with UC-1, in the Hotel. I watched and listened to portions of thatmeeting which was transmitted live to monitoring agents, and audio and video recorded. Basedon my monitoring of the meeting as well as my conversations with the UCs, I have learned thatthe following occurred during that meeting, in substance and in part:

a. XU showed UC-2 a copy of what XU represented to be the Proprietary SourceCode on XU’s laptop. XU noted to UC-2 a portion of that code which indicated that it originatedwith the Victim Company as well as the date on which it had been copyrighted.

b. XU reiterated to the UCs that he knew the Proprietary Source Code had been theproduct of extended work on the part of Victim Company employees, which continued to thepresent day.
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c. XU stated that XU had previously modified the Proprietary Source Code’s
command interface to conceal the fact that the Proprietary Source Code originated with the
Victim Company.

d. XU identified multiple specific customers to whom XU had previously providedthe Proprietary Software using XU’s stolen copy of the Proprietary Source Code. XU
acknowledged that the Proprietary Source Code had considerable value.

WHEREFORE, deponent respectfully requests that JIAQIANG XU, the defendant, beimprisoned, or bailed, as the case may be.

Sworn to before me this
day of December 2015 /

) . m
HONORABLE JUDITH C. McCA
United States Magistrate Judge
Southern District of New York

Jo$EP)4M. ‘kfTIMARI
Sjecial Agent

Crederal Bureau of Investigation
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