UK CONFIDENTIAL

Version 6, dated 11/08
Side 1

The issue on GCWeb is the definitive version; printed copies may be out of date. Terms are defined in the glossary at

bt e [ cocrations/pol legalleg/compliance/giossary shim).

Legal Authorisation Flowchart: TARGETING

SUMMARY
2n Party Other or
Location UK /BOT unknown |
UK Warrant Warrant Warrant
2 Party/BOT STA STA STA
Other or unknown STA STA Nil

Are you targeting the comms of a

individual?

particular company, organisation or

Filtering without targeting needs no
» additional authorisation. For tasking,
consult the collection flowchart

NO

YES

Is the target named on a 16(3) |
authonsation?

NO

\ YES

- MAYBE

Some domains/IPs/VVPNs are
for specific organisations,
others are available to a range
of users. Make a judgement

Do you believe the target is in
the UK? (see footnotes 1. 2) —
YES
NO/
SO Is the target specified on a RIPA |  YES
know 6 b ki S e o ! o Appropriate legal authorisation
8(1) warrant and his comms "| is in place. Go ahead
address on the schedule? e
NO
Footnotes
(1) Without authorisation, you must not indirectly target the
communications of someone in the UK by using a foreign selector.
¥ v (2) In the absence of any other information, you should assume the

PTO

user of a .uk email address is in the UK.
(3) In the absence of any other information, you may assume the
user of a .com or other non-geographic address is not in the US.
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The issues on GCWeb is the definitive version; printed copies may be out of date. Terms are defined in the glossary at

hntip:/vew o [ coerations/pol legalileg/compliance/glossary shtmi.

Legal Authorisation Flowchart: TARGETING

NO/
Don't
Know

lND

Were you already targeting
their comms before their
arrival in the UK?

NO

You need a RIPA 8(1)

l YES

Do you want to continue

examination of intercept content?

» warrant or 16(3) authorisation
to begin collecting comms:
consult OPP-LEG

NO

YES

Targeting can remain on cover for a
week or so but no examination of
traffic is allowed. To establish when
the target has left the UK, you should
use geolocational tools if possible;
otherwise you may examine one item
of content every 48 hours

YES
Beyond the validity of
the RIPA 16(5)

You need a RIPA 16(5) authorisation
from a nominated SCS to allow
sustained targeting to continue up to
5 working days for NS, or 1 working
day for SC & EWB; no new selectors

You need a RIPA 8(1) warrant or
RIPA 16(3) authorisation to continue
collecting comms: consult OPP-LEG

"

Is the entity in a BOT or a
24 Party country?

(see footnote 3) YES

If you subsequently get information
that the target is in the UK you must
act on this new knowledge

| no

Is the target a national
offregistered in UK/BOT 2" Party?

You need a nominated Grade 6
STA and can only use UK assets

if target is in or a 2" Party

NO

Appropriate legal authorisation
is in place. Go ahead
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Side 1
The issue on GCWeb |s Ihe definitive vnrsmn pnnted caple-s may he aut of date. Terrns are ::!ef ned in the glossary at

Legal Authorisation Flowchart: COLLECTION

1“'W;l YF’” intercept only YES No further authorisation is
technical required
characteristics?

i NO

Will you be intercepting comms

content?
. NO
YES You can survey for up to 2 hours’
N VYES worth of data but may not return to
Is one end US? »| the same bearer until you believe
NO its composition has changed
o You can assume appropriate legal
authorisation is in place
¥ A
Is the collection at least e 2
REARETEE p{ Unlikely to be proper
one end foreign? GO0 blisiness:
l S consult OPP-LEG
Will all intercept pass YES
through a TND or
dictionary?
l NO Some domains/VPNs are
for specific organisations,
ie this is full or coarse e others are available to a
unselected take ‘_‘\ﬂ-.ﬁ_ﬁ_ range of users. If you are
T

in effect targeting a
specific organisation, see
the Targeting flowchart
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Legal Authorisation Flowchart: COLLECTION

This i1s SDfsurvey so you should
consider proportionality

v

Is one end US/CAN/AUSINZ?

YES

NO Assume appropriate authorisation

P isin place. Go ahead

Nominated Grade 6 STA iIs required. If
the link is one end US you can survey for
up to 2 hours’ worth of data, but may not
return to the same bearer until you
believe its composition has changed
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