
Web Site List
SONY Group Security 
Ref# Sony Entity Name of Web site Top Page URL Location of Server / System 

Hosted
(GDC, JDC, SaaS vendor site, 
External Data Center, Internal site, 

BtoB or 
BtoC ?

Data Type Number of 
Individuals 
(Number 
of Records 

Personal 
Information 
Encrypted ?

Business 
Owner (Owner 
Name)

3rd Party 
Support

Testing 
Schedule

Testing Owner Testing Status Risk Assessment 
Status

Remediation 
Planning Status

Comments

Completion Date Level1 Level2 Level3 Level4 Level5 (more) Risk Assessment 
Status

Remediation 
Planning Status

Remediation 
Status Completion Date Scheduled Date 

of Retesting Date of Retesting Level1 Level2 Level3 Level4 Level5 (more)

1 Sony Pictures Releasing 
International

14 BLADES official movie site http://shokeiken.com ○ BtoC Film Marketing 0 Not 
Applicable

Michael Fisk

2 Sony Pictures Entertainment 2waytraffic redirect http://www.2waytraffic.com ○ Chandler Datacenter DMZ BtoB User ID, password 1000 Yes Jeroen Tielens David Mauceli 1

3 Sony Pictures Entertainment Acorn https://acorn.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 3327 No Ben Masek Foundstone 7-Jun Jason Spaltro Planned TBD TBD

5 Sony Pictures Entertainment ACS https://benefits.spe.sony.com

○

Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email, Social Security 
Number, Dependent 
information

10000 No Teresa Lynch SPE 27-May David Mauceli Complete - 
Remediation

E In Progress

6 Sony Pictures Entertainment AFT 2 http://aft2.spe.sony.com ○ Chandler Datacenter DMZ BtoB Video and audio content 0 Not 
Applicable

Ben Masek David Mauceli 1

7 Sony Pictures Entertainment Alfresco (Spidr) http://alfresco03-ext-dev.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

25 No Teresa Lynch David Mauceli 1

8 Sony Pictures Entertainment Alfresco (Spidr) http://alfresco03-ext-qa.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

25 No Teresa Lynch David Mauceli 1

9 Sony Pictures Entertainment ANIMAX AFRICA South 
Africa

http://www.animaxtv.co.za ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 753 No Mark Jocson David Mauceli Planned Planned Planned

10 Sony Pictures Entertainment ANIMAX ASIA http://www.animax-asia.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 52,673 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

11 Sony Pictures Entertainment ANIMAX ASIA Hong Kong http://www.animax-hk.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 7,845 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

12 Sony Pictures Entertainment ANIMAX ASIA India http://www.animaxindia.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 16,302 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

13 Sony Pictures Entertainment ANIMAX ASIA Japan http://www.animax.co.jp

○

3rd party vendor - Petabit, Sunmedia BtoC name, sex, birthday, 
address, phone, e-mail 
address, job(no credit 
card information)

180000 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

14 Sony Pictures Entertainment ANIMAX ASIA Korea http://www.animaxtv.co.kr ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 44 No Mark Jocson David Mauceli Planned Planned Planned

15 Sony Pictures Entertainment ANIMAX ASIA Taiwan http://www.animax-taiwan.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 30,927 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

16 Sony Pictures Entertainment ANIMAX EUROPE Czech 
Republic

http://www.animaxtv.cz ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 3984 No Mark Jocson David Mauceli Planned Planned Planned

17 Sony Pictures Entertainment ANIMAX EUROPE Germany http://www.animaxtv.de ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 4165 No Mark Jocson David Mauceli Planned Planned Planned

18 Sony Pictures Entertainment ANIMAX EUROPE Hungary http://www.animaxtv.hu ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 9,181 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

19 Sony Pictures Entertainment ANIMAX EUROPE Portugal http://www.animax.pt ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 1741 No Mark Jocson David Mauceli Planned Planned Planned

20 Sony Pictures Entertainment ANIMAX EUROPE Romania http://www.animaxtv.ro ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 3712 No Mark Jocson David Mauceli Planned Planned Planned

21 Sony Pictures Entertainment ANIMAX EUROPE Slovakia http://www.animaxtv.sk ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 39 No Mark Jocson David Mauceli Planned Planned Planned

22 Sony Pictures Entertainment ANIMAX EUROPE Spain http://www.animax.es ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 5,349 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

26 Sony Pictures Entertainment Argentina Portal http://www.sonypictures.com.ar
○

Indigomedia BtoC Name, Age, City. Phone, 
E-Mail, Comments.

0 Not 
Applicable

Michael Fisk Gines Buil

27 Sony Pictures Entertainment ASAP http://asap-dev.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,
Yes(User Name, userid, 
email, telephone)

397 No Teresa Lynch David Mauceli 1

28 Sony Pictures Entertainment ASAP http://asap-qa.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,
Yes(User Name, userid, 
email, telephone)

397 No Teresa Lynch David Mauceli 1

29 Sony Pictures Entertainment ASAP http://asap-stg.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,
Yes(User Name, userid, 
email, telephone)

384 No Teresa Lynch David Mauceli 1

30 Worldwide Product 
Fulfillment (WPF)

ASAP (Automated System for 
Ad/Pub)

https://asap.spe.sony.com

○

Internal (SPE IT) BtoC - Ordering, approving and 
fulfillment of Exhibitor 
Relations and AdPub 
marketing materials.
- Inventory management 
and logistics
- Territory Office Info: 
Address/Phone #
- Vendor Info: Name, 
Contact Person, Phone 
Number, Email Address

644 No Teresa Lynch David Mauceli

32 Sony Pictures Entertainment Aspera https://aft1.spe.sony.com ○ Chandler Datacenter DMZ BtoB Video and audio content 0 Not 
Applicable

Teresa Lynch David Mauceli 1

33 Sony Pictures Entertainment Aspera https://aft3.spe.sony.com ○ Chandler Datacenter DMZ BtoB Video and audio content 0 Not 
Applicable

Teresa Lynch David Mauceli 1 N/A N/A

34 Sony Pictures Entertainment Avnetail Work Place https://navpn.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

0 Not 
Applicable

Teresa Lynch 1

35 MSM Pvt Ltd. AXN action awards India http://www.axnactionawards.com

○

TATA,Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

3361 No Ajay Kumar 
Meher

Ajay Kumar Meher Planned Planned Planned

36 Sony Pictures Entertainment AXN ASIA http://www.axn-asia.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 20,453 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

37 Sony Pictures Entertainment AXN ASIA India http://www.axn-india.com

○

BtoB First name, last name, 
address, email address, 
date of birth, gender, 
username and password.

No Mark Jocson

38 Sony Pictures Entertainment AXN ASIA Japan http://www.axn.co.jp
○

3rd Party: TV Asahi Mediaplex (Web 
server) / Piped Bits (Database 
server)

BtoC name, address, phone, e-
mail address (no credit 
card information)

43000 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

39 Sony Pictures Entertainment AXN ASIA Korea http://www.axntv.co.kr

○

3rd party hosting - Gabia (in Korea) BtoC Name, email, phone, 
registration number (like 
SSN), ID, address

510137 
(Note: 
sharing 
servers with 
JV partner, 
CU Media 
and this 
number 
includes 
the 
subscribers 
of all 
channels )

Yes Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

40 Sony Pictures Entertainment AXN ASIA Taiwan http://www.axn-taiwan.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 1321 No Mark Jocson David Mauceli Planned Planned Planned Planned Planned

41 Sony Pictures Entertainment AXN Beyond ASIA http://www.axnbeyond.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 310 No Mark Jocson David Mauceli Planned Planned Planned

42 SPT AXN Black http://www.axn.black.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 315 No Mark Jocson David Mauceli Planned Planned Planned
43 Sony Pictures Entertainment AXN Channel http://canalaxn.com ○ Copper Frog 3rd Party Hosting BtoC Portal page only 0 Not 

Applicable
Mark Jocson N/A N/A N/A N/A N/A N/A

44 Sony Pictures Entertainment AXN Crime EUROPE http://www.axncrime.com ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned N/A N/A

45 Sony Pictures Entertainment AXN Crime EUROPE 
Bulgaria

http://www.axncrime-bg.com ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned N/A N/A

46 Sony Pictures Entertainment AXN Crime EUROPE Czech 
Republic

http://www.axncrime.cz ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned Planned Planned

47 Sony Pictures Entertainment AXN Crime EUROPE 
Hungary

http://www.axncrime.hu ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned

48 Sony Pictures Entertainment AXN Crime EUROPE Poland http://www.axncrime.pl ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned

49 Sony Pictures Entertainment AXN Crime EUROPE 
Romania

http://www.axncrime.ro ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned

50 Sony Pictures Entertainment AXN Crime EUROPE 
Slovakia

http://www.axncrime.sk ○ Factory 3rd Party Hosting BtoC Name, email, dob < 4,000 Yes Mark Jocson David Mauceli Planned Planned Planned

51 Sony Pictures Entertainment AXN EUROPE Austria http://www.axntv.at

○

Copper Frog 3rd Party Hosting BtoC First name, last name, 
address, email address, 
date of birth, gender, 
username and password.

< 4,000 Not 
Applicable

Mark Jocson David Mauceli Planned Planned Planned

N/A N/A

52 Sony Pictures Entertainment AXN EUROPE Bulgaria http://www.axn-bulgaria.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 15,624 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD N/A N/A

53 Sony Pictures Entertainment AXN EUROPE Czech 
Republic

http://www.axn.cz ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 6,997 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

54 Sony Pictures Entertainment AXN EUROPE Germany http://www.axntv.de ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned

55 Sony Pictures Entertainment AXN EUROPE Hungary http://www.axn.hu ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 19,937 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

56 Sony Pictures Entertainment AXN EUROPE Israel http://www.axn.co.il ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned

57 Sony Pictures Entertainment AXN EUROPE Italy http://www.axn.it ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 1421 No Mark Jocson David Mauceli Planned Planned Planned

58 Sony Pictures Entertainment AXN EUROPE Poland http://www.axn.pl ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 36,098 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

Testing result overview (Low←→High)
BtoB

Others N/AHigh 
Priority

BtoC
Others Notes

Status
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59 Sony Pictures Entertainment AXN EUROPE Portugal http://www.axn.pt ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 4647 No Mark Jocson David Mauceli Planned Planned Planned

60 Sony Pictures Entertainment AXN EUROPE Romania http://www.axn.ro ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 12,799 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

61 Sony Pictures Entertainment AXN EUROPE Russia http://www.axnscifi.ru ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned

62 Sony Pictures Entertainment AXN EUROPE Slovakia http://www.axn.sk ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 34 No Mark Jocson David Mauceli Planned Planned Planned

63 Sony Pictures Entertainment AXN EUROPE Spain http://www.axn.es ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 8,029 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

64 Sony Pictures Entertainment AXN EUROPE Switzerland http://www.axntv.ch
○

Copper Frog 3rd Party Hosting BtoC Landing page only with 
redirect to non-Sony site

0 Not 
Applicable

Mark Jocson David Mauceli Planned Planned Planned

65 Sony Pictures Entertainment AXN LATIN AMERICA http://www.canalaxn.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned

66 Sony Pictures Entertainment AXN LATIN AMERICA Brazil http://www.axn.com.br ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 6,435 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

67 Sony Pictures Entertainment AXN Sci-Fi EUROPE http://www.axnscifi.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 6,068 No Mark Jocson SPE 28-May Viken Derderian Planned TBD TBD

68 Sony Pictures Entertainment AXN Sci-Fi EUROPE 
Bulgaria

http://www.axnscifi-bg.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 705 No Mark Jocson David Mauceli Planned Planned Planned

69 Sony Pictures Entertainment AXN Sci-Fi EUROPE Czech 
Republic

http://www.axnscifi.cz ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 458 No Mark Jocson David Mauceli Planned Planned Planned

70 Sony Pictures Entertainment AXN Sci-Fi EUROPE 
Hungary

http://www.axnscifi.hu ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 640 No Mark Jocson David Mauceli Planned Planned Planned

71 Sony Pictures Entertainment AXN Sci-Fi EUROPE Poland http://www.axnscifi.pl ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 688 No Mark Jocson David Mauceli Planned Planned Planned

72 Sony Pictures Entertainment AXN Sci-Fi EUROPE 
Romania

http://www.axnscifi.ro ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 1010 No Mark Jocson David Mauceli Planned Planned Planned

73 Sony Pictures Entertainment AXN Sci-Fi EUROPE 
Slovakia

http://www.axnscifi.sk ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 28 No Mark Jocson David Mauceli Planned Planned Planned

74 Sony Pictures Entertainment AXN Sci-Fi EUROPE Ukraine http://www.axnscifi.com.ua ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 28 No Mark Jocson David Mauceli Planned Planned Planned

75 Sony Pictures Entertainment Brazil Portal http://sonypictures.com.br

○

DH&C BtoC Name/Email 
address/Birth 
Date/Gender/Fiscal 
Code/Phone #/Full 
Address

108,857 No Michael Fisk SPE 27-May David Mauceli In Progress TBD TBD

77 Sony Pictures Entertainment Brazil´s Next Top Model http://brntm.canalsony.com ○ Copper Frog 3rd Party Hosting BtoC name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned

78 Sony Pictures Entertainment Broder Film (Hotsite) http://broderofilme.com.br ○ DH&C BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Gines Buil

79 Sony Pictures Entertainment Business Object https://infoview.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli 1

80 Sony Pictures Entertainment C2 http://c2-dev.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, UserId, Phone 
number, Address

400,000 No Teresa Lynch SPE David Mauceli

81 Sony Pictures Entertainment C2 http://c2-qa.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, UserId, Phone 
number, Address

400,000 No Teresa Lynch SPE David Mauceli

82 Sony Pictures Entertainment C2 http://c2-stg.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, UserId, Phone 
number, Address

400,000 No Teresa Lynch SPE David Mauceli

83 Sony Pictures Entertainment C2 https://c2.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, UserId, Phone 
number, Address

400,000 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Clean

A N/A

84 Colorworks (SPTech) Calypso https://backbone.spe.sony.com/calypsobb ○ DMC - Corporate Pointe BtoC Customer (Login name 
and password)

64 No Jim Houston Vik Derderian

85 MSM Pvt Ltd. Channel AATH http://www.aath.in

○

TATA,Mumbai, India BtoC TATA,Mumbai, India 805 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:03/08/2011

Risk level 3,4 & 5 
mitigated 

86 Sony Pictures Entertainment Checker App http://134.159.107.107 ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

87 Sony Pictures Entertainment cineSHARE (cineShare+) http://cineshareplus.spe.sony.com ○ Chandler Datacenter DMZ BtoB Name, Email 9,800 No Ben Masek SPE 27-May David Mauceli Completed - 
Remediation

E In Progress

88 Sony Pictures Entertainment CineShare+ http://cineshare.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 9,800 No Ben Masek SPE 27-May David Mauceli Completed - 
Clean

A N/A

90 Sony Pictures Entertainment cineView (cineShare+) http://cineview.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 2837 No Ben Masek David Mauceli

91 Sony Pictures Entertainment cineView + (cineShare+) http://cineviewplus.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 2837 No Ben Masek David Mauceli

92 Sony Pictures Entertainment cineView On Air (Acorn) http://cineviewonair.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 504 No Ben Masek David Mauceli

93 Colorworks (SPTech) Client FTP http://216.3.126.130 ○ Colorworks - Stage6 BtoC Customer (Login name 
and password)

21 No Jim Houston Vik Derderian

94 Sony Pictures Entertainment Colombia Portal http://www.sonypicturescolombia.com

○

Blue Host BtoC General movie 
information such as 
release dates, trailers, 
photos and synopsis.

0 Not 
Applicable

Michael Fisk Gines Buil

95 Sony Pictures Entertainment Concur https://concur.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Address, Phone 
Number

4500 No Teresa Lynch David Mauceli

96 Sony Pictures Entertainment Concur QA https://implementation.concursolutions.com/Default.asp
○

Vendor BtoB First Name, Last Name, 
Email, Address, Phone 
Number

4500 No Teresa Lynch David Mauceli

97 Sony Pictures Entertainment Corporate Web Site http://www.sonypictures.co.uk ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke

98 Sony Pictures Entertainment Corporate Web Site http://www.sonypictures.com ○ SNEI Data Center BtoC Customer (Personal 
Information)

5,452,190 No Brian Franke Foundstone 27-May Jason Spaltro In Progress TBD TBD

99 Sony Pictures Entertainment Crackle.com http://www.crackle.com ○ SNEI Data Center BtoC Name, Email 2,000,000 No Brian Franke Foundstone 27-May Jason Spaltro In Progress TBD TBD

100 Sony Pictures Entertainment CRB https://competitivereleases-dev.spe.sony.com

○

Chandler BtoE US Competative Release 
Schedule
Yes(First Name, Last 
Name, userid)

100 No Teresa Lynch David Mauceli

101 Sony Pictures Entertainment CTHE Vendas http://cthevendas.com.br

○

DH&C BtoB Name/Email 
address/Fiscal 
Code/Phone #/Full 
Address

4,992 No Michael Fisk SPE 18-Jun David Mauceli Planned TBD TBD

102 Sony Pictures Entertainment Days of our Lives Web Site http://www.daysofourlives.com ○ SNEI Data Center BtoC Television Marketing 75,889 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

103 Sony Pictures Entertainment DICER https://dicer-qa.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

344 No Teresa Lynch David Mauceli 1

104 Sony Pictures Entertainment DICER https://dicer.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

344 No Teresa Lynch David Mauceli 1

105 Sony Pictures Entertainment DMC FTP 1 https://dmcftp1.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 931 No Teresa Lynch David Mauceli

106 Sony Pictures Entertainment DMC FTP2 ftp://dmcftp2.spe.sony.com ○ Chandler Datacenter DMZ BtoB UserId 599 No Teresa Lynch David Mauceli

107 Sony Pictures Entertainment DMG Device FTP 3 ftp://dmcftp3.spe.sony.com ○ Chandler Datacenter DMZ BtoB UserId 44 No Teresa Lynch David Mauceli

108 Sony Pictures Entertainment DMI FT https://dmift.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 931 No Teresa Lynch David Mauceli

109 Sony Pictures Entertainment Dropzone https://dropzone-dev.spe.sony.com

○

Chandler Datacenter DMZ BtoB Production Document 
Mangement, First Name, 
Last Name, Email, UserId

391 No Teresa Lynch David Mauceli 1

110 Sony Pictures Entertainment Dropzone https://dropzone-qa.spe.sony.com

○

Chandler Datacenter DMZ BtoB Production Document 
Mangement, First Name, 
Last Name, Email, UserId

391 No Teresa Lynch David Mauceli 1

111 Sony Pictures Entertainment Dropzone https://dropzone-stg.spe.sony.com

○

Chandler Datacenter DMZ BtoB Production Document 
Mangement, First Name, 
Last Name, Email, UserId

391 No Teresa Lynch David Mauceli 1

112 Sony Pictures Entertainment Dropzone https://dropzone.spe.sony.com

○

Chandler Datacenter DMZ BtoB Production Document 
Management, First 
Name, Last Name, Email,

391 No Teresa Lynch David Mauceli 1

113 Sony Pictures Entertainment EAGL http://eagl.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB Name, Email 2574 No Ben Masek Foundstone 27-May Jason Spaltro In Progress TBD TBD

114 Sony Pictures Entertainment EAGL Images http://eagl-images.spe.sony.com ○ SPE Corporate Pointe, Culver City N/A Not Applicable 0 Not 
Applicable

Ben Masek Charles Cole

115 Sony Pictures Entertainment Face of the Fan Site http://www.faceofthefan.com ○ SNEI Data Center BtoC Film Marketing 16,328 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

118 Sony Pictures Entertainment Generacion Recreo http://generacionrecreo.com ○ server4you BtoC name, email 0 Not 
Applicable

Mark Jocson Gines Buil

119 Worldwide Product 
Fulfillment (WPF)

GOLD (Global Ordering 
Library Database)

https://spe.wpf-
gold.com/Citrix/MetaFrame/auth/login.aspx ○ Deluxe BtoB Inventory/Purchase 

Ordering
8,180 No Teresa Lynch David Mauceli

120 Sony Pictures Entertainment GPAS http://gpas-stg.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

674 No Teresa Lynch David Mauceli

121 Sony Pictures Entertainment GPAS https://gpas.spe.sony.com/gpas/default.html ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

123 Sony Pictures Entertainment IHRS https://ihrs-qa.spe.sony.com

○

Chandler Datacenter DMZ BtoE International HR Data, 
Hiring Date, Pay rate, 
Allowances, Cimmissions

6000 Yes Teresa Lynch David Mauceli 1
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124 Sony Pictures Entertainment IHRS https://ihrs.spe.sony.com

○

Chandler Datacenter DMZ BtoE International HR Data, 
Hiring Date, Pay rate, 
Allowances, 
Commissions

6000 Yes Teresa Lynch David Mauceli 1

126 Sony Pictures Entertainment Info view (business object) https://infoview-dr.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

127 Sony Pictures Entertainment Iniciativa SER http://iniciativaser.com ○ server4you BtoC name, email, 
testimonials, phone

1200 No Mark Jocson Gines Buil

128 Motion Pictures Interplan http://interplan-qa.spe.sony.com
○

Chandler BtoE First Name, Last Name, 
Phone number, Office 
Location, Email

1000 No Teresa Lynch David Mauceli

129 Sony Pictures Entertainment Interplan https://interplan.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Office Location, 
Phone number

1000 No Teresa Lynch David Mauceli 1

130 Sony Pictures Entertainment IT Global Service Desk 
Bomgar Remote Access

http://gsdsupport.spe.sony.com ○ Chandler Datacenter DMZ BtoE Remote access point for 
support

0 Not 
Applicable

Teresa Lynch David Mauceli 1

131 Sony Pictures Entertainment JEOPARDY! Web Site http://www.jeopardy.com ○ SNEI Data Center BtoC Television Marketing 1,454,843 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

132 Sony Pictures Entertainment Lotus Notes Webmail Login http://exnts03.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

No Teresa Lynch SPE 27-May David Mauceli Completed - 
Clean

A N/A

134 Sony Pictures Entertainment MAX ASIA http://www.maxasia.tv

○

TATA,Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

2500 No Ajay Kumar 
Meher

Ajay Kumar Meher Complete - Clean A

135 Sony Pictures Entertainment MAX ASIA India http://www.maxtelevision.com

○

COLO4, Denver, USA BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

10,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:03/05/2011

Risk level 3,4 & 5 
mitigated 

136 SPT Meta-Information download 
tool

https://tool.bd-dvd.sonypictures.jp/tvtool

○

So-net Entertainment Corporation BtoB Japanese Localized 
Metadata and Images of 
SPE titles (This site is 
linked to GPMS)

50 No Mark Jocson Shigemitsu Higuchi

137 Sony Pictures Entertainment Mexico Portal http://sonypictures.com.mx

○

DH&C BtoC Name/Email 
address/Birth 
Date/Gender/Fiscal 
Code/Phone #/Full 
Address

16,625 No Michael Fisk Gines Buil

139 Sony Pictures Entertainment MyCareer http://mycareer.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Address, Phone 
Number

4500 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Clean

A

140 Sony Pictures Entertainment mypss2 https://mypss.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

200 No Teresa Lynch David Mauceli

141 Sony Pictures Entertainment mysonypicturestelevision https://my.sonypicturestelevision.com ○ Chandler Datacenter DMZ BtoB email address 500 No Teresa Lynch David Mauceli

142 Sony Pictures Entertainment MySPE IAG https://my.spe.sony.com ○ Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email,

5000 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Remediation

E

143 Sony Pictures Entertainment nontheatrical https://www.sonypicturesnontheatrical.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

47 No Teresa Lynch David Mauceli

144 Sony Pictures Releasing 
International

ONIGAMI-DEN official movie 
site

http://onigamiden.jp ○ BtoC Jump page for Sony 
Pictures Japan page

0 Not 
Applicable

Michael Fisk

146 Sony Pictures Entertainment Photo FTP https://photoftp.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 931 No Ben Masek Charles Cole

147 Sony Pictures Entertainment picasso https://picasso.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,
Yes(First Name, Last 
Name, MIIS ID)

25 No Teresa Lynch David Mauceli 1

148 Motion Pictures Picasso http://picasso-qa.spe.sony.com

○

Chandler BtoE Marketing Materials
Yes(First Name, Last 
Name, MIIS ID)

18 No Teresa Lynch David Mauceli

149 Sony Pictures Entertainment Pinnacle v5 http://pinnacleweb.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,FAX, Address, 
Department, Phone 
number

8,000 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Clean

A N/A

150 Sony Pictures Entertainment PIX ASIA India http://www.pixtelevision.com

○

TATA, Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

114,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:3/1/2011

Risk level 3,4 & 5 
mitigated 

152 Sony Pictures Entertainment Playbook https://playbook.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

600 No Teresa Lynch David Mauceli 1

153 Sony Pictures Entertainment PMC ASPERA http://pmcaspera.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 215 Yes Teresa Lynch David Mauceli

154 Sony Pictures Entertainment PMC FTP https://pmcftp.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 931 No Teresa Lynch Charles Cole In Progress In Progress

155 Sony Pictures Entertainment PO Tracker http://potracker-qa.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number, 
Purchase Orders and 
pricing details

162 No Teresa Lynch David Mauceli 1

156 Sony Pictures Entertainment PO Tracker http://potracker-stg.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number, 
Purchase Orders and 
pricing details

162 No Teresa Lynch David Mauceli Scan Scheduled

157 Sony Pictures Entertainment PO Tracker https://potracker.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number, 
Purchase Orders and 
pricing details

162 No Teresa Lynch David Mauceli 1

159 Sony Pictures Entertainment Prism https://prism.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number

800 No Teresa Lynch David Mauceli 1

160 Sony Pictures Entertainment Prism http://prism-stg.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number

800 No Teresa Lynch David Mauceli 1

161 Sony Pictures Entertainment prodportal https://prodportal.spe.sony.com:8443 ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

75 No Teresa Lynch David Mauceli

162 Sony Pictures Entertainment prodsafety https://www.productionsafety.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

10 No Teresa Lynch 1

163 Sony Pictures Entertainment Production portal http://prodportal-dev.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

75 No Teresa Lynch David Mauceli 1

164 Sony Pictures Entertainment Production portal http://prodportalqa.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

75 No Teresa Lynch David Mauceli 1

166 Sony Pictures Entertainment Quality Center https://qc.spe.sony.com/qcbin ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

2000 No Teresa Lynch David Mauceli 1

167 Sony Pictures Entertainment SAB ASIA India http://www.sabtv.com

○

TATA, Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

106,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:3/3/2011

Risk level 3,4 & 5 
mitigated 

168 SPT SAIRA https://saira.sony.biz/saira/Login/login.aspx ○ Sony PCL Inc. BtoB Sony PCS Inc. 0 Not 
Applicable

Michael Fisk Shigemitsu Higuchi

169 Sony Pictures Entertainment SCE EAGL https://sce.eagl.net ○ SPE Corporate Pointe, Culver City BtoB Name, Email 100 No Ben Masek Charles Cole

170 Sony Pictures Entertainment Service Now https://servicenow.spe.sony.com
○

Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email, work phone 
number

5000 No Teresa Lynch SPE 27-May David Mauceli Complete - 
Remediation

E In Progress Risk level 3,4 & 5 
mitigated 

171 Sony Pictures Entertainment Service Now http://servicenow-dev.spe.sony.com
○

Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email, work phone 
number

5000 No Teresa Lynch David Mauceli

172 Sony Pictures Entertainment Service Now http://servicenow-qa.spe.sony.com
○

Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email, work phone 
number

5000 No Teresa Lynch David Mauceli
Planned Planned

173 Sony Pictures Entertainment Service Now http://servicenow-stg.spe.sony.com
○

Chandler Datacenter DMZ BtoE First Name, Last Name, 
Email, work phone 
number

5000 No Teresa Lynch David Mauceli
N/A N/A

174 Sony Pictures Entertainment SET AFRICA South Africa http://www.settv.co.za

○

Copper Frog 3rd Party Hosting BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

< 4,000 No Mark Jocson David Mauceli Planned Planned Planned

Planned Planned

175 Sony Pictures Entertainment SET ASIA http://www.setasia.tv

○

TATA, Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

7,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Complete - Clean A

Planned Planned
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Remediation 
Planning Status

Comments

Completion Date Level1 Level2 Level3 Level4 Level5 (more) Risk Assessment 
Status
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176 Sony Pictures Entertainment SET ASIA India http://www.setindia.com

○

TATA, Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

650,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:3/6/2011

Risk level 3,4 & 5 
mitigated 

Planned Planned

177 Sony Pictures Entertainment SET ASIA Singapore http://www.set-singapore.com

○

Copper Frog 3rd Party Hosting BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

< 4,000 No Mark Jocson David Mauceli Planned Planned Planned

Planned Planned

178 Sony Pictures Entertainment SET EUROPE Portugal http://www.setpt.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob 464 No Mark Jocson David Mauceli Planned Planned Planned Planned Planned

179 Sony Pictures Entertainment SET EUROPE Spain http://www.setenveo.es ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob, gender Mark Jocson David Mauceli Planned Planned Planned Planned Planned

180 Sony Pictures Entertainment SET LATIN AMERICA http://www.canalsony.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob, gender Mark Jocson David Mauceli Planned Planned Planned Planned Planned

181 Sony Pictures Entertainment SET LATIN AMERICA Brazil http://www.canalsony.com.br ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob, gender Mark Jocson David Mauceli Planned Planned Planned Planned Planned

182 Sony Pictures Entertainment SET Syndication India http://www.setsyndication.com

○

TATA,Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

100 No Ajay Kumar 
Meher

Ajay Kumar Meher Complete - Clean A

Planned Planned

183 Sony Pictures Entertainment SLES Image Server http://sles.spe.sony.com Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

Teresa Lynch David Mauceli Planned Planned

186 Sony Pictures Entertainment Sony Advertising Music 
Library

http://saml.spe.sony.com/saml/welcomescaml.do ○ SPE Corporate Pointe, Culver City BtoB Name, Email 457 No Ben Masek Charles Cole Planned Planned

188 Sony Pictures Entertainment Sony Entertainment 
Television UK

http://www.sonytv.com ○ Copper Frog 3rd Party Hosting BtoC Name, email, dob < 4,000 No Mark Jocson David Mauceli Planned Planned Planned Planned Planned

189 Sony Pictures Entertainment Sony Movie Channel http://www.sonymoviechannel.com ○ 3rd Party Vendor: The Red Space / 
Media Temple

BtoC Customer (Personal 
Information)

2870 No Mark Jocson Danielle Corey Planned Planned Planned Planned Planned

190 Sony Pictures Entertainment Sony Pics Stock Footage http://sonypicturesstockfootage.com
○

SPE Corporate Pointe, Culver City BtoB Name, Email, Company, 
Password, Address, 
Phone

13,718 No Ben Masek SPE 27-May David Mauceli Completed - 
Remediation

E In Progress

191 Motion Pictures Sony Picture Nontheatrical http://www.sonypicturesnontheatrical.com

○

Chandler BtoB Digital Media Assets
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

50 No Teresa Lynch David Mauceli

Planned Planned

192 Sony Pictures Releasing 
International

Sony Pictures http://sonypictures.be ○ BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Planned Planned

193 Sony Pictures Releasing 
International

Sony Pictures http://sonypictures.de ○ WestWing Online GmbH BtoC Newsletter subscribers 
Name Email

50,000 No Michael Fisk

194 Sony Pictures Releasing 
International

Sony Pictures http://www.sonypictures.fr ○ 3rd Party Hosting: Jaguar Network BtoC Film Marketing 324,146 No Michael Fisk

196 Sony Pictures Releasing 
International

Sony Pictures http://sonypictures.nl ○ BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Planned Planned

197 Sony Pictures Releasing 
International

Sony Pictures http://www.sites.sonypicturesreleasing.es
○

BtoC Upcoming releases, 
online promotions, social 
network links

110,000 No Michael Fisk
Planned Planned

198 Sony Pictures Releasing 
International

Sony Pictures http://www.SonyPicturesTickets.es ○ BtoC Tickets Search engine for 
our releases

2000 No Michael Fisk Planned Planned

199 Sony Pictures Releasing 
International

Sony Pictures http://www.sonypicturesvideo.es

○

BtoC Information for products, 
promotiond and retailers, 
press suppport of Home 
Video zone

1000 No Michael Fisk

Planned Planned

200 Sony Pictures Releasing 
Canada

Sony Pictures Canada http://www.sonypictures.ca ○ Tribute Entertainment BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Planned Planned

201 Sony Pictures Entertainment Sony Pictures Careers http://www.sonypicscareers.com
○

Chandler Datacenter DMZ BtoC First Name, Last Name, 
Email, Address, Phone 
Number

180,000 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Clean

A N/A
Planned Planned

202 Sony Pictures Entertainment Sony Pictures Classics http://www.sonyclassics.com ○ SNEI Data Center BtoC Customer (Personal 
Information)

58,876 No Brian Franke Brian Franke Planned Planned Planned Planned Planned

203 Sony Pictures Services Sony Pictures Emporiume 
Online Store

http://www.sonypicturesemporium.com
○

Yahoo BtoC Product catalog with 
shopping cart and 
checkout

30 No Teresa Lynch Timonthy Milius
Planned Planned

204 Sony Pictures Entertainment Sony Pictures Entertainment 
Supplier Site

http://supplier.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

205 Sony Pictures Entertainment Sony Pictures Entertainment 
Supplier Site

http://supplierqa.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli Planned Planned

206 Motion Pictures Sony Pictures Inflight http://www.sonypicturesinflight.com

○

Chandler BtoB Digital Media Assets
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

500 No Teresa Lynch David Mauceli

Planned Planned

207 Sony Pictures Entertainment Sony Pictures Movies http://www.sonypictures.com.tw ○ Zhan-Guo-Ce Int'l 
(http://www.nss.com.tw/)

BtoC Email 13,900 No Michael Fisk Planned Planned

208 Sony Pictures Entertainment Sony Pictures Museum http://www.sonypicturesmuseum.com

○

Media Temple BtoC Museum site presents 
historical and
factual information about 
the studio, the motion 
picture business and the
films we have produced.

0 Not 
Applicable

Brian Franke Phyllis Boyd

Planned Planned

209 Sony Pictures Entertainment Sony Pictures Music Library http://www.sonypicturesmusic.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli 1 Planned Planned

210 Sony Pictures Entertainment Sony Pictures Photos http://photos-dev.spe.sony.com
○

Chandler NA - See 
comment
s

None 0 Not 
Applicable

Teresa Lynch David Mauceli
Planned Planned

211 Sony Pictures Studios Sony Pictures Post 
Production

http://www.sonypicturespost.com

○

Media Temple BtoB Studio Sites (Post, 
Studio, Tours) present 
general information about 
studio
property and professional 
services.

0 Not 
Applicable

Brian Franke Phyllis Boyd

Planned Planned

212 Sony Pictures Entertainment Sony Pictures Publicity http://beta.sonypicturespublicity.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone

50 No Teresa Lynch David Mauceli

Planned Planned

213 Motion Pictures Sony Pictures Publicity http://www.sonypicturespublicity.com

○

Chandler BtoB Digital Media Assets
Yes(First Name, Last 
Name, userid, 
Telephone, fax, email id, 
company name, and 
address)

50 No Teresa Lynch David Mauceli

Planned Planned

214 Sony Pictures Entertainment Sony Pictures Publicity http://sonypicturespublicity.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone
Yes(First Name, Last 
Name, userid, 
Telephone, fax, email id, 
company name, and 
address)

50 No Teresa Lynch David Mauceli

Planned Planned

215 Motion Pictures Sony Pictures Publicity - 
Admin

http://wwp.spe.sony.com

○

Chandler BtoB Digital Media Assets
Yes(First Name, Last 
Name, userid, 
Telephone, fax, email id, 
company name, and 
address)

24 No Teresa Lynch David Mauceli

Planned Planned

216 Sony Pictures Entertainment Sony Pictures Publicity - 
France

http://sonypicturespresse.fr

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone

50 No Teresa Lynch David Mauceli

Planned Planned

217 Sony Pictures Entertainment Sony Pictures Publicity 
Australia

http://www.sonypicturespublicity.com.au

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone
Yes(Password, First 
Name, Last Name, 
userid, Telephone, fax, 
email id, company name, 
and address)

25 No Teresa Lynch David Mauceli

218 Sony Pictures Entertainment Sony Pictures Publicity 
International

https://www.sonypicturespublicity.net

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone
Yes(First Name, Last 
Name, userid, 
Telephone, fax, email id, 
company name, and 
address)

236 No Teresa Lynch David Mauceli

Planned Planned
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219 Sony Pictures Entertainment Sony Pictures Publicity New 
Zealand

http://www.sonypicturespublicity.co.nz

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Company, Work 
Address, Work Phone, 
Evening Phone
Yes(Password, First 
Name, Last Name, 
userid, Telephone, fax, 
email id, company name, 
and address)

22 No Teresa Lynch David Mauceli

Planned Planned

220 Sony Pic. Ent./China Inc Sony Pictures Releasing  Of 
Korea Inc.

www.sonypictures.co.kr ○ Hostway BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Planned Planned

221 Motion Pictures Sony Pictures Releasing 
(Canada)

http://www.sonypicturesreleasing.ca ○ Deluxe BtoB Theatrical Titles & 
Marketing Assets

50 No Teresa Lynch Gurvinder Singh Planned Planned

222 Motion Pictures Sony Pictures Releasing (US) http://www.sonypicturesreleasing.com ○ Deluxe BtoB Theatrical Titles & 
Marketing Assets

100 No Teresa Lynch David Mauceli Planned Planned

223 Motion Pictures Sony Pictures Repertory http://dev.sonypicturesrepertory.com

○

Chandler Datacenter DMZ BtoB Digital Media Assets
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

353 No Teresa Lynch David Mauceli

Planned Planned

224 Motion Pictures Sony Pictures Repertory http://www.sonypicturesrepertory.com

○

Chandler BtoB Digital Media Assets
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

667 No Teresa Lynch David Mauceli

Planned Planned

225 Motion Pictures Sony Pictures Repertory http://qa.sonypicturesrepertory.com

○

Chandler BtoB Digital Media Assets
Yes(Password, First 
Name, Last Name, work 
phone, evening phone, 
fax, email id, company 
name, company URL, 
and company address)

474 No Teresa Lynch David Mauceli

Planned Planned

226 Sony Pictures Studios Sony Pictures Studios 
Production Services

http://www.sonypicturesstudios.com

○

Media Temple BtoB Studio Sites (Post, 
Studio, Tours) present 
general information about 
studio
property and professional 
services.

0 Not 
Applicable

Brian Franke Phyllis Boyd

Planned Planned

227 Sony Pictures Services Sony Pictures Studios Tours http://www.sonypicturesstudiostours.com

○

Media Temple BtoC Studio Sites (Post, 
Studio, Tours) present 
general information about 
studio
property and professional 
services.

0 Not 
Applicable

Brian Franke Phyllis Boyd

Planned Planned

228 Sony Pictures Entertainment Sony Pictures Television http://www.sonypicturestelevision.com ○ Chandler Datacenter DMZ BtoB email address 3000 No Teresa Lynch David Mauceli 1 Planned Planned

229 Sony Pictures Entertainment SP Insights http://www.sp-insight.com BtoB Brian Franke Planned Planned

230 Sony Pictures Entertainment SPE Australia http://www.sonypictures.com.au ○ SNEI Data Center BtoC Customer (Personal 
Information)

127,085 No Brian Franke Brian Franke

231 Sony Pictures Entertainment SPE Austria http://www.sonypictures.at ○ WestWing Online GmbH BtoC Film Marketing 0 Not 
Applicable

Michael Fisk Not Applicable Not Applicable Not Applicable Not Applicable

232 Sony Pictures Entertainment SPE Belgium http://www.sonypictures.be ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

233 Sony Pictures Entertainment SPRI China http://sonypictures.sina.com.cn ○ Sina.com.cn BtoC Synopsis/Pubstills/Poster
s/Trailers/News

0 Not 
Applicable

Michael Fisk Planned Planned

234 Sony Pictures Entertainment SPE Denmark http://www.sonypictures.dk ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

236 Sony Pictures Entertainment SPE Germany http://www.sonypictures.de ○ WestWing Online GmbH BtoC Customer (Email, 
Mobile#, DOB)

50,000 No Michael Fisk

237 Sony Pictures Entertainment SPE Hong Kong http://www.sonypictures.com.hk ○ Kimlo.com BtoC Film Marketing 0 Not 
Applicable

Michael Fisk In Progress In Progress

238 Sony Pictures Entertainment SPE Identity Management https://id.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, password, email

52,540 No Teresa Lynch SPE 27-May David Mauceli Completed - 
Remediation

E In Progress Planned Planned

240 Sony Pictures Entertainment SPE Indonesia http://www.sonpictures.co.id ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

241 Sony Pictures Entertainment SPE Italy http://www.sonypictures.it ○ SNEI Data Center BtoC None 0 Not 
Applicable

Michael Fisk In Progress Planned

242 Sony Pictures Entertainment SPE Japan http://www.sonypictures.jp ○ SNEI Data Center BtoC Customer (Personal 
Information)

183,659 No Brian Franke Brian Franke Planned Planned Planned

243 Sony Pictures Entertainment SPE Malaysia http://www.sonypictures.com.my ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Risk level 3,4 & 5 
mitigated 

244 Sony Pictures Entertainment SPE Netherlands http://www.sonypictures.nl ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Risk level 3,4 & 5 
mitigated 

245 Sony Pictures Entertainment SPE New Zealand http://www.sonypictures.co.nz ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Risk level 3,4 & 5 
mitigated 

246 Sony Pictures Entertainment SPE Philippines http://www.sonypictures.com.ph ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable

247 Sony Pictures Entertainment SPE Portugal http://www.sonypictures.pt ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

248 Sony Pictures Entertainment SPE Singapore http://www.sonypictures.com.sg
○

Adventus/MailChimp BtoC Name, Gender, Email 
Address, Date of Birth, 
Movie Genre preference

< 10,000 No Michael Fisk Risk level 3,4 & 5 
mitigated 

249 Sony Pictures Entertainment SPE South Africa http://www.sonypictures.co.za ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

251 Sony Pictures Entertainment SPE Spain http://www.sonypicturesreleasing.es
○

ACENS BtoC Filme marketing with 
basic personal 
information

110,000 No Michael Fisk Risk level 3,4 & 5 
mitigated 

252 Sony Pictures Entertainment SPE Sweden http://www.sonypictures.se ○ SNEI Data Center BtoC Film Marketing 0 Not 
Applicable

Brian Franke Brian Franke Not Applicable Not Applicable Not Applicable Planned Planned

253 Sony Pictures Entertainment SPE Switzerland http://www.sonypictures.ch ○ Metanet BtoC Film Marketing None Not 
Applicable

Michael Fisk Not Applicable Not Applicable

254 Sony Pictures Entertainment SPE Thailand http://www.sonypictures.in.th ○ Vhostweb Co., Ltd BtoC Customer (Name, DOB, 
Gender, Email, Mobile#)

682 No Michael Fisk Planned Planned

255 Sony Pictures Entertainment SPE UK Newsletter Site http://www.sonypictures-newsletters.co.uk ○ 3rd Party Vendor: 1&1 Hosting, 
managed by Spinnaker

BtoC Customer (Personal 
Information)

200,000 Yes Michael Fisk Spinnaker 27-May Helene Smith 
(Spinnaker)

In Progress TBD TBD Planned Planned

256 Sony Pictures Entertainment SPHE Connect http://www.spheconnect.com ○ DMG BtoB Name, Address, Phone 
Number

4000 No Ben Masek 1 Planned Planned

257 Sony Pictures Entertainment SPHE New Zealand http://www.spheconnect.co.nz BtoB Name, email, address, 
phone number, user ID, 
password

Ben Masek

258 Sony Pictures Entertainment Spider-Man Network Fan Site http://spiderman.sonypictures.com ○ SNEI Data Center BtoC Film Marketing 177,050 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

259 Sony Pictures Entertainment Spidr https://apps.spe.sony.com/spidr

○

Chandler Datacenter DMZ BtoB Sony Licensor (Address, 
Phone/Fax, Perhaps 
business contact data 
email, address, phone 
and fax), Sony Licensee 
(Address, Phone/Fax, 
Perhaps business contact 
data email, address, 
phone and fax) -> in 
Contracts, Royalty 
Statements and 
Withholding Certificates 
stored in SPiDR

5,000 No Teresa Lynch Foundstone 27-May Jason Spaltro In Progress TBD TBD

Not Applicable Not Applicable

260 Sony Pictures Entertainment SPIDR 2 Development http://spidr2-dev.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Username

25 No Teresa Lynch David Mauceli Not Applicable Not Applicable

261 Sony Pictures Entertainment SPIDR 2 QA http://spidr2-qa.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Username

25 No Teresa Lynch David Mauceli

262 Sony Pictures Entertainment SPIDR 2 Staging http://spidr2-stg.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Username

25 No Teresa Lynch David Mauceli

263 Sony Pictures Entertainment SPIDR 2 https://spidr2.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, user name

398 No Teresa Lynch Foundstone 27-May Jason Spaltro In Progress TBD TBD

264 Motion Pictures Spirt World http://spiritworld.spe.sony.com ○ Chandler BtoB Theatrical Sales, 
Distribuition, and AR

582 No Teresa Lynch David Mauceli Not Applicable Not Applicable

265 Motion Pictures Spirt World http://spiritworld-qa.spe.sony.com ○ Chandler BtoB Theatrical Sales, 
Distribuition, and AR

582 No Teresa Lynch David Mauceli Not Applicable Not Applicable

266 Motion Pictures Spirt World http://spiritworld-stg.spe.sony.com ○ Chandler BtoB Theatrical Sales, 
Distribuition, and AR

582 No Teresa Lynch David Mauceli Not Applicable Not Applicable

267 Sony Pictures Entertainment SPRBAD http://sprbd-qa.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

25 No Teresa Lynch David Mauceli Planned Planned

268 Sony Pictures Entertainment SPRBAD http://sprbd-stg.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

25 No Teresa Lynch David Mauceli

269 Worldwide Product 
Fulfillment (WPF)

SPRBD (Shipping Proof Of 
Receipt Based Delivery)

https://sprbd.spe.sony.com
○

Internal (SPE IT) BtoC International TV shipment 
detail info

27 No Mark Jocson David Mauceli
Not Applicable Not Applicable

270 Sony Pictures Entertainment SPT Adsales http://sptadsales.com ○ server4you BtoB name, email, company, 
phone number

270 No Mark Jocson Gines Buil Not Applicable Not Applicable

271 Sony Pictures Entertainment SPT Creative FTP https://sptcreativeftp.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 931 No Ben Masek Charles Cole

272 Sony Pictures Entertainment SPTI FTP https://sptiftp.spe.sony.com ○ SPE Corporate Pointe, Culver City BtoB UserId 931 No Teresa Lynch David Mauceli
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Testing result overview (Low←→High)
BtoB

Others N/AHigh 
Priority

BtoC
Others Notes

Status

273 Sony Pictures Entertainment Stellent https://cmsprddw.spe.sony.com

○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

Teresa Lynch David Mauceli Last IT 
update says 
no PII while 
previous said 
yes

274 Sony Pictures Entertainment TAAS Training http://taastraining.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli In Progress In Progress

275 Facilities Tangram https://tangram.yourensync.com/spe/login.aspx Tangram (Vendor) BtoB Furniture and workstation 
inventories at 
warehouses

Teresa Lynch Danielle Ogden

276 Sony Pictures Entertainment TekZone http://tekzone-qa.spe.sony.com

○

Chandler Datacenter DMZ BtoB Technical Document 
Mangement, First Name, 
Last Name, Email, 

107 No Teresa Lynch David Mauceli

Not Applicable Not Applicable

277 Sony Pictures Entertainment TekZone https://tekzone.spe.sony.com

○

Chandler Datacenter DMZ BtoB Technical Document 
Mangement, First Name, 
Last Name, Email, 

107 No Teresa Lynch David Mauceli

278 Sony Pictures Entertainment The Young and Restless 
Web Site

http://www.theyoungandtherestless.com ○ SNEI Data Center BtoC Television Marketing 75,889 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

279 Sony Pictures Entertainment This site goes to an Apple 
webserver placehoder

http://sonystockset.spe.sony.com Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

Teresa Lynch

280 Sony Pic. Ent./China Inc Tourist http://www.tourist2010.co.kr ○ BtoC N/A 0 Not 
Applicable

Michael Fisk

281 Sony Pictures Entertainment TV Casting Management https://tvcast.spe.sony.com ○ Chandler Datacenter DMZ BtoB Contracts for Day Players 
for episodic TV

25 No Teresa Lynch David Mauceli Planned Planned

282 Sony Pictures Entertainment tview https://tview.spe.sony.com

○

Chandler Datacenter DMZ BtoB Production Document 
Management, First 
Name, Last Name, Email,

691 No Teresa Lynch David Mauceli

Not Applicable Not Applicable

283 Sony Pictures Entertainment Ventana https://ventana.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

102 No Teresa Lynch David Mauceli Not Applicable Not Applicable

284 MSM Pvt Ltd. videochaska http://www.videochaska.com ○ COLO4, Denver, USA BtoC COLO4, Denver, USA 3000 No Ajay Kumar 
Meher

Ajay Kumar Meher Not Applicable Not Applicable

285 MSM Pvt Ltd. Viewasia http://www.viewasia.tv

○

TATA,Mumbai, India BtoC Marketing related 
information, Show 
timings, movies 
information in the form of 
text, images and videos.

55,000 No Ajay Kumar 
Meher

Ajay Kumar Meher Completed-
remediation. 
Last scan on 
:03/12/2011

Risk level 3,4 & 5 
mitigated 

286 Facilities Virtual Premise https://web.virtualpremise.com/VPLogin.aspx?ClientSite
=sony&

○

Virtual Premise (App Vendor) BtoB All lease and property 
information related to 
each individual SPE 
property worldwide.  Use 
mandated by SCA.

280 No Teresa Lynch Kenneth Anderson

287 MSM Pvt Ltd. Web Mail http://mail.setindia.com ○ TATA,Mumbai, India BtoE TATA,Mumbai, India 0 Not 
Applicable

Ajay Kumar 
Meher

Ajay Kumar Meher

288 Sony Pictures Entertainment Web Method http://webmethodsqa01.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

289 Sony Pictures Entertainment Web Methods https://webmethods01.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli Pending Pending

290 Sony Pictures Entertainment Webmethods STAR/SAP http://starwm.spe.sony.com ○ Chandler Datacenter DMZ BtoB None 0 Not 
Applicable

Teresa Lynch David Mauceli

291 Sony Pictures Entertainment Wheel of Fortune Web Site http://www.wheeloffortune.com ○ SNEI Data Center BtoC Television Marketing 2,785,514 No Brian Franke Foundstone 7-Jun Jason Spaltro Planned TBD TBD

292 Sony Pic. Ent./China Inc World Invasion http://www.world-invasion.co.kr ○ BtoC N/A 0 Not 
Applicable

Michael Fisk

293 Sony Pictures Entertainment Worldwide Print Tracking 
System

https://wpts.spe.sony.com
○

Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email, Phone number, 
Address

40 No Teresa Lynch David Mauceli

294 Sony Pictures Entertainment WPF http://wpfqc.spe.sony.com ○ Chandler Datacenter DMZ BtoB First Name, Last Name, 
Email,

110 No Teresa Lynch David Mauceli

295 SPEJ Zetamail http://sonypictures.zt02.net/zetamail/#. ○ Zetamail BtoC Mail 80,000 No Teresa Lynch Brian Franke
537 Sony Pictures Releasing 

International
Sony Pictures Columbia http://www.sonypicturescolombia.com

○

Blue Host BtoC General movie 
information such as 
release dates, trailers, 
photos and synopsis.

0 Not 
Applicable

Michael Fisk

538 Sony Pictures Releasing 
International

Sony Pictures Columbia http://www.cine.com.co

○

Blue Host BtoC General movie 
information such as 
release dates, trailers, 
photos and synopsis.

0 Not 
Applicable

Michael Fisk

539 Sony Pictures Entertainment SharePoint http://share.spe.sony.com ○ SCA BtoB Various data stores 0 Not 
Applicable

Teresa Lynch Foundstone 27-May Jason Spaltro In Progress TBD TBD

540 Sony Pictures Releasing 
International

Sony Pictures Netherlands http://www.sonypicturesspotlight.nl/ ○ BtoC Registration page for 
updates.

Michael Fisk Planned Planned


