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Fabrication of Traffic-It Can
and Did Happen

(An a rlSdio.in,rrcep' Of"r.tor /.bric.te "4ftc so
e{{ectilltlly ,btl, h. (;4" {ool .X/J#rtsl (;4n he &'rU" I.xts
,h.t are belieJMble tlnd go ""nolked-or "t I",st be
/Jc"pteti-by Unpins ."d .".J,m.' un he do this ill II
dozen or more i"I14,,&lS Wi'ho"' bn"g oburwd or
quellicmed al tb« site, 0'(.' higher echelo1U in Ih, field?
Ca" he fool tI" ;"".sIiXtlhng I",m into bt/1i8tli"f( he
"'Kilged in no wrongdoinK when tb« t,.!fie com,s ""d"
seruti"y ,md ,,"eShon?

Yes. he un. And ." 0pl!,..tor did jWI ,Iu, tillri"K the
Vietnam w.,. HI! !"b,.ic"ted /Jt It/ilsl 17
meulIIglJ-mlllltinx "I' 'hI texts, Ir""II.';"g Ih8m into
Vietnamese befoe« ,,,,rypting 'hem. aNi fJfISnnx them to
'he local processors "nd to NSA 4S ""lid ".ffic. And he
wa.r slIcceJl/1I1 fo,. awhile. e",n 100linK "" infl8slig.titrg
teem when the INflh first came "nd" slispicio". Bllt 'he
dogXed determiMtion of. grOlip ofexperts prow'; to In
his undoing.

First S"s/1idons

Early in January 1969. nine messaAes intercepted in
Vietnam attracted the attention of NSA analysts and
lin~uists because they contained JinAuistic and textual
peculiarities. inconsistencies. and inaccuracies to such a
degree as to be suspect. Althou,lth some of the mCJ5~es

were intercepted as early as 18 December 1968. the
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conclusions that they were suspect wcrc not drawn until
mid.January for a number of reasons. in particular
because much of the traffic ioelf did not arrive on the
desks of NSAanalysu until shortly beforethat time. Also,
analysts at NSA, and in the field as well, 'Would not be
expected to assume at fint ,ltlance that the traffic comin,lt
their way would be fabrjcated'~ rather. they would be
inclined to ,ltive the traffic a presumption of innocence. 50

the fabricator could-and in this case did-"win" the
first round.

These suspicious versions werC rife with irregularines,
both in their formats and in the tcxts. and. indeed. in the
varieties of the peculiarities themselves, Some. for
example. wereostensibly passed on communications links
that could not be identified as bei~ valid. Others (eijtht
of the nine). includec:ll

1.::===:-- .....IAlso. the textS of all contained

Thr opcralOf .ho Ktually fabtiCllled lhr Ira ffie .as.~ffered
immu"itr from pt'OIeClItion (I) ro efttice him to rr_l al~ 'he knl!W
about the matter. (2) to determinr that he indeed ""abel alone. and
(31 to help in idrnufyiol aU bogustraffic. Cmurquenrly, subsrqllCnl
~vea.tioas and edmiuioll' of wroDlldoinS did not re,ult in court
marti,,1, nor in any other JUDd of formal pUlli~inrnt. The operator
involm:!. lllercfort, and «hen pedpheullyJftvolvrd in one ""ay or
Inotlle,. will not be refer,ed to by nlmt', ~in the narrative, NIX' is it
considrted petti.tIll or ntCeWIry II) mennm hi. bnnch or Irnicr-or
Ioc.tions or namrs of tiln invoJved.~~thri, menlion ""ould sel'Yr no
useful purpose.
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incorrect Rrammar, such as misplaced adjectives, and little
known, archaic, or ..dictionary only" words and phrases,
And their word order appeared "to be more like En~li,h

than Vietnamese."

Alerted by these problems, specialists a' NSA quickly
noted other peculiarities which were not part of the traffic
itself; but which were equally suspicious. All messages
for example, were copied at a particular site in Vietnam;
no ocher facilities anywhere in the theater-s-ground or
airborne-had intercepted them. Wideband tapes were
closely examined to determine if the transmissions mi~ht

have been captured thereon. They were nor, Additionally,
a11 were copied by the same intercept operator, except for
some which could not be equated to any operator, for they
carried no personal operator identification (a factor that
in itself was "unusual"]. Nor did dally airborne or
ground-based OF reflect any of the activity in question.

On the basis of these suspicions. fabrication of traffic
was a strong probability. and the Director. NSA. was
informed. He immediately took steps to investi.Q:ate and
resolve the matter. He notified the parent SCA in detail
and requested an immediate investigation. He also
initiated actions to insure. amonJt other thin~s. that no
erroneous Cornint mi~ht be in the hands of users, or if
some had been published on the basis of this traffic, that
recipients were cautioned accordinA"ly until the matter
could be fully inv<sti~ated and resolved. In this regard,
translations or reports that had been issued, in whole or
part on the basi, of these interceprs-by either the field or
NSA-were isolated as quickly as possible, and identified
to recipients as being questionable. (Later, after an initial
investiltation did not resolve the matter to his satisfaction.
the Director ordered lhat the questionable product be
cancelled.) At the same time, the field wa, alerted to be
especially watchful for any additional intercepts that
contained any of these peculiarities, and ehe Director
ordered that NSA be notified immediately if any showed
up. Also, he directed that. where practicable, field
publication of translations of such intercept be delayed
pendin,2 official AJtency approval. And, as the matter
evolved, the Director briefed the USIB concerning irs
progress and findin.'t5.

In;I;,,1 InRsligtll;on

On 24 January 1969, a "preliminary" field inv"li~.

non began. It was completed by 30 January. Irs purpose
was to determine the facts pertainin~ to the oriKin and
validiry of the mem~e> involved, and to report r,.ulrs
to appropriate aurhonnes. A three- man board, whose
members were picked from the SCA involved, conducted
the investigation.

SI!SH'I'

Fourteen persons were interviewed durin~ the
course .of the invest igatien. Those interviewed
included the operator himself, his commanding
officer. the operations officer. traffic analysts,
Iin~uists. other intercept operators, two NSA
employees workin~ in the field at that time, and
others.

Findin,i{s of this investi~ation. however, did not
substantiate the alle~ed fabrication of traffic, nor did
they lend credence to a pOJSibility, sUR~ested by
some. that the enemy may have fabricated and
transmitted the traffic as a deceptive measure. Also•
the inY<sti,llation did not SUPPO" the belief, held by
some, that the traffic may have been fabricated and
sent by U.S. personnel who had access to transmitters.
U.S. personnel having access to such radios werc
thoroughly questioned, and this possibility was
discounted.

In particular, the report concluded that the nine
messages under question did not, accordin~ to the
findings of the investi~ation. contain inconsistencies or
deviations from normal practice or patterns to a
degree si~nificant enough to warrant their bein,c
labeled as fabricated. Althou~h the report noted thar
they did contain a number of questionable items,
which were labeled as "unusual" when compared to
traffic "during periods of relatively normal tar,ltet
activjty." it concluded that most of these were not
without precedent.

Nor were the texts of the messa~es themselves
considered to be suspect. Althou~h the bo.ard aA"ain
concluded that some messl~es contained little known.
archaic. or "dictionary only" words and expressions.
as weU as questionable items about troop strenghts,
personalities, use of in aircraft. and the like. irs
conclusion was that these irre~u.larities were not the
result of concocted items. but, rather. [hey were
"anomalies" ori~inated by the enemy. Or. they were
justified. a~ain, by the "abnormal taerical situations
at that time."

Other atea, offered by analym and llO,llu;,rs to
support their beliefs that the lIaffic was fabricated
were alJo carefully and minutely examined, and by
and lar~e also explain~ away or discounted during
the course of rhe investillation by the board. For
example, the fact that there had been no successful
airborne OF of tl>< .uspeet traffic (or any record of
any havin~ been ....mpted) was explained mainly by
the time, of int<rcept-thi, type of OF coyera~e

havin~ been discontinued because of historic target
in.clivity durjn~ these periods, (Such aircraft, in fact,
were available for DF tipoff on only two such
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occasions.) The point that the transmissions could not
be found on me wideband tapes was also dismissed.

But in another area, ~round.based OF, "minimum
facilities" were manned durinlt the times in question,
and records at the intercept site showed that rwo
schedules had actually been tipped off (thou.lth
records at the Of site did not substantiate chis), This
"fact" was cited as evidence that the communications
in question were real and not fabricated. (But the
opcmuor would later admit that he had ri.lt.lted this
aspect also. by "tippin~ off' the OF site himself,
when actually there were no such t ar ge t

communications active. He did it. of course, in an
attempt to fuerher "validate" the bogus traffic.)

Another point, [0 the effect that inrercepts were
made when such (ar,Q;et communications were usually
inactive, was also explored. This, however. was
explained by the "fact" that most suspect interceptS
were pre.scheduled by the [ar~ during periods of
normal activity, and these pre-planned S(:hedules wefe
actually consummated at other "odd" times.

Still another area of suspicion was probed by. the
examinin board and also discounted. It conctrned

IS too.
however, was y the "act" lbat lome
suspect messa,Q;es were of the "first-heard variety"
and therefore "unique" in themselves. Others were
dismissed as apparently "relayed by. rather than
originated by," the transmittin,ll; enthy.

Of all the above questionable items, the lin~istic

impossibilities were particularly compelling evidence that
no native Vietnamese could have drafted such meuaRes.
An analo~y to prove the point was hypothecated: Were
you to observe a text ostensibly written by a native
American which read "I have broken my .oblclS and
cannot see," one militht suspect the validity of the tnt
even though in one context "goblets" and ",II;Ia.sses" are
synonymous.
~ far as the operator himself was concerned, he

handled himself amazin,Q;ly well durinl{ the invelti,ll;ation,
and almost without exception. all others quest:ioned ,ll;ave
him hi,ll;h marksas a conscientious worker. His abilitia as
an intercept operator also received hi~h marks by peers
and superiors alike. They were virtually unanimous in
their praise of his outsundin. abiliries and
accomplishments in thi, reRard, and in the operator's
dedication to his job, cilin,R, in particular, his willin.ness
to volunteer to work at times other than duril1lt his
normal duty hours, mainly to intercept the odd.hour (or
QRX) schedules previousJy mentioned. One such effort

in particular. whcn the operator volunteered to return to
work on Christmu Eve to look (or a QRX schedule, won
special praise from his superiors, and the admiration of
his fellow workers (and. as it later turned out, an
opportunity for him to fabricate a message). Persons
conductin,ll; the investigation were abo thorou,Q;hly
impressed with his over-all military creclefttials and
bearin~. and with his behavior while bein,e queSlioned.

Thus. at the conclusion of this initial investi,lation.
mose of the peculiarities of the 5USp«t traffic had been
explained away or JarltCly discounted co the satisfaaion of
the examinin.lt board. whose final report concluded that
the "findin~s of the investi~ation do nOI substantiate the
aJlejted fabrication . . , ." Additionally, the report
recommended that a product-which had been issued by
NSA cautionin,l u5CrS a~ainst the validity of translations
and reports iuued on the basis of information in the
suspect mcts.a~-be revised accordinp;ly, and that NSA
/trant authority for the publication of additional products
related to tlw q\letbonable iarercepts which ..ere bein~

held up pendin,l rnoltJ of the investiltation.

The c;oncl'4Sions of this initial investi,ll;ation did not,
however. chH,lte the position qf NSA. In fact, while the
field investiS!ltion was baBlt conducted, NSA continued
to investi,ltate the matter independently (with the
knowled,ll;c of the SeA). As a resulr of this investip;ation,
and, in his opinion. the inconclusive findin,lts of the field
investiR8tion. the Direcror concluded that the lubject
messa,ltcs "(etC inv.lid. not ori,linated by a Vietnamese.
• nd conltitued erroneoul Si,ltint. (Many of the Iinp;uistic
errors, in fact. could have had only one
source-erroneous definitions from a Vietnamese
En,llishdiaiooary widely used al NSA and in the fiekl.)
COnKqucntl,. the Director ordered the cancellation of all
produet5 which were derived from the suspect messages,
notillll' at the same lime time that "the ~ui1t or innocence
of OIIe or more ... indi...iduab is immaterial in re/tllrd to

the validity of the Si,eint," and that that matter could be
dealt with in subsequent invcstiltations. The Director also
noted, in takin,lt this acnon, that althou,lth a number of
NSA's traffic analytic findinll:s were "inconclusive and
open to jud~enu. the weiltht of evidence (particularly
Iinlluistic) points conc1usi...ely to the fact that the messages
are invalid." 'And in a final note. he proposed to the chief
ofthe SCA that the matter befurther iavcsbllatcd jointly,
with mutual ~reement on location and procedures. and
with representatives of NSA prc#nt to UDst in the
resolutionofsubstantive sp«ifics.
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As a result. it was agreed that the matter would be
iointly investigared in Washinl{ron. ro resolve it one way
or the other. It was requested of the parent service that
such an investigation be authorized. and that the operator
be broughr back to participate in ir. The services of a
poly~raph examiner were also requested to assist in the
investiJ!ation. The parent service concurred in both
requests. and the operator. and a linguist who had worked
with him In Vietnam, wereordered back to Washinp;ton.

ShorcJy thereafter, the two men arrived in Washinp;ron
for the investigation. Representatives of NSA and the
SeA, and others, questioned them on 24 and 27 March
1969. and both men voluntarily submitted to the
polygraph examination on 28 March.

During the session on 24 March. the operator stuck to
the story he had used durin~ the earlier investigation in
the field. But after this effort. he later claimed he fully
realized, for the first time. the seriousness of the marter,
and the damage it could have caused the Wat effort. And
after thinkin~ it over that night, he decided to seek
medical help. The next day he saw a doctor. who in turn
scheduled him for a meetin~ with a psychiauist on 26
March. And at the meeting with the psychiatrist. he
admitted chat "he had collected messages in Vietnam and
he realized he falsified some." Shortly thereafter, he went
voluntarily to the SeA representatives of the jnYesti~arin~

[earn and stated that he wanted to change his story.
writinp; a brief statement re~ardinp; his fabrication of
traffic while in Vietnam.

Renewed quesnoning on the followin~ day by the
personnel who had conducted the 24 March interview,
and the poly~raph itself. were therefore anticlimactic. But
they did reveal considerable detail about the matter. and.
in the case of the poly~raph, confirmed. amon~ otber
thinll:~. that the operator had act~ alone. and that the
whole schemewassolely his idea from stare to finish.

But some item, were never explained to the full
satisfaction of the persons involved in the investi~ation.

The operator seemed to have difficulty remembering
details. and. in fact. exactly how many messages he had
fabricated. Nor could he say why he had done it in the
first place. other than thar he "~ue..ed" to bolster his
e~o. Other questions _ere abo left unanswered. to one
de~ree or anorher. no' the leaSl of which was why he
wasn't observed and questioned at the sire, and why. in
fact. no one at the- site apparently becamesuspicious of his
extracurricular JctivJties-or. with onc exception. of the
irrep;ularttics in thc traffic-even thou~h the messllte.
were fabricated in the operations area.

A number of revealin~ details did result from the
investigation, though, 5howin~. amon,lother thin,ls. that
there were clues available even before the initial

investi~ation which mi~ht have aroused the suspicions of
those who worked for and with him.

It was determined, to the maximum extent possible.
that the operator had fabrica",d his first me..a~e on 18
November 1968 (althou~h nine unreadable me..a~es
that had been "intercepted" earlier in that month by the
same operator were also probably fabricated, as NSA
claimed and the operator "guessed" to be true). His last
bo~u. messa~e was apparently originated on 25 January,
just before the initial investi~ation be~an.

In re~ard to the numbers of me"a~es fabricated. his
best recollection was that he had ori~inated as many as
20, perhaps 25, ~ivill,ll as hi, reunn for this belief thar he
had"copied" abollt 50 me"a~es durin~ the period under
suspicion, and. thar he borlievrd abour half were
fabricated. Durill,ll this detailed queSlionin~ on 27
March, it wasdetermined that 17 messl~es were actually
fabricated. not countjn~ the nine unreadable mes...~es of
early November. Sevetal additional me,S&~es which the
operator professed to have fabricated did not. in fact, look
unreasonable. even with hindsi~ht. for they were of such
routine and stereotyped nature that their authenticity
could not be confirmed oc refuted. lhou,ch they had not
been seen on wid,eband. AcId even if they had been
fabricated. as the operatQc maifttl.ined. the nature and
brevity of the lftU preducled their borin~ injurious.

The operator was able to identify some of the
fabricated mes",ces by "f!aIls" he bad inserted into them.
and others by ",rIDs and subject matter in the texts. But
he could not explain why he had in"'rted these fl.~s into
the traffic, which would most ctrtainly, and did, atrraet
the attention of analY''' and lin.cuislS. He could not in
most cases justify their use, or explain why he had
deviated from normal tar~et procedures in such an
obvious manner. (Some of these "odd" procedures he
even attributed to "thin~s he believed he had learned at
school.") When it was su~~eSled that he consciously or
subconsciously added them to insure that he would later
be cau~ht, he admitted that this may have been the
underlyin~ reason.

Other areas probed were equally enlightening. When
asked where he fabricated the messa~es. he replied tbat
they were done in the operations area. and that he had
not been questioned, other chan in one instance, about
their subject matter. This, one exception concerned the
troop strenltth of an enemy organiaanon, which. in the
opinion of an officeron duty ar the time. was Far too hi~h

and "couldn't therefore be correct." The operator
admitted later that this questionin~ by tbe officer made
him wary thereafter.

When asked what he needed to fabricate a message, he
replied ..merely a dictionary and a matrix. and minimum
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knowled.le of the tactical situation." He further stated
that, in usinR the dictionary, "all you would do is 1(0

down the Enj:tlish portion and take out a phrase you'd
need and work up a messa,lte that way." He also claimed
that it took between 30 and 40 minutes to make up •
message from start to finish. The operator even initiated
~arble5 into the fake messa~es, and collations to correa
them as he normally did in valid traffic. to further
"prove" their validity.

Also, in identifyin,lt some of the fabricated ulftic
during the investigation, he noted that " ... traffic of the
tarlfCt wasn't as clear. , ," as the copy he fabrlcated,
notin,lt in this rezard that "you couldn't hear the rarl(et
clearly," blamin,l the poor si,lnal quality on inlldequate
antennas at the site and their ~ess than optimum loc.tlons.
He also commented that. in retrospect, this very faa
..should have been questioned . . . for just the clarity
alone."

Equally perpJexin,lt was the operator's rC850n for
enll:a,ltin~ in the effort in the first place. When asked why
he did it, he stated that he had difficulty understandin,lt
why he had done it. His only reason was that, as noted
previously, he believed he hw:! "a ferv~t desire to exal
in his work." He pjd he had neYft' excelled in anything
he had ever done. and he apparendy saw this as an
opportuniev to do so. while It the sam~ time ,«ainioJt some
"glorv" for his or,;aniz:ation. for con~nts of the
fabricated texts were fir above the norm in importance.
Apparently he did not realize at fint-or admit to

realizin~-the seriousness of his actions until after the
initial investiJlation be~an. And from then on he said that ..
he could not force himself to tell the truth until a~r he:
was recalled to Washin~ton for further questionin~. ai
which time he "finally realized that he miJtht be it.
serious trouble," .

•

And with this the case ended. except for some final
remarks about the expertise of NSA specialists involvedin
[he matter. The chief of the SCA, for example. noted in a
final comment to the Director that "NSA's discovering
and development of possible fabrication in the mass of
traffic handled is Iruly extraordinary." And the Director
also voiced strong praise of the specialists who had
oriltinaU, uncovered the problem lind dORllcdly stuck to
their beliefs throughout, notinl{ in his final report to the
USIB:

This fabrication . . . invol-t u:vcraJ cryproJOjic ski Ill, bue the
quick action by NSA in de~nll the pouibility of this mlterial
bein, invllid, il.nd in il.1enilll the inlelligtnce comm~nity of lhi,
possibility. ,reil.dy reduced .ny dlnger Ihis hO.ll mi,ht hue
pre~ to OllfuoopI in tbe fitld . , .. To Ihilll1li~hladd lhat.
while this npmise is typic.al of ..h~ I expect from my Inllrm.
il i,still reauuring to have this Cllpec~ljon borlle OUI in prlcti~,
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