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Chapter 1 - Introduction

1.1 - Purpose

(V) The following documentation is informative. The actual Schematron files are the normative
record. This documentation is generated from the Schematron files via XSLT it may be missing
some file or pieces of a file but whatever is here other than titles came from the original file.

(V) It is envisioned that this will be a useful resource to search and read but for questions and
debates the source files should be consulted.

(V) Rules identifiers are all of the format ISM-ID-XXXXX, with rule files named
ISM_ID_XXXXX.sch. Any other heading indicates a supporting file that may strongly influence a
rule but is not actually a numbered rule.

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 1



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

Chapter 2 - Rules

All of the numbered Rules for ISM are listed in this section. These rules may depend strongly on
patterns defined in the Abstract Patterns section or on variables defined in the Schematron
Schema section.
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2.1 - ./IRules/generalConstraints/ISM_ID _00002.sch

Rule Description: ISM-ID-00002 [ISM-ID-00002][Error] For every attribute in the ISM
namespace that is used in a document a non-null value must be present.

Code Description: For each element which defines an attribute in the ISM namespace, we make
sure that each attribute in the ISM namespace is specified with a non-whitespace value.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00002">

<sch:rule context="*[@sm*]">
<sch: assert test="every $attribute in @sm*

normal i ze-space(string($attribute))"”
flag="error">
[1SM 1D 00002][Error] For every attribute that is used in a
docunment a non-null value nmust be present.
</sch: assert >
</sch:rul e>

</ sch: pattern>
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2.2 - ./IRules/generalConstraints/ISM_ID _00012.sch

Rule Description: ISM-ID-00012 [ISM-ID-00012][Error] If any of the attributes defined in this
DES other than DESVersion, unregisteredNoticeType, or pocType are specified for an element,
then attributes classification and ownerProducer must be specified for the element.

Code Description: For each element which defines an attribute in the ISM namespace other
than ism:pocTyp, ism:DESVersion, or ism:unregisteredNoticeType we make sure that attributes
ism:classification and ism:ownerProducer are specified.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00012">

<sch:rule context="*[@sm* except (@sm pocType |
@ sm DESVersion | @sm unregi steredNoticeType)]">
<sch: assert test="@ sm owner Producer and
@smclassification" flag="error">
[ISMID 00012][Error] If any of the attributes defined in
this DES other than DESVersion, unregisteredNoticeType, or
pocType

are specified for an elenment, then attributes classification and
owner Producer nust be specified for the el ement.
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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2.3 - ./IRules/resourceElement/ISM_ID_00013.sch

Rule Description: ISM-ID-00013 [ISM-ID-00013][Error] If ISM_NSI_EO_APPLIES then either
attribute classifiedBy or derivedFrom must be specified on the ISM_RESOURCE_ELEMENT.
Human Readable: Documents under E.O. 13526 must have classification authority block
information.

Code Description: If ISM_NSI_EO_APPLIES, we make sure that the
ISM_RESOURCE_ELEMENT specifies attribute ism:classifiedBy or attribute ism:derivedFrom.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00013">

<sch:rul e
cont ext ="*[ $| SM_NSI _EO APPLI| ES and generate-id(.) =

gener at e-i d( $l SM_RESOURCE_ELEMENT) ] " >
<sch: assert test="@smcl assifiedBy or @sm derivedFron{
flag="error">
[ SM 1D 00013][Error] Docunents under E. O 13526 nust have
classification authority bl ock information.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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2.4 - /IRules/resourceElement/ISM_ID_00014.sch

Rule Description: ISM-ID-00014 [ISM-ID-00014][Error] If ISM_NSI_EO_APPLIES then one or
more of the following attributes: declassDate, declassEvent, or declassException must be
specified on the ISM_RESOURCE_ELEMENT. Human Readable: Documents under E.O.
13526 must have declassification instructions included in the classification authority block
information.

Code Description: If ISM_NSI_EO_APPLIES, we make sure that the
ISM_RESOURCE_ELEMENT specifies one of the following attributes: ism:declassDate,
ism:declassEvent, ism:declassException.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00014">

<sch:rule
cont ext ="*[ $| SM_NSI _EO APPLI| ES and generate-id(.) =
gener at e-i d( $l SM_RESOURCE_ELEMENT) ] " >
<sch: assert test="@sm decl assDate or @ sm decl assEvent
or @sm decl assExcepti on"
flag="error">

[ISM 1D 00014][Error] If ISM NSI_EO APPLIES then one or nore of
t he follow ng

attributes: declassDate, declassEvent, or decl assException mnust
be specified on the | SM RESOURCE ELEMENT.

Human Readabl e: Docunents under E. O 13526 nust have
decl assification instructions included in the
classification authority bl ock information.
</ sch: assert >
</ sch: rul e>
</ sch: pattern>
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2.5 - ./IRules/classification/ISM_ID 00016.sch

Rule Description: ISM-ID-00016 [ISM-ID-00016][Error] If ISM_CAPCO_RESOURCE and
attribute classification has a value of [U], then attributes classificationReason, classifiedBy,
derivativelyClassifiedBy, declassDate, declassEvent, declassException, derivedFrom,
SARIldentifier, or SClcontrols must not be specified.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:classification specified with a value of [U] we make sure that NONE of the following
attributes are specified: ism:classifiedBy, ism:declassDate, ism:declassEvent,
ism:declassException, ism:derivativelyClassifiedBy, ism:derivedFrom, ism:SARIdentifier, or
ism:SClcontrols.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00016">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@smclassification=U]">
<sch: assert
t est =" not ( @smcl assi fi cati onReason
@ sm cl assi fi edBy or @sm decl assDat e
@ sm decl assEvent or @sm decl assException
or @sm derivativel yd assifiedBy or
@ sm deri vedFrom or @sm SARI dentifier
@ sm SCl control s )"
flag="error">
[1SM 1D 00016][Error] If | SM CAPCO RESOURCE and attribute
classification has a value of [U, then attributes
cl assi ficati onReason,
classifiedBy, derivativelyd assifiedBy, declassDate, declassEvent,
decl assException, derivedFrom SARIdentifier, or
SCl control s nust not be specifi ed.
</sch: assert >
</sch:rul e>
</ sch: pattern>
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2.6 - .//[Rules/classifiedBy/ISM_ID_00017.sch

Rule Description: ISM-ID-00017 [ISM-ID-00017][Error] If ISM_NSI_EO_APPLIES and attribute
classifiedBy is specified, then attribute classificationReason must be specified. Human
Readable: Documents under E.O. 13526 containing Originally Classified data require a
classification reason to be identified.

Code Description: If ISM_NSI_EO_APPLIES, for each element which specifies attribute
ism:classifiedBy we make sure that attribute ism:classificationReason is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00017">

<sch:rul e context="*[$l SM NSI _EO APPLI ES and
@smcl assi fiedBy]">
<sch: assert test="@smcl assificati onReason"

flag="error">
[ISMID 00017][Error] If ISMNSI_EO APPLIES and attribute

classifiedBy is specified, then attribute classificati onReason
be specifi ed.

Human Readabl e: Documents under E. O, 13526 cont ai ni ng
Oiginally Classified data require a classification reason to be
identified.
</sch: assert >
</sch:rul e>
</ sch: pattern>
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2.7 - ./IRules/disseminationControls/ISM_ID_00026.sch

Rule Description: ISM-ID-00026 [ISM-ID-00026][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls is specified, then each of its values must be ordered in
accordance with CVEnumISMDissem.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00026" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param name="at t r Val ueTokens"
val ue="t okeni ze(normal i ze-
space(string(@smdi ssem nati onControls)), ' ')"/>
<sch: param nanme="cveTer niLi st"
al ue="%$di ssem nati onControl sList"/>
<sch: param nanme="err or Message"
val ue="" [1SM 1D 00026][Error] If
| SM_CAPCO RESOURCE and attribute disseninationControls is specified, then
each of its values nust be ordered in accordance with
CVEnum SMDi ssem xmi . >
</ sch: pattern>
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2.8 - ./IRules/disseminationControls/ISM_ID_00028.sch

Rule Description: ISM-ID-00028 [ISM-ID-00028][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [OC] or [EYES], then attribute
classification must have a value of [TS], [S], or [C]. Human Readable: Portions marked for
ORCON or EYES ONLY dissemination in a USA document must be CONFIDENTIAL, SECRET,
or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [OC] or [EYES]
we make sure that attribute ism:classification is specified with a value of [C], [S], or [TS].

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00028">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di ssem nati onControls, ('OCC, "EYES))]">
<sch: assert test="@smclassification=('TS, 'S, 'C)"
flag="error">

[ SM 1D 00028][Error] If | SM CAPCO RESOURCE and attribute
di ssem nationControls contains the nane token [OC] or [EYES],
then attribute classification nust have a value of [TS], [S], or

[q.

Human Readabl e: Portions marked for ORCON or EYES ONLY
di ssemi nati on
in a USA docunent nust be CONFI DENTI AL, SECRET, or TOP SECRET.
</ sch: assert >
</sch:rul e>
</sch: pattern>
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2.9 - ./[Rules/disseminationControls/ISM_ID_00030.sch

Rule Description: ISM-ID-00030 [ISM-ID-00030][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [FOUOQ], then attribute classification
must have a value of [U]. Human Readable: Portions marked for FOUO dissemination in a USA
document must be classified UNCLASSIFIED.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [FOUO] we
make sure that attribute ism:classification is specified with a value of [U].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00030">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di ssem nationControls, ('FOUO))]">
<sch: assert test="@smclassification=U" flag="error">
[1SM 1D 00030][Error] If |ISM CAPCO RESOURCE and attribute

di ssem nationControl s contains the nanme token [FOUQl, then
classification nmust have a value of [U].
Hurman Readabl e: Portions marked for FOUO di ssenmination in a USA
nmust be cl assified UNCLASSI FI ED.

</ sch: assert>

</sch: rul e>
</ sch: pattern>
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2.10 - ./[Rules/disseminationControls/ISM_ID 00031.sch

Rule Description: ISM-ID-00031 [ISM-ID-00031][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [REL] or [EYES], then attribute
releasableTo must be specified. Human Readable: USA documents containing REL TO or
EYES ONLY dissemination must specify to which countries the document is releasable.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [REL] or [EYES]
we make sure that attribute ism:releasableTo is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00031">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di sseni nationControls, ('REL', 'EYES ))]">
<sch: assert test="@smrel easabl eTo" flag="error">
[I1SM 1D 00031][Error] If | SM CAPCO RESOURCE and attribute

di ssem nationControls contains the nanme token [REL] or [EYES],
attribute rel easabl eTo nust be specified.

Human Readabl e: USA docunents contai ning REL TO or EYES ONLY
di ssem nation nust specify to which countries the docunent is

</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 12
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2.11 - ./IRules/releasableTo/ISM_ID 00032.sch

Rule Description: ISM-ID-00032 [ISM-ID-00032][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls is not specified, or is specified and does not contain the name
token [REL] or [EYES], then attribute releasableTo must not be specified. Human Readable:
USA documents must only specify to which countries it is authorized for release if dissemination
information contains REL TO or EYES ONLY data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
does not specify attribute disseminationControls or specifies attribute ism:disseminationControls
with a value containing the token [REL] or [EYES] we make sure that attribute ism:releasableTo
is not specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00032">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
not (util: contai nsAnyOf TheTokens( @ sm di ssemi nati onControls, ('REL',
'EYES' )))]">
<sch: assert test="not(@smrel easabl eTo)" flag="error">

[ SM 1D 00032][Error] If | SM CAPCO RESOURCE and attribute

di ssem nationControls is not specified, or is specified and does
not

contain the nane token [REL] or [EYES], then attribute
rel easabl eTo
nmust not be specifi ed.

Human Readabl e: USA docunments nust only specify to which
countries it is
aut hori zed for release if dissemnation information contains
REL TO or EYES ONLY dat a.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 13
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2.12 - /IRules/disseminationControls/ISM_ID 00033.sch

Rule Description: ISM-ID-00033 [ISM-ID-00033][Error] If ISM_CAPCO_RESOURCE, then
tokens [REL], [EYES] and [NF] are mutually exclusive for attribute disseminationControls.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which has attribute ism:disseminationControls
specified with a value containing the token [REL], [EYES] or [NF], we make sure that attribute
ism:disseminationControls is specified with a value containing only one of the tokens [REL],
[EYES] or [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00033" is-a="MuituallyExclusiveAttributeVal ues">

<sch: param nanme="cont ext"

al ue="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di ssem nationControls, ('REL', 'EYES,

'NF))] ">
<sch: param nanme="at t r Val ue"
al ue="@sm di ssem nati onControl s"/>
<sch: par am nane="nut ual | yExcl usi veTokenLi st "
alue="('REL', 'EYES', 'NF')"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00033][Error] If
| SM_ CAPCO RESOURCE, then tokens [REL], [EYES] and [NF] are nutually
excl usive for attribute dissem nationControls. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 14
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2.13 - ./[Rules/nonlCmarkings/ISM_ID_00035.sch

Rule Description: ISM-ID-00035 [ISM-ID-00035][Error] If ISM_CAPCO_RESOURCE and
attribute nonlCmarkings is specified, then each of its values must be ordered in accordance with
CVEnumISMNonIC.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00035" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Name" val ue="nonl Crar ki ngs"/ >
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornal i ze-
space(string(@sm nonl Crarkings)), ' ')"/>
<sch: param nane="cveTernLi st" val ue="$nonl Cmar ki ngsLi st"/>
<sch: param nanme="err or Message"
val ue="" [1SM 1D 00035][Error] If
| SM_CAPCO RESOURCE and attribute nonl Crarkings is speci fied, then each
of its values nust be ordered in accordance w th CVEnum SMNonl C. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 15
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2.14 - /IRules/nonlCmarkings/ISM_ID_00037.sch

Rule Description: ISM-ID-00037 [ISM-ID-00037][Error] If ISM_CAPCO_RESOURCE and
attribute nonlCmarkings on the resourceElement contains the name token [SBU], [SBU-NF]
then attribute classification must have a value of [U]. Human Readable: SBU, SBU-NF data
must be marked UNCLASSIFIED on the banner. in USA documents.

Code Description: If the document is an ISM-CAPCO-RESOURCE, if an element has attribute
ism:resourceElement equal to true and also has attribute ism:nonlCmarkings specified with a
value containing the token [SBU], [SBU-NF] we make sure that attribute ism:classification is
specified with a value of [U].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00037">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
@ sm resour ceEl ement =t rue() and
util:contai nsAnyOxf TheTokens( @ sm nonl Crar ki ngs, ('SBU, 'SBU-NF))]">
<sch: assert test="@smclassification="U" flag="error">
[ISM 1D 00037][Error] If | SM CAPCO RESOURCE and attribute

nonl Car ki ngs
on the resourceEl enent contains the nane token [SBU, [SBU NF] then

attribute
classification nmust have a value of [U].

Human Readabl e: SBU, SBU-NF data nust be marked UNCLASSI FI ED on the

in USA docunents.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 16
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2.15 - ./IRules/nonlCmarkings/ISM_ID_00038.sch

Rule Description: ISM-ID-00038 [ISM-ID-00038][Error] If ISM_CAPCO_RESOURCE, then
Name tokens [XD] and [ND] are mutually exclusive for attribute nonICmarkings. Human
Readable: USA documents must not specify both XD and ND on a single element.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which has attribute ism:nonlCmarkings specified
with a value containing the token [XD] or [ND], we make sure that attribute ism:nonlCmarkings
is not specified with a value containing both tokens [XD] and [ND].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00038" is-a="MuituallyExclusiveAttributeVal ues">

<sch: param nanme="cont ext"
val ue="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyxf TheTokens( @ sm nonl Crarkings, (' XD, "ND))]"/>
<sch: param name="at tr Val ue" val ue=" @ sm nonl Crar ki ngs"/ >
<sch: param nanme="nut ual | yExcl usi veTokenLi st "
alue="('XD, "ND)"/>
<sch: param nanme="err Msg"
val ue="" [ISM 1D 00038][Error] If
| SM_CAPCO RESOURCE, then Name tokens [ XD] and [ND] are mnutual ly excl usive
for attribute nonl Cnharki ngs. Human Readabl e: USA documents nust not
speci fy both XD and ND on a single el ement. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 17
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2.16 - ./[Rules/classification/ISM_ID _00040.sch

Rule Description: ISM-ID-00040 [ISM-ID-00040][Error] If ISM_CAPCO_RESOURCE and
attribute ownerProducer contains [USA] then attribute classification must have a value in
CVEnumISMClassificationUS.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00040" is-a="Vali dateVal uekxi st encel nLi st">

<sch: par am nane="cont ext "

al ue="*[ $I SM_CAPCO_RESOURCE
util:contai nsAnyOtf TheTokens( @ sm owner Producer, ('USA ))]"/>
<sch: param nane="sear chTer ni'
alue="@smcl assification"/>
<sch: param nane="1ist" val ue="$cl assificati onUSList"/>
<sch: param name="err Msg"
val ue="" [ISM 1D 00040] [Error] If
| SM_CAPCO RESOURCE and attribute owner Producer contains [USA] then
attribute classification nmust have a value in
CVEnum SMCl assi ficationUS. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.17 - ./IRules/releasableTo/ISM_ID 00041.sch

Rule Description: ISM-ID-00041 [ISM-ID-00041][Error] If ISM_CAPCO_RESOURCE and
attribute releasableTo is specified, then each of its values must be ordered in accordance with
CVEnumISMRelTo.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00041" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Name" val ue="rel easabl eTo"/ >
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@smrel easabl eTo)), ' ')"/>
<sch: param nane="cveTernLi st" val ue="$%rel easabl eToLi st"/>
<sch: param nanme="err or Message"
val ue="" [ISM 1D 00041] [Error] If
| SM_CAPCO RESOURCE and attribute rel easabl eTo is specified, then each of
its values nust be ordered in accordance with CVEnum SMRel To. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.18 - ./[Rules/SClcontrols/ISM_ID 00042.sch

Rule Description: ISM-ID-00042 [ISM-ID-00042][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols is specified, each of its values must be ordered in accordance with
CVEnumISMSCIControls.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00042" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@sm SClcontrols)), ' ')"/>
<sch: param nane="cveTernLi st" val ue="$SCl control sList"/>
<sch: param nanme="err or Message"
val ue="" [ISM 1D 00042] [Error] If
| SM_CAPCO RESOURCE and attribute SClcontrols is specified, each of its
al ues nust be ordered in accordance with CVEnum SMSCI Control s. xmi .
s
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.19 - ./IRules/SClcontrols/ISM_ID 00043.sch

Rule Description: ISM-ID-00043 [ISM-ID-00043][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [Sl], then attribute classification must have a
value of [TS], [S], or [C]. Human Readable: A USA document containing Special Intelligence
(SI) data must be classified CONFIDENTIAL, SECRET, or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [SI] we make sure that
attribute ism:classification is specified with a value containing the token [TS], [S], or [C].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00043">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('SI'))]">
<sch: assert
test="util:contai nsAnyCf TheTokens(@smcl assification, ("TS', 'S, 'C))"
flag="error">

[ISM 1D 00043][Error] If | SM CAPCO RESOURCE and attribute

contains the nane token [SI], then attribute classification nust
a value of [TS], [S], or [(].
Human Readabl e: A USA docunent containing Special Intelligence

data nust be cl assified CONFI DENTI AL, SECRET, or TOP SECRET.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.20 - ./[Rules/SClcontrols/ISM_ID 00044.sch

Rule Description: ISM-ID-00044 [ISM-ID-00044][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a name token starting with [SI-G], then attribute classification
must have a value of [TS]. Human Readable: A USA document containing Special Intelligence
(SI) GAMMA compartment data must be classified TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token starting with [SI-G] we make
sure that attribute ism:classification is specified with a value containing the token [TS].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00044" >

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SCl controls, ("*SI-G))]">
<sch: assert
test="util:contai nsAnyXf TheTokens(@sm cl assification, ('TS))" flag="error">

[ SM 1D 00044][Error] If | SM CAPCO RESOURCE and attribute
SCl control s

contains a nanme token starting with [SI-G, then attribute

classification nust have a value of [TS].

Human Readabl e: A USA docunent containing Special Intelligence

GAWMMA conpartnent data nust be classified TOP SECRET.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.21 - ./IRules/SClcontrols/ISM_ID 00045.sch

Rule Description: ISM-ID-00045 [ISM-ID-00045][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a name token starting with [SI-G], then attribute
disseminationControls must contain the name token [OC]. Human Readable: A USA document
containing Special Intelligence (SI) GAMMA compartment data must be marked for
ORIGINATOR CONTROLLED dissemination.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token starting with [SI-G] we make
sure that attribute ism:disseminationControls is specified with a value containing the token [OC].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00045" >

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SCl controls, ('"~SI-G))]">
<sch: assert
test="util:contai nsAnyCf TheTokens( @ sm di ssemi nati onControls, ('OC))"
flag="error">

[1SM 1D 00045][Error] If | SM CAPCO RESOURCE and attribute

contains a nane token starting with [SI-G, then attribute
di ssem nationControls nust contain the name token [QOC].

Human Readabl e: A USA docunent containing Special Intelligence

GAMVA conpartnent data nust be marked for ORI G NATOR CONTROLLED
di ssem nati on.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.22 - ./IRules/SClcontrols/ISM_ID 00047.sch

Rule Description: ISM-ID-00047 [ISM-ID-00047][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [TK], then attribute classification must have a
value of [TS] or [S]. Human Readable: A USA document containing TALENT KEYHOLE data
must be classified SECRET or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [TK] we make sure that
attribute ism:classification is specified with a value containing the token [TS] or [S].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00047">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('TK))]">
<sch: assert
test="util:contai nsAnyCf TheTokens(@smcl assification, ('"TS', 'S ))"
flag="error">

[ISM 1D 00047][Error] If | SM CAPCO RESOURCE and attribute

contains the nane token [TK], then attribute classification nust
a value of [TS] or [S].

Human Readabl e: A USA docunent contai ni ng TALENT KEYHOLE dat a nust
be cl assified SECRET or TOP SECRET.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.23 - ./IRules/SClcontrols/ISM_ID 00048.sch

Rule Description: ISM-ID-00048 [ISM-ID-00048][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [HCS], then attribute classification must have a
value of [TS], [S], or [C]. Human Readable: A USA document containing HCS data must be
classified CONFIDENTIAL, SECRET, or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [HCS] we make sure that
attribute ism:classification is specified with a value containing the token [TS], [S], or [C].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00048">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('HCS ))]">
<sch: assert
test="util:contai nsAnyCf TheTokens(@smcl assification, ("TS', 'S, 'C))"
flag="error">
[ISM 1D 00048][Error] If | SM CAPCO RESOURCE and attribute

contains the nane token [HCS], then attribute classification nust

a value of [TS], [S], or [(].
Human Readabl e: A USA docunent contai ning HCS data nust be

CONFI DENTI AL, SECRET, or TOP SECRET.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.24 - /IRules/SClcontrols/ISM_ID 00049.sch

Rule Description: ISM-ID-00049 [ISM-ID-00049][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [HCS], then attribute disseminationControls must
contain the name token [NF]. Human Readable: A USA document containing HCS data must be
marked for NO FOREIGN dissemination.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [HCS] we make sure that
attribute ism:disseminationControls is specified with a value containing the token [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00049" >

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('HCS ))]">
<sch: assert
test="util:contai nsAnyCxf TheTokens( @ sm di ssemi nati onControls, ('NF))"
flag="error">

[I1SM 1D 00049] [Error] If | SM CAPCO RESOURCE and attribute
SCl control s

contains the nane token [HCS], then attribute
di ssem nati onControls

must contain the name token [ NF].

Human Readabl e: A USA docunent containing HCS data must be narked
for NO FOREI GN di ssem nati on.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.25 - ./IRules/resourceElement/ISM_ID_00056.sch

Rule Description: ISM-ID-00056 [ISM-ID-00056][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [U] then no element
meeting ISM_CONTRIBUTES_USA in the document may have a classification attribute of [C],
[S], [TS], or [R]. Human Readable: USA UNCLASSIFIED documents can't have portion
markings with the classification TOP SECRET, SECRET, CONFIDENTIAL, or RESTRICTED
data.

Code Description: If the document is an ISM-CAPCO-RESOURCE and attribute
ism:classification on $ISM_RESOURCE_ELEMENT has a value of [U], then we make sure that
no element meeting ISM_CONRIBUTES_USA has attribute ism:classification with value [C], [S],
[TS], [R].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00056" >

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $| SM_RESOURCE_EL EMENT) and nornalize-
space(string(@smclassification))="U]">
<sch: assert test="every $ele in $part Tags
satisfies not (util: contai nsAnyOf TheTokens( $el e/
@smclassification, (‘C, 'S, 'TS, '"R)))"

flag="error">
[1SM 1D 00056][Error] If | SM CAPCO RESOURCE and attribute
cl assi fication of
| SM_RESOURCE_ELEMENT has a value of [U then no el ement neeting
| SM_ CONTRI BUTES _USA in the docunent may have
a classification attribute of [C], [S], [TS], or [R].

Human Readabl e: USA UNCLASSI FI ED docunents can't have portion
mar ki ngs with the classification TOP SECRET, SECRET, CONFI DENTI AL, or
RESTRI CTED dat a.

</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.26 - ./[Rules/resourceElement/ISM_ID _00058.sch

Rule Description: ISM-ID-00058 [ISM-ID-00058][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [C] then no element
meeting ISM_CONTRIBUTES_USA in the document may have a classification attribute of [S] or
[TS]. Human Readable: USA CONFIDENTIAL documents can't have TOP SECRET or SECRET
data.

Code Description: If the document is an ISM-CAPCO-RESOURCE and attribute
ism:classification on $ISM_RESOURCE_ELEMENT has a value of [C], then we make sure that
no element meeting ISM_CONRIBUTES_USA has attribute ism:classification with value [S],
[TS].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00058">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $| SM_RESOURCE_EL EMENT) and nornal i ze-

space(string(@smclassification))="C]">
<sch: assert test="every $ele in $part Tags
satisfies not (util: contai nsAnyOf TheTokens( $el e/
@smclassification, ('S, 'TS)))"
flag="error">
[1SM 1D 00058][Error] USA CONFI DENTI AL docunents can't have TOP
SECRET or SECRET dat a.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.27 - /IRules/resourceElement/ISM_ID _00059.sch

Rule Description: ISM-ID-00059 [ISM-ID-00059][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [S] then no element
meeting ISM_CONTRIBUTES_USA in the document may have a classification attribute of [TS].
Human Readable: USA SECRET documents can't have TOP SECRET data.

Code Description: If the document is an ISM-CAPCO-RESOURCE and attribute
ism:classification on $ISM_RESOURCE_ELEMENT has a value of [S], then we make sure that
no element meeting ISM_CONRIBUTES_USA has attribute ism:classification with value [TS].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00059" >

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $1 SM_RESOURCE_EL EMENT) and nornal i ze-

space(string(@smclassification))="S]">
<sch: assert test="every $ele in $part Tags
satisfies not (util: contai nsAnyOf TheTokens( $el e/
@smclassification, ("TS)))"
flag="error">
[1SM 1D 00059][Error] USA SECRET docunents can't have TOP SECRET
dat a.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.28 - ./IRules/resourceElement/ISM_ID _00060.sch

Rule Description: ISM-ID-00060 [ISM-ID-00060][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute SClcontrols
containing a value of [SI] then the ISM_RESOURCE_ELEMENT element's SClcontrols must
contain [Sl]. Human Readable: USA documents having Sl data must have Sl at the resource
level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00060" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="SI"/>
<sch: param nanme="err or Message"
val ue=""'[1 SM | D-00060] [ Error] USA docunents
havi ng SI data nust have SI at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.29 - ./IRules/resourceElement/ISM_ID _00061.sch

Rule Description: ISM-ID-00061 [ISM-ID-00061][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute SClcontrols
containing a value of [SI-G] then the ISM_RESOURCE_ELEMENT element's SClcontrols must
contain [SI-G]. Human Readable: USA documents having SI-G data must have SI-G at the
resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00061" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="SI-G'/ >
<sch: param nanme="error Message"
val ue="'[I1 SM I D-00061] [ Error] USA docunents
having Sl -G data nmust have SI-G at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.30 - ./[Rules/resourceElement/ISM_ID _00062.sch

Rule Description: ISM-ID-00062 [ISM-ID-00062][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute SClcontrols
containing a value of [TK] then the ISM_RESOURCE_ELEMENT node's SClcontrols must
contain [TK]. Human Readable: USA documents having TK data must have TK at the resource
level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00062" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="TK"/ >
<sch: param nanme="err or Message"
val ue=""'[1 SM I D-00062] [ Error] USA docunents
havi ng TK data nust have TK at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.31 - ./IRules/resourceElement/ISM_ID _00063.sch

Rule Description: ISM-ID-00063 [ISM-ID-00063][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute SClcontrols
containing a value of [HCS] then the ISM_RESOURCE_ELEMENT node's SClcontrols must
contain [HCS]. Human Readable: USA documents having HCS data must have HCS at the
resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00063" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="HCS"/ >
<sch: param nanme="error Message"
val ue=""'[1 SM I D-00063][ Error] USA docunents
havi ng HCS data nust have HCS at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.32 - ./IRules/resourceElement/ISM_ID _00064.sch

Rule Description: ISM-ID-00064 [ISM-ID-00064][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute FGlsourceOpen
containing any value then the ISM_RESOURCE_ELEMENT must have either FGlsourceOpen
or FGlsourceProtected with a value. Human Readable: USA documents having FGI Open data
must have FGI Open or FGI Protected at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. If the current element has attribute FGlsourceOpen specified and does not
have attribute excludeFromRollup set to true, then we make sure that the resourceElement has
one of the following attributes specified: FGlsourceOpen or FGlsourceProtected.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00064">

<sch:rul e context="*[generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] " >
<sch: assert test="
i f (not ($I SM_CAPCO_RESOURCE)) then true() else
i f (not (enpty($part FA sourceCpen))) t hen
($banner FA sour ceOpen or
$banner FGA sour cePr ot ect ed) el se true()
flag="error">
[1SM 1D 00064] [Error] USA docunments having FG Open data nust
have F@ Open or FGA Protected at the resource |evel.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 34



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.33 - ./IRules/resourceElement/ISM_ID_00065.sch

Rule Description: ISM-ID-00065 [ISM-ID-00065][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute FGlsourceProtected
containing any value then the ISM_RESOURCE_ELEMENT must have FGlsourceProtected
with a value. Human Readable: USA documents having FGI Protected data must have FGI
Protected at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. If any element has attribute FGIsourceProtected specified with a non-empty
value and does not have attribute excludeFromRollup set to true, then we make sure that the
banner has attribute FGIsourceProtected specified with a non-empty value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00065" >

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
and

<sch: assert test="@sm FAd sourceProtected" flag="error">
[ SM 1D 00065][Error] USA docunents having FG Protected data
nust have FA Protected at the resource |evel.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.34 - /IRules/resourceElement/ISM_ID _00066.sch

Rule Description: ISM-ID-00066 [ISM-ID-00066][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute disseminationControls
containing [FOUQO] AND 2. ISM_RESOURCE_ELEMENT has the attribute classification [U]
AND 3. No element meeting ISM_CONTRIBUTES in the document has nonlCmarkings
containing [SBU], [SBU-NF], [LES], [LES-NF] Then the ISM_RESOURCE_ELEMENT must
have disseminationControls containing [FOUQ]. Human Readable: USA Unclassified
documents having FOUO data and not having SBU, SBU-NF, LES, or LES-NF must have
FOUO at the resource level.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, some element meeting ISM_CONTRIBUTES specifies attribute
ism:disseminationControls with a value containing [FOUQ], the ISM_RESOURCE_ELEMENT
specifies the attribute ism:classification with a value of [U], and no element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing [SBU],
[SBU-NF], [LES], or LES-NF], then we make sure that the ISM_RESOURCE_ELEMENT
specifies attribute ism:disseminationControls with a value containing the token [FOUOQ)].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00066" >

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
and i ndex-
and
: cont ai nsAnyOf TheTokens( @ sm cl assi fication,
and not ( $part Nonl Crar ki ngs_tok = (' SBU , ' SBU-
"LES', 'LES-NF'))]">
<sch: assert
test="util:contai nsAnyCf TheTokens( @ sm di ssem nati onControls, ('FOQUO))"
flag="error">
[1SM 1D 00066][Error] USA Uncl assified docunents havi ng FOUO dat a
and not having SBU, SBU-NF, LES, or LES-NF nust have
FOUO at the resource |evel
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.35 - ./IRules/resourceElement/ISM_ID _00067.sch

Rule Description: ISM-ID-00067 [ISM-ID-00067][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document has the attribute disseminationControls
containing [OC] then the ISM_RESOURCE_ELEMENT must have disseminationControls
containing [OC]. Human Readable: USA documents having ORCON data must have ORCON at
the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00067" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nane="val ue" val ue="0C'/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00067] [ Error] USA docunents
havi ng ORCON data nust have ORCON at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.36 - ./[Rules/resourceElement/ISM_ID _00068.sch

Rule Description: ISM-ID-00068 [ISM-ID-00068][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [IMC] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [IMC]. Human Readable: USA documents having IMCON data
must have IMCON at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00068" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nane="val ue" val ue="1MC"/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00068] [ Error] USA docunents
havi ng | MCON data nust have | MCON at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.37 - ./IRules/resourceElement/ISM_ID _00070.sch

Rule Description: ISM-ID-00070 [ISM-ID-00070][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [NF] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [NF]. Human Readable: USA documents having NF data must
have NF at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00070" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nanme="val ue" val ue="NF"/>
<sch: param nanme="err or Message"
val ue="'[1SM | D-00070] [ Error] USA docunents
havi ng NF data nust have NF at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.38 - ./IRules/resourceElement/ISM_ID _00071.sch

Rule Description: ISM-ID-00071 [ISM-ID-00071][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [PR] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [PR]. Human Readable: USA documents having PROPIN
data must have PROPIN at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00071" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nanme="val ue" val ue="PR"'/ >
<sch: param nanme="err or Message"
val ue="'[ISM | D-00071] [ Error] USA docunents
havi ng PROPI N data nust have PROPIN at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.39 - ./IRules/resourceElement/ISM_ID _00072.sch

Rule Description: ISM-ID-00072 [ISM-ID-00072][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
atomicEnergyMarkings containing [RD] then the ISM_RESOURCE_ELEMENT must have
atomicEnergyMarkings containing [RD]. Human Readable: USA documents having Restricted
Data (RD) must have RD at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00072" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="at om cEner gyMar ki ngs"/ >
<sch: param nanme="val ue" val ue="RD"'/ >
<sch: param nanme="err or Message"
val ue="'[ISM | D-00072] [ Error] USA docunents
havi ng Restricted Data (RD) nust have RD at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.40 - ./IRules/resourceElement/ISM_ID _00073.sch

Rule Description: ISM-ID-00073 [ISM-ID-00073][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
atomicEnergyMarkings containing [RD-CNWDI] then the ISM_RESOURCE_ELEMENT must
have atomicEnergyMarkings containing [RD-CNWDI]. Human Readable: USA documents
having Restricted CNWDI Data must have Restricted CNWDI Data at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00073" is-a="AttributeContributesToRol | up">

<sch: param nanme="attr Local Nane"

al ue="at om cEner gyMar ki ngs"/ >
<sch: param nanme="val ue" val ue="RD- CN\\DI| "/ >
<sch: param nanme="err or Message"
val ue="'[I1SM | D-00073] [ Error] USA docunents
havi ng Restricted CNVDI Data nmust have Restricted CNWDI Data at the resource
l evel .' "/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.41 - ./IRules/resourceElement/ISM_ID _00074.sch

Rule Description: ISM-ID-00074 [ISM-ID-00074][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [RD-SG-##] then the ISM_RESOURCE_ELEMENT must have
atomicEnergyMarkings containing [RD-SG-##]. ## represent digits 1 through 99 the ## must
match. Human Readable: USA documents having Restricted SIGMA-## Data must have the
same Restricted SIGMA-## Data at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. We make sure that no element that does not have attribute
excludeFromRollup set to true has attribute atomicEnergyMarkings specified with a value
containing [RD-SG-##], where ## is represented by a regular expression matching numbers 1
through 99, unless the resourceElement also has attribute atomicEnergyMarkings specified with
a value containing [RD-SG-##].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00074">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $l SM_RESOURCE_ELEMENT) ] " >
<sch: |l et name="nmat chi ngTokens"
val ue=" for $token in
Spar t At omi cEner gyMar ki ngs_tok return i f (mat ches($t oken, ' "RD- SG [ 1- 9]
[0-9]7%")) t hen $token el se null ">
<sch: assert test="every $token in $matchi ngTokens
satisfies i ndex-
of ($banner At om cEner gyMar ki ngs_t ok, $token) &gt; 0"
flag="error">
[ SM 1D 00074][Error] USA docunents having Restricted Sl GVA-##
Dat a nust have the sane Restricted SIGVA-## Data at the resource |evel.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.42 - /IRules/resourceElement/ISM_ID _00075.sch

Rule Description: ISM-ID-00075 [ISM-ID-00075][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document having the attribute
atomicEnergyMarkings containing [FRD] and no elements meeting ISM_CONTRIBUTES having
the attribute atomicEnergyMarkings containing [RD], then the ISM_RESOURCE_ELEMENT
must have atomicEnergyMarkings containing [FRD]. Human Readable: USA documents having
Formerly Restricted Data (FRD) and not having Restricted Data (RD) must have FRD at the
resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. For details on the
code description, see the abstract pattern.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00075" is-
a="AttributeContributesToRol | upWt hExcepti on">

<sch: param nanme="att r Local Nane"
al ue="at oni cEner gyMar ki ngs"/ >
<sch: param nanme="except Att r Local Nane"
al ue="at oni cEner gyMar ki ngs"/ >
<sch: param nanme="val ue" val ue="FRD"'/ >
<sch: par am name="except Val ue" val ue="RD"'/ >
<sch: param nanme="err or Message"
val ue="'[I1SM | D-00075] [ Error] USA docunents
having Fornerly Restricted Data (FRD) and not having Restricted Data (RD)
must have FRD at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.43 - ./IRules/resourceElement/ISM_ID _00077.sch

Rule Description: ISM-ID-00077 [ISM-ID-00077][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [FRD-SG-##] and the ISM_RESOURCE_ELEMENT does not have
atomicEnergyMarkings containing [RD], then the ISM_RESOURCE_ELEMENT must have
atomicEnergyMarkings containing [FRD-SG-##]. ## represent digits 1 through 99 the ## must
match. Human Readable: USA documents having Formerly Restricted SIGMA-## data and not
having RD data must have the same Formerly Restricted SIGMA-## Data at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. We make sure that no element that does not have attribute
excludeFromRollup set to true has attribute atomicEnergyMarkings specified with a value
containing [FRD-SG-##], where ## is represented by a regular expression matching numbers 1
through 99, unless the resourceElement also has attribute atomicEnergyMarkings specified with
a value containing [FRD-SG-##] or [RD] is specified on the ISM_RESOURCE_ELEMENT.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00077">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
not (util: contai nsAnyCf TheTokens($l SM_RESOURCE_ELEMENT/
@ sm at omi cEnergyMarkings, ("RD)))]">
<sch: |l et name="nmat chi ngTokens"
val ue=" for $token in

Spar t At omi cEner gyMar ki ngs_tok return i f (mat ches($t oken, ' "FRD- SG-
[1-9][0-9]7%")) then $token el se nul | ">
<sch: assert test="every $token in $matchi ngTokens
i ndex- of ($banner At omi cEner gyMar ki ngs_t ok,

flag="error">
[ SM 1D 00077][Error] USA docunents having Fornerly Restricted
S| GVA-## Data and not having RD data nust have the same Fornerly Restricted
SI GVA- ## Data at
the resource |evel.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 45



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.44 - /IRules/resourceElement/ISM_ID _00078.sch

Rule Description: ISM-ID-00078 [ISM-ID-00078][Error] If ISM_CAPCO_RESOURCE and the
ISM_RESOURCE_ELEMENT node's classification has the value of [U] and any element
meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [DCNI] then the ISM_RESOURCE_ELEMENT must have atomicEnergyMarkings
containing [DCNI]. Human Readable: Unclassified USA documents having DCNI Data must
have DCNI at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE, the ISM_RESOURCE_ELEMENT spcifies attribute
ism:classification with a value of $resourceElementClassification, and an element meeting
ISM_CONTRIBUTES specifies $attrLocalName with a value containing the token $value, then
we make sure that the ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with
a value containing the token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SMID 00078" is-
a="AttributeContributesToRol |l upWthd assification">

<sch: param nanme="att r Local Nane"
al ue="at oni cEner gyMar ki ngs"/ >
<sch: param nanme="val ue" val ue="DCN "/ >
<sch: param name="r esour ceEl enent C assi fi cati on" val ue="U"/>
<sch: param nanme="err or Message"
value=""[1SM |1 D 00078] [Error] Unclassified USA
docunments having DCNI Data nmust have DCNI at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.45 - /IRules/resourceElement/ISM_ID _00079.sch

Rule Description: ISM-ID-00079 [ISM-ID-00079][Error] If ISM_CAPCO_RESOURCE and
ISM_RESOURCE_ELEMENT element's classification has the value of [U] and any element
meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [UCNI] then the ISM_RESOURCE_ELEMENT must have atomicEnergyMarkings
containing [UCNI]. Human Readable: Unclassified USA documents having UCNI Data must
have UCNI at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE, the ISM_RESOURCE_ELEMENT spcifies attribute
ism:classification with a value of $resourceElementClassification, and an element meeting
ISM_CONTRIBUTES specifies $attrLocalName with a value containing the token $value, then
we make sure that the ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with
a value containing the token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00079" is-
a="AttributeContributesToRol |l upWthd assification">

<sch: param nanme="att r Local Nane"
al ue="at oni cEner gyMar ki ngs"/ >
<sch: param nanme="val ue" val ue="UCN "/ >
<sch: param name="r esour ceEl enent C assi fi cati on" val ue="U"/>
<sch: param nanme="err or Message"
value=""[1SM |1 D 00079] [Error] Unclassified USA
docunments having UCNI Data nmust have UCNI at the resource level."'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 47



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.46 - ./[Rules/resourceElement/ISM_ID _00080.sch

Rule Description: ISM-ID-00080 [ISM-ID-00080][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [DSEN] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [DSEN]. Human Readable: USA documents having DSEN
Data must have DSEN at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00080" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param narme="val ue" val ue="DSEN'/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00080] [ Error] USA docunents
havi ng DSEN Data nust have DSEN at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.47 - /IRules/resourceElement/ISM_ID _00081.sch

Rule Description: ISM-ID-00081 [ISM-ID-00081][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [FISA] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [FISA]. Human Readable: USA documents having FISA Data
must have FISA at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM | D-00081" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param narme="val ue" val ue="FI SA"/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00081] [ Error] USA docunents
havi ng FI SA Data nust have FISA at the resource level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.48 - ./IRules/resourceElement/ISM_ID _00084.sch

Rule Description: ISM-ID-00084 [ISM-ID-00084][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute nonlCmarkings
containing [DS] then the ISM_RESOURCE_ELEMENT must have nonlCmarkings containing
[DS]. Human Readable: USA documents having DS Data must have DS at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern i d="1SM I D-00084" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="nonl Crar ki ngs"/ >
<sch: param nanme="val ue" val ue="DS"/ >
<sch: param nanme="error Message"
val ue=""'[I1 SM | D-00084] [ Error] USA docunents
havi ng DS Data nust have DS at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.49 - /IRules/resourceElement/ISM_ID _00085.sch

Rule Description: ISM-ID-00085 [ISM-ID-00085][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document has the attribute nonICmarkings
containing [XD] and does not have any element meeting ISM_CONTRIBUTES in the document
having the attribute nonlICmarkings containing [ND] then the ISM_RESOURCE_ELEMENT must
have nonlCmarkings containing [XD]. Human Readable: USA documents having XD Data and
not having ND must have XD at the resource level.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_CAPCO_RESOURCE, any element meeting ISM_CONTRIBUTES specifies attribute
ism:nonlCmarkings with a value containing the token [XD], and no element meeting
ISM_CONTRIBUTES specifies the attribute ism:nonlCmarkings with a value containing the
token [ND], then we make sure that the ISM_RESOURCE_ELEMENT specifies attribute
ism:nonlCmarkings with a value containing the token [XD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00085">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $| SM_RESOURCE_EL EMENT) and i ndex-

of ($part Nonl Crar ki ngs_tok, 'XD') &gt; O and not (i ndex-
of ($part Nonl Car ki ngs_tok, 'ND )&gt;0)]">
<sch: assert
test="util: contai nsAnyf TheTokens( @ sm nonl Cnar ki ngs, (' XD ))" flag="error">
[ SM 1D 00085][Error] USA docunents having XD Data and not havi ng
ND nust have XD at the resource |evel.
</ sch: assert>

</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.50 - ./IRules/resourceElement/ISM_ID _00086.sch

Rule Description: ISM-ID-00086 [ISM-ID-00086][Error] If ISM_CAPCO_RESOURCE and any
element in the document: 1. Meets ISM_CONTRIBUTES AND 2. Has the attribute
nonlCmarkings containing [ND] Then the ISM_RESOURCE_ELEMENT must have
nonlCmarkings containing [ND]. Human Readable: USA documents having ND Data must have
ND at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00086" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Name" val ue="nonl Crar ki ngs"/ >
<sch: param nanme="val ue" val ue="ND'/ >
<sch: param nanme="error Message"
val ue=""'[1 SM | D-00086] [ Error] USA docunents
havi ng ND Data nust have ND at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.51 - ./IRules/resourceElement/ISM_ID _00087.sch

Rule Description: ISM-ID-00087 [ISM-ID-00087][Error] If ISM_CAPCO_RESOURCE and there
exist at least 2 elements in the document: 1. Each element: Meets ISM_CONTRIBUTES AND 2.
One of the elements: Has the attribute nonlCmarkings containing [SBU-NF] AND 3. One of the
elements: Has the attribute classification NOT having a value of [U] Then the
ISM_RESOURCE_ELEMENT must have disseminationControls containing [NF]. Human
Readable: Classified USA documents having SBU-NF Data must have NF at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. If any element has attribute nonlCmarkings specified with a value containing
[SBU-NF], does not have attribute excludeFromRollup set to true, and the resourceElement has
attribute classification specified with a value other than [U], then we make sure that the
resourceElement has attribute disseminationControls specified with a value containing [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00087">

<sch:rul e context="*[generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] ">
<sch: assert test="
i f (not ($1 SM_CAPCO RESOURCE)) then true() else i f(index-

of ($part Nonl Crrar ki ngs_t ok, ' SBU-NF') &gt; 0 and

not ( $bannerd assification="U)) then (i ndex-

of ($banner Di sseni nati onControls_tok, 'NF') &gt; 0) el se
true() "

flag="error">
[ SM 1D 00087][Error] dassified USA docunents havi ng SBU-NF Dat a
nust have NF at the resource |evel.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.52 - ./IRules/resourceElement/ISM_ID _00088.sch

Rule Description: ISM-ID-00088 [ISM-ID-00088][Error] If ISM_CAPCO_RESOURCE and
releasableTo is specified on the resource element then all classified portions must specify
releasableTo and all Unclass portions must be REL or contain no caveats. Human Readable:
USA documents having any classified portion that is not Releasable or having unclassified
portions with disseminationControls that are not [REL] cannot be REL at the resource level.

Code Description: If CAPCO rules apply to the document, we verify that all portions either have
the attribute classification specified with a value of [U] and uncaveated or REL or classified
portions of the document have the attribute releasableTo. Attribute releasableTo is only valid on
an element if attribute disseminationControls is specified with a value containing [REL] or
[EYES], as [REL] supersedes [EYES] in the banner. If any elements do not meet either of the
two requirements stated above, then the assertion fails since attribute releasableTo appears on
the banner but is not present on all classified portions.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00088">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and

@ smrel easabl eTo] ">
<sch: assert test="every $portion in $partTags

satisfies ( ($portion/ @sm cl assificati on="U
and not ($porti on/

@ sm di sseni nati onControl s) ) or $portion/
@ sm rel easabl eTo[ nornal i ze-space()] or not($portion/

@ sm cl assi fication) )"

flag="error">
[1SM 1D 00088][Error] USA documents having any classified portion
t hat is not
Rel easabl e or having unclassified portions with
di ssem nationControls that are
not [REL] cannot be REL at the resource |evel.
</ sch: assert>
</sch:rul e>
<l-- not(util:contai nsAnyx TheTokens($portion/
@ sm di ssem nati onControls, ('NF)) or
(util:contai nsAnyOf TheTokens($portion/
@ sm di ssem nati onControls, ('DI SPLAYO\LY', 'RELIDO))
and not (util:contai nsAnyOf TheTokens( $porti on/
@ sm di ssem ntationControls, ('"REL')))))
-->

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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I</sch: pattern> I

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.53 - ./IRules/resourceElement/ISM_ID _00090.sch

Rule Description: ISM-ID-00090 [ISM-ID-00090][Error] If ISM_CAPCO_RESOURCE and any
element: 1. Meets ISM_CONTRIBUTES AND 2. Has the attribute disseminationControls
containing [REL] Then the ISM_RESOURCE_ELEMENT must not have attribute
disseminationControls containing [EYES]. Human Readable: USA documents with any portion
that is REL must not be EYES at the resource level.

Code Description: If the document is an ISM_CAPO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and some element meeting ISM_CONTRIBUTES specifies
attribute ism:disseminationControls with a value containing [REL], then we make sure that
ISM_RESOURCE_ELEMENT does not specify attribute ism:disseminationControls or specifies
the attribute with a value that does not contain the token [EYES].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00090">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $| SM_RESOURCE_EL EMENT) and i ndex-

of ($part Di ssem nati onControls_tok, 'REL') &gt; 0]">
<sch: assert
t est ="not (util:contai nsAnyOf TheTokens( @ sm di ssem nationControls, ('EYES )))"
flag="error">
[ SM 1D 00090][Error] USA docunents with any portion that is REL
must not be EYES at the resource |evel.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 56



UNCLASSIFIED

ISM Schematron Guide 10 April 2013

2.54 - /IRules/FGlsourceOpen/ISM_ID _00095.sch

Rule Description: ISM-ID-00095 [ISM-ID-00095][Error] If ISM_CAPCO_RESOURCE and
attribute FGlsourceOpen is specified then each of its values must be ordered in accordance
with CVEnumISMFGIOpen.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00095" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nanme="attrLocal Nane" val ue="Fd sour ceCpen"/ >
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@sm FA sourceCpen)), ' ')"/>
<sch: param nane="cveTernLi st" val ue="3$Fd sour ceCpenList"/>
<sch: param nanme="err or Message"
val ue="" [1SM 1D 00095][Error] If
| SM_CAPCO RESOURCE and attribute FGA sourceQpen is speci fied then each of
its values must be ordered in accordance w th CVEnhum SM-G Open. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.55 - ./IRules/FGlsourceProtected/ISM_ID_00096.sch

Rule Description: ISM-ID-00096 [ISM-ID-00096][Error] If ISM_CAPCO_RESOURCE and
attribute FGlsourceProtected is specified then each of its values must be ordered in accordance
with CVEnumISMFGIProtected.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00096" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nanme="at tr Local Name" val ue="Fd sourceProtected"/>
<sch: param nanme="att r Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@sm FA sourceProtected)), ' '")"/>
<sch: param name="cveTer nLi st"
al ue="$Fd sour ceProt ect edLi st"/ >
<sch: param name="error Message"
val ue="" [ISM 1D 00096][Error] If
| SM_CAPCO RESOURCE and attribute FG sourceProtected is specified
each of its values nust be ordered in accordance with
CVEnum SMFG Pr ot ect ed. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.56 - ./[Rules/FGlsourceProtected/ISM_ID_00097.sch

Rule Description: ISM-ID-00097 [ISM-ID-00097][Warning] If ISM_CAPCO_RESOURCE and
attribute FGlsourceProtected is specified with a value other than [FGI] then the value(s) must
not be discoverable in IC shared spaces. Human Readable: FGI Protected should rarely if ever
be seen outside of an agency's internal systems.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies the attribute ism:FGlsourceProtected, we make sure that attribute
ism:FGlsourceProtected contains only the token [FGI].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00097">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@ sm FAQ sour ceProt ected] ">

<sch: assert test="nornalize-space(string(./
@sm FA sourceProtected))="FA@"'" flag="warni ng">

[1SM 1D 00097] [WArning] |f |1 SM CAPCO RESOURCE and attribute
FG sourceProtected is

specified with a value other than [FG@] then the val ue(s) nust
not be di scoverable in |IC shared spaces.

Human Readable: FA Protected should rarely if ever be seen
out si de of an agency's internal systens.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.57 - ./IRules/ownerProducer/ISM_ID _00099.sch

Rule Description: ISM-ID-00099 [ISM-ID-00099][Error] If ISM_CAPCO_RESOURCE and

attribute ownerProducer contains the token [FGI], then the token [FGI] must be the only value in

attribute ownerProducer.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which

specifies attribtue ism:ownerProducer with a value containing the token [FGI] we make sure that

attribute ism:ownerProducer only contains a single token.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00099" >

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm owner Producer, ('FA'))]">
<sch: assert test="
t okeni ze(nor mal i ze- space(string(@ sm owner Producer)),

count (

) ) =1
flag="error">
[ SM 1D 00099][Error] If | SM CAPCO RESOURCE and attribute
owner Pr oducer
contains the token [FA], then the token [FA] nust be the only
al ue
in attribute ownerProducer.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.58 - ./I[Rules/ownerProducer/ISM_ID _00100.sch

Rule Description: ISM-ID-00100 [ISM-ID-00100][Error] If ISM_CAPCO_RESOURCE and

attribute ownerProducer is specified, then each of its values must be ordered in accordance with

CVEnumISMOwnerProducer.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00100" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Name" val ue="owner Producer"/>
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@sm owner Producer)), ' ')"/>
<sch: param nane="cveTernLi st" val ue="3$owner ProducerList"/>
<sch: param nanme="err or Message"
val ue="" [I1SM 1D 00100] [Error] If
| SM_CAPCO RESOURCE and attri bute owner Producer is specified, then each
of its values nust be ordered in accordance with
CVEnum SMOwner Producer. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.59 - ./IRules/generalConstraints/ISM_ID _00102.sch

Rule Description: ISM-ID-00102 [ISM-ID-00102][Error] The attribute DESVersion in the
namespace urn:us:gov:ic:ism must be specified. Human Readable: The data encoding
specification version must be specified.

Code Description: Make sure that the attribute edh:DESVersion is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00102">

<sch:rule context="/">
<sch: assert test="sone $el enent in descendant-or-
sel f::node() satisfies $el ement/ @ sm DESVer si on"

flag="error">
[I1SM 1D 00102][Error] The attribute
DESVersion in the namespace urn:us:gov:ic:ismnust be specified.

Human Readabl e: The data encodi ng specification version nust
be specified.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.60 - ./[Rules/generalConstraints/ISM_ID _00103.sch

Rule Description: ISM-ID-00103 [ISM-ID-00103][Error] At least one element must have attribute
resourceElement specified with a value of [true].

Code Description: For the document, we make sure that at least one element specifies attribute
ism:resourceElement with a value of [true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00103">

<sch:rule context="/*">
<sch: assert test="some $token in //*[(@sm *)]
$t oken/ @ sm r esour ceEl enent =true()"
flag="error">
[1SM 1D 00103][Error] At |east one el enent nust have attribute
resour ceEl enment specified with a value of [true].
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.61 - ./[Rules/resourceElement/ISM_ID _00104.sch

Rule Description: ISM-ID-00104 [ISM-ID-00104][Error] If ISM_CAPCO_RESOURCE and any
element in the document: 1. Meets ISM_CONTRIBUTES AND 2. Has the attribute
nonlCmarkings containing [SBU-NF] AND 3. The ISM_RESOURCE_ELEMENT has attribute
classification equal to [U] Then the ISM_RESOURCE_ELEMENT must have nonlCmarkings
containing [SBU-NF]. Human Readable: Unclassified USA documents having SBU-NF must
have SBU-NF at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE, the ISM_RESOURCE_ELEMENT spcifies attribute
ism:classification with a value of $resourceElementClassification, and an element meeting
ISM_CONTRIBUTES specifies $attrLocalName with a value containing the token $value, then
we make sure that the ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with
a value containing the token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SMID 00104" is-
a="AttributeContributesToRol |l upWthd assification">

<sch: param nanme="attrLocal Nane" val ue="nonl Crar ki ngs"/ >
<sch: param narme="val ue" val ue="SBU- NF"/ >
<sch: param nanme="r esour ceEl enent Cl assi fi cati on" val ue="U"/>
<sch: param nane="error Message"
value=""[I SM 1D 00104] [ Error] Uncl assified USA
docurment s havi ng SBU-NF nust have SBU-NF at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.62 - ./IRules/resourceElement/ISM_ID _00105.sch

Rule Description: ISM-ID-00105 [ISM-ID-00105][Error] If ISM_CAPCO_RESOURCE and any
element in the document: 1. Meets ISM_CONTRIBUTES AND 2. Has the attribute
nonlCmarkings containing [SBU] AND 3. No element meeting ISM_CONTRIBUTES in the
document has nonlCmarkings containing any of [SBU-NF] Then the
ISM_RESOURCE_ELEMENT must have nonlCmarkings containing [SBU]. Human Readable:
USA documents having SBU and not having SBU-NF must have SBU at the resource level.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, some element meeting ISM_CONTIBUTES specifies attribute
ism:nonlCmarkings with a value containing the token [SBU], and no element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing the token
[SBU-NF], then we make sure that ISM_RESOURCE_ELEMENT sepcifies attribute
ism:nonlCmarkings with a value containing the token [SBU].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00105">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and gener at e-
id(.) = generate-id($l SM RESOURCE_ELEMENT) and
$banner Cl assi fication="U and i ndex- of ($part Nonl Crar ki ngs_t ok, ' SBU )
&gt; O and not (i ndex- of ($part Nonl Cmar ki ngs_tok, 'SBU-NF') &gt; 0)]">
<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm nonl Cmarkings, ('SBU))" flag="error">
[1SM 1D 00105][Error] USA Uncl assified documents having SBU and not
havi ng SBU-NF nust have SBU at the resource |evel.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.63 - ./[Rules/disseminationControls/ISM_ID 00107.sch

Rule Description: ISM-ID-00107 [ISM-ID-00107][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [IMC] then attribute classification must
have a value of [TS] or [S]. Human Readable: IMCON data is SECRET (S), but may appear with
S or TOP SECRET data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [IMC] we make
sure that attribute ism:classification is not specified with a value of [TS] or [S].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00107">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOFf TheTokens( @ sm di sseni nati onControls, ('"IMC))]">
<sch: assert test="@smclassification=('TS, 'S )"
flag="error">
[ SM 1D 00107][Error] If | SM CAPCO RESOURCE and attribute
di sseni nationControl s contains the name token [I M then
attribute
classification nust have a value of [TS] or [S].

Human Readabl e: | MCON data is SECRET (S), but may appear with
S or TOP SECRET dat a.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.64 - ./IRules/resourceElement/ISM_ID _00108.sch

Rule Description: ISM-ID-00108 [ISM-ID-00108][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [TS] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a classification attribute of [TS]. Human
Readable: USA TS documents not using compilation must have TS data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern i d="1SM I D-00108" is-a="NonConpil ati onDocurent Rol | up">

<sch: param nanme="attr Local Nane" val ue="cl assification"/>
<sch: param nanme="val ue" val ue="TS"/ >
<sch: param nane="err or Message"
value=""'"[I SM I D 00108][Error] USA TS docunents
not using conpilation nust have TS data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.65 - ./[Rules/resourceElement/ISM_ID _00109.sch

Rule Description: ISM-ID-00109 [ISM-ID-00109][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [S] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a classification attribute of [S]. Human
Readable: USA S documents not using compilation must have S data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00109" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nanme="attr Local Nane" val ue="cl assification"/>
<sch: param nanme="val ue" val ue="S"/>
<sch: param nane="err or Message"
value=""[I SM I D 00109] [ Error] USA S docunents
not using conpilation nust have S data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.66 - ./IRules/resourceElement/ISM_ID 00110.sch

Rule Description: ISM-ID-00110 [ISM-ID-00110][Error] If ISM_CAPCO_RESOURCE and
attribute classification of ISM_RESOURCE_ELEMENT has a value of [C] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a classification attribute of [C]. Human
Readable: USA C documents not using compilation must have C data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00110" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nanme="attr Local Nane" val ue="cl assification"/>
<sch: param nanme="val ue" val ue="C'/ >
<sch: param nane="err or Message"
value=""'"[I SM I D 00110][ Error] USA C docunents
not using conpilation nust have C data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.67 - ./IRules/resourceElement/ISM_ID 00111.sch

Rule Description: ISM-ID-00111 [ISM-ID-00111][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols of ISM_RESOURCE_ELEMENT contains [SI] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a SClcontrols attribute containing [SI]. Human
Readable: USA S| documents not using compilation must have Sl data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00111" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="SI"/>
<sch: param nanme="error Message"
value=""[I SMI D 00111][Error] USA SI docunents
not using conpilation nust have SI data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.68 - ./IRules/resourceElement/ISM_ID 00112.sch

Rule Description: ISM-ID-00112 [ISM-ID-00112][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols of ISM_RESOURCE_ELEMENT contains [SI-G] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a SClcontrols attribute containing [SI-G].
Human Readable: USA SI-G documents not using compilation must have SI-G data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SMI1D-00112" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="SI-G'/ >
<sch: param nanme="error Message"
value=""'"[I SM I D 00112][Error] USA SI-G docunents
not using conpilation nust have SI-G data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.69 - ./IRules/resourceElement/ISM_ID 00113.sch

Rule Description: ISM-ID-00113 [ISM-ID-00113][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols of ISM_RESOURCE_ELEMENT contains [TK] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a SClcontrols attribute containing [TK].
Human Readable: USA TK documents not using compilation must have TK data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00113" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="TK"/ >
<sch: param nanme="error Message"
value=""[I SM I D 00113][Error] USA TK docunents
not using conpilation nust have TK data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.70 - ./IRules/resourceElement/ISM_ID 00116.sch

Rule Description: ISM-ID-00116 [ISM-ID-00116][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols of ISM_RESOURCE_ELEMENT contains [HCS] and attribute
compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a SClcontrols attribute containing [HCS].
Human Readable: USA HCS documents not using compilation must have HCS data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00116" is-a="NonConpil ati onDocurent Rol | up">

<sch: param nane="attr Local Name" val ue="SCl control s"/>
<sch: param nanme="val ue" val ue="HCS"/ >
<sch: param nanme="error Message"
value=""[I SM I D 00116][ Error] USA HCS docunents
not using conpilation nust have HCS data.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.71 - /IRules/resourceElement/ISM_ID 00118.sch

Rule Description: ISM-ID-00118 [ISM-ID-00118][Error] The first element in document order
having resourceElement true must have createDate specified.

Code Description: We make sure that the resourceElement has attribute createDate specified.
Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SMID 00118">

<sch:rul e context="*[generate-id(.) = generate-

i d($l SM_RESOURCE_ELEMENT) ][ 1] ">
<sch: assert test="@sm createDate" flag="error">
[ SM 1D 00118][Error] The first elenent in docunment order having
resour ceEl enent true nust have createDate specified.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.72 - /IRules/generalConstraints/ISM_ID _00119.sch

Rule Description: ISM-ID-00119 [ISM-ID-00119][Error] If ISM_CAPCO_RESOURCE and 1.
attribute classification is not [U] AND 2. ISM_ICDOCUMENT_APPLIES AND 3. attribute
excludeFromRollup is not true AND 4. Attribute disseminationControls must contain one or more
of [DISPLAYONLY], [REL], [RELIDO], [EYES], or [NF] Human Readable: All classified NSI that
claims compliance with ICD 710 must have an appropriate foreign disclosure or release
marking.

Code Description: If CAPCO rules do not apply to the document, or ICDocument does not apply
to the document, or the resource is unclassified, or excludeFromRollup is true, then the rule
does not apply. Otherwise, we make sure that the attribute disseminationControls contains at
least one of the values [DISPLAYONLY], [RELIDO], [REL], [EYES], or [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID 00119">

<sch:rule context="*[@sm* except (@ sm pocType |
@ sm DESVersion | @sm unregi steredNoticeType)
and $I SM_CAPCO_ RESOURCE and
$I SM_| CDOCUMENT_APPLI ES and
util:contributesToRol | up(.) and
not(@smclassification="U)]">
<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm di ssem nati onControls, ('D SPLAYONLY',
' RELIDO ,' REL' ,' EYES', 'NF'))"
flag="error">
[ISM 1D 00119][Error] If | SM CAPCO RESOURCE and
| SM_| CDOCUMENT_APPLI ES
and attribute classification is specified with a value other than

(U,

t he

then attribute di ssem nationControls nust contain one or nore of

followi ng nanmed tokens: [DI SPLAYONLY], [REL], [RELIDQ, [EYES],

Human Readable: Al classified NSI that clains conpliance with
| CD 710 nust have an appropriate foreign disclosure or rel ease

</ sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.73 - ./IRules/SARIdentifier/ISM_ID _00121.sch

Rule Description: ISM-ID-00121 [ISM-ID-00121][Error] If ISM_CAPCO_RESOURCE and
attribute SARIdentifier is specified, then each of its values must be ordered in accordance with
CVENumISMSAR.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SMID-00121" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Name" val ue="SARlI dentifier"/>
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@sm SARI dentifier)), ' '")"/>
<sch: param nane="cveTernLi st" val ue="$SARl dentifierList"/>
<sch: param nanme="err or Message"
val ue="" [ISMID 00121][Error] If
| SM_CAPCO RESOURCE and attribute SARI dentifier is specified, then each
of its values nust be ordered in accordance wi th CVEnum SMBAR. xm .
s
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.74 - /IRules/SClcontrols/ISM_ID 00122.sch

Rule Description: ISM-ID-00122 [ISM-ID-00122][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [KDK], then attribute classification must have a
value of [TS] or [S]. Human Readable: A USA document with KLONDIKE data must be
classified SECRET or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [KDK] we make sure that
attribute ism:classification is specified with a value containing the token [TS] or [S].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID 00122">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK ))]">
<sch: assert
test="util:contai nsAnyf TheTokens(@smcl assification, ('TS', 'S ))"
flag="error">

[ISM 1D 00122][Error] If | SM CAPCO RESOURCE and attribute

contains the nane token [KDK], then attribute classification nust
a value of [TS] or [S].

Human Readabl e: A USA docunent with KLONDI KE data nust be
classified SECRET or TOP SECRET.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.75 - ./IRules/SClcontrols/ISM_ID 00123.sch

Rule Description: ISM-ID-00123 [ISM-ID-00123][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [KDK], then attribute disseminationControls must
contain the name token [NF]. Human Readable: A USA document containing KLONDIKE data
must also be marked for NO FOREIGN dissemination.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [KDK] we make sure that
attribute ism:disseminationControls is specified with a value containing the token [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID 00123">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK ))]">
<sch: assert
test="util:contai nsAnyCf TheTokens( @ sm di ssemi nati onControls, ('NF))"
flag="error">

[ISM 1D 00123][Error] If | SM CAPCO RESOURCE and attribute
SCl control s

contains the nane token [KDK], then attribute
di ssem nati onControl s

must contain the name token [ NF].

Human Readabl e: A USA docunent contai ning KLONDI KE data nust al so

mar ked for NO FOREI GN di ssem nati on.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.76 - ./[Rules/disseminationControls/ISM_ID 00124.sch

Rule Description: ISM-ID-00124 [ISM-ID-00124][Warning] If ISM_CAPCO_RESOURCE and 1.
Attribute ownerProducer does not contain [USA]. AND 2. Attribute disseminationControls
contains [RELIDO] Human Readable: RELIDO is not authorized for non-US portions.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [RELIDO] we
make sure that attribute ism:ownerProducer is specified with a value containing [USA].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00124">

<sch:rule

cont ext ="*[ $| SM_CAPCO_RESOURCE and

util:contai nsAnyOf TheTokens( @ sm di sseni nationControls, ('RELIDO))]">
<sch: assert

test="util:contai nsAnyXf TheTokens( @ sm owner Producer, ('USA ))"

f | ag="war ni ng" >
[1SM 1D 00124] [ Warning] |If | SM CAPCO RESOURCE and
1. Attribute ownerProducer does not contain [USA].
AND
2. Attribute dissem nationControls contains [RELI DO

Human Readable: RELIDO is not authorized for non-US portions.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.77 - ./IRules/generalConstraints/ISM_ID _00125.sch

Rule Description: ISM-ID-00125 [ISM-ID-00125][Error] If any attributes in namespace
urn:us:gov:ic:ism exist, the local name must exist in CVEnumISMAttributes.xml. Human
Readable: Ensure that attributes in the ISM namespace are defined by ISM.XML.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00125">

<sch:rule context="*[@sm*]">
<sch: assert test="every $attr in @sm*
satisfies $attr[local -nanme() = $validAttributelList]”

flag="error">
<sch: val ue-of sel ect="" [1SM I D 00125])[Error]
If any attributes in nanespace urn:us:gov:ic:ismexist, the |ocal
name nmust exist in CVEnum SMAttributes. xm . Hurmran Readabl e:
Ensure that attributes in the | SM nanespace are defined by | SM XM.
s

</ sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 80



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.78 - ./IRules/notice/ISM_ID_00127.sch

Rule Description: ISM-ID-00127 [ISM-ID-00127][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [RD] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [RD] and does not have attribute externalNotice with a value of
[true]. Human Readable: USA documents containing RD data must also have an non-external
RD notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:atomicEnergyMarkings with a value containing the token [RD], we make sure that
an element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [RD] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SMID-00127" is-a="Dat aHasCorrespondi ngNoti ce">

<sch: param name="rul el d" val ue="'1SM 1| D 00127'"/>
<sch: param nanme="att r Nane"
al ue=""at om cEner gyMar ki ngs' "/ >
<sch: param nanme="att r Val ue"
al ue=" @ sm at om cEner gyMar ki ngs" />
<sch: param nanme="noti ceType" value="'RD "/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.79 - ./IRules/notice/ISM_ID_00128.sch

Rule Description: ISM-ID-00128 [ISM-ID-00128][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [FRD] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [FRD] and does not have attribute externalNotice with a value of
[true] Human Readable: USA documents containing FRD data must also have a non-external
FRD notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:atomicEnergyMarkings with a value containing the token [FRD], we make sure that
an element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [FRD] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern i d="1SM I D-00128" is-a="DataHasCorrespondi ngNoti ceWthException">

<sch: param name="rul el d" val ue="'1SM | D 00128""/>
<sch: param nanme="att r Nane"
al ue=""at om cEner gyMar ki ngs' "/ >
<sch: param name="at tr Val ue" val ue="$l SM_RESOURCE_EL EMENT/
@ sm at om cEner gyMar ki ngs"/ >
<sch: param nanme="noti ceType" val ue="'FRD "/>
<sch: param nane="except Att r Val ue"
al ue="$l SM_RESOURCE_ELEMENT/ @ sm at om cEner gyMar ki ngs"/ >
<sch: param nane="except Noti ceType" val ue="'RD "/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.80 - ./[Rules/notice/ISM_ID_00129.sch

Rule Description: ISM-ID-00129 [ISM-ID-00129][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute disseminationControls
containing [IMC] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [IMC] and does not have attribute externalNotice with a value of
[true] Human Readable: USA documents containing IMC data must also have a non-external
IMC notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:disseminationControls with a value containing the token [IMC], we make sure that
an element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [IMC] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00129" is-a="Dat aHasCorrespondi ngNotice">

<sch: param name="rul el d" val ue="'1SM | D 00129'"/>
<sch: param nanme="att r Nane"
al ue=""'di ssemi nati onControl s'"/>
<sch: param nanme="att r Val ue"
al ue="@sm di sseni nati onControl s"/>
<sch: param nanme="noti ceType" value=""'IMC"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.81 - ./[Rules/notice/ISM_ID_00130.sch

Rule Description: ISM-ID-00130 [ISM-ID-00130][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute disseminationControls
containing [FISA] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [FISA] and does not have attribute externalNotice with a value of
[true] Human Readable: USA documents containing FISA data must also have a non-external
FISA notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:disseminationControls with a value containing the token [FISA], we make sure that
an element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [FISA] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00130" is-a="DataHasCorrespondi ngNotice">

<sch: param name="rul el d" val ue="'1SM 1| D 00130'"/>
<sch: param nanme="att r Nane"
al ue=""di sseni nati onControls'"/>
<sch: param nanme="att r Val ue"
al ue=" @ sm di ssemni nati onControl s"/>
<sch: param nanme="noti ceType" val ue="'FISA "/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.82 - ./IRules/resourceElement/ISM_ID _00132.sch

Rule Description: ISM-ID-00132 [ISM-ID-00132][Error] If ISM_CAPCO_RESOURCE and the
ISM_RESOURCE_ELEMENT has the attribute disseminationControls containing [RELIDQ] then
every element meeting ISM_CONTRIBUTES_CLASSIFIED in the document must have the
attribute disseminationControls containing [RELIDO]. Human Readable: USA documents having
RELIDO at the resource level must have every classified portion having RELIDO and on any U
portions that have explicit Release specified must have RELIDO.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and the ISM_RESOURCE_ELEMENT specifies the attribute
ism:disseminationControls with a value containing the token [RELIDO], then we make sure that
every element meeting ISM_CONTRIBUTES_CLASSIFIED speficies attribute
ism:disseminationControls with a value containing the token [RELIDO].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00132">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
util:contai nsAnyOxf TheTokens( @ sm di ssemi nati onControls, ('RELIDO))]">
<sch: assert test="every $ele in $part Tags
satisfies if ($ele/@smclassification[normalize-space()="U]
and not (util:contai nsAnyOFf TheTokens($el e/ @ sm di ssem nati onControl s,
(" REL'," NF',' DI SPLAYONLY'))) or not ($el e/
@ sm cl assi fication) ) t hen
el se
: cont ai nsAnyOf TheTokens($el e/ @ sm di ssem nati onControls, ('RELIDO))"
flag="error">
[1SM 1D 00132][Error] USA docunents having RELIDO at the resource
must have every classified portion having RELIDO and on any U portions
have explicit Rel ease specified nmust have RELI DO
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.83 - ./[Rules/declassException/ISM_ID_00133.sch

Rule Description: ISM-ID-00133 [ISM-ID-00133][Error] If ISM_NSI_EO_APPLIES and attribute
declassException is specified and contains the tokens [25X1-EO-12951], [50X1-HUM], or
[50X2-WMD], then attribute declassDate or declassEvent must NOT be specified. Human
Readable: Documents under E.O. 13526 must not specify declassDate or declassEvent if a
declassException of 25X1-E0-12951, 50X1-HUM, or 50X2-WMD is specified.

Code Description: If ISM_NSI_EO_APPLIES, for each element which specifies
ism:declassException with a value containing token [50X1-HUM], or [50X2-WMD] we make sure
that attributes ism:declassDate and ism:declassEvent are NOT specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00133">

<sch:rule context="*[$l SM NSI _EO APPLI ES and
util:contai nsAnyOf TheTokens( @ sm decl assException, ('25X1-EO 12951', '50X1-
HUM , ' 50X2-WVD' ))]">
<sch: assert test="not(@sm decl assDate or
@ sm decl assEvent)" flag="error">
[1SM 1D 00133][Error] If ISM NSI_EO APPLIES and attribute
decl assException is specified and contains the tokens [25X1-
EO 12951],

[ 50X1-HUM, or [50X2-WWD], then attribute decl assDate or
decl assEvent
nmust NOT be specifi ed.

Human Readabl e: Docunents under E. O 13526 nust not specify
decl assDat e
or decl assEvent if a declassException of 25X1-EO 12951, 50X1- HUM
or
50X2-WWD i s specified.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.84 - ./IRules/notice/ISM_ID_00134.sch

Rule Description: ISM-ID-00134 [ISM-ID-00134][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute nonICmarkings
containing [DS] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [DS] and does not have attribute externalNotice with a value of
[true] Human Readable: USA documents containing DS data must also have a non-external DS
notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:nonlCmarkings with a value containing the token [DS], we make sure that an
element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [DS] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00134" is-a="Dat aHasCorrespondi ngNoti ce">

<sch: param nanme="rul el d" val ue="'1SM 1| D 00134'"/>
<sch: param nane="attr Nane" val ue="' nonl Cmar ki ngs' "/ >
<sch: param name="at tr Val ue" val ue=" @ sm nonl Crar ki ngs"/ >
<sch: param nanme="noti ceType" val ue="'DS "/ >

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.85 - ./[Rules/notice/ISM_ID_00135.sch

Rule Description: ISM-ID-00135 [ISM-ID-00135][Error] If ISM_CAPCO_RESOURCE and: 1. No
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [RD] AND 2. Any element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [RD] and does not specifiy attribute ism:externalNotice with a
value of [true]. Human Readable: USA documents containing an non-external RD notice must
also have RD data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [RD] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:atomicEnergyMarkings with a value containing the
token [RD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00135" is-a="Noti ceHasCorrespondi nghat a">

<sch: param nanme="rul el d" val ue="'1SM | D 00135""/>
<sch: param nanme="att r Nane"
al ue="" at om cEner gyMar ki ngs' "/ >
<sch: param nane="dat aType" val ue="'RD "/ >
<sch: par am name="dat aTokenLi st"
al ue="$part At om cEner gyMar ki ngs_t ok"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.86 - ./[Rules/notice/ISM_ID_00136.sch

Rule Description: ISM-ID-00136 [ISM-ID-00136][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
atomicEnergyMarkings containing [FRD] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute noticeType containing [FRD]
and does not specifiy attribute ism:externalNotice with a value of [true]. Human Readable: USA
documents containing a non-external FRD notice must also have FRD data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [FRD] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:atomicEnergyMarkings with a value containing the
token [FRD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00136" is-a="NoticeHasCorrespondi nghata">

<sch: param name="rul el d" val ue="'1SM | D 00136'"/>
<sch: param nanme="att r Nane"
al ue="" at om cEner gyMar ki ngs' "/ >
<sch: param nanme="dat aType" val ue="'FRD "/>
<sch: par am name="dat aTokenLi st"
al ue="$part At om cEner gyMar ki ngs_t ok"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.87 - ./[Rules/notice/ISM_ID_00137.sch

Rule Description: ISM-ID-00137 [ISM-ID-00137][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
disseminationControls containing [IMC] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute noticeType containing [IMC]
and not specifiying attribute ism:externalNotice with a value of [true] Human Readable: USA
documents containing a non-external IMC notice must also have IMC data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [IMC] and not specifiying attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:disseminationControls with a value containing the
token [IMC].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00137" is-a="Noti ceHasCorrespondi ngbhat a">

<sch: param name="rul el d" val ue="'1SM | D 00137'"/>
<sch: param nanme="att r Nane"
al ue=""'di ssemi nati onControl s'"/>
<sch: param nanme="dat aType" val ue="'IMC "/>
<sch: par am name="dat aTokenLi st"
al ue="$part Di sseni nati onControl s_t ok"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.88 - ./[Rules/notice/ISM_ID_00138.sch

Rule Description: ISM-ID-00138 [ISM-ID-00138][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
nonlCmarkings containing [DS] AND 2. Any element without ism:excludeFromRollup=true() in
the document has the attribute noticeType containing [DS] and does not specifiy attribute
ism:externalNotice with a value of [true]. Human Readable: USA documents containing a non-
external DS notice must also have DS data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [DS] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing the token
[DS].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00138" is-a="Noti ceHasCorrespondi nghata">

<sch: param name="rul el d" val ue="'1SM 1| D 00138'"/>
<sch: param nane="attr Nane" val ue="' nonl Cmar ki ngs' "/ >
<sch: param nane="dat aType" val ue="'DS "/ >
<sch: param nane="dat aTokenLi st "
al ue="$part Nonl Cmar ki ngs_t ok"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.89 - ./[Rules/notice/ISM_ID_00139.sch

Rule Description: ISM-ID-00139 [ISM-ID-00139][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
disseminationControls containing [FISA] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute noticeType containing [FISA]
and does not specifiy attribute ism:externalNotice with a value of [true]. Human Readable: USA
documents containing a non-external FISA notice must also have FISA data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [FISA] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:disseminationControls with a value containing the
token [FISA].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00139" is-a="Noti ceHasCorrespondi ngbhata">

<sch: param name="rul el d" val ue="'1SM | D 00139'"/>
<sch: param nanme="att r Nane"
al ue=""'di ssemi nati onControl s'"/>
<sch: param nane="dat aType" val ue="'FI SA "/ >
<sch: par am name="dat aTokenLi st"
al ue="$part Di sseni nati onControl s_t ok"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.90 - ./IRules/resourceElement/ISM_ID 00141.sch

Rule Description: ISM-ID-00141 [ISM-ID-00141][Error] If ISM_NSI_EO_APPLIES and 1.
ISM_RESOURCE_ELEMENT attribute declassException does not have a value of [25X1-
EO-12951], [50X1-HUM], or [50X2-WMD] AND 2. ISM_RESOURCE_ELEMENT attribute
declassDate is not specified AND 3. ISM_RESOURCE_ELEMENT attribute declassEvent is not
specified AND 4. ISM_RESOURCE_ELEMENT attribute atomicEnergyMarkings is not specified
with a value of [RD] or [FRD] Human Readable: Documents under E.O. 13526 require
declassDate or declassEvent unless 25X1-EO-12951, 50X1-HUM, 50X2-WMD, RD, FRD, AEA,
NATO, or NATO-AEA is specified.

Code Description: If ISM_NSI_EO_APPLIES, the current element is the
ISM_RESOURCE_ELEMENT, and attribtue ism:declassExeption is not specified with a value
containing the token [25X1-E0-12951], [50X1-HUM], or [50X2-WMD], [AEA], [NATO], or
[NATO-AEA] then we make sure that attribute ism:declassDate is specified or attribute
ism:declassEvent is specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00141">

<sch:rul e
cont ext ="*[ $| SM_NSI _EO APPLI| ES and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
not (util:contai nsAnyXf TheTokens( @ sm decl assExcepti on, ('25X1-EO 12951',
' 50X1- HUM , '50X2-WVD' , ' AEA', 'NATO, 'NATO AEA' )))]">

<l--and
not (util: contai nsAnyCf TheTokens( @ sm at oni cEner gyMar ki ngs, ('RD ,
'FRD )))]">-->
<sch: assert test="@sm decl assDate or @sm decl assEvent" flag="error">
[ SM 1D 00141][Error] Docunents under E. O 13526 require
decl assDat e or decl assEvent unl ess
25X1- EO- 12951, 50X1-HUM 50X2-WWD, RD, FRD, AEA, NATO, or NATO
AEA i s specified.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.91 - ./IRules/classification/ISM_ID_00142.sch

Rule Description: ISM-ID-00142 [ISM-ID-00142][Error] If ISM_NSI_EO_APPLIES and attribute
classification has a value other than [U], then attribute classifiedBy or derivativelyClassifiedBy
must be specified on the ISM_RESOURCE_ELEMENT. Human Readable: Classified data
including DOE data requires either an original classifier or a derivative classifier be identified.

Code Description: If ISM_NSI_EO_APPLIES, for each element which specified attribute
ism:classification with a value other than [U], we make sure that the
ISM_RESOURCE_ELEMENT specifies attribute ism:classifiedBy or
ism:derivativelyClassifiedBy.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00142">

<sch:rul e context="*[$l SM NSI _EO APPLI ES and
@smclassificationl="U]">
<sch: assert test="$l SM RESOURCE_ELEMENT/

@ sm cl assi fi edBy or $I SM_RESOURCE_EL EMENT/
@ sm derivativel yC assifi edBy"

flag="error">
[ISM 1D 00142][Error] Cassified data including DOE data requires
either an original classifier or a derivative classifier be
i dentifi ed.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.92 - ./IRules/derivativelyClassifiedBy/ISM_ID_00143.sch

Rule Description: ISM-ID-00143 [ISM-ID-00143][Error] If ISM_CAPCO_RESOURCE and
attribute derivativelyClassifiedBy is specified, then attribute derivedFrom must be specified.
Human Readable: Derivatively Classified data including DOE data requires a derived from value
to be identified.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:derivativelyClassifiedBy we make sure that attribute ism:derivedFrom is
specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00143">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@smderivativel yd assifiedBy]">
<sch: assert test="@sm derivedFrom flag="error">
[ SM 1D 00143][Error] If | SM CAPCO RESOURCE and attribute

derivativelyClassifiedBy is specified, then attribute derivedFrom

be specified.

Hurman Readabl e: Derivatively C assified data including DOE data
requires
a derived fromvalue to be identified.
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.93 - ./IRules/resourceElement/ISM_ID _00145.sch

Rule Description: ISM-ID-00145 [ISM-ID-00145][Error] If ISM_CAPCO_RESOURCE and any
element in the document: 1. Meets ISM_CONTRIBUTES AND 2. Has the attribute
nonlCmarkings containing [LES] AND 3. No element meeting ISM_CONTRIBUTES in the
document has nonlCmarkings containing any of [LES-NF] Then the
ISM_RESOURCE_ELEMENT must have nonlCmarkings containing [LES]. Human Readable:
USA documents having LES and not having LES-NF must have LES at the resource level.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, some element meeting ISM_CONTIBUTES specifies attribute
ism:nonlCmarkings with a value containing the token [LES], and no element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing the token
[LES-NF], then we make sure that ISM_RESOURCE_ELEMENT sepcifies attribute
ism:nonlCmarkings with a value containing the token [LES].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00145">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $1 SM_RESOURCE_EL EMENT) and i ndex-

of ($part Nonl Crar ki ngs_tok, 'LES') &gt; O and
not (i ndex- of ($part Nonl Car ki ngs_t ok, 'LES-NF') &gt; 0)]">
<sch: assert
test="util:contai nsAnyXf TheTokens( @ sm nonl Cnar ki ngs, ('LES ))" flag="error">
[ SM 1D 00145][Error] USA docunents having LES and not having LES-
NF nust have LES at the resource |evel.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.94 - /IRules/resourceElement/ISM_ID 00146.sch

Rule Description: ISM-ID-00146 [ISM-ID-00146][Error] If ISM_CAPCO_RESOURCE and there
exist at least 2 elements in the document: 1. Each element: Meets ISM_CONTRIBUTES AND 2.
One of the elements: Has the attribute nonlCmarkings containing [LES-NF] AND 3. One of the
elements: meets ISM_CONTRIBUTES_CLASSIFIED Then the ISM_RESOURCE_ELEMENT
must have disseminationControls containing [NF]. Human Readable: Classified USA documents
having LES-NF Data must have NF at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. If any element has attribute nonlCmarkings specified with a value containing
[LES-NF] and the resourceElement has attribute classification specified with a value other than
[U], then we make sure that the resourceElement has attribute disseminationControls specified
with a value containing [NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00146" >

<sch:rul e context="*[generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] ">
<sch: assert test="
i f (not ($1 SM_CAPCO RESOURCE)) then true() else i f(index-

of ($part Nonl Crrar ki ngs_t ok, 'LES-NF') &gt; 0 and

not ( $bannerd assification="U)) then (index-

of ($banner Di sseni nati onControls_tok, 'NF') &gt; 0) el se
true() "

flag="error">
[SM 1D 00146][Error] Cassified USA docunents having LES-NF
nust have NF at the resource |evel.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.95 - ./IRules/resourceElement/ISM_ID 00147.sch

Rule Description: ISM-ID-00147 [ISM-ID-00147][Error] If ISM_CAPCO_RESOURCE and there
exist at least 2 elements in the document: 1. Each element: Meets ISM_CONTRIBUTES AND 2.
One of the elements: Has the attribute nonlCmarkings containing [LES-NF] AND 3. One of the
elements: meets ISM_CONTRIBUTES_CLASSIFIED Then the ISM_RESOURCE_ELEMENT
must have nonlCmarkings containing [LES]. Human Readable: Classified USA documents
having LES-NF Data must have LES at the resource level.

Code Description: If CAPCO rules do not apply to the document then the rule does not apply
and we return true. If any element has attribute nonlCmarkings specified with a value containing
[LES-NF] and the resourceElement has attribute classification specified with a value other than
[U], then we make sure that the resourceElement has attribute nonICmarkings specified with a
value containing [LES].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00147">

<sch:rul e context="*[generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] ">
<sch: assert test="
i f (not ($1 SM_CAPCO RESOURCE)) then true() else i f(index-

of ($part Nonl Crrar ki ngs_t ok, 'LES-NF') &gt; 0 and

not ( $bannerd assification="U)) then (index-

of ($banner Nonl Cmar ki ngs_t ok, 'LES') &gt; 0) el se
true() "

flag="error">
[ISM 1D 00147][Error] dassified USA docunents having LES-NF Dat a
nust have LES at the resource |evel.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.96 - ./[Rules/nonlCmarkings/ISM_ID _00148.sch

Rule Description: ISM-ID-00148 [ISM-ID-00148][Error] If ISM_CAPCO_RESOURCE, then
Name tokens [LES] and [LES-NF] are mutually exclusive for attribute nonICmarkings. Human
Readable: USA documents must not specify both LES and LES-NF on a single element.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which has attribute ism:nonlCmarkings specified
with a value containing the token [LES] or [LES-NF], we make sure that attribute
ism:nonlCmarkings is not specified with a value containing both tokens [LES] and [LES-NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00148" is-a="MituallyExclusiveAttributeVal ues">

<sch: param nanme="cont ext"
val ue="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOxf TheTokens( @ sm nonl Crar ki ngs, ('LES', 'LES-NF'))]"/>
<sch: param name="at tr Val ue" val ue=" @ sm nonl Crar ki ngs"/ >
<sch: param nanme="nut ual | yExcl usi veTokenLi st "
alue="('LES', 'LES-NF)"/>
<sch: param nanme="err Msg"
val ue="" [ISM 1D 00148][Error] If
| SM_CAPCO RESOURCE, then Name tokens [LES] and [LES-NF] are mutually
excl usive for attribute nonl CrarKkings. Human Readabl e: USA docunents
must not specify both LES and LES-NF on a single elenent. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.97 - ./IRules/resourceElement/ISM_ID _00149.sch

Rule Description: ISM-ID-00149 [ISM-ID-00149][Error] If ISM_CAPCO_RESOURCE and 1. Any
element in the document meets ISM_CONTRIBUTES in the document has the attribute
nonlCmarkings contain [LES-NF] AND 2. ISM_RESOURCE_ELEMENT has the attribute
classification [U] THEN the ISM_RESOURCE_ELEMENT must have nonlCmarkings containing
[LES-NF] Human Readable: Unclassified USA documents having LES-NF must have LES-NF at
the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE, the ISM_RESOURCE_ELEMENT spcifies attribute
ism:classification with a value of $resourceElementClassification, and an element meeting
ISM_CONTRIBUTES specifies $attrLocalName with a value containing the token $value, then
we make sure that the ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with
a value containing the token $value.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00149" is-
a="AttributeContributesToRol |l upWthd assification">

<sch: param nanme="attrLocal Nane" val ue="nonl Crar ki ngs"/ >
<sch: param nanme="val ue" val ue="LES- NF"/ >
<sch: param nanme="r esour ceEl enent Cl assi fi cati on" val ue="U"/>
<sch: param nane="error Message"
value=""[I SM I D 00149] [ Error] Uncl assified USA
docurment s having LES-NF data nust have LES-NF at the resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.98 - ./[Rules/notice/ISM_ID_00150.sch

Rule Description: ISM-ID-00150 [ISM-ID-00150][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element, other than ISM_RESOURCE_ELEMENT, meeting ISM_CONTRIBUTES in the
document has the attribute nonlICmarkings containing [LES] AND 2. No element meeting
ISM_CONTRIBUTES in the document has the attribute noticeType containing [LES] Human
Readable: USA documents containing LES data must also have an LES notice.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which is
not the ISM_RESOURCE_ELEMENT and meets ISM_CONTRIBUTES and specifies attribute
ism:nonlCmarkings with a value containing the token [LES], we make sure that an element
meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value containing the
token [LES].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00150">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and not(generate-id(.) =
gener at e- i d( $l SM_RESOURCE_ELEMENT) ) and
util:contai nsAnyOxf TheTokens( @ sm nonl Crar ki ngs, ('LES ))]">
<sch: assert test="sone $elemin $part Tags
satisfies ($el enf @ sm noti ceType] and
util:contai nsAnyOf TheTokens($el emi @sm noti ceType, ('LES))
($el eml @sm external Notice="true'))"
flag="error">
[1SM 1D 00150][Error] If |ISM CAPCO RESOURCE and:
1. Any elenent, other than | SM RESOURCE_ELEMENT, neeting
| SM_CONTRI BUTES i n the docunment has the attribute nonl Charki ngs contai ni ng
[ LES]
AND
2. No elenent neeting | SM CONTRI BUTES in the document has the attribute
noti ceType contai ning [ LES]

Human Readabl e: USA docunents containing LES data nust al so have an LES
noti ce.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.99 - ./[Rules/notice/ISM_ID_00151.sch

Rule Description: ISM-ID-00151 [ISM-ID-00151][Warning] If ISM_CAPCO_RESOURCE and: 1.
No element without ism:excludeFromRollup=true() in the document has the attribute
nonlCmarkings containing [LES] AND 2. Any element without ism:excludeFromRollup=true() in
the document has the attribute noticeType containing [LES] and does not specifiy attribute
ism:externalNotice with a value of [true]. Human Readable: USA documents containing a non-
external LES notice must also have LES data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [LES] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing the token
[LES].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID-00151" is-a="Noti ceHasCorrespondi ngbhata">

<sch: param nane="rul el d" val ue=""'1SM | D 00151' "/ >
<sch: param nanme="attr Nane" val ue="' nonl Cmar ki ngs' "/ >
<sch: param nanme="dat aType" val ue="'LES "/>
<sch: param nanme="dat aTokenLi st "
al ue="$part Nonl Cmar ki ngs_t ok"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.100 - .//[Rules/notice/ISM_ID 00152.sch

Rule Description: ISM-ID-00152 [ISM-ID-00152][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute nonICmarkings
containing [LES-NF] AND 2. No element meeting ISM_CONTRIBUTES in the document has the
attribute noticeType containing [LES-NF] and does not have attribute externalNotice with a
value of [true]. Human Readable: USA documents containing LES-NF data must also have an
LES-NF notice.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which meets ISM_CONTRIBUTES and specifies
attribute ism:nonlCmarkings with a value containing the token [LES-NF], we make sure that an
element meeting ISM_CONTRIBUTES specifies attribute ism:noticeType with a value
containing the token [LES-NF] and does not specifiy attribute ism:externalNotice with a value of
[true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00152" is-a="DataHasCorrespondi ngNoti ce">

<sch: param nane="rul el d" val ue="'1SM | D 00152' "/ >
<sch: param nanme="attr Nane" val ue="' nonl Cmar ki ngs' "/ >
<sch: param nane="attr Val ue" val ue=" @ sm nonl Cnar ki ngs"/ >
<sch: param nanme="noti ceType" val ue="'LES-NF "/>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.101 - .//IRules/notice/ISM_ID 00153.sch

Rule Description: ISM-ID-00153 [ISM-ID-00153][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
nonlCmarkings containing [LES-NF] AND 2. Any element without ism:excludeFromRollup=true()
in the document has the attribute noticeType containing [LES-NF]. and does not specifiy
attribute ism:externalNotice with a value of [true]. Human Readable: USA documents containing
an LES-NF notice must also have LES-NF data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE and any element meets ISM_CONTRIBUTES and specifies attribute
ism:noticeType with a value containing the token [LES-NF] and does not specifiy attribute
ism:externalNotice with a value of [true], we make sure that an element meeting
ISM_CONTRIBUTES specifies attribute ism:nonlCmarkings with a value containing the token
[LES-NF].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D-00153" is-a="Noti ceHasCorrespondi ngbhata">

<sch: param nane="rul el d" val ue=""'1SM | D 00153"' "/ >
<sch: param nanme="attr Nane" val ue="' nonl Cmar ki ngs' "/ >
<sch: param nanme="dat aType" val ue="'LES-NF "/>
<sch: param nanme="dat aTokenLi st "
al ue="$part Nonl Cmar ki ngs_t ok"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.102 - ./IRules/resourceElement/ISM_ID 00154.sch

Rule Description: ISM-ID-00154 [ISM-ID-00154][Error] If ISM_CAPCO_RESOURCE and 1.
Attribute disseminationControls of ISM_RESOURCE_ELEMENT contains [FOUO] AND 2.
Attribute compilationReason does not have a value then at least one element meeting
ISM_CONTRIBUTES in the document must have a disseminationControls attribute contain
[FOUO]. Human Readable: USA FOUO documents not using compilation must have FOUO
data.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and attribute $attrLocalName of ISM_RESOURCE_ELEMENT has
a value of [$value] and attribute ism:compilationReason does not have a value, then we make
sure that at least one element meeting ISM_CONTRIBUTES specifies attribute $attrLocalName
with a value of [$value].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00154" is-a="NonConpil ati onDocurent Rol | up" >

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nane="val ue" val ue="FOUO'/ >
<sch: param nanme="err or Message"
val ue=""'[I1 SM | D-00154] [ Error] USA FOUO docunents
not using conpilation nmust have FOUO data.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.103 - ./IRules/resourceElement/ISM_ID 00155.sch

Rule Description: ISM-ID-00155 [ISM-ID-00155][Error] If ISM_CAPCO_RESOURCE and 1.
ISM_DoD5230_24 Applies AND 2. Attribute noticeType of ISM_RESOURCE_ELEMENT does
not contain one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], [DoD-
Dist-F], or [DoD-Dist-X] Human Readable: All USA documents that claim compliance with
DoD5230.24 must have a distribution statement for the entire document.

Code Description: If the document is an ISM_CAPCO_RESOURCE,

ISM_DOD5230_24 APPLIES, and the current element is the ISM_RESOURCE_ELEMENT, we
make sure that attribute ism:noticeType is specified with a value containing one of the tokens:
[DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], [DoD-Dist-
X].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00155">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
51 SM DOD5230 24 APPLI ES and generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] ">
<sch: assert

test="util:contai nsAnyOf TheTokens( @ sm noti ceType, (' DoD
Dist-A", 'DoD-Dist-B, 'DoD-Dist-C, 'DoD-Dist-D, 'DoD-Dst-E, 'DoDDist-
F', 'DoD-Dist-X))"

flag="error">
[ SM 1D 00155][Error] Al USA docunents that claimconpliance
i th DoD5230.24 must have a distribution statenent
for the entire docunent.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.104 - ./IRules/notice/ISM_ID 00157.sch

Rule Description: ISM-ID-00157 [ISM-ID-00157][Error] If ISM_CAPCO_RESOURCE and: 1. The
attribute notice contains one of the [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], or [DoD-Dist-E]
AND 2. The attribute noticeReason is not specified. Human Readable: DoD distribution
statements B, C, D, or E all require a reason.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:noticeType with a value containing the token [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], or [DoD-Dist-E], we make sure that attribute ism:noticeReason is specified.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00157">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm noti ceType, (' DoD-
i B, 'DoD-Dist-C, 'DoD-Dist-D, 'DoD-Dist-E))]">
<sch: assert test="@sm noti ceReason" flag="error">

[1SM 1D 00157][Error] If | SM CAPCO RESOURCE and:

1. The attribute notice contains one of the [DoD Dist-B], [DoD
[DoD-Di st-D], or [DoD Dist-E]

AND

2. The attribute noticeReason is not specifi ed.

Human Readabl e: DoD distribution statenents B, C, D, or E all
require a reason.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.105 - .//[Rules/notice/ISM_ID 00158.sch

Rule Description: ISM-ID-00158 [ISM-ID-00158][Error] If ISM_CAPCO_RESOURCE and: 1.
ISM_DoD5230 24 Applies AND 2. attribute classification of ISM_RESOURCE_ELEMENT is
not [U] AND 3. A resource attribute notice does not contain one of [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], [DoD-Dist-E], or [DoD-Dist-F]. Human Readable: All classified documents that
claim compliance with DoD5230.24 must use one of DoD distribution statements B, C, D, E, or
F.

Code Description: If the document is an ISM-CAPCO-RESOURCE and

ISM_DOD5230_24 APPLIES and the attribute classification of ISM_RESOURCE_ELEMENT is
not [U], then we make sure that the resource element specifies attribute ism:noticeType with a
value containing the token [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], or [DoD-Dist-
Fl.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00158">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
51 SM DOD5230 24 APPLI ES and generate-id(.) = generate-
i d( $I SM_RESOURCE_EL EMENT) and
not(@smclassification=U)]">
<sch: assert test="
util:contai nsAnyOf TheTokens( @ sm noti ceType, (' DoD-Dist-B',
' DoD-Dist-C, 'DoD-Dist-D, 'DoD-Dist-E, 'DoD-Dist-F))"
flag="error">

[ISM 1D 00158][Error] If |SM CAPCO RESOURCE and:

1. 1SM DoD5230 24 Applies

AND

2. attribute classification of | SM RESOURCE ELEMENT is not [U]

AND

3. The resource attribute notice does not contain one of [DoD
Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], or [DoD-Dist-F].

Human Readable: Al classified docunents that claimconpliance
ith DoD5230.24 nust use one of DoD
distribution statenents B, C, D, E, or F.
</ sch: assert>
</ sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.106 - .//[Rules/notice/ISM_ID 00159.sch

Rule Description: ISM-ID-00159 [ISM-ID-00159][Error] If ISM_CAPCO_RESOURCE and: 1.
attribute classification of ISM_RESOURCE_ELEMENT is not [U] AND 2. The attribute notice
does contain [DoD-Dist-A] or has attribute externalNotice with a value of [true]. Human
Readable: Distribution statement A (Public Release) is forbidden on classified documents.

Code Description: If the document is an ISM-CAPCO-RESOURCE and the attribute
classification of ISM_RESOURCE_ELEMENT is not [U], for each element which specifies
attribute ism:noticeType we make sure that attribute ism:noticeType is not specified with a value
containing the token [DoD-Dist-A] unless it is an external notice with attribute ism:externalNotice
is [true].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00159">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
not ($1 SM_RESOURCE_ELEMENT/ @ sm cl assification = "'U )]">
<sch: assert
t est ="not (util:contai nsAnyO TheTokens( @ sm noti ceType, (' DoD- Di st-
A'Y))) or (@smexternal Notice=true())"

flag="error">
[1SM 1D 00159][Error] If | SM CAPCO RESOURCE and:
1. attribute classification of | SM RESOURCE ELEMENT is not [U]
AND
2. The attribute notice does contains [DoD Dist-A]
or has attribute external Notice with a value of [true].
Human Readabl e: Distribution statement A (Public Release) is
f or bi dden on cl assified documents.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.107 - ./IRules/notice/ISM_ID 00161.sch

Rule Description: ISM-ID-00161 [ISM-ID-00161][Error] If ISM_CAPCO_RESOURCE and: 1. The
attribute notice of ISM_RESOURCE_ELEMENT does contains [DoD-Dist-A] and does not have
attribute externalNotice with a value of [true]. AND 2. attribute nonlCmarkings contains any of
[XD], [ND], [SBU], [SBU-NF], [LES], OR [LES-NF]. Human Readable: Distribution statement A
(Public Release) is incompatible with [XD], [ND], [SBU], [SBU-NF], [LES], OR [LES-NF].

Code Description: If the document is an ISM-CAPCO-RESOURCE and the attribute noticeType
of ISM_RESOURCE_ELEMENT contains the token [DoD-Dist-A] and does not have attribute
externalNotice with a value of [true], for each element which specifies attribute
ism:nonICmarkings we make sure that attribute ism:nonlCmarkings does not contain any of the
following tokens: [XD], [ND], [SBU], [SBU-NF], [LES], [LES-NF].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00161">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
: cont ai nsAnyOF TheTokens($l SM_RESOURCE_ELEMENT/ @ sm not i ceType, (' DoD-
Dist-A))) and not (@smexternal Notice=true())]">

<sch: assert
test="not (util:contai nsAnyCf TheTokens( @ sm nonl Cmarki ngs, ('XD, '"ND, 'SBU,
' SBU-NF', 'LES', 'LES-NF)))"
flag="error">
[ SMID 00161][Error] Distribution statement A (Public Rel ease)
is inconpatible with [ XD], [ND], [SBU, [SBU-NF], [LES], OR [LES-NF].
</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.108 - ./IRules/resourceElement/ISM_ID 00162.sch

Rule Description: ISM-ID-00162 [ISM-ID-00162][Error] If ISM_CAPCO_RESOURCE and 1.
ISM_DoD5230 24 Applies AND 2. Attribute noticeType of ISM_RESOURCE_ELEMENT
contains more than one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E],
[DoD-Dist-F], or [DoD-Dist-X] Human Readable: All USA documents that claim compliance with
DoD5230.24 must have only 1 distribution statement for the entire document.

Code Description: If the document is an ISM_CAPCO_RESOURCE,

ISM_DOD5230_24 APPLIES, and the current element is the ISM_RESOURCE_ELEMENT, we
make sure that attribute noticeType is specified with a value containing only one of [DoD-Dist-
A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00162">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
51 SM DOD5230 24 APPLI ES and generate-id(.) = generate-
i d($l SM_RESOURCE_ELEMENT) ] ">
<sch: | et nane="nmat chi ngTokens"
val ue=" for $token in

t okeni ze(normal i ze-space(string(@smnoticeType)), ' ') return
i f (mat ches($t oken,' ~"DoD- Di st -[ ABCDEFX] $')) t hen
St oken el se nul | ">
<sch: assert test="count($matchi ngTokens) & t;= 1"

flag="error">
[ SM 1D 00162][Error] Al USA docunents that claimconpliance
i th DoD5230.24 nust have only 1 distribution statenment
for the entire docunent.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.109 - ./[Rules/nonUSControls/ISM_ID 00163.sch

Rule Description: ISM-ID-00163 [ISM-ID-00163][Error] If attribute nonUSControls exists the
attribute ownerProducer must equal [NATO]. Human Readable: NATO is the only owner of
classification markings for which nonUSControls are currently authorized.

Code Description: For each element which specifies attribute ism:nonUSControls, we make
sure that attribute ism:nonUSControls is specified with a value of [NATO].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00163">

<sch:rul e context="*[ @sm nonUSControl s]">
<sch: assert test="nornalize-
space(string(@sm owner Producer))="NATO " flag="error">

[SM 1D 00163][Error] If attribute nonUSControls exists the

attribute
owner Producer nust equal [ NATQ .

Hunman Readable: NATO is the only owner of classification narkings
for which nonUSControls are currently authorized.
</ sch: assert>
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.110 - ./IRules/disseminationControls/ISM_ID _00164.sch

Rule Description: ISM-ID-00164 [ISM-ID-00164][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [RS], then attribute classification must
have a value of [TS] or [S]. Human Readable: USA documents with RISK SENSITIVE
dissemination must be classified SECRET or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [RS] we make
sure that attribute ism:classification is not specified with a value of [TS] or [S].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00164">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di sseni nati onControls, (‘'RS'))]">
<sch: assert test="@smclassification=('TS, 'S )"

flag="error">
[ SM 1D 00164][Error] If | SM CAPCO RESOURCE and attribute
di ssem nati onControls contains the nane token [RS],
then attribute classification nust have a value of [TS] or [S].

Human Readabl e: USA docunents with RI SK SENSI Tl VE di ssem nati on

be classified SECRET or TOP SECRET.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.111 - ./IRules/resourceElement/ISM_ID 00165.sch

Rule Description: ISM-ID-00165 [ISM-ID-00165][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document have the attribute
disseminationControls containing [RS] then the ISM_RESOURCE_ELEMENT must have
disseminationControls containing [RS]. Human Readable: USA documents having RISK
SENSITIVE (RS) data must have RS at the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00165" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="di ssem nati onControl s"/>
<sch: param nane="val ue" val ue="RS"/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00165] [ Error] USA docunents
havi ng RI SK SENSI TI VE (RS) data nust have RS at the resource |level.'"/>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.112 - ./IRules/generalConstraints/ISM_ID_00166.sch

Rule Description: ISM-ID-00166 [ISM-ID-00166][Warning] Attribute classification should not
contain any value which will be deprecated.

Code Description: For each element which specifies attribute ism:classification, we make sure
that the value of ism:classification has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that classification value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00166" is-a="AttributeVal ueDeprecat edWarni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00166"' "/ >
<sch: par am nane="cont ext "
alue="*[@smclassification]"/>
<sch: param nane="at tr Nanme" val ue="cl assification"/>
<sch: param nanme="cveNane"
al ue="CVEnum SMCl assi ficationAll"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.113 - .//[Rules/displayOnlyTo/ISM_ID 00167.sch

Rule Description: ISM-ID-00167 [ISM-ID-00167][Error] If ISM_CAPCO_RESOURCE and
attribute displayOnlyTo is specified, then each of its values must be ordered in accordance with
CVEnumISMRelTo.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00167" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nanme="attrLocal Nane" val ue="di spl ayOnl yTo"/ >
<sch: param nanme="at tr Val ueTokens"
val ue="t okeni ze(nornual i ze-
space(string(@smdisplayOnlyTo)), ' '")"/>
<sch: param name="cveTernli st" val ue="3$di spl ayOnl yToLi st"/>
<sch: param nanme="err or Message"
val ue="" [ISMID 00167][Error] If
| SM_CAPCO RESOURCE and attribute displayOnlyTo is specified, then each
of its values nust be ordered in accordance w th CVEnum SMRel To. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.114 - ./IRules/displayOnlyTo/ISM_ID 00168.sch

Rule Description: ISM-ID-00168 [ISM-ID-00168][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls is not specified or is specified and does not contain the name
token [DISPLAYONLY], then attribute displayOnlyTo must not be specified. Human Readable: If
a portion in a USA document is not marked for DISPLAY ONLY dissemination, it must not list
countries to which it may be disclosed.

Code Description: If the document is an ISM-CAPCO-RESOURCE and attribute
ism:disseminationControls does not contain the token [DISPLAYONLY], we make sure that the
attribute ism:displayOnlyTo is not specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00168">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
not (util: contai nsAnyOXf TheTokens( @ sm di sseni nati onControl s,
(' DI SPLAYONLY' )))1">
<sch: assert test="not(@sm di spl ayOnl yTo)" flag="error">
[ SM 1D 00168][Error] If | SM CAPCO RESOURCE and attribute
di ssem nationControls is not specified or is specified and does
not contain the nane token
[ DI SPLAYONLY], then attribute displayOnl yTo nmust not be specified.

Human Readable: If a portion in a USA docunent is not marked for
DI SPLAY ONLY di ssemni nati on,
it nust not list countries to which it nmay be discl osed.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.115 - .//IRules/disseminationControls/ISM_ID_00169.sch

Rule Description: ISM-ID-00169 [ISM-ID-00169][Error] If ISM_CAPCO_RESOURCE, then for
attribute disseminationControls the name tokens [DISPLAYONLY], [RELIDO] and [NF] are
mutually exclusive. Human Readable: In a USA document, DISPLAY ONLY, RELIDO and NO
FOREIGN dissemination are mutually exclusive for a single element.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which has attribute ism:disseminationControls
specified with a value containing the token [DISPLAYONLY], [RELIDO] or [NF], we make sure
that attribute ism:disseminationControls is specified with a value containing only one of the
tokens [DISPLAYONLY], [RELIDO] or [NF].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00169" is-a="MituallyExclusiveAttributeVal ues">

<sch: param nanme="cont ext"

al ue="*[ $I SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di ssem nati onControls, ('DI SPLAYONLY',
' RELIDO, "NF'))]"/>
<sch: param nanme="at t r Val ue"
al ue="@sm di ssemi nati onControl s"/>
<sch: par am nane="nut ual | yExcl usi veTokenLi st "
al ue="("' DI SPLAYONLY', 'RELIDO, 'NF')"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00169][Error] If
| SM_CAPCO RESOURCE, then for attribute dissem nationControls t he nane
t okens [ DI SPLAYONLY], [RELIDO and [NF] are nutually excl usive. Human
Readabl e: In a USA document, DI SPLAY ONLY, RELI DO and NO FOREl GN
di ssem nation are nmutual |y exclusive for a single el enent. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.116 - .//[Rules/generalConstraints/ISM_ID_00170.sch

Rule Description: ISM-ID-00170 [ISM-ID-00170][Error] Attribute classification must not contain
any values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:classification, we make sure
that the value of ism:classification has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that classification value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00170" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00170"'"/>
<sch: par am nane="cont ext "
alue="*[@smclassification]"/>
<sch: param nane="at tr Name" val ue="cl assification"/>
<sch: param nanme="cveNane"
al ue="CVEnum SMCl assi ficationAll"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.117 - ./IRules/atomicEnergyMarkings/ISM_ID 00173.sch

Rule Description: ISM-ID-00173 [ISM-ID-00173][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains a name token starting with [RD-SG] or [FRD-SG], then
attribute classification must have a value of [TS], [S], or [C]. Human Readable: Portions in a
USA document that contain RD or FRD SIGMA data must be marked CONFIDENTIAL,
SECRET, or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing a token starting with [RD-
SG] or [FRD-SG], we make sure that the attribute ism:classification has a value of [TS], [S], or
[CI.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID 00173">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng( @ sm at oni cEner gyMar ki ngs, (' ~RD-SG, '"FRD
SG))]">
<sch:assert test="@smclassification =
('7TS,'s,' ' C)" flag="error">

[I1SM 1D 00173][Error] If | SM CAPCO RESOURCE and attribute
at om cEnergyMar ki ngs contains a nane token starting with
[RD-SG@ or [FRD-SE, then attribute classification nust
have a value of [TS], [S], or [(C].

Human Readabl e: Portions in a USA docunent that contain RD or FRD

data nust be marked CONFI DENTI AL, SECRET, or TOP SECRET.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.118 - ./IRules/atomicEnergyMarkings/ISM_ID 00174.sch

Rule Description: ISM-ID-00174 [ISM-ID-00174][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains the name token [RD], [FRD], or [TFNI], then attribute
classification must have a value of [TS], [S], or [C]. Human Readable: USA documents with RD,
FRD, or TFNI data must be marked CONFIDENTIAL, SECRET, or TOP SECRET.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing the token [RD], [FRD], or
[TENI], we make sure that the attribute ism:classification has a value of [TS], [S], or [C].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID 00174">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm at omi cEnergyMarkings, ('RD, 'FRD,
"TFENI'))] ">
<sch:assert test="@smclassification =

('Ts,'s,' ' C)" flag="error">
[ISM 1D 00174][Error] If | SM CAPCO RESOURCE and attribute
at om cEnergyMar ki ngs contains the nane token [RD], [FRD], or [TFN],
then attribute classification nmust have a value of [TS], [S], or [(.

Human Readabl e: USA docunents with RD, FRD, or TFNl data nust be
mar ked CONFI DENTI AL,
SECRET, or TOP SECRET.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.119 - .//[Rules/atomicEnergyMarkings/ISM_ID 00175.sch

Rule Description: ISM-ID-00175 [ISM-ID-00175][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains the name token [RD-CNWDI], then attribute
classification must have a value of [TS] or [S].

Code Description: If the document is an ISM-CAPCO-RESORUCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing the token [RD-CNWDI],
we make sure that the attribute ism:classification has a value of [TS] or [S].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00175">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm at omi cEnergyMarki ngs, (' RD-CNWDI'))]">

<sch: assert test="@smclassification =

('TS','S )" flag="error">

[ SM 1D 00175][Error] If | SM CAPCO RESOURCE and attribute

at om cEner gyMar ki ngs contains the nane token [RD-CNWDI ], then
attribute

classification nust have a value of [TS] or [S].

</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.120 - ./IRules/atomicEnergyMarkings/ISM_ID 00176.sch

Rule Description: ISM-ID-00176 [ISM-ID-00176][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings has a name token containing [RD] or [FRD], then attributes
declassDate and declassEvent cannot be specified on the resourceElement. Human Readable:
Automatic declassification of documents containing RD or FRD information is prohibited.
Attributes declassDate and declassEvent cannot be used in the classification authority block
when RD or FRD is present.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing the token [RD] or [FRD],
we make sure that the resourceElement does not have attributes ism:declassDate or
ism:declassEvent specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00176">

<sch:rul e
cont ext ="*[ $1 SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm at omi cEnergyMarkings, ('RD, '"FRD))]">
<sch: assert test="not ($l SM RESOURCE_ELEMENT/

@ sm decl assDate or $I SM_RESOURCE_ELEMENT/ @ sm decl assEvent)"
flag="error">
[ SM 1D 00176][Error] Autonatic declassification of docunents
cont ai ni ng
RD or FRD infornmation is prohibited. Attributes declassDate and
decl assEvent cannot be used in the classification authority bl ock

RD or FRD i s present.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.121 - ./IRules/atomicEnergyMarkings/ISM_ID 00178.sch

Rule Description: ISM-ID-00178 [ISM-ID-00178][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings is specified, then each of its values must be ordered in
accordance with CVEnumISMAtomicEnergyMarkings.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It verifies that the
attribute ism:$attrLocalName has values in the same order as the list $cveTermList, which is
defined in the main schematron file, ISM_XML.sch.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SMID-00178" is-a="Val uesOrderedAccordi ngToCve">

<sch: param nane="attr Local Nane"
al ue="at om cEner gyMar ki ngs"/ >
<sch: param narme="at t r Val ueTokens"
val ue="t okeni ze(normal i ze-
space(string(@sm atom cEnergyMarkings)), ' ')"/>
<sch: param nanme="cveTer nLi st"
al ue="%at om cEner gyMar ki ngsLi st"/>
<sch: param nanme="err or Message"
val ue="" [ISMID 00178][Error] If
| SM_CAPCO RESOURCE and attribute at om cEnergyMar ki ngs is specified, then
each of its values nust be ordered in accordance with
CVEnum SMAt onmi cEner gyMar ki ngs. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.122 - ./IRules/generalConstraints/ISM_ID_00179.sch

Rule Description: ISM-ID-00179 [ISM-ID-00179][Warning] Attribute disseminationControls
should not contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:disseminationControls, we
make sure that the value of ism:disseminationControls has not been deprecated. This is
indicated in the CVE file by an attribute (@deprecated) on the term element for that
disseminationControls value. If the date value in @deprecated is in the future, then a
deprecation warning will be given. If the date value has already occurred, then a deprecation
error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SMID-00179" is-a="Attri buteVal ueDeprecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM 1| D- 00179"'"/>
<sch: par am nane="cont ext "
al ue="*[ @sm di ssem nati onControl s]"/>
<sch: param name="at t r Narme"
al ue="di ssem nati onControl s"/>
<sch: par am nane="cveNane" val ue="CVEnunil SMDi ssent'/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.123 - ./IRules/generalConstraints/ISM_ID_00180.sch

Rule Description: ISM-ID-00180 [ISM-ID-00180][Error] Attribute disseminationControls must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:disseminationControls, we
make sure that the value of ism:disseminationControls has not been deprecated. This is
indicated in the CVE file by an attribute (@deprecated) on the term element for that
disseminationControls value. If the date value in @deprecated is in the future, then a
deprecation warning will be given. If the date value has already occurred, then a deprecation
error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00180" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00180"'"/>
<sch: par am nane="cont ext "
al ue="*[ @sm di ssem nati onControl s]"/>
<sch: param name="at t r Nanme"
al ue="di ssem nati onControl s"/>
<sch: par am nane="cveNane" val ue="CVEnunl SMDi ssent'/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.124 - /IRules/atomicEnergyMarkings/ISM_ID 00181.sch

Rule Description: ISM-ID-00181 [ISM-ID-00181][Error] If ISM_CAPCO_RESOURCE and
element's classification does not have a value of "U" then attribute atomicEnergyMarkings must
not contain the name token [UCNI] or [DCNI]. Human Readable: UCNI and DCNI may only be
used on UNCLASSIFIED portions.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified and has attribute ism:classification specified with
a value other than [U], we make sure that attribute ism:atomicEnergyMarkings does not contain
the token [UCNI] or [DNCI].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00181">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
@ sm at om cEner gyMar ki ngs and
not(@smclassification="U)]">
<sch: assert
test="not (util:contai nsAnyf TheTokens( @ sm at om cEner gyMar ki ngs, (' UCN ',

‘DCNI"))) "

flag="error">
[ISM 1D 00181][Error] If | SM CAPCO RESOURCE and el ement's
classification does not have a value of "U' then attribute
at om cEner gyMar ki ngs nust not
contain the nane token [UCNI] or [DCNI].

Human Readabl e: UCNI and DCNI nay only be used on UNCLASSI FI ED
portions.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.125 - ./IRules/atomicEnergyMarkings/ISM_ID 00183.sch

Rule Description: ISM-ID-00183 [ISM-ID-00183][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains a name token starting with [RD-SG], then it must also
contain the name token [RD].

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing a token starting with [RD-
SG]J, we make sure that attribute ism:atomicEnergyMarkings also contains the token [RD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00183">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng( @ sm at oni cEner gyMar ki ngs, ('*RD-SG))]">

<sch: assert
test="util:contai nsAnyCXf TheTokens( @ sm at om cEner gyMarkings, ('RD))"
flag="error">
[ISM 1D 00183][Error] If | SM CAPCO RESOURCE and attribute
at om cEner gyMar ki ngs contai ns a nane token starting with [ RD-SGE,
then it nust also contain the name token [RD].
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.126 - ./I[Rules/atomicEnergyMarkings/ISM_ID 00184.sch

Rule Description: ISM-ID-00184 [ISM-ID-00184][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains a name token starting with [FRD-SG], then it must also
contain the name token [FRD].

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing a token starting with
[FRD-SG], we make sure that attribute ism:atomicEnergyMarkings also contains the token
[FRD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00184">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng( @ sm at oni cEner gyMar ki ngs, ('*FRD-SG))]">

<sch: assert
t est="util: contai nsAnyf TheTokens( @ sm at om cEner gyMarkings, ('FRD ))"
flag="error">

[ISM 1D 00184][Error] If | SM CAPCO RESOURCE and attribute

at om cEnergyMar ki ngs contains a nane token starting with [ FRD-SQE,

then it nust also contain the name token [FRD].

</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.127 - ./IRules/atomicEnergyMarkings/ISM_ID 00185.sch

Rule Description: ISM-ID-00185 [ISM-ID-00185][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings contains the name token [RD-CNWDI], then it must also
contain the name token [RD].

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:atomicEnergyMarkings specified with a value containing the token [RD-CNWDI],
we make sure that attribute ism:atomicEnergyMarkings also contains the token [RD].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00185">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng( @ sm at oni cEner gyMar ki ngs, (' RD-CNVDI ' ))]">

<sch: assert
test="util:contai nsAnyCXf TheTokens( @ sm at om cEner gyMarkings, ('RD))"
flag="error">

[ISM 1D 00185][Error] If | SM CAPCO RESOURCE and attribute

at om cEnergyMar ki ngs contai ns the nane token [ RD-CNWDI ],

then it nust also contain the name token [RD].

</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.128 - ./IRules/SClcontrols/ISM_ID_00186.sch

Rule Description: ISM-ID-00186 [ISM-ID-00186][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a token matching [SI-G-XXXX], where X is represented by the
regular expression character class [A-Z]{4}, then it must also contain the name token [SI-G].
Human Readable: A USA document that contains Special Intelligence (SI) GAMMA sub-
compartments must also specify that it contains SI-GAMMA compartment data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token matching [SI-G-XXXX], where
X is represented by the regular expression character class [A-Z]{4}, we make sure that attribute
ism:SClcontrols is specified with a value containing the token [SI-G].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00186">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SClcontrols, ('"SI-G[A-Z]{4}%'))]">
<sch: assert
test="util:contai nsAnyCf TheTokens(@sm SCl controls, ('SI-G))" flag="error">
[ISM 1D 00186][Error] If | SM CAPCO RESOURCE and attribute

SCl control s contains a token matching [ Sl-G XXXX],

where X is represented by the regul ar expression character class [A-
Z] {4}, then it must also contain the

name token [SI-G.

Human Readabl e: A USA docunent that contains Special Intelligence
(SI) GAMVA sub-conpartnents nust
al so specify that it contains SlI-GAMVA conpart nment data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.129 - ./IRules/SClcontrols/ISM_ID_00187.sch

Rule Description: ISM-ID-00187 [ISM-ID-00187][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [SI-G], then it must also contain the name token
[S1]. Human Readable: A USA document that contains Special Intelligence (SI) -GAMMA
compartment data must also specify that it contains Sl data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [SI-G] we make sure that
attribute ism:SClcontrols is specified with a value containing the token [SI].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00187">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SClcontrols, ('SI-G))]">
<sch: assert
test="util:contai nsAnyCf TheTokens(@sm SCl controls, ('SI'))" flag="error">

[ISM 1D 00187][Error] If | SM CAPCO RESOURCE and attribute
SCl control s contains the name token [SI-G,
then it nust also contain the nane token [SI].

Human Readabl e: A USA docunent that contains Special Intelligence
(SI) -GAMMA conpartnment data nust al so specify that
it contains Sl data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.130 - .//[Rules/generalConstraints/ISM_ID_00188.sch

Rule Description: ISM-ID-00188 [ISM-ID-00188][Warning] Attribute FGlsourceOpen should not
contain any value which will be deprecated.

Code Description: For each element which specifies attribute ism:FGlsourceOpen, we make
sure that the value of ism:FGlsourceOpen has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that FGlsourceOpen value. If
the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00188" is-a="Attri buteVal ueDeprecat edWarni ng">

<sch: param nanme="rul el d" val ue="'1SM 1| D- 00188"'"/>

<sch: param nane="context" val ue="*[ @sm FG sourceCpen]"/ >

<sch: param nanme="attr Nane" val ue="Fd sourceCpen"/ >

<sch: param nane="cveNane" val ue="CVEnun SM-G Cpen"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.131 - ./IRules/generalConstraints/ISM_ID_00189.sch

Rule Description: ISM-ID-00189 [ISM-ID-00189][Error] Attribute FGlsourceOpen must not
contain values that have passed their deprecation date.

Code Description: For each element which specifies attribute ism:FGlsourceOpen, we make
sure that the value of ism:FGlsourceOpen has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that FGlsourceOpen value. If
the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00189" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'|1SM I D 00189"' "/ >

<sch: param nane="context" val ue="*[ @sm FG sourceCpen]"/ >

<sch: param nanme="attr Nane" val ue="Fd sourceCpen"/ >

<sch: param nane="cveNane" val ue="CVEnun SM-G Cpen"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.132 - ./IRules/generalConstraints/ISM_ID_00190.sch

Rule Description: ISM-ID-00190 [ISM-ID-00190][Warning] Attribute FGlsourceProtected should
not contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:FGlsourceProtected, we make
sure that the value of ism:FGlsourceProtected has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that FGlsourceProtected value.
If the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00190" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00190"' "/ >
<sch: par am nane="cont ext "
al ue="*[ @sm FA sourceProtected]"/>
<sch: param nane="at tr Name" val ue="Fd sour ceProt ect ed"/ >
<sch: param nanme="cveNane" val ue="CVEnum SM~GQ Pr ot ect ed"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.133 - ./I[Rules/generalConstraints/ISM_ID_00191.sch

Rule Description: ISM-ID-00191 [ISM-ID-00191][Error] Attribute FGlsourceProtected must not
contain any values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:FGlsourceProtected, we make
sure that the value of ism:FGlsourceProtected has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that FGlsourceProtected value.
If the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00191" is-a="Attri buteVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00191'"/>
<sch: par am nane="cont ext "
al ue="*[ @sm FA sourceProtected]"/>
<sch: param nane="at tr Name" val ue="Fd sour ceProt ect ed"/ >
<sch: param nanme="cveNane" val ue="CVEnum SM~GQ Pr ot ect ed"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.134 - ./IRules/generalConstraints/ISM_ID_00192.sch

Rule Description: ISM-ID-00192 [ISM-ID-00192][Warning] Attribute nonlCmarkings should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:nonlCmarkings, we make sure
that the value of ism:nonICmarkings has not been deprecated. This is indicated in the CVE file
by an attribute (@deprecated) on the term element for that nonlICmarkings value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00192" is-a="Attri buteVal ueDeprecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00192'"/>
<sch: param nane="context" val ue="*[ @ sm nonl Crar ki ngs]"/>
<sch: param nanme="att r Nane" val ue="nonl Cnhar ki ngs"/ >
<sch: param name="cveNane" val ue="CVEnum SMNonl C'/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.135 - ./IRules/generalConstraints/ISM_ID_00193.sch

Rule Description: ISM-ID-00193 [ISM-ID-00193][Error] Attribute nonlICmarkings must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:nonlCmarkings, we make sure
that the value of ism:nonICmarkings has not been deprecated. This is indicated in the CVE file
by an attribute (@deprecated) on the term element for that nonlICmarkings value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00193" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00193 "/ >
<sch: param nane="context" val ue="*[ @ sm nonl Crar ki ngs]"/>
<sch: param nanme="att r Nane" val ue="nonl Cnhar ki ngs"/ >
<sch: param name="cveNane" val ue="CVEnum SMNonl C'/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 138



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.136 - .//[Rules/generalConstraints/ISM_ID _00194.sch

Rule Description: ISM-ID-00194 [ISM-ID-00194][Warning] Attribute noticeType should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:noticeType, we make sure
that the value of ism:noticeType has not been deprecated. This is indicated in the CVE file by an
attribute (@deprecated) on the term element for that noticeType value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00194" is-a="Attri buteVal ueDeprecat edWarni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00194' "/ >

<sch: param nane="context" val ue="*[ @sm noti ceType]"/>

<sch: param nanme="attr Nane" val ue="noti ceType"/>

<sch: param name="cveNane" val ue="CVEnunm SMNoti ce"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.137 - ./IRules/generalConstraints/ISM_ID_00195.sch

Rule Description: ISM-ID-00195 [ISM-ID-00195][Error] Attribute noticeType must not contain
values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:noticeType, we make sure
that the value of ism:noticeType has not been deprecated. This is indicated in the CVE file by an
attribute (@deprecated) on the term element for that noticeType value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00195" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00195"'"/>
<sch: param nane="context" val ue="*[ @sm noti ceType]"/>
<sch: param nane="attr Nane" val ue="noti ceType"/>
<sch: param name="cveNane" val ue="CVEnum SMNoti ce"/ >

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.138 - .//[Rules/generalConstraints/ISM_ID_00196.sch

Rule Description: ISM-ID-00196 [ISM-ID-00196][Warning] Attribute ownerProducer should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:ownerProducer, we make
sure that the value of ism:ownerProducer has not been deprecated. This is indicated in the CVE
file by an attribute (@deprecated) on the term element for that ownerProducer value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D-00196" is-a="Attri buteVal ueDeprecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00196' "/ >
<sch: param nane="cont ext" val ue="*[ @ sm owner Producer]"/>
<sch: param nanme="att r Nane" val ue="owner Producer"/ >
<sch: param nanme="cveNane"
al ue=" CVEnunl SMOwner Pr oducer "/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.139 - .//[Rules/generalConstraints/ISM_ID_00197.sch

Rule Description: ISM-ID-00197 [ISM-ID-00197][Error] Attribute ownerProducer must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:ownerProducer, we make
sure that the value of ism:ownerProducer has not been deprecated. This is indicated in the CVE
file by an attribute (@deprecated) on the term element for that ownerProducer value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00197" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00197' "/ >
<sch: param nane="context" val ue="*[ @ sm owner Producer]"/>
<sch: param nanme="att r Nane" val ue="owner Producer"/ >
<sch: param nanme="cveNane"
al ue=" CVEnunl SMOwner Pr oducer "/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.140 - ./IRules/generalConstraints/ISM_ID_00198.sch

Rule Description: ISM-ID-00198 [ISM-ID-00198][Warning] Attribute releasableTo should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:releasableTo, we make sure
that the value of ism:releasableTo has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that releasableTo value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00198" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM 1| D 00198"' "/ >
<sch: param nane="context" val ue="*[ @smrel easabl eTo]"/ >
<sch: param nane="attr Nane" val ue="rel easabl eTo"/ >
<sch: param name="cveNane" val ue="CVEnum SMRel To"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.141 - ./IRules/generalConstraints/ISM_ID_00199.sch

Rule Description: ISM-ID-00199 [ISM-ID-00199][Error] Attribute releasableTo must not contain
values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:releasableTo, we make sure
that the value of ism:releasableTo has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that releasableTo value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00199" is-a="Attri buteVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00199"' "/ >
<sch: param nane="context" val ue="*[ @smrel easabl eTo]"/ >
<sch: param nane="attr Nane" val ue="rel easabl eTo"/ >
<sch: param name="cveNanme" val ue="CVEnum SMRel To"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.142 - ./IRules/generalConstraints/ISM_ID_00200.sch

Rule Description: ISM-ID-00200 [ISM-ID-00200][Warning] Attribute displayOnlyTo should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:displayOnlyTo, we make sure
that the value of ism:displayOnlyTo has not been deprecated. This is indicated in the CVE file
by an attribute (@deprecated) on the term element for that displayOnlyTo value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00200" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM | D 00200"' "/ >
<sch: param nane="context" val ue="*[ @sm di spl ayOnl yTo]"/>
<sch: param nanme="att r Nane" val ue="di spl ayOnl yTo"/ >
<sch: param name="cveNane" val ue="CVEnum SMRel To"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.143 - ./IRules/generalConstraints/ISM_ID_00201.sch

Rule Description: ISM-ID-00201 [ISM-ID-00201][Error] Attribute displayOnlyTo must not contain
values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:displayOnlyTo, we make sure
that the value of ism:displayOnlyTo has not been deprecated. This is indicated in the CVE file
by an attribute (@deprecated) on the term element for that displayOnlyTo value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00201" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00201'"/>
<sch: param nane="context" val ue="*[ @sm di spl ayOnl yTo]"/>
<sch: param nanme="attr Nane" val ue="di spl ayOnl yTo"/ >
<sch: param name="cveNane" val ue="CVEnum SMRel To"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.144 - /IRules/generalConstraints/ISM_ID_00202.sch

Rule Description: ISM-ID-00202 [ISM-ID-00202][Warning] Attribute SARIdentifier should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:SARIdentifier, we make sure
that the value of ism:SARIdentifier has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that SARIdentifier value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00202" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00202'"/>
<sch: param nane="context" val ue="*[ @sm SARI dentifier]"/>
<sch: param nanme="attr Nane" val ue="SARI dentifier"/>
<sch: param nane="cveNanme" val ue="CVEnunl SMSAR'/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.145 - ./IRules/generalConstraints/ISM_ID_00203.sch

Rule Description: ISM-ID-00203 [ISM-ID-00203][Error] Attribute SARIdentifier must not contain
values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:SARIdentifier, we make sure
that the value of ism:SARIdentifier has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that SARIdentifier value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00203" is-a="Attri buteVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00203"'"/>
<sch: param nane="context" val ue="*[ @sm SARI dentifier]"/>
<sch: param nanme="attr Nane" val ue="SARI dentifier"/>
<sch: param nane="cveNanme" val ue="CVEnunl SMSAR'/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.146 - ./IRules/generalConstraints/ISM_ID_00204.sch

Rule Description: ISM-ID-00204 [ISM-ID-00204][Warning] Attribute SClcontrols should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:SCIControls, we make sure
that the value of ism:SCIControls has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that SCIControls value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00204" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM | D 00204' "/ >

<sch: param nane="context" val ue="*[ @sm SCl control s]"/>

<sch: param nanme="attr Nane" val ue="SCl control s"/>

<sch: param name="cveNanme" val ue="CVEnum SMsCl Control s"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.147 - ./IRules/generalConstraints/ISM_ID_00205.sch

Rule Description: ISM-ID-00205 [ISM-ID-00205][Error] Attribute SClcontrols must not contain
values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:SCIControls, we make sure
that the value of ism:SCIControls has not been deprecated. This is indicated in the CVE file by
an attribute (@deprecated) on the term element for that SCIControls value. If the date value in
@deprecated is in the future, then a deprecation warning will be given. If the date value has
already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00205" is-a="Attri buteVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM | D 00205"'"/>

<sch: param nane="context" val ue="*[ @sm SCl control s]"/>

<sch: param nanme="attr Nane" val ue="SCl control s"/>

<sch: param name="cveNanme" val ue="CVEnum SMsCl Control s"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.148 - ./IRules/generalConstraints/ISM_ID_00206.sch

Rule Description: ISM-ID-00206 [ISM-ID-00206][Warning] Attribute declassException should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:declassException, we make
sure that the value of ism:declassException has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that declassException value. If
the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00206" is-a="AttributeVal ueDeprecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM | D 00206' "/ >
<sch: par am nane="cont ext "
al ue="*[ @sm decl assException]"/>
<sch: param nane="at tr Name" val ue="decl assException"/>
<sch: param nanme="cveNanme" val ue="CVEnum SM25X"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.149 - ./IRules/generalConstraints/ISM_ID_00207.sch

Rule Description: ISM-ID-00207 [ISM-ID-00207][Error] Attribute declassException must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:declassException, we make
sure that the value of ism:declassException has not been deprecated. This is indicated in the
CVE file by an attribute (@deprecated) on the term element for that declassException value. If
the date value in @deprecated is in the future, then a deprecation warning will be given. If the
date value has already occurred, then a deprecation error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00207" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00207"' "/ >
<sch: par am nane="cont ext "
al ue="*[ @sm decl assException]"/>
<sch: param nane="at tr Nanme" val ue="decl assException"/>
<sch: param nanme="cveNane" val ue="CVEnum SM25X"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.150 - .//[Rules/generalConstraints/ISM_ID_00208.sch

Rule Description: ISM-ID-00208 [ISM-ID-00208][Warning] Attribute atomicEnergyMarkings
should not contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:atomicEnergyMarkings, we
make sure that the value of ism:atomicEnergyMarkings has not been deprecated. This is
indicated in the CVE file by an attribute (@deprecated) on the term element for that
atomicEnergyMarkings value. If the date value in @deprecated is in the future, then a
deprecation warning will be given. If the date value has already occurred, then a deprecation
error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D-00208" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM | D 00208"' "/ >
<sch: par am nane="cont ext "
al ue="*[ @sm at om cEner gyMar ki ngs] "/ >
<sch: param nane="at tr Name" val ue="at oni cEner gyMar ki ngs" />
<sch: param nanme="cveNane"
al ue=" CVEnumnl SMAt oni cEner gyMar ki ngs"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.151 - .//[Rules/generalConstraints/ISM_ID_00209.sch

Rule Description: ISM-ID-00209 [ISM-ID-00209][Error] Attribute atomicEnergyMarkings must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:atomicEnergyMarkings, we
make sure that the value of ism:atomicEnergyMarkings has not been deprecated. This is
indicated in the CVE file by an attribute (@deprecated) on the term element for that
atomicEnergyMarkings value. If the date value in @deprecated is in the future, then a
deprecation warning will be given. If the date value has already occurred, then a deprecation
error will be given.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00209" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00209'"/ >
<sch: par am nane="cont ext "
al ue="*[ @sm at om cEner gyMar ki ngs] "/ >
<sch: param nane="at tr Name" val ue="at oni cEner gyMar ki ngs"/ >
<sch: param nanme="cveNane"
al ue=" CVEnumnl SMAt oni cEner gyMar ki ngs"/ >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.152 - ./IRules/generalConstraints/ISM_ID_00210.sch

Rule Description: ISM-ID-00210 [ISM-ID-00210][Warning] Attribute nonUSControls should not
contain any values which will be deprecated.

Code Description: For each element which specifies attribute ism:nonUSControls, we make
sure that the value of ism:nonUSControls has not been deprecated. This is indicated in the CVE
file by an attribute (@deprecated) on the term element for that nonUSControls value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00210" is-a="Attri buteVal ueDepr ecat edWar ni ng">

<sch: param nanme="rul el d" val ue="'1SM I D 00210"'"/>
<sch: param nane="context" val ue="*[ @ sm nonUSControl s]"/>
<sch: param nanme="att r Nane" val ue="nonUSControl s"/>
<sch: param nanme="cveNane"
al ue=" CVEnunl SMNonUSCont r ol s"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.153 - .//[Rules/generalConstraints/ISM_ID_00211.sch

Rule Description: ISM-ID-00211 [ISM-ID-00211][Error] Attribute nonUSControls must not
contain values which have passed their deprecation date.

Code Description: For each element which specifies attribute ism:nonUSControls, we make
sure that the value of ism:nonUSControls has not been deprecated. This is indicated in the CVE
file by an attribute (@deprecated) on the term element for that nonUSControls value. If the date
value in @deprecated is in the future, then a deprecation warning will be given. If the date value
has already occurred, then a deprecation error will be given.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00211" is-a="AttributeVal ueDeprecatedError">

<sch: param nanme="rul el d" val ue="'1SM I D 00211'"/>
<sch: param nane="context" val ue="*[ @ sm nonUSControl s]"/>
<sch: param nanme="att r Nane" val ue="nonUSControl s"/>
<sch: param nanme="cveNane"
al ue=" CVEnunl SMNonUSCont r ol s"/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.154 - ./IRules/disseminationControls/ISM_ID _00213.sch

Rule Description: ISM-ID-00213 [ISM-ID-00213][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [DISPLAYONLY], then attribute
displayOnlyTo must be specified. Human Readable: A USA document with DISPLAY ONLY
dissemination must indicate the countries to which it may be disclosed.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [DISPLAYONLY]
we make sure that attribute ism:displayOnlyTo is specified.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00213">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di sseni nationControls, ('DI SPLAYONLY'))]">
<sch: assert test="@smdi splayOnl yTo" flag="error">

[I1SM 1D 00213][Error] If | SM CAPCO RESOURCE and attribute
di ssem nationControls contains the nanme token [ D SPLAYONLY], then
attribute displayOnlyTo nust be specified.

Human Readabl e: A USA docunent wi th DI SPLAY ONLY di sseni nati on

i ndicate the countries to which it may be discl osed.
</sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.155 - ./IRules/releasableTo/ISM_ID_00214.sch

Rule Description: ISM-ID-00214 [ISM-ID-00214][Error] If ISM_CAPCO_RESOURCE then
attribute releasableTo must start with [USA].

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute releasableTo we make sure that attribute releasableTo is specified with a
value that starts with the token [USA].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00214">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@ sm rel easabl eTo] ">
<sch: assert test="index-of (tokeni ze(normalize-
space(string(@smrel easabl eTo)),' '),"' USA )=1"
flag="error">
[ SM 1D 00214][Error] If | SM CAPCO RESOURCE then attribute
rel easabl eTo nust start with [ USA].
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.156 - ./IRules/FGlsourceProtected/ISM_ID_00217.sch

Rule Description: ISM-ID-00217 [ISM-ID-00217][Error] If ISM_CAPCO_RESOURCE attribute
FGlsourceProtected contains [FGI], it must be the only value.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies the attribute ism:FGlsourceProtected, we make sure that attribute
ism:FGlsourceProtected contains only the token [FGI].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00217">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@ sm FAQ sour ceProt ected] ">
<sch: assert test="nornualize-
space(string(@sm FA sourceProtected))="FAd"'" flag="error">
[I1SM 1D 00217][Error] If | SM CAPCO RESOURCE attri bute
FA sour ceProt ect ed
contains [FA], it nmust be the only val ue.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.157 - ./IRules/ownerProducer/ISM_ID 00219.sch

Rule Description: ISM-ID-00219 [ISM-ID-00219][Error] If element meets ISM_CONTRIBUTES
and attribute ownerProducer contains the token [FGI], then attribute FGIsourceProtected must
have a value containing the token [FGI]. Human Readable: Any non-resource element that
contributes to the document's banner roll-up and has FOREIGN GOVERNMENT
INFORMATION (FGI) must also specify attribute FGlsourceProtected with token FGI.

Code Description: For each element which is not the $ISM_RESOURCE_ELEMENT and meets
ISM_CONTRIBUTES and specifies attribute ism:ownerProducer with a value containing the
token [FGI], we make sure that attribute ism:FGlsourceProtected is specified with a value
containing the token [FGI].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00219">

<sch:rul e context="*[not(generate-id(.) = generate-
i d($I SM_RESOURCE_ELEMENT) ) and
util:contributesToRol | up(.) and
: cont ai nsAnyOf TheTokens( @ sm owner Producer, ('FA'))]">
<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm FQ sourceProtected, ('FA@'))"
flag="error">

[ SM 1D 00219][Error] If elenent nmeets | SM CONTRI BUTES and

attribute
owner Producer contains the token [FA], then attribute
FGA sourceProtected nust have a val ue containing the token [FG].

Human Readabl e: Any non-resource el ement that contributes to the
docunent's banner roll-up and has FOREI GN GOVERNMENT | NFORVATI ON

nmust al so specify attribute FGA sourceProtected with token FGQ.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 160



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.158 - ./I[Rules/derivativelyClassifiedBy/ISM _ID _00221.sch

Rule Description: ISM-ID-00221 [ISM-ID-00221][Error] If ISM_CAPCO_RESOURCE and
attribute derivativelyClassifiedBy is specified, then attribute classificationReason must not be
specified. Human Readable: USA documents that are derivatively classified must not specify a
classification reason.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:derivativelyClassifiedBy we make sure that attribute
ism:classificationReason is NOT specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00221">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
@sm derivativel yd assifiedBy]">
<sch: assert test="not(@smcl assificati onReason)"

flag="error">
[1SM 1D 00221][Error] If | SM CAPCO RESOURCE and attribute
derivativelyC assifiedBy is specified, then attribute

cl assificati onReason
must not be specifi ed.

Human Readabl e: USA docunents that are derivatively classified

specify a classification reason.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.159 - ./IRules/compliesWith/ISM_ID_00222.sch

Rule Description: ISM-ID-00222 [ISM-ID-00222][Error] If ISM_INTELREPORT_APPLIES, then
attribute pocType must be specified with a value of [ICD-710] on some element in the
document. Human Readable: A document claiming compliance with ICD-710 must specify a
point-of-contact to whom questions about the document can be directed.

Code Description: If ISM_INTELREPORT_APPLIES, then ensure that some element specifies
attribute ism:pocType with a value of [ICD-710].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00222">

<sch:rul e context="/*[$l SM_| NTELREPORT_APPLI ES] " >
<sch: assert test="index-of ($part PocType_tok, 'I1CD 710")
" flag="error">
[1SM 1D 00222][Error] If | SM | NTELREPORT _APPLIES, then attribute

nmust be specified with a value of [ICD 710] on sonme elenment in the
docunent .

Human Readabl e: A docunent claimng conpliance with | CD- 710 nust

a point-of-contact to whom questions about the document can be

</ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.160 - .//[Rules/generalConstraints/ISM_ID_00223.sch

Rule Description: ISM-ID-00223 [ISM-ID-00223][Error] If any elements in namespace
urn:us:gov:ic:ism exist, the local name must exist in CVEnumISMElements.xml. Human
Readable: Ensure that elements in the ISM namespace are defined by ISM.XML.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMID-00223" is-a="ValidateVal ueExi st encel nLi st">

<sch: param nane="context" val ue="ism=*"/>

<sch: param nanme="searchTern val ue="1 ocal - nanme()"/>

<sch: param name="1ist" val ue="$val i dEl ement Li st"/ >

<sch: param nanme="err Msg"

val ue="" [ISM 1D 00223][Error] If any elenents
i N namespace urn:us:gov:ic:ismexist, the local nane nmust exist in
CVEnum SMEI erment s. xni . Human Readabl e: Ensure that elenents in the | SM
nanespace are defined by | SM XM.. >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.161 - .//[Rules/nonlCmarkings/ISM_ID_00225.sch

Rule Description: ISM-ID-00225 [ISM-ID-00225][Error] If ISM-ICDOCUMENT-APPLIES, then
attribute nonlCmarkings must not be specified with a value containing any name token starting
with [ACCM] or [NNPI]. Human Readable: ACCM and NNPI tokens are not valid for documents
that claim compliance with IC rules.

Code Description: If ISM_ICDOCUMENT_APPLIES, for each element which has attribute
ism:nonlCmarkings specified, we make sure that attribute ism:nonlCmarkings is not specified
with a value containing a token which starts with [ACCM] or [NNPI].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00225">

<sch:rul e context="*[$l SM | COOCUMENT_APPLI ES and
@ sm nonl Cmar ki ngs] ">
<sch: assert
t est ="not (util:contai nsAnyTokenMat chi ng( @ sm nonl Crar ki ngs, (' ACCM ,
" NNPI'))) "
flag="error">

[1SM I D 00225][Error] If |SM I CDOCUMENT- APPLIES, then attribute
nonl Crar ki ngs nust not be specified with a value containing any

token starting with [ACCM or [NNPI].

Human Readabl e: ACCM and NNPI tokens are not valid for documents
that claim
conpliance with IC rul es.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.162 - ./I[Rules/generalConstraints/ISM_ID_00226.sch

Rule Description: ISM-ID-00226 [ISM-ID-00226][Error] Attributes @ism:noticeType and

@ism:unregisteredNoticeType may not both be used on the same element. Human Readable:

Ensure that the ISM attributes noticeType and unregisteredNoticeType are not used on the
same element.

Code Description: For each element which has attribute ism:noticeType specified, we make
sure that ism:unregisteredNoticeType is not specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00226" >

<sch:rule context="*[ @sm noti ceType]">
<sch: assert flag="error"
t est="not (@sm unregi steredNoti ceType) ">

[1SM 1D 00226][Error]
@smnoticeType and @sm unregi steredNoticeType may not both be
applied to the same el enent.

Human Readable: The ISM attributes noticeType and
unr egi st eredNoti ceType
are mutual ly exclusive and cannot both be applied to the same
el ement .
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.163 - ./IRules/resourceElement/ISM_ID 00227.sch

Rule Description: ISM-ID-00227 [ISM-ID-00227][Error] Attribute @noticeType may only appear
on the resource node when it contains the values [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X]. Human Readable: Documents may
only specify a document-level notice if it pertains to DoD Distribution.

Code Description: For every resource element with the ism:noticeType attribute specified, we
make sure that attribute's value is one of [DoD-Dist-A], [DoD-Dist-B], [DoD-Dist-C], [DoD-Dist-
D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X] by using a regular expression.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00227">

<sch:rul e context="*[generate-id(.) = generate-
i d( $I SM_RESOURCE_EL EMENT) and @sm noticeType] ">
<sch: assert test="every $noticeToken in
t okeni ze(nornal i ze- space(string(@sm noticeType)), ' ')
satisfies mat ches($noti ceToken, '~DoD-Di st-[ ABCDEFX]"')"
flag="error">
[1SM I D 00227][Error] Attribute @oticeType may only appear on

resource node when it contains the values [DoD Dist-A], [DoD Dist-

[ DoD-Di st-C], [DoD-Dist-D], [DoDDist-E], [DoDDist-F], or [DoD-

Human Readabl e: Docunments nay only specify a docunent-1|evel

it pertains to DoD Distribution.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.164 - ./IRules/resourceElement/ISM_ID 00228.sch

Rule Description: ISM-ID-00228 [ISM-ID-00228][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings of ISM_RESOURCE_ELEMENT contains [FRD] then at least
one element meeting ISM_CONTRIBUTES in the document must have a atomicEnergyMarking
attribute containing [FRD]. Human Readable: USA documents marked FRD at the resource
level must have FRD data.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:atomicEnergyMarkings is specified with a value
containing the value [FRD], then we make sure that some element meeting
ISM_CONTRIBUTES specifies attribute ism:atomicEnergyMarkings with a value containing
[FRD].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00228">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and

util:contai nsAnyOf TheTokens( @ sm at om cEnergyMarkings, ('FRD ))]">
<sch: assert test="index-
of ($part At om cEner gyMar ki ngs_t ok, ' FRD ) &gt; 0" flag="error">
[1SM 1D 00228][Error] USA documents marked FRD at the resource
| evel nust have FRD dat a.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.165 - ./I[Rules/resourceElement/ISM_ID 00229.sch

Rule Description: ISM-ID-00229 [ISM-ID-00229][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings of ISM_RESOURCE_ELEMENT contains [RD] then at least
one element meeting ISM_CONTRIBUTES in the document must have a atomicEnergyMarking
attribute containing [RD]. Human Readable: USA documents marked RD at the resource level
must have RD data.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:atomicEnergyMarkings is specified with a value
containing the value [RD], then we make sure that some element meeting ISM_CONTRIBUTES
specifies attribute ism:atomicEnergyMarkings with a value containing [RD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00229">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and

util:contai nsAnyxf TheTokens( @ sm at om cEnergyMarkings, ('"RD))]">
<sch: assert test="index-
of ($part At om cEner gyMarki ngs_tok,' RD ) &gt; 0" flag="error">
[1SM 1D 00229][Error] USA docurments marked RD at the resource
| evel nust have RD dat a.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.166 - .//[Rules/resourceElement/ISM_ID 00230.sch

Rule Description: ISM-ID-00230 [ISM-ID-00230][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings of ISM_RESOURCE_ELEMENT contains [FRD-SG-##] then at
least one element meeting ISM_CONTRIBUTES in the document must have a
atomicEnergyMarking attribute containing the same [FRD-SG-##]. Human Readable: USA
documents marked FRD-SG-## at the resource level must have FRD-SG-## data, where ## is
the same.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:atomicEnergyMarkings is specified with a value
containing a token matching [FRD-SG-##], then we make sure that some element meeting
ISM_CONTRIBUTES specifies attribute ism:atomicEnergyMarkings with a value containing a
token matching the same [FRD-SG-##].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00230">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d($l SM_RESOURCE_ELEMENT) ] " >
<sch: |l et name="nmat chi ngTokens"
val ue=" for $token in

t okeni ze(nornal i ze- space(string(@sm at om cEner gyMar ki ngs) ),
i f(mat ches($token,' "FRD-SG-[1-9][0-9]7?%"))
el se nul | ">
<sch: assert test="every $token in $matchi ngTokens
i ndex- of ($part At om cEner gyMar ki ngs_t ok,

flag="error">
[1SM 1D 00230][Error] USA docunents narked FRD- SG ## at the
resource | evel must have FRD- SG ## data, where ## is the sane.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.167 - ./IRules/resourceElement/ISM_ID 00231.sch

Rule Description: ISM-ID-00231 [ISM-ID-00231][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings of ISM_RESOURCE_ELEMENT contains [RD-SG-##] then at
least one element meeting ISM_CONTRIBUTES in the document must have a
atomicEnergyMarking attribute containing the same [RD-SG-##]. Human Readable: USA
documents marked RD-SG-## at the resource level must have RD-SG-## data, where ## is the
same.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:atomicEnergyMarkings is specified with a value
containing a token matching [RD-SG-##], then we make sure that some element meeting
ISM_CONTRIBUTES specifies attribute ism:atomicEnergyMarkings with a value containing a
token matching the same [RD-SG-##].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00231">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e-i d( $l SM_RESOURCE_ELEMENT) ] " >
<sch:l et name="nmat chi ngTokens"
val ue=" for $token in
t okeni ze(nornal i ze- space(string(@sm at om cEner gyMar ki ngs) ),

i f(mat ches($token,' "RD-SG[1-9][0-9]?%")) t hen
el se nul | ">
<sch: assert test="every $token in $matchi ngTokens
i ndex- of ($part At om cEner gyMar ki ngs_t ok,

flag="error">
[1SM 1D 00231][Error] USA docunents narked RD- SG## at the resource
must have RD- SG ## data, where ## is the sane.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.168 - .//[Rules/FGlsourceOpen/ISM_ID 00233.sch

Rule Description: ISM-ID-00233 [ISM-ID-00233][Error] If ISM_CAPCO_RESOURCE, then any
portion with attribute FGlsourceOpen specified and an ownerProducer containing [USA] must
not have attribute disseminationControls containing [DISPLAYONLY] or [RELIDO]. Human
Readable: DISPLAYONLY and RELIDO are not authorized for use on portions containing
Foreign Government Information.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which is
not the ISM_RESOURCE_ELEMENT, has attribute ism:FGIsourceOpen specified, has attribute
ism:disseminationControls specified, and has attribute ism:ownerProducer specified with a
value containing the token [USA], we make sure that attribute ism:disseminationControls does
not contain the token [DISPLAYONLY] or [RELIDQO].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00233">

<sch:rule
cont ext =" *[ $| SM_CAPCO_RESOURCE and not (generate-id(.) =
gener at e- i d( $l SM_RESOURCE_ELEMENT) ) and
@ sm FA sour ceOpen and
util:contai nsAnyOf TheTokens( @ sm owner Producer, ('USA ))]">
<sch: assert
test="not (util:contai nsAnyOf TheTokens( @ sm di ssem nati onControl s,
(' DI SPLAYONLY', "RELIDO )))"
flag="error">
[ SM 1D 00233][Error] If | SM CAPCO RESOURCE, then any portion
i th
attribute FA sourceQpen specified and an owner Producer contai ni ng

[ USA]

must not have attribute disseninationControls containing
[ DI SPLAYONLY]
or [ RELIDQ .

Human Readabl e: DI SPLAYONLY and RELI DO are not authorized for use
on portions
contai ni ng Forei gn Governnent |nformation.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.169 - .//[Rules/FGlsourceProtected/ISM_ID_00234.sch

Rule Description: ISM-ID-00234 [ISM-ID-00234][Error] If ISM_CAPCO_RESOURCE, then any
portion with attribute FGlsourceProtected specified and an ownerProducer containing [USA]
must not have attribute disseminationControls containing token [RELIDO] or [DISPLAYONLY].
Human Readable: RELIDO and DISPLAYONLY are not authorized for use on portions
containing Foreign Government Information.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which is
not the ISM_RESOURCE_ELEMENT, has attribute ism:FGIsourceProtected specified, has
attribute ism:disseminationControls specified, and has attribute ism:ownerProducer specified
with a value containing the token [USA], we make sure that attribute ism:disseminationControls
does not contain the token [DISPLAYONLY] or [DISPLAYONLY].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00234">

<sch:rul e context="*[$l SM CAPCO_RESOURCE
and not (generate-id(.) = generate-id($l SM RESOURCE_ELEMENT) )
and @ sm FG sour ceProtected and
util:contai nsAnyOxf TheTokens( @ sm owner Producer, (" USA")) ]">
<sch: assert
test="not (util:contai nsAnyXf TheTokens( @ sm di ssem nati onControl s, (' RELI DO ,
" DI SPLAYONLY' ))) "
flag="error">
[1SM 1D 00234][Error] If | SM CAPCO RESOURCE, then any portion with
attribute FA sourceProtected specified and an owner Producer
cont ai ni ng [ USA]
must not have attribute di ssem nati onControls containing token
[ RELIDO| or [DI SPLAYONLY].

Hurmman Readabl e: RELI DO and DI SPLAYONLY are not authorized for use
on portions containing
Forei gn Governnment | nfornation.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.170 - ./IRules/generalConstraints/ISM_ID_00236.sch

Rule Description: ISM-ID-00236 [ISM-ID-00236][Error] Duplicate tokens are not permitted in
ISM attributes.

Code Description: To determine the valid values, this rule first retrieves the CVE values for the
attribute, which in this case is classification. Then, each attribute token is converted into a
numerical value based on its characters. Next, each attribute token is given an order number,
which compares its position to that of its value in the CVE file. If the token is not found, its order
number will be -1. If the document is a CAPCO resource and the ownerProducer of this element
is 'USA', then the rule will fail if tokens are found with order numbers of -1. The rule will also fail
if duplicate values are found for the element, or when its count is greater than 1.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SMI|D 00236">

<sch:rule context="*[@sm*]">
<l-- Define variables -->

<I-- Deternmine if the list has duplicate values. If and only if it
does, figure out which ones are duplicates -->
<sch: |l et nanme="dupAttrs"
val ue="for $attr in ./@sm* return
i f (count (distinct-val ues(tokenize(string($attr),' '))) !=
count (t okeni ze(string($attr),' ")) and not (I ocal -

name($attr)="derivedFrom or |ocal-nane($attr)="classificationReason')) then
Sattr else null"/>

<sch: | et nane="hasDups" val ue="count ($dupAttrs)&gt; 0"/ >
<sch: | et name="dupVal ues"
val ue=" i f ($hasbDups) then di stinct-
al ues( for $attrib in $dupAttrs return for $each in
t okeni ze(string($attrib),' ') return i f(count (i ndex-
of (t okeni ze(string($attrib),' '), $each))&gt;1) t hen
concat (string($each),' in attribute ', $attrib/nanme(),"'; ") el se null)
el se nul | ">

<sch: assert test="not($hasDups)" flag="error"> [ SM
| D-00236] [Error] Duplicate tokens
are not permtted in ISMattributes. Duplicate val ues found:
[ <sch: val ue- of sel ect ="$dupVal ues"/ >] </ sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.171 - ./IRules/notice/ISM_ID 00237.sch

Rule Description: ISM-ID-00237 [ISM-ID-00237][Error] If ISM-CAPCO-RESOURCE, any
element which specifies attribute noticeType containing one of the tokens [DoD-Dist-B], [DoD-
Dist-C], [DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X] must also specify attribute
noticeDate. Human Readable: DoD distribution statements B, C, D ,E ,F, and X all require a
date.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:noticeType specified with a value containing the token [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X], we make sure that attribute
ism:noticeDate is specified.

Schematron Code:

<?l CEA pattern?><sch: pattern id="1SM I D 00237">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
: cont ai nsAnyOf TheTokens( @ sm noti ceType, ('DoD-Dist-B, 'DoD
Dist-C, 'DoD-Dist-D, 'DoD-Dist-E, 'DoD-Dist-F, "DoD-Dist-X))]">
<sch: assert test="@smnoticebDate" flag="error">

[1SM I D 00237][Error] DoD distribution statenents B, C, D ,E ,F,
and X all require a date.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.172 - ./IRules/notice/ISM_ID 00238.sch

Rule Description: ISM-ID-00238 [ISM-ID-00238][Error] If ISM-CAPCO-RESOURCE, if any
element specifies attribute noticeType containing one of the tokens [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X], then an element in the document
must specify attribute pocType with the same value as attribute noticeType. Human Readable:
DoD distribution statements B, C, D ,E ,F, and X all require a corresponding point of contact.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:noticeType specified with a value containing the token [DoD-Dist-B], [DoD-Dist-C],
[DoD-Dist-D], [DoD-Dist-E], [DoD-Dist-F], or [DoD-Dist-X], we make sure that some element in
the document specifies attribute ism:pocType with the same value as ism:noticeType.

Schematron Code:

<?l CEA pattern?><sch: pattern id="1SM I D 00238">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
: cont ai nsAnyOf TheTokens( @ sm noti ceType, ('DoD-Dist-B, 'DoD
Dist-C, 'DoD-Dist-D, 'DoD-Dist-E, 'DoD-Dist-F, "DoD-Dist-X))]">
<sch: | et nane="foundNoti ceTokens"
val ue=" for $noticeToken in
t okeni ze(normal i ze- space(string(@smnoticeType)), ' ') return
i f (nmat ches($noticeToken, '~DoD- Di st-[BCDEFX]')) t hen
$not i ceToken else null"/>
<sch: assert test="every $noticeToken in
$f oundNot i ceTokens sati sfies i ndex- of ($part PocType_t ok,
Snot i ceToken) &gt ; 0"
flag="error">
[1SM I D 00238][Error] DoD distribution statenents B, C, D ,E ,F,
and X al |

require a correspondi ng point of contact.
</ sch: assert>
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.173 - ./IRules/notice/ISM_ID 00239.sch

Rule Description: ISM-ID-00239 [ISM-ID-00239][Error] If ISM_CAPCO_RESOURCE and
attribute noticeType of ISM_RESOURCE_ELEMENT contains the token [DoD-Dist-A], then any
element which contributes to rollup should not have an attribute disseminationControls that
contains any of the following tokens: [FOUQ], [PR], [DSEN], or [FISA]. Human Readable:
Distribution statement A (Public Release) is incompatible with [FOUO], [PR], [DSEN], and
[FISA] for contributing portions.

Code Description: If the document is an ISM-CAPCO-RESOURCE and the attribute noticeType
of ISM_RESOURCE_ELEMENT contains the token [DoD-Dist-A], for each element which
specifies attribute ism:disseminationControls we make sure that attribute
ism:disseminationControls does not contain any of the following tokens: [FOUQ], [PR], [DSEN],
[FISA].

Schematron Code:

<?l CEA pattern?><sch: pattern id="1SM I D 00239">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyOf TheTokens($l SM_RESOURCE_ELEMENT/ @ sm noti ceType, (' DoD Di st -
A')) and not (@ sm excl udeFronRol lup="true')]">
<sch: assert test="
not (util: contai nsAnyOXf TheTokens( @ sm di sseni nati onControls, ('FOQUO, 'PR,
' DSEN', 'FISA )))"
flag="error">

[ SM 1D 00239][Error] If | SM CAPCO RESOURCE and attribute
noti ceType of

| SM_RESOURCE_ELEMENT contains the token [DoD-Dist-A], then any
el enent

which contributes to rollup should not have an attribute
di ssemi nationControl s that contains any of the follow ng tokens:
[FOUQ, [PR], [DSEN, or [FISA].

Human Readabl e: Distribution statement A (Public Release) is
i nconpati bl e
with [FOUQ, [PR], [DSEN], and [FISA] for contributing portions.
</sch: assert >
</ sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.174 - ./IRules/notice/ISM_ID 00240.sch

Rule Description: ISM-ID-00240 [ISM-ID-00240][Error] If ISM_CAPCO_RESOURCE and
attribute noticeType of ISM_RESOURCE_ELEMENT contains the token [DoD-Dist-A], then any
element which contributes to rolluop should not have an attribute atomicEnergyMarkings that
contains any of the following tokens: [DCNI], [UCNI]. Human Readable: Distribution statement A
(Public Release) is incompatible with [DCNI] and [UCNI].

Code Description: If the document is an ISM-CAPCO-RESOURCE and the attribute noticeType
of ISM_RESOURCE_ELEMENT contains the token [DoD-Dist-A], for each element which
specifies attribute ism:atomicEnergyMarkings we make sure that attribute
ism:atomicEnergyMarkings does not contain any of the following tokens: [DCNI], [UCNI].

Schematron Code:

<?l CEA pattern?><sch: pattern id="1SM | D 00240" >

<sch:rul e context="*[$l SM CAPCO_RESOURCE
: cont ai nsAnyOf TheTokens($l1 SM_RESOURCE_ELEMENT/ @ sm not i ceType, (' DoD-
and not (@ sm excludeFronRol lup="true')]">
<sch: assert
: cont ai nsAnyOfF TheTokens( @ sm at oni cEner gyMar ki ngs, (' DCNI',

flag="error">

[ SM 1D 00240][Error] If | SM CAPCO RESOURCE and attribute
noti ceType of

| SM_RESOURCE_ELEMENT cont ains the token [DoD-Dist-A], then any
el enent

which contributes to rolluop should not have an attribute

at om cEner gyMar ki ngs that contains any of the follow ng tokens:

[DCNIT, [UCNIT.

Human Readabl e: Distribution statement A (Public Release) is
i nconpati bl e
with [DCNI] and [UCNI].
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.175 - ./IRules/SClcontrols/ISM_ID_00241.sch

Rule Description: ISM-ID-00241 [ISM-ID-00241][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [RSV-XXX], then it must also contain the name
token [RSV]. Human Readable: A USA document that contains RESEVERE data (RSV)
compartment data must also specify that it contains RSV data.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token matching the regular
expression "RSV-[A-Z0-9]{3}", we make sure that attribute ism:SClcontrols is specified with a
value containing the token [RSV].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00241">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SCl controls, ('RSV-[A-Z0-9]{3}'))]">
<sch: assert
test="util:contai nsAnyXf TheTokens(@sm SCl controls, ('RSV'))" flag="error">

[ SM 1D 00241 [Error] If | SM CAPCO RESOURCE and attribute
SCl control s contains the name token [ RSV- XXX],
then it must also contain the name token [RSV].

Human Readabl e: A USA docunent that contai ns RESEVERE data (RSV)
conpartment data nust al so specify that
it contains RSV data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.176 - ./IRules/SClcontrols/ISM_ID_00242.sch

Rule Description: ISM-ID-00242 [ISM-ID-00242][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [RSV], then it must also have attribute
classificatoin with a value of [S] or [TS]. Human Readalbe: A USA document that contains
RESERVE data must be classified SECRET or TOP SECRET.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [RSV], we make sure that
attribute ism:classification is specified with a value containing the token [TS] or [S].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00242" >

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyOxf TheTokens(@sm SClcontrols, ('"RSV))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm cl assification, (TS, 'S))"
flag="error">

[ SM 1D 00242][Error] If | SM CAPCO RESOURCE and attribute
SCl control s contains the nane token [RSV],

then it must also have attribute classificatoin with a val ue of
[S] or [TS].

Human Readal be: A USA docunent that contains RESERVE data nust be
cl assified SECRET or TOP SECRET.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.177 - ./IRules/SClcontrols/ISM_ID_00243.sch

Rule Description: ISM-ID-00243 [ISM-ID-00243][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [RSV], then it must also contain a compartment
[RSV-XXX]. Human Readable: RESERVE is not permitted as a stand-alone value and a
compartment must be expressed.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [RSV], we make sure that
attribute ism:SClcontrols is specified with a value containing a token maching the regular
expression "RSV-[A-Z0-9{3}". If CAPCO rules do not apply to the document then the rule does
not apply and we return true. If the current element has attribute SClcontrols specified with a
value containing [RSV], then we make sure that attribute SClcontrols also contains the value
[RSV-XXX].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00243" >

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyxf TheTokens(@sm SClcontrols, ('"RSV))]">
<sch: assert
test="util:contai nsAnyTokenMat chi ng(@sm SCl controls, ('RSV-[A-Z0-9]{3}'))"

flag="error">
[ISM 1D 00243 [Error] If | SM CAPCO RESOURCE and attribute SClcontrols
contains the name token [ RSV],
then it nmust also contain a conmpartnent [RSV-XXX].

Human Readabl e: RESERVE is not permitted as a stand-al one value and a
conpartment must be expressed.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.178 - ./IRules/notice/ISM_ID 00244.sch

Rule Description: ISM-ID-00244 [ISM-ID-00244][Error] If ISM_CAPCO_RESOURCE and: 1. Any
element meeting ISM_CONTRIBUTES in the document has the attribute atomicEnergyMarkings
containing [RD-CNWDI] AND 2. No element meeting ISM_CONTRIBUTES in the document has
noticeType containing [CNWDI]. that does not have attribute externalNotice with a value of
[true]. Human Readable: USA documents containing CNWDI data must also have an CNWDI
notice.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element meeting
ISM_CONTRIBUTES which specifies attribute ism:atomicEnergyMarkings with a value
containing the token [RD-CNWDI], we make sure that some element in the document specifies
attribute ism:noticeType with a value containing the token [CNWDI] and not an attribute
externalNotice with a value of [true].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00244" >

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contributesToRol | up(.) and
util:contai nsAnyOxf TheTokens( @ sm at om cEner gyMarkings, ('RD-CNVDI'))]">
<sch: assert test=" sone $elemin $part Tags
satisfies ($el enf @sm not i ceType] and
util:contai nsAnyOf TheTokens($el ent @ sm noticeType, (' CNWDI ")) and not
($el eml @sm external Notice=true()))"
flag="error">

[1SM 1D 00244][Error] 1If | SM CAPCO RESOURCE and:

1. Any elenment nmeeting | SM CONTRI BUTES in the docunment has the
attri bute atoni cEnergyMarki ngs containi ng [ RD- CN\VDI |

AND

2. No elenment neeting | SM CONTRI BUTES in the docunent has noticeType
contai ning [ CNWDI ] .

Humman Readabl e: USA docunents contai ni ng CNWDI data nust al so have an
CNWDI  noti ce.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.179 - ./IRules/notice/ISM_ID 00245.sch

Rule Description: ISM-ID-00245 [ISM-ID-00245][Error] If ISM_CAPCO_RESOURCE and: 1. No
element without ism:excludeFromRollup=true() in the document has the attribute
atomicEnergyMarkings containing [RD-CNWDI] AND 2. Any element without
ism:excludeFromRollup=true() in the document has the attribute noticeType containing [CNWDI]
and not the attribute externalNotice with a value of [true]. Human Readable: USA documents
containing an CNWDI notice must also have RD-CNWDI data.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element which
meets ISM_CONTRIBUTES and specifies attribute ism:noticeType with a value containing the
token [CNWDI] and not the attribute externalNotice with a value of [true], we make sure that
some element in the document specifies attribute ism:atomicEnergyMarkings with a value
containing the token [RD-CNWDI].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00245" >

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contributesToRol | up(.) and
:cont ai nsAnyOf TheTokens( @ sm noti ceType,
(" C\NVDI ') )) and not (@sm external Notice=true())]">
<sch: assert test="index-
of ($part At om cEner gyMar ki ngs_tok, 'RD-CNWDI ') &gt; 0" flag="error">

[1SM 1D 00245][Error] If | SM CAPCO RESOURCE and:

1. No el enent without ism excludeFronRollup=true() in the
docunent has the attribute atonm cEnergyMarki ngs containi ng [ RD- CNVDI ]

AND

2. Any elenent without ism excludeFronRollup=true() in the
docurment has the attribute noticeType containing [ CNVDI ]

wi thout the attribute external Notice with a value of [true]

Human Readabl e: USA docunents contai ning an CNVWDI notice mnust
al so have RD- CNVWDI dat a.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.180 - ./IRules/resourceElement/ISM_ID 00246.sch

Rule Description: ISM-ID-00246 [ISM-ID-00246][Error] If ISM_CAPCO_RESOURCE and
attribute atomicEnergyMarkings of ISM_RESOURCE_ELEMENT contains [RD], [FRD], or
[TENI] then the ISM_RESOURCE_ELEMENT must have a declassException of [AEA] or
[NATO-AEA]. Human Readable: USA documents containing [RD], [FRD], or [TFNI] data must
have declassException containing [AEA] or [NATO-AEA] at the resource level.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:atomicEnergyMarkings is specified with a value
containing a token matching [RD], [FRD], or [TFNI], then we make sure that the
ISM_RESOURCE_ELEMENT has a declassException of [AEA] or [NATO-AEA].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00246" >

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
util:contai nsAnyOf TheTokens( @ sm at om cEnergyMarkings, ('RD,'FRD ,
' TFENL' )] ">

<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm decl assException, ('AEA , 'NATO AEA'))"
flag="error">
[I'SM 1D 00246] [ Error] USA docunents containing [RD], [FRD, or
[ TFNI] data nust have decl assException containing [ AEA] or [ NATO AEA] at the
resource | evel.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.181 - ./IRules/notice/ISM_ID 00248.sch

Rule Description: ISM-ID-00248 [ISM-ID-00248][Error] ISM_RESOURCE_ELEMENT cannot
have externalNotice set to [true]. Human Readable: ISM resource elements can not be external
notices.

Code Description: If ISM_RESOURCE_ELEMENT, we make sure that the
ISM_RESOURCE_ELEMENT does not contain externalNotice set to [true].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00248">

<sch:rule context="*[generate-id(.) = generate-
i d($I SM_RESOURCE_ELEMENT) ] [ @ sm ext er nal Noti ce] ">

<sch: assert
test="not(string(@smexternal Notice)="true')" flag="error">
[1SM 1D 00248] [Error] | SM RESOURCE_ELEMENT cannot have
external Notice set to [true].

Human Readabl e: | SMresource el ements can not be external notices.
</sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.182 - ./IRules/notice/ISM_ID 00250.sch

Rule Description: ISM-ID-00250 [ISM-ID-00250][Error] If ISM-CAPCO-RESOURCE, element
Notice must specify attribute ism:noticeType or ism:unregisteredNoticeType. Human Readable:
Notices must specify their type.

Code Description: For element ism:Notice

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00250">

<sch:rul e context="ism Notice[$l SM CAPCO RESOURCE] " >
<sch: assert test="@smnoticeType or
@ sm unr egi steredNoti ceType" flag="error">

[ SM 1D 00250][Error] If | SM CAPCO RESOURCE, el enment Notice mnust

speci fy
attribute ismnoticeType or ismunregisteredNoticeType.

Human Readabl e: Notices nust specify their type.
</sch: assert >
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.183 - ./IRules/notice/ISM_ID 00251.sch

Rule Description: ISM-ID-00251 [[ISM-ID-00251][Error] If ISM-ICDOCUMENT-APPLIES, then
attribute @ism:noticeType must not be specified with a value of [COMSEC]. Human Readable:

COMSEC natices are not valid for documents that claim compliance with IC rules.

Code Description: If ISM_ICDOCUMENT_APPLIES, for each element which has attribute

@ism:noticeType specified, we make sure that attribute @ism:noticeType is not specified with a

value containing token [COMSEC].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00251">

<sch:rul e context="*[$l SM | COOCUMENT_APPLI ES and

@ sm noticeType] ">
<sch: assert
test="not (util:contai nsAnyTokenMat chi ng(@ sm noti ceType, ' COVSEC ))"
flag="error">
[I1SM 1D 00251][Error] If | SM | CDOCUMENT- APPLIES, then attribute
@smnoticeType must not be specified with a value of [COVSEC].

Human Readabl e: COMSEC notices are not valid for docunents that

conpliance with I C rul es.
</ sch: assert >
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.184 - ./IRules/nonlCmarkings/ISM_ID_00252.sch

Rule Description: ISM-ID-00252 [ISM-ID-00252][Error] If ISM_RESOURCE_ELEMENT specifies
the attribute ism:disseminationControls with a value containing the token [RELIDO], then
attribute nonlCmarkings must not be specified with a value containing the token [NNPI]. Human
Readable: NNPI tokens are not valid for documents that have RELIDO at the resource level.

Code Description: For resource elements which have attribute ism:disseminationControls
specified with a value containing the token [RELIDO], we make sure that attribute
ism:nonlCmarkings is not specified with a value containing the token [NNPI].

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00252">

<sch: rul e context="*[index- of (t okeni ze(normal i ze-
space(string($l SM_ RESOURCE_ELEMENT/ @ sm di ssem nationControl s)),
' '),"RELIDO ) &gt; 0 and @ sm nonl Cnar ki ngs] ">
<sch: assert
t est ="not (util:contai nsAnyTokenMat chi ng( @ sm nonl Char ki ngs, 'NNPI'))"
flag="error">
[1SM 1D 00252][Error] If | SM RESOURCE_ELEMENT specifies the

i smdissem nationControls with a value containing the token
then attribute nonl Crarkings nust not be specified with a val ue
the token [NNPI].

Human Readabl e: NNPI tokens are not valid for docunents that have
RELI DO at the resource |evel.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.185 - ./IRules/valueEnumerationConstraints/
ISM_ID_00253.sch

Rule Description: ISM-ID-00253 [ISM-ID-00253][Error] All @ism:atomicEnergyMarkings values
must be defined in CVEnumISMAtomicEnergyMarkings.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00253" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: par am nane="cont ext "
al ue="*[ @sm at om cEner gyMar ki ngs] "/ >
<sch: param nanme="sear chTer nL.i st "
al ue=" @ sm at oni ceEner gyMar ki ngs"/ >
<sch: param nane="1i st"
al ue="$at om cEner gyMar ki ngsLi st"/ >
<sch: param name="err Msg"
value=""[1 SM I D 00253][Error] All
@ sm at om cEner gyMar ki ngs val ues nust be defined in
CVEnum SMAt omi cEner gyMar ki ngs. xm . ' "/ >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.186 - .//Rules/valueEnumerationConstraints/
ISM_ID_00254.sch

Rule Description: ISM-ID-00254 [ISM-ID-00254][Error] All @ism:classification values must be a
defined in CVEnumISMClassificationAll.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00254" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: par am nane="cont ext "
alue="*[@smclassification]"/>
<sch: param name="sear chTer nLi st "
alue="@smcl assification"/>
<sch: param nane="1ist" val ue="$%$cl assificationAllList"/>
<sch: param nanme="err Msg"
val ue="" [1SM 1D 00254] [Error] All
@smcl assification val ues nust be a defined in
CVEnum SMCl assi ficationAll.xm. >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.187 - ./IRules/valueEnumerationConstraints/
ISM_ID_00255.sch

Rule Description: ISM-ID-00255 [ISM-ID-00255][Error] All @ism:compliesWith values must be
defined in CVEnumISMCompliesWith.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00255" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @sm conpliesWth]"/>

<sch: param nanme="sear chTernLi st"
al ue="@sm conpliesWth"/>
<sch: param name="1ist" val ue="$conpliesWthList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00255][Error] All
@ sm conpl i esWth val ues nust be defined in CVEnum SMConpliesWth.xn .
h s
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.188 - ./IRules/valueEnumerationConstraints/
ISM_ID_00256.sch

Rule Description: ISM-ID-00256 [ISM-ID-00256][Error] All @ism:declassException values must
be defined in CVEnumISM25X.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00256" is-a="ValidateTokenVal ueskxi st encel nLi st">

<sch: par am nane="cont ext "

al ue="*[ @sm decl assException]"/>
<sch: param name="sear chTer nLi st "

al ue=" @ sm decl assException"/>
<sch: param name="1ist" val ue="$decl assExcepti onList"/>
<sch: param nanme="err Msg"

val ue="" [1SM 1D 00256] [Error] All
@ sm decl assExcepti on val ues mnust be defined in CVEnum SMR5X. xmi . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.189 - ./IRules/valueEnumerationConstraints/
ISM_ID_00257.sch

Rule Description: ISM-ID-00257 [ISM-ID-00257][Error] All @ism:displayOnlyTo values must be
defined in CVEnumISMRelTo.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00257" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @sm di spl ayOnl yTo]"/>
<sch: param nanme="sear chTernLi st"
al ue="@smdi spl ayOnl yTo"/ >
<sch: param name="1ist" val ue="$di spl ayOnl yToLi st"/ >
<sch: param name="err Msg"
val ue="" [ SM 1D 00257][Error] All
@ sm di spl ayOnl yTo val ues nust be defined in CVEnum SMRrel To. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.190 - .//Rules/valueEnumerationConstraints/
ISM_ID_00258.sch

Rule Description: ISM-ID-00258 [ISM-ID-00258][Error] All @ism:disseminationControls values
must be a defined in CVEnumISMDissem.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00258" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: par am nane="cont ext "
al ue="*[ @sm di ssem nati onControl s]"/>
<sch: param nanme="sear chTer nL.i st "
al ue="@sm di ssenmi nati onControl s"/>
<sch: param nane="1i st"
al ue="%$di ssem nati onControl sList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00258][Error]
@ sm di ssem nati onControl s val ues nust be a defined in
CVEnum SMDi ssem xmi . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.191 - /IRules/valueEnumerationConstraints/
ISM_ID_00259.sch

Rule Description: ISM-ID-00259 [ISM-ID-00259][Error] All @ism:FGlsourceOpen values must
be defined in CVEnumISMFGIOpen.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00259" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @sm FG sourceCpen]"/>
<sch: param nanme="sear chTernLi st"
al ue="@sm Fd sour ceOpen"/ >
<sch: param name="1ist" val ue="$FQd sour ceCpenLi st"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00259][Error] All
@ sm FG sour ceOpen val ues nust be defined in CVEnum SMFA Open. xni .
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.192 - /IRules/valueEnumerationConstraints/
ISM_ID_00260.sch

Rule Description: ISM-ID-00260 [ISM-ID-00260][Error] All @ism:FGlsourceProtected values
must be defined in CVEnumISMFGIProtected.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00260" is-a="ValidateTokenVal ueskxi st encel nLi st">

<sch: par am nane="cont ext "
al ue="*[ @sm FA sourceProtected] "/ >
<sch: param nanme="sear chTer nL.i st "
al ue=" @ sm FQ sour ceProt ected"/ >
<sch: param name="11ist" val ue="$FG sour ceProt ectedLi st"/>
<sch: param nanme="err Msg"
val ue="" [1SM 1D 00260][Error] All
@ sm FA sour ceProt ected val ues mnust be defined in
CVEnum SMFG Pr ot ect ed. xm . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.193 - /IRules/valueEnumerationConstraints/
ISM_ID_00261.sch

Rule Description: ISM-ID-00261 [ISM-ID-00261][Error] All @ism:nonlCmarkings values must be
defined in CVEnumISMNonIC.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00261" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @ sm nonl Crar ki ngs]"/>
<sch: param nanme="sear chTernLi st"
al ue=" @ sm nonl Crar ki ngs"/ >
<sch: param name="1ist" val ue="$nonl Cmar ki ngsLi st"/ >
<sch: param name="err Msg"
val ue="" [ SM 1D 00261][Error] All
@ sm nonl Crar ki ngs val ues nust be defined in CVEnum SMNonl C. xmi . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.194 - //IRules/valueEnumerationConstraints/
ISM_ID_00262.sch

Rule Description: ISM-ID-00262 [ISM-ID-00262][Error] Any @ism:nonUSControls values must
be defined in CVEnumISMNonUSControls.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D 00262" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @ sm nonUSControl s]"/>
<sch: param nanme="sear chTernLi st"
al ue=" @ sm nonUSControl s"/ >
<sch: param name="1ist" val ue="$nonUSControl sList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00262][Error] Any
@ sm nonUSCont rol s val ues nust be defined i n CVEnum SMNonUSCont rol s. xmi .
n s
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.195 - /IRules/valueEnumerationConstraints/
ISM_ID_00263.sch

Rule Description: ISM-ID-00263 [ISM-ID-00263][Error] Any @ism:ownerProducer values must
be defined in CVEnumISMOwnerProducer.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00263" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @ sm owner Producer]"/>

<sch: param nanme="sear chTernLi st"
al ue=" @ sm owner Producer"/ >
<sch: param name="1ist" val ue="$owner ProducerList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00263][Error] Any
@ sm owner Producer val ues nust be defined i n CVEnum SMOwner Pr oducer . xmi .
n s
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.196 - .//Rules/valueEnumerationConstraints/
ISM_ID_00264.sch

Rule Description: ISM-ID-00264 [ISM-ID-00264][Error] Any @ism:pocType values must be
defined in CVEnumISMPocType.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00264" is-a="Vali dat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @ sm pocType] "/ >
<sch: param nanme="sear chTernlLi st" val ue="@ sm pocType"/ >
<sch: param nane="list" val ue="$pocTypelList"/>
<sch: param name="err Msg"
val ue="" [1SM 1D 00264][Error] Any
@ sm pocType val ues mnust be defined in CVEnum SMPocType. xm . >
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.197 - /IRules/valueEnumerationConstraints/
ISM_ID_00265.sch

Rule Description: ISM-ID-00265 [ISM-ID-00265][Error] Any @ism:releasableTo must be a value
in CVEnumISMRelTo.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00265" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @smrel easabl eTo]"/ >
<sch: param nanme="sear chTernLi st"
al ue="@smrel easabl eTo"/ >
<sch: param name="1ist" val ue="$rel easabl eToLi st"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00265][Error] Any
@ sm rel easabl eTo nust be a value in CVEnum SMRel To. xm . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.198 - ./IRules/valueEnumerationConstraints/
ISM_ID_00266.sch

Rule Description: ISM-ID-00266 [ISM-ID-00266][Error] Any @ism:SARIdentifier must be a value
in CVEnumISMSAR.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00266" is-a="ValidateTokenVal ueskxi stencel nLi st">

<sch: param nane="context" val ue="*[ @sm SARI dentifier]"/>
<sch: param nanme="sear chTernLi st"
al ue="@sm SARI dentifier"/>
<sch: param name="1ist" val ue="$SARl dentifierList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00266][Error] Any
@ sm SARI denti fi er nust be a value in CVEnum SMBAR. xn . >
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.199 - //Rules/valueEnumerationConstraints/
ISM_ID_00267.sch

Rule Description: ISM-ID-00267 [ISM-ID-00267][Error] All @ism:SClcontrols values must be
defined in CVEnumISMSCIControls.xml.

Code Description: This rule uses an abstract pattern to consolidate logic. It checks that the
value in parameter $searchTerm is contained in the parameter $list. The parameter
$searchTerm is relative in scope to the parameter $context. The value for the parameter $list is
a variable defined in the main document (ISM_XML.sch), which reads values from a specific
CVE file.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00267" is-a="Validat eTokenVal ueskxi st encel nLi st">

<sch: param nane="context" val ue="*[ @sm SCl control s]"/>
<sch: param nanme="sear chTernLi st"
al ue="@sm SCl control s"/>
<sch: param name="1ist" val ue="$SCl control sList"/>
<sch: param name="err Msg"
val ue="" [ SM 1D 00267][Error] All
@ sm SCl control s val ues nust be defined in CvVEnum SMSCI Control s. xm .
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.200 - .//[Rules/typeConstraintPatterns/ISM_ID_00268.sch

Rule Description: ISM-ID-00268 [ISM-ID-00268][Error] All atomicEnergyMarkings attributes
must be of type NmTokens.

Code Description: For all elements which contain an atomicEnergyMarkings attribute, we make

sure that the atomicEnergyMarkings value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00268" >

<sch:rul e context="*[ @sm at oni cEner gyMar ki ngs] ">
<sch: assert

test="util:neetsType(@sm at om cEner gyMar ki ngs, $NmTokensPattern)"
flag="error">
[1SM 1D 00268][Error] All atom cEnergyMarkings attributes val ues
must be of type NniTokens.
</sch: assert >
</ sch:rul e>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.201 - .//[Rules/typeConstraintPatterns/ISM_ID_00269.sch

Rule Description: ISM-ID-00269 [ISM-ID-00269][Error] All classifiction attributes must be of type
NmToken.

Code Description: For all elements which contain an classification attribute, we make sure that
the classification value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00269" >

<sch:rule context="*[ @sm cl assification]">

<sch: assert
test="util:neetsType(@smcl assification, $NmlokenPattern)" flag="error">
[ SM 1D 00269][Error] Al classifiction attributes val ues nmust be
of type Nniloken.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.202 - .//[Rules/typeConstraintPatterns/ISM_ID_00270.sch

Rule Description: ISM-ID-00270 [ISM-ID-00270][Error] All classificationReason attributes must
be a string with less than 4096 characters.

Code Description: For all elements which contain an classificationReason attribute, we make
sure that the classificationReason value is a string with less than 4096 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00270">

<sch:rule context="*[ @sm cl assi fi cati onReason] ">

<sch: assert test="string-
| ength(@sm cl assificati onReason) & t;= 4096" flag="error">
[ISM 1D 00270][Error] Al classificationReason attributes nust be
a string with | ess than 4096 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.203 - ./I[Rules/typeConstraintPatterns/ISM_ID_00271.sch

Rule Description: ISM-ID-00271 [ISM-ID-00271][Error] All classifiedBy attributes must be a
string with less than 1024 characters.

Code Description: For all elements which contain an classifiedBy attribute, we make sure that
the classifiedBy value is a string with less than 1024 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00271">

<sch:rule context="*[ @sm cl assi fi edBy] ">

<sch: assert test="string-length(@smcl assifiedBy)
&l t; = 1024" flag="error">
[ISM 1D 00271][Error] Al classifiedBy attributes nust be a
string with | ess than 1024 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.204 - .//[Rules/typeConstraintPatterns/ISM_ID_00272.sch

Rule Description: ISM-ID-00272 [ISM-ID-00272][Error] All compilationReason attributes must be
a string with less than 1024 characters.

Code Description: For all elements which contain an compilationReason attribute, we make sure
that the compilationReason value is a string with less than 1024 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00272">

<sch:rule context="*[ @sm conpi |l ati onReason] ">

<sch: assert test="string-
| ength(@sm conpi | ati onReason) &l t;= 1024" flag="error">
[ SM 1D 00272][Error] Al conpil ationReason attributes nmust be
string with | ess than 1024 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.205 - .//[Rules/typeConstraintPatterns/ISM_ID_00273.sch

Rule Description: ISM-ID-00273 [ISM-ID-00273][Error] All compliesWith attributes must be of
type NmTokens.

Code Description: For all elements which contain an compliesWith attribute, we make sure that
the compliesWith value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00273">

<sch:rule context="*[ @sm conpli esWth]">

<sch: assert
test="util:neetsType(@sm conpliesWth, $NnTokensPattern)" flag="error">
[ SM 1D 00273][Error] Al conpliesWth attributes val ues nust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.206 - ./I[Rules/typeConstraintPatterns/ISM_ID_00274.sch

Rule Description: ISM-ID-00274 [ISM-ID-00274][Error] All createDate attributes must be of type
Date.

Code Description: For all elements which contain an createDate attribute, we make sure that the
createDate value matches the pattern defined for type Date. Note: this rule is not able to be
failed. If the createDate does not confirm to type Date, schematron fails when defining global
variables before any rules are fired.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00274">

<sch:rule context="*[ @sm createDate] ">

<sch: assert test="util:neetsType(@ sm createDat e,
$Dat ePattern)" flag="error">
[ SM 1D 00274][Error] Al createDate attributes val ues nust be of
t ype Dat e.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 209



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.207 - .//[Rules/typeConstraintPatterns/ISM_ID_00275.sch

Rule Description: ISM-ID-00275 [ISM-ID-00275][Error] All declassDate attributes must be of
type Date.

Code Description: For all elements which contain an declassDate attribute, we make sure that
the declassDate value matches the pattern defined for type Date.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00275">

<sch:rule context="*[ @sm decl assDat e] ">

<sch: assert test="util:neetsType(@sm decl assDat e,
$Dat ePattern)" flag="error">
[ SM 1D 00275][Error] Al declassDate attributes val ues nust be
of type Date.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.208 - .//[Rules/typeConstraintPatterns/ISM_ID_00276.sch

Rule Description: ISM-ID-00276 [ISM-ID-00276][Error] All declassEvent attributes must be a
string with less than 1024 characters.

Code Description: For all elements which contain an declassEvent attribute, we make sure that
the declassEvent value is a string with less than 1024 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00276" >

<sch:rule context="*[ @sm decl assEvent]">

<sch: assert test="string-length(@sm decl assEvent)
&l t; = 1024" flag="error">
[ SM 1D 00276][Error] Al declassEvent attributes nust be a
string with | ess than 1024 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.209 - ./IRules/typeConstraintPatterns/ISM_ID_00277.sch

Rule Description: ISM-ID-00277 [ISM-ID-00277][Error] All declassException attributes must be
of type NmToken.

Code Description: For all elements which contain an declassException attribute, we make sure
that the declassException value matches the pattern defined for type NmToken.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00277">

<sch:rule context="*[ @sm decl assException]">

<sch: assert
test="util:neetsType(@sm decl assException, $NniTokenPattern)" flag="error">
[ISM 1D 00277][Error] Al decl assException attributes val ues nust
be of type NnToken.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 212



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.210 - .//[Rules/typeConstraintPatterns/ISM_ID_00278.sch

Rule Description: ISM-ID-00278 [ISM-ID-00278][Error] All derivativelyClassifiedBy attributes
must be a string with less than 1024 characters.

Code Description: For all elements which contain an declassEvent attribute, we make sure that
the derivativelyClassifiedBy value is a string with less than 1024 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00278">

<sch:rule context="*[ @sm derivativel yC assi fi edBy] ">

<sch: assert test="string-
| ength(@sm derivativel yd assifiedBy) & t;= 1024" flag="error">
[ISM 1D 00278][Error] Al derivativelyd assifiedBy attributes
nust be a string with | ess than 1024 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.211 - .//[Rules/typeConstraintPatterns/ISM_ID_00279.sch

Rule Description: ISM-ID-00279 [ISM-ID-00279][Error] All derivedFrom attributes must be a
string with less than 1024 characters.

Code Description: For all elements which contain an derivedFrom attribute, we make sure that
the derivedFrom value is a string with less than 1024 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00279" >

<sch:rule context="*[ @sm deri vedFroni">

<sch: assert test="string-length(@sm derivedFron)
1024" flag="error">
[ SM 1D 00279][Error] Al derivedFromattributes nust be a string
ith | ess than 1024 characters.
</ sch: assert>
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.212 - .//[Rules/typeConstraintPatterns/ISM_ID _00280.sch

Rule Description: ISM-ID-00280 [ISM-ID-00280][Error] All displayOnlyTo attributes must be of
type NmTokens.

Code Description: For all elements which contain an displayOnlyTo attribute, we make sure that
the displayOnlyTo value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00280">

<sch:rule context="*[ @sm di spl ayOnl yTo] ">

<sch: assert
test="util:neetsType(@sm di spl ayOnl yTo, $NnirokensPattern)" flag="error">
[ SM 1D 00280][Error] Al displayOnlyTo attributes val ues nmust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.213 - .//[Rules/typeConstraintPatterns/ISM_ID_00281.sch

Rule Description: ISM-ID-00281 [ISM-ID-00281][Error] All disseminationControls attributes must
be of type NmTokens.

Code Description: For all elements which contain an disseminationControls attribute, we make
sure that the disseminationControls value matches the pattern defined for type NmTokens.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00281">

<sch:rule context="*[ @sm di ssem nati onControl s]">
<sch: assert

test="util:neetsType(@sm di ssem nationControls, $NnTokensPattern)"
flag="error">
[ISM 1D 00281][Error] All dissenm nationControls attributes val ues
must be of type NnTokens.
</sch: assert >
</ sch:rul e>

</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.214 - //[Rules/typeConstraintPatterns/ISM_ID_00282.sch

Rule Description: ISM-ID-00282 [ISM-ID-00282][Error] All excludeFromRollup attributes must be
of type Boolean.

Code Description: For all elements which contain an excludeFromRollup attribute, we make
sure that the excludeFromRollup value matches the pattern defined for type Boolean.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00282">

<sch:rule context="*[ @sm excl udeFronRol | up] ">

<sch: assert
test="util:neetsType(@sm excl udeFronRol | up, $Bool eanPattern)" flag="error">
[ SM 1D 00282][Error] Al excludeFronRollup attributes val ues
nust be of type Bool ean.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.215 - ./IRules/typeConstraintPatterns/ISM_ID_00294.sch

Rule Description: ISM-ID-00282 [ISM-ID-00282][Error] All resourceElement attributes must be of
type Boolean.

Code Description: For all elements which contain an resourceElement attribute, we make sure

that the resourceElement value matches the pattern defined for type Boolean. Note: this rule is
not able to be failed. If the resourceElement does not confirm to type Boolean, schematron fails
when defining global variables before any rules are fired.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00282">

<sch:rule context="*[ @sm resourceEl enent]">

<sch: assert
test="util:neetsType(@smresourceEl enent, $Bool eanPattern)" flag="error">
[ SM 1D 00282][Error] Al resourceEl enent attributes val ues nust
be of type Bool ean.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.216 - .//[Rules/typeConstraintPatterns/ISM_ID_00283.sch

Rule Description: ISM-ID-00283 [ISM-ID-00283][Error] All FGlsourceOpen attributes must be of
type NmTokens.

Code Description: For all elements which contain an FGIsourceOpen attribute, we make sure
that the FGlsourceOpen value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00283">

<sch:rule context="*[ @sm FA sour ceCpen] ">

<sch: assert
test="util:neetsType(@sm FA sourceOpen, $NnirokensPattern)" flag="error">
[ SM 1D 00283][Error] Al FG sourceQpen attributes val ues nmust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.217 - .//[Rules/typeConstraintPatterns/ISM_ID_00284.sch

Rule Description: ISM-ID-00284 [ISM-ID-00284][Error] All FGlsourceProtected attributes must
be of type NmTokens.

Code Description: For all elements which contain an FGlsourceProtected attribute, we make
sure that the FGIsourceProtected value matches the pattern defined for type NmTokens.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00284">

<sch:rule context="*[ @sm FA sour ceProt ected] ">

<sch: assert
test="util:neetsType(@sm FA sourceProt ected, $NnTokensPattern)" flag="error">
[ SM 1D 00284][Error] Al FAd sourceProtected attributes val ues
nust be of type NmTokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.218 - .//[Rules/typeConstraintPatterns/ISM_ID_00285.sch

Rule Description: ISM-ID-00285 [ISM-ID-00285][Error] All nonlICmarkings attributes must be of
type NmTokens.

Code Description: For all elements which contain an nonlCmarkings attribute, we make sure
that the nonlCmarkings value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00285">

<sch:rul e context="*[ @sm nonl Crar ki ngs] ">

<sch: assert
test="util:neetsType(@sm nonl Car ki ngs, $NnilfokensPattern)" flag="error">
[ SM 1D 00285][Error] Al nonl Crarkings attributes val ues nmust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.219 - .//[Rules/typeConstraintPatterns/ISM_ID_00286.sch

Rule Description: ISM-ID-00286 [ISM-ID-00286][Error] All nonUSControls attributes must be of
type NmTokens.

Code Description: For all elements which contain an nonUSControls attribute, we make sure
that the nonUSControls value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00286" >

<sch:rule context="*[ @sm nonUSCont rol s]">

<sch: assert
test="util:neetsType(@sm nonUSControls, $NnrlrokensPattern)" flag="error">
[ SM 1D 00286][Error] Al nonUSControls attributes val ues nust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.220 - .//[Rules/typeConstraintPatterns/ISM_ID_00287.sch

Rule Description: ISM-ID-00287 [ISM-ID-00287][Error] All noticeDate attributes must be of type
Date.

Code Description: For all elements which contain an noticeDate attribute, we make sure that the
noticeDate value matches the pattern defined for type Date.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00287">

<sch:rule context="*[@sm noticeDate]">

<sch: assert test="util:neetsType(@sm noti ceDat e,
$Dat ePattern)" flag="error">
[SM 1D 00287][Error] Al noticeDate attributes val ues nust be of
t ype Dat e.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.221 - .//[Rules/typeConstraintPatterns/ISM_ID_00288.sch

Rule Description: ISM-ID-00288 [ISM-ID-00288][Error] All noticeReason attributes must be a
string with less than 2048 characters.

Code Description: For all elements which contain an noticeReason attribute, we make sure that
the noticeReason value is a string with less than 2048 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00288">

<sch:rule context="*[ @sm noti ceReason] ">

<sch: assert test="string-length(@sm noti ceReason)
&l t; = 2048" flag="error">
[ SM 1D 00288][Error] Al noticeReason attributes nust be a
string with | ess than 2048 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.222 - ./[Rules/typeConstraintPatterns/ISM_ID_00289.sch

Rule Description: ISM-ID-00289 [ISM-ID-00289][Error] All noticeType attributes must be of type
NmTokens.

Code Description: For all elements which contain an noticeType attribute, we make sure that the
noticeType value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00289">

<sch:rule context="*[ @sm noti ceType] ">

<sch: assert test="util:neetsType(@sm noticeType,
SNnTokensPattern)" flag="error">
[ SM 1D 00289][Error] Al noticeType attributes val ues nust be of
t ype NnTokens.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.223 - .//[Rules/typeConstraintPatterns/ISM_ID_00290.sch

Rule Description: ISM-ID-00290 [ISM-ID-00290][Error] All externalNotice attributes must be of

type Boolean.

Code Description: For all elements which contain an externalNotice attribute, we make sure that

the externalNotice value matches the pattern defined for type Boolean.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00290">

<sch:rule context="*[ @sm external Notice]">

<sch: assert
test="util:neetsType(@sm external Notice, $Bool eanPattern)" flag="error">
[ SM 1D 00290][Error] Al external Notice attributes val ues nust
be of type Bool ean.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.224 - [/[Rules/typeConstraintPatterns/ISM_ID_00291.sch

Rule Description: ISM-ID-00291 [ISM-ID-00291][Error] All ownerProducer attributes must be of
type NmTokens.

Code Description: For all elements which contain an ownerProducer attribute, we make sure
that the ownerProducer value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00291">

<sch:rul e context="*[ @sm owner Producer]">

<sch: assert
test="util:neetsType(@sm owner Producer, $NnlokensPattern)" flag="error">
[ SM 1D 00291][Error] Al ownerProducer attributes val ues nust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.225 - .//[Rules/typeConstraintPatterns/ISM_ID_00292.sch

Rule Description: ISM-ID-00292 [ISM-ID-00292][Error] All pocType attributes must be of type
NmTokens.

Code Description: For all elements which contain an pocType attribute, we make sure that the
pocType value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00292">

<sch:rule context="*[ @sm pocType] ">

<sch: assert test="util:neetsType(@ sm pocType,
SNnTokensPattern)" flag="error">
[ SM 1D 00292][Error] Al pocType attributes val ues nust be of
t ype NnmTokens.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.226 - .//[Rules/typeConstraintPatterns/ISM_ID_00293.sch

Rule Description: ISM-ID-00293 [ISM-ID-00293][Error] All releasableTo attributes must be of
type NmTokens.

Code Description: For all elements which contain an releasableTo attribute, we make sure that
the releasableTo value matches the pattern defined for type NmTokens.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00293">

<sch:rule context="*[ @sm rel easabl eTo] ">

<sch: assert
test="util:neetsType(@smrel easabl eTo, $NnTokensPattern)" flag="error">
[ SM 1D 00293][Error] Al releasableTo attributes val ues nust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.227 - .IIRules/typeConstraintPatterns/ISM_ID_00295.sch

Rule Description: ISM-ID-00295 [ISM-ID-00295][Error] All SARIdentifier attributes must be of
type NmTokens.

Code Description: For all elements which contain an SARIdentifier attribute, we make sure that
the SARIdentifier value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00295" >

<sch:rule context="*[ @sm SARI dentifier]">

<sch: assert
test="util:neetsType(@sm SARI dentifier, $NnlokensPattern)" flag="error">
[ SM 1D 00295][Error] Al SARIdentifier attributes val ues nust be
of type Nnilokens.
</ sch: assert >
</ sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.228 - ./[Rules/typeConstraintPatterns/ISM_ID_00296.sch

Rule Description: ISM-ID-00296 [ISM-ID-00296][Error] All SClcontrols attributes must be of type
NmTokens.

Code Description: For all elements which contain an SClcontrols attribute, we make sure that
the SClcontrols value matches the pattern defined for type NmTokens.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00296" >

<sch:rule context="*[ @sm SCl control s]">

<sch: assert test="util:neetsType(@sm SClcontrol s,
SNnTokensPattern)" flag="error">
[ SM 1D 00296][Error] Al SClicontrols attributes val ues nust be
of type Nnilokens.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.229 - .//[Rules/typeConstraintPatterns/ISM_ID_00297.sch

Rule Description: ISM-ID-00297 [ISM-ID-00297][Error] All unregisteredNoticeType attributes
must be a string with less than 2048 characters.

Code Description: For all elements which contain an unregisteredNoticeType attribute, we make

sure that the unregisteredNoticeType value is a string with less than 2048 characters.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00297">

<sch:rule context="*[ @sm unregi steredNoticeType] ">

<sch: assert test="string-
| engt h( @sm unregi steredNoti ceType) & t;= 2048" flag="error">
[ SM 1D 00297][Error] Al unregisteredNoticeType attributes nust
be a string with | ess than 2048 characters.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.230 - ./IRules/resourceElement/ISM_ID 00298.sch

Rule Description: ISM-ID-00298 [ISM-ID-00298][Error] If ISM_CAPCO_RESOURCE and any
element meeting ISM_CONTRIBUTES in the document specifies attribute
atomicEnergyMarkings with a value containing [TFNI], then the ISM_RESOURCE_ELEMENT
must specify attribute atomicEnergyMarkings with a value containing [TFNI]. Human Readable:
USA documents having Transclassified Foreign Nuclear Information (TFNI) must have TFNI at
the resource level.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM_CAPCO_RESOURCE and an element meeting ISM_CONTRIBUTES specifies
$attrLocalName with a value containing the token $value, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute $attrLocalName with a value containing the
token $value.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.

-->
<sch: pattern id="1SM I D-00298" is-a="AttributeContributesToRol | up">

<sch: param nane="attr Local Nane"
al ue="at om cEner gyMar ki ngs"/ >
<sch: param narme="val ue" val ue="TFNI "/ >
<sch: param nanme="err or Message"
val ue="'[1SM | D-00298] [ Error] USA docunents
havi ng Transcl assified Foreign Nuclear Information (TFNI) nust have TFN at
t he resource level.'"/>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.231 - ./IRules/declassException/ISM_ID 00299.sch

Rule Description: ISM-ID-00299 [ISM-ID-00299][Error] If an element contains the attribute
declassException with a value of [AEA], it must also contain the attribute
atomicEnergyMarkings.

Code Description: If an element contains an ism:declassException attribute with a value
containing AEA, we must check to make sure that element also has an
ism:atomicEnergyMarkings attribute.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai |l able for use without restriction.
-->
<sch: pattern id="1SM I D 00299" >

<sch:rule
context="*[util:contai nsAnyTokenMat chi ng( @ sm decl assException, ('AEA ))]">

<sch: assert test="@ sm at oni cEner gyMar ki ngs"

flag="error">

[I1SM 1D 00299][Error] If an elenent contains the attribute
decl assException with a value of [AEA],

it must also contain the attribute atom cEnergyMarki ngs.

</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED
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2.232 - ./IRules/generalConstraints/ISM_ID_00300.sch

Rule Description: ISM-ID-00300 [ISM-ID-00300][Error] DESVersion attributes must be specified
as version 11.

Code Description: DESVersion attributes must be specified as version 11.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00300">

<sch:rul e context="*[ @sm DESVersi on]">

<sch: assert test="@sm DESVersion="11"" flag="error">
[1SM 1D 00300][Error] DESVersion attributes must be specified as
ersion 11.
</ sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.233 - ./IRules/SClcontrols/ISM_ID_00301.sch

Rule Description: ISM-ID-00301 [ISM-ID-00301][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains any of the name tokens [EL], [EL-EU], or [EL-NK], then it must
also contain the name token [SI]. Human Readable: A USA document that contains ENDSEAL
(EL), -ECRU (EK), or -NONBOOK (NK) compartment data must also specify that it contains Sl
data.

Code Description: If the document is an ISM_CAPCO_RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing any of the tokens [EL], [EL-EU], or
[EL-NK], we make sure that attribute ism:SClcontrols is specified with a value containing the
token [SI]. If CAPCO rules do not apply to the document then the rule does not apply and we
return true.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00301">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyOf TheTokens(@sm SClcontrols, ("EL', "EL-EU, "EL-NK'))]">
<sch: assert
test="util:contai nsAnyTokenMat chi ng(@sm SCl controls, ('SlI'))" flag="error">

[1SM 1D 00301][Error] If |ISM CAPCO RESOURCE and attribute SClcontrols
contai ns any of the nanme tokens [EL],
[EL-EU], or [EL-NK], then it nmust also contain the name token [SI].

Human Readabl e: A USA docunent that contains ENDSEAL (EL), -ECRU (EK),
or - NONBOCK (NK) conpartment data nust al so specify that
it contains Sl data.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.234 - ./IRules/disseminationControls/ISM_ID_00302.sch

Rule Description: ISM-ID-00302 [ISM-ID-00302][Error] If ISM_CAPCO_RESOURCE and
attribute disseminationControls contains the name token [OC-USGOV], then name token [OC]
must be specified. Human Readable: A USA document with OC-USGOV dissemination must
also contain an OC dissemination.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which has
attribute ism:disseminationControls specified with a value containing the token [OC-USGOV],
we make sure that token [OC] is also specified.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00302">

<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens( @ sm di sseni nati onControls, ('OC USGV ))]">
<sch: assert
test="util:contai nsAnyCxf TheTokens( @ sm di ssemi nati onControls, ('OC))"

flag="error">
[1SM 1D 00302][Error] If | SM CAPCO RESOURCE and attribute
di ssem nationControls contains the name token [OC- USGOV], then
nanme token [OC] mnust be specified.

Human Readabl e: A USA docunent with OC-USGOV di ssenination nust
al so contain an OC di sseni nati on.
</ sch: assert>
</ sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.235 - ./IRules/resourceElement/ISM_ID 00303.sch

Rule Description: ISM-ID-00303 [ISM-ID-00303][Error] If ISM_CAPCO_RESOURCE and the
document contains attribute disseminationControls with name token [OC-USGOV] in the
banner, then all [OC] portions must also contain [OC-USGOV]. Human Readable: A USA
document with OC-USGOV dissemination in the banner must also contain OC-USGOQV in any
OC portions.

Code Description: If the document is an ISM-CAPCO-RESOURCE and the resource element
contains attribute disseminationControls with name token [OC-USGOV], we make sure that
every portion contain name token [OC] also contains hame token [OC-USGOV].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00303">

<sch:rul e

cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.)
= generat e-i d($l SM_RESOURCE_ELEMENT) and
util:contai nsAnyxf TheTokens( @ sm di ssemi nati onControls, ('OC-USGOV ))]">

<sch: |l et nane="porti onsWthQC'

val ue=" for $portion in $partTags

return
i f($portion[util:contai nsAnyOd TheTokens( @ sm di ssemni nati onControl s,
("CH)1) t hen $portion el se nul | ">

<sch: assert test="every $porti onWthQOC in

$porti onsWt hOC satisfies
Sporti onWthOJ util: contai nsAnyO TheTokens( @ sm di ssem nati onControls, 'OC
Uscov' ) 1"

flag="error">
[1SM 1D 00303][Error] If | SM CAPCO RESOURCE and the document
contains attribute
di ssem nationControls with name token [OC-USGOV] in the banner,

all [OC] portions nmust al so contain [ OC USGOV].
Human Readabl e: A USA docunent with OC- USGOV di ssenmination in the
nmust al so contain OC-USGOV in any OC portions.

</ sch: assert >

</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.236 - ./IRules/SClcontrols/ISM_ID_00304.sch

Rule Description: ISM-ID-00304 [ISM-ID-00304][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [KDK-BLFH)], then it must also contain the name
token [KDK]. Human Readable: A USA document that contains KLONDIKE (KDK) -BLUEFISH
compartment data must also specify that it contains KDK data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [KDK-BLFH] we make sure
that attribute ism:SClcontrols is specified with a value containing the token [KDK].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00304">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK-BLFH ))]">
<sch: assert
test="util:contai nsAnyXf TheTokens(@sm SCl controls, ('KDK))" flag="error">

[ISM 1D 00304][Error] If | SM CAPCO RESOURCE and attribute
SCl control s contains the name token [ KDK- BLFH],
then it nmust also contain the nanme token [KDK].

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK) -
BLUEFI SH conpart ment data nust al so specify that
it contains KDK dat a.
</ sch: assert>
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.237 - ./IRules/SClcontrols/ISM_ID_00305.sch

Rule Description: ISM-ID-00305 [ISM-ID-00305][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [KDK-IDIT], then it must also contain the name
token [KDK]. Human Readable: A USA document that contains KLONDIKE (KDK) -IDITAROD
compartment data must also specify that it contains KDK data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [KDK-IDIT] we make sure
that attribute ism:SClcontrols is specified with a value containing the token [KDK].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00305">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
util:contai nsAnyOxf TheTokens(@sm SClcontrols, ('KDK-IDIT))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK ))" flag="error">

[1SM 1D 00305][Error] If | SM CAPCO RESOURCE and attribute SClcontrols
contains the nanme token [KDK-I1DIT],
then it nmust also contain the nane token [KDK].

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK) -1 DI TARCD
conpartment data must al so specify that
it contains KDK data.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.238 - ./IRules/SClcontrols/ISM_ID_00306.sch

Rule Description: ISM-ID-00306 [ISM-ID-00306][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [KDK-KAND], then it must also contain the name
token [KDK]. Human Readable: A USA document that contains KLONDIKE (KDK) -KANDIK
compartment data must also specify that it contains KDK data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [KDK-KAND] we make sure
that attribute ism:SClcontrols is specified with a value containing the token [KDK].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00306">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
util:contai nsAnyOxf TheTokens(@ sm SClcontrols, ('KDK-KAND ))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK ))" flag="error">

[1SM 1D 00306][Error] If |ISM CAPCO RESOURCE and attribute SClcontrols
contai ns the nanme token [ KDK-KAND],
then it nmust also contain the nane token [KDK].

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK) - KANDI K
conpartment data must al so specify that
it contains KDK data.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.239 - ./IRules/SClcontrols/ISM_ID_00307.sch

Rule Description: ISM-ID-00307 [ISM-ID-00307][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a token matching [KDK-BLFH-XXXXXX], where X is represented
by the regular expression character class [A-Z]{1,6}, then it must also contain the name token
[KDK-BLFH]. Human Readable: A USA document that contains KLONDIKE (KDK) BLUEFISH
sub-compartments must also specify that it contains KDK -BLUEFISH compartment data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token matching [KDK-BLFH-
XXXXXX], where X is represented by the regular expression character class [A-Z]{1,6}, we
make sure that attribute ism:SClcontrols is specified with a value containing the token [KDK-
BLFH].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00307">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
util: contai nsAnyTokenMat chi ng(@sm SClcontrols, ('"KDK-BLFH[A-Z]{1,6}%'))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK-BLFH ))"
flag="error">
[ SM 1D 00307][Error] If | SM CAPCO RESOURCE and attribute

SCl control s contains a token matchi ng [ KDK- BLFH XXXXXX] ,

where X is represented by the regul ar expression character class
[A-Z]{1,6}, then it nust also contain the

nane token [ KDK- BLFH] .

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK)
BLUEFI SH sub- conpart nents nust
al so specify that it contains KDK - BLUEFI SH conpart ment data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.240 - ./IRules/SClcontrols/ISM_ID_00308.sch

Rule Description: ISM-ID-00308 [ISM-ID-00308][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a token matching [KDK-IDIT-XXXXXX], where X is represented
by the regular expression character class [A-Z]{1,6}, then it must also contain the name token
[KDK-IDIT]. Human Readable: A USA document that contains KLONDIKE (KDK) IDITAROD
sub-compartments must also specify that it contains KDK -IDITAROD compartment data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token matching [KDK-IDIT-
XXXXXX], where X is represented by the regular expression character class [A-Z]{1,6}, we
make sure that attribute ism:SClcontrols is specified with a value containing the token [KDK-
IDIT].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00308">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SClcontrols, ('"KDK-IDIT-[A-Z]{1,6}%'))]"
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK-ID T ))"
flag="error">
[ SM 1D 00308][Error] If | SM CAPCO RESOURCE and attribute

SCl control s contains a token matching [ KDK-1 DI T- XXXXXX] ,

where X is represented by the regul ar expression character class
[A-Z]{1,6}, then it nust also contain the

nane token [KDK-1DIT].

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK)
| DI TAROD sub- conpartnents nust
al so specify that it contains KDK -1DI TAROD conpartment data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.241 - ./IRules/SClcontrols/ISM_ID_00309.sch

Rule Description: ISM-ID-00309 [ISM-ID-00309][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains a token matching [KDK-KAND-XXXXXX], where X is represented
by the regular expression character class [A-Z]{1,6}, then it must also contain the name token
[KDK-KAND]. Human Readable: A USA document that contains KLONDIKE (KDK) KANDIK
sub-compartments must also specify that it contains KDK -KANDIK compartment data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing a token matching [KDK-KAND-
XXXXXX], where X is represented by the regular expression character class [A-Z]{1,6}, we
make sure that attribute ism:SClcontrols is specified with a value containing the token [KDK-
KAND].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00309">

<sch:rul e context="*[3$l SM CAPCO RESOURCE and
util:contai nsAnyTokenMat chi ng(@sm SClcontrols, ('"KDK-KAND-[A-Z]{1,6}%'))]"
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('KDK-KAND ))"
flag="error">
[ SM 1D 00309][Error] If | SM CAPCO RESOURCE and attribute

SCl control s contains a token matchi ng [ KDK- KAND- XXXXXX] ,

where X is represented by the regul ar expression character class
[A-Z]{1,6}, then it nust also contain the

nane token [ KDK- KAND] .

Human Readabl e: A USA docunent that contains KLONDI KE ( KDK)
KANDI K sub- conpart nents nust
al so specify that it contains KDK - KANDI K conpart nent data.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.242 - ./IRules/SClcontrols/ISM_ID_00310.sch

Rule Description: ISM-ID-00310 [ISM-ID-00310][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [EL-EU], then it must also contain the name token
[EL]. Human Readable: A USA document that contains ENDSEAL (EL) -ECRU compartment
data must also specify that it contains EL data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [EL-EU] we make sure that
attribute ism:SClcontrols is specified with a value containing the token [EL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00310">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyxf TheTokens(@sm SClcontrols, ('EL-EU))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('EL"))" flag="error">

[1SM 1D 00310][Error] If | SM CAPCO RESOURCE and attribute SClcontrols
contai ns the name token [EL-EU],
then it nmust also contain the name token [EL].

Human Readabl e: A USA docunent that contai ns ENDSEAL (EL) -ECRU
conpartment data must al so specify that
it contains EL data.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 245



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.243 - ./IRules/SClcontrols/ISM_ID_00311.sch

Rule Description: ISM-ID-00311 [ISM-ID-00311][Error] If ISM_CAPCO_RESOURCE and
attribute SClcontrols contains the name token [EL-NK], then it must also contain the name token
[EL]. Human Readable: A USA document that contains ENDSEAL (EL) -NONBOOK
compartment data must also specify that it contains EL data.

Code Description: If the document is an ISM-CAPCO-RESOURCE, for each element which
specifies attribute ism:SClcontrols with a value containing the token [EL-NK] we make sure that
attribute ism:SClcontrols is specified with a value containing the token [EL].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00311">

<sch:rul e context="*[$l SM CAPCO RESOURCE and
util:contai nsAnyOf TheTokens(@sm SClcontrols, ('EL-NK))]">
<sch: assert
test="util:contai nsAnyOf TheTokens(@sm SCl controls, ('EL"))" flag="error">

[ISM 1D 00311][Error] If | SM CAPCO RESOURCE and attribute
SCl control s contains the nane token [ EL- NK],
then it nust also contain the name token [EL].

Human Readabl e: A USA docunent that contains ENDSEAL (EL) -
NONBOCOK conpartnent data nust al so specify that
it contains EL data.
</ sch: assert>
</sch:rul e>
</sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.244 - /IRules/nonlCmarkings/ISM_ID_00313.sch

Rule Description: ISM-ID-00313 [ISM-ID-00313][Error] If nonlICmarkings contains the token [ND]
then the attribute disseminationControls must contain [NF]. Human Readable: NODIS data must
be marked NOFORN.

Code Description: If the nonlICmarkings contains the ND token, then check that the
disseminationControls attribute must have NF specified.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00313">

<sch:rule
context="*[util:contai nsAnyxf TheTokens( @ sm nonl Chmarki ngs, ('ND ))]">
<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm di ssem nationControls, ('NF))"

flag="error">
[ SM 1D 00313][Error] If nonl Charki ngs contains the token [ ND|
t hen the
attribute disseninationControls nust contain [ NF].

Human Readabl e: NODI S data nmust be nmarked NOFORN.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.245 - /IRules/nonlCmarkings/ISM_ID_00314.sch

Rule Description: ISM-ID-00314 [ISM-ID-00314][Error] If nonlICmarkings contains the token [XD]
then the attribute disseminationControls must contain [NF]. Human Readable: EXDIS data must
be marked NOFORN.

Code Description: If the nonlICmarkings contains the ND token, then check that the
disseminationControls attribute must have NF specified.

Schematron Code:

<?|1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avail able for use without restriction.
-->
<sch: pattern id="1SM I D 00314">

<sch:rule
context="*[util:contai nsAnyxf TheTokens( @ sm nonl Cmar ki ngs, ('XD))]">
<sch: assert
test="util:contai nsAnyOf TheTokens( @ sm di ssem nationControls, ('NF))"

flag="error">
[ SM 1D 00314][Error] If nonl Chmarki ngs contains the token [ XD]
t hen the
attribute disseninationControls nust contain [ NF].

Human Readabl e: EXDI S data nmust be nmarked NOFORN.
</sch: assert>
</sch: rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.246 - ./IRules/ownerProducer/ISM_ID 00315.sch

Rule Description: ISM-ID-00315 [ISM-ID-00315][Error] If element meets ISM_CONTRIBUTES
and attribute ownerProducer contains the token [NATO], then attribute declassException must
be specified with a value of [NATO] or [NATO-AEA] on the resourceElement. Human Readable:
Any non-resource element that contributes to the document's banner roll-up and has NATO
Information) must also specify a NATO declass exemption on the banner.

Code Description: In a document that meets ISM_CAPCO_RESOURCE, for each element
which is not the $ISM_RESOURCE_ELEMENT and meets ISM_CONTRIBUTES and specifies
attribute ism:ownerProducer with a value containing the token [NATO], we make sure that
attribute ism:declassExemption on the resource element is specified with a value containing the
token [NATO] or [NATO-AEA].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docurment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00315">

<sch:rul e context="*[not(generate-id(.) = generate-
i d($I SM_RESOURCE_ELEMENT) ) and
util:contributesToRol | up(.) and
$I SM_CAPCO_RESOURCE and
not (@smcl assification="U) and
util:contai nsAnyOxf TheTokens( @ sm owner Producer, ('NATO))]">
<sch: assert
test="util: contai nsAnyf TheTokens($l SM_RESOURCE_ELEVENT/
@ sm decl assException, (' NATO, 'NATO AEA' ))"
flag="error">

[I1SM 1D 00315][Error] If element meets | SM CONTRI BUTES and
attribute

owner Producer contains the token [ NATQ], then attribute
decl assExcepti on

must be specified with a value of [NATQ or [NATO AEA] on the
resour ceEl enment .

Human Readabl e: Any non-resource el enment that contributes to the
docunent's banner roll-up and has NATO | nformation)
nmust al so specify a NATO decl ass exenption on the banner.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.247 - ./IRules/resourceElement/ISM_ID 00316.sch

Rule Description: ISM-ID-00316 [ISM-ID-00316][Error] If ISM_CAPCO_RESOURCE and
attribute declassExemption of ISM_RESOURCE_ELEMENT contains [NATO] then at least one
element meeting ISM_CONTRIBUTES in the document must have a ownerProducer attribute
containing [NATO]. Human Readable: USA documents marked with a NATO declass exemption
must have NATO portions.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:declassExemption is specified with a value
containing the value [NATO], then we make sure that some element meeting
ISM_CONTRIBUTES specifies attribute ism:ownerProducer with a value containing [NATO].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00316">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and

util:contai nsAnyOf TheTokens( @ sm decl assException, ('NATO))]">
<sch: assert test="index-
of ($par t Omner Producer _t ok, ' NATO ) &gt; 0" flag="error">
[1SM 1D 00316][Error] USA docunments narked with a NATO decl ass
exenpti on nust have NATO portions.
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
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2.248 - ./IRules/resourceElement/ISM_ID 00317.sch

Rule Description: ISM-ID-00317 [ISM-ID-00317][Error] If ISM_CAPCO_RESOURCE and
attribute declassExemption of ISM_RESOURCE_ELEMENT contains [NATO-AEA] then at least
one element meeting ISM_CONTRIBUTES in the document must have a ownerProducer
attribute containing [NATO] and one portion containing ism:atomicEnergyMarkings. Human
Readable: USA documents marked with a NATO-AEA declass exemption must have at lease
one NATO portion and one portion that contains Atomic Energy Markings.

Code Description: If the document is an ISM_CAPCO_RESOURCE, the current element is the
ISM_RESOURCE_ELEMENT, and attribute ism:declassExemption is specified with a value
containing the value [NATO-AEA], then we make sure that some element meeting
ISM_CONTRIBUTES specifies attribute ism:ownerProducer with a value containing [NATO] and
ism:atomicEnergyMarkings.

Schematron Code:

<?l1 CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00317">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
util:contai nsAnyOf TheTokens( @ sm decl assException, (' NATO-AEA ))]">

<sch: assert test="index-
of ($part Owner Producer _t ok, ' NATO ) &gt ; 0 and
count ( $part At omi cEner gyMar ki ngs_t ok) &gt ; 0"
flag="error">
[1SM 1D 00317][Error] USA docurments marked with a NATO AEA
decl ass exenption nust have at | ease one NATO portion
and one portion that contains Atonic Energy Markings.
</ sch: assert>
</ sch:rul e>
</sch: pattern>
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2.249 - ./IRules/resourceElement/ISM_ID 00318.sch

Rule Description: ISM-ID-00318 [ISM-ID-00318][Error] Rollup compiliation does not meet
CAPCO guidance.

Code Description: Where an element is the resource element and contains the
@ism:releasableTo attribute check that the values specified meet minimum rollup conditions.
Check all contributing portions against the banner for the existence of common countries
ensuring that the countries in the banner are the intersection of all contributing portions. The
tetragraphs for TEYE, ACGU, and FVEY will be decomposed into their representative countries.
All other tetragraphs will be treated as a wildcard of all countries since the membership is not
known. Once the minimum possibility of intersecting countries is determined the rule checks that
there is not a portion for which the banner is not a subset. Then it checks for the case of no
common countries that can be rollup up to the resource element. There is a check that if the
banner countries are a subset of the common countries that a compilationReason is specified. If
compilationReason is not specified then the banner releasableTo countries must be the set of
common countries from all contributing portions.

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai |l abl e for use without restriction.
-->
<sch:pattern id="1SMI|D 00318">

<sch:rul e context="*[generate-id(.) = generate-
i d( $| SM_RESOURCE_ELEMENT) and @smrel easabl eTo] ">
<sch:let name="nsg"
value="'[1SM | D 00318][Error] Rollup
conpi | ati on does not neet CAPCO gui dance. '"/>
<sch:l et nane="result"

al ue="util: checkRel ToPorti onsAgai nst Banner AndGet CormonCountri es(@sm r el easab
| eTo, $partTags)"/>
<sch: assert
test="if($result[1]=" BANNER_NOT_A SUBSET_OF_ A PORTI ON ) t hen
fal se() el se true()"
flag="error">
<sch: val ue-of sel ect="$msg"/> There exists a portion
ith @smrel easabl eTo in this docunent for which
this banner @smrel easabl eTo is not a subset.
</ sch: assert>
<sch: assert test="if(count(tokenize(string($result),
' ")) =0) then fal se() else true()"
flag="error">
<sch:val ue-of sel ect="$msg"/> The banner cannot have
@ sm rel easabl eTo because
there is no conmon country in @smrel easabl eTo for the
contri buting portions.
</ sch: assert>
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<sch: assert
test="if(not(util:containsSpecial Tetra(@smrel easabl eTo)) and

@ sm conpi | ati onReason) t hen
util: bannerl sSubset (@smrel easabl eTo, $result) el se
true()"

flag="error">
<sch:val ue-of sel ect="%$msg"/> The banner

@smrel easabl eTo nust be a subset

of the common countries for contributing portions because
@ sm conpi | ati onReason

is specified. Common countries: [<sch:value-of select="$result"/
>] .

</sch: assert >
<sch: assert

test="if(not(util:containsSpecial Tetra(@smrel easabl eTo)) and

not (@ sm conpi | ati onReason)) t hen

util:bannerl sSubset (@smrel easabl eTo, $result) and

util:bannerlsSubset ($result, @smrel easabl eTo) el se
true()"

flag="error">
<sch: val ue-of sel ect="$msg"/> The banner
@ smrel easabl eTo nust be equal to
the set of the conmon countries because @sm conpil ati onReason i s
not specified.
Common countries: [<sch:val ue-of select="%$result"/>].
</ sch: assert>

</sch:rul e>
</sch: pattern>
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2.250 - ./IRules/resourceElement/ISM_ID 00319.sch

Rule Description: ISM-ID-00319 [ISM-ID-00319][Error] If attribute releasableTo is specified, then
it must contain more than a single token.

Code Description: If a portion specifies attribute releasableTo, then we make sure the token
count is greater than 1.

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00319">

<sch:rule context="*[ @smrel easabl eTo and
$I SM_CAPCO_RESOURCE] " >
<sch: assert test="count(tokenize(nornalize-
space(string(@smrel easabl eTo)), ' ')) &gt; 1"
flag="error">
[ SM 1D 00319][Error] If attribute rel easabl eTo is specified,
then it nust
contain nore than a single token.
</sch: assert >
</sch:rul e>
</ sch: pattern>
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2.251 - ./IRules/resourceElement/ISM_ID 00320.sch

Rule Description: ISM-ID-00320

Code Description:

Schematron Code:

<?I CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunent has been approved for Public Release and is
avai l able for use without restriction.

-->
<sch: pattern id="1SM | D 00320">

<sch:rul e context="*[generate-id(.) = generate-
i d( $1 SM_RESOURCE_ELEMENT) and (@smrel easabl eTo
or @smdisplayOnlyTo)]">
<sch:l et nane="result"

al ue="util:checkDi spl ayToPorti onsAgai nst Banner AndGet ConmonCountries(util:getD
i spl ayToCountries(.), $partTags)"/>
<sch: assert
test="if($result[1]=" BANNER_NOT_A SUBSET_OF_ A PORTI ON ) t hen
fal se() el se true()"
flag="error">
[1SM 1D 00320][Error] There exists a portion with the conbination
of @smrel easabl eTo and @sm di spl ayOnlyTo in this docunent for which
this banner @smrel easabl eTo conbined with the banner
@smrel easabl eTo i s not a subset
</ sch: assert>
<sch: assert test="if(count(tokenize(string($result),
" '))=0) then fal se() el se true()"
flag="error">
[1SM 1D 00320][Error] The banner cannot have @sm di splayOnlyTo

there is no conmon country in the contributing portions.
</ sch: assert>
<sch: assert
test="if(not(util:containsSpecial Tetra(util:getD splayToCountries(.))) and

@ sm conpi | ati onReason) t hen
util:bannerlsSubset (util:getDi splayToCountries(.),
$resul t) else true()"

flag="error">
[1SM 1D 00320][Error] The banner @smrel easabl eTo and
@ sm di spl ayOnl yTo nust be a subset
of the common countries for contributing portions because
@ sm conpi | ati onReason
is specified. Common countries: [<sch:value-of select="$result"/
>] .
</sch: assert >
<sch: assert
test="if(not(util:containsSpecial Tetra(util:getDi splayToCountries(.))) and
not (@ sm conpi | ati onReason)) t hen
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util:bannerl sSubset (util:getDi splayToCountries(.), $result) and
util:banner| sSubset ($result,
util:getDi splayToCountries(.)) else true()"
flag="error">
[1SM 1D 00320][Error] The banner @smrel easabl eTo and
@ sm di spl ayOnl yTo nust be
equal to the set of common countries for contributing portions
because @ sm conpil ati onReason
is not specified. Common countries: [<sch:val ue-of
sel ect ="$result"/>].
</sch: assert >
</sch:rul e>
</ sch: pattern>

This document has been approved for Public Release by the Office of the Director of
National Intelligence. See 'Distribution Notice' for details.
UNCLASSIFIED 256



UNCLASSIFIED
ISM Schematron Guide 10 April 2013

2.252 - ./IRules/atomicEnergyMarkings/ISM_ID 00321.sch

Rule Description: ISM-ID-00321 [ISM-ID-00321][Error] If ISM_CAPCO_RESOURCE, then
tokens [RD] and [FRD] are mutually exclusive for attribute atomicEnergyMarkings. Human
Readable: RD and FRD are mutally exclusive and cannot be commingled in a portion mark or in
the banner line.

Code Description: This rule uses an abstract pattern to consolidate logic. If the document is an
ISM-CAPCO-RESOURCE, for each element which has attribute ism:atomicEnergyMarkings
specified with a value containing the token [RD] or [FRD], we make sure that attribute
ism:disseminationControls is specified with a value containing only one of the tokens [RD] or
[FRD].

Schematron Code:

<?l CEA pattern?><!-- Notices - Distribution Notice:
Thi s docunment has been approved for Public Release and is
avai l able for use without restriction.
-->
<sch: pattern id="1SM I D 00321" is-a="MuituallyExclusiveAttributeVal ues">

<sch: par am nanme="cont ext"
val ue="*[ $I SM_CAPCO_RESOURCE and
util:contai nsAnyxf TheTokens( @ sm at om cEnergyMarkings, ('"RD, '"FRD ))]"/>
<sch: param nane="at tr Val ue"

al ue=" @ sm at oni ceEner gyMar ki ngs"/ >
<sch: param name="nut ual | yExcl usi veTokenLi st" val ue="('RD ,

' FRD )"/ >
<sch: param nane="err Msg"
val ue="" [ISM 1D 00321])[Error] If
| SM_CAPCO RESOURCE, then tokens [RD] and [FRD] are nutually
excl usive for attribute atom cEnergyMarki ngs. Human
Readabl e: RD and FRD are nutally excl usive and cannot be conm ngl ed
in a portion mark or in the banner |ine. >
</ sch: pattern>
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Chapter 3 - Abstract Patterns

All of the Abstract Patterns for ISM are listed in this section. These patterns may depend
strongly on variables defined in the Schematron Schema section.
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3.1 - .//ILib/AttributeContributesToRollup.sch

Rule Description: AttributeContributesToRollup

Code Description: If the document is an ISM_CAPCO_RESOURCE and an element meeting
ISM_CONTRIBUTES specifies attribute ism:$attrLocalName with a value containing the token
[$value], then we make sure that the ISM_RESOURCE_ELEMENT specifies the attribute ism:
$attrLocalName with a value containing the token [$value].

Schematron Code:

<sch: pattern abstract="true" id="AttributeContributesToRol | up">

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
( sone $ele in $partTags
satisfies util:contai nsAnyOf TheTokens($el e/ @sm
$Sattr Local Nare, (' $val ue')) )] ">
<sch:assert test="util:contai nsAnyXf TheTokens( @ sm
$attrLocal Name, (' $value'))"
flag="error">
<sch: val ue- of sel ect="3$error Message"/ >
</ sch: assert >
</ sch:rul e>
</ sch: pattern>
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3.2 - ./ILib/
AttributeContributesToRollupWithClassification.sch

Rule Description: AttributeContributesToRollupWithClassification

Code Description: If the document is an ISM_CAPCO_RESOURCE, and the
ISM_RESOURCE_ELEMENT specifies attribute ism:classification with a value of
$resourceElementClassificationan element meeting ISM_CONTRIBUTES specifies attribute
ism:$attrLocalName with a value containing the token [$value], then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute ism:$attrLocalName with a value
containing the token [$value].

Schematron Code:

<sch: pattern abstract="true"
i d="AttributeContributesToRoll upWthd assification">

<sch:rul e
cont ext ="*[ $| SM_CAPCO_RESOQURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
util:contai nsAnyOf TheTokens( @ sm cl assi fication,
(' $resourceEl ement G assification')) and
sone $ele in $part Tags

util:contai nsAnyO TheTokens($el e/ @sm
, (" $value')) )=
<sch: assert test="util:contai nsAnyOf TheTokens( @ sm
, ("$value'))"

flag="error">
<sch: val ue-of sel ect="%error Message"/ >
</ sch: assert >
</ sch:rul e>
</sch: pattern>
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3.3 - ./ILib/AttributeContributesToRollupWithException.sch

Rule Description: AttributeContributesToRollupWithException

Code Description: If the document is an ISM_CAPCO_RESOURCE and an element meeting
ISM_CONTRIBUTES specifies attribute ism:$attrLocalName with a value containing the token
[$value] and the exception value(s) are not present, then we make sure that the
ISM_RESOURCE_ELEMENT specifies the attribute ism:$attrLocalName with a value
containing the token [$value].

Schematron Code:

<sch: pattern abstract="true"
i d="AttributeContributesToRol |l upWthException">

<sch:rule
cont ext ="*[ $1 SM_CAPCO_RESOQURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and not (sonme $ele in
Spart Tags satisfies
util:contai nsAnyOf TheTokens( $el e/ @ sm $except Attr Local Nane,
(' $except Val ue')) ) and
( sone $ele in $part Tags

satisfies util:contai nsAnyOf TheTokens($el e/ @sm
$Sattr Local Nare, (' $val ue')) )] ">
<sch:assert test="util:contai nsAnyXf TheTokens( @ sm
$SattrLocal Name, (' $value'))"
flag="error">
<sch: val ue- of sel ect="3$error Message"/ >
</ sch: assert >
</ sch:rul e>
</ sch: pattern>
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3.4 - //Lib/AttributeValueDeprecatedError.sch

Rule Description: AttributeValueDeprecatedError
Code Description:

Schematron Code:

<sch: pattern abstract="true" id="Attri buteVal ueDeprecatedError">
<sch:rul e context="$context">
<sch: assert
t est =" count ( dvf : depr ecat ed( string(@sm $attrNane),
docurent (' ../../CVE/ | SM $cveNane. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./
@lepr ecat ed] , $I SM_RESOURCE_CREATE_DATE, true()) ) =0"
flag="error">
[ <sch:val ue-of select="%ruleld"/>][Error] For attribute
<sch: val ue-of sel ect="%attrNane"/>, val ue(s)
<sch: val ue-of sel ect =" dvf: deprecat ed( string(@sm
$at t r Nane) , docunent ('../../CVE/ | SM $cveNane. xm ')/ /cve: CVE/
cve: Enuner ati on/ cve: Ter nf @lepr ecat ed] , $I SM_RESOURCE_CREATE_DATE,
true())"/>
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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3.5 - ./ILib/AttributeValueDeprecatedWarning.sch

Rule Description: AttributeValueDeprecatedWarning
Code Description:

Schematron Code:

<sch: pattern abstract="true" id="AttributeVal ueDeprecat edWarni ng">
<sch:rul e context="$context">
<sch: assert test="
dvf: deprecat ed( string(@sm $attrNane),
"../../CVE/I SM $cveNane. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni./
, $I SM_RESOURCE_CREATE_DATE, fal se() ) ) =0"
fl ag="war ni ng" >
[ <sch:val ue-of select="$ruleld"/>][Warning] For attribute
<sch: val ue-of sel ect="%attrNane"/>, val ue(s)
<sch: val ue-of sel ect =" dvf: deprecat ed( string(@sm
$at t r Nane) , docunent (' ../../CVE/ | SM $cveNane. xm ')/ /cve: CVE/
cve: Enuner ati on/ cve: Ter nf @lepr ecat ed] , $I SM_RESOURCE_CREATE_DATE,
fal se()) ">
</ sch: assert>
</ sch:rul e>
</sch: pattern>
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3.6 - ./ILib/DataHasCorrespondingNotice.sch

Rule Description: DataHasCorrespondingNotice
Code Description:

Schematron Code:

<sch: pattern abstract="true" id="DataHasCorrespondi ngNotice">
<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contributesToRol |l up(.) and util:contai nsAnyOf TheTokens($at t r Val ue,
($noticeType))]">
<sch: assert test=" sone $el emin $part Tags
satisfies (el enf @sm noti ceType] and
util:contai nsAnyOf TheTokens($el eml @sm noti ceType, ($noticeType)) and not
($el eml @ sm ext ernal Notice=true()))"
flag="error">

[ <sch:val ue-of select="%ruleld"/>][Error]

I f 1 SM CAPCO RESOURCE, any el ement neeting | SM CONTRI BUTES in

t he docunent has the attribute <sch:val ue-of sel ect="%attrNanme"/>

[ <sch: val ue- of sel ect="%noticeType"/>], then sone el enent
nmeeting | SM CONTRI BUTES i n the docunent MJST have attribute
noti ceType contai ning [ <sch:val ue-of sel ect="%noticeType"/>].

Human Readabl e:
USA docunents contai ni ng <sch: val ue-of sel ect ="$noti ceType"/>
data nust al so have an <sch: val ue-of sel ect="%noticeType"/>
notice.
</ sch: assert>
</sch:rul e>
</ sch: pattern>
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3.7 - ./I[Lib/DataHasCorrespondingNoticeWithException.sch

Rule Description: DataHasCorrespondingNotice WithException
Code Description:

Schematron Code:

<sch: pattern abstract="true"
i d="Dat aHasCor r espondi ngNot i ceW t hExcepti on">
<sch:rule
cont ext ="*[ $| SM_CAPCO_RESOURCE and
util:contributesToRol | up(.) and util:contai nsAnyOf TheTokens($att r Val ue,
($noticeType)) and not (util:contai nsAnyOrf TheTokens( $except At tr Val ue,
($except Noti ceType)))]">
<sch: assert test=" sone $elemin $part Tags
satisfies (el enf @sm noti ceType] and
util:contai nsAnyOf TheTokens($el eml @sm noti ceType, ($noticeType)) and not
($el em @sm external Notice=true()))"
flag="error">

[ <sch:val ue-of select="%ruleld"/>][Error]

I f 1 SM CAPCO RESOURCE, any el ement neeting | SM CONTRI BUTES in

t he docunent has the attribute <sch:val ue-of select="$attrNane"/>

[ <sch: val ue- of sel ect="%noticeType"/>], then sone el enent
nmeeting | SM CONTRI BUTES i n the docunent MJUST have attribute
noti ceType contai ning [ <sch:val ue-of sel ect="%noticeType"/>].

Human Readabl e:
USA documents contai ni ng <sch: val ue-of sel ect ="$noti ceType"/>
data nust al so have an <sch: val ue-of sel ect="%$noticeType"/>

</ sch: assert >
</sch:rul e>
</ sch: pattern>
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3.8 - ./ILib/MutuallyExclusiveAttributeValues.sch
Rule Description: MutuallyExclusiveAttributeValues
Code Description:

Schematron Code:

<sch: pattern abstract="true" id="MituallyExcl usiveAttributeVal ues">
<sch:rul e context="$context">
<sch: assert test=" count ( for $token in
t okeni ze(nornel i ze-space(string($attrValue)),' ') return i f($token =
$nut ual | yExcl usi veTokenLi st) then 1 el se nul | ) = 1"

fl ag="warni ng">
<sch: val ue- of sel ect ="S$errMsg"/ >
</ sch: assert >
</ sch:rul e>
</sch: pattern>
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3.9 - ./ILib/NonCompilationDocumentRollup.sch

Rule Description: NonCompilationDocumentRollup

Code Description: If ISM_CAPCO_RESOURCE and attribute $attrLocalName of
ISM_RESOURCE_ELEMENT has a value of [$value] and attribute ism:compilationReason does
not have a value, then we make sure that at least one element meeting ISM_CONTRIBUTES
specifies attribute $attrLocalName with a value of [$value].

Schematron Code:

<sch: pattern abstract="true" id="NonConpil ati onDocunent Rol | up" >

<sch:rul e
cont ext =" *[ $| SM_CAPCO_RESOURCE and generate-id(.) =
gener at e- i d( $| SM_RESOURCE_ELEMENT) and
util:contai nsAnyOf TheTokens( @ sm $attr Local Nane,
(" $val ue')) and string-1ength(normalize-
space(@sm conpi | ati onReason)) = 0]">
<sch: assert test=" sonme $el e in $part Tags
satisfies util:contai nsAnyOf TheTokens($el e/ @sm $attrLocal Nane,
(' $value'))"
flag="error">
<sch: val ue-of sel ect="%error Message"/ >
</ sch: assert>
</sch:rul e>
</sch: pattern>
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3.10 - .//[Lib/NoticeHasCorrespondingData.sch

Rule Description: NoticeHasCorrespondingData
Code Description:

Schematron Code:

<sch: pattern abstract="true" id="NoticeHasCorrespondi ngData">
<sch: rul e context="*[$l SM_ CAPCO_RESOURCE and
util:contributesToRol lup(.) and not
(@sm external Notice=true()) and
util:contai nsAnyOf TheTokens( @ sm noti ceType, ($dataType))]">
<sch: assert test=" i ndex- of ($dat aTokenLi st

$dat aType) &gt ; 0" flag="error">

[ <sch:val ue-of select="$ruleld"/>][Error]

I f | SM CAPCO RESOURCE and any el enment neeting

| SM_CONTRI BUTES i n the docunent has the attribute noticeType

cont ai ni ng [ <sch: val ue-of sel ect ="$dat aType"/>], then sone el enent

nmeeting | SM CONTRI BUTES i n the docunent MJST have attribute
<sch: val ue-of sel ect="%attrName"/> cont ai ni ng
[ <sch:val ue-of sel ect ="$dat aType"/>].

Human Readabl e: USA docunents contai ni ng an <sch: val ue- of
sel ect =" $dat aType"/ >
notice nust al so have <sch: val ue-of sel ect ="$dat aType"/> dat a.
</sch: assert >
</ sch:rul e>
</ sch: pattern>
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3.11 - .//Lib/ValidateTokenValuesExistencelnList.sch

Rule Description: ValidateTokenValuesExistencelnList
Code Description:

Schematron Code:

<!--
This abstract pattern checks to see if an attribute of an el enent exists
in alist or matches the pattern defined by the |ist.

$cont ext := the context in which the searchVal ue exists
$searchTernlList := the set of values which you want to verify is in the

$li st :=the list in which to search for the searchVal ue
= the error nessage text to display when the assertion

Exanpl e usage:
<sch: pattern is-a="ValidateVal uekxi stencel nList" id="IRM | D _00027"
xm ns: sch="http://purl.oclc.org/dsdl/schematron">
<sch: param nanme="context" val ue="@smrel easabl eTo"/>
<sch: param nane="searchTer nLi st" val ue="."/>
<sch: param nanme="1ist" val ue="$rel easabl eToLi st"/>
<sch: param nanme="err Msg" val ue=""'
[ SM 1D 00265][Error] Any @smrel easabl eTo mnust
be a val ue in CVEnum SMRel To. xmi .
Ce s
</ sch: pattern>

Not e: $i so4217TrigraphList is defined in the nmain docunent, |RM XM. xn .

-->
<sch: pattern abstract="true" id="ValidateTokenVal ueskxi stencel nLi st">

<sch: rul e context="%$context">
<sch: assert test="every $searchTermin
t okeni ze(nornal i ze- space(string($searchTerniist)), ' ')
satisfies $searchTerm = $list or
(sone $listTermin $list satisfies (matches(nornalize-space($searchTerm,
concat (' ,$listTerm'$')))) "
flag="error">
<sch: val ue-of sel ect="$errMsg"/>
</ sch: assert >
</sch:rul e>
</ sch: pattern>
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3.12 - .//[Lib/ValidateValueExistencelnList.sch

Rule Description: ValidateValueExistencelnList
Code Description:

Schematron Code:

<!--
This abstract pattern checks to see if an attribute of an el enent exists
inalist.

the context in which the searchVal ue exists

the val ue which you want to verify is in the |ist

the list in which to search for the searchVal ue

the error nessage text to display when the assertion fails

$cont ext
$searchTerm
$li st

$err Msg

Exanpl e usage:
<sch: pattern is-a="ValidateVal uekxi stencel nList" id="IRM | D _00027"
xm ns: sch="http://purl.oclc.org/dsdl/schematron">
<sch: param name="context" val ue="//
i rm CountryCode[ @rm vocabul ary="FIPS ]"/>
<sch: param nanme="searchTernt val ue="."/>
<sch: param nane="1ist" val ue="$cover ageFi psDi graphLi st"/>
<sch: param nanme="err Msg" val ue=""
[ RM 1 D 00027] [Error]
If element CountryCode has attribute vocabul ary specified as FIPS
the el enent val ue nust be in CVEnuml RMCover ageFl PSDi gr aph. xm .
Ce s
</ sch: pattern>

Not e: $i so4217TrigraphList is defined in the main docunent, |RM XM. xmn .
- - >
<sch: pattern abstract="true" id="ValidateVal uekxi stencel nLi st">

<sch:rul e context="3%context">
<sch: assert test=" sone $token in $li st
$t oken = $searchTerm "
flag="error">
<sch: val ue- of sel ect="%errMsg"/ >
</ sch: assert >
</sch:rul e>
</sch: pattern>
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3.13 - ./[Lib/ValuesOrderedAccordingToCve.sch

Rule Description: ValuesOrderedAccordingToCve

Code Description: To perform sorting, each attribute token is converted into a numerical value
based on its characters. Next, each attribute token is given an order number, which compares
its position to that of its value in the CVE file. Next, each order number is compared to that of its
previous sibling to determine if the tokens are in order. If a token is found whose order number
is less than that of its previous sibling, O is returned for its sorted order number. If a token's
order number is greater than that of its previous sibling, 1 is returned. If two tokens have the
same order number, their original attribute values are compared. If the original attribute value
contains numbers then the comparison is made on its converted numerical value; otherwise, the
comparison is made on its string value. If an attribute value is found whose value is less than
that of its previous sibling, O is returned for its sorted order number; otherwise 2 is returned.
Finally, if any tokens are found with O as its sorted order number, then the rule fails as those
tokens are out of order.

Schematron Code:

<sch: pattern abstract="true" id="Val uesOrderedAccordi ngToCve">

<sch:rul e context="*[$l SM CAPCO RESOURCE and @sm
$att r Local Nane] " >

<l-- Convert each character to a nunerical value, then concatenate the
results to forma nunber-string -->
<sch: assert test="count(tokenize(util:unsortedVal ues(@sm $attrLocal Nane,
$cveTernList),' ')) = 0"
flag="error">
<sch: val ue- of sel ect="%error Message"/ >
The follow ng values are out of order [<sch:val ue-of
sel ect ="util:unsortedVal ues(@sm $attrLocal Nane, $cveTernlist)"/>] for
[ <sch:val ue-of select="@sm $attrLocal Name"/ >]
</sch: assert >
</sch:rul e>
</ sch: pattern>
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Chapter 4 - Schematron Schema

The top level Schematron file for ISM is in this section. This file imports all of the others and also
defines many global variables they are all dependent on.
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4.1 - /ISM_XML.sch

Rule Description: This is the root file for the ISM Schematron rule set. It loads all of the required
CVEs declares some variables and includes all of the Rule .sch files.

Code Description: This is the root file for the ISM Schematron rule set. It loads all of the required
CVEs declares some variables and includes all of the Rule .sch files.

Schematron Code:

<?| CEA master ?><!-- UNCLASSI FIED --><!-- Notices - Distribution Notice:
Thi s docunent is being nade available by the Intelligence
Communi ty Chief Information Oficer
to Federal, State, Local, Tribal, and Foreign Partners and
associ ated contractors. Approval for
any further distribution nust be coordinated via the Intelligence
Communi ty Chief Information
Oficer, Mssion Engagenent Division at standardssupport @ni. gov--
><!-- WARNI NG
Once compiled into an XSLT the result wll
be the aggregate classification of all the CVES
and included .sch files
- - >
<sch: schema xm ns: cve="urn: us:gov:ic:cve" xmns:xsl="http://ww.w3. org/
1999/ XSL/ Tr ansf or ni'
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schena"
quer yBi ndi ng="xsl t 2" >
<sch:ns uri="urn:us:gov:ic:ism prefix="isn/>
<sch:ns wuri="urn:us:gov:ic:cve" prefix="cve"/>
<sch:ns uri ="deprecated: val ue: function" prefix="dvf"/>
<sch:ns uri="urn;us:gov:ic:ismxsl:util" prefix="util"/>

<l-- (U Abstract Patterns -->
<sch:include href="Lib/AttributeContributesToRol |l up.sch"/>
<sch:include href="Lib/
ttributeContributesToRol | upWt hException. sch"/>
<sch:include href="Lib/
ttributeContributesToRol |l upWthd assification.sch"/>
<sch:include href="Lib/AttributeVal ueDeprecat edError.sch"/>
<sch:include href="Lib/
ttri but eVal ueDepr ecat edWar ni ng. sch"/ >
<sch:incl ude href="Li b/ Dat aHasCor r espondi ngNoti ce. sch"/ >
<sch:include href="Lib/
Dat aHas Cor r espondi ngNot i ceW t hExcepti on. sch"/ >
<sch:include href="Lib/
Mut ual | yExcl usi veAttri but eval ues. sch"/ >
<sch:include href="Li b/ NonConpi |l ati onDocunent Rol | up. sch"/ >
<sch:include href="Li b/ NoticeHasCorrespondi ngDhat a. sch"/ >
<sch:include href="Lib/ TypeConstrai ntPatterns.sch"/>
<sch:include href="Lib/ValidateVal uekxi st encel nLi st. sch"/>
<sch:include href="Lib/
Val i dat eTokenVal uesExi st encel nLi st. sch"/ >
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<sch:include href="Lib/Val uesOrderedAccor di ngToCve. sch"/ >

<I-- (U Resources -->
<sch: |l et nane="countriesList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMOwner Pr oducer. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni cve: Val ue"/ >
<sch:l et nane="cl assificationAllList"
val ue="docunent('../../CVE/ | SM
CVEnum SMCl assi ficationAll.xm"')//cve: CVE/ cve: Enunerati on/ cve: Ter nl
cve: Val ue"/ >
<sch:l et nane="cl assificationUSLi st"
val ue="docunent('../../CVE/ | SM
CVEnum SMCl assi ficationUS. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Ternf cve: Val ue"/ >
<sch:l et nane="owner ProducerList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMOwner Producer. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Terni cve: Val ue"/ >
<sch:l et nane="decl assExcepti onLi st"
val ue="docunent ('../../CVE/ | SM CVEnum SM25X. xm ")/ /
cve: CVE/ cve: Enuner ati on/ cve: Ternf cve: Val ue"/ >
<sch: | et name="FQ sour ceCpenLi st"
val ue="docunent ('../../CVE/ | SM
CVEnum SMFG Open. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch: |l et nane="Fd sourceProt ect edLi st"
val ue="docunent('../../CVE/ | SM
CVEnum SMFG Prot ected. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ter nf cve: Val ue"/ >
<sch: | et name="nonl Cmar ki ngsLi st"
val ue="docunent ('../../CVE/ | SM
CVEnum SMNonl C. xm ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch:l et nane="rel easabl eToLi st"
val ue="docunent('../../CVE/ | SM
CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enumer ati on/ cve: Ter nf cve: Val ue"/ >
<sch:l et nane="SCl control sLi st"
val ue="docunent ('../../CVE/ | SM
CVEnum SMSCI Control s. xm ')/ /cve: CVE/ cve: Enunerati on/ cve: Term cve: Val ue"/ >
<sch:l et nane="SARl dentifierlList"
val ue="docunent ('../../CVE/ | SM CVEnum SMSAR. xm ")/ /
cve: CVE/ cve: Enuner ati on/ cve: Ternf cve: Val ue"/ >
<sch:l et nane="validAttributeList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMAttri butes.xml ')/ /cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >
<sch:l et nane="val i dEl enentList"
val ue="docunent('../../CVE/ | SM
CVEnum SMEl enent s. xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch:l et nane="noticelList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMNoti ce. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >
<sch:l et nane="nonUSControl sList"
val ue="docunent('../../CVE/ | SM
CVEnum SMNonUSControl s. xm ")/ /cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch: |l et name="conpliesWthList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMConpl i esWth.xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >
<sch: | et nanme="at oni cEner gyMar ki ngsLi st"
val ue="docunent('../../CVE/ | SM
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CVEnum SMVAt oni cEner gyMar ki ngs. xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Ternl
cve: Val ue"/ >
<sch:l et nane="di spl ayOnl yToLi st"
val ue="docunent('../../CVE/ | SM
CVEnum SMRel To. xm ')/ /cve: CVE/ cve: Enumer ati on/ cve: Ter nf cve: Val ue"/ >
<sch: | et name="pocTypelList"
val ue="docunent ('../../CVE/ | SM
CVEnum SMPocType. xm ')/ /cve: CVE/ cve: Enuner ati on/ cve: Term cve: Val ue"/ >

<I-- (U Resources that may include FOUO val ues -->
<sch: | et nane="di ssem nati onControl sLi st"
val ue="docunent ('../../CVE/ | SM
CVEnum SMDi ssem xml ')/ / cve: CVE/ cve: Enuner ati on/ cve: Terni cve: Val ue"/ >

<! - - SIS TSTs- - D
<l-- (U Universal Lets -->
<! - - ST - D>
<!-- | SM RESOCURCE_ELEMENT (node): The first elenent with attribute
i smresourceEl enent="true'" -->

<sch: | et nane="|SM RESOURCE_EL EMENT"
val ue="(for $each in (//*) return if($each/
@ sm resourceEl enent=true()) then $each else null)[1]"/>

<I-- (U | SM RESOURCE CREATE DATE (date): The date a
Resource was created, or the ismcreateDate attribute on the
| SM_RESOURCE_ELEMENT node. -->
<sch: |l et nanme="|SM RESOURCE CREATE DATE" val ue="$l SM RESOURCE ELEMENT/
@ sm createDate"/>

<I-- (U | SM CAPCO RESOURCE (bool ean): True if the resource
is a CAPCO applicable resource, or the ism ownerProducer attribute on the
| SM_RESOURCE_ELEMENT node contains [USA]. Fal se otherw se. -->
<sch: |l et name="1SM CAPCO RESOURCE"
val ue="i ndex- of (t okeni ze(nornal i ze-
space(string($l SM_ RESOURCE_ELEVENT/ @ sm owner Producer)), ' '),"'USA') &gt; 0"/>

<l-- (U |SM. | CDOCUMENT_APPLI ES (bool ean): True if the
docurent clains conpliance rules for an |IC Docunent, or if the
ismconpliesWth attribute of the | SM RESOURCE_ELEMENT node cont ai ns
[ 1 CDocunent]. Fal se otherw se. -->
<sch:l et name="1SM | CDOCUMENT_APPL| ES"
val ue=" (i ndex- of (t okeni ze(nornal i ze-

space(string($l SM_ RESOURCE_ELEMENT/ @ sm conpliesWth)), ' '),"'1CDocunment' )
&gt; 0) or i ndex- of (t okeni ze(nornal i ze-

space(string($l SM RESOURCE_ELEMENT/ @ sm conpliesWth)), ' '),"Intel Report' )
&gt; 0"/ >

<sch: | et nanme="|SM | NTELREPORT APPLI| ES"
val ue="i ndex- of (t okeni ze(normal i ze-
space(string($l SM RESOURCE_ELEMENT/ @sm conpliesWth)), ' '),"'Intel Report')
&gt ; 0"/ >

<l-- (U) |SM DOD5230_24_APPLIES (bool ean): True if the
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docurent cl ai ns conpliance with DoD5230.24, or if the
ismconpliesWth attribute of the | SM RESOURCE_ELEMENT node cont ai ns
[ DoD5230. 24] . Fal se ot herwi se. -->
<sch:l et name="1SM DOD5230_24 APPLI| ES"
val ue="i ndex- of (t okeni ze(nornal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm conpliesWth)), ' '),' DoD5230.24")
&gt; 0"/ >

<I-- (U |SM ORCON POC DATE (date): The date after which a
poi nt-of -contact is required for all docunents containing ORCON data -->
<sch: |l et nane="1SM ORCON_POC DATE" val ue="xs:date('2011-03-11"')"/>

<l-- (U Get Banner Attributes -->
<sch: |l et name="bannerC assification"
val ue="nornal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm cl assification))"/>
<sch: |l et nane="banner D ssem nati onControl s"
val ue="nornmal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm di sseni nationControls))"/>
<sch: | et name="banner D spl ayOnl yTo"
val ue="nornal i ze-
space(string($l SM_ RESOURCE_ELEVENT/ @ sm di spl ayOnl yTo) )"/ >
<sch: | et nanme="banner Nonl Cmar ki ngs"
val ue="normal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm nonl Cmar ki ngs) )"/ >
<sch: | et name="banner FA sour ceQpen"
val ue="nornal i ze-
space(string($l SM_ RESOURCE_ELEVMENT/ @ sm FG sour ceCpen) )"/ >
<sch: | et nane="banner FG sour cePr ot ect ed"
val ue="normal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm FA sour ceProtected))"/>
<sch: | et name="banner Rel easabl eTo"
val ue="nornal i ze-
space(string($l SM_ RESOURCE_ELEVENT/ @ sm r el easabl eTo) )"/ >
<sch: |l et nane="banner SCl control s"
val ue="normal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm SCl controls))"/>
<sch: | et name="banner Noti ce"
val ue="nornal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm noti ceType))"/>
<sch: | et nanme="banner At om cEner gyMar ki ngs"
val ue="nornmal i ze-
space(string($l SM RESOURCE_ELEMENT/ @ sm at omi cEner gyMar ki ngs) )"/ >

<l-- (U Tokenize Banner Attributes -->
<sch:l et name="banner D sseni nati onControl s_t ok"
val ue="t okeni ze(normal i ze-
space(string($bannerDi ssem nationControls)), ' ")"/>
<sch: |l et nane="bannerDi spl ayOnl yTo_t ok"
val ue="t okeni ze(nornal i ze-
space(string($bannerDi spl ayOnlyTo)), ' ')"/>
<sch: | et name="banner Nonl Crar ki ngs_t ok"
val ue="t okeni ze(normal i ze-
space(string($banner Nonl Crarkings)), ' ')"/>
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<sch: | et name="banner FA sour ceCpen_t ok"
val ue="t okeni ze(nornal i ze-
space(string($banner FA sourceOpen)), ' ')"/>
<sch: | et name="banner FA sour ceProt ect ed_t ok"
val ue="t okeni ze(nornal i ze-
space(string($banner FA sourceProtected)), ' ')"/>
<sch: | et nane="banner Rel easabl eTo_t ok"
val ue="t okeni ze(nornal i ze-
space(string($bannerRel easabl eTo)), ' ')"/>
<sch: | et name="banner SCl control s_t ok"
val ue="t okeni ze(nornal i ze-
space(string($bannerSClcontrols)), ' '")"/>
<sch: |l et nane="banner Noti ce_t ok"
val ue="t okeni ze(nornal i ze-
space(string($bannerNotice)), ' ")"/>
<sch: | et name="banner At om cEner gyMar ki ngs_t ok"
val ue="t okeni ze(nornal i ze-

space(string($banner At om cEnergyMarki ngs)), ' ')"/>
<I-- (U Cet all portions that neet | SM CONTRI BUTES, or all
non-resource nodes that do not specify ism excludeFronRollup="true -->
<l-- (U Simlar portion classifications include

| SM_CONTRI BUTES_CLASSI FI ED, or all portions neeting | SM CONTRI BUTES t hat

al so have an ismclassification attribute not equal to [U, and
| SM_CONTRI BUTES_USA, or all portions neeting | SM CONTRI BUTES

that al so have an ism ownerProducer containing [USA]. -->

<sch: | et nane="part Tags"
val ue="/descendant-or-sel f::node()[@sm* and

util:contributesToRollup(.) and not(generate-id(.) = generate-
i d($I SM_RESOURCE_ELEMENT) )"/ >

<l-- (U GCet Part Attributes -->
<sch: |l et nane="partC assification"
val ue="for $token in $part Tags/ @sm cl assification
return tokenize(normalize-space(string($token)),' ")"/>
<sch: | et name="part Oaner Producer"
val ue="for $token in $partTags/ @ sm owner Producer
return tokeni ze(nornalize-space(string($token)),' ')"/>
<sch:l et nane="partDi sseni nati onControl s"
val ue="for $token in $part Tags/
@ sm di sseni nationControls return tokeni ze(normalize-space(string($token)),"'
) >
<sch:l et nane="partDi spl ayOnl yTo"
val ue="for $token in $part Tags/ @sm di spl ayOnl yTo
return tokenize(normalize-space(string($token)),' ")"/>
<sch: | et name="part At om cEner gyMar ki ngs"
val ue="for $token in $part Tags/
@ sm at om cEner gyMar ki ngs return tokeni ze(nornalize-space(string($token)),"
)
<sch: | et name="part Nonl Crar ki ngs"
val ue="for $token in $partTags/ @ sm nonl Cnar ki ngs
return tokenize(nornalize-space(string($token)),' ")"/>
<sch:l et nane="part Fd sour ceQpen"
val ue="for $token in $partTags/ @sm FGA sour ceOpen
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return tokenize(normalize-space(string($token)),' ")"/>
<sch: | et name="part FA sour ceProt ect ed"
val ue="for $token in $part Tags/
@ sm FA sourceProtected return tokeni ze(normalize-space(string($token)),"
)
<sch: | et name="partSCl control s"
val ue="for $token in $partTags/ @sm SCl control s
return tokenize(nornalize-space(string($token)),' ")"/>
<sch:l et nane="partNoticeType"
val ue="for $token in $part Tags/ @sm noti ceType
return tokenize(normalize-space(string($token)),' ")"/>

<sch: |l et nane="part PocType"
val ue="for $token in $part Tags/ @sm pocType return
t okeni ze(normal i ze- space(string($token)),' ')"/>

<l-- (U Tokenize portion Attributes -->
<sch:l et name="partC assification_tok"
val ue="for $token in $partd assification return
t okeni ze(nornal i ze- space(string($token)), ' ')"/>
<sch: |l et nane="part Owner Producer _t ok"
val ue="for $token in $part Owmer Producer return
t okeni ze(nornal i ze- space(string($token)), ' '")"/>
<sch: | et name="partD ssem nati onControl s_t ok"
val ue="for $token in $partDi sseni nationControls
return tokenize(nornalize-space(string($token)), ' ")"/>
<sch:l et nane="partDi splayOnl yTo_t ok"
val ue="for $token in $partDi splayOnlyTo return
t okeni ze(nornal i ze- space(string($token)), ' ")"/>
<sch: | et name="part At om cEner gyMar ki ngs_t ok"
val ue="for $token in $part At om cEner gyMar ki ngs
return tokenize(nornalize-space(string($token)), ' ")"/>
<sch: | et nane="part Nonl Char ki ngs_t ok"
val ue="for $token in $partNonl Cmarki ngs return
t okeni ze(nornal i ze- space(string($token)), ' '")"/>
<sch: | et name="part SCl control s_t ok"
val ue="for $token in $partSClcontrols return
t okeni ze(normal i ze- space(string($token)), ' '")"/>
<sch:l et nane="partNoticeType_t ok"
val ue="for $token in $part NoticeType return
t okeni ze(nornal i ze- space(string($token)), ' '")"/>
<sch: | et name="partPocType_t ok"
val ue="for $token in $partPocType return
t okeni ze(nornal i ze- space(string($token)), ' ')"/>

<l-- (U Tokenize Notice Nodes -->
<sch: | et nane="part Noti ceNodeType"
val ue="for $token in $part Tags/ @sm noti ceType
return tokenize(normalize-space(string($token)),' ")"/>

<l--
(U |1 SM NSI_EO APPLI ES (bool ean):
True if the current Classified National Security Information
Executive
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Order applies to this resource. This variable will be true if all
of the following 4 conditions are satisfied:

1) The docunent is a | SM CAPCO RESOURCE

AND

2) The | SM RESOURCE_ELEMENT node has attribute ismclassification

ith a value other than [U]

AND

3) The | SM RESOURCE_CREATE _DATE is on or after 11 April 1996 (180
days after 14 Cctober 1995 signature of E O 12958)

AND

4) At |east one elenent neeting | SM CONTRI BUTES CLASSI FI ED does not
have the attribute i sm at oni cEner gyMar ki ngs

-->
<sch:l et name="1SM NSI _EO APPLI ES"
val ue="$I SM CAPCO RESOURCE and

not ( $1 SM_RESOURCE_ELEMENT/ @ sm cl assi fication="U) and
$1 SM_RESOURCE_CREATE_DATE &gt ; = xs: date('1996-04-11') and
(sone $el ement in $partTags satisfies
not ($el emrent/ @sm cl assification="U ) and not ($el enent/
@ sm at om cEner gyMar ki ngs) )"/ >

<l-- (U Define countries that are included in the THREE-,

FOUR- and FI VE- EYES desi gnhations -->
<sch:l et name="TEYE_t ok" val ue="t okeni ze(stri ng(' USA CAN GBR ),

oy s

<sch: | et name="ACGU t ok" val ue="t okeni ze(string(' USA AUS
CAN GBR ), ' '")"/>

<sch: | et name="FVEY_t ok" val ue="t okeni ze(string(' USA AUS
CAN GBR NzL'), ' '")"/>

<l-- (U Check roll-up of attributes in portions to the
banner -->
<sch: | et nane="dcTags"
val ue="for $piece in $disseni nati onControl sLi st
return $piece/text()"/>
<sch: | et name="dcTagsFound"
val ue="for $token in $dcTags return if ( index-
of ($part Di ssem nati onControl s_t ok, $t oken) &gt; 0 and (not (i ndex-
of ($banner Di sseni nati onControl s_t ok, $t oken) &gt; 0))) then $token else null"/>
<sch: | et nanme="aeaTags"
val ue="for $piece in $at om cEner gyMar ki ngsLi st
return $piece/text()"/>
<sch: |l et nane="aeaTagsFound"
val ue="for $token in $aeaTags return if ( index-
of ($part At om cEner gyMar ki ngs_t ok, $t oken) &gt; 0 and (not (i ndex-
of ($banner At omi cEner gyMar ki ngs_t ok, $t oken) &gt; 0))) then $token else null"/>

<|__****************************__>
<l-- (U Custom XSLT functions -->
<|__****************************__>

<l--
Returns true if the attribute @sm excludeFronRollup is present and
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eval uates to 'true

<xsl:function nanme="util:contributesToRol | up" as="xs: bool ean">
<xsl : param name="context"/>
<xsl : val ue- of sel ect ="not (string($context/
@ sm excl udeFronRol lup)="true' )"/ >
</ xsl : function>

<l-- Evaluate the attribute value tokens to deternine
et her any val ues
have been deprecated by conparing deprecati on dates agai nst

If the value is deprecated, return either an ERROR or WARNI NG

dependi ng on the isError flag. -->
<xsl : function nanme="dvf: deprecated" as="xs:string*">
<xsl|: param nane="attribute" as="xs:string"/>
<xsl : param nanme="depTerns" as="elenent()*"/>
<xsl : param nane="cur Dat e" as="xs:date?"/>
<xsl : param nanme="i sError" as="xs: bool ean"/ >
<!--$curDate paramis optional in order to prevent
conpi | ed XSLT from breaki ng
when ot herwi se invalid docunents are executed agai nst the
rul es
(e.g. mssing @smcreateDate).

Only execute if we have a date to conpare against. -->
<xsl:if test="count ($curDate)=1">
<xsl : for-each
sel ect =" $depTer ns[ cve: Val ue=t okeni ze($attri bute,' ')]">
<xsl:if test="($isError and $curDate gt
xs: dat e( @eprecated)) or (not($isError) and $curDate le
xs: dat e( @leprecated))">
<xsl : sequence
sel ect="concat ('[',string(current()/cve:Value),'] has been deprecated and is

not authorized for use after ', current()/ @eprecated)"/>
</xsl:if>
</ xsl : for-each>

</xsl:if>
</ xsl : functi on>

<l--
Returns true if any token in the attribute value matches one of the
provi ded regul ar expressions.

-->
<xsl : function nanme="util: contai nsAnyTokenMat chi ng" as="xs: bool ean">
<xsl : param name="attri bute"/ >
<xsl : param name="regexLi st" as="xs:string+"/>
<xsl : val ue- of sel ect =" sone $attrToken in
t okeni ze(normal i ze-space(string($attribute)), ' ') satisfies (sone
$regex in $regexList satisfies mat ches($attr Token, $regex))

Il/>
</ xsl : functi on>
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<l--
Returns true if any token in the attribute value matches at |east one
t oken in the provided |ist.

-->
<xsl:function nanme="util:contai nsAnyOf TheTokens" as="xs: bool ean">
<xsl : param nanme="attri bute"/>
<xsl : param name="t okenLi st" as="xs:string+"/>
<xsl : val ue- of sel ect=" sonme $attrToken in
t okeni ze(normal i ze-space(string($attribute)), ' ') satisfies
$at t r Token = $t okenlLi st ">

</ xsl : functi on>

<l--
Deternmines if values in an attribute are in sorted order based on a
master |ist

-->
<xsl:function nanme="util:unsortedVal ues" as="xs:string">
<xsl : param nanme="attri bute"/>
<xsl : param name="t okenLi st" as="xs:string+"/>
<xsl :variabl e name="attr Val ues”
sel ect ="t okeni ze(nornal i ze-space(string($attribute)), ' ")"/>

<xsl :vari abl e nanme="badVal ues" >
<xsl:for-each sel ect="%attr Val ues">
<l-- iterate over each attribute val ue,
except the |last one because we conpare i to i+1 so the last one gets
i ncorporated -->
<xsl:if test="not (index-of($attrVal ues,
current())[last()] = count($attrVal ues))">

<l-- calculate the indicies of
attrValues[i] and attrValues[i+1] within the TokenList -->

<xsl : vari abl e nane="i ndexCf Val ue"
sel ect ="ut il : getlndexFronListMatch(current (), $tokenList)"/>

<xsl :vari abl e name="i ndexOf Next Val ue"

sel ect ="util:getlndexFronli st Mat ch($attrVal ues[i ndex-of ($attrVal ues,current())
+1], S$tokenList)"/>

<xsl : choose>
<xsl : when test="%$i ndexX Val ue
= $i ndexOF Next Val ue" >

<I-- if same index in
t okenLi st, make sure that attrValues[i] < attrValues[i+1l] -->
<l-- this conparison is

requi red because of regular expressions in the Iist. Two tokens
may have the same index in the list, but
t hen they nust be in order between thenselves -->
<xsl:if
t est="conpare(current (), S$attrVal ues[index-of($attrValues,current())+1]) = 1">
<xsl : val ue- of
sel ect ="$at t r Val ues[i ndex-of ($attrVal ues, current())+1]"/>
</xsl:if>
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</ xsl : when>
<xsl : when test="3$i ndexX Val ue
&gt ; $i ndexF Next Val ue" >
<l-- if index of i > index
of i+1, then i+1 is out of order so return it -->
<xsl : val ue- of
sel ect ="$at t r Val ues[ i ndex-of ($attrVal ues, current())+1]"/>
</ xsl : when>
</ xsl : choose>
</xsl:if>
</ xsl : for-each>
</ xsl :vari abl e>
<xsl :val ue-of sel ect="nornali ze-
space(string($badVal ues))"/>
</ xsl:function>

<l-- Return the index position in the |ist that matches the
alue. -1 if no match -->
<xsl :function name="util:getlndexFronlLi st Mat ch" as="xs:integer">
<xsl : param name="val ue" as="xs:string"/>
<xsl : param name="list" as="xs:string+"/>

<xsl :vari abl e nane="i ndex" >
<xsl:for-each select="%list">
<xsl:if
t est =" mat ches($val ue, concat (' ' ,current(),'$))">
<xsl : val ue- of sel ect ="i ndex-
of ($list,current())[1]"/>
</xsl:if>
</ xsl : for-each>
</ xsl :vari abl e>

<xsl : choose>
<xsl:when test="%index = "'"'">
<xsl :val ue-of select="-1"/>
</ xsl : when>
<xsl : ot herwi se>
<xsl : val ue- of sel ect ="nunber ($i ndex[1])"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : function>

<l--
Returns true if the value natch the provided regul ar expressions.
-->
<xsl:function nanme="util:nmeetsType" as="xs: bool ean">
<xsl : param nanme="val ue"/ >
<xsl : param nane="t ypePattern" as="xs:string"/>
<xsl : val ue- of sel ect="mat ches(nornalize-
space(string($value)), concat('~(', $typePattern, ')$))"/>
</ xsl : functi on>
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<l-- Functions to support FD&R roll-up constraints -->

<I-- Returns true if the provided tetragraph is an EYES tetragaph (3,4, 5-
EYES); fal se otherw se -->
<xsl:function nanme="util:i skEyesTetragraph" as="xs:bool ean">
<xsl : param nanme="unknownTetra"/ >
<xsl : val ue- of sel ect ="$unknownTetra = (' FVEY', 'ACQJ ,
' TEYE' )"/ >
</ xsl : functi on>

<l--
Accepts a list of tokens (trigraphs and tetragraphs)
Returns the same |ist of tokens with 3,4, 5-EYES deconposed into trigraphs
Note: this may introduce duplicates (ie, "USA FVEY" will becone "USA USA
GBR CAN AUS NzL")

-->
<xsl:function nanme="util:deconposeTetragraphs" as="xs:string*">

<xsl : param nanme="r el easabl eTo" as="xs:string"/>

<xsl :val ue- of select="for $token in tokenize(nornalize-

space( $rel easabl eTo),' ') return i f($token = ' FVEY')

t hen tokeni ze(' USA GBR CAN AUS NzL', ' ') el se if($token =

' ACQU ) t hen tokeni ze(' USA GBR CAN AUS', ' ") el se
i f($token ="' TEYE') then tokeni ze(' USA GBR CAN, ' ')

el se $t oken"/>
</ xsl : functi on>

<l-- Returns true if the input contains any tetragraph
ot her than 3,4,5-EYES; false otherwise -->
<xsl:function nanme="util:contai nsSpeci al Tetra" as="xs: bool ean">
<xsl : param nanme="r el easabl eTo" as="xs:string"/>
<xsl :val ue- of sel ect="sone $token in tokenize(nornalize-
space( $rel easabl eTo), ' ') satisfies string-1ength($token) = 4
and not (util:isEyesTetragraph($token))"/>
</ xsl : functi on>

<l--
Accepts a list of tokens (trigraphs and tetragraphs)
Returns the sanme |ist with EYES tokens deconposed into trigraphs and
ot her tetra graphs renoved
Exanpl e: "AAA FVEY ABCD' becones "AAA USA GBR CAN AUS NzL"
-->
<xsl :function name="util:extractTrigraphs" as="xs:string*">
<xsl : param nanme="t oExtract Front’ as="xs:string"/>
<xsl :val ue-of select="for $token in tokenize(normalize-

space($toExtractFrom, ' ') return i f(string-1ength($token) =
3) then $token el se
if(util:isEyesTetragraph($token)) t hen

util: deconposeTet r agr aphs($t oken) else ()"/>

</ xsl : functi on>

<l-- Accepts the banner and portion @smrel easabl eTo,
deconposes them and
Returns true if the banner contains a special tetragraph OR
every token in the banner (except USA) is also in the portion; false
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ot herwi se -->
<xsl:function name="util:bannerl sSubset"” as="xs:bool ean">
<xsl : param name="banner Rel To" as="xs:string"/>
<xsl : param nanme="portionRel To" as="xs:string"/>
<xsl : vari abl e name="banner Rel ToDeconposed"
sel ect ="t okeni ze(normal i ze-
space(util:deconposeTetragraphs($bannerRel To)), ' ')"/>
<xsl :vari abl e name="porti onRel ToDeconposed"
sel ect ="t okeni ze(normal i ze-

space(util: deconposeTetragraphs($porti onRel To)), ' ')"/>
<xsl : val ue- of

sel ect ="util: contai nsSpeci al Tet ra($banner Rel To) or (every

$banner Token i n $banner Rel ToDeconposed sati sfies (sone

$porti onToken in $porti onRel ToDeconposed sati sfies

i f ($banner Token = ' USA') then true() el se

$banner Token = $porti onToken))"/>
</ xsl : functi on>

<l--
Accepts an el enment.
Returns true if the elenment contains any Foreign Disclosure & Rel ease
(FD&R) mar ki ngs; fal se otherw se
-->
<xsl:function name="util:contai nsFDR' as="xs: bool ean">
<xsl : param nane="el erent Node" as="node()"/>
<xsl : val ue- of sel ect =" $el enent Node/ @ sm r el easabl eTo

or $el enent Node/ @ sm di spl ayOnl yTo or
util:contai nsAnyOf TheTokens( $el enent Node/ @ sm di ssem nati onControls, ('NF
' RELI DO )) or util:contai nsAnyOf TheTokens( $el enent Node/

@ sm nonl Cmar ki ngs, ('LES-NF', 'SBU-NF'))"/>
</ xsl : functi on>

<l-- Returns all of the tokens (except USA) in the first
list that are also in the second list. -->
<xsl:function name="util:intersecti onOf Countries" as="xs:string*">

<xsl : param name="conmonCountri es" as="xs:string"/>
<xsl : param name="portionRel To" as="xs:string"/>
<xsl :vari abl e name="porti onRel ToDeconposed"

sel ect ="t okeni ze(normal i ze-

space(util: deconposeTetragraphs($porti onRel To)), ' ')"/>
<xsl :val ue- of select="for $token in tokenize(nornalize-
space($comonCountries), ' ') return i f($token =
$porti onRel ToDeconposed and not ( $t oken=' USA')) t hen
$t oken else ()"/>

</ xsl : functi on>

<l-- Recursively iterates over the contributing portions in
a docunent and nmekes sure that the releasability markings
are consistent with the banner. Returns the |ist of common countries if
no portion fails constraint checking -->
<xsl:function nanme="util :recursivel yCheckRel To" as="xs:string*">
<xsl : param nanme="banner Rel To" as="xs:string"/>
<xsl : param nanme="commonCountri es" as="xs:string"/>
<xsl : param nanme="r enai ni ngPart Tags" as="node()*"/>
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<xsl :vari abl e nane="portion"
sel ect =" $r emai ni ngPart Tags[1]"/>

<xsl : choose>
<xsl : when test="count (tokeni ze($commonCountri es,
) =0
<l-- base case, if conmonCountries is the enpty set, then
t here
is no common country to release to and the docunment is NF

<xsl :val ue-of select="()"/>
</ xsl : when>
<xsl : when test="count ($remai ni ngPart Tags) = 0">
<!-- base case, no nore portions to look at, return
conmonCountries -->
<xsl : val ue- of sel ect="$conmonCountries"/>
</ xsl : when>
<xsl:when test="not (util:contai nsFDR($portion)) and
Sportion/@smclassification="U ">
<l-- normal unclass portion w thout FRD markings does not
i npact releasability, iterate over this portion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel To($banner Rel To, $commonCountri es,
subsequence( $r enmi ni ngPart Tags, 2))"/>
</ xsl : when>
<xsl :when test="not ($porti on/ @smrel easabl eTo) ">
<l-- this portion contributes and is not releasable, so it
neans there are no comon countries -->
<xsl :val ue-of select="()"/>
</ xsl : when>
<xsl :when test="util:contai nsSpecial Tetra($portion/
@smrel easabl eTo) ">
<l-- this portion has special tetras. W cannot handl e
special tetras, so iterate over this portion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel ToRecur seHel per ( $banner Rel To,
$comnmonCountri es, $renmini ngPart Tags)"/ >
</ xsl : when>
<xsl : ot herw se>

<l-- this portion has no special tetras, check it -->
<xsl : choose>
<xsl : when
t est ="util : banner| sSubset ($banner Rel To, $portion/ @smrel easabl eTo) ">
<!-- banner rel easableTo is correctly a subset of

this portion rel easabl eTo, iterate to next portion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel ToRecur seHel per ( $banner Rel To,
$conmonCount ri es, $renai ni ngPart Tags)"/>
</ xsl : when>
<xsl : ot herw se>
<l-- banner says releasableTo a country that this
portion is not rel easabl eTo, so we know it is wong -->
<xsl : val ue- of
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sel ect =" (' BANNER_NOT_A SUBSET_OF_A PORTION )"/ >
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl: function>

<l-- convenience function for iterating to the next portion
and updating the common countries list -->
<xsl :function name="util:recursivel yCheckRel ToRecur seHel per"
as="xs:string*">
<xsl : param nanme="banner Rel To" as="xs:string"/>
<xsl : param nane="conmmonCountri es" as="xs:string"/>
<xsl : param name="r enai ni ngPart Tags" as="node()*"/>

<xsl :vari abl e nane="portion"
sel ect =" $r emai ni ngPart Tags[1]"/>

<xsl : choose>
<xsl : when test="count ($remai ni ngPart Tags) = 1">
<I-- we just checked the last itemin the list, give enpty
list to kill recursion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel To($banner Rel To,
util:intersectionOf Countries($commonCountries, $portion/ @smrel easabl eTo),
())"/>
</ xsl : when>
<xsl : ot herw se>
<I-- renove the first portion in the list (the one we just
checked) -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel To($banner Rel To,
util:intersecti onOf Countries($comonCountries, $portion/ @smrel easabl eTo),
subsequence( $r emai ni ngPart Tags, 2))"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : functi on>

<l-- The function that should be called from schenatron
rul es.
This function iterates through the portions until it gets to a
portion
that has @smrel easabl eTo and does not contain a special tetra in
@ sm rel easabl eTo.
It uses the countries in @smrel easabl eTo fromthat portion as the
initial common
countries list for the recursive function
-->
<xsl:function
nane="util: checkRel ToPorti onsAgai nst Banner AndGet ConmonCountri es”
as="xs:string*">
<xsl : param nanme="banner Rel To" as="xs:string"/>
<xsl : param nanme="r enmi ni ngPart Tags" as="node()*"/>
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<xsl : vari abl e name="portion"
sel ect =" $r emni ni ngPart Tags[ 1] "/ >

<xsl : choose>
<xsl : when test="count ($renai ni ngPart Tags) = 0">
<l-- no portions provided, so we either: had no portions to
begin with OR no portion had a special tetra -->
<xsl : val ue-of select="('PASS )"/>
</ xsl : when>
<xsl :when test="util:contai nsFDR($portion) and
not ($portion/ @smrel easabl eTo) " >
<l-- this portion contributes, contains FD&R nmarkings, and is
not releasable so the comobnCountry set is enpty -->
<xsl :val ue-of select="()"/>
</ xsl : when>
<xsl :when test="$portion/ @smrel easabl eTo and
not (util: contai nsSpeci al Tetra($porti on/ @smrel easabl eTo)) ">
<l-- first portion with rel easabl eTo that does not have a
special tetra; use it to seed common country list -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel To($banner Rel To,
util:deconposeTetragraphs($portion/ @smrel easabl eTo), $renai ni ngPart Tags) "/ >
</ xsl : when>
<xsl : ot herw se>
<l-- renove the first portion in the list (the one we just
checked) -->
<xsl : val ue- of
sel ect ="uti | : checkRel ToPorti onsAgai nst Banner AndGet ConmonCount ri es( $banner Rel To
, subsequence($remai ni ngPart Tags, 2))"/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : functi on>

<I-- DI SPLAY ONLY TO RULES -->

<l-- Returns the @smrel easabl eTo and @sm di spl ayOnl yTo strings
concat enat ed together -->
<xsl :function name="util:getD splayToCountries">
<xsl : param nanme="portion" as="node()"/>
<xsl : val ue-of sel ect="nornalize-space(concat (normalize-
space(string($portion/ @smrel easabl eTo)), Yy
normal i ze- space(string($portion/ @smdi splayOnlyTo))))"/>
</ xsl : functi on>

<l-- Returns true if this element specifies attribute
@smrel easabl eTo or @sm di spl ayOnlyTo -->
<xsl:function nanme="util :isDi spl ayabl e" as="xs: bool ean">

<xsl : param nanme="portion" as="node()"/>
<xsl : val ue- of sel ect="3$portion/ @smrel easabl eTo or
Sportion/ @sm di spl ayOnl yTo"/ >
</ xsl : functi on>

<I-- Recursively iterates over the contributing portions in
a docunent and nmekes sure that the displayability markings
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are consistent with the banner. Returns the |ist of common countries if
no portion fails constraint checking -->
<xsl:function nanme="util:recursivel yCheckD spl ayTo" as="xs:string*">
<xsl : param nanme="banner Rel ToAndDi spl ayTo"
as="xs:string"/>
<xsl : param name="conmonCountri es" as="xs:string"/>
<xsl : param nanme="r enmi ni ngPart Tags" as="node()*"/>

<xsl : vari abl e name="portion"
sel ect =" $r emni ni ngPart Tags[ 1] "/ >

<xsl : choose>
<xsl : when test="count (tokeni ze( $commonCountri es,
) =0
<I-- base case, if commonCountries is the enpty set, then
t here
is no common country to display to -->
<xsl :val ue-of select="()"/>
</ xsl : when>
<xsl : when test="count ($remai ni ngPart Tags) = 0">
<!-- base case, no nore portions to |look at, return
conmonCountries -->
<xsl : val ue- of sel ect="$conmonCountries"/>
</ xsl : when>
<xsl:when test="not (util:contai nsFDR($portion)) and
Sportion/ @smclassification="U ">
<l-- normal unclass portion w thout FRD marki ngs does not
i npact displayability, iterate over this portion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckRel To($banner Rel ToAndDi spl ayTo,
$comonCount ri es, subsequence($remai ni ngPart Tags, 2))"/>
</ xsl : when>
<xsl :when test="not ($porti on/ @smrel easabl eTo) and
not ($porti on/ @sm di spl ayOnl yTo) " >
<l-- this portion contributes and is not displayable, so it
nmeans there are no common countries -->
<xsl :val ue-of select="()"/>
</ xsl : when>

<xsl : when
test="util:contai nsSpecial Tetra(util:getD splayToCountries($portion))">
<l-- this portion has special tetras. W cannot handle

special tetras, so iterate over this portion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckDi spl ayToRecur seHel per ( $banner Rel ToAndDi spl ayTo,
$conmonCount ri es, $renai ni ngPart Tags) "/ >
</ xsl : when>
<xsl : ot herw se>
<l-- this portion has no special tetras, check it -->
<xsl : choose>
<xsl : when
t est ="util: banner| sSubset ($banner Rel ToAndDi spl ayTo,
util:getDisplayToCountries($portion))">
<!-- banner displayTo list is correctly a subset of
this portion displayTo list, iterate to next portion -->
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<xsl : val ue- of
sel ect ="util:recursivel yCheckDi spl ayToRecur seHel per ( $banner Rel ToAndDi spl ayTo,
$conmonCount ri es, $remnai ni ngPart Tags) "/ >
</ xsl : when>
<xsl : ot herw se>
<l-- banner says displayTo a country that this
portion is not displayable to, so we know it is wong -->
<xsl : val ue- of
sel ect =" (' BANNER_NOT_A SUBSET_OF A PORTION )"/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : functi on>

<l-- convenience function for iterating to the next portion
and updating the common countries list -->
<xsl :function name="util:recursivel yCheckD spl ayToRecur seHel per"

as="xs:string*">

<xsl : param nanme="banner Rel ToOAndDi spl ayTo"
as="xs:string"/>

<xsl : param name="conmonCountri es" as="xs:string"/>

<xsl : param nanme="r enmi ni ngPart Tags" as="node()*"/>

<xsl : vari abl e name="portion"
sel ect =" $r emni ni ngPart Tags[ 1] "/ >

<xsl : choose>
<xsl : when test="count ($renai ni ngPart Tags) = 1">
<lI-- we just checked the last itemin the list, give enpty
list to kill recursion -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckDi spl ayTo($banner Rel ToAndDi spl ayTo,
util:intersecti onOf Countries($comonCountri es,
util:getDisplayToCountries($portion)), ())"/>
</ xsl : when>
<xsl : ot herw se>
<l-- renmove the first portion in the list (the one we just
checked) -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckDi spl ayTo($banner Rel ToAndDi spl ayTo,
util:intersecti onOf Countries($comonCountri es,
util:getDi splayToCountries($portion)), subsequence($remaini ngPart Tags, 2))"/>
</ xsl : ot herwi se>
</ xsl : choose>
</ xsl : functi on>

<l-- The function that should be called from schematron
rul es.
This function iterates through the portions until it gets to a
portion
that has @smrel easabl eTo and does not contain a special tetra in
@ sm rel easabl eTo.
It uses the countries in @smrel easabl eTo fromthat portion as the
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initial conmon
countries list for the recursive function.
-->
<xsl :function
name="util : checkDi spl ayToPorti onsAgai nst Banner AndGet ConmonCount ri es"
as="xs:string*">
<xsl : par am nane="banner Rel ToAndDi spl ayTo"
as="xs:string"/>
<xsl : param nane="r enmi ni ngPart Tags" as="node()*"/>

<xsl : vari abl e name="portion"
sel ect =" $r emni ni ngPart Tags[ 1] "/ >

<xsl : choose>
<xsl : when test="count ($renai ni ngPart Tags) = 0">
<l-- no portions provided, so we either: had no portions to
begin with OR no portion had a special tetra -->
<xsl : val ue-of select="('PASS )"/>
</ xsl : when>
<xsl:when test="util:contai nsFDR($portion) and
not (util:isDisplayabl e($portion))">
<l-- this portion contributes, contains FD&R narkings, and is
not di spl ayabl e so the conmmonCountry set is enpty -->
<xsl :val ue-of select="()"/>
</ xsl : when>

<xsl :when test="util:isDi spl ayabl e($portion) and
not (util:containsSpecial Tetra(util:getD splayToCountries($portion)))">
<l-- first portion with rel easabl eTo or displayOnlyTo that

does not have a special tetra; use it to seed comon country list -->
<xsl : val ue- of
sel ect ="util:recursivel yCheckDi spl ayTo($banner Rel ToAndDi spl ayTo,
util: deconposeTetragraphs(util:getDi splayToCountries($portion)),
$r emai ni ngPar t Tags) "/ >
</ xsl : when>
<xsl : ot herw se>
<l-- renmove the first portion in the list (the one we just
checked) and iterate -->
<xsl : val ue- of
sel ect ="util: checkD spl ayToPorti onsAgai nst Banner AndGet CormonCount ri es( $banner R
el ToAndDi spl ayTo, subsequence($renmi ni ngPart Tags, 2))"/>
</ xsl : ot herw se>
</ xsl : choose>
</ xsl : function>

<|__****************************__>
<l-- (U ISMID Rules -->
<|__****************************__>

<!--(U ACCM ->
<sch:include href="./Rul es/ ACCM | SM | D 00220. sch"/>

<l--(U) atom cEnergyMarKkings-->
<sch:include href="./Rul es/at om cEnergyMarki ngs/|ISM |D 00173. sch"/>
<sch:include href="./Rul es/at om cEner gyMar ki ngs/
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| SM | D_00174. sch"/ >

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
I SM I D 00175. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
I SM I D 00176. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
I SM 1D 00178. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
| SM I D 00181. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
| SM I D 00182. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
| SM I D 00183. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/
| SM I D 00184. sch"/>

<sch:include href="./Rul es/at om cEner gyMar ki ngs/

| SM I D 00185. sch"/ >
<sch:include href="./Rul es/at om cEner gyMar ki ngs/
| SM I D 00321. sch"/>

<l--(U) classification-->
<sch:include href="./Rul es/classification/ISM.ID 00015. sch"/>

<sch:include href="./Rul es/classification/

| SM | D 00016. sch"/>
<sch:include href="./Rul es/classification/

| SM | D_00040. sch"/ >
<sch:include href="./Rul es/classification/

| SM I D 00115. sch"/>
<sch:include href="./Rul es/classification/

| SM | D 00142. sch"/>

<l--(U) classifiedBy-->
<sch:include href="./Rul es/classifiedBy/ISMI|D 00017.sch"/>

<l--(U) compliesWth-->
<sch:include href="./Rul es/conpliesWth/ISMI|D 00222. sch"/>

<l--(U) decl asskException-->
<sch:include href="./Rul es/ decl assException/|SM | D 00003. sch"/>

<sch:include href="./Rul es/ decl assExcepti on/

| SM I D _00023. sch"/>
<sch:include href="./Rul es/ decl assExcepti on/

| SM I D 00133. sch"/>
<sch:include href="./Rul es/ decl assExcepti on/

| SM I D _00299. sch"/ >

<I--(U) Decl assManual Revi ew - >
<sch:include href="./Rul es/ Decl assManual Revi ew/ | SM | D 00101. sch"/>

<l--(U) derivativelyd assifiedBy-->
<sch:include href="./Rul es/derivativel yd assifiedBy/I1SM|D 00143.sch"/>
<sch:include href="./Rul es/derivativel yd assi fi edBy/
| SM | D_00221. sch"/>
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<sch:include href=".

| SM | D_00026

| SM | D_00027.
| SM | D_00028.
| SM | D_00029.
| SM | D_00030.
| SM | D_00031.
| SM | D_00033.
| SM | D_00034.
| SM | D_00050.
| SM | D_00052.
| SM | D_00053.
| SM | D_00054.
| SM | D_00091.
| SM | D_00092.
| SM | D_00093.
| SM | D_00094.
| SM | D_00106.
| SM | D_00107.
| SM | D _00117.
| SM | D_00120.
| SM | D_00124.
| SM | D_00140.
| SM | D_00164.

| SM | D_00169.

<l--(U) displayOnlyTo-->
<sch:include href="./Rul es/di splayOnl yTo/1SM I D _00167.sch"/>
<sch:include href="./Rul es/di splayOnlyTo/ | SM | D 00168. sch"/ >

<I--(U) dissemnationControls-->
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/ Rul es/ di ssem nati onControl s/1SM | D _00004. sch"/>
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href=".

href=".

href=".
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| SM | D_00213
| SM | D_00215

| SM | D_00302

<sch:include href=".

<sch:include href="./Rul es/di ssem nati onControl s/

.sch"/>

<sch:include href="./Rul es/di ssenm nati onControl s/

.sch"/>

<sch:include href="./Rul es/di ssem nati onControl s/

.sch"/>

<l--(U) Fd sourceQpen-->

/ Rul es/ FA sour ceOpen/ | SM_| D_00005. sch"/ >

<sch:include href="./Rul es/ FA sourceCpen/ |1 SM | D _00024. sch"/ >
<sch:include href="./Rul es/ FA sourceCpen/ | SM | D 00095. sch"/ >
<sch:include href="./Rul es/ FA sourceCpen/ |1 SM | D 00216. sch"/ >
<sch:include href="./Rul es/ FA sourceCpen/ | SM | D 00232. sch"/ >
<sch:include href="./Rul es/ FA sourceCpen/ |1 SM | D 00233. sch"/ >
<l--(U) Fd sourceProtected-->
<sch:include href="./Rul es/ FA sourceProtected/| SM | D 00006. sch"/>

<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00025. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00096. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00097. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00217. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00218. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

| SM | D_00234. sch"/>
<sch:include href="./Rul es/ FA sour ceProt ect ed/

I SM | D_00235. sch"/>
<l--(U) general Constraints-->

<sch:include href="./Rul es/ general Constraints/|ISM | D 00002. sch"/>

<sch:include href="./Rul es/ general Constraints/

| SM_| D_00012. sch"/>
<sch:include href="./Rul es/ general Constrai nts/

| SM_| D_00098. sch"/ >
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00102. sch"/>
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00103. sch"/>
<sch:include href="./Rul es/ general Constrai nts/

| SM_| D_00119. sch"/>
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00125. sch"/>
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00126. sch"/>
<sch:include href="./Rul es/ general Constrai nts/

| SM_| D_00166. sch"/ >
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00170. sch"/>
<sch:include href="./Rul es/ general Constraints/

| SM_| D_00179. sch"/>
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| SM | D_00180.
| SM | D_00188.
| SM | D_00189.
| SM | D_00190.
| SM | D_00191.
| SM | D_00192.
| SM | D_00193.
| SM | D_00194.
| SM | D_00195.
| SM | D_00196.
| SM | D_00197.
| SM | D_00198.
| SM | D_00199.
| SM | D_00200.
| SM | D_00201.
| SM | D_00202.
| SM | D_00203.
| SM | D_00204.
| SM | D_00205.
| SM | D_00206.
| SM | D_00207.
| SM | D_00208.
| SM | D_00209.
| SM | D_00210.
| SM | D_00211.
| SM | D_00212.

| SM | D_00223.
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| SM | D_00226. sch"/
| SM | D_00236. sch"/

| SM | D_00300. sch"/

<sch:include href="

<sch:include href="./Rul es/ general Constraints/

>

<sch:include href="./Rul es/ general Constraints/

>

<sch:include href="./Rul es/ general Constrai nts/

>

<l--(U nonl Crarki ngs-->

/ Rul es/ nonl Crrar ki ngs/ 1 SM_| D_00007. sch"/>

<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D _00035. sch"/>
<sch:include href="./Rul es/ nonl Cnar ki ngs/ | SM | D 00036. sch"/ >
<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D _00037.sch"/>
<sch:include href="./Rul es/ nonl Cnar ki ngs/ | SM | D 00038. sch"/ >
<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D _00051. sch"/>
<sch:include href="./Rul es/ nonl Cnar ki ngs/ | SM | D_00055. sch"/ >
<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D 00148. sch"/>
<sch:include href="./Rul es/ nonl Cnar ki ngs/ | SM | D 00225. sch"/ >
<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D _00252. sch"/ >
<sch:include href="./Rul es/ nonl Cnar ki ngs/ | SM | D 00313. sch"/ >
<sch:include href="./Rul es/ nonl Char ki ngs/1SM | D 00314. sch"/>
<l--(U) nonUSControl s-->
<sch:include href="./Rul es/ nonUSControl s/I1SM I D 00163. sch"/>
<l--(U notice-->
<sch:include href="./Rul es/notice/lSMID 00127.sch"/>

<sch:include href="./Rules/notice/lSMID 00128.sch"/>
<sch:include href="./Rules/notice/lSMID 00129.sch"/>
<sch:include href="./Rules/notice/lSMID 00130.sch"/>
<sch:include href="./Rules/notice/lSMID 00131.sch"/>
<sch:include href="./Rules/notice/lSMID 00134.sch"/>
<sch:include href="./Rules/notice/lSMID 00135.sch"/>
<sch:include href="./Rules/notice/lSMID 00136.sch"/>
<sch:include href="./Rules/notice/lSMID 00137.sch"/>
<sch:include href="./Rules/notice/lSMID 00138.sch"/>
<sch:include href="./Rules/notice/lSMID 00139.sch"/>
<sch:include href="./Rules/notice/lSMID 00150.sch"/>
<sch:include href="./Rules/notice/lSMID 00151. sch"/>
<sch:include href="./Rules/notice/lSMID 00152. sch"/>
<sch:include href="./Rules/notice/lSMID 00153. sch"/>
<sch:include href="./Rules/notice/lSMID 00156.sch"/>
<sch:include href="./Rules/notice/lSMID 00157.sch"/>
<sch:include href="./Rules/notice/lSMID 00158. sch"/>
<sch:include href="./Rules/notice/lSMID 00159. sch"/>
<sch:include href="./Rules/notice/lSMID 00160.sch"/>
<sch:include href="./Rules/notice/lSMID 00161.sch"/>
<sch:include href="./Rules/notice/lSMID 00237.sch"/>
<sch:include href="./Rules/notice/lSMID 00238.sch"/>
<sch:include href="./Rules/notice/lSMID 00239.sch"/>
<sch:include href="./Rul es/notice/lSMID 00240.sch"/>
<sch:include href="./Rules/notice/lSMID 00244.sch"/>
<sch:include href="./Rules/notice/lSMID 00245.sch"/>
<sch:include href="./Rules/notice/lSMID 00248.sch"/>
<sch:include href="./Rules/notice/lSMID 00249.sch"/>
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<sch:include href="./Rul es/ owner Producer/1SM | D 00001. sch"/>

i href ="./ Rul es/ owner Producer /|1 SM_ | D_00008.
href ="./ Rul es/ owner Producer/1 SM | D 00039.
href ="./ Rul es/ owner Producer /|1 SM_ | D_00099.
href ="./ Rul es/ owner Producer/1 SM | D 00100.
href ="./ Rul es/ owner Producer/ |1 SM | D _00219.
href ="./ Rul es/ owner Producer/1 SM | D 00315.

<sch:include href="./Rul es/rel easabl eTo/ | SM | D_00009. sch"/>

<sch:include href=".

| SM | D_00014.
| SM | D_00056.
| SM | D_00057.
| SM | D_00058.
| SM | D_00059.
| SM | D_00060.
| SM | D_00061.
| SM | D_00062.
| SM | D_00063.
| SM | D_00064.
| SM | D_000665.
| SM | D_00066.
| SM | D_00067.
| SM | D_00068.

| SM | D_00069.

<sch:include href="./Rules/notice/lSMID 00250.sch"/>
<sch:include href="./Rules/notice/lSMID 00251. sch"/>
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<sch:include href="./Rul es/rel easabl eTo/ | SM | D_00041. sch"/>
<sch:include href="./Rul es/rel easabl eTo/ | SM | D 00214. sch"/>
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hr ef ="

hr ef ="

hr ef ="

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

href=".

hr ef ="
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| SM | D_00070.
| SM | D_00071.
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| SM | D_00089.
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| SM | D_00104.
| SM | D_00105.
| SM | D_00108.
| SM | D_00109.
| SM | D_00110.

| SM | D_00111.
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/ Rul es/ resour ceEl erent /

/ Rul es/ resour ceEl erent /

/ Rul es/ resour ceEl erent /

<l--(U) SARlIdentifier-->
<sch:include href="./Rul es/ SARIdentifier/ISMID 00114. sch"/>
<sch:include href="./Rul es/ SARIdentifier/I1SMID 00121. sch"/>

<l--(U) SClcontrols-->
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/ Rul es/ SCl control s/1SM | D 00042
/ Rul es/ SCl control s/1 SM | D_ 00043
/ Rul es/ SCl control s/1SM | D _00044.
/ Rul es/ SCl control s/1 SM | D_ 00045
/ Rul es/ SCl control s/1SM | D 00046
/ Rul es/ SCl control s/1 SM | D_00047
/ Rul es/ SCl control s/1SM | D 00048
/ Rul es/ SCl control s/1 SM | D_00049
/ Rul es/ SClcontrol s/1SM I D 00122
/Rul es/ SCl control s/I SM 1D 00123
/ Rul es/ SClcontrol s/1SM I D 00177
/ Rul es/ SCl control s/I1 SM 1D 00186
/ Rul es/ SCl control s/1SM | D 00187
/ Rul es/ SCl control s/1 SM | D 00241
/ Rul es/ SCl control s/1SM | D 00242
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/ Rul es/ SClcontrols/1SM I D 00301
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Chapter 5 - Removed Rules

All of the numbered Rules for ISM that have been removed are listed in this section. This
section is just a reference for what rule numbers have been dropped. In many but not all cases
there will be a reason listed. In all cases the version that the rule was dropped in is listed.

5.1 - ./[Rules/ownerProducer/ISM_ID_00001.sch

Rule Description: ISM-ID-00001 [ISM-ID-00001][Error] Rule removed in V8. Covered by rule 2.

5.2 - ./IRules/declassException/ISM_ID 00003.sch

Rule Description: ISM-ID-00003 [ISM-ID-00003][Error] Rule removed in V5.

5.3 - ./[Rules/disseminationControls/ISM_ID_00004.sch

Rule Description: ISM-ID-00004 [ISM-ID-00004][Error] Rule removed in V5.

5.4 - ./IRules/FGlsourceOpen/ISM_ID_00005.sch

Rule Description: ISM-ID-00005 [ISM-ID-00005][Error] Rule removed in V2. Replaced by
ISM_ID_00024.

5.5 - ./IRules/FGlsourceProtected/ISM_ID 00006.sch

Rule Description: ISM-ID-00006 [ISM-ID-00006][Error] Rule removed in V2. Replaced by
ISM_ID_00025.

5.6 - ./[Rules/nonliCmarkings/ISM_ID_00007.sch

Rule Description: ISM-ID-00007 [ISM-ID-00007][Error] Rule removed in V5.

5.7 - ./IRules/ownerProducer/ISM_ID_00008.sch

Rule Description: ISM-ID-00008 [ISM-ID-00008][Error] Rule removed in V2. Replaced by
ISM_ID_00039.

5.8 - ./IRules/releasableTo/ISM_ID _00009.sch

Rule Description: ISM-ID-00009 [ISM-ID-00009][Error] Rule removed in V5.

5.9 - ./IRules/SClcontrols/ISM_ID_00010.sch

Rule Description: ISM-ID-00010 [ISM-ID-00010][Error] Rule removed in V5.
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5.10 - ./[Rules/typeOfExemptedSource/ISM _ID_00011.sch

Rule Description: ISM-ID-00011 [ISM-ID-00011][Error] Rule removed in V5.

5.11 - .//Rules/classification/ISM_ID_00015.sch

Rule Description: ISM-ID-00015 [ISM-ID-00015][Error] Rule removed in V8. Values moved to
rule 16.

5.12 - ./IRules/typeOfExemptedSource/ISM_ID _00018.sch

Rule Description: ISM-ID-00018 [ISM-ID-00018][Error] Rule removed in V5.

5.13 - ./[Rules/typeOfExemptedSource/ISM_ID _00019.sch

Rule Description: ISM-ID-00019 [ISM-ID-00019][Error] Rule removed in V5.

5.14 - ./IRules/typeOfExemptedSource/ISM_ID _00020.sch

Rule Description: ISM-ID-00020 [ISM-ID-00020][Error] Rule removed in V5.

5.15 - ./IRules/typeOfExemptedSource/ISM_ID _00021.sch

Rule Description: ISM-ID-00021 [ISM-ID-00021][Error] Rule removed in V5.

5.16 - ./[Rules/typeOfExemptedSource/ISM _ID _00022.sch

Rule Description: ISM-ID-00022 [ISM-ID-00022][Error] Rule removed in V3.

5.17 - ./IRules/declassException/ISM_ID_00023.sch

Rule Description: ISM-ID-00023 [ISM-ID-00023][Error] Rule removed in V4.

5.18 - .//IRules/FGIsourceOpen/ISM_ID _00024.sch

Rule Description: ISM-ID-00024 [ISM-ID-00024][Error] Rule removed in V5.

5.19 - ./IRules/FGlIsourceProtected/ISM_ID 00025.sch

Rule Description: ISM-ID-00025 [ISM-ID-00025][Error] Rule removed in V5.

5.20 - ./[Rules/disseminationControls/ISM_ID 00027.sch

Rule Description: ISM-ID-00027 [ISM-ID-00027][Error] Rule removed in V5.
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5.21 - ./IRules/disseminationControls/ISM_ID 00029.sch

Rule Description: ISM-ID-00029 [ISM-ID-00029][Error] Rule removed in V5.

5.22 - ./IRules/disseminationControls/ISM_ID 00034.sch

Rule Description: ISM-ID-00034 [ISM-ID-00034][Error] Rule removed in V8. Covered by rule
169.

5.23 - ./[Rules/nonlCmarkings/ISM_ID_00036.sch

Rule Description: ISM-ID-00036 [ISM-ID-00036][Error] Rule removed in V8.

5.24 - ./IRules/ownerProducer/ISM_ID _00039.sch

Rule Description: ISM-ID-00039 [ISM-ID-00039][Error] Rule removed in V5.

5.25 - ./IRules/SClcontrols/ISM_ID 00046.sch

Rule Description: ISM-ID-00046 [ISM-ID-00046][Error] Rule removed in V8.

5.26 - ./[Rules/disseminationControls/ISM_ID 00050.sch

Rule Description: ISM-ID-00050 [ISM-ID-00050][Error] Rule removed in V2.

5.27 - ./IRules/nonlCmarkings/ISM_ID_00051.sch

Rule Description: ISM-ID-00051 [ISM-ID-00051][Error] Rule removed in V2.

5.28 - ./[Rules/disseminationControls/ISM_ID 00052.sch

Rule Description: ISM-ID-00052 [ISM-ID-00052][Error] Rule removed in V2.

5.29 - ./IRules/disseminationControls/ISM_ID 00053.sch

Rule Description: ISM-ID-00053 [ISM-ID-00053][Error] Rule removed in V2.

5.30 - ./[Rules/disseminationControls/ISM_ID 00054.sch

Rule Description: ISM-ID-00054 [ISM-ID-00054][Error] Rule removed in V2.

5.31 - ./[Rules/nonlCmarkings/ISM_ID_00055.sch

Rule Description: ISM-ID-00055 [ISM-ID-00055][Error] Rule removed in V2.
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5.32 - ./IRules/resourceElement/ISM_ID _00057.sch

Rule Description: ISM-ID-00057 [ISM-ID-00057][Error] Rule removed in V8. Values moved to
rule 56.

5.33 - ./IRules/resourceElement/ISM_ID _00069.sch

Rule Description: ISM-ID-00069 [ISM-ID-00069][Error] Rule removed in V5.

5.34 - ./IRules/resourceElement/ISM_ID _00076.sch

Rule Description: ISM-ID-00076 [ISM-ID-00076][Error] Rule removed in V3.

5.35 - ./[Rules/resourceElement/ISM_ID _00082.sch

Rule Description: ISM-ID-00082 [ISM-ID-00082][Error] Rule removed in V8

5.36 - .//[Rules/resourceElement/ISM_ID 00083.sch

Rule Description: ISM-ID-00083 [ISM-ID-00083][Error] Rule removed in V8

5.37 - ./IRules/resourceElement/ISM_ID _00089.sch

Rule Description: ISM-ID-00089 [ISM-ID-00089][Error] Rule removed in V4.

5.38 - ./[Rules/disseminationControls/ISM_ID 00091.sch

Rule Description: ISM-ID-00091 [ISM-ID-00091][Error] Rule removed in V5.

5.39 - .//[Rules/disseminationControls/ISM_ID_00092.sch

Rule Description: ISM-ID-00092 [ISM-ID-00092][Error] Rule removed in V5.

5.40 - .//[Rules/disseminationControls/ISM_ID_00093.sch

Rule Description: ISM-ID-00093 [ISM-ID-00093][Error] Rule removed in V5.

5.41 - ./IRules/disseminationControls/ISM_ID 00094.sch

Rule Description: ISM-ID-00094 [ISM-ID-00094][Error] Rule removed in V8.

5.42 - ./IRules/generalConstraints/ISM_ID_00098.sch

Rule Description: ISM-ID-00098 [ISM-ID-00098][] This rule number was skipped and never
used. removed
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5.43 - ./IRules/DeclassManualReview/ISM_ID_00101.sch

Rule Description: ISM-ID-00101 [ISM-ID-000101][Error] Introduced and removed in V2. Never
made it to signed package.

5.44 - /IRules/disseminationControls/ISM_ID 00106.sch

Rule Description: ISM-ID-00106 [ISM-ID-00106][Error] Rule removed in V5.

5.45 - /IRules/SARIdentifier/ISM_ID _00114.sch

Rule Description: ISM-ID-00114 [ISM-ID-00114][Error] Rule removed in V5.

5.46 - ./[Rules/classification/ISM_ID_00115.sch

Rule Description: ISM-ID-00115 [ISM-ID-00115][Error] Rule removed in V5.

5.47 - ./IRules/disseminationControls/ISM_ID 00117.sch

Rule Description: ISM-ID-00117 [ISM-ID-00117][Warning] Rule removed in V5.

5.48 - .//[Rules/disseminationControls/ISM_ID_00120.sch

Rule Description: ISM-ID-00120 [ISM-ID-00120][Error] Rule removed in V4.

5.49 - .//IRules/generalConstraints/ISM_ID _00126.sch

Rule Description: ISM-ID-00126 [ISM-ID-00126][Error] Removed in V11.

5.50 - ./[Rules/notice/ISM_ID_00131.sch

Rule Description: ISM-ID-00131 [ISM-ID-00131][Error] Rule removed in V5.

5.51 - .//[Rules/disseminationControls/ISM_ID_00140.sch

Rule Description: ISM-ID-00140 [ISM-ID-00140][Error] Rule removed in V8.

5.52 - ./IRules/resourceElement/ISM_ID 00144.sch

Rule Description: ISM-ID-00144 [ISM-ID-00144][Error] Rule removed in V4.

5.53 - ./[Rules/notice/ISM_ID_00156.sch

Rule Description: ISM-ID-00156 [ISM-ID-00156][Error] Rule removed in V8. Replaced by rules
237 and 238.
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5.54 - ./IRules/notice/ISM_ID_00160.sch

Rule Description: ISM-ID-00160 [ISM-ID-00160][Error] Rule removed in V8. Replaced by rules
239 and 240.

5.55 - ./IRules/resourceElement/ISM_ID 00171.sch
Rule Description: ISM-ID-00171 [ISM-ID-00171][Warning] Rule removed in V10 because it did

not correctly treat portions with @ism:releasableTo as also contributing to displayability. Rule
320 was introduced in V10 to enforce rollup of displayability on the banner.

5.56 - ./[Rules/resourceElement/ISM_ID 00172.sch

Rule Description: ISM-ID-00172 [ISM-ID-00172][Error] Rule removed in V6.

5.57 - ./IRules/SClicontrols/ISM_ID_00177.sch

Rule Description: ISM-ID-00177 [ISM-ID-00177][Error] Rule removed in V8.

5.58 - .//[Rules/atomicEnergyMarkings/ISM_ID _00182.sch

Rule Description: ISM-ID-00182 [ISM-ID-00182][Error] Rule removed in V8. Values moved to
rule 181.

5.59 - ./[Rules/generalConstraints/ISM_ID _00212.sch

Rule Description: ISM-ID-00212 [ISM-ID-00212][Error] Rule removed in V6.

5.60 - .//[Rules/disseminationControls/ISM_ID_00215.sch

Rule Description: ISM-ID-00215 [ISM-ID-00215][Error] Rule removed in V8.

5.61 - .//[Rules/FGIsourceOpen/ISM_ID 00216.sch

Rule Description: ISM-ID-00216 [ISM-ID-000216][] Introduced and removed in V6. Never made
it to signed package.

5.62 - ./[Rules/FGIlsourceProtected/ISM_ID _00218.sch

Rule Description: ISM-ID-00218 [ISM-ID-000218][] Introduced and removed in V6. Never made
it to signed package.

5.63 - ./[Rules/ACCM/ISM_ID_00220.sch

Rule Description: ISM-ID-00220 [ISM-ID-00220][Error] Rule removed in V7.
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5.64 - ./[Rules/pocType/ISM_ID 00224.sch

Rule Description: ISM-ID-00224 [ISM-ID-00224][Error] Removed in V10.

5.65 - ./[Rules/FGlsourceOpen/ISM_ID _00232.sch

Rule Description: ISM-ID-00232 [ISM-ID-00232][] Introduced and removed in V8. Never made it
to signed package.

5.66 - ./[Rules/FGlsourceProtected/ISM_ID_00235.sch

Rule Description: ISM-ID-00235 [ISM-ID-00235][] Introduced and removed in V8. Never made it
to signed package.

5.67 - ./[Rules/pocType/ISM_ID 00247.sch

Rule Description: ISM-ID-00247 [ISM-ID-00247][Error] Removed in V10.

5.68 - ./[Rules/notice/ISM_ID_00249.sch

Rule Description: ISM-ID-00249 [ISM-1D-00249][Error] Introduced and removed in V9. Never
made it to signed package.

5.69 - ./[Rules/resourceElement/ISM_ID _00312.sch

Rule Description: ISM-ID-00312 [ISM-ID-00312][Error] Added and removed in V10. Removed
during final review, never made it to released package.
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