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Abstract
AES-OTR is a submission to the CAESAR competition. In this note we presenta forgery attack on AES-OTRKeywords: AES-OTR, Forgery attack.

1 Introduction
OTR is a blockcipher mode of operation to authenticated encryption with associateddata (AEAD), proposed by Minematsu [1][2]. AES-OTR is based on AES blockcipher .
2 Algorithms in AES-OTR
The encryption algorithm of AES-OTR using blockcipher (here AES) E, tag bit length � .Both algorithms take the following byte sequences: a key K, a nonce N , an associateddata A and a plaintext M. The output is a pair (C; T ) where C is a ciphertext andT is a tag. For encryption, we �rst partition a plaintext M into n-bit blocks, i.e.(M [1]; :::;M [m]) M where jM [i]j = n; i = 1; ::;m then (M [2i�1];M [2i]) is encryptedby a two-round Feistel permutation with masks as

C[2i� 1] = EK(2i�1L�M [2i� 1])�M [2i]; (1)
C[2i] = EK(2i�1L� � � C[2i� 1])�M [2i� 1]: (2)

where � = EK(N) and L = 4�.The algorithms of encryption and decryption are described in Fig1
3 Forgery attack on AES-OTR
In this section we present an adversary that it can forge OTR by observations. Firstadversary outputs plaintext M =M [1] jjM [2] jj::::jjM [m] where m is odd and

jM [i]j = n; 1 � i � m
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We (privately) choose a key K and a nonce N then we give adversary a pair �C[1] jj C[2] jj:::jj C[m]; T�
where �C[1] jj C[2] jj:::jj C[m]; T� = OTR� �E;� (N; ";M)
Adversary examines pair �C[1] jj C[2] jj:::jj C[m]; T� in �ve distinct cases:
Case1: There exists a number i 2 f1; 2; ::; m�12 g such that:

C[2i� 1]�M [2i] = C[2i]�M [2i� 1] (3)
By (1) and (2) we conclude

� =M [2i� 1]� C[2i� 1] (4)
Adversary chooses M� such that

jM�j < n;
pad(M�) =M [m]� � =M [m]�M [2i� 1]� C[2i� 1]

and puts C� := msbjM�j(C[m]�M [m])�M�. Adversary claims that pair
�C[1] jj C[2] jj:::jj C[m� 1]jj C�; T�

is a valid (Ciphertext; Tag) and it decrypted to
M [1] jjM [2] jj::::jjM [m� 1] jjM�

Case2: There exist two number i; j 2 f1; 2; ::; m�12 g such that:

C[2i]�M [2i� 1] = C[2j]�M [2j � 1]
By (2) we conclude

2i�1L� C[2i� 1] = 2j�1L� C[2j � 1]
So we have

2i�1L�M [2i� 1] = 2j�1L� C[2j � 1]�M [2i� 1]� C[2i� 1] (5)
By (1) and (5) we conclude

C[2i� 1]�M [2i] = EK�2j�1L� C[2j � 1]�M [2i� 1]� C[2i� 1]� (6)
Adversary chooses f ~M [k] 1 � k � mg and f ~C[k] 1 � k � mg as follow:
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~M [k] =
8>><
>>:

C[2j � 1]�M [2i� 1]� C[2i� 1] if k = 2j � 1C[2i� 1]�M [2i]� C[2j � 1] if k = 2jM [m]�M [2j]� C[2i� 1]�M [2i]� C[2j � 1] if k = mM [k] if k =2 f2j � 1; 2j;mg

~C[k] =
8<
:

C[2j]�M [2j � 1]� C[2j � 1]�M [2i� 1]� C[2i� 1] if k = 2jC[m]�M [2j]� C[2i� 1]�M [2i]� C[2j � 1] if k = mC[k] if k =2 f2j;mg
By (6) adversary �nds � ~C[1] jj ~C[2] jj:::jj ~C[m]; T� is a valid (Ciphertext; Tag) and it
decrypted to

~M [1] jj ~M [2] jj::::jj ~M [m]
Case3: There exist two number i; j 2 f1; 2; ::; m�12 g such that:

M [2i]� C[2i� 1] =M [2j]� C[2j � 1]
By (1) we have

M [2i� 1]�M [2j � 1] = 2i�1L� 2j�1L (7)

Adversary puts: ~M [k] =
8<
:

M [2i]�M [2i� 1]�M [2j � 1] if k = 2jM [2j]�M [2i� 1]�M [2j � 1] if k = 2iM [k] if k =2 f2j; 2ig

and ~C[k] =

8>>>><
>>>>:

C[2i]�M [2i� 1]�M [2j � 1] if k = 2jC[2j]�M [2i� 1]�M [2j � 1] if k = 2iC[2j � 1]�M [2i� 1]�M [2j � 1] if k = 2i� 1C[2i� 1]�M [2i� 1]�M [2j � 1] if k = 2j � 1C[k] if k =2 f2j; 2i; 2i� 1; 2j � 1g
By (7) adversary �nds � ~C[1] jj ~C[2] jj:::jj ~C[m]; T� is a valid (Ciphertext; Tag) and it
decrypted to

~M [1] jj ~M [2] jj::::jj ~M [m]
Case4: (when � = n) There exists a number i 2 f1; 2; ::; m�12 g such that

T = C[2i� 1]�M [2i]
Since A = " we have T = TE = EK(3L� � � � �) so by (1) we conclude

3L� � � � � = 2i�1L�M [2i� 1] (8)
From (8) we obtain

3L� � ��M [2i� 1]� C[2i� 1] = 2i�1L� � � C[2i� 1] (9)
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By (2) and (9) we obtain
EK�3L� � ��M [2i� 1]� C[2i� 1]� = C[2i]�M [2i� 1] (10)

Adversary chooses M̂ such that
jM̂ j < n;
pad(M̂) =M [m]�M [2i� 1]� C[2i� 1]

and it puts Ĉ := msbjM̂ j
�C[m]�M [2i� 1]� C[2i� 1]�. By (10) adversary �nds

�C[1] jj C[2] jj:::jj C[m� 1]jj Ĉ ; C[2i]�M [2i� 1]�

is a valid (Ciphertext,Tag) and it decryped to
M [1] jjM [2] jj::::jjM [m� 1] jj M̂

Case5: (when � = n) There exists a number i 2 f1; 2; ::; m�12 g such that

T = C[2i]�M [2i� 1]
Since A = " we have T = TE = EK(3L� � � � �) so by (1) we conclude

3L� � � = 2i�1L� C[2i� 1] (11)
From (11) we obtain

3L� � ��M [2i� 1]� C[2i� 1] = 2i�1L�M [2i� 1] (12)
By (1) and (12) we obtain

EK�3L� � ��M [2i� 1]� C[2i� 1]� = C[2i� 1]�M [2i] (13)
Adversary chooses M̂ such that

jM̂ j < n;
pad(M̂) =M [m]�M [2i� 1]� C[2i� 1]

and it puts Ĉ := msbjM̂ j
�C[m]�M [2i� 1]� C[2i� 1]�. By (13) adversary �nds

�C[1] jj C[2] jj:::jj C[m� 1]jj Ĉ ; C[2i� 1]�M [2i]�

is a valid (Ciphertext,Tag) and it decryped to
M [1] jjM [2] jj::::jjM [m� 1] jj M̂

5



4 Advanage of adversary
Advantage of our adversary is

Adv(A) = �3(m� 1)
2 + 2C(m� 1

2 ; 2)�2�128
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