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(U) Why We Care

 (TS//SI//REL TO USA, FVEY) S2 – many of our targets 
communicate over Huawei produced 
products

 (TS//SI//REL TO USA, FVEY) S3 – design, deployment & 
market expansion impact access to 
communications .



(S//SI//REL TO USA, FVEY)  From NIE, The Global Cyber Threat to the US 
Information Infrastructure: “We assess with high 
confidence that the increasing role of international 
companies and foreign individuals in US information 
technology supply chains and services will increase 
the potential for persistent, stealthy subversions.”
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I have kind of been hinting at this all along, but why do we care?
Many of our targets communicate over Huawei produced products, we want to make sure that we know how to exploit these products -  we also want to 
ensure that we retain access to these communication lines, etc.  There is also concern that Huawei’s widespread infrastructure will provide the PRC with 
SIGINT capabilities and enable them to perform denial of service type attacks. This was all stated in the National Intelligence Estimate that came out a 
few months ago: “the increasing role of international companies and foreign individuals in US information technology supply chains and services will 
increase the potential for persistent, stealthy subversions.”

Source
22 March 2014.New York Times.http://s3.documentcloud.org/documents/1094880/huawei-powerpoint-slides.pdf.Related article:http://www.nytimes.com/2014/03/23/world/asia/nsa-breached-chinese-servers-seen-as-spy-peril.html?ref=world






