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“if you had unprecedented access to

classified networks 14 hours a day 7
days a week for 8+ months, what
would you do?” .

- “bradass87”
21 May 2010
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Source
https://www.rmda.army.mil/foia/FOIA_ReadingRoom/(a)(2)(D)%20-%20Records%20released%20to%20the%20public%20under%20t%5CPFC%20Bradley%20E.%20Manning%20Court-Martial%20Trial%20Documents%5CAE%20562%20GovernmentOpening%20StatementPowerpoint.pdf


Case-in-Chief Roadmap

Investigation in lrag
Intelligence Training
Irag Deployment

Charges and Specifications
— Chronological Order

— Computer Forensics

— Nature of the Information



, Key Evidence



Key Evidence

SIPRNET Computers

Intelink Logs

PFC Manning’s Personal Computer
External Hard Disk Drive (HDD)

SD Card



Key Evidence

Evidence Recovered from Brookhaven
Zmzo:m_ Lab

CENTCOM SIPRNET SharePoint Logs
Supply Annex NIPRNET Computer
Advanced Individual Training (AIT) Instruction

“Non-Disclosure Agreements (NDAs)
- WikiLeaks “Most-Wanted” List



SIPRNET Computers

° :.NN: |
— PFC Manning’s primary SIPRNET 83_9:2,
— “backup.xlsx”

° \\.b.o\\

— PFC Manning’s secondary SIPRNET computer

— More than 100,000 full base64-encoded DoS
cables

* Looks like gibberish but optimizes the transmission of
information

-Key Evidence-



1D

v

251288
251289
251290
251291
251292
251293
251294
251295
251296
251297
251298
251299
251300
251301
251302
251303
251304
251305
251306
251307
251308
251309
251310
251311
251312
251313
251314
251315
251316

DATETIME ~ + REFERENCE
2010-03-01 00:25 10ASTANA281
2010-03-01 00:27 10ASTANA282
2010-03-01 00:36 10SANTIAGO270
2010-03-01 00:53 10BISHKEK194
2010-03-01 00:57 10SEQUL324
2010-03-01 01:22 10ASTANA283
2010-03-01 01:46 10STATE18658
2010-03-01 01:59 10TOKYO398
2010-03-01 02:23 10CANBERRAL45
2010-03-01 03:01 10TOKYO399
2010-03-01 03:05 10KUALALUMPUR132
2010-03-01 03:32 10ASHGABAT252
2010-03-01 03:33 10ASHGABAT253
2010-03-01 03:51 10CANBERRA147
2010-03-01 03:53 10CANBERRA148
2010-03-01 03:55 10TAIPEI206
2010-03-01 03:57 10ASTANA284
2010-03-01 04:01 10JAKARTA259
2010-03-01 04:08 10KABUL728
2010-03-01 05:14 10NAIROBI480
2010-03-01 05:17 10ANKARA317
2010-03-01 05:30 10BISHKEK196
2010-03-01 05:53 10CANBERRALS0
2010-03-01 05:55 10CANBERRA151
2010-03-01 06:11 10DAMASCUS176
2010-03-01 06:17 10BANGKOK484
2010-03-01 06:21 10DOHAS0
2010-03-01 06:21 10DUBAI31
2010-03-01 06:22 10DOHAB1

+ EMBASSY

Embassy Astana
Embassy Astana
Embassy Santiago
Embassy Bishkek
Embassy Seoul
Embassy Astana
Secretary of State
Embassy Tokyo
Embassy Canberra
Embassy Tokyo
Embassy Kuala Lumpur
Embassy Ashgabat
Embassy Ashgabat
Embassy Canberra
Embassy Canberra
American Institute Taiwan, Taipei
Embassy Astana
Embassy Jakarta
Embassy Kabul
Embassy Nairobi
Embassy Ankara
Embassy Bishkek
Embassy Canberra
Embassy Canberra
Embassy Damascus
Embassy Bangkok
Embassy Doha
Consulate Dubai
Embassy Doha

~ CLASSIFICATION

UNCLASSIFIED/{FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR QFFICIAL USE ONLY
UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE OMLY
UNCLASSIFIED
CONFIDENTIAL//NOFORN
UNCLASSIFIED

CONFIDENTIAL

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL//NOFORN
UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR QFFICIAL USE ONLY
SECRET

UNCLASSIFIED

SECRET

UNCLASSIFIED ,
UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL

UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR QFFICIAL USE OMLY
CONFIDENTIAL

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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SIPRNET Computers

° ss.NNt

— PFC Manning’s primary SIPRNET computer
— “backup.xlsx”

° \\.b.O\\

— PFC Manning’s secondary SIPRNET computer

— More than 100,000 full base64-encoded DoS
cables

* Looks like gibberish but optimizes the transmission of
information

-Key Evidence-



Intelink Logs

* Intelink SIPRNET search engine
— Similar to “Google”

* Logs linked to the “.22” and “.40” IP addresses
span the length of PFC Manning’s deployment

e Searches for “wikileaks” more than 100 times
on the SIPRNET

-Key Evidence-



PFC Manning’s Personal Laptop

* Collected from PFC Manning’s containerized
housing unit (CHU)
* Two different sets of chat logs:

— Chat logs between PFC Manning and
“pressassociation” (Julian Assange)

— Chat logs between PFC Manning and Adrian Lamo
* Important admissions in chat logs

* “Volumes.txt” = “mounting data”
— Data is created when CD is inserted

-Key Evidence-



[12:48:17 PM) info@adrianlamo.com: how long have you helped Wikileaks?
{12:49:09 PM) bradass87: since they released the 9/11 “pager messages”

[12:49:38 PM) bradass87: | immediately recognized that they were from an NSA database_ and i felt
comfortable enough to come forward

{12:50:20 PM) bradass87: so... right after thanksgiving timeframe of 2009

PE 30 for ID



04:33:44 PM) v_.ma_mmmm_._..“ Idk... 1 only know what 1 provide him xD
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pressassociation@abber.ccc.de Mathaniel Frank 2010-03-05 00:56:32 5-6 hours for total upload?

dawgnetwork@jabber.ccc.de Mobody 2010-03-05 03:32:57 uploaded

dawgnetwork@jabber.ccc.de MNobody 2010-03-05 03:33:31 no. it was like 5 minutes
dawgnetwork@jabber.ccec.de zowu& 2010-03-05 03:36:21 ping

dawgnetwork@jabber.cce.de Mobody 2010-03-05 02:37:36 ping

dawgnetwork@jabber.ccc.de Mobody 2010-03-05 03:38:54 anyway... should be good to go with that....
dawgnetworki@jabber.ccec.de Mobody 2010-03-05 05:29:50 news?

dawgnetwork@jabber.ccc.de Mobody 2010-03-05 05:41:22 ___

dawgnetwork@jabber.ccc.de Mobody 2010-03-05 21:07:12 hi

pressassociation@]abber.ccc.de Nathaniel Frank 2010-03-05 21:07:48 hiya

pressassociation@jabber.ccc.de MNathaniel Frank 2010-03-05 21:08:15 | [ike debates.

pressassociation@jabber.ccc.de Nathaniel Frank 2010-03-05 21:09:27 Just finished one on the IMMI. and crushed some
wretch from the journalists union.

dawgnetwork@@jabber.cec de Mobody 2010-03-05 21:11:01 vid?

pressassociation@jabber.cece.de Mathaniel Frank 2010-03-05 21:11:24 Of this?

dawgnetworki@jabber.ccc.de Nobody 2010-03-05 21:11:37 yeah

pressassociation@]abber.cce.de Mathaniel Frank 2010-03-05 21:11:56 Not videotaped. | think.

dawgnetworki@jabber ccc de Nobody 2010-03-05 21:12:04 ah |

pressassociation@]abber.ccc.de Nathaniel Frank 2010-03-05 21:12:24 very satisfying though
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dawgnetwork@jabber.ccc.de Nobody 2010-03-10 21:15:45|its like you&apos;re the first &quot;Intelligence
Agency&quot; for the general public
dawgnetwork@jabber.ccc.de Nobody 2010-03-10 21:16:39|downside is you get se much stuff in a single day that

its hard to prioritize

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-10 21:16:54

yes

pressasscciation@jabber.ccc.de

Nathaniel Frank

2010-03-1021:17:05

that&apos,s just a matter of growth, though

pressasscciation@jabber.ccc.de

Nathaniel Frank

2010-03-10 21:17:39

did you read our bulgarian shadow state doc?

dawgnetwork@jabber.ccc.de

Nobody

2010-03-10 21:17:45

well, fuck you do everything an intel agency does...
minus the anonymous sourcing

dawgnetwork@jabber.ccc.de

Nobody

2010-03-10 21:17:58

not really

pressassocciation@jabber.ccc.de

Nathaniel Frank

2010-03-10 21:18:15

The original WL about reads: &quot;...will be the first
intelligence agency of the people...&quot;

dawgnetwork@jabber.ccc.de

Nobody

2010-03-10 21:18:43

might have missed that, but its absolutely true
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PFC Manning’s Personal Laptop

* Collected from PFC Manning’s containerized
housing unit (CHU)
* Two different sets of chat logs:

— Chat logs between PFC Manning and
“pressassociation” (Julian Assange)

— Chat logs between PFC Manning and Adrian Lamo
* Important admissions in chat logs

e “Volumes.txt” = “mounting data”
— Data is created when CD is inserted

-Key Evidence-



Volumes. txt 12/17/72010

/Volumes /100215 _0621/BI817RE2~
FDDC~102D-60B34786952A5C90/12_0950D_JUL_07_SAF_ATTK ON_1-8_CAV_IN_NEW BAGHDAD.
ppt
/Volumes/100215_0621/B9817BE2~-FDDC~102D=-60B34786952A5C90712 JUL 07 C2Z
ENGAGEMENT ZONE 3¢ GC Anyone.avi

/Volumes/100215 _0621/B9817RE2~-FDDC-102D-60B34786952A5C90/B3817BE2-
PDDC-102D-60834786952A5C90 . zip
/Volumes/L00215_0621/712/10REYKIAVIKLS. txt
/Volumes/100215_0621/il/persons/Sigurdardottir.pdf
/Volumes/100215_0621/11/persons/Skarphedinsson . pdf
fVolumes/100215_0621/11/wl/cl. . txt
sVolumes/100215_0621/11/10REYKIAVIKS . txt
/Volumes/100215_0621/1i1/10REYKIAVIKA , tXL
/Volumes/1l00215_0621/3i1/1Q0REYRIAVIKI. txt '
/Volumes/100215_0621/11/persons/Jonsson.pdf
/Volumes/100215_0621/1i1/09REYRJAVIRZ2S8.txt
/Volumes/100215_0621/i1/wl/TIR S 3%1 0014 08 Classified Pocuments on
Wikileaks.pdf

/Volumes/100221_0141/7b31f6a.zip

/Volumes/100224_030L1/

/Volumes/100302_0316/d5463a29.z2ip
/Volumes/100304_2258,/20100304-propaganda_notes, txt
fVolumes/100304_2258/20100227-0900_arrest.pptx
/Yolumes/100304_2258/201002270¢900385MB46420868%0-axrrest . txt
/Volumes/100304_2258 /photos/8SDC10153 .JP
/Volumes/100304_2258/phortos/SDC1015G.JPG

fVolumes/100304, _2258/photos/SDCA¢L51 .JPG
/Volumes/100304_2258/photos/80C1G148. PG
/Volumes/Ll00304_2258/photos/SDCLOLSE6,TPG
/Volumes/L00304_2258/photos/SDCL10155. JPG
/Volunes/100304_2258/photos/SDCLOLS 4. JPG
/Volumes/100304_2258/photos/SDC10153 .JBG
/Volumes/100304_2258/photos/SDC10152 .JPG
/Volumes/100304_2258/photos/SDCAG149.JPG i

/Volumes /100304, _2258/20100304~propaganda_translation.pdf
Volumes/1l00308_0142/74b3%ef%.2ip

/NVolumes/100308_0925/

/Volumes/100311_0856/success. zip
/Volumes /100322 _125%/blah.zip
/Nolumes/L00324_1156/6234680e,2ip
/Volumes/100328_1723/05000.zip

/volumes/100330_1737/

/VWolumes/100330_1852/

/Yolumes/100331_1015/

fVolumes /100331 _1542/export.csv
/Volumes /100331 _1542/split.zip

/Volumes/100401 _1754/

/Volumes/100401_1%48/105000.zip
/Yolumes/100405_1225/dirfile. zip
/Volumes/100407_1250/split.zip
/Volumes/100407_125¢/split_2.zip

/Volumes/100408_1833/

/volumes/100410_1330/

/Volumes/10041)_09%L8/farah, zip
/Volumes/L00411_0818/split.zip

/Volumes/100412_1907 /ovexall.zip
/Volumes/100413_1656/201004138~receipt_requast.pdf
/Volumes/100423_1851/4 2 JUL 07 CZ ENGAGEMENT Z0NE 30 GC.avi
/Volumes/100427_2030/12 JUL 07 CZ ENGAGEMENT ZOWE 30 GC Anyone.wmv
/Volumes/100427_2030/cia blah. txt
/Volumes /100504 _1845/files. zip
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/Volumes/100215_
FDDC-1G2D-H60R34786552A5C80/12_0950D_JUL_(7_SAF ATTK ON_1-3_CaAV_IN_ NEW BAGHDAD.
Ept _

/Volumes/ 100215 _0621/B9817BEZ-FDDC-102D-60B34786952A5C90 /12 JCGL 07 (2
ENGAGEMENT ZONE 30 GC Anyone.avl
/Volumes/100215_05621/B9817RE2Z-FDDC~-102D-60B34786952A5C90/B9817BE2-
FODC-102D-60834786852A5C90 . zip

SVolumes/100215_0621/11/10REYRKIJAVIKLS . txt

fVolumes /100215 _0621l/1il/persons/Sigurdardottir.pdf
SVolumes/100215_0621/1i1/persons/Skarphedinssorn: . pdf
/Volumes/100215_0821/11/wl/c3.txt

JSVolumes/100215_0621/11/10REYKIAVIKS .. cxt

/Volumes/ 100215 _0621/11/1CREYKIAVIKL . txt
/Volumes/10021%_0621/31/10REYRIAVIK] . txt

fVolumes/ 100215 _0621/il/persons/Jonsson. pdf
fVolumes/100215_0621/11/09REYKIAVIK228 . txt

/Volumes/100215_0621/11/wl/IIR 5 381 (014 08 Classified Documents on
Wikileaks.pdf
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External Hard Disk Drive (HDD)

* Collected from PFC Manning’s containerized
housing unit (CHU)
* Two documents of interest:

— AIT PowerPoint brief prepared by PFC _<_m:3_:m

— Contact information for Julian Assange, created on
29 November 2009

-Key Evidence-
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External Hard Disk Drive (HDD)

* Collected from PFC Manning’s containerized
housing unit (CHU)
* Two documents of interest:

— AIT PowerPoint brief prepared by PFC Manning

— Contact information for Julian Assange, created on
29 November 2009

-Key Evidence-



YOU can currently contact our investigations editor directly in Iceland
+354 B62 3481 ; 24 hour serwvice; ask Tor "Julian Assange”.
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SD Card

* Collected from PFC Manning’s Aunt’s house in
Potomac, Maryland

 Two complete databases:

— Combined Information and Data Network
Exchange (CIDNE)-Iraq ‘SIGACTS’

— CIDNE-Afghanistan ‘SIGACTS’
. =_»m>D_<_m..__.x._.=

-Key Evidence-



&

1 afg_everts.csv 01/05/10 12:47:504M

e,

1 irg_events.csy
1 READIE Ext
1 . README.txt

01205/10 02:55: 104M
01/09/10 03: 16044
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SD Card

* Collected from PFC Manning’s Aunt’s house in
Potomac, Maryland
* Two complete databases:

— Combined Information and Data Network
Exchange (CIDNE)-Iraq ‘SIGACTS’

— CIDNE-Afghanistan ‘SIGACTS’
e “README.TXT”

-Key Evidence-



Items of Historical Significance for Two Wars.

Irag and Afghanistan Significant Activities {SIGACTs) between 0000 on 01 JAN 2004 and 2359 on
31 DEC 2009 (Iraqg local time, and Afghanistan local time)

CSV extracts are from the Department of Defense {DoD) Combined Information and Data
Exchange {CIDNE) Database.
It's already been sanitized of any source identifying information.

You might need to sit on this information, perhaps 90-180 days, to figure out how best to
release such a large amount of data, and to protect source.

This is possibly one of the more significant documents of our time, removing the fog of war, and
revealing the true nature of 2 1st century asymmetric warfare.

Havea good day.
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Brookhaven National Lab Computer

* FBl and CID agents collected a computer from
Brookhaven National Lab in NY
— Work computer of Jason Katz
* Forensic match of the video charged in
Specification 11 of Charge Il was found on this
computer
— “created” on 15 December 2009
— PFC Manning deployed in November 2009

-Key Evidence-



CENTCOM SIPRNET SharePoint Logs

* Collected CENTCOM SIPRNET SharePoint Logs

* Logs show downloading of 334 files on 10

April 2010

— Files were from an investigation into an airstrike in
Farah province, Afghanistan in May 2009

* Logs show that none of the videos relating to
this investigation were downloaded on that
day

-Key Evidence-



Supply Annex NIPRNET Computer

* Collected a NIPRNET computer from the
supply annex

* The supply annex computer was used to
download the United States Forces-lrag Global
Address List (GAL)

— Emails and personal information of m_o_o_ﬁoowmﬁm_A<
74,000 servicemembers

-Key Evidence-



Jeffrey L MEgt 2321 ETS BIT
Joe M 156G & 3rd 5TB First Sergeant
Joshma L SPC ZHC 1-27 IH Rifleman
aante CIR MRAP Salal
Bobert G 353 3-13th F&
migh, Lawrence B SBC MEFEF-I TF CDIN Ixagery analyst
.xk, Andrew LTC MNF-I JRCC-TIERIT Contracting Chief
mn, Natasja CET 702 B52 ZEC 56 0IC
vty Scott o CIV UBAAd huditor
v, Seth o EET 26TH CBH
A, Adewyinka CIV AMC-MBAP Mechanic
Syrenz MW 3GT B Co 404tk ASE TI
ty Dawid & 5BC USA MMD-C 3 Co G2 INTEL ANARTYST
t, Michael T 5GT S0th Crhemiczl Co.
v, Emrmamuel O 36T A CO 1-14 INM 3BH, Supply SGT
i, Raymond T GEN MNEF-I CHD GRP (Commranding Generzl)
Y, AWikam I
Y Gofmmeon CIW MWNEF-IZ 1 4l Translator
v Lilwama W CIV M5C 25 MP BN Linguist
y, Hargaret ¥ CIV JIDC Linguist
v, Madia CIV MMNF-I i10lst ASN DIV Linguist
v, Willdiaw Z CIV JIDC Linguist
W, Mary ¥ CTR HMNFI Co52 STRATCCHM
l, ¥jeril R. GEE13 L3I ISD HST 573 THM LD
Benjamrin 3GT 1& EZNG ZDE Metwork Systemr dmalyst
Srandon L 2LT MNC-I WZ-44 ADR Filt Leader
Brandon L ZLT MND-C 2-44 PFlatoon Leader
Srion M SBC S8TH MED LOG OUSA
Cardonna E 3FC Irag, 57 3IG BN, ELM Plataoonm 3Sgt
Coristopher TS5gt 836TH
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Non-Disclosure Agreements

 PFC Manning signed multiple NDAs
throughout his time in the Army
— Responsibilities
— Special trust and confidence
— Potential damage
— Classified information as property of the USG
— Consequences of unauthorized disclosures

-Key Evidence-
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WikiLeaks “Most-Wanted” List

* Link between searches made from PFC
Manning’s SIPRNET computers and the
information WikiLeaks was targeting

— 28 November 2009, the “.40” computer searched
for “retention+of+interrogation+videos”

— The “most-wanted” list in 2009 sought “CIA
detainee interrogation videos”

-Key Evidence-



22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.22
22.225.41.22
22.225.41.22
22.225.41.22
22.225.41.22
22.225.41.22
22.225.41.22
22.225.41.40
22.225.41.40
22.225.41.40

22.225.41.40

22.225.41.22
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40

22.225.41.40

22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40
22.225.41.40

10 Nov 09 08:40:03
10 Nov 09 08:43:53
10 Nov 09 08:49:10
10 Nov 08 22:48:35
12 Nov 09 14:32:26
17 Nov 09 21:52:34
18 Nov 09 21:03:40
18 Nov 09 21:05:19
19 Nov 09 03:54:18
19 Nov 09 03:59:46
20 Nov 09 11:45:29
20 Nov 09 11:48:39
21 Nov 09 16:57:37
21 Nov 09 18:46:20
25 Nov 09 05:41:56
26 Nov 08 00:35:40
26 Nov 09 03:02:39
27 Nov 09 00:07:33
27 Nov 0% 14:57:18
28 Nov 08 18:32:49
28 Nov 09 18:39:40
28 Nov 09 16:42:35
28 Nov 09 16:52:00
28 Nov 09 19:54:46
28 Nov 09 18:56:04
28 Nov 09 18:57:16
28 Nov 08 20:02:27
28 Nov 09 20:19:09
28 Nov 09 20:19:55
28 Zo.< 08 22:47:35

‘Nm Nov 08 22:47:58

2% Nov 08 04:08:35
29 Nov 08 04:09:25

GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000
GMT+0000

HR+6+088+0088+10
Mungidh+'Abd-al-Hur+
Mungidh+'Abd-al-Hur+
gazzeter
confluence+2
al-Salheha
kolatcompany
sesist+company
jistgroup
jis+group
nfl+scores
sports
cointterms
kaytusa+rocket
BATS
Na'im+Husayn+Mazan
Na'im+Husayn+Mazan
green+to+gold
loomis+gang
maradmin+498+08
maradmin+"498+08"
maradmin+"498/08"
maradmin
maradmin+488
maradmin
"maradmin+428"
retention+of+interrogation+videas
ret
retention+of+interrogation+videos
subj/retention+of+interrogation+videcs
retention+of+interrogation+videos
r

retention+of+interrogation+videos
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WikiLeaks “Most-Wanted” List

* Link between searches made from PFC
Manning’s SIPRNET computers and the
information WikiLeaks was targeting

— 28 November 2009, the “.40” computer searched
for “retention+of+interrogation+videos”

— The “most-wanted” list in 2009 sought “CIA
detainee interrogation videos”

-Key Evidence-



United States

Important bulk databases

m Intellipedia
w Bricf* Classified intelligence community site as of 1 1/ 12008, including article history.

B opensource.gov
m Bricl: The complete CIA Open Source Center analytical database, The database is extensive, unclassified, non-public, but
relatively accessible to centain cutsiders after jumping through hoops. Despite its name, vou need to be government official
to gain access to it.
= Entity: opensource.gov (hitp:/web.archive.org/web/20091105061330/http://www.opensource.gov)

= Pacer database
s Bricf: The complete PACER database. The PACER database contains extensive US federal court records. They are public
documents, currently behind a paywall. See http://arslechni ca.comytech-policy/news 2009/04/ case-against-pacer. ars
m Entity: PACER {http://web.archive.org/web/20091105061330/ ittp://pacer. pse.uscourts. gow’)

Federal politics

The missing five million White House emails—possibly no longer in existence.

Chenney and Rumsfeld Archives

The White House visitor's list

Minutes or netes for VP Cheney's Energy Conference.

The 1141 pages of ACTA background documents not released to the EFF by the US Trade Representative (see [5]
(hittp:/Aweb.archive.orgiwebi20091 105061330 hitps://secure.eff.org/site’ Advocacylemd=display & page=UserAction&id=420) )
w A list of all Whitehouse and senior federal government employees holding dual citizenship and the countries they represent.

Military and Intelligence

» The SIOP
m OPLAN/CONPLAN 8022, 2003 revision.
m OPLAN/CONPLAN 8044, 2007 revision.
m CIA detaince interrogation videos. While the CIA claims to have destroved 92 of the videos, others are known to remain.
m The US "Black Budget”, from inception to present, with line items. hopefully annotated and explained.
m Detainee abuse photos withheld by the Obama administration.
® Wiretapping program led by NSA
m Brefl: Correspondence between the National Security Agency and American telecom companies such as AT&T, Verizon,
and Qwest, regarding the warrantless wiretapping program. Correspondence involving telecoms who cooperated with the
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Key Witnhesses



Key Witnhesses

e SA David Shaver and forensic examiners from
the Digital Forensics and Research Branch
(DFRB) of the Army Computer Crimes
Investigative Unit (CCIU)

— Mr. Johnson
— SA Williamson



Key Witnesses

 Mr. Moul
— Retired all-source intelligence analyst
— PFC Manning’s AIT Instructor

* Training on classification, handling, INFOSEC,
OPSEC

* Training on enemy’s use of the internet



Recruiting

Work from your own homa g

| N “MNo thanks, just browsing.”
Over the last ten years, the number of terrorist sites has
jumped from less than 100 to as many as 4,000. Many
insurgency groups have many sites and message boards,to

help their network.
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Key Witnesses

¢ Subject Matter Experts from the Department
of Defense, the Department of State, and
other government organizations

— Nature and content of charged information



Key Withesses

* Original Classification Authorities (OCAs) from
CENTCOM, SOUTHCOM, Department of State,
and other government organizations



Key Witnhesses

e Mr. Lewis

— Department of Defense Counterintelligence expert
w/ 30 years of experience

* Market for classified information

* Defined by thousands of dollars for handful of
documents



Key Withesses

 Unit Witnesses
— Iraq deployment
— PFC Manning’s work product / skill-set

— Duties of an all-source intelligence analyst
(Military Occupational Specialty 35F)



The Beginning of the Deployment
(November 2009)




{12:48:17 PM} info@adrianlame.com: how long have you helped Wikileaks?
{12:49:09 PM} bradass87: since they released the 911 “pager messages”

{12:49:38 PM) bradass87: | immediately recognized that they were from an NSA database, and i felt
comfortable enough to come forward

[12:50:20 PM) bradass87: so... nght after thanksgiving timeframe of 2009
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Specification 11 of Charge |l
(November 2009)

First transmission occurred in late-November
2009

BE22PAX.zip was located on the CENTCOM
SIPRNET SharePoint site

— Under “CentcomlLegal/Investigations/Farah”
subfolders

The video was password protected

Same video (forensic duplicate) was on the work
computer of Jason Katz on 15 December 2009




{2:15:57 PM) bradass87: they also caught wind that he had a video... of the Gharani airstrike in
afghanistan, which he has, but hasn't decrypted yet... the production team was actually working on the
Baghdad strike though, which was never really encrypted
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Specification 11 of Charge Il
(November 2009)

* Jason Katz

— Department of Energy Employee at Brookhaven
National Laboratory (BNL), New York

— Password-cracking software on the same
computer
 WikiLeaks Twitter Feed

— On 8 January 2010, WikiLeaks tweeted that they
had a copy of an encrypted video
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ekteream b e
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Hawe enciypted videos of US bomb strikes
oncivilians Joiion R 2 fphanz weneed
super computer time hittp: /sl o
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Specifications 4-7 of Charge |l
(December 2009 — January 2010)



Specifications 4-7 of Charge Il
(December 2009 — January 2010)

* Two separate databases in early-January 2010

— Combined Information and Data Network
Exchange (CIDNE)-Iraqg

* Accessed locally

— CIDNE-Afghanistan
* Accessed via a server at CENTCOM (Tampa, FL)



Specifications 4-7 of Charge Il
(December 2009 — January 2010)

 Both CIDNE databases were available only on
classified networks
— PFC Manning had to use SIPRNET to access

* Reports identified in Specification 5 and
Specification 7 were classified

 Value of information



Specifications 4-7 of Charge Il
(December 2009 — January 2010)

* CIDNE-I was packaged on 5 January 2010
* CIDNE-A was packaged on 8 January 2010
 “README” written on 9 January 2010

* Examination of the SD Card found in PFC
Manning’s Aunt’s house in Potomac, MD




I arme

|ask

_&_ __”_HE._

P - e > e o

] afg_events.csv
] irg_evenits.csy
FELDIME bk

Y . README.bxk

01006310 12:47:504M
010510 02:55: 108N
010910 03 160G &M
011910 032 L6 0GA[N |
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Timeline of Early Events



Timeline

November 2009
— Arrives in lraqg

21 January 2010
— Leaves Irag for R & R

24 January 2010
— Arrives in DC area

25 January 2010

— Cleared computer of all data (wiped) and
reinstalled the operating system



Timeline

* 26 January 2010
— Leaves DC area for Boston, MA

* 31 January 2010

— While in Boston, cleared his computer of all data
in the unallocated or “free” space

— Wiped information that might normally be
recovered after being deleted



Timeline

e 11 February 2010

— Returns to Irag

— Creates an encrypted file on his personal
computer (“strongbox.dmg”)

* 14 February 2010

— Returns to work and immediately begins
harvesting government information



14 February 2010

PFC Manning’s first day back in the SCIF

Actively began mmﬁrmzsm / collecting
information relating to Iceland

WikiLeaks and Julian Assange were based in
Iceland

Transmission of ‘Reykjavik 13’ on 15 Feb 10



Volumes. txt 12/17/7201¢

/Volumes/L00215_0621/B2817BE2~
FDDC-102D-60B34786952A5C90/12_0950D_JUL_07_SAF_ATTK_ON_1-~8_CAV_IN_NEW_BAGHDAD.
ppt

/Volumes/ 100215 _0621/B2817BE2~FDDC~102D-60B34786952A5C90/12 JUL 07 C2Z
ENGAGEMENT ZONE 3¢ GC Anyone.avi
/Volumes/100215_0621/B9817BE2~-FDDC-102D=-60B34786952A5C30/B3817BE2-
FDDC-102D-60834786952A5C90, zip
/Volumes/100215_06217il/10REYKIAVIKLY. txt

/Volumes /100215_0621/il/persons/Sigurdardottir.pdf
/Volumes/100215_0621/1il/persons/Skarphedinsson. pdf
/Volumes/100215_0621/11/wi/c3.txt
/Volumes/100215_0621/1i31/10REYKIAVIKY . txt
/Volumes/100215_0621/i1 /10REYKIAVIKS . txtL
/Yolumes/10021%_0621/311/1Q0REYRIAVIKI. Ext
/Volumes/100215_0621/11/persons/Jonsson.pdf
/Volumes/100215_0621/11/09REYKJAVIRZ28. txt
/Volumes/100215_0621/i1/wl/EIR 5 391 0014 08 Classified Documents on
Wikileaks .pdf

/Volumes/100221_0141/7b31f6a.zip

/Volumes/100224_0301/

/Volumes/100302_0316/35463a29.zip
/Volumes/100304_2258/20100304-propaganda_notes. txt
fVolumes/100304_2258/20100227-0900_arrest.pptx
/Wwolumes/200304_2258/20100227030038SMB4642086890-arrest . txt
/Volumes/100304_2258/photos/SDC10153 .JP
/Volumes/100304_2258/photos/SDCICLSC.IPG
/Volumes/100304,_2258/photos/SDCA1GLSL.JRG
/Volumes/100304_2258/photos/SEC10148.TPG
/Volumes/L100304_2258/photos/80CL0156,JPG
/Volumes/L00304_2258/photos/SDC10155.JPG
/Volumes/100304_2258/photos/SDCLOAS54.,.TPG
/Volumes/100304_2258/photos/SDC10L53.JPG
/Volumes/100304_2258/photos/SDC10¢152.JPG
/Volumes/100304_2258/photos/SDCA0149.JPG .
/Volumes/100304,_2258/20100304~propaganda_txanslation.pdf
fVolumes/100308_0142/74b3%ef6.z2ip

/Volumes/100308_0925/

/Volumes/L100311 _0854/success. zip
/Yolumes/100322_1255/blah.zip
/Volumes/100324_1156/6234680e.2ip"
/Volumes/100328_1723/05000.zip

/volumes/100330_1737/

/Volumes/100330_1852/

/YMolumes/100331_1015/

fVolumes /100331 _1542/export.csv
/Volumes /100331 _1542/split.zip

/Volumes/100401, 1754/

/Volumes/100401_1%48/105000.zip
/Yolumes/200405_1225/dirfile.zip
/Volumes/100407_1250/split.zip
/Volumes/100407_1250/split_2.zip

/Volumes/100408_1833/

/volumes/100410_1330/

/Volumes/10041)L_09%L8/farxah.zip
/Volumes/100411_0%18/split.zip
/Volumes/100412_1907/overall.zip
/volumes/100418_1656/20100419-receipt_requast.pdf
/Wolumes/100423_1851/1 2 JUL 07 CZ ENGAGEMENT ZONE 30 GC.avi
/Volumes/100427_2030/12 JUL 07 CZ LNGAGEMENT ZONE 30 GC Anyone.wmv
/Volumes/100427_2030/cia_blah. txt
/Volumes/100504_1845/files. zip
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sz

fVolumes/ 100215 _0621/B9817BE2-FDDC-102D-60B34786952A5C90/12 JUGL 07 CZ
ENGAGEMENT ZONE 30 GC Anyone.avi

fWVolumes /100215 _0621/B2817BE2-FDDC-102D-60B34786952A5C90/BY9817BE2 -
FDDC-102D-60B34786952A5C90 . zip
Volumes/100215_0621/2)1/10REYRIAVIKL] . txt

FWVolumes /100215 0621711l /persons/Sigurdardottir. pdf
fVolumes/100215_0621/1i1 fpersons/Skarphedinssor: . pdt
fVolunmes/100215_0621/11/wl/c3 . . txt
/Volumes/100215 0621 /131/1CREYRKJIAVIKY . txt
/VWolumes/100215_0621 /i1 /10REYKIAVIKY . txt

fVolumes/ 1302159 0621 /21 /1CREYRIJAVIKI . ExE
Molumes/100215_0621/11/persons/Jonsson. pdf
fWVolumes/100215_0621/11/09REYRIAVIK228 . txC
/Volumes/100215_0621/11/wl/IIR 5 391 G014 (8 Classified Documents on
Wikileaks . pdf | .
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Specification 2 of Charge I
(o/a 15 February 2010)

¢ “12JULO7 CZ ENGAGEMENT ZONE 30 GC
Anyone.avi” was located on the Brigade’s
SIPRNET sharedrive, under the “SJA” folder

— “Apache video”
e CENTCOM FOIA officer will testify that the

video was not released when CENTCOM |
released the investigation related to the video




Specification 2 of Charge Il
(o/a 15 February 2010)

 When the Apache video was initially released
by WikiLeaks, released as an edited version
(17 minutes v. 38 minutes)

* Participated in the editing process

* Army Aviator will testify and explain how the
video could be useful to foreign adversaries



on 5519410 6:32 PH, Bradley Manning wrote: .
el tal ﬂﬂmmﬂwri.
There s 4 few apgwsss I haws To WATLons ofhers JuestTions as well:
L. 1 approvwed the edits without actaally wiewing the wideo. (Uad =
WriTrern AeSoripTion. |
E. 1 *“saw” an REE and many, many moroe weapons the firzrst $2ime I soaw the
widgn, I was Aaamb. I explored it foarthers, and found oot whart acstually
happenced Iozer. I wanted the wideo o challonge that cognicive bias that
STET Y yodn:y Iragl male e an insurgent.
3. I ipseracted thess o bhe an Orwell Juots, ﬁﬁmﬁﬁun san of The
Jonrnalists, and some gencral context. Assange came unp with *Ceollateral
Murdes, " with oy approwral . It literallyw oeans ‘onintenticonal morder. ®
4. Fublis Relacions 25 an ared Wikiteaks necded some meh@1w+m ﬁmwﬁ ir,
ginoe Tthe oniy people who had heard of rthem befores wers people in whe
hacker, Joncnaliszt, and nrtelligence communit ies .
5. Widpo pecsonally pissed off Assange . and he wantod To Sgot ownt o
ol e

o 5200518 L0 aM, Eoico m&ﬁﬂ@mﬂu ol T

| Cool . Why all the ZE spin over “sollareral murdes,” when Teleasing it

o sTralight Iike proedions Ioeaks might have ondod op WIARSRE oo SORTSSRET ST
% :

W o SS9 IR L0590 M, Broadlionyw Manning wooTiaes

m H.Emh.ﬁﬁm,mﬁﬁhﬁm Gm.ﬁﬁmww&ﬁ?@qd@@mﬂmhﬂgﬁ?ﬁhﬁﬁﬁ#MEWWﬁbﬂm_ﬁmﬂH-
which killed the two journalisrts and indjured two kids.

=L
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Specification 2 of Charge Il
(o/a 15 February 2010)

* When the Apache video was initially released
by WikiLeaks, released as an edited version
(17 minutes v. 38 minutes)

* Participated in the editing process

* Army Aviator will testify and explain how the
video could be useful to foreign adversaries



WikiLeaks Research Throughout the
Deployment ,



WikiLeaks Research

* Prior to, and after 15 February 2010, researched
WikiLeaks extensively on the SIPRNET

* Intelink Log activity shows repeated searches, as
early as 1 December 2009
— More than 100 searches for “wikileaks” on SIPRNET

* On 1 December 2009, first accesses the
document charged in Specification 15 of Charge I



22.225.41.40 30 Nov 09 12:19:07 GMT-+0000
22.725.41.40 30 Nov 09 19:34:45 GMT-+0000
22.225.41.40 30 Nov 09 18:55:57 GMT+0000

22.225.41.40 01 Dec 09 08:40:09 GMT+0000 |
22.225.41.40 01 Dec 09 08:44:56 GMT-+0000

22.225.41.40 01 Dec 09 08:49:05 GMT+0000 |
22.225.41.40 01 Dec 09 09:02:04 GMT+0000

22.225.41.40 01 Dec 09 10:39:57 GMT+0000
22.223.41.40 01 Dec 09 149:42:16. GMI+000D

22.225.41.40 01 Dec 09 21:53:11 GMT+0000
22.225.41.40 01 Dec 09 22:00:44 GMT+0000
22.225.41.40 01 Dec 09 23:31:31 GMT+0000
22.225.41.40 02 Dec 09 01:10:14 GMT+0000
22.225.41.40 02 Dec 09 18:21:25 GMT+0000
22.225.41.40 03 Dec 09 14:10:24 GMT-+0000
22.225.41.40 04 Dec 09 15:17:52 GMT+0000
22.225.41.40 05 Dec 09 13:10:09 m?_»_#aacﬂ {
22.225.41.40 05 Dec 09 13:16:39 GMT+0000
22.225.41.40 06 Dec 09 05:03:58 GMT+0000
22.225.41.40 06 Dec 09 05:09:51 GMT+0000

22.225.41.40 06 Dec 09 22:21:22 GMT+0000

Abu+Adil
bagram
bagram+abuse
ali+swadi
ali+swadi+aka
+UL1604
krkr -
Ali+Swadi+Yousif
UL+1604

bagram
task+force+134
wikileaks

wikileaks ‘
ahmad+hassanHat
Karim+Al-Mayyahi
240mmrockets.
stars+and-+stripes
starstandtstripes
task+force+134+Hoia
~wikileaks
encryption
tor
temporary+obfuscated+routing
gasim-+abu+muhammed
_red+rough.

22.225.41.40 06 Dec 09 22:50:47 GMT+0000
22.225.41.40 06 Dec 09 22:54:45 GMT+0000 |
22.225.41.40 Q7 Dec 09 16:31:07 GMT+0000 i
22.225.41.40 07 Dec 09 18:40:04 GMT+0000.
22.225.41.40 08 Dec 09 06:40:00 GMT+0000

keal
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WikiLeaks Research

* Prior to, and after 15 February 2010, researched
WikiLeaks extensively on the SIPRNET

* Intelink Log activity shows repeated searches, as
early as 1 December 2009

— More than 100 searches for “wikileaks” on SIPRNET

e On 1 December 2009, first accesses the
document charged in Specification 15 of Charge Il




~ SECRET/NOFORN
(UNCLASSIFIED#/FOUO UPON REMOVAL OF REFERENCES)

) | ACIC Home

(U) Wikileaks.org—An Online Reference to Foreign
Intelligence Services, Insurgents, or Terrorist Groups?

PE 45 for ID



(U) Key Judgments

3 Wikileaks.org represents a potential force protection, counterintelligence,
D_.ummn and INFOSEC threat to the US Army.

w Wmnmﬁ unauthorized release of DoD sensitive and classified documents provide

Emm foreign terrorist groups, msurgents, and other foreign adversaries with potentially
m,n:oamZm information for targeting US forces.

3 The possibility that current employees or moles within DoD or elsewhere in the
Cm government are providing sensitive or classified information to Wikileaks.org cannot

SECRET/NOFORN
(UNCLASSIFIED/FOUOQ UPON REMOVAL OF REFERENCES)Page 3 of 32
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Specification 15 of Charge Il
(December 2010 — March 2010)

 The document alerted readers that WikiLeaks
was a source of intelligence for adversaries
* Document had not been released publicly

— Only available to individuals with access to the
SIPRNET

— Marked top and bottom with classification



WikiLeaks Research

e Other research on WikiLeaks in this
timeframe:

— “Chaos Computer Club” (C3) document
— Intelligence Information Report (lIR)

* Forensic evidence shows transmission of these
two documents to WikiLeaks in February 2010

— “Volumes.txt”



a. -+ F=(U//FOUQO) Analysis. WikiLeaks represents a potential force
protection, counterintelligence, operational security (OPSEC), and
information security (INFOSEC) threat to MARFOREUR/AF. The
‘intentional or unintentional leaking and posting of US Marine Corps
sensitive or classified information to Wikileaks.org poses a large threat not
only from the external disclosure, but from the insider. The insider would
be able to easily leak information without fear of any direct, individual,
repercussions. Further, when the off-shore storage is implemented,
WikiLeaks will have more latitude to distribute and publish leaked
information as it will not be bound by U.S. law.
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WikiLeaks Research

e Other research on WikiLeaks in this
timeframe:

— C3 document
— Intelligence Information Report (lIR)

* Forensic evidence shows transmission of these
two documents to WikiLeaks in February 2010

— “Volumes.txt”



Volumes. txt 1371772010

/Volumes/L00215_0621/BI817BE2~
FDDC-102D-60B34786952A5C90/12_0950D_JUL_07_SAF_ATTK_ON_1-8_CAV_IN_NEW_BAGHDAD.
ppt
/Volumes/100215_0621/B8817BE2~FDDC~-102D-60B34786952A5C90/12 JUL 07 CZ
ENGAGEMENT ZONE 30 GC Anyone.avi
/Volumes/100215_0621/B9817BRE2-FDDC~102D~60B34786952A5C90/B39817BE2~
FDDC-102D-60834786952A5C90 . 2ip
/Volumes/i00215_0621/il/10REYKIAVIKLI . txt
/Volumes/100215_0621/il/persons/Sigurdardottir. pdf
/Volumes/100215_0621/11/persons/Skarphedinsson . pdf
/Volumes/100215_0621/11/wl/cld.txt
/Volumes/100215_0621/i1/10REYRKIAVIKS . Cxt
/Volumes/A100215_0621/L1 /10REVKIAVIKS . tRE
/Volumes/100215_0621/11/10REYRIAVIKI, txt
/volumes/100215_0621/11/persons/Jonsson. pdf
fVolumes/100215_0622/11/09REYRJIAVIRZ28. txt
/Volumes/100215_0621/i1/wl/IIR 5 391 0014 08 Classified Documents on
Wikileaks.pdf

/Volumes/100221_0141/7b31f6a.zip

/Volumes/100224_0301/

/Volumes/100302_0316/4d5463a29.zip
/Volumes/100304_2258,/20100304-propaganda_notes, txt
fVolumes/100304_2258/20100227-0900_arxrest.pptx
/Wolumes/200304_2258/201002270900G385MB46420868%¢~arrest . txt
/Volumes/100304_2258/photos/SDC10153 .JP
/Volumes/100304_2258/photos/SDC10150G.JPG

/Volumes/100304 _2258/photos/SDCAG151.JPG
/Volumes/100304_2258/photos/SDCL0148.,TPG
/Volumes/100304_2258/photos/SDC10156.TPG
fVolumes/L00304_2258/photos/SDCLOLS55.JPG
/Volumes/100304_2258/photos/SDC10154.JPG
/Volumes/100304_2258/photos/SDC10153.JBG
/Valumes/100304_2258/photos/SDC10152 .JPG
/Volumes/100304_2258/photos/SDC10149.IPG \
/Volumes/100304,_2258/20100304-propaganda_tyanslation.pdEf
/Volumes/100308_0142/74b3%efb.2ip

/Volumes/100308_0925/

/Volumes /100311 _0856/success.zip
/Wolumes /100322 _1255/blah.zip
/Volumes/100324_1156/6234680e.2ip
/Volumes/100328_1723/05000.zip

/volumes/100330_1737/

/Volumes/100330_1852/

/Yolumes/100331_1015/

/Volumes/100331_1542/export.csv
/Volumes/100331_1542/split.zip

/Volumes/100401_1754/

/Volumes/100401_1948/105000.zip
/Wolumes/200405_1225/dixrfile.zip
/Volumes/100407_1250/split.zip
/Volumes/100407_1250/split_2.zip

/Volumes/100408_1833/

/volumes/100410_1330/

/Volumes/100411_4%L8/faxah.zip
/Volumes/L00411_0818/split.zip
/Volumes/100412_1907/overall.zip
/Volumes/100418_1656/20100419=receipt_requast.pdf
/Volumes/100423_1851/1 2 JUL {7 CZ ENGAGEMENT ZONE 30 GC.awi
/Volumes/100427_20390/12 JUL {7 {Z ENGAGEMENT ZONE 30 GC Anyone.wmv
/Volumes /100427 _20¢30/cia blah.txt
/Volumes/100504_1845/files.zip
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fVolumes/100215_0621/11/persons/Skarphedinsson . pdf
fWolumes/ 100215 0621/11/wl/c3 . txt
AVolumes/100215_0a21/11/10REYRIAVIKS . cxt
Avolumes/1l00215_C0a2l/11/10REYKIAVIKL . cxt
/Volumes/10021%_0621/12/10CREYRJAVIKS ., txt
volumes/ 100215 _062L/1)/persons/Jonsson. pdf
/Wolumes/100215_0621/11/09REYKJIAVIKZ28 . txt
JVolumes/100215_0621/11/wl/IIR § 331 0014 08 Classified Documents on
Wikileaks . pdf |

¥
1
1

y ¥
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Specifications 8 and 9 of Charge |
(March 2010)



Specifications 8 and 9 of Charge |
(March 2010)

» Returned to targeting large databases
* On 5 March 2010, attempted to download the
JTF-GTMO detainee assessment database

manually
- Right clicking, saving to computer
— SA Shaver will explain using Intelink logs
* Stopped after downloading approximately 400
detainee assessments




Specifications 8 and 9 of Charge Il
(March 2010)

e 7 March 2010

— Downloaded the entire JTF-GTMO detainee
assessment database

* More than 750 records
— Used “Wget” to automate process

e 8 March 2010

— Chat logs with “pressassociation” (Julian Assange)
discuss the transmission process



dawgnetwork@jabber.ccc.de

Nobody

2010-03-07 07:14:56

i have a quick question?

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-07 07:15:36

sure...lots of time pressure atm though so answer will
be brief

dawgnetwork@jabber.ccc.de

Nobody

2010-03-07 07:16:00

how valuable are JTF GTMO detention S.mn_._om
containing summaries, background info, capture info,
etc?

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-07 07:16:18

time period?

dawgnetwork@jabber.ccc.de

Nobody

2010-03-07 07:16:25

2002-2008

pressassociation@jabber.ccc.de

Nathaniel Frank:

2010-03-07 07:17:35

quite valuable to the lawyers of these guys who are
trying to get them out, where those memos suggest
their innocence/bad proceedure
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dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 06:27:51

i have a csv that organizes the info as much as
possible

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 06:27:55

| hate these gitma guys

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 06:28:29

OFAFBU sums up the sort of people they ended up
with

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 06:28:48

[one flight away from being ugly] aka _mncon@:Bo

cute&quot;
dawgnetwork@jabber.ccc.de Nobody 2010-03-08 06:28:56| haha - ‘ v
dawgnetwork@jabbker.ccc.de Nobody 2010-03-08 06:30:57|anyway, gotta run, have a nice day

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 06:31:14

you too. and take care!

dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 06:31:42

after this upload, thats all i really have got left

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 06:32:15

curious eyes never run dry in my experience

dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 06:32:18

i sat on it for a bit, and figured, eh, why not
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Specifications 8 and 9 of Charge Il
(March 2010)

e Each detainee assessment was marked on the
top and bottom with classification

* Intelligence analyst who wrote assessments
and maintained the database will testify

— Detainee assessments were only available on
SIPRNET and higher

e Assessments had not been released to public



Specification 2 of Charge Ill
(March 2010)



Specification 2 of Charge lll
(March 2010)

* Harvest of detainee assessments is first known
example of using Wget

* Wget
— Free software available on the internet
— Rapidly downloads information from web servers

* Acceptable Use Policies (AUPs) prohibited the

addition of “freeware” and “executables” on
government info systems



d. | will use only authorized hardware and software. | will not install or use m&. personally owned
hardware, software, shareware, or public domain scftware.

[ will use virus-checking procedures before uploading or accessing information from any
system, diskette, attachment, or compact disk.

f. 1 will not attempt to access or process data exceeding the authorized IS classification level.

| will not alter, change, configure, or use operating systems or programs, except as specifically
authaorized.

| will not introduce executable code {such as, but not limited to, .exe, .com, .vbs, or .bat files)
without authorization, nor will | write malicious code.

| will safeguard and mark with the appropriate classification level all information created,
copied, stored, or disseminated from the IS and will not disseminate it to anyene without a
specific need to know.

AR 25-2, Figure B-1
Judicial Notice



Specification 1 of Charge ll|
(March 2010)



Specification 1 of Charge Il
(March 2010)

Enlisted Assange’s help in seeking a way to
browse the SIPRNET anonymously

Hash-cracking = reverse engineering a
password

— Hash value in chat is from “.22” and “.40”

Testimony from SA Shaver, who will explain
“Im hash” and “rainbow table”

Testimony from information assurance expert



dawgnetwork@jabber.ccc.de

Nobody

2010-03-08 15:55:28

any good at Im hash cracking?

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:29,

yes

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:44

donations; not sure.

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:00:55/

something in order of .5M

pressassociation@jabber.ccc.de

Nathaniel Frank

2010-03-08 16:01:340|

but we lost our CC processor, so this is making

|matters somewhat painful.

pressassociation@)jabber.ccc.de

i

'Nathaniel Frank

2010-03-08 16:02:23]

we have rainbow tables faor Im

dawgnetwork@jabber.ccc.de

i

| Nobody

2010-03-08 16:04:14

80c11045faebf441d524fb3cd4cdd351¢c

dawgnetwork@jabber.ccc.de

| Nobody

2010-03-08 16:05:07

i think its Im + Imnt
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Specification 1 of Charge Il|
(March 2010)

Enlisted Assange’s help in figuring out a way to
browse the SIPRNET anonymously

Hash-cracking = reverse engineering a
password

— Hash value in chat is from “.22” and “.40”

Testimony from SA Shaver, who will explain
“Im hash” and “rainbow table”

Testimony from information assurance expert



Specifications 12 and 13 of Charge |
(March 2010 — April 2010)



Specifications 12 and 13 of Charge Il
(March 2010 — April 2010)

Used Wget to systematically harvest more
than 250,000 Department of State o__U_OBm:n

cables

— 251,287 purported DoS cables released by
WikiLeaks |

e 28 March — early April 2010

— Firewall logs from the DoS show more than
700,000 connections



Simple Math

250,000 diplomatic cables over approximately
10 days

25,000 cables / day

More than 1,000 cables / hour
Automated



Importance of Wget

* Wget, and programs like it, were prohibited by
Acceptable Use Policy

* Wget bypassed the normal mechanism for
access to the cables

— Click - Open - Save

* Woget acted as a technical “boost” for
harvesting large amounts of information



Specification 10 of Charge Il
(April 2010)



Specification 10 of Charge Il
(April 2010)

. Ho April 2010
— Visited the CENTCOM SIPRNET SharePoint site

— Logs shows entire AR 15-6 Investigation into the
“Gharani Airstrike” downloaded

 More than 334 records

* Did not download the related airstrike videos
— SA Shaver will discuss the log evidence



[04:33:44 PM) bradass87: idk... i only know what i provide him xD
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Specification 10 of Charge |l
(April 2010)

* Charged documents were located in a folder
devoted to the investigation

— Only on the SIPRNET
* Had not been released publicly
 Marked with classifications



Specification 3 of Charge Il
(4 May 2010)



Specification 3 of Charge ll|
(4 May 2010)

 Wget was downloaded to PFC Manning’s
SIPRNET computer a second time

* Forensic evidence will trace Wget from the

'NIPRNET computer in the SCIF to one of PFC
Manning’s SIPRNET computers

— Wget then used to harvest an additional 11,000
DoS cables from Net-Centric Diplomacy



ID

A4

251288
251289
251290
251291
251292
251293
251294
251295
251296
251297
251298
251299
251300
251301
251302
251303
251304
251305
251306
251307
251308
251309
251310
251311
251312
251313
251314
251315
251316

DATETIME ~ ~

2010-03-01 00:25
2010-03-01 00:27
2010-03-01 00:36
2010-03-01 00:53
2010-03-01 00:57
2010-03-01 01:22
2010-02-01 01:46

2010-03-01 01:59

2010-03-01 02:23
2010-03-01 03:01
2010-03-01 03:05
2010-03-01 03:32
2010-03-01 03:33
2010-03-01 03:51
2010-03-01 03:53
2010-03-01 03:55
2010-03-01 03:57
2010-03-01 04:01
2010-03-01 04:08
2010-03-01 05:14
2010-03-01 05:17
2010-03-01 05:30
2010-03-01 05:53
2010-03-01 05:55
2010-03-01 06:11
2010-03-01 06:17
2010-03-01 06:21
2010-03-01 06:21
2010-03-01 06:22

REFERENCE
10ASTANAZEL
10ASTANAZE2
10SANTIAGO270
10BISHKEK194
105E0UL324
10ASTANAZE3
10STATE18658
10TOKYO398 ‘
10CANBERRA145
10TOKYQ399

10KUALALUMPUR132

10ASHGABAT252
10ASHGABAT253
10CANBERRAL47
10CANBERRA148
10TAIPEI206
10ASTANA284
10JAKARTA259
10KABUL728
10NAIROBI480
10ANKARA317
10BISHKEK156
10CANBERRAL50
10CANBERRA151
10DAMASCUSL76
10BANGKOK484
10DOHASO
10DUBAI31
10DOHA8L

~ EMBASSY

Embassy Astana
Embassy Astana
Embassy Santiago
Embassy Bishkek
Embassy Seoul
Embassy Astana
Secretary of State
Embassy Tokyo
Embassy Canberra
Embassy Tokyo
Embassy Kuala Lumpur
Embassy Ashgabat
Embassy Ashgabat
Embassy Canberra
Embassy Canberra
American Institute Taiwan, Taipel
Embassy Astana
Embassy Jakarta
Embassy Kabul
Embassy Nairobi
Embassy Ankara
Embassy Bishkek
Embassy Canberra
Embassy Canberra
Embassy Damascus
Embassy Bangkok
Embassy Doha
Consulate Dubai
Embassy Doha

~ CLASSIFICATION

UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR QFFICIAL USE ONLY
UNCLASSIFIED . ‘
UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED ,
CONFIDENTIAL//NOFORN
UNCLASSIFIED

CONFIDENTIAL

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY,
CONFIDENTIAL//NOFORN
UNCLASSIFIED//FOR QFFICIAL USE ONLY
UNCLASSIFIED//FOR OFFICIAL USE ONLY
SECRET

UNCLASSIFIED

SECRET

UNCLASSIFIED

UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL

UNCLASSIFIED ‘
UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL

UNCLASSIFIED//FOR OFFICIAL USE ONLY
UNCLASSIFIED//FOR OFFICIAL USE ONLY
CONFIDENTIAL

UNCLASSIFIED//FOR OFFICIAL USE ONLY
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Volumes. txt ‘ 12/17/2010

/Volumes/L00215_0621/B9817BE2~
FDDC-102D-60B34786952A5C30/12_0950D_JUL_07_SAF_ATTK_ON_1-8_CAV_IN_NEW_BAGHDAD.
DRt
/Volumes/100215_0621/B9817BE2~FDDC~102D-60B34786952A5C90/12 JUL 07 CZ
ENGAGEMENT ZONE 3¢ GC Anyone.avi
/Volumes/100215_0621/B9817TBE2-FDDC~-102D=60B34786952A5C30/B3817BE2~
FDDC-102D-60B34786952A5C90 ., zip
fVolumes/100215_0621/1i1/10REYRIAVIKLY . txt
/Volumes/100215_0621/il/persons/Sigurdardoteir. pdf
/Volumes/100215_0621/1i1/persons/Skarphedinsson ., pdf
/Volumes/100215_0621/11/wi/cd . txt
/Volumes/100215_0621/11/10REYKJAVIKS . txt
/Volumes/100215_0621/1i1/1Q0REVKIAVIKS .txL
/Volumes/Ll00215_0621/i1/10REYRIAVIKI. txt

/volumes/ 100215 _0621/11/persons/Jonsson.pdf
/Volumes/100215_0621/11/09REYRJAVIKZ28. XL
/volumes/100G215_0621/11/wlI/FIR § 391 0014 08 Classified Pocuments on
Wikileaks.pdf :
/Wolumes/100221_0141/7b31f6a.zip

/Volumes/100224_030L1/

/Volumes/100302_0316/45463a29.2ip
/Wolumes/100304_2258/20100304-propaganda_notes, txt
fVolumes/100304_2258/20100227-0900_arrest.ppEx
/volumes/100304_2258/201002270904385MB46420868%0-arrest. txt
/Volumes/100304_2258/photos/SDC10153.JP
/Volumes/100304_2258/photos/SDCI015C.JPG
/Volumes/100304 2258 /photos/SCC10LS51.JPG
/Volumes/100304_2258/photos/SDCL0148.JPG
/Volumes/100304_2258/photos/SEC10L56,.IPG
/Volumes/100304_2258/photos/SDC1C155.JPG
/Volumes/100304_2258/photos/SRCLOL54.JPG
fVolumes/100304_2258/photos/SDC1GL53.JPG

/Volumes /100304 _2258/photos/SDC10152 .JPG

/Volumes /100304 _2258/phoros/SDC1¢149.JPG i
/Volumes/100304,_2258/20100304-propaganda_tyanslacion.pdf
fVolumes/L04308_0142/74b39%ef6.z2ip

/Volumes/100308_0925/

/Volumes /100311 _0856/5uccess. zip
/Volumes /100322 _125%/plah.zip
/NVolumes/100324_1156/6e34680e.2ip
/Volumes/100328_1723/05000.zip

/Yolumes/1003306_1737/

/Volumes/100330_1852/

/Yolumes/100331_1015/

/Volumes/100331_1542/export.csv
/Volumes/100331_1542/split.zip

/Volumes/100401, 1754/

/Volumes/100401_1848/105000.zip
/Volumes/100405_1225/dirgile. zip
Volumes/100407_1250/split.zip
/Volumes/ 100407 _125¢/split_2.zip

/Volumes/100408_1833/

/volumes/00410_1330/

/Volumes/100411_09%18/farah.zip
/Volumes/100411_0818/split.zip
/Volumes/100412_1307/ovexall zip
/Volumes/100413_1656/20100419~receipt_requast.pdf
/Volumes/100423_1851/1 2 JUL {7 CZ ENGAGEMENT ZONE 30 GC.avi
/Volumes /100427 _2039/12 JUL {7 CZ ENGAGEMENT ZONE 30 GC Anyone.wmw
/Volumes/100427_2030/cia_blah.txt
/Volumes/100504_1845/files. zip
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Specification 16 of Charge |l
(May 2010)



Specification 16 of Charge Il
(May 2010)

* 7-8 May 2010
— PFC Manning moved to the Supply Annex
— Without access to SIPRNET

* Worked for SSG Peter Bigelow
e Tweet from WikiLeaks seeks more information



http://twitter.com/#!/wikileaks/status/13570878440

R= R Twge: eecloms AEwsUn

WikiLeaks
—
Wewould like alist of us many .mil e
addresses as possible. Please contact
editor@wikileaks org or subimit

e DA

T

TTEROEDR. ST, 2T s xnrvied -

Dor'Liriss ary updates from WikiLasks

Herveswiannt™

S — e et

_!d\lﬁ SR WG s
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Specification 16 of Charge |l
(May 2010)

* 11-13 May 2010

— Extracts the email addresses and personal
information of more than 74,000 servicemembers
in lraqg

* Names, ranks, positions of everyone in the
United States Forces-lrag Global Address List

 More than 2000 pages of printed material in
two files



Jeffrey L MSgt 221 ETS 3TIT
Joe M 15G A 3rd S5TIB First Sergeant
Joshua L SBC HHC 1-27 IN Rifleman
Cuants CIR MRAF 3IATALD
Rokert & 553G 3-13th F&
agh, Lawrence B S3BEC MWF-I TF CDIN Imagery analwst
rk, andrew LIC MNF-I JRCC-TIXRIT Contracting Chief
mn, Natasjs CPT 702 558 HHC 56 GIC
vy Scott & CIV USAAN Amditor
t, Seth & 5GT 26TH CEH
3, Adeyinka CIV AMC-MRAD Mechanic
Syvrenz N 56T E Co 404th 4S8 TI
t, Dawid 4 5BC USa MND-C 2 Co G2 INIEL ANATLYST
t, Michael T 5GT 50th Chemiczl Co.
v, Emmanmel © SGT & CO 1-14 IN 3N, S5upply SGT
10, Raymond T GEMN MNF-I CHD GRE (Commanding Generall

Y, BEwWikam I
1, cobme=on CIV MWNF-I 1 AD Translator

e Ldalwvana W CIV HMS5C 85 MP BN Linguist

1, Margaret ¥ CIV JIDC Lingui=st

¥, Hadiz CIV MNF-I 10l1=t A8N DIV Linguist

yp Williamr 2 CIV JIDC Linguist

w, Mary ¥ CIR MMNFI CJ9 STRATCOMM

I, #¥jeril R. GSE13 L3I IBD HST 573 TM LD
Benjamwin SGT l& ENG ZEDE Hetwork Sy=stem Imalyst
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Specification 16 of Charge Il
(May 2010)

* Two files were moved to his personal
computer

— One file had email addresses; the other file had
names, ranks, and positions that corresponded

* Testimony on value

— Mr. Lewis

— CW4 Rouillard
* Spearphishing (targeted emails)



Specification 4 of Charge Il

* Court will hear testimony from information
assurance expert, who will discuss the
provisions of the regulation and appropriate
uses of Government information systems



Giving Intelligence to the Enemy



Article 104
Giving Intelligence to the Enemy

* Evidence will show that he knew the nature of
WikiLeaks as an organization
— Repeated searches for WikiLeaks on SIPRNET

* Evidence will show that he knew the enemy
would access the information

e The End Result

— Usama bin Laden asks for, and receives, CIDNE-
Afghanistan reports
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(U) Key Judgments

o E5HS Wikileaks.org represents a potential force protection, counterintelligence,
OPSEC, and INFOSEC threat to the US Army.

WA Recent unauthorized release of DoD sensitive and classified documents provide

Emm foreign terrorist groups, insurgents, and other foreign adversaries with potentially

mnsoumgm information for targeting US forces.

3 The possibility that current employees or moles within DoD or elsewhere in the

Sm government are providing sensitive or classified information to Wikileaks.org cannot
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Article 104
- Giving Intelligence to the Enemy

* Evidence will show that he knew the nature of
WikiLeaks as an organization
— Repeated searches for WikiLeaks on SIPRNET

* Evidence will show that he knew the enemy
would access the information

e The End Result

— CmmBm bin Laden asks for, and receives, CIDNE-
Afghanistan reports



“if you had unprecedented access to
classified networks 14 hours a day 7
days a week for 8+ months, what
would you do?”

- “bradass87”
21 May 2010
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