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r . SUBJECT: Ultra-Sonic Iistening Device ;

1. Devices exigt which, by sending an electrical impulse of wltrg. «
sonic.frethm;y through a telephone circuit by tappi.ng‘_. will permit
remote surveillance of any office in which g telephone is locateq by
utilizing the telephone microphone ag a 'pick-up. Such eavesdmﬁpd.ng '

though the handset is in a''hung-up" position, Physical access to the
instrument itself is not required to put the technique into opsration,

a physical entity, Itis grdi:farﬂy_ used..wi‘bhin-a-d.iata.nc'e-of—about- — - - -
1000 feet from the telephone. There are certain special applications
oi‘ existing technigues Possible on ths remote side of swWitchboards

———— .

j such as that which serves the Pentagon when a telephone conversation 5 %/'
i is not pramptly broken off, but these are pPossibls for such limited S E -
' periods of time that they may be ignored, the existing technique in @ EO:_ '
its present stage of development is not effective againgt certain 0 § '
‘model telephons instrunents, among which is ths Modsl 200 telephone . @ § :
instrument, ‘ =
3 2. On 23 August 1950, a Presidentﬂ._al. Directive, which was not % Eg .
" circulated, was issued contalning the followng information: It stateq é,::fs.
| that the Ultra-gonic Listening Device apg a1l of its develomments, 3 5O
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together with any discussions Tregarding the device, were classifisd
TOP SECRET. Its use would be limited to matterq of "vital importance .
to national security.m ‘Lhe secretaries of Treasury and Defense, ths
Attorney General and the Director of Central Intelligence Agency are.
the exclusive agents for its clagsification and control, The- Depart-
ment of Justice is the sole Agent for contracting for the acquisition
of such devices tor use inside the Continental United States. fThe

out the personal appx-ov-a.l of the Head thereot, ‘The Secretaries of
Detense, Treaswry, the Attorney Gensral and the Director of the
Central Intelligence Agency shall Tespectively be Personally and

individually -respongible-for cons tant-supervision-of ths. -control i

and use of the device. ALl discussions regarding this Ultra-somic
Listening Device will be strictly confined to "need-to-know" and

limited to Us Se Goverament employees,
3. Within tns government, there has been considerable uncertainty

and differing practices in classification or counter-devices. It is
now clear, howsver, that all of the counter-devices tabulated in
Paragraph L, below, are classa.fied SECRET, since they aftord Proe-
teotion against a variety of techniques, and do not disclose the
inhersnt nature or ths ultrz-sonic device, Only those countey-

measures, such as an ultra-sonic filter, which would by their nature
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disclose the inherent nature of the ultra-sonic listening device )
require a TOP SECRET classification,

L. Several countermeasures which have been designed are briefly
described below:

(a) Research Products Company has developed a mercury switch.
about the size of a peanut which shorts out the telephone micro-
phone when the hand-set is in a horizontal or "hung-up" position.
The device is inexpensive and easy to install or removs.

(b) The FBI has developed a technique in which an additional
contact is installed in the base of the telephone. This is also
inexpensive. It takes longer to install or Tremoves perhaps 30
minutes. Unlike the mercury switch, however, it is unlikely
%o be detected except by dismantling the base and ite effective.
ness can be tested only by inducing an outsids current into

) _ the circuits.

(¢) The now defunct Physical Security Equipment Agency,
developed a countermeasure 'which involved separate installa-
tion of .the telephons bell and instrument with the telephons
operational only when plugged into a wall socket. Zthis plug
was so devised as to disengage automatically upon cempletion
of any outgoing or incoming call. The device would be
materially more expensive than either of the two above.

5. Cooperation with commercial telephone companies in application
ot Secret counter-devices ig permissible if conducted in accordm ce
with regulations for 'sai‘eguarding ot in.formatioq of that classification,
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é. In order to minimize as farascpossible the amount of specue
lation as to the nature of the threat against which safeguards are
being taken, it is desirable, it possible, that a counter-device be

employed whose presence does not require to be generally known, In

~

any event, only counter-devices of Sscret classification which do not

inherent.l.y reveal the naturs of the ultra-sonic Ustening device ‘are
to be employed.

7o Simple techniques are available to detect efforts to employ
the device. Spot chacks can be made of telephone instruments to
determine whether an extraneous current is present in the lins,
Security of exterior cables may be improve.d by reques;;i.ng the
appropriate telephone company 0o eliminate multiple appearances of
lines. Such requests can be expleined as a normal security Precaution
against wire-tapping, thereby avoiding disclosure of the specifie
technioue feared, > = i B

8. The Secretaries of the Army, Navy and Air Force are authorized
to divulge the contents of this letter as necessary to their respective
Directors of Intelligence, and to comparable officers charged with
Departmental security, counterintelligence and special investigation
functions. The Secretaries are also authorized to request Procure-
ment of such devices thmuéh the DCI for employment outside ths UsS,
and 1;c.s territories where matters of vital importance to national
security are involved,

9o The Director, NsA, is granted the authority requssted in
his Memorandun of 16 Juns 1954, Subject: Ultrz-sonie Ia'.steni.ﬁg Device,
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10. The Assistant Secretary of Defense, Mampower and Perscnnel,
is requested to initiate a2 study. in conjunction with the Military
Departments and the National Security Agency to determine the magni tude
of the security threat which the device poses to Defense installations,
and to initiate adﬂqua'bt; countermeasures at a classification lsvel of
SECRET-. The concurrence of the Federal Bureau of Investigation shoulg
be obtained in advance, if assistance from camercial telephons
companies is considered necegsary. In‘ addition; the Federal Bureay
of Investigation i.a to be informed of the countermeasures selected
Prior to any extensive use being made theresof,

(For signature of Secretary of
Defense)

cc: QASD (R&D)
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MEMORANTUM FOR THE SECRETARY OF THE ARMY

i THE SECRETARY OF THE NAVY
THE SECRETARY OF THE AIR FORCE
THE ASSISTANT SECRETARY OF DEFENSE (MP)
THE DIRECTOR, NATTIONAL SECURITY AGENCY

SUBJECT: Ultra-Sonic Listening Device -

1. Devices 'exist which, by sending an electrical impulse of
ultria-sonic frequency through a telephone circuit by tapping, will
parmit remote surveillance of amy office in which a-telephone is
located by utilizing the telephone microphone as a pick-up. Such

. . eavesdropping may be accomplished without additional wires and is .
possible even though the handset is in a "hung-up" position. Physical
access to the instrumenmt itself is not required to put the technitgde

. . into operation. The technique is applicable anywhere between the’
3 ’ instrument. and the exchange or switchboard which serves it, and’
. where the line exists as a physical entity. It is ordinarily used
, _within a distance of about 1,000 feet from.the teléphone. There
Tare certain special applicdtions of' existing techniques possible
on the remote side of switchboards such as that which sexrves the
= b= Pentagon-vwhen-a telephone conversation-is not prcnptly broken off,
— =, -but—these aré possible for such limited pericds of time that they
o nmay be-ignored.~—Theexisting technique in. its present. stage of
development is not effective against certain model telephore in-
struments, among which is the Model' 500 telephone ’instrument.

N 2, On 23 August 1950, a Presidential Directive, which was not
circulated, was issued containing the following information: It -

5 gstated that the Ultra-sonic Listening Device and all of its develop=-
ments, together with any discussions regarding the device, were
clasgified TOP-SECRET, Its use would be limited to matters of "vital
importance to national security.” The Secretaries of Treasury and
Defense, the Attorney Genmeral and the Director of Central Intelligence
Agency are the exclusive agents for its classification and control.
The Department of Justice is the sole Agent for contracting for the
acquisition of such devices for use inside the Continental United
States. The Central Intelligence Agency is the sole Agent for con-
tracting for the acquisition of such devices for use cutside the
Continental United States., .Such devices shall not be used by any
Agency of the Treasury, Defense or Justice Deparhnent ar by Central
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Intelligence Agency without the personal approval of the Head thersof.
The Secretaries of Defense, Treasury, the Attorney General and the
Director of the Central: Intelligence Agency shall respectively ‘be
personally and individually responsible for constant supervision of
the control and use of the device. All discussions regarding this

" Ultra-sonic Listening Device will be -8irictly confined to Mneed-to-
kmow" dnd udrdted to U. S. Govermment employees.

3. Within the government, there has been considerable uncertainty
and differing practices in classification of counter-devices. It ig
now clear, however, that all of the counter-devices tabulated in
Paragraph lj, below, are classiried SECRET, since they atford protection
against a variety of techniques, and do not discloss the inherent
nature of the ultra-sonic device. Only those countermeasures; such
as an ultra-sonic filter, which would by their nature disclose the
inherent nature of the ultra-sonic listening device, require a
TOP SECRET classification.

. -

L. Several countermeasurés which have been designed are briefly
described balow: < >

) (a) Research Products Company has developed a mercury switch
about the size of a pesnut which shorts out the telephone micro-
phone when the hand-get is in a horizontal or "hung~up" position.
< The device is inexpensive and eagy to install or remove.

(b) The FEI has developed a technique in which an additional = o
—  contact-is-installsd in—the base of the telephone. This is also
inexpensive. It takes longer to install or removej psrhaps 30
minutes. Unlike the mercury switch, however, it is unlikely
to be detected except by dismentling the bsge and its effective-
ness can be tested only by inducing an outside current into the

circuit. |
)

(c) The now defunct Physical Security Equipment Agency,
developed a countermmeasure -which involved separate installa-.
tdon of the telephone bell and instrument with the telephone
operational only when plugged into a wall socket. This plug
was so devised as to disengage sutomatically upon completion
of any outgoing or incoming call. The device would be
materially more expensive tbagz eithsr of the two above.

5. Cooperation with commercial telephons companies in application
of Secret counter-devices is permissible if conducted in accordance with
regulations for safeguarding of information of that clagsification.
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6. In order to minimize as far ag Possible the amount of specu-
to the nature of the threat against which safeguards aye

it is desirable, if, Possibley that g counter-device be

enployed whose Presence does not ' .

7. Simple tochniques are available to detect efforts to employ .
the ‘device. gpot checks can be made of telephone instruments to -

| lines. ~Such Tequests can be explained: ag a normal security pre-
‘ caution. against wire-tapping, thereby avoiding disclosure of the
specific technique feated, :

investigation functions., The Secretariss ars also authoz_-ize_d to
Trequest procurement of ' aich devices through the DCT for employment
outside the U, S. and its—torrdtordes fihe matters of vital import:

ance to national security are involvad,

9. The Director,jSA,_ is _grgn,t_e_d__&_e_,authoritx_requeated_iﬂ } -

his Memorandum of 16 Jl.x.ne 195L, Subject: Ultra-sonic Listening Device,
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