NETSHARK

Net.Shark hand-held Tap

thhe Potnrn to- Excellence

Net.Shark is the world first
Filtering, Capture, Storage,
Aggregation hand-held Tap
developed in a field platform.
It supports ALL the features of
high-end taps in a small, battery
operated instrument to provide
mobility and storage capacity to
reach any point of the network.

bye, bye Limitations

Net.Shark is equipped with a unique Zero
Delay technology that ensures every
packet goes through without delay (even if
power is lost), providing full passive ac-
cess from 10 to 1000 Mbit/s without inter-
ference or introducing a point of failure

Enjoy Freedom of Movements

Net.Shark overcomes most of the limita-
tions of the protocol analyzers running on
Laptops or PCs that are not able to cap-
ture live Full Duplex traffic.

Captured packets can be either saved
onto an SD card -PCAP format with time
stamp- or copied to a LAN in real time for
further analysis

Spot the difference

Whatever your job is if you need to sniff
live Ethernet/IP packets, Net.Shark will
assist you in the process improving the ef-
ficiency and the performance of your pro-
tocol analyzer while adding mobility,
capture filters and local storage.
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Welcome to the Field

Gaining access to live traffic is essential
for those professionals doing analysis but
lack the capacity to filter and capture
packets in real time without disturbing the
monitored stream.

“World first field Tap to
capture packets
at any point of the Network”

Net.Shark is a mobile tap that perfectly
works anywhere, particularly in the field
where it does not have competitors at all.
It is also handy in the office and suitable
for distributed deployment because itis a
carrier-grade device that facilitates a cen-
tralised management.

Net.Shark has really defined a new tap
paradigm thanks to its keyboard and
screen, to permit direct operation, whilst
the VNC enables the groupware activities
and the remote control through any IP net-
work.




Next Gen Tap

It Works where the PC Fails

Net.Shark captures IP flows at wirespeed
because this operation is performed by
hardware, which is why it can analyse live
traffic at full bit rate while software applica-
tions, on PC or Servers, can't escalate
more than a few Mbit/s. The monitored
stream is passed across the FPGA back-
plane providing 100% accurate packet
capture at speeds of 2xGbit/s with zero
packet loss.

“Net.Shark fabric deliv-
ers 100% packet analysis
on any IP architecture”

Net.Shark, equipped with outstanding fea-
tures, complements protocol analysers:

* Mobility, it is a genuine battery operat-
ed that weight less than 1,2kg.

* Firmware filters to identify traffic MAC,
IP, UDP or TCP flow.

* Full Duplex, it operates in both direc-
tions to capture protocols.

* Wirespeed, analysis with zero loss and
zero delay.

* Copy & Forward matching packets are
copied and forwarded to the drop LAN.

* Copy & Save, matching packets are
copied and saved to the SD memory
card in PCAP format.

e Errored frames, fundamental fea-
ture for troubleshoot-

ing: FCS, runts,

fragments, etc.
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are captured while routers and
switches throw them
away.

* Remote Control,
at any client with
standard VNC.

e Transparency, as
it is invisible to the
network for en-
hanced security

* Aggregation,
matching packets
from both ports
can be forwarded
to a single port.

* Regeneration, after
passing span ports, Tx and
Rx recover its original shape.

Field Tap = batteries + SD card

Net.Shark is the right choice for field oper-
ation because it is powerful, lightweight,
and comprehensive for troubleshooting
while facilitates full-duplex operation with
zero impact on traffic around the clock.

Battery operated

Battery not only gives autonomy but also
guarantees that 100% tap function is com-
pletely passive and won't disrupt the net-
work even if AC power is lost. Power
glitches and failures no longer mean
dropped packets and lengthy renegotia-
tion sequences.

Capture Filters

Probably the most powerful feature of
Net.Shark is the wide number of program-
mable filters that can be set up based on
MAC, VLAN, IP, TCP, UDP. DSCP and
many more. Sixteen of them can be exe-
cuted simultaneously on each Port, thirty
two in total.

Filters allow you to drill down to the specif-
ic traffic you want to see and eventually
saved on the SD card. Finally, you will be
able to analyze at the office with your fa-
vourite protocol analyser.

“Go anywhere to capture
go home for analysis”
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Net.Shark hand-held Tap

All-in-One: TAP + Computer

Link Aggregation

Net.Shark is a tap that en-

ables full-duplex monitor-

ing where captured

packets can be either for-

warded to the LAN in two

separate half-duplex streams (Tx and Rx),
or aggregated in one single stream.

Consequently the PCis then
required to run the protocol

analyser and only need one
RJ45 Port to receive packets
from the unit.

Local or Remote

Net.Shark can be deployed

as part of a centrally man-

aged monitoring system

because any VNC client

such as a PC or an iPad

can gain full control. Whilst

the keyboard, the screen and the memory
card can operate as stand alone to tap
specific points.

Copy & Save

This is a very unique fea-

ture that only ALBEDO sup-

ports today: real-time

monitoring and packet cap-

ture to an internal SD mem-

ory card in order to save-to-

disk capability for long-term storage.

Wirespeed

Net.Shark is built as a field
device and, therefore, it
can be used anywhere to
capture data at any point of
the network. Net.Shark
also facilitates remote con-
trol so you can have full
control from your PC,
iPhone or iPad.

Secure as afibre strip

Net.Shark can be connected
to a mirror point or connected
in pass through mode, whilst
link setup can be auto-negoti-
ated and manually configured
regarding link speed, duplex
mode and pause parameters.

The tap does not use IP or MAC address-
es, therefore Net.Shark cannot be detect-
ed under any circumstance because it has
no exposure to attacks, being as transpar-
ent as a piece of cable.
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full duplex

aggregation

wirespeed PCAP capture field tap

transparent



(C) ALBEDO TELECOM

Customers

Users of analyzers have to

face on a daily basis is-

sues that require traffic

capture and analysis.

Using Net.Shark, they can iptv
now have the tap that sat-

isfies their needs.

Traffic Analysis

The adoption of optical networking is
making it increasingly difficult to ensure
100% accurate traffic capture. There are
very few systems that can capture and
store packets (at line rate) to enable their
organisation to provide a full record for
regulatory compliance or analysis.

Active Tap

Net.Shark manages the traffic to reduce
the complexity of deployments. Using
switch-like technology aggregates the
traffic from each of the LAN-WAN links al-
lowing to monitor both sides of a full du-
plex conversation using a single NIC. It
will be much easier to deploy and man-
age, because Net.Shark is an inline de-
vice tap that works even if power is lost
but the network keeps intact.

IP Service Providers

Net.Shark is ideal for ISP's looking to en-
sure their networks are robust, scalable
and able to meet and exceed customer
QOE expectations.

VolP and IPTV Operators

Net.Shark facilitates the proactive moni-
tor of IP services to immediately identify
threats or issues that may impact custom-
er service

¢ Solve customer issues on SIP, H.323,
MPEGA4, or quality faults, to drive up
customer satisfaction

* Monitor complex, distributed networks
supporting the voice and data services

* Protect their own and their customers’
data from security threats

Telecommunication and cable compa-
nies will improve loyalty and drive down
customer churn.

Security
Intelligence Agencies

Net.Shark is not detectable on the net-
work as it does not have a physical or log-

www.albedotelecom.com

data

wireshark

ical address. It deals with full-duplex and
passes through traffic even if the tap los-
es power because it is battery operated.

Intrusion Detection System (IDS)

Net.Shark monitors network and/or sys-
tem activities for malicious activities or

policy violations and can forward suspi-
cious traffic to the Management Station

Discover how large enterprises, banks
and traders are using Net.Shark for mon-
itoring and recording data to drive down
costs and to protect core assets.

Lawful Interception

Legal access to private communications
such as email, VolIP calls or Internet. It is
a process which allows users to make
communications available to law enforce-
ment officials when requested. Countries
are enacting laws to regulate lawful inter-
ception procedures.

FILTERS

e Thousands of programmable
filters by MAC, IP, VLAN, IP,
MPLS, TOS, TCP, UDP, Port,
Protocol, Arbitrary, user de-
fined...

Executed at Wirespeed with
100% packet inspection

Thirty two filters executed si-
multaneously (FDX)

Double Port captures

Captures of FCS, fragments,
and other faulty frames

Joan d’Austria, 112
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Net.Shark hand-held Tap

server

voip

BENEFITS

Fully Autonomous unit

Centralized or distributed
deployment

Capture in the field and ana-
lyze in the office

Carrier grade device Power
fault tolerant

Overcomes PC, Laptop, and
server limitations

Invisible when connected

Troubleshoot and monitor
live traffic in a risk less way

Ideal for experts working on
ISP, VoIP, IPTV,IDS, Sniff,
R&D, Lawful, Security...

Field Tap = [Batteries + SD
card + Screen+ Keyboard]

Zero Interruptions, Zero De-
lay, Zero packet loss

Compliant traffic is saved in
SD card or copied to LAN

PCAP format support
Jitter-less time stamps
VNC remote control

Captured traffic is aggregat-
ed to one Port

Signal regeneration
Link Aggregation
Undetectable: no IP no MAC

info.telecom@albedo.biz




Networking Features

Formats and Protocols

« 10, 100, 1000 Mbit/s Ethernet

« IP TCP/UDP, IEEE 8023, IEEE 802.I(% support

e Ethernet frame: IEEE 802.3, IEEE 802.1Q

* IP packet: [Pv4 (IETF RFC 79I)[ ) o

. {umbo frames: up to 10 kB MTU (Maximum Transmission Unit)

* Configurable MTU size )

* Throughput between measurement SPAN ports: 2xI Gbit/s or 2x1,500,000 frames/s

* Autonegotiation Farameters including bit rate (10, 100, and 1000 Mbit/s) and duplex mode
* Autonegotiation Full Setup by user

* Autonegotiation Disabled by user

Ports and Interfaces

* SPAN Ports: SFPs based | Gb/s . .

* DROP Ports: Dual RJ_-45 port for electrical connection 10/100/1000BASE-T

* SFP interfaces including: 10BASE-T, 100BASE-TX, [00BASE-FX, 1000BASE-T, 1000BASE-SX, 1000BASE-LX
* Local Storage: SD storage in PCAP format

Operation

* SPAN ports: GbE SFP interfaces are used to connect -in pass thought- to the network Host A and Host B

* DROP Ports: GbE RJ45 interfaces to forward captured packets to the protocol analyzer device (i.e. Wireshark)
* STORAGE: captured frames saved in SD card S

* All frames coming to Net.Shark are forwarded to destination without delay or lost

* Frames compliant with filtering conditions and copied to Wireshark device

. Qreratlon is based on 16 filters per SFP port

* Filtered frames can be aggregated in one drop port

* The Filtering process is executed_sequentlallg' ) ) )
e When a ﬂacket satisfies a filter is sent to the Drop Port and immediately forwarded to the output. No more filters are processed
* Each packet may modify only the statistics of one filter

* Customizable filters defined by field contents on Ethernet, IP, UDP and TCP headers

* Agnostics filters defined b¥ 16 bits masks and user defined offset

* Lawful filter: 64 byte pattern match at any place in the frame payload

Ethernet Filters

* Ethernet Flow: Source and destination MAC addresses. Selection of MAC address sets with masks
. Ethert‘}'lpe value with selection mask.

* VLAN-VID with selection mask

* VLAN-CoS value with selection mask

IP Filters

* IPv4 address: source, destination, and source-and-destination

* IP address group: subset of addresses filtered by masks

* Protocol encapsulated in the IP packet (TCP, UDP, Telnet, FTP, etc.)
* DSCP field, single value and range

* TCP/UDP port, single value and range

Results

* Autonegotiation results including current bit rate, duplex mode, Ethernet interface

* SFP presence, vendor, and part number

* Traffic statistics per each of the Four Ports

* Statistics for both transmit and receive directions

* Frame counts: Ethernet, and IEEE 802.1Q

* Frame counts: unicast, multicast and broadcast ) ) B
* Basic error analysis: FCS errors, undersized frames, oversized frames, frz:'gments, jabbers, collisions
* Frame size counts: 64, 65-127, 128-255, 256-511, 512-1023, and 1024-1518 bytes

* Four byte counts: Port A (Tx / Rx) and Port B (Tx / Rx)

* Al traffic counters follow RFC 2819

* Counters and statistics per filter (up to 16)

Performance

Design

* Full Duplex operation at | Gbit/s or 1,5 Mframes/s

* Accuracy better than 106 secs. at | Gbit/s o

* Performance and accuracy 100% independent of the line bit rate
. “tter-less captures in SD"card

* Up to | Mbit/s

GUI

* Configuration and management on web browser
* Configuration and management on CLI thought SSH and Telnet

Operating System

* Linux operating system

Hand-held Tap

Ergonomics

* Display 480 x_272 TET full color screen

* Dimensions: 223 mm x 144 mm x 65 mm

* Weight: 1.2 kg (with rubber boot, one battery pack)

* USB"and Ethernet dJorts

* Serial Port RS-232( ) ) o

* Rechargeable Batteries continuous working for 5 hours. Fast recharging time

* AC Power Adapter Input: 100 ~ 240 V AC, 50/60 Hz, o

. Operat|n§ Temperature 0°C ~ 50° C Storage Temperature -20°C ~ 70°C Humidity 5% ~ 95%
* Soft LEDS All events at a glance

the Patn to- Excellence
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