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What's New?

KMl folder- New!

We have added a KMI folder to our website! This
folder contains forms and information related to Key
Management Infrastructure (KMI). To view the
contents of this folder, you must have a website
account with us and be logged into the site.

Key Ordering & Registration Changes as of 2 April
2012

As of 2 April 2012, User Representatives are
required to use the Interactive Key Ordering Tool to
place key orders. Also, as of 2 April, Command
Authority and User Representative Registration
confirmation notices are being provided electronically
via email versus hard copy mailing. Web members
can read more about these changes in the March
2012 Keynotes newsletter and EKMS CF Notice
#248, which are located in this website’s Protected
Folder.

Latest Documents Posted

Document: A Modern Firefly Key Equipment Chart

Rekey Failure Alert!

IF YOUR REKEY ATTEMPT FAILS, WAIT AT
LEAST 20 MINUTES BEFORE ATTEMPTING
TO REKEY AGAIN.

New Member Account Requests

Purpose of Account: Establishing an account
allows one to gain access to the Protected
Information Folder that contains EKMS CF Notices,
KEYNOTE publications and other Unclassified For
Official Use Only (FOUO) key management
guidance.

Criteria for Account: One must be formally
registered with the Central Facility as a primary or
alternate representative on a Command Authority or
User Rep account, or formally registered with your
Central Office of Record (COR) as a primary or
alternate COMSEC Custodian associated with a
valid COMSEC account. One can also be registered
as the Facility Security Officer (FSO) on a
COMSEC account for eligibility.

Requesting an Account: If you meet the criteria
identified above, please select the New User?
Register Here link on the left to register for an
account.

Login Instructions

Returning members: Login using either your
username and password or your DOD PKI
certificate. Please remember to log in periodically to
obtain current information and guidance. If you do
not log in within six months, your account will be
disabled.

Logout Instructions

Use the Logout button on the left to log out of the
site. You will automatically be logged out after 30
minutes of inactivity or when you close your
browser.
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Mission Statement

The EKMS Central Facility is the center of the Electronic Key Management System (EKMS) responsible for the
provision of electronic key and certificates. The CFF offers new key generation, electronic rekey and support
services for an array of modern electronically rekeyable equipment servicing a world-wide customer base.
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MODERN FF EQUIPMENT CHART

TRIGRAPH EQUIPMENT NAME
ACTS ACTS
AN/PSC-14 RT-1929C BGAN
BD 2430 21 ECTOCRYP

Remote Rekey Controller Remote
CI 33 Interface
FNAC21 OMNI
FNAC30 OMNI
FNAC40 OMNI
FNAC50 OMNI
FNBB21 Sectera Wireline Terminal
FNBB30 Sectera Wireline Terminal
FNBB40 Sectera Wireline Terminal
FNBB51 Sectera Wireline Terminal
FNBD21 Sectera BDI Terminal
FNBD30 Sectera BDI Terminal
FNBD40 Sectera BDI Terminal
FNBD51 Sectera BDI Terminal
FNBE21 Sectera Secure VOIP Terminal (vIPer)
FNBE30 Sectera Secure VOIP Terminal
FNBE40 Sectera Secure VOIP Terminal
FNBEbH1 Sectera Secure VOIP Terminal
FNBH21 Sectera Secure GSM
FNBH30 Sectera Secure GSM
FNBH40 Sectera Secure GSM
FNBH51 Sectera Secure GSM
FNCJ21 QSEC 2700
FNCJ30 QSEC 2700
FNCK21 QSEC 2700 ECK
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MODERN FF EQUIPMENT CHART

TRIGRAPH EQUIPMENT NAME
TIRIDIUM IRIDIUM

KIV7M LINK ENCRYPTOR
KIVIOM LINK ENCRYPTOR
KIVIOMiP LINK ENCRYPTOR
KIV54 SECNET 54

KG75 FASTLANE

KG175 TACLANE

KG175A TACLANE 1 GIG-EE
KG1758B TACLANE MINI
KG175D TACLANE MICRO
KG175E100 TACLANE E100
KG175R TACLANE-Router
KG189 SONET ENCRYPTOR
KG235 SECTERA INE
KG240 RedEAGLE INE-100
KG6245 RedEAGLE 6X1
KG245A RedEAGLE FI HAIPE INE
KG6245X RedEAGLE 10 GBPS
KG250 AltaSecl100
K6250A AltaSec200
KG250M AltaSecl101
KG250T AltaSec201

KG255 ALTASec

KG340 SONET

KG345 Ethernet Encryptor
KG530 SONET OC-768¢
KOV5

KOK22 KP on MSG SERVER
KOK22A KP on LMD/KP
KOV20

KOV35

Ksva1 Enhanced Crypto Card (ECC)
KSV30 Enhanced Crypto Card (ECC)
KSVv40 Enhanced Crypto Card (ECC)
SSV50 Enhanced Crypto Card (ECC)
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MODERN FF EQUIPMENT CHART

TRIGRAPH EQUIPMENT NAME
MYK16B INE

MYK17B INE

PRC-1176 MANPACK RADIO
PRC152A HANDHELD RADIO
56175 TACLANE ALLIED RELEASABLE
56250 ALTASec ALLIED RELEASABLE
SMAP21 SMEPED (L3)

SMAP30 SMEPED (L3)

SMAP40 SMEPED (L3)

SMAP50 SMEPED (L3)

SMCH21 TACTICOMP Handheld
SMCT21 TACTICOMP Tablet
SMBP21 SMEPED (6D)

SMBP30 SMEPED (6D)

SMBP40 SMEPED (6D)

SMBP50 SMEPED (6D)

KOV26 TALON (L-3)
KOV2630 TALON (L-3)
KOV2640 TALON (L-3)
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