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Introduction

Cloud computing is revolutionizing the way companies use
information technology. Cloud service providers make it
possible for businesses and consumer users across the globe
to access services via the Internet, reducing costs and
increasing efficiency. That's why Cloud computing
continues to grow.

As Cloud computing adoption by business has increased,
some people have expressed concern over the possibility of
governmental access to data in the hands of a Cloud service
provider. “[B]oth Cloud users and providers of Cloud
services are struggling to understand when and how
governments can access users data”!
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! Georgetown University Law Center March 2012 seminar
announcement, “Law Enforcement Access to the Cloud,”
http://www.law.georgetown.edu/news/events/cloudseminar.html.

This White Paper examines the extent to which access to
datain the Cloud by governments in various jurisdictionsis
possible, regardless of where a Cloud provider is located.
“Governmental access,” as that term is used here, includes
access by al types of law enforcement authorities and other
governmental agencies, recognizing that the rules may be
different for law enforcement and national security access.

Governments need some degree of access to data for
criminal (including cybercrime) investigations and for
purposes of national security. But privacy and
confidentiality also are important issues. This paper does
not enter into the ongoing debate about the potential for
excessive government access to data and insufficient
procedural protections. Rather, this White Paper
undertakes tocompare the nature and extent of
governmental access to data in the Cloud in many
jurisdictions around the world.

Both Cloud users and providers of Cloud services are
struggling to understand when and how governments can
access users’ data.

Misconceptions About Gover nmental Access

Drawing on practical and anecdotal experience, it seems to
us that businesses often assume knowledge of the laws
regulating governmental access to data in their home
jurisdictions, and they make further assumptions about the
legal regimes abroad where Cloud service providers may be
located. For example, especialy in Europe the 2001 USA
PATRIOT Act (“Patriot Act”) has been invoked as a kind
of shorthand to express the belief that the United States
government has greater powers of access to persona data
in the Cloud than governments elsewhere. However, our
survey finds that even European countries with strict
privacy laws aso have anti-terrorism laws that alow
expedited government access to Cloud data. As one
observer put it, France's anti-terrorism laws make the
Patriot Act look "namby-pamby” by comparison.?
Frequently, there are misconceptions about what the law
alows, at home and abroad.

Businesses often assume knowledge of the laws regulating
governmental access to data in their home jurisdictions, and
they make further assumptions about the legal regimes
abroad where Cloud service providers may be located.

Such  misconceptions encourage  speculation  that
governmental access to data stored in the Cloud is more
likely in some places than in others, and that the best way

2 Steven Erlanger, Fighting Terrorism, French-Qtyle, N.Y. TIMES,
March 30, 2012, http://www.nytimes.com/2012/04/01/sunday-
review/the-french-way-of-fighting-homegrown-terrorism.html.




to limit such access is to use Cloud service providers
present only in “safe” jurisdictions — places where data are
thought to be free from troublesome governmental access.
Thus, some believe (and some providers have advertised)
that choosing a Cloud service provider based on its location
will make data stored in the Cloud more secure and less
subject to governmental access.’

Summary of Conclusions

On the fundamental question of governmental access to
data in the Cloud, we conclude, based on the research
underlying this White Paper, that it is not possible to isolate
data in the Cloud from governmental access based on the
physical location of the Cloud service provider or its
facilities. Government’s ability to access data in the Cloud
extends across borders. And it is incorrect to assume that
the United States government’s access to data in the Cloud
is greater than that of other advanced economies.

The United States Ambassador to the European Union,
William E. Kennard, recently spoke at the 2012 European
Cloud Computing Conference in Brussels and made the
following observation, which is confirmed by our study:

While some cloud providers here in Europe have
recently made the fear of unlimited U.S.
Government access to data a selling point for
their services, this is an inaccurate assessment
and completely ignores the facts. . . . While our
systems may differ in approach, let me assure
you that we have in place protections that are
fundamentally similar to those in Europe. In a
number of critical areas, the U.S. provides more
restrictions to the access of persona data than do
European Member States.*

Legal Assistance Treaties (“MLATS’), which are in
effect between and among countries around the world, can
provide governments the ability to access data stored in one
jurisdiction but needed for lawful investigative purposesin
another. Despite the procedura hurdles that may exist to
request and obtain information pursuant to MLATS, these
treaties make borders and the physical location of data
much less significant barriers to governmental access.

The existence of MLATSs diminishes any argument that
data stored in one jurisdiction is immune from access by
governmental authorities in another jurisdiction.  For
example, Germany signed a Mutua Lega Assistance
Treaty in Criminal Matters with the United States in 2003
and a Supplementary Treaty to the Mutual Legal Assistance
Treaty in Criminal Matters in 2006. Both treaties entered
into force on October 18, 2009 and alow authorities in
each country to request and receive information located in
the other’'s jurisdiction (including information stored in
third-party facilities).

The existence of Mutual Legal Assistance Treaties greatly
diminishes any argument that data stored in one jurisdiction
is immune from access by governmental authorities in
another jurisdiction.

Some erroneously believe the best way to limit governmental
access to data is to use Cloud service providers present only
in “safe” jurisdictions — places where data are thought to be
free from troublesome governmental access.

In addition to domestic legd frameworks enabling
governmental access to data within a country, Mutual

® In December 2011, European Commission Vice-President
Viviane Reding criticized Cloud service marketing that suggested
that an EU location shielded data from governmental access. Scott
M. Fulton, EU’s Reding to Cloud Providers: Stop Sheltering
Yourself from US Patriot Act, READWRITEWEB, May 2, 2012,
http://www.readwriteweb.com/cloud/2011/12/eus-reding-to-cloud-
providers.php.

4 Remarks by William E. Kennard, United States Ambassador to
the European Union at the 2012 European Cloud Computing
Conference (Mar. 12, 2012),

http://useu.usmission.gov/kennard 032112.html.

On a related issue, there is significant discussion today
about the power of a government to require a party in its
jurisdiction to access and produce data stored in another
jurisdiction, based on principles of physica presence of the
party (not the data, or where the party is headquartered). In
other words, the fact that a business located in one country
may have chosen to store its data in the Cloud in another
country does not mean that the business is immune from
governmental demands for the production of that off-
shored data. Of the countries we surveyed, Germany and
Japan are the only two that, in some instances, limit the
data that the government can access to that which is
physically located on servers within their nationa borders.

This White Paper examines the laws of ten countries,
including the United States, with respect to governmental
authorities' ability to access data stored in or transmitted
through the Cloud, and documents the similarities and
differences among the various legal regimes. All ten of
these countries have strong legal protections on civil rights
and due process.

Notably, every single country that we examined vests
authority in the government to require a Cloud service
provider to disclose customer data in certain situations,
and in most instances this authority enables the
gover nment to access data physically stored outside the
country’s borders, provided there is some jurisdictional
hook, such as the presence of a business within the




country’sborders. Even without that “hook,” MLATSs can
be used to alow access to data across borders.

Every single country that we examined vests authority in the
government to require a Cloud service provider to disclose
customer data in certain situations, and in most instances
this authority enables the government to access data
physically stored outside the country’s borders, provided
there is some jurisdictional hook.

Furthermore, as we describe in this White Paper and as
illustrated in the chart at the end, in jurisdictions outside the
United States, thereisthe real potential of datarelating to a
person, but not technically “personal data,” stored in the
Cloud being disclosed to governmental authorities
voluntarily, without legal process and protections. In other
words, governmental authorities can use their “influence”
with Cloud service providers —who, it can be assumed, will
be incentivized to cooperate since it is a governmental
authority asking — to hand over information outside of any
legal framework. United States law specifically protects
such data from access by the government outside of
legal process.

U.S. law prohibits the voluntary disclosure of any type of
Cloud customer data to the government without a formal
legal request, unless certain limited exceptions apply, such
as in the event of an emergency involving death or serious
bodily injury requiring disclosure. Cloud providers in the
U.S. face civil and criminal penalties for violating the laws
against voluntary disclosure to the government.
Furthermore, the ability of a third-party Cloud service
provider voluntarily to hand over customer data may also
be restricted by contract.

We conclude that civil rights and privacy protections
related to governmental access to data in the Cloud are not
significantly stronger or weaker in any one jurisdiction, and
that any perceived locational advantage of stored Cloud
data can be rendered irrelevant by MLATs. Our review
reveas that businesses mislead themselves and their
customers if they rely on an assumption that selecting
Cloud service providers based in one jurisdiction or another
better insulates data from governmental access. Instead,
our study indicates that it isin business' interest to support
governmental cooperation in this area, asit is the consistent
and reasonably restrained exercise of existing lega
authorities that will enable the economic growth and other

benefits of Cloud computing.5

5 We aso note that often overlooked are governmental
requirements for long-term retention of data, a requirement that
does not exist in the United States. For example, EU "Directive
2006/24/EC” is a Directive issued by the European Union and
relates to telecommunications data retention.  Service providersin

M ethodology

To conduct our examination, we consulted with
experienced local counsel knowledgeable about data
protection and governmental access law in each of the
jurisdictions on which we report, asking the following
questions for each jurisdiction:

1. May government require a Cloud provider to
disclose customer data in the course of a
government investigation?

2. May a Cloud provider voluntarily disclose
customer data to the government in response to
an informal request?

3. If aCloud provider must disclose customer data
to the government, must the Cloud provider
notify the customer?

4. May government monitor electronic
communications sent through the systems of a
Cloud provider?

5. Are government orders to disclose customer data
subject to review by ajudge?

6. If a Cloud provider stores data on servers in
another country, can the government require the
Cloud provider to access and discloseit?

We start with an overall review of MLATS. These treaties
effectively make a country’s borders less significant for
purposes of governmental access to data, and likewise
make less significant the location of a Cloud service
provider within one country’s borders as opposed to
another country’s borders. We then review the situation
with respect to governmental access in the United States
and proceed to examine the situations in Australia, Canada,
Denmark, France, Germany, Ireland, Japan, Spain, and the
United Kingdom. We conclude with an observation about
the current proposals for reform of data protection laws in
the EU, which would leave unchanged the current approach
regarding governmental access to data.

Our review reveals that businesses are misleading
themselves and their customers if they contend that
restricting Cloud service providers to one jurisdiction better
insulates data from governmental access.

member states must store citizens' telecommunications data for six
to twenty-four months, stipulating a maximum time period. Under
the Directive, police and security agencies are able to access, with
judicial permission, details such as |IP address and time of use of
every email, phone call, and text message sent or received.
Obviously, a law that perpetuates the existence of data that might
not otherwise be available to governmental authorities (because it
would have been deleted) is a factor to be considered in evaluating
the favorability of one jurisdiction over another as a service
provider location.




1. MUTUAL LEGAL ASSISTANCE TREATIES

Governmental authorities are able to reach data stored on
the servers of a Cloud service provider over whom they do
not have jurisdiction through an MLAT with a foreign
nation where the Cloud service provider is based. For
example, the United States and member states in the
European Union have entered into bilatera MLATS that
allow governmental authorities on both sides of the Atlantic
to request access to data stored on the servers of a Cloud
service provider physically located in or subject to the
jurisdiction of the foreign nation.

Pursuant to an agreement governing MLATS between the
U.S. and EU member states, arequest for data shall only be
denied on data protection grounds in “exceptional cases.”
That is, most MLAT requests for data will be honored by
the recipient party. Currently, Article 13(3) of Framework
Decision 2008/977/JHA of the Council of the European
Union alows transfers of persona data for law
enforcement purposes even to countries whose privacy
regimes have not been found “adequate” by the EU where
there are “appropriate safeguards.” The phrase
“appropriate safeguards’ is widely interpreted to include
international agreements such as MLATS.

Other treaties, such as the multilateral Council of Europe
Convention on Cybercrime, as well as informa
relationships between law enforcement agencies, aso allow
for governmental accessto datain the “possession, custody,
or control” of Cloud service providers over whom the
reguesting country does not otherwise have jurisdiction.

The existence of these treaty relationships diminishes any
perceived advantage of placing data with a Cloud service
provider in a jurisdiction believed to permit less
governmental access than other jurisdictions covered by the
treaties. For al practica purposes, the laws permitting
governmental access by the requesting country have their
reach extended through operation of the treaties.

2. UNITED STATES

Any discussion of U.S. government access to data in the
Cloud needs to begin with the Patriot Act, which
commonly, but erroneoudly, is believed to have created
invasive new mechanisms for the United States government
to get information. The redlity is that most of the
investigatory methods in the Patriot Act were available
long before it was enacted. And those investigative tools
had, and still have, limitations imposed by the United
States Congtitution and by statute. It is more accurate to
say that the Patriot Act did not create broad new
investigatory powers but, rather, expanded existing
investigative methods, and retained Consgtitutional and
statutory checks on abuse.

Even with the Patriot Act, it is generaly the case in the
United States that the more substantive the data sought by
the government, the greater the government’s burden of
demonstrating a strong lega justification to obtain that
data. That is, there are greater restrictions on accessing the
contents of electronic files and communications (“content
data’) than for other information associated with those files
such as the file owner’s contact information and server log
information (“non-content data’).

In most circumstances, governmental access to data stored
by a Cloud service provider is regulated under the
Electronic Communications Privacy Act (“ECPA”). Under
the ECPA, if a government body seeks disclosure of
customer data from a Cloud service provider, it can only do
so if a judge issues a search warrant or specia ECPA
court order, or if the government issues a valid subpoena
to the provider.

e  Ajudge canissue a search warrant for Cloud data only
if the government demonstrates that there exists
probable cause — that is, reason to believe that a
crime has been committed and that evidence of the
crime would be found in the Cloud data sought. A
search warrant is the only method under the ECPA
through which the government may obtain the
contents of stored online communications facilitated
by a Cloud service provider (as opposed to other types
of electronic files) that are 180 days old or less.

e A judge can issue an ECPA court order for Cloud data
only if the government demonstrates that there exist
reasonable grounds to believe that the data sought
are relevant and material to an ongoing investigation.

e  Prosecutors and other government investigators may
issue subpoenas requesting Cloud data directly to
Cloud service providers if the data are relevant to the
investigation.

If the gover nment requests customer content data from
a Cloud service provider through an ECPA court order
or a subpoena, the government generally must notify
the customer before obtaining the requested data from
the provider. This allowsthe customer to challenge the
governmental request. However, no prior notice is
required to customers when the government requests (i)
non-content data or (ii) content data via a search warrant,
although customers can challenge the validity of search
warrants in court after the data are produced. In addition,
in situations where the ECPA requires notice to a Cloud
customer, the notice may be delayed in certain limited
situations, such as when notice would endanger a person’s
safety or compromise the investigation.



United States

It is generally the case in the United States that the more
substantive the data sought by the government, the greater
the government’'s burden of demonstrating a strong legal
justification to obtain that data.

Significantly, the ECPA prohibits Cloud service providers
from voluntarily disclosing customer data stored on their
servers to the government without having received a formal
legal request, unless certain limited exceptions apply, such
as a provider's good faith belief that an emergency
involving danger of death or serious physical injury
requires disclosure.

And the ECPA prohibits the United States government
from intercepting electronic data in transit unless a judge
determines that there exists probable cause to believe that
the data will contain evidence of a federal crime, and that
normal investigative procedures (i) have been tried and
failed, (ii) reasonably appear to be unlikely to succeed if
tried, or (iii) are too dangerous. When the government
cannot obtain the required evidence in time and there is an
emergency Situation involving a danger of death or serious
physica injury, issues of national security, or organized
crime, the government can intercept electronic data without
ajudicia order, but must apply for an order within forty-
eight hours after the interception has occurred.

Outside of these customary methods of access to Cloud
data under the ECPA, the U.S. government can access
Cloud data through FISA Orders and National Security
Letters (“NSLs’) during the course of certain
counterterrorism or foreign intelligence investigations.

e A judge can issue a FISA Order authorizing the
government to obtain content data if the government
demonstrates that there exist reasonable grounds to
believe that the data sought are relevant to an
investigation to obtain foreign intelligence or to
protect against international terrorism or spying.

e Government investigators may issue specid
administrative subpoenas called NSLs directly to
Cloud service providers. NSLs request certain non-
content data about their customers — specifically
subscriber information, length of service, and certain
transactiona records — if the government certifies that
the request is relevant to an investigation to protect
againgt international terrorism or spying. The United
States government may not use NSLs to obtain
access to the content of electronic records and
documents stored on a Cloud service provider’s
Servers.

FISA Orders and NSLs were available to the United
States government even before the Patriot Act was
enacted. The Patriot Act merely expanded some of the
provisions of these access methods. For example, it added
“gag order” provisions prohibiting recipients of FISA
Orders or NSLs from disclosing the fact that they have
received an NSL, except as necessary to comply with or
challenge the request, and expanded the types of
information obtainable through FISA Orders.

There are, however, meaningful limitations on United
States government access to Cloud data through FISA
Ordersand NSLs. First and foremost, their use is limited
to certain counterterrorism or foreign intelligence
investigations, so the government cannot use these methods
to obtain documents and records for the sole purpose of
investigating domestic criminal activity. A Cloud service
provider has the ability to oppose a FISA Order before the
issuing court, and also can seek judicial review of an NSL,
which can be set aside “if compliance would be
unreasonable, oppressive, or otherwise unlawful.” A Cloud
service provider also may petition the court to overturn the
“gag order.” And even though FISA Orders can require a
Cloud provider (or any other business) to produce
“business records’ (a term that would encompass Cloud
data), the United States government rarely requests them.
In 2010, the government only made 96 applications for
FISA Orders granting access to business records.®

The United States, like other countries, takes the position
that it can use its own legal mechanisms to request data
from any Cloud server located anywhere around the world
so long as the Cloud service provider is subject U.S.
jurisdiction: that is, when the entity is based in the United
States, has a subsidiary or office in the United States, or
otherwise conducts continuous and systematic business in
the United States.

In sum, governmental authorities in the United States
cannot access data stored in the Cloud at will. Rather,
governmental authority is circumscribed by the United
States Constitution and state constitutions, judicia
oversight, and laws and procedures enacted through the
democratic process. In addition, and relevant to the
concerns of foreign countries about their nationals' data, a
recent ruling by a United States appeals court one level
below the Supreme Court confirmed that statutory
protections are extended to non-United States citizens for
data physically maintained in the United States and stored
in the Cloud.

© See Letter from Ronald Welch, Ass't Att'y Gen., U.S. Dep't of
Justice, to The Hon. Harry Reid, U.S. Senate Majority Leader
(Apr. 29, 2011),
http://www.fas.org/irp/agency/doj/fisa/2010rept. pdf .




3. AUSTRALIA

The Australian government may require a Cloud service
provider to disclose customer data in the course of a
governmental authority’s investigation by requesting that a
judge issue a search warrant if there are reasonable
grounds for suspecting that there is evidentia material
relevant to an indictable or summary offense.

A Cloud service provider is permitted to voluntarily
provide customer data to the government without a search
warrant if the data does not constitute “persona
information,” which is broadly defined as information or an
opinion about an individua whose identity is apparent, or
can reasonably be ascertained from the information or
opinion. However, a Cloud service provider can
voluntarily disclose personal information to the Australian
government if it reasonably believes that the use or
disclosure is reasonably necessary to, among other similar
reasons, prevent, detect, investigate, prosecute, or punish
violations of law or serious breaches of standards of
conduct, including corruption, abuse of power, dereliction
of duty, or “any other seriously reprehensible behaviour.”
There is no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the government.

Requests for data issued to Australian companies and
organizations extend to data held in Cloud servers located
outside of Australia, provided that the suspected criminal
offense or security matter that is the subject of the warrant
occurred wholly or partly in Australia or concerns persons
who are Australian citizens or residents. Therefore, the
Australian government can require a Cloud service
provider to obtain data from both domestic and foreign
servers through the preceding legal mechanisms.

Australia

A Cloud service provider can voluntarily disclose personal
information to the Australian government if it reasonably
believes that the use or disclosure is reasonably necessary
to, among other similar reasons, prevent, detect, investigate,
prosecute, or punish violations of law or serious breaches of
standards of conduct, including corruption, abuse of power,
dereliction of duty, or “any other seriously reprehensible
behaviour.”

There are specia access mechanisms for requests for Cloud
data pertaining to terrorism or counterintelligence
investigations. The government may require the production
of customer data through a computer access warrant,
which authorizes the Australian Security Intelligence
Organisation (“ASIO”) to access data where there are
reasonable grounds to believe that the data will

substantialy assist in the collection of intelligence in a
matter that is important to national security. Computer
access warrants are issued by a government Minister, not a
judge. In conducting a search under a computer access
warrant, ASIO is authorized, if necessary, to add, delete, or
ater other data held in the target computer. For the
investigation of a serious terrorism offense, the Australian
Federa Police can request a judge to issue a production
notice permitting the government to access customer data
where the data are relevant to, and will assist in, the
investigation. Recipients of these notices are under strict
obligations of confidentiality.

The government may intercept electronic communications
for the purposes of national security and the investigation
of serious crimes, provided that it first obtains an
interception warrant. The Attorney Generad may issue
interception warrants for the purpose of national security if
the subject of the intercepted communication is “reasonably
suspected of engaging in activities prejudicia to security,”
and the interception will assist the government in obtaining
intelligence relevant to national security. Eligible judges or
nominated members of the Administrative Appeals
Tribunal may issue interception warrants for law
enforcement purposes if the information to be obtained by
intercepting a communication would likely assist in the
investigation of a serious crime.

4, CANADA

Canadian governmental authorities can obtain search
war rants through which a judge can order the search and
seizure of evidence located on a Cloud computing server
where there are reasonable and probable grounds to believe
that a crimina offense has been committed, and that the
search will yield evidence of that crimina offense. In
addition, Canadian governmental authorities can seek
production orders to compel Cloud service providers to
produce specific evidence where there are reasonable
grounds to believe that an offense has been or will be
committed. Both search warrants and production orders
must be authorized by a judge. Some federa and
provincial regulatory agencies have the power to issue
administrative orders requiring the production of records
necessary to an investigation. In some cases,
administrative agencies are required to obtain a production
order or search warrant from ajudge.

A Cloud service provider is permitted to voluntarily
provide customer data to a government officia requesting
such production without a search warrant, or other formal
mechanism, unless the disclosure contains persona
information and it is not requested pursuant to lawful
authority under Canadian privacy laws. Thereis no general
requirement that a Cloud service provider must notify its
customers prior to disclosing their data to the government.



Canadian requests for data are not limited to data located in
Canada. Generadly, a company subject to Canadian
jurisdiction must turn over any relevant data over which it
has “custody or control,” either because it can access the
data itself or because it can cause a third party, such as a
subsidiary corporation, to access or obtain the data
Therefore, the Canadian government can require a Cloud
service provider to obtain data from both domestic and
foreign servers through the preceding legal mechanisms.

Canada

A company subject to Canadian jurisdiction must turn over
any relevant data over which it has “custody or control,”
either because it can access the data itself or because it can
cause a third party, such as a subsidiary corporation, to
access or obtain the data.

In addition to the preceding legal mechanisms, Canada's
2001 Anti-Terrorism Act implemented a number of
investigative powers similar to those found in the United
States Patriot Act. In addition, the Canadian Security
Intelligence Service can obtain an investigation warrant
to obtain data relating to a threat to the national security of
Canada by arguing to a judge that other investigative
procedures have been tried and have failed and that the
matter is an urgent national security matter.

Generally, prior judicia authorization isrequired before the
government can conduct electronic surveillance. However,
without judicial authorization, the government can intercept
communications of foreign entities for the purpose of
obtaining foreign intelligence or for the protection of the
government’s computer systems and networks, provided
that prior approval is obtained from the Minister of
National Defense. In addition, the Canadian Criminal Code
adlows a peace officer to intercept electronic
communications if: (1) the urgency of the situation is such
that a proper authorization could not be obtained; (2) the
interception is immediately necessary to prevent an
unlawful act that would cause serious harm to a person or
property; and (3) either the originator or the intended
recipient of the communication is the one who is likely to
cause the harm or the one who is likely to be harmed.

Canada currently is considering an expansive new law to
increase the government’s ability to obtain data from
private entities. On February 14, 2012, Bill C-30 was
introduced in Canada’'s House of Commons. This hill
would significantly expand the Canadian government’s
investigative powers, especialy with respect to electronic
communications and storage.  Some of Bill C-30's
proposed provisions are as follows:

e  Canadian governmental authorities would be able to
issue orders that require Cloud service providers to
preserve data without prior authorization by ajudge.

e  Telecommunications providers (including 1SPs) would
be required to install the technological capability to
provide surveillance data, when ordered to do so by
the Minister of Public Safety and Emergency
Preparedness, and would be prohibited from
disclosing the existence of the surveillance. No
judicial oversight would be required.

e The Canadian government would be able to obtain a
warrant for the installation of a transmission data
recorder which would record all communications to or
from a server. (Currently, warrants only can be
obtained to intercept telephone calls and to install a
telephone number recorder.)

The introduction of Bill C-30 was met with criticism from a
number of stakeholders, including the Office of the Privacy
Commissioner and civil rights groups, and it is unclear if,
and to what extent, the bill is likely to be revised before it
might be passed into law.

5. DENMARK

Under the law in Denmark, government officids can
request that a judge issue a search warrant to obtain
customer data from a third-party Cloud server if there are
specific reasons to presume that evidence of an offense can
be obtained during the search. Various government
agencies in Denmark aso have the authority to issue
administrative orders to obtain data from Cloud service
providers if related to the investigation of an offense over
which the government agency has jurisdiction.

Cloud service providers can voluntarily provide the
government with data stored on Cloud servers, provided
that disclosing the data does not violate other laws, such as
laws prohibiting disclosure of personal data without avalid
reason. Providing data to law enforcement pursuant to a
police investigation on a voluntary basis is considered a
valid reason. There is no general requirement that a Cloud
service provider must notify its customers prior to
disclosing their data to the government.

While Denmark has adopted anti-terrorism laws, these laws
do not alter the government’s ability to access Cloud data
in terrorism investigations. Due to the serious nature of
such investigations, however, it is likely that a judge would
be more willing to grant a search warrant.

If a Danish Cloud service provider stores customer data on
servers located in another country, the government can
access data located on those servers with a search warrant,
provided that the data can be reached and searched from the
site of the Denmark-based provider. Otherwise, the extent



to which the Danish government may access data on
servers located in other countries depends on the level of
judicia cooperation between the concerned countries.

Denmark

Under the law in Denmark, government officials can request
that a judge issue a search warrant to obtain customer data
from a third-party Cloud server if there are specific reasons
to presume that evidence of an offense can be obtained
during the search.

The government must obtain a court-issued warrant before
intercepting electronic communications. The court will
issue the warrant only if the interception is related to a
government investigation that concerns an offense of a
certain seriousness (including terrorism). In certain limited
situations, the government may intercept communications
without prior court approval where exigent circumstances
dictate that the interception would be ineffective if a court
order were first to be obtained.

6. FRANCE

French government officials can request access to an
organization’s data stored on the servers of a third-party
Cloud computing service in a number of situations,
including for criminal and administrative investigations. In
general, the government can obtain a search warrant
issued by a judge or issue arequisition letter directly to a
third-party Cloud service provider, both of which would
reguire that the Cloud service provider produce customer
datarelating to acriminal investigation.

No law expressly prohibits a Cloud service provider from
voluntarily providing a customer's information to the
government, with certain exceptions such as the provision
of persona or telecommunications data. There also is no
general requirement that a Cloud service provider must
notify its customers prior to disclosing their data to the
government; in fact, a Cloud service provider is not entitled
to disclose a government request for information to its
customer.

France

French government officials can request access to an
organization’s data stored on the servers of a third-party
Cloud computing service in a number of situations, including
for criminal and administrative investigations.

French law expressy permits governmental authorities to
obtain al information relevant to an investigation from a
computer system so long as the data are accessible from

that computer system. Therefore, the French government
can require a Cloud service provider to obtain data from
both domestic and foreign servers through the preceding
legal mechanisms.

Other than the hours during which searches can be
conducted during an investigation involving nationa
security, organized crime, or terrorism, the obligations
imposed on government officials requesting access to data
stored in the Cloud remain unchanged.

In crimina investigations, a judge may order the
interception, recording, and transcription of electronic
communications where the requirements of the
investigation call for it. For investigations into terrorism,
national security, and other serious crimes, governmental
authorities are provided with expanded electronic
surveillance capabilities, and a court may authorize the
interception and recording of electronic communications
during even the preliminary stage of an investigation if
justified by the needs of the investigation. For so-called
"security interceptions,” no court order is required.
Providers of encryption services are also required to hand
over encryption keys to government officials under certain
conditions. As noted above, France's anti-terrorism laws
have been characterized by some as tougher than the Patriot
Act.”

France aso has extended data retention obligations to
hosting providers, who are required under French law to
keep log data and data relating to the identity of persons
who have posted material on social networking services,
for example.

7. GERMANY

Under German law, criminal prosecutors and certain
regulatory agencies may request a court order to obtain
access to an organization’s data stored on the servers of a
third-party Cloud computing service. To obtain such an
order, the government must demonstrate to a judge that
there exists a sufficient reason to believe that the data
contains evidence relevant to a criminal offense.

In addition, under the Telecommunications Act, German
prosecutors have a right to request certain non-content data
(e.g., telephone numbers, addresses, birth dates) stored by
telecommunications service providers to the extent
necessary to prosecute violations of law, to avert danger to
public safety or order, or to discharge legal functions of the
government. This customer data must be disclosed to the
government by the telecommunications provider upon
request, with no prior court order. A Cloud service
provider would be considered a telecommunications service

" Fighting Terrorism, French-Style, supra note 2.



provider to the extent it provides certain communications
services to third parties (dsuch as instant messaging, web
conferencing, or email services). These required
disclosures come with a “gag order” provision that
prohibits the telecommunications service provider from
disclosing to third parties, including its customers, the fact
that it received the request.

Moreover, German data protection authorities may request
information regarding data stored on the servers of a Cloud
service provider to verify compliance with the Data
Protection Act and are granted the right to request access
to a Cloud service provider's servers to conduct audits (to
the extent necessary to verify compliance with German data
protection law).

In certain circumstances, a Cloud service provider may not
voluntarily disclose customer data to government
authorities. For example, where a Cloud service provider is
considered a telecommunications service provider under
the Telecommunications Act, disclosure of any customer
content data to the government without explicit statutory
permission would be a breach of the Cloud service
provider's obligation to maintain the secrecy of
telecommunications. In addition, Cloud service providers
cannot disclose personal data without explicit statutory
permission, such as through the Telecommunications Act
or Data Protection Act. Otherwise, there do not appear to
be any specific laws expressly prohibiting the disclosure of
customer data.

In general, the target of a government search — including a
customer of a Cloud service provider — must be informed
by the government about the search. This notice must take
place as soon as it can be effected without endangering the
purpose of the investigation.

In principle, a court order for a search at a Germany-based
Cloud service provider may not be extended to a search of
the provider's services located abroad, even though
technically such servers may be accessible through the
provider's computing equipment. Therefore, to request
data located on the servers of a German Cloud service
provider that are located outside of Germany, the German
government would need to request assistance from
governmental authorities in the country in which the
servers are located. A request for customer data under the
Telecommunications Act or Data Protection Act, on the
other hand, might encompass servers located abroad,
although the law is unclear on this.

There are no specific rules on investigations involving
national security or terrorism. However, given the weight
of the crimina offenses in these cases, the courts may grant
the government more leeway when determining whether to
permit a search.

The German government may apply for a court order
allowing for the interception and recording of e ectronic
communications without the knowledge of the subject of
the surveillance if there is evidence that the subject
committed a serious offense, the offense is “of particular
gravity in the individua case,” and other means of
establishing the facts would be much more difficult. In
addition, in exigent circumstances the prosecutor’s office
may issue such an order, but its continued validity is
contingent upon subsequent confirmation by the court. In
the event that an order has been issued or confirmed by the
court, the government is not required to notify the subject
of the surveillance until notice can be effected without
endangering the purpose of the investigation.

Germany

In some circumstances, the German government may apply
for a court order allowing for the interception and recording
of electronic communications without the knowledge of the
subject of the surveillance.

8. IRELAND

The Irish government may require a Cloud service provider
to disclose customer data through a search warrant, which
ajudge may issueif there are reasonable grounds to suspect
that the data contain evidence relating to an arrestable
offense. A Cloud service provider that constitutes an
“electronic communications service” is required to retain
certain non-content data resulting from the use of its
service for one year. Irish government authorities can issue
a disclosure request to access this data if required to
detect, investigate, or prosecute a serious offense (carrying
a maximum sentence of greater than five years) or a tax
offense, for nationa security purposes, or to save human
life. There is comparatively limited judicial oversight of
disclosure requests; a High Court judge is nominated to
ascertain whether the government is complying with the
law and issue areport on thisto the Irish Prime Minister.

No law expressly prohibits Cloud service providers from
voluntarily providing customer data in response to a
government request. However, if that customer data
contains personal data, disclosing it to the government
could violate Irish data protection law if the disclosure is
not authorized by law. Thereisno general requirement that
a Cloud service provider must notify its customers prior to
disclosing their data to the government.

As with the rule in the United States, so long as there is an
entity in Ireland over which the Irish government can assert
jurisdiction, lrish authorities can require the entity to
produce customer data from a Cloud server located in
another country but under the entity’s control. Therefore,




the Irish government can require a Cloud service provider
to obtain data from both domestic and foreign servers
through the preceding legal mechanisms.

Irish law allows for disclosure requests to be made on
broad national security grounds, even where not directly
connected to a crimina investigation. Furthermore, the
Irish courts may be more permissive of government
reguests in the context of national security investigations.

Ireland

As with the rule in the United States, so long as there is an
entity in Ireland over which the Irish government can assert
jurisdiction, Irish authorities can require the entity to produce
customer data from a Cloud server located in another
country but under the entity’s control.

Under Irish law, the Minister for Justice may authorize the
interception of electronic communications where necessary
for national security or in furtherance of a crimina
investigation. A wiretap can only be used for the
investigation of a serious offense if investigations not
involving interception will fail to produce the relevant
evidence in a timely manner and there is a reasonable
prospect that the intercepted evidence would be of material
assistance. Once a Ministerial authorization has been
provided, there appear to be few limitations on the ability
of government to access the information.

9. JAPAN

In Japan, government officials can request and obtain
access to an organization’s data stored on the servers of a
third-party Cloud computing service through the use of
search warrants issued by a judge where it is reasonably
supposed that the servers contain data relevant to a
suspected crime. Japanese civil courts and the Japanese
legislature can order third parties to produce data as well,
which could extend to data residing on Cloud servers
located in Japan.

Japanese law generally prohibits Cloud service providers
from voluntarily disclosing to governmental authorities
customer communications, non-content customer data,
personal information, and telecommunications logs without
a search warrant or statutory authorization. There is no
general requirement, however, that a Cloud service
provider must notify its customers prior to disclosing their
data to the Japanese government pursuant to a search
warrant.
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Japan

There is no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the Japanese government pursuant to a search
warrant.

The ability of Japanese officials to access Cloud data
depends on the location of the server storing the data. If
the server is located in Japan, the data are accessible
through a search warrant. If the data reside on a server
located outside of Japan, government officials must rely on
cooperation with government authorities in other countries
to assist in obtaining the data.

There are no specia rules regarding government access to
Cloud data during the course of national security or
terrorism investigations.

Under Japanese law, the government may intercept
electronic communications in connection with an
investigation of serious crimes. However, the government
can only resort to wiretapping if there is no other way to
obtain the evidence, and in such cases it must first obtain a
court-issued warrant. Only prosecutors and police officers
the rank of superintendent and above may seek a warrant
authorizing the interception of electronic communications.

10. SPAIN

Under Spanish laws, government authorities are entitled to
reguest and obtain access to data considered necessary for a
government investigation. The procedures followed by
different authorities vary. Generally speaking, government
authorities are not required to obtain a court warrant issued
by a judge to enter the premises of an investigated entity.
However, these powers are limited by the constitutional
inviolability of domicile principle, which prohibits the
government from executing a search without consent or a
court warrant at the “registered office’ of a company —
usualy the location of the company’s legal representation
or where its main activities are carried out — unless there is
a“flagrant” criminal offense (i.e., the criminal is caught in
the act of committing the offense).

Spain

Under Spanish laws, government authorities are entitled to
request and obtain access to data considered necessary for
a government investigation.

It would be lawful for a Cloud service provider to
voluntarily provide customer service data to a government
officia at the official’s request, except for investigations of




the Cloud service provider's registered office or where
otherwise prohibited by a specific law, such as data
protection law. There is no genera requirement that a
Cloud service provider must notify its customers prior to
disclosing their data to the government.

When an entity is subject to Spanish laws, government
authorities are entitled to investigate its conduct and request
and access data wherever it is stored. Therefore, the
Spanish government can require a Cloud service provider
to obtain data from both domestic and foreign servers
through the preceding legal mechanisms.

Where there is an exceptiona or urgent need in the case of
terrorism or organized crime, the police are alowed to
enter and search the premises of a company without the
need for a court warrant or the owner’s consent, including
Cloud servers.

Generaly, the government must obtain a court-issued
warrant in order to intercept electronic communications.
Such warrants must be founded on sufficient evidence that
the intercepted communication would be materia to a
criminal investigation, and the process is subject to judicial
oversight. In certain limited instances, the government may
perform electronic surveillance without first obtaining a
court-issued warrant.

11. UNITED KINGDOM

The United Kingdom (“UK”) government may require a
Cloud service provider to disclose customer data in the
course of a government investigation through a number of
legal mechanisms. The government can request that a
judge issue a search and seizure warrant, which the court
will grant if the government can demonstrate that there
exist reasonable grounds to believe that a crimina offense
(other than a minor criminal offense) has been committed
and the data are likely to be of substantial value to an
ongoing criminal investigation.

British governmental authorities aso can obtan a
disclosure order for communications data — i.e., certain
non-content data such as traffic, usage, and customer data
about users of a telecommunications service — if necessary
for national security; to prevent or detect crime or disorder;
to ensure the economic well-being of the UK; to ensure
public safety; to protect public health; to assess or collect
any tax or any charge payable to the government; or to
prevent or mitigate death or injury to a person. These
orders must be proportionate for the purposes for which
they are sought, particularly with reference to the rights of
third parties who are not being investigated. A Cloud
service provider would most likely be considered a
“telecommunications service” if it provides Cloud-based
communications services (e.g., instant messaging, web
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conferencing, or email services). In cases where the
government believes that the investigation might be
compromised by requesting that the Cloud service provider
collect the data itself, it may apply for an authorization to
obtain the communications data directly, which could
involve wiretapping, hacking, or even aphysical dawn-raid.
These measures, however, likely only would be used in
extreme circumstances.

United Kingdom

The government may intercept communications if doing so is
“necessary” in the interests of national security; for the
prevention or detection of a serious crime; to safeguard the
economic well-being of the UK; or in response to a request
under an international mutual legal assistance agreement.
There is no need for court approval and the details of such
an “interception warrant” must be kept secret.

No law expressly prohibits a Cloud service provider from
voluntarily transmitting customer data in response to a
government request, although if personal data are involved,
any disclosure would need to comply with data protection
law. Thereis no general requirement that a Cloud service
provider must notify its customers prior to disclosing their
data to the government. In fact, notification may even be
prohibited or risky in certain circumstances, such as when
notification would compromise an investigation.

Where British governmental authorities have a warrant or
order to obtain electronic data, they have the power to
require the search of any information contained in the
computer and accessible from the premises. In other
words, as long as foreign Cloud servers can be accessed
from premises in the UK, the police could require the
Cloud service provider to aso turn over data located on the
foreign servers.

Under the Intelligence Services Act, British Secretaries of
State have broad powers to issue warrants for the British
Security Service, the Intelligence Service, or the
Government Communications Headquarters to enter into
property and seize any data that may be required. Where
there are terrorism or nationa security threats, these
agencies would be far more likely to exercise their powers
under these laws.

The government may intercept communications if doing so
is “necessary” in the interests of national security; for the
prevention or detection of a serious crime; to safeguard the
economic well-being of the UK; or in response to a request
under an international mutual legal assistance agreement.
However, the government actor must first apply to the
Secretary of State for an “interception warrant.” There is
no need for court approval and the details of an




“interception warrant” must be kept secret. In addition, as
noted above, governmental authorities can apply for an
authorization to directly obtain “communications data’ by
use of a wiretap, but it is likely that such measures would
be used sparingly.

12. EUROPEAN UNION LEGAL REFORM

In January 2012, the European Commission proposed a
new Regulation and new Directive concerning the privacy
of personal data The Regulation would apply to
commercial collection and use of persona data and
generally is viewed as increasing protections for personal
data. However, the Directive — which is directed at law
enforcement access to persona data — is generally viewed
as providing law enforcement with continued substantial
access to personal data. Concerning the law enforcement
data access Directive, the European Data Protection
Supervisor, Peter Hustinx, has said:

The proposed rules for data protection in the law
enforcement area are unacceptably weak. In
many instances there is no judtification
whatsoever for departing from the rules provided
in the proposed Regulation. The law
enforcement area requires some specific rules,
but not a general lowering of the level of data
protection.8

The European Data Protection Supervisor is concerned in
particular with legal uncertainty about further use of
personal data by law enforcement authorities, the fact there
is no requirement for law enforcement authorities to
demonstrate compliance with data protection regquirements,
the low standards for transfers of persona data to other
countries, and the limited powers of data protection
supervisory authorities. In short, the proposals for reform
of privacy rules in the EU do not contemplate altering the
current environment in which law enforcement has
significant access to datain the Cloud.

8 Press Release, European Data Protection Supervisor, EDPS
applauds strengthening of the right to data protection in Europe,
but still regrets the lack of comprehensiveness, EDPS/12/7, March
7, 2012, available at
http://europa.eu/rapid/pressReleasesAction.doreference=EDPS/12
[7&format=HTM L & aged=0& language=EN& gui L anguage=en.
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European Union

Proposals for reform of privacy rules in the EU do not
contemplate altering the current environment in which law
enforcement has significant access to data in the Cloud.




Graphical lllustration

The chart that follows graphically illustrates the descriptions set forth above concerning governmental access to datain the
Cloud, by jurisdiction.

GOVERNMENTAL AUTHORITIES’ ACCESS TO DATA IN THE CLOUD: A COMPARISON
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" “Review by a judge” encompasses either an initial review when issuing the court order, watrant, etc. or subsequent review when the court order,

warrant, etc. is challenged by the service provider or customer.
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