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SUSAN MCCUE: Well, good morning, everyone, and welcoonan important
conversation about the new media revolution and Udbaglengagement through international
broadcasting. And a special hello to those of you whgoarmg us online. We're thrilled to
have you here.

I’'m Susan McCue. | know a lot of you here from my maegrg in the Senate and it's
good to be back in the Dirksen Building and a special thao&sto my former and still
sometimes current boss, Majority Leader Harry Reidy sdcured us this room.

But this morning, I'm wearing a new hat as a proud memb#reoBroadcasting Board
of Governors for U.S. international broadcasting. Aod’ll hear from several of my colleagues
on the board today on different panels and | also teabé sure to acknowledge Enders
Wimbush — Governor Wimbush right here in the front rowho is also with us. So, thank you,
good to see you, Enders.

So with the unrest and the remarkable change taking jplabe Middle East driven in
part by social networking and connection technologiesntbisiing’s program could not be
more timely as we discuss our engagement, U.S. engagglobatly.

The six news organizations that make up U.S. interndtiyoadcasting: Voice of
America, Radio Free Europe, Radio Free Asia, Alhurdavigon, Radio Sawa and the Office of
Cuba Broadcasting. Together, they have an audience of l@mm#ople a week speaking 59
languages.

Their mission — our mission is to provide independent andrate news and information
to countries where for a range of reasons, therenaits bn their press freedom. And all of our
efforts aspire to an even higher mission reflectingeAoa’s leadership and greatness and that
mission is to promote freedom and democracy around thd.wor

So radio and television are parts of our names, but likst mews organizations, we're
evolving across multimedia platforms. Our journalistsigere today to talk about how we're
staying in front of that media revolution.

And another goal of the new board — our board of theerseeing international
broadcasting is to expand a top-down model to a netwodein which our broadcasters add
value as curators, creators and connectors in a sodiafaweformation. In short, we want to
merge great journalism with user engagement and peer-torf@@nation sharing so modern-
day opportunities can help us advance that mission thiaetitabout.

And today, we’ll learn more about the high-tech, cat-amouse game between autocrats
jamming the airwaves and blocking the Internet and cowfferts to circumvent that. This is a
really important and timely topic.



And finally, we’ll look at three closed societies — NoKorea, Iran and Cuba — to
understand how we can do a better job to create infarm#aw there.

And so just a couple of quick housekeeping items beforanlitwver to our chairman. |
want to remind everyone to put their cell phones on silénd for those of you who are
tweeting — | just started tweeting not too long ago — andwani to share your 140 character
views on today’'s proceedings, the twitter hash tag torewent today is #usib. It's #usib for all
the Twitterverse out there.

So, now it's my pleasure to introduce the chairmaneBtoadcasting Board of
Governors. He is a man of many distinguished titleshadnly too numerous to tick off, but they
include prize-winning author and former CEO of CNN, TIME ed#nd current Aspen Institute
president and CEO, Walter Isaacson.

WALTER ISAACSON: Thanks a lot, appreciate it, Suséfypplause.) Susan, you've
done an awesome job. | mean, everybody should applaath Seasause she has really helped
lead our new media efforts, which is truly important.

A few shout-outs, first to Howard Berman, a distinguisbengressman, somebody
who’s been the vanguard of not only foreign policy bsb ahternational broadcasting. You
want to say anything or just —

REPRESENTATIVE HOWARD BERMAN (D-CA): Just two thingg¢Laughter.)
MR. ISAACSON: Sure.

REP. BERMAN: One is a real concern of what everytidB&gs is doing and all your
different components. There are proposed budget castigrmext year, not for some time out
in the future, but for your operations this current figesr that are hugely dramatic; not cuts
below what the president wanted for this fiscal yeat clts below what you had in the last
fiscal year — and they're going to come if some havi ey in the middle of the fiscal year
when all your planning has assumed a higher level of figndi

So when you — when you propound the notion which has be@oymnded that we are
going to exempt those items which are vital to our natiseeurity from drastic cuts and then
don’t include public diplomacy generally and some of ttitecal work of the radios and the
kinds of things you’re going to be talking about today, whictrigte at the heart of things that
involve both our values and our national interestsad fer — it's something to, I think, fight and
resist. So | just wanted to throw that out.

And secondly, | am curious about how you come to grips thithissue of how we both
avoid providing the technologies to governments that seskppress communications within
the country and also empower those who are pushing foralaoyoto have the technologies
available.



It's a tricky kind of a line, to have the technologikat allow them both to override the
efforts to suppress and to freely communicate. Thistlseabeart — this is what we were trying
to capture in one part of our Iran sanctions legislatiom is applies in all the areas that have just
been mentioned.

But | have great respect for Walter and the board anchtties and there’s a lot of us in
Congress who think this is very, very important work.

MR. ISAACSON: Thank you very much, Congressman; | sppexiate it. And yes,
we're wrestling deeply with the budget issues, includinddtest rounds. And in terms of
Internet circumvention, | think Ken Berman is here aiitlhe — who really is the world’s
greatest expert on that, worked at the BBG and our wosk, an the circumvention
technologies, making sure we enable the good guys and dabledhe bad guys is at the very
core of what we’re doing.

And | think that because there’s a lot of discussioruabbpwe’re a very good
operational agency in that a lot of the — State Depatttanad others have, you know, tried to
look at this subject but day-in and day-out, we are doingithemvention technologies, the
proxy servers and monitoring it, especially with Ken’s helpo will be speaking at the next
panel.

So thank you for raising those issues. And that’s rediigt we're on about today. You
know, we’re, particularly today, going to look at the U-$how the U.S. is engaging
international audiences in the digital era. Secyefdnton will be speaking at midday on this
subject.

We spent a lot of time talking about it, even mostmédgever in Munich and | do think
that Susan McCue scheduled this before Tunisia, before EByptbetween what we've now
seen in the past few weeks and the joint discussioine having with the State Department on
this thing, it is more timely than ever.

After our Q&A, we’re going to actually have the fun pavhich is a real demo —
demonstration of CitizenGlobal, that’s using new mediiz. something that Susan, | think, first
climbed onto and the rest of us on the board found veaiyimx And it just shows how we’re
moving more into that area.

A few more shout-outs. Jeff Gedmin is the head of ®kdee Europe, for which,
thanks. And | think Dan Austin | saw a moment ago — at&/of America; Richard Lobo, who
is the head of U.S. — the International Broadcasting&ure

You've met three governors. | see a few former —eD#ackson of Voice of America,
Alan Heil of Voice of America. Lots of refugees franME Magazine, Jay Branegan, Susan
Schindehette. Gosh, it feels like a reunion of the TiMEre news service. Not since Hugh
Sidey was up here has there been such distinction.



As we move into this area of the Internet and newiaeve don'’t forget radio and
television, but we are trying to be where the people ®e.are platform agnostic, but being
platform agnostic means we have to look at the media world.

We’ve done this especially recently on China, whereettige board, looking at it very
carefully, knows how important it is to circumvenb#aof the firewalls and things that are
happening in China to get our message into China. We carenuwetyabout our work in China.
China and Iran are two extremely high priorities for tisere has been some small
understanding because as we reprogram and focus our wohkna, we are doing it so because
it is the largest Internet community in the world.

And if you don’'t mind, before we start, I'd love Enders ¢one here — Enders Wimbush
— to explain our restructuring of what we’re doing in Ctbeaause there has been a few words
in the blogosphere about how we’'re somehow abandoning Giihiésaalmost the opposite.

ENDERS WIMBUSH: Yes, thank you, Walter. When | wakeyesterday and all the
new budgets became public, my e-mail box almost explod&dcamments like, we've stopped
broadcasting to China; VOA is no longer going to deal witm&hilt went on and on and on and
allday. And all | can say is that’s not true.

What we did was a very sensible and budget-driven butstiategic-driven recalibration
of the way we’re going to reach the Chinese audienceouple of very important data points
that you have to have. The first thing we did was to éodwave broadcasting from the Voice
of America to China.

The reality is that the audience measurement in sheetwaChina for the last three or
four years has been at what they call the trace.leMeat means it can almost be not measured.
It's so small. And yet we’re putting an enormous expendiinto that. So we stopped
shortwave broadcasting from the Voice of America.

Don't — now, don't anybody say all right, you know, veebut of shortwave in China —
not true. We recalibrated our shortwave broadcast, gitimdpest frequencies and the best time
slots to what is arguably our most powerful shortwaeaticaster to China, which is Radio Free
Asia. So Radio Free Asia will go forward with our ghave broadcasting to China in better
frequencies and better time slots.

The second thing we did with respect to the Voice of Atagas Walter said, is we went
where the audience is. China is the largest Internagssiciety in the world today. There is —
if — to give you a contrast, if we could hit every singi®rtwave user in China, that is, all the
people who actually have shortwave radios, we would jptglhat less than 1 percent of the
population.

Internet, by contrast, is exploding in China. It's noiform everywhere and there’s
some issues to be dealt with there. But we have resdoour Internet strategy for the Voice of
America and we’re not just talking about blogs here. @/gtking audio, video. We’'re talking
the whole range of broadcast services.



So the summary of this is we did not stop broadcastif@¢hioa. We recalibrated — |
think a very effective recalibration — to get us whéeedudience is, to hit the right audience
with the right broadcast at the right time on tlghtifrequencies and on the right platforms.

MR. ISAACSON: Thank you. And that was a true conssd the broad, had true
consensus of the staff and so | just want to putabtthrest. So let’s get right to the panel
because — hey, Rebecca — speaking of alumni that I'vkegavith in the best.

Rebecca McMenamin is the new media director folil® International Broadcasting
and she’s responsible for guiding and supporting digital techp@oross all of our networks. |
knew her back at CNN. You were also at the BerkmaneZat Harvard, the Berkman Center
on the Internet and Society (ph).

We also have two accomplished U.S. International Brahgpjournalists — huh?
Rebecca, no — | — | don’t know why —

(Cross talk.)

REBECCA MCMENAMIN: I'm sorry. You rolled it into onperson. (Laughter.)
MR. ISAACSON: No, | — I don’t know why — yeah. Hello.

MS. : (Off mic.)

MR. ISAACSON: Oh, yeah, yeah, yeah. I'm sorryalye No, | mean, sorry, you're
right, | got it — Rebecca was at — Rebecca McMenawino, is our new media director down
there — I'm sorry, why did | know this — is responsibledt the things.

And Rebecca MacKinnon is a great new media expert &d¢heman Center and who
has been with me. She’s now at the New America &ation. I'm sorry — and had been with
me, of course, at CNN. Showing my age here — I'mmgetfebeccas mixed up.

And then we also have two USIB journalists who aretpi@cers of these new
technologies: Golnaz Esfandiari’s , who is a seomrespondent for Radio Free Europe,
“Persian Letters” blog | have seen because Jeff lmsrsthem to me and we’ve been there a
lot. The amazing letters we get for our “Persian kettblog which shows the deep impact we
have on that society. She also, you know, scoursltigmsphere on Iran. | think Farsi is the
fifth largest language in the blogosphere, is that right?

GOLNAZ ESFANDIARI: Some say third, I'm not sure. hirtk first is Chinese, English
and Farsi, but —

MR. ISAACSON: Wow, okay. | don’'t know — that — likvise my thing. And
Mohamed — our friend Mohamed Al-Yahyai?



MOHAMED AL-YAHYAI: | know how difficult it is.

MR. ISAACSON: (Chuckles.) Al-Yahyai? 1 like it. $bunds good. Weekly TV
program, “Eye on Democracy,” which examines freedospekch, human rights violations,
religious freedom in the Middle East.

You just came back from Tunisia, so we’re going to getabitha moment. Several
episodes you're going to show highlighting the role ofaauiedia and the revolution.

Instead of turning to just pure Rebeccas, let me sténtMs. MacKinnon, if | may and
you can set the scene for us because you’'ve been stuldgigépbal media environment.

REBECCA MACKINNON: Right, well, just to —

MR. ISAACSON: And | am — | do apologize.

(Cross talk.)

MS. MACKINNON: No, that’s all right. It happens -néudible, cross talk).
MR. ISAACSON: These name cards.

MS. MACKINNON: Yeah, yeah. Well, our names are soilar — our surnames as
well, so it just adds to all kinds of confusion.

But just to set the scene about how things have changéuefonedia environment for
journalism in the Internet age, | first began to redtae drastically things were changing in
January 2003, when | was CNN’s Tokyo bureau chief at theedina | saw a blog for the first
time. What blog was it that | saw?

It was called — it was titled, “Where is Raed?” wnttey an anonymous Iraqi man in
Baghdad giving his perspective as the United States was geg@rio invade Iraq, giving his
perspective on events in his country and in the regidrspaaking very frankly and
anonymously. Nobody knew who he was at the time.

About how he was very upset the United States was goimyade, but he also hated
Saddam and you know, it was just a bad situation all aranddo on. But the point being that
he was a voice that | was not getting in mainstream mes¢sa anywhere. Why? Because it
was really hard for journalists who were in Iraq & time who were very controlled to speak
frankly to Iraqis because it was so risky for Iragispeak to journalists and so on.

So it was very difficult, if not impossible, to get #iof frank views from ordinary Iraqgis
via the professional news media. And what | realizéfistmoment is that you know, up until
that time, if an ordinary American, let’s say, in ®bir, you know, or a French person or
whatever wanted to understand what an Iragi person thoughtenyan person thought, they
had to depend on a journalist to understand this unless trsgnpdly had friends.



But now, with the Internet, anybody can create madéthat there was this new way for
people to understand their world that did not depend as heavphumalists alone. And it — |
realized and | ended up leaving CNN a year later and wehé tBerkman Center and began
really studying blogs and trying to figure out how we could &@ynphd kind of curate these
citizen voices coming out from around the world.

But | realized that it was really important for thesi&zen voices to be brought into the
mix and this could only be a positive thing for people’s ustdeding of the world while at the
same time, |, you know, have always believed in journatisthprofessional journalism. But |
felt that this was a very important and a very goodgthiA lot of my colleagues at the time
didn't agree.

MR. ISAACSON: What role do you think it played in Egypt

MS. MACKINNON: The Internet? Well, | mean, you knppst as — | mean, certainly
the Internet and social networking was an extremepointant tool. And I don’t think the
Internet caused what happened, just as the printing pss ciuse the Protestant Reformation
and pamphlets didn’t cause the American Revolutiowa#f people who used the tools, the
technology of the day, to bring about revolution.

But certainly, it's — it’s kind of hard to imagine that whet've seen happen could have
happened in that way without social networking. | méaat, definitely played an extremely
important and powerful role in getting people initiallf@the streets.

MR. ISAACSON: Do you think social networks are going ¢othe platform that people
use to exchange information as opposed to, say, moreeavehc things like blogs and
webcasts?

MS. MACKINNON: Well, it's a mix. | mean social nebrks are currently the thing.
You know, every few years, it all evolves. We're nmovirom a web-centric world. You know,
there are Internet experts who say the web is dead @nel &ll going to sort of these, you know,
kind of iPad-like devices where the web is going to beifepsrtant. And you know, who
knows? You know, we're getting into a more device-cemntacld and mobile and so on.

But what | think the important thing is that whatever gtatform is, whether it's on the
web, whether it's on devices using apps or whateveratsib’re seeing communities of
conversation evolve around news and information. Aatljtist — you know, the people’s
access to a variety of objective facts is extrermajyortant.

But equally important — | think we’ve seen this in Egyptreveeeing this in China —
equally important is the ability for people to hold uncendpvamanipulated conversations
around this information to figure out what they think abband what it means for them and
their community.



And also, that people are reporting to one another abloatf sshappening in their
country. They don’'t necessarily need the VOA tottedin what happened in the next city when,
you know, there’s a blogger in the next city telling théat. So it’s just becoming — it's
becoming as much about the conversation and the dbilipeople to share information as it is
about access to, you know, sort of, you know, one-way Kialelovery of information. | think
that’s really important.

MR. ISAACSON: Rebecca number two, tell us what yodoeng at USIB to use these
platforms.

REBECCA MCMENAMIN: Okay, | can give you a few exalep of the types of things
that the BBG networks are doing. You know, when youdahliut the conversation, it's very
important for someone to sort of play the role of ttheltain the room and to be a trusted source.
You can help people navigate what is a lot of clutterithatit there.

There is a tremendous amount of news and informatioe.cAl help people navigate the
clutter, find good information to make informed decisionem®& of the things that we are doing,
as an example, you know, the media mix very diffepamtgiven market.

In a case like Russia where we pretty much have beekdamut from placement on
popular television and radio stations, we use every netvaneol we can get our hands on.
We're doing all sorts of things, and the result has Ipe#lions of page views and interactions
with our content every week. We use websites, molb@s, anobile apps, social media, blog
tools, you name it.

In a case like Afghanistan or Somalia, those aretivadl radio markets, strong radio
audiences. New media there is SMS. It's text nggsga So what we've done is partner with
local carriers to deliver text messages to — in Afghianjghis has just started recently and there
are over 100,000 subscribers to RFE/RL’s Afghan text messagyed in Somalia, we have a
quarter of a million subscribers to VOA's Somali sertieg messages.

On the mobile front, another thing that we've done asj know, we’re really trying to
get news into people’s hands. And so we have developabnast all BBG languages, mobile
websites. And the key here is that the sites arenigad for whatever device, whatever kind of
platform you have, it will create a formatted page tharks on your device so that it's easy to
get the information.

And MBN'’s Arabic site just launched about a month ago anbaim first month, they
had about 20,000 visits. | would say we expect that to grtmtvbecause —

MR. ISAACSON: Is that what we've been looking at ba screen?

MS. MCMENAMIN: Pardon me? Let me see what’s up thérhat is the Arabic site, |
believe — no, no, | can't see it. I'm sorry. Tha&BE/RL. Oh, there we go. That’s the problem.
We've got a variety. Oh, those are the different heodites, yes. Picture that as different
mobile platforms. Those are different views of thebii@osites in different languages.



And these tools work different ways in different marke®® if you take MNBN, you’'ve
got a very — a lot of handsets in the marketplace iithbic-speaking world. Then you take a
more closed environment like Uzbekistan, much more difftouget into. RFE/RL’s Uzbek
service launched their mobile site in November and thealieady getting 20,000 visits a
month. | mean there’s a desire for information.

So the same tool can work well in different types ofkats. Same goes for the social
media space. A lot of services have been very suctedaising existing social media tools,
thank you very much to Facebook for being so succedsiiohlly that we don’'t have to learn
how to use many different platforms. We can usemamy places.

VOA's Indonesian service saw a rapid growth in the uptélk@oebook. Indonesia has
actually become the second largest global market faeldeak users. And so the Indonesian
service has a 300,000-plus fan base and growing. In a végedif environment, again, Radio
Deewa broadcasting Afghanistan and Pakistan and tklerbggion. They get dozens of
guestions on their Facebook site every day for thdiircahdio show.

So it's a different kind of interaction, but what itleing is those fans on the Radio
Deewa site? Ninety percent of them are studentsy’rEhgoung people. And it also reaches
another silent voice, which is women. Women will oall in to a call-in show and discuss a
sensitive topic. They'll go to Facebook and post a questio

And I'll mention just one or two other examples, | gajés start with. One thing you
may be hearing a lot about, the popular trend nowadayrewdsourcing. And what this really
means is just that people — web 2.0 technologies have maalgsible for people in very
different locations to connect and collaborate online

So we’ve got some language services who'’ve taken advaotaigs. | think what
you’re seeing up here is VOA'’s Russian service did a dsowrcing map as part of their
coverage of the Belarusian elections. So they enablguepmoall different parts of the country
to contribute content in real time. This map went yinads re-tweeted and shared on Facebook
and it resulted in some of the highest volume traffier to the Russian website.

REFRL'’s Azerbaijani service took a slightly differ¢att. Azerbaijan is one of the most
corrupt countries in the world. So they've createdrauption meter. They are creating a space
for people to go online, report cases of corruption angwbeone a step further by also
offering free legal advice on how you deal with it.

The final example | guess — yeah — it's a great idea.
MR. ISAACSON: Go ahead.
MS. MCMENAMIN: I'd just give a couple more examplestwn blogs because again,

different kinds of blogging activities. For Radio FregaAs Mandarin service, they have
developed a core network of bloggers inside China over gteypar and they're getting RFA



content placed inside the firewall through collaboratath these bloggers. They even have
some tricky things, | believe, where words that mightodmtked by sensors, they’ll use
characters or symbols instead.

A different case, scenario, Kazakhstan. The Kazakikergonent has routinely clamped
down on bloggers trying to advocate in a free space. SéRRFEKazakh service has created
what they call “Blogistan,” in effect giving refuge to sleecyber dissidents. They've created a
space online where they can go talk. They've createthanowmity and there’s now an engaged
community actually reporting on issues in Kazakhstan iagalar basis.

MR. ISAACSON: Jeff Gedmin and | were in Vilnius, Itkj two weeks ago, meeting
with Belarus — Belarusian dissidents who were using koetavorks to help organize
themselves. They were not using the Facebook platfémrfact, they were using a Russian-
based platform. And | was wondering where is it thaebaok itself and its platform is more
prevalent? And what happens when there are, for egkaRpksian-based platforms? How do
we counter that?

MS. MCMENAMIN: Well, in the case of Russian, you'reopebly talking about
VKontakte.

MR. ISAACSON: Correct.

MS. MCMENAMIN: And | believe both VOA and RFE/RL acllyause VKontakte in
addition to Facebook. And so we use — if there is y pepular local social media tool, we use
that as well. But | will say in the case of Belarusnow that the VOA's service actually had a
local blogger find them on Facebook and then startedibotitrg content, doing a personal tour
of the main square as police and riot police were gathéefore a crackdown.

So I think people use both. Facebook has really takegiaddally. | think two years
ago, we would have thought we were going to have to usgcalldocial networking sites. And
that’s turned out not to be the case. VKontakte is pepular in the Russian-speaking
community. So we do use that.

MR. ISAACSON: You know one of the things that seembs right is that instead of
trying to develop our own platforms, we're opportunisticFatebook comes along, Twitter
comes along, we’re never going to be quite as advancée asivate sector is in creating new
services. So is that sort of our strategy?

MS.MCMENAMIN: Well, in terms of looking ahead, we'vadh to rethink our use of
technology. Rather than standing up rooms of serverkamdgdvare and software, which is a
very expensive investment, we've gone to cloud-based sadutidnd these are — it makes us
much more agile. Your time to market is much fasiedeveloping a new product and it’s
much easier to turn it off and cut your losses if it diesork.



MR. ISAACSON: Great. Thank you. Mohamed, let me toryou, if | may. And since
you’ve just been in Tunisia and we’ve just been tallabgut Facebook, let me ask you what
role did the social networks have in Tunisia, firsalbf

MR. AL-YAHYAI: First of all, | would like to say that always like to sit here as a
moderator — (laughter) — asking question to — not receivingiqoebut let me start with this.
As an Arab journalist who left his country 11 years agmbee couldn’t practice, you know,
freedom of journalism, | have never, ever felt proutdantthis moment, when | was Tunisia and
| found out that we really did something great for people.

We contributed — okay, little contribution to the Tunisiamolution, but earned
democracy after five years and one day because we kdiiicyesterday five years ago, broke
the silence about human rights violations in many A@imtries for the first time. And we use
the new media or new technology.

Let me give you — before going to Tunisia, let me give ydew examples about this. At
the end of 2006, | get a call from Saudi Arabia asking 8eraicase of a prisoner who is in
prison for 16 years for nothing, for just accused by insulsfegm. His name is Hadi al-Mutif.
And | said, but what we could do for someone in the prasehthere’s nothing — no statement
from any, you know, NGOs, Human Rights Watch, Amneshatever. We are media, we can't
go right away.

And then the suggestion is to smuggle a cell phone to iBsmpiif it's possible. And
actually, it was possible. The cell phone — a Nokiapdelne with a nice camera went to his
prison. He recorded a message. The message camehmi¥as and came out on air for the
first time in January 2007. That was a big thing for that

After a few years, he was, again, re-jailed and acthgesaying something bad about his
country in Alhurra. And instead of sentence to deatlis hew five years. Now, he spent two
years waiting for three years to get free. This isexaample.

The other example is about Muhammad Abou in Tunisia, dgtuidk’s a lawyer, a
human rights activist; went to prison for his actestiand none of the Arab media mentioned
that. We did first. Another example very quick hisrabout Oman al-Azwadi (ph); was first to
criticize the government for the Internet in Oman ameaht to prison also. So we raised that
issue and we got him free.

The last example, very quick — very quick. In Yemen, Atarim al-Khwaiwani is a
journalist on human rights, was kidnapped two times im&i@ by the Yemeni authority, sent to
prison for five years. We worked hard and we get him &eially, in less than one year.

Now, let me go to Tunisia. The first thing you will witsaa the main street in Tunis,
Habib Bourguiba Street, you're going to see in the wadkarFacebook. Facebook actually —

MR. ISAACSON: There is on screen, for those —



MR. AL-YAHYAI: (Chuckles.) Thank you very much.
(Cross talk.)

MR. AL-YAHYAI: Where’'d you get that?

MR. ISAACSON: Took it.

MR. AL-YAHYAI: That's the merci, Facebook, actuallyy Tunisia. | met 10 of
Tunisian bloggers and Internet activists in Tunis. Andlladik them this question. Will this
revolution be easily possible without the social medithout the Facebook? Basically they use
the Facebook. And the answer is no — and the ansy@n record ?). I'm working on a
documentary about this now.

So let me give you what exactly happened in Tunisia. afldtnow Mohamed Bouazizi
who burned himself on December™ifi Sidi Bouzid. | went there. Ali Bouazizi actuaidythe
hero — is not Mohamed Bouazizi. Mohamed Bouazizi didesbimg, you know. He couldn’t
just continue living under that pressure, humiliationhedurned himself.

Ali Bouazizi is his friend. Once he heard the newsuabizat, he didn’t go to the location
where Mohamed Bouazizi burned himself. He went to hisdyave opened his computer and he
put that news in Facebook asking all the Bouazizi tp wbich is huge in Sidi Bouzid to protest.
Let’s go out. Let’s go out.

Ten people went out in front of the local governmer8idi Bouzid protesting. Al
Bouazizi went after them with his cell phone. Heoréed that protest — small protest, posted it
on Facebook right away. The next day, 10 protestomnetundred. He did the same. The
third day, thousands. And then it went out to the whatethe entire country until January"14
and we know what's happened on Januaf¥ 14

So there’s another story here; it's about Facebookually, without Ali Bouazizi who |
interviewed and | met there in Sidi Bouzid, this revoltieon’t be possible. Why? Nine
months ago, in March 2010, Abdulsalam Trensch (ph), andtm@sian guy burned himself for
exact the humiliation — the same reason, but thedéaéewasn't there. And the history wasn't
there and the revolution has not arrived. But itdfeey Ali Bouazizi and Mohamed Bouazizi.

The Tunisian activists — the Tunisian bloggers and Inteoteisis — they manage — very
well managed to use the Facebook. They divided thenssiglicegroups. It’s not just about,
you know, posting you know, randomly. No. They dividedrtbelves into groups
geographically.

One group has to go Sfax. One group has to go to Sidi Bo@uid.group has to go
Monastir. One group has to stay in Tunis. One group hstayanside homes and receive
videos through the cell phones, receive information aisti p@rk. So three factors there. One
is to inform public about what’s going on in Tunis. The othee is to inform of the world — up



in the world about what’s going on in that country.eThird one — the third factor is to
mobilize.

MR. ISAACSON: Well, let me —
MR. AL-YAHYAI: To encourage people to go out, out, olitmean that's —

MR. ISAACSON: Let me turn back to Rebecca real quidkat did we do to help
facilitate this or does this happen just totally natufallynean how do we, at International
Broadcasting, make this easier to happen?

MS. MCMENAMIN: (Off mic.)
MR. ISAACSON: Yeah, yeah. You might hit your “talkiitbon, if you would. Yeah.

MS. MCMENAMIN: We can help to seed the conversatiove can also provide the
information that spurs the discussion and give peoplace to openly debate issues. | mean we
— as the journalist, you can provide lots of good informatwih then you've opened up this
space to let people engage and you can moderate thatséiscus

And as, you know, anytime you open up discussion, whetkesrntFacebook or any
blogging site, you may get a whole array of scary comsneBtt the journalist can step in,
provide the moderation, inject the facts, throw outtthsh and help foster a vibrant, civic
proactive discussion.

MR. ISAACSON: Your “Eye on Democracy” program is aaemely good. I'm one of
the few people who gets to see it because of the amasticaegulations that keep us from
seeing it. But Alhurra had did an amazing job in Egypt &pdaple could have seen it in this
country, it would be — everybody talked about how Al Jazstgpped up to the plate. You all
truly stepped up to the plate.

So I'm going to give you a moment, even though it’'s napsed here, to tout Alhurra
and what a — I mean | know Secretary Clinton gave anvietw to Alhurra yesterday, your “Eye
on Democracy” program, the programs originating everob@airo, the live feed that your
network had. Tell us a little bit about it and | hopeplesomeday will be able to see it in this
country.

MR. AL-YAHYAI: Yeah, first of all, Alhurra news isite second live TV channel from
Cairo during that crisis after Al Jazeera being out an@ BBing out. So we were there in the
street with Alhurra correspondents.

MR. ISAACSON: The only live feed from Cairo square.
MR. AL-YAHYAI: Yes, of course. From Tahrir Square/d from Tahrir Square and

actually, Alhurra and Al Arabiya were live from Tahrir Sgeia So we were like source of news
and Alhurra was the first network announced that Mubaradaiang before any official



announcement in Egypt and it was caught by the major nefviere in U.S. including CNN
and other networks.

So yeah, we did a lot of work, actually, in Egypt. Vi dlso, in Tunisia before and
after Ben Ali. What | noticed — | mean | was in Cawben Ben Ali fell down. | was attending
about conference about that — Internet and freedom oégsipn, by the way, there. And | think
that we are there. | mean we are, in the eyesaglpemyself, when | walk in the street there,
they recognize you. | mean, they recognize your fadey also appreciate, they mention what
we are doing as an American, Arabic-speaking TV station.

Indeed, Alhurra became in the image of people in the Mi&adist not as an American —
it's as a TV station. We moved from that categohewwe started. Before, they look at us as,
oh, this is American TV station, oh. You know? Now moved to be like just a TV station,
like any other TV station around the world. We are sppggkrabic. We are among them. We
are a part of that environment.

But our advantage here — well, let me — let me exprggsensonal feeling. Our
advantage — | mean, in 25 years working as a journahstven’t ever felt that I'm free to stand
in front of the camera, express my thought. But imuda, | do — I do this. There is no line.
The only line that we have is the objective.

MR. ISAACSON: And how do you tie in social media wh@u're doing an “Eye on
Democracy?”

MR. AL-YAHYAI: All right. From the very beginning, wéargeted the young pro-
democracy activists, bloggers, Internet activists. We laaweekly — not every week indeed, but
between time to time, segment about blogosphere iNithdie East.

By the way, we — | mean, Alhurra, “Eye on Democraeyas the first to interview two of
the leaders of 25January now, the revolutionary people — Ahmed Maher aral Asdel Fattah.
Ahmed Maher and Esra Abdel Fattah created the A}Br@jrﬁup who tried first to do the public
strike in 2008. We had them both in “Eye on Democra@&nt | remember this — they
mentioned this: We’re going to continue, we’ll not stiipve finish our mission. And their
mission is to create a democracy in Egypt.

| mean, in history Arabs have never ever witnessedlugon. There’s no revolution in
the Arabic history. And in one month, two revolutiodsd again, | mean, thanks to the social
media, to the Facebook, to Twitter, the Arab goverriraémays think — | mean, there’s another
problem there in the Arab — between the thin elite andoaities, and the majority on the street.
There is no discourse, no common language between thiase in power still think that the
Internet is online games; they're for teenagers. Taeyt understand how, you know, how —

MR. ISAACSON: Now they do. (Laughter.)

MR. AL-YAHYAI: Yeah. (Chuckles.) Now they do. This why I don’t think that
another revolution will be done soon in the regiowlom’t think so myself.



MR. ISAACSON: Golnaz, tell us first of all abouethPersian Letters” blog, and also
how this is going to affect Iran.

MS. ESFANDIARI: “Persian Letters” is a blog where tgto bring bloggers from
Iran, we translate their blogs and we pick some ist&ng blogs from inside the country to — it
offers a window into the Iranian society. It shoWwattthe nuclear issue is not the only thing on
the mind of Iranians.

If you read, for example, bloggers from Iran, they spdmiutthe right to free Internet.
That’s more important to them than nuclear — having &eau@rogram. They speak about
different issue. There are lots of blog about poeltrg.not all about politics. It offers a
different view of the Iranian society.

MR. ISAACSON: There’s an astonishing amount of bloggingan. | mean, even the
supreme leader and others seem to have their blogs, right?

MS. ESFANDIARI: Ahmadinejad has his blog, but he hasrénbelogging. | think he’s
been very busy since last year. We know why. (Laughter

MR. ISAACSON: Good. Good. Either that, or we're limg him? No, | shouldn’t go
there. (Chuckles.) Okay.

MS. ESFANDIARI: No, we're not. And his blog actuallgraoe under attack by hackers,
opposition activists.

Khamenei has a very good website. He has a very gaad tele’s also on Twitter. It
actually shows that unlike the governments in the Aegion that seem to be not very Internet-
savvy, the Iranian government is very Internet-savvy. Téexry good with these tools.

Since yesterday, for example, they have managed to bltrekians inside the country
told us that they can't get to Facebook and other wesbsiten with the proxies they had been
using before — so they’re extremely good.

Khamenei has a Twitter account. He tweets in Enghglnsian, Arabic — sometimes
Spanish — his speeches, pictures of him, videos. So thregltg good. And at the end of the
day, these are only tools, tools that the government asdsalso activists.

Yesterday there was a huge protest in Tehran and oties. cind tens of thousands of
Iranians took to the streets after opposition leadersHdgsein Mousavi and Karroubi called for
a protest last week. One of the first thing that tthdy- activists — was to set up a Facebook
page named - titled “February 14,” which was the date yestelad that page attracted
50,000 people more.

MR. ISAACSON: And are we helping them to enable tbatdr spread the word on,
then?



MS. ESFANDIARI: Yes. | mean, we have on — our Rdéanda website has a space, a
section where people can upload their videos and pict@esve — yesterday, we had lots of
user-generated videos from those protests from insideothery on Farda. And we would
share those on Facebook and also on Twitter.

MR. ISAACSON: You know, in the Malcolm Gladwell tmevolution-shall-not-be —
will-not-be-Tweeted-type backlash against some of wigte talking about, the Iranian lack of
a revolution last year or the year before is oftéeadci What happened then? And why didn’t
social media get it moving faster?

MS. ESFANDIARI: Because these are only tools. Pedplesvolution. The Internet
helps; Facebook helps. But people don’'t come out tettkets because of Facebook. People
don’t come out to the streets because of Twitter,usecaf blogs. Blogs are very popular
among lranians.

Because — as | said, the Iranian regime is very repees3sihey cracked down very well.
They were very well-organized. And also, one of tlasoas is that | think it's easier to bring
down dictatorships that are supported by the West thae thios are not. Iran is extremely
isolated. Iran doesn'’t feel accountable to Russia ana&Chihey’re not going to ask Iran, why
are you killing your own citizens? You know, it was diéfet.

Yesterday, those opposition leaders came under house aftey were not allowed to
leave their houses. But we saw in Egypt, for exanipdeadei came to Tahrir Square. He was
there. It didn’t happen in Iran.

MR. ISAACSON: Everything spill over from Egypt and Tuaignto Iran? Are they
following it?

MS. ESFANDIARI: Well, I think Iranians like to think theactually were the ones who
inspired the Arabs. | mean, they were the first ke t@ the streets and protest against their
regimes. But we see that these — the Arab revolts wen new hope to the Iranian movement.
That was one of the reasons why people came torgmtstesterday. And it has sort of given
the movement new energy.

And many of the slogans where people were chanting yestertayconnected to the
uprisings in Egypt and Tunisia. For example, they weragayKhamenei, shame on you.
Look at what happened to Mubarak; or “Ben Ali, Mubarak,efagli next.” Sayed Ali is
Khamenei. So yes —

MR. ISAACSON: And how does Radio Farda enter into bhiaf

MS. ESFANDIARI: Well, we are giving those people whatidhave a platform another
platform. They can express themselves freely ondR@aida. They call us; they trust us; they
send us information. They send us the videos they’'ve aptirthe scenes of violence in the
streets of Tehran. And they speak to us, basically.



| interviewed one activist yesterday who was at the ptpoéed he told us that he was
ready to die for freedom. He said, there are many peaplthere but they need more — a clearer
direction.

And what’s very interesting, yesterday after the protest® over, one of — immediately,
activists launched another Facebook page called “Februdrgtdying that they're ready to
move on. But they're waiting for directions. Théat® problem.

MR. ISAACSON: Let me — yeah, let me real quickly @m Carlos Garcia, who — you
just joined us, right, or did | miss you the first timewnd? But the head of our Cuban
broadcasting, new to the job. And | assume in Culpaiticular we’re into mobile more than
we are to the web, but you know, we're — | know that'ye been pushing that quite a bit.

And Diane, if you don’t mind, real quickly, | don’t haveme cues and | don’t know —
give me — give me — should we go to Q&A, or —

MS. : Ten, 15 more minutes.

MR. ISAACSON: Well, why don’t | open it up then? Becausee only have 15 more
minutes — I’'m sure this is a more savvy crowd than you usgatipn Capitol Hill, although
that’s like being the — (laughter) — like being the highestimtain in Louisiana. That might not
be saying much.

Yes, ma’am? Yeah. Just introduce yourself or, yeah.

Q: Erica Marat, Voice of America, Russian Service.

MR. ISAACSON: Ah. Good to see you again. Yeah, | maimer a nice celebration we
had for the —

Q: Oh, yes we did.
MR. ISAACSON: — party, yeah.
Q: Yes, a month ago.

There was a lot of praise mentioned here and befdfadebook and other social
networking websites. And New York Times today ran dyeateresting piece saying that
despite all this praise, Mark Zuckerberg didn’t really @aything in return. Do you think that
those stakeholders or those social-networking webditadd play a role, a more active role, or
should they stay neutral? Thanks.

MS. MACKINNON: Well, I'm glad you raised that. | acllyaspoke to that report. |
wasn't quoted, but they quoted me in another story,espdbuldn’t quote me twice. It's a—it's
a really big issue. | mean, one of the big problems Rattebook right now — and I've been



involved with helping to facilitate some discussions betwactivists and Facebook executives —
is that Facebook has a rule that you’re not supposke &monymous, that you have to use your
real name and your real birthday. And if someone repotdor using a fake name, then their
administrators will shut down your account and shut ddwrpages that your account is
associated with.

So there have been some real problems with this, withists having their pages go
dark or their accounts get disabled at critical timesumeéhey can't afford to use their real
names. It's too dangerous in the countries where tleeyAnd Facebook has made very clear
that they’re not going to change this policy; they'rengaio continue to enforce the terms of —
the real-1.D. terms of service.

And so this does raise some real questions about the ajppeopss of this platform and
the extent to which activists need to be more awatkeofisks they take using Facebook, in that
if you — if you abide by Facebook’s rules, you're exposedioulf don't — if you flaunt their rules
and don’t use your real name, you're taking a risk that gooount will be disabled at any time.

And so | think this is just one of many examples of vtisyrisky to be over-dependent
on one platform, one commercial platform run by ajgany that is trying to manage its
relations with a lot of governments.

And just if | could make one further point, I'm a foundimgmber of something called
the Global Network Initiative, which is a multi-stakddher initiative to get Internet and
telecommunications companies to uphold core principlese@nefxpression and privacy. Right
now, Google, Yahoo and Microsoft have joined. Facelt@sk— you know, we've talked to
them quite a lot. They are not showing great eagetogss.

And this is unfortunate that, | think, just as we’ve semmganies over time have come to
recognize they have a responsibility to protect the envirahared not hire 12-year-olds, that
information companies have a responsibility to upholdctive rights, and protect and respect
the core rights of their users.

And when companies show reluctance to do that bechegddel there’'s some tradeoff
with profit, | think there needs to — they need to bevatced that not only is being in line, being
on the right side of history the moral thing to do, &igb in the long run it’s the best — it's the
best for their business in the long run. It's the f@stheir brand.

And | think civil society, | think users of all these itaitns need to get more engaged
and aggressive, just as the environmental movement’s beasssaiggr labor movement, in
pushing companies to be more responsible to all of our rights.

MR. ISAACSON: Yeah, | think that’'s a very good pointigh is that in a lot of
companies and even in the U.S. government at timeg 'sleonflicting interest between
wanting anonymity versus wanting accountability.



And speaking for the Broadcasting Board of Governors aednational Broadcasting,
in our Internet firewall-circumvention technologies wnly have one mission, which is to
enable the free flow of information. And so we assleonflicted than Google or even the State
Department might be, which is why we are trying to ds¢hi@chnologies in proxy servers that
will allow people safety and security as they exprheselves.

Yes, sir?

Q: Good morning. My name is Vicente Avalos. | am fritve Wilson Center. And |
come from Peru. And | know coming from a developing coumbsy hard it can be for people
to get access to Internet. And even if you get acodsgdrnet, not everything is above politics.
So | was wondering whether or not if we are overratiegrole of the — of the social networks.
And | was wondering if this is just a phenomenon th&keg place in the middle class; and
inside the middle class, only the young people? This iinstyquestion.

And the second question is, we are speaking about alth $helobal engagement. And
| was wondering whether or not you feel that the Ur$he international cooperation of the U.S.
can contribute to the democratization or the quality af@acy in other places by providing
projects of access to technology or infrastructure?nk gau.

MR. ISAACSON: Why don’t | ask — yeah — Rebecca.

MS. MCMENAMIN: | would answer the first question thexleout whether Internet —
the role of Internet is being overplayed. | think tagat's happening, the technological
innovations globally — more and more people are gettingsacto the Internet, and they are also
getting access to higher-speed Internet. But many peapledonger going to the desktop for
it; they're getting access in their handsets. Antheaole of mobile devices in the spread of
information is really becoming critical to “our” missi.

| know that there are different levels of mobile perietna You know, some people
have very simple phones; some people have high-end dewt¢bat they all are doing is
connecting people in ways that they were never coaddmtfore. So the ease with which you
can share information, if one person gets access tdek&top website, and then they share it
and they send an e-mail to their sister and their brathd their cousin, and then they text a
message to their friends and families, the word getsautmuch different way.

| mean, if people are not listening to shortwave radluch used to be sort of the mass
form of communication, that mass form of communicatieally doesn’t exist in many markets
anymore. This is a way — there is a viral effect to onlirmad the use of online information.

MR. ISAACSON: Where do we use SMS the most? Africa?

MS. MCMENAMIN: SMS, the most is in a little bit &ffrica, yes. And Afghanistan
was the example. | will say that SMS — the best feays to be able to afford to use SMS is by
partnering with local companies. It is ridiculously expige since we don’'t monetize to just
push out SMS worldwide. It would be great if we could beeduhink we would get a lot —



we’ve done some experimental work with other companieshad great success in Africa and
several countries. But unless we can get a partnershipeiy expensive.

MR. ISAACSON: Mm-hmm. Did you want to take on the@®t one?

MR. AL-YAHYAI: Yeah. About the SMS, | would say th&gypt is the most in the
Middle East using the SMS, and United Arab Emirates easibethrough the BlackBerry. And
we all know what’s happened to BlackBerry in United Arahifates and Saudi Arabia.

MS. ESFANDIARI: Can | —we use — in Radio Farda, aeehthis SMS service where
people can send us — we ask a question, and they send ugr8M3=n. This service was
disrupted by the government seriously since yesterday.

Another thing —

MR. ISAACSON: And SMS can be disrupted simply by thealdelco, which is a
problem because it's not Internet protocol.

MS. ESFANDIARI: Yes. They usually do that — | metrg,to disrupt it. But since
yesterday, it was horrible. We couldn’t receive ltSMS people were sending. But another
point is that the government also uses these SMSsad¢& down on activists. We’'ve spoken to
people who have been arrested. And one of the firgg,tthey had printed out their SMSs,
show them — why did you send this SMS? They prosecutedltheed on those SMSs.

MR. ISAACSON: Well, it shows the importance of ego in different types of
technologies for different types of things.

Yes, was there — yes, ma’am.

Q: Based on Voice of America Russian Service, we kitnatvcrowdsourcing was very
successful in identifying means and expediting assistancepiepaf Haiti after catastrophic
events there.

At the same time, as Rebecca mentioned, the Russiainesused crowdsourcing during
our coverage of presidential elections in Belarus.

So how important it is to take into the account the carscthat coverage of political
events with crowdsourcing could basically identify locasi@and identities of opposition leaders,
of voices of dissent in the regions where authaaitaregimes?

MR. ISAACSON: How do we protect the anonymity?

MS. MCMENAMIN: Yeah. | mean, | think this is a casbere anyone, whether they
call into a radio or television call-in show or théyoose to engage online in one way or another,
they’'re opting in. And people — in certain markets, nitdé going to be appropriate. | mean, you
know, everything doesn’'t work in every location. Butam® societies, there is also a sense that



by being open, actually gives them more protection. Bedaesef they do get arrested and
hauled in, they've already spoken, there tends to benp taat starts to surround them and
expressing support for them. You can’t take the samerttwevery market.

MR. ISAACSON: But you know, when we talked to the Bedadissidents, that notion,
not just of the wisdom of crowds, but the empowerméntawvds — that if you have enough
people on the social network saying the same thingywitl) you are more protected, not less
protected. This is something | think we have to harn¥ss.

MR. : Question — we have a question back here.
MR. ISAACSON: Oh, sorry. (Chuckles.)

Q: Good morning. My name is Brian Payton, I'm actuadith IBB’s digital
management division. Quick question: There have beamadeources that say that China is
actually increasing their shortwave capabilities. Andl geess my question is, is that — is there
something that China knows that we don’t, and if yeswareloing anything to counter that?
Thank you.

MR. ISAACSON: Did Enders leave, or is he right tier@kay, | was going to have him
help answer that.

Yeah, is Ken here?
MR. : Well, he’s going to — he’s going to come next.

MR. ISAACSON: Right, oh, that's — yeah, he’s cominghe next panel, but — right?
You are? Yeah. You want to grab that now, though?

MR. : Here.

MR. BERMAN: The question about shortwave is intergstiecause the government of
China is a major user of shortwave technology, becdsespan five or six different time
zones. The problem with the IBB is that there’seangndous amount of shortwave jamming.
What the Chinese are doing is similar to what the Saumsin was doing up to 1989, which is
doing massive overload of the airwaves.

All the IBB frequencies are registered by the United Nwatimternational
Telecommunications Union. What the Chinese are doingudoshortwave is basically
overriding our legally allowed broadcasts, and in effeasically stopping all transmissions.

At the same time, shortwave itself, except for thentryside, is declining in great
numbers. So the Chinese are using it throughout theitrgoyust like the Russians are now,
because of the huge expanse of distances that areadvoBut in terms of an active, viable
means for communication with, you might say, the 40Ganillsers that are on the east coast of
China adopting new technology, it’s kind of proving to be @astarter.



MR. ISAACSON: Yeah. Yes, ma'am.

Q: My name is Gwen Dillard and | represent the Afdoasion of Voice of America. |
just wanted to say something to the young man from Peruaibed a question of whether the
use of social media and Internet is a middle-classgzhenon and something that’s going to be
available primarily to people who can afford the techgglo

| think what we’re seeing in Africa is that, as Golpat it, it's the need that drives the
technology. The fastest expansion of mobile telepldniye world is in Africa, and it’s the
continent that can least afford it. But in countmésere you have closed-media societies such as
Zimbabwe or Somalia or in Congo, where there is aqudati crisis underway, you see the use
of these media absolutely explode.

So even people with limited resources, limited assetmsehto use those assets in ways
that most enrich their lives and serve their interest

MS. MCMENAMIN: Walter, could | mention - ?
MR. ISAACSON: Yeah.

MS. MCMENAMIN: We had some ethnographic research domérina, and in Kenya,
in Nairobi — now, this is an urban center, but one ofrtbesiduals followed was a bartender.
And this bartender had two mobile devices. One was kintato his family, communicating
with his family and friends. The other was the orat tie used for surfing the web, and his
favorite sites were The New York Times and Facebdakean, it's — this is a bartender. So it's
—you know, | would say that’s sort of an average indiMidua

MR. ISAACSON: Among the people at the forefront dehmet freedom is Rich
Fontaine, and | saw him waving his hand in the back, whmetieeally start the Internet
Freedom Caucus in the Senate of the United States. &Antad a question? You can — you'’re
from Louisiana, you can shout it out. (Laughter.)

Q: (Inaudible) — crutch, | guess. I'd just ask any ofrttembers of the panel if you
might respond to or react to Senator Lugar’s proposal, wigcless is out today, that not just
BBG and state — or, BBG and the state should not bopindvéding circumvention-technologies
funding, but rather, they should move to BBG — presumalohpng other reasons, for, Walter,
the reason you described before, which is BBG sort®bhe interest and state, for obvious
reasons, will have conflicting interests in providingsehnéechnologies.

MR. ISAACSON: I'llanswer on behalf of the BBG, duhink Rebecca wanted to say
something first.

MS. MCMENAMIN: Sure. | mean, the political fightaund funding, particularly for
circumvention technology, in my humble, personal opifiaa reached highly counterproductive



heights. But I think one of the problems is how yourdefnternet freedom and how you define,
sort of, what this funding should be for.

If this funding is only meant to go for circumventiorgithat’s one issue. You know,
who can fund circumvention tools best? That's one/emation.

If the money is supposed to support people who are tryiagdess information on the
Internet and who are trying to conduct — access spaedsich to have an uncensored
conversation, then actually, circumvention doesn’t sall@ of your problems, that we're
increasingly having problems with cyber-attacks against disswiebsites, hacking of people’s
social-media account, the installation of spywarg@eople’s computers, the filtering of SMS
technology.

When the Internet shuts down, do people have acceatellits connections? Can they
build mesh networks? Are there alternative ways toeaehtonnectivity? There are all these
very complicated problems around Internet freedom thetimivention tools are one slice —
address one slice of it, but only one slice.

Five years ago, that was the main problem — blocking amtin problem. Today and
tomorrow — today you have many more problems. Nextamearthe year after, it's going to get
even more complicated. And so, how do you have afignstrategy and a strategy for
technology that supports the problems of today and tomawather than problems of three years
ago? And — (inaudible, cross talk).

MR. ISAACSON: Speaking on behalf of the BBG, | dis&gséghtly. | think Internet
circumvention technology is always going to be extrermafyortant. And it ties into everything
else that’s been mentioned, and it has to be parlaofjar strategy.

| think that we have worked with the State Departmentoa know. We continue to
have discussions with the State Department so thaaweshare resources on this. That said, the
BBG is an operational entity. It really knows hawtie in both circumvention, anonymity, spam
blocking, denial-of-service attacks all into one thing. Tdhighat Ken Berman is an expert in.

Whether it is using various proxy servers that — you kitb&zmoney that we’ve had
given to us, we can get directly out and operationalizekbyuwith proxy servers that provide
circumvention, provide anonymity, deal with denial-of-senattacks and are able to respond
because these are, whether they be — | don't wartrte rall the names of the ones that do it, but
you obviously know the names — these are ones thaigatan the forefront each day of what
type of problems people are having.

And | do — with all due respect to other agencies of govemhme are not conflicted. |
think Mark Landler’s piece in The New York Times talkdmbat it a bit today, but we don'’t
have to balance a whole lot of conflicting interéafe have one mission at the international
broadcasting, and that’s to enable the free flow of mé&iion and ideas.



And we believe that’s in the service of democracy — aadribney that would be
involved in what is circumvention technology and alltefrelated aspects | think would be
operationalized on a day-to-day basis more quickly, aatdinternational broadcasting, and the
Broadcasting Board of Governors, is the proper placth&ir And it is core to our mission.

One more question, yeah.

Q: Hi, I'm Robin Lerner from the Senate Foreign Relss Committee. So just, you're
leading into — it’s a little bit beyond what you all dmyt the question of access and development
of the Internet globally. And as we were talking adbbut the mobile — use of mobile handsets,
it's very difficult to be anonymous, obviously, on youobile handset. And there is still a role
for the Internet.

And | recognize — | would just like to hear people talk abaut,+ should we be
focusing on development and access globally? Is thaica phat the U.S. government should
focus on? Should that be private sector? And thenwmwid that in turn enable you all to do
more — because we talk so much about the circumvemtidlosed societies, where you have
these second-tier countries. But then you also havegedy still — | heard this question about
Peru — still aren’t yet — they’re not online.

MR. ISAACSON: Well let me first of all say sometgithat Enders, Dennis, Susan —
we've said before. We're platform-agnostic at tie38 Shortwave, where it works, is great.
Radio, FM, AM, television, everything else.

So we are constantly, with Bruce Sherman and with trategic Review Committee,
looking at not only every country, but every part of exaryntry, rural and urban, to say,
they’re using — and then, how do we protect people who arg ii8i How do we use our
circumvention money to also use it to mask and provide prerxaess where people can be safe
and anonymous?

So | think that we will be monitoring, really on every gea where is the best platform
— what is the best platform for each city, each raraa and each country that we serve. | don't
know — do you want to — why don'’t | let you also do somd filesing statement there.

MS. ESFANDIARI: Each country has different condisoriWe have to look at each
case differently, | think.

MR. AL-YAHYAI: Well, in terms of accessibility, Wwould drive attention to three Arab
countries right now where people are facing difficultesaccess Internet — Yemen, Bahrain and
Libya. And we have to keep an eye on this, and we lwasegport them. | don’'t know how.

MR. ISAACSON: What is the situation in Yemen?

MR. AL-YAHYAI: It's critical. It's critical from two days ago. It’'s still critical. | hear
that 100-something people arrested outside Sana’a, ancetha ismabsent somehow now from



Yemen. But the Internet access is difficult in Yemé&rom my friend, from last — yesterday, |
got a call from them. They are facing difficultiesattcess Internet.

And Libya the same, and Bahrain, of course you heardswpaing on. Yesterday, from
yesterday, one guy killed yesterday by the police in Bahraéhe Internet is not shut down, but
there is difficulties now. | mean, they slow timernet from the provider, government. So yeah.

MR. ISAACSON: Anything or...? — Go ahead.

MS. MCMENAMIN: No, | just think that this point of défent approach for a different
market, and in some parts of the world — you talk abouat Ehina, places where there are much
more closed environments; these are also strategiogdigriant for the U.S. government — we
take an all-you-can-eat approach. We try every angdenound them from each side, to try to
get information in.

In other places, if it’s really shortwave is the waygo, maybe you do just that. But you
would be amazed when you travel and you talk to people whooarmg from these locations,
how they manage to get access to information. Whene tk a real need and a desire to get
information, people are searching for the tools, the psoxiee ways to get around the censors
and gather it, then they can share it.

MR. ISAACSON: Mm-hmm. | do remember being in ChinaKashgar, and watching
kids — this is like 10 years ago — using proxy servers in HanggK But as you said, | can
remember when | was just a reporter at Time in 1989 hwagche influence of everything from
satellite TV to the faxes — to fax. So each six rstirings a new technology, and | really
respect the way that we are trying to not glom onto amealtvays be flexible.

Let me introduce Michael Meehan, who joined us. And #8oiYeah, no, no, | know. |
just wanted to not introduce him, but give him a shout-éutd Paul Marszalek is — you’re here
to do Citizen Global, which was pretty early on whendseided that enabling social media was
something we had to do. | think we had a nice presentdtibn Susan McCue and others
helped drive this ball, but Paul helped execute it. Paaktlgou for killing it.

PAUL MARSZALEK: Thank you. Thanks. Just a quick walktingh of a pilot project
that we have coming up that’ll be launching later in thengpso what you'll see and what we’ll
walk through very briefly is just the first iteratioh something called — it’s a suite, really, of
tools.

The company is called Citizen Global. They're basédenice, California, and at its
heart, this — it’s really sort of a — for lack of ateetphrase, it's sort of an iMovie in the cloud.
It's an ability to have a cloud-based editing system wipeople can upload their video, their
photos, text, audio. And then it’s all in one placettey can share it with each other.

Our editors can go in there and take a look at this cbatehgrab what they see fit and
create content off of it as well. So it's a way € to gather content in a new way, to tell stories
in a new way, to report out in a new way and alsoeto audiences.



The first project is going to focus on this ongoing starthe Congo, this — basically a
rape epidemic. A recent quote that came out in The X Times, an individual on the
ground said that it's no longer a rape crisis in thedooit's becoming a culture of rape in the
Congo.

So we’re going to try to report this in a new way. Itisadd story, but it’s an ongoing
story, so we’re going to look at it in different vgayThis is the initial, again, mock-up of the site.
It is operational, but it is not live. If anybody wddike to look at it, we can give you back —
you know, passwords to poke around on it a little bit later

But again, the idea is to bring together VOA originploing, uploaded content from
professionals and experts on the ground and NGOs, ehcatel then contributions, frankly,
from anyone else who is interested in the topic aledvahem to participate.

It'll start with our English to Africa service, and théhe English worldwide service, and
it'll migrate the content back out through our other lamgguservices as the project goes along.
We expect it to be a very long-term project. AfricaiBion is figuring 18 months to two years,
a very, very long horizon on this.

We just sat down the other day with Ambassador Verve#io, helped us set the — you
know, sort of set the table for the project. Thermugio. We had a little problem in the
beginning in setting up and we were getting some feedbacke seowrght we would not subject
you to that feedback. But that’s our featured storr itnbassador Verveer.

If we scroll down on the page, we have these additismidlof buckets of content moving
left to right, really learning more about the story anckigeound issues. The middle bucket is
actually stories of the women themselves talking aliwit experiences. We hope to get much
more of that. We hope to get men to speak about thedariexces, because this violence is not
just against women, it’s against men and children as well.

And then, because it's such a heavy topic, we canjplgiconcentrate on that the whole
time. The third bucket, we’ll start to get into theswies of rehabilitation. The service wants to
get into talks about how they're trying to reunite thaskén families, things of that nature. So
there’s many new angles on the story that we can take

To give you just a sense of one of the pieces insid&inH this is queued up — again,
here’s a — essentially, a woman talking about her expegs. We end up blurring faces, we end
up blurring protecting identities. Obviously, there’s a lotssties that we have to go through
from that standpoint.

So we’ve got a number of produced pieces already in thar@hworking. And you'll
also see down here at the bottom, it's all set up @&dl tip for sharing on social-media
platforms. And so we will be able to spread this nialteirally, hopefully quite easily.



Up here on the upper right, this is back to the homepabgeseTlare — we’re calling these
call-outs. This is the ability for people to simply tunm their webcams and talk about the
subject. We'll do call-outs where we’ll posit questiomsttem or actually calls to action and
allow them to very, very easily participate.

And when they chose to do so, they would flip over anc g like this that's — a page
like this that starts walking them through the processibmmitting their content. I think | have a
slide here that will allow me to show you what theuat— oh, yeah, one back. This is a — this is
what the actual studio will look. Again, sort of, again,iMovie in the cloud. They can load
their material up on there, edit it, and so it's a that & lot of people may or may not have
access to. But again, we can share and edit accordingl

Let me show you one more thing. Obviously, it’'s albked up, as well, to Facebook — |
can’t get that slide up. My apologies. But it obviousdgtinto all the social-media platforms,
such as Facebook and — there we go — and so ther@skaipnof what that portion will start
looking like.

So sort of just to recap, our intention is to facilitalies to engage the audience, allow
them to participate, but not lose sight of the fact e have these incredible assets. That's
actually one point that | need to bring up.

Not only will this content be available online and througiv needia, but we're
obviously — we’'d be fools not to back this content ouhtconsiderable traditional assets that
we have in radio, television and new media arounavitrdd. So we’ll sort of take the greatest
hits of what happens on this Citizen Global project auklit out across services in multiple
languages. So that'll just extend our reach into, frgrikhs of millions.

Professional journalism, combining it with the experigtte ground, combine that with
citizen journalism. It's crowd-sourced content, anevawe heard today, that’s really where —
that’s where it's heading. You’d be in denial to not thimkt participation and collaboration is
the way to go.

Frankly, we hope that this pilot is going to take usitealions that we didn’t foresee.
That would be a great benefit to doing something as inn@vas this. There’s probably a break
coming up sometime today. Gwen Diller, who spoke eardi@yailable. Steve Ferry, if he'd
raise his hand. You can grab him.

MR. ISAACSON: Steve, how doing?

MR. MARSZALEK: Naguzi is here from the African Sergic So feel free to grab any
of those folks and we can fill you in. And we will ¢onie to fill you in as we get closer to
launch later this spring.

MR. ISAACSON: Paul, this is an exact template of whhink the future of
international broadcasting is, so thank you very mudhat includes crowd-sourcing, mixed



with great journalism, mixed with social networking, sa theople are empowered both by
accurate information and the free flow of information.

And as we do it, we’ll do it on all platforms, bring gadio, television, Internet and
mobile platforms together, and do it in ways that titebreak any firewall and protect anybody
who wants to speak. So if you can make this work, wggreg to do it in 63 languages and —

MR. MARSZALEK: Well, there’s so many people that haeeme up with ideas. |
mean, | look at what Parazit could do with something k= tit would be off to the races, it
would be a blast.

One last —

MR. ISAACSON: My hero. Hey, you're the new celéphere, and you're on the next
panel, so we’ll get you going.

MR. MARSZALEK: Steven Starr is the guy behind Citizeloléal, so if you want to
buttonhook him, he’s there as well. So again, thank you.

MR. ISAACSON: Thank you very much, and | think Michae& gou taking this over,
are — yeah. Well, let me introduce Michael Meehan. NBiahael has actually the truly exciting
panel, because you have our new celebrities here, ouepdmiph parodies.

When | first came, somebody said, you should make megef satire and parody. So
this is what you're going to see, among other things,ichikel Meehan'’s great panel. Thank
you all very much. (Inaudible, applause.)

(END)



BROADCASTING BOARD OF GOVERNORS
THE NEW MEDIA REVOLUTION AND U.S. GLOBAL ENGAGEMENT:

NORTH KOREA, IRAN AND CUBA:
BRINGING ACCURATE INFORMATION TO CLOSED SOCIETIES

PART 2

WELCOME:
MICHAEL MEEHAN,
BROADCASTING BOARD OF GOVERNORS

MODERATOR:
JEFFREY GEDMIN,
RADIO FREE EUROPE

SPEAKERS:
CHRISTOPHER WALKER,
FREEDOM HOUSE

CARLOS A. GARCIA-PEREZ,
RADIO AND TV MARTI

KAMBIZ HOSSEINI,
VOICE OF AMERICA PERSIAN NEWS NETWORK

ANDREI LANKOV,
KOOKMIN UNIVERSITY

TUESDAY, FEBRUARY 15, 2011
WASHINGTON, D.C.

Transcript by
Federal News Service
Washington, D.C.



(Cross talk.)

MICHAEL MEEHAN: Hi, everybody. Thank you for comingib | just want to move
to our next part of the program.

I’'m Michael Meehan. | recently joined the board afteo-and-a-half years of waiting
for the Senate to decide to put us all together. Amehisthe previous 22 years working in the
Senate, so | wasn't surprised by the length of time.

But what | have been surprised about is the job thaf #ile journalists, the people who
work through all of the networks across the BBG do — thé &f journalism, the kind of cutting-
edge work they do in very difficult places. It's beany — I've been very awed and impressed
by the talent that we have that works in the U.S. matigwnal broadcasting space. That was true
even before the activities of the last three weelts\ile’'ve seen. So it's been amazing to be a
part of this in helping move a long legacy of 70 yeargoéticast journalism into the next
millennium and with communications platforms that acjuallow these great people to do the
work that they do.

Today, | have the privilege of introducing Ken Berman, waihe director of the IBB’s
anti-censorship program. One of the many things thataessed me, as we’ve learned about
the operations of this new board, is the hand-to-handabthat goes on with governments that
don’t allow information to pass freely.

Unlike many other things, where government can come amdk glown some money and
fix a problem, this is a problem that’s fought out in a nentat- minute, almost second-to-second
kind of a fight. And it's been impressive to watch thams that Ken and his teams have work
on this to get information into places. The other sidek pretty hard at it and we just work a
little bit harder, a little faster, a little more ningbl

So with that, I'm going to turn it over to Ken so he eaplain some of the great things
he and his team have been doing.

KEN BERMAN: Thank you. Are you going to sit next to neel’sn not up here all by
myself?

MR. MEEHAN: Yeah, sure.

MR. BERMAN: Okay, good. (Laughter.) Thank you very muttfs a pleasure to be
here.

First of all, why is the Broadcasting Board of Govemiovolved in Internet anti-
censorship? Believe it or not, it goes back to the timenithe Radio Free Europe/Radio
Liberty and the Voice of America were actively — amddntion this in response to another



guestion from the back — actively trying to break throughStviet jamming, the short-wave
jamming.

There’s been a long history, whether it's in Cuba bether it's in Russia and the former
Soviet Union, of trying to combat people’s ability to geefreformation flow. So when you
look at it, the current activities that we're involvedare really nothing more than a continuation
of trying to open up, whether it's the airwaves or thermet.

This whole program — and I've only got about 20 minutespidke it quick — but the
whole program started about 10 years ago when the Cerappsopriated what was then called
anti-jamming money. And that was really to set up — rab#te funds went for additional
antennas and transmitters for the traditional shovevimoadcast.

But they put a sliver of funds in there to deal withltiternet. And from that 2002
appropriation, we’ve managed to grow this program in its itapoe. What we started doing
was responding to a request from the Voice of Americaé3e service that said, hey, we can't
get our e-mails through. And they were simply e-maitgt-in e-mails to the Chinese people
who were looking for news blasts and information.

So they turned to the Office of Engineering, which is nolledd echnology Services
and Innovation, and say, look, in engineering, you deal jasitiming; you deal with satellite
distribution, everything else — can you help us with rejpeetmails?

So what we did was we brought in some of the best mihthedime — and the minds
have changed but the concepts haven’'t — and we were abteottuce an e-mail program
whereby we could send millions of e-mails into China bgradg the “from” site, by the subject
line, by keyword substitutions. And over time, we weske & move these e-mails into China
for Voice of America.

Shortly thereafter, we expanded to Radio Free AsicaBse I'm part of the — what's
called the International Broadcasting Bureau, we hardtghlition for radio and TV: Marti,
Voice of America, Radio Free Asia, Radio Free Eurame Liberty, as well as the Middle East
Broadcast Network. So we deal with all the serviceslfdheir program distribution.

After expanding this e-mail program, we realized that pewplet more than just e-mail.
They want the ability to go to a website. So what wefrdm there is we put on proxy links.

Now, we’ve heard a lot of talk about proxies. What bey? Basically, like a corporate
proxy — it's something that stands in for something ed@ RadioFreeAsia.org is blocked but
KenBerman.com isn’t. So what we’ll do is for todayt@morrow, we’ll put my name out there
— KenBerman.com — and when you get this email with thitdn it, you can then click on
KenBerman.com and it'll take you securely to VOA or RéAany other site that is a landing
site. So KenBerman.com, after 48 hours, has been blos&é¢den we send
MichaelMeehan.com out.



So we’re continually to changing the names of these poXad one of the things
that’'s worth emphasizing is we assume our program isneaily compromised. The whole
program — and I'll go into more details in a minute — isadsumption that there’s some non-
trivial percentage of government intelligence forces se@s who are receiving these e-mails and
who are entering the information into their netwoiblgseaucracy to try to counteract that.

One of the things we try to do is play on the burediecirzefficiencies of some
governments. For instance, if the Chinese decide thaegeing to block KenBerman.com,
how long is it going to take them to block it? Is thatcking only in Beijing, Shanghai,
Shenyang, Chengdu or is it throughout the country?

We're able to gauge the efficiency and the quicknessroésuf these governments and
their ability to actually block the proxy sites. The sdiiming is true in Iran. We’'re able to see a
difference between Isfahan and Tehran and things lée th

The point of the program is really to be as open-miradegossible. We have no specific
policy except to open up freedom of information. | say #nd it sounds like a cliché. But
every tool we push out not only lands you on the sponspeagg — Voice of America, Radio
Farda, Radio Free Asia — but it allows a jump bar iretlse that you, the user, the recipient, can
go to wherever you want.

If you want to look up the secret life of Hu Jintao, yaun do that; if you want to go to
read about corruption trials in China, you can do that.wilfdand you on our agency’s pages
but from there, you the user are free to explore amgiri@ and go to Facebook and Yahoo —
excuse me, YouTube — Twitter and do whatever else yot wan

So what we’re doing is sort of trying to enable the hif someone — and we'’re
sponsoring it, we're paying for it so we’ll land you oRadio Farda or a Voice of America
Persian News Network page. But from there, you hazalility to go and search the Internet,
inquire what you want to and really take over from there.

So the tools are multipurpose. They're not just to atbeertFirst lesson is the VOA,
IBB, RFA products but it’s to enable folks throughoutwWweeld to take advantage of these tools
and explore it, inquire anything they want.

In the course of this program, we’ve tried to turn to unusaas. I've told this story
before to some people but one of the first tools w&dd at was Circumventor. This is a young
man in Seattle who created a program that said, haw lealp students get around the parental
restrictions their parents are placing on their compui&raughter.) | have a couple kids, I'm
not sure | want to do that. But nevertheless, Chinamorent to China citizens — parents to
children? Can we not exploit that technology and ufe bur own purposes?

We thought it was a good idea. We tried it for a whitdurned out, in that particular
case, it was difficult for folks to load. All of otwols, the attempt is — I'll say it not pejoratively
— but for the lowest common denominator: How can peagdethese tools without being tech-
savvy? Circumventor required some tech-savviness.



On the other hand, their greatest — the biggest online ga®@hina at the time was called
Lineage. So we would basically create avatars who woalah through the countryside and
announce the proxies of the day, until those avatars veaten down by Chinese thugs in the
space. You've got to try a few things.

One of the things that really kicked off our programwigen the June elections in 2009 in
Iran took off. And from there we kind of upped our gamee Of the things we adopted — and
now we’ve moved this, of course, to China and every ofteethat we can — is client software.
How can we allow people not just to use proxy sites, wieghire a little more overhead when
you’re moving the information back and forth, but basictdlpllow people to download a little
piece of code of their computer and be able to configuredia browser so it immediately
connects with the outside world?

Two of the tools we used for that are called Freegat&draSurf. And those have been
proved very popular in China and they’ve really taken offan. So we’re sponsoring those
tools.

We're also the lucky — if that’s the word to use —p@nts of an OFAC license:
Overseas Foreign Asset Control. That had to be apdrboy Commerce, State, Treasury. The
Congress had a right to it, the intelligence communitgaty, okay, we're deploying encryption
software into Iran specifically — may we do that? Aondve do have this license that allows us
to move forward on that front.

So between UltraReach and Freegate, those are veryapopals. But as we talk about
— as was talked about in the previous panel, we don’t wdinhitaourselves to a certain tool set.
One of the most popular tools that we use is callechBsip P-S-1-P-H-O-N.

And that was created by a consortium of the Univerdifijoosonto, the Harvard Berkman
Center, Cambridge University England and originally Oxfoftie group started in what's
called OpenNet Initiative. And what the ONI does imdps Internet freedom throughout the
world. They're able to show you the levels of degrddseedom for browsing for the typical
citizen.

They come up with a program called Psiphon which inrgs phase was a little
problematic because it required a friend in a free couatbg able to stand up his computer to
serve as a node. That gets all complicated and m&ssthe great thing about Psiphon 2 is that
we advertise what'’s called disposable nodes or rigktitav nodes. They're put out over the
air. Radio Farda would announce them over the air; ¢hgidh News Network would have them
crawling on the lower thirds.

And what you can do is you connect to these sites arelyancdo that, you are able then
to create your own private proxy. So if I'm in Iran anddate my own Psiphon private proxy
and | share it with three friends, it's pretty unlikedyide blocked. And if it is blocked, I've got
to question those three friends and find out where thegeg to.



And so Psiphon is one of our tools, as is Tor. Tepimething that was originally
founded by the Naval Research Lab but it's completelyead off on its own into a nonprofit
organization. Tor right now has about 10,000 nodes. #s@eer-to-peer and it requires me
sending a message through your computer — through your corfgouyears and it continued to
add level of encryption. It's called onion routing. Spuits layers of the onion on and it peels
them off. So we use Tor right now. Tor is very popuieacertain other governments and certain
other countries.

We've also developed some things in-house. One ohthgswe’ve done is one of our
young engineers — her name is Sho Ho and she developedcaltedlIFOE. So Sho Ho created
FOE. Yes, | can't stop from saying that. (Laughter.)

FOE is basically feeds over e-mail. And what it dsasuses encrypted G-mail. And
China still, of course, allows G-mail. And G-mail lesencrypted version that allows in —
through that, you can put RSS feeds and allow you the usiag your encrypted G-mail, to get
feeds from RFA, VOA or wherever you select.

We've also exploited Skype. Now, Skype has conferenaasodNouldn'’t it be nice if
you could dial in to a Skype conference room that wasdisasting Radio Free Asia Mandarin?
Doing that — unless the Chinese choose to shut down Skiaieh they're probably not going to
do — we’re able to take advantage of that. Recently, Skypehanged its business model and it
prevents these things from growing. But we're attempongpime up with alternatives to that.

Most recently, | was speaking with one of our broadggastAnd there’s a lot of talk
about text messaging and it’s got its financial issues thtoba A call was made publicly to
help us with — to the world, give us solutions for tegtssaging that involves circumvention.
Well, many companies responded with their basic text gessadeling. But nothing came out
of it, basically.

It's so easy to block text messages because it goes thitaghor four local telcos.
Telcos generally have an affiliation with the governtmeyou can also do keyword blocking on
your 140 or your 70 characters when it’s dual-bit Chineseit’sSeery easy to block it.

One of the things that we’re going to reach out tactthnamunity is to say — because
there’s never going to be a commercial solution fag, thie’re going to try to award grants by
creative young thinkers to say, come up with a way tedsarlet’s say, 100 telephone numbers,
perhaps through VoIP concentrators, to come up with sofimenation, to be able to send these
text messages out from a variety of sources so theoetsie identifiable number.

Just as we do multiple IP addresses for browsing wels@agewe try not to have them
blocked by using a new approach, so the idea is to pull ingyadeologically motivated
developers who can come up with some of these solutibimste’s generally not a commercial
solution for a lot of the things we do. It seems whigtaf the times, we and the State
Department have to fund some of this — because there&fir@ncial incentive in dealing with
repressed countries.



We have used a tool recently in which we attempted tahtiyhe ad space for a VPN —
virtual private network — that didn’t work either. So we heovbe — as I've said, the U.S.
government — some of the prime motivators and moversith¢hese technologies.

Two more final comments. We did receive 1.5 millionnirthe Department of State.
I’m sure most people in this room know of it. | thinlsiteally due to the alertness of the entire
IBB staff. It was awarded in record time: 75 percerthf 1.5 is already out the door, “out the
door” meaning it's obligated.

One part is for something called UltraVPN. How can aketa virtual private network,
which is basically a more fluid way to communicatenfrgour computer — it’s not just web-
browsing: You can video and audio streaming; you can doe\ier Internet Protocol or VolP
— how can we take that, allow that to be distributedadritie same time, because there’s
hundreds of VPN products out there, allow it to moveiadoseamlessly through the Internet so
it theoretically won't be blocked?

We've also used part of that money to upgrade our bandvadthn. It's very
interesting. We’ve talked about China; we’ve talked ali@m. China has taken a model, it
seems to me — I'm not a social scientist — of sayirggneed Internet technology for the
furtherance of our country, whether it's through onliegervations, inventory control, young
users using it for online dating or audio-video streaming.e#d&er to get that audience to take
advantage of some of these tools.

Iran, on the other hand, a country with 80 million peolpdes got this huge cohort of
young people who are very desirous of technologies.y@&uthe government there is not
embracing IT — information technology — to the exteat tbhina is. So it’s overcoming the
ability of the Iranians, to a certain extent, to ratiechnology. And how can we get through
that?

Thus we use tools that are sensitive to the bandwid#dspeChina has got broadband
going up and down the coast. The Iranians have limitaddbenection speeds to 128 kilobits
per second, which, remember, is two times dial-up. Sowkusave to be more conscious of
how you load pages into the browser so they don'’t freatrejawa-scripting video.

So while all of that is going on with our current prograra;re also looking to the future.
And the future touched on mobile. The problem with mob#ewas alluded to, was a great
thing about it is you can have triangulation of your lamcabecause the cell towers need to know
where you are. The downside is the cell towers knoerg/giou are.

So the idea is to come up with a mobile solution thattieBBG, can get behind and are
comfortable with securely to allow folks to take advgetaf the platforms that are going to be
prominent in a year or two, most likely the Android opetasystem. And how can we deal and
put safe solutions in so that people can still get tlognmation without being spied on.

So that's a quick summary, Michael.



MR. ISAACSON: | answered Rich Fontaine’s questionymu would have answered it
better and you sort of did. Do you mind if we just let lamdress Rich Fontaine’s question,
which is the one about directing the Internet ...?

MR. BERMAN: Absolutely. And first of all, | need tagn record — not that I'm on
record here — just to say, we have a — to use a State-teultilateral relationship with State.
We, the BBG, have relay stations overseas in Botswaddl hailand and Sri Lanka — number of
spots. We use the Department of State to help witlotiad $ecurity offices, with pay, with
administration. The information resource managemenigmgives us help when we’re looking
at cyberattacks on our agency. We have a long histompdding with the Department of State.

This particular issue that is under discussion todayasissue in a complex bilateral
relationship. One thing worth mentioning is that theeethree agencies that have been involved
in some of this: AID, the Department of State andBheadcast Board of Governors, all who
have completely — | don’t know about completely, butedént missions.

AID uses funds in international development not justpfassing out corn and rice but for
helping citizen journalists develop their own indigenaay of learning the technologies. They
train broadcasters; they train content developers.

The State Department is involved in diplomacy. Andsib das a bureau called
Democracy, Human Rights and Labor whose goal is tasithe concepts democracy, human
rights and labor. And that includes lobbying the internatibelecommunications union and the
various committees to make sure that there’s not aéoskieover by governments of some of
the Internet rule-making bodies.

And the BBG has a broadcasting mission. And part ofishtat make sure that the
recipients of the broadcast can get it.

So there has been money. | personally have serve@denwhat’s called the TEP, the
technical evaluation panel for the Department of Staben they've reviewed various
technologies. I've offered my opinion of what worksl avhat doesn’t and | expect to be part of
the continuing round of that.

So I think, to echo Chairman Isaacson’s comments, waraoperational unit. We are
day-to-day on the ground trying — and | won'’t get too dramabeiathis — but trying to help
people who need the tools now. State Department hidffer@idt mission and | think they're
looking at things at more at a, sometimes, at a ptdegl and a human rights level. All
important things to do.

Where it finally ends up? | think some of the reportemndg said that for operational
issues, for tool development, for circumvention effpwte seem to be the best poised for this. If
it's in other areas dealing with diplomacy and workinthwhe international bodies, State is
probably best deployed for that. So that’s how | woulshheem that, Walter. Yeah.



MR. MEEHAN: Well, as you can see, Ken’s right on ftent lines and in the middle of
it all. And thank you for your excellent presentatidiry to keep us on schedule here so | think
I’m going to take this moment to introduce Libby Liu, whahe president of Radio Free Asia
and runs an amazing company at one of our networks of the BB@ she is going to introduce
our next panel. Thank you.

LIBBY LIU: Thanks, Michael. Great talk, Ken.
MR. BERMAN: Thank you.

MS. LIU: This morning, we’ve heard a lot about the dationary role of new media in
the Middle East and around the world and what U.S. intierrel broadcasting has been doing to
rise and seize the opportunity to get information to pethyleneed it. We've also heard from
Ken and from others about methods that we use to tryei@wome the efforts of authoritarian
regimes to keep the information from their people.

This next panel will look at three countries specificallguba, Iran and North Korea — in
depth, where the leaders are doing everything under thénottmstop the free flow of
information. But they are three very different enaimeents. And that’s why it’s important for
us to have a panel that can speak to all of that.

Despite the efforts to stop our information from getimgwve are getting in and we are
making an impact. And this is even true in North Kotka,world’s worst media environment.
Recent research among refugees from North Korea staiwhey listen to VOA and RFA
despite the threat of punishment and imprisonment up to 1Q yelansw also recently we've
been getting through, through mobile phones. There’s blé&a-market traffic in mobile
phones over the borders of China. So they can rideharese celltels and talk to us. This is a
big part of how we get information from inside North Koesal how we corroborate that
information so that it’s valid to put on the news.

These extremes are unique. The panel here will discasshallenges and the
landscapes in the three countries that we are focosingAnd so | would like to turn you over to
Jeff Gedmin.

Jeff Gedmin is the president of Radio Free Europe/Rabirty. As many of you know,
Jeff is leaving us, soon to become the president dfefgatum Institute in London. For four
years, | have worked with Jeff and | have come toodiscthat he is an outstanding leader. And
he’s been advancing our mission all around the gloles iHhovative, he’s an eloquent
advocate and he’s a perfect bunkermate. (Laughter.hkKywu, Jeff. We miss you already.

(Cross talk.)

JEFF GEDMIN: Well, good morning, everybody. And Libdyank you for a very
gracious introduction. I'll do my best not to embarrass gow. (Laughter.) You are so kind
and good to be here with Walter and Enders, and Ken Hexcb — and Michael and the rest
of the colleagues.



This is a wrap-up panel. And we decided as a group — atlleaspld we decided as a
group — rather than give presentations, we're going @ Q&A and weave you all in the
audience in from the outset. Could you do me a favai@eR/our hand if you work for BBG,
IBB, VOA, RFERL, MBN or Cuban Broadcasting. Okay. Wegbu all are not allowed to ask
guestions, okay? (Laughter.) Maybe at the very endwilVeee.

I've been in this job for four years now as presiderRadlio Free Europe/Radio Liberty.
We're based in Prague and | know someone you think very higgry fondly of, Walter,
Vaclav Havel, who we kind of think is the patron sainRaflio Free Europe. One said, when
the Berlin Wall fell and the Iron Curtain was no maddavel said, it was from Voice of America
that | learned about America and the world and it was fRadio Free Europe that | learned
about my own country.

Well, a lot has changed since then. And that’s patte@panel and the discussion today,
this morning and currently. But some things haven't changsedems to me. | was in
Tashkent, in Uzbekistan, meeting with a small groupoaing people who claim to be listeners
of Radio Free Europe in that country. And | asked tHiehey and their friends listen; they said
yes.

And | said, but what do you and your friends — young ped@le20, 21 years old — |
said, what do you and your friends think about RFE andwéhare and how we’re funded and
what our purpose is and what we do? And they all ladighiétle bit, giggled even. And | said,
what’s so funny? And they said, well, you know, everybtaiyks that you're CIA radio. And |
said, well, if you think we're CIA radio, why are yostkning? And they said, oh, it's very
easy. First of all, it's an alternative source of iifation and second of all, it proves to be
accurate and honest and reliable.

So some things change but some things don’'t change. \Yet\eeterrific panel here to
probe the questions of this session and kind of wrap up anduvhat we talked about today.
Let me introduce them very quickly, first of all.

To my immediate right, Chris Walker from Freedom Howgleo has been a great
partner, does a terrific job in programs and reseandhraparticular, is an expert on how
authoritarian regimes use new technologies, use soemia to impede the free flow of
information in countries like China, in countries likeuli Arabia. And as a result, how
democrats — low “D” democrats — can band together andqisothat flow of information. So
Chris, welcome to you this morning.

To Chris’s right, two over from me, is Kambiz Hossdrom Voice of America. Both
Voice of America and our Persian service do satire wbrKact, those aren’t the only services
in U.S. international broadcasting that use satirede/ge. Kambiz is famous inside Iran for
the political-satire commentary he does, but | think gtso know him as the man who launched
the career of American comedian Jon Stewart, so atulgtions — (laughter) — Kambiz, for that.
Very well done.



Andrei Lankov, to my left, is an extraordinary guest fotagly. He is a professor in
South Korea but is one of the few people you’'ll melkoWwas actually lived in and worked in
North Korea. He writes, he studies, he researcleeBloys and | think has some very interesting
things to say about what’s happening inside that country anetgowhat people are looking for
in information and how we can assist.

And then Carlos, you were already introduced by our claairthis morning. Carlos
Garcia-Perez, who is the head of Cuban broadcastthgrargs a very, if | may say, youthful,
exuberant and entrepreneurial style to his work. Antl be’at a good position to tell us what is
the same and what is different in all these soaetieich we're dealing with in this panel, which
are more or less closed but really not to the samatexkend | would like to begin with you,
Kambiz, if | may, and ask a question.

KAMBIZ HOSSEINI: Sure.

MR. GEDMIN: What is it — | want to start very basiavhat do Iranians want and need?
That is to say, we're going to talk about North Korea,Noitth Korea is arguably far more
closed than Iran. In Iran, you have people — businepnesiudents, academics and scholars
who regularly flow in and out of the country. They gdtabai, they go to Erivan and Baku and
Istanbul. We heard this morning, it's a big blogger natiosoime extent largely connected, so
what in the world is it that Iranians want from peojie lou sitting here in Washington, D.C.?

MR. HOSSEINI: They want to laugh, probably, in thetfiplace. (Laughter.) But
information, accurate information is what they neechaW®ver they get from state media, they
don't believe. They don't trust their own state med@they go to alternative sources like
VOA, Radio Free Europe, or BBC Persian to see wiggatisg on.

What do they need? In the first place, they want todmmected to the rest of the world.
They feel isolated, and there is stuff going on outsisheesvhere they don’t know anything
about. So they want to break through and see and knoviswgiogtg on.

MR. GEDMIN: You said that state media does not seffut then I'm always told that
state media in Iran is not a monolith. It's notlikorth Korea, and as we just said, some
Iranians do flow in and out of the country and are adlduo travel. What is it that you're
competing against in state media and what is the nuawdef? is there that’s not classically
authoritarian?

MR. HOSSEINI: When you say Iranian people travel idetand inside — when we say
“Iranian people,” we have to know, what people are wengliabout? There are middle class,
there are lower class and there are all kinds of peopfan. People who voted for Mr.
Ahmadinejad are lower-class people. They are not —dbe{ have money to go outside of
Iran. And those are the people we’re trying to reach out

Middle class, yes, they watch us, they know us, thégusewhat we do. They agree
with what we do. What we’re trying is to reach outhode people that can’t actually go out and
— outside of here and know what’s going on. And the waylo it, we — the only way people



can have access — | want to emphasize on this,nralid about specifically Iran — is
downloading. That’s the only thing they can have aceeasything. They can’'t stream and
watch anything on the net.

And what we do, and we’ve been able to do in my showgesggned the show that was
web-friendly. We spread it out inside Iran through fosuand social media in pieces. And
people were able to download those pieces of the shayguathem together so they could
watch the whole show, you know? And they enjoyed iabse — and we have the largest
Facebook — Iranian Facebook page right now. It's higher Mr. Mir-Hossein Mousavi, the
opposition leader. And it's funny the satirical showldaeach this high.

And the success of what | do and what our show is deihgt VOA is doing by this
show, shows what people — there is the page; you can/dedave almost 300,000 people on
that page right now-290-, and | could go to the — | can l@nthshow you some insights of how
many people are reaching out with that numbers.

This success, Jeff, shows that — what people in Iranareevhat are — they're thirsty to
get information, and we are giving it to them by satire.

MR. GEDMIN: So what — say a word about the shawhat are you giving to them?
How are you touching this chord? Because it’s not eadg.td/Nhat'’s the trick, what'’s the
secret, what'’s the magic of why this is so popular?

MR. HOSSEINI: Well, we started to — | come from thatiety. | am one of those guys
who shared the same pain with them. | grew up afteret@ution. | — my family live in Iran.
| share those same values with those people. | knowthwnaneed. When | do this show and |
create this show, when | look at the camera, | @lkyself, an 18-years-old kid who was sitting
in a small room in a small city in Iran, thirsty ta ggormation. | produce this show for myself.

Q: (Off mic.)

MR. GEDMIN: Let me ask you this — I'll get our other pastslin in just a moment —
but you're here. How long have you been here?

MR. HOSSEINI: Ten years.

MR. GEDMIN: Ten years. And is there a part of théiance inside Iran who says, he’s
not here anymore or he’s in the United States or herkimgpfor the United States government.
Does that hurt you?

MR. HOSSEINI: Yes and no. Yes, because there isf@i& label right here that
you're Voice of America, and no because they listeshthey watch what we say, you know?
And they use their common sense and they judge. So ltHsp&nds about the content and what
we do and what we say, so —



MR. GEDMIN: Kambiz, thank you, we're going to come bazkou. Andrei, North
Korea is a more closed society. Could we start vghbiasic, the first thing | asked Kambiz?
What is the baseline and what is that people, ordintirgns, as best you know, want to know,
need to learn, are curious about the world, the regienlthited States, that they don’t get?

ANDREI LANKOV: Well, honestly, they get nothing. Vesymple answer, because it's
not a closed society, it's not — it is usually descriag@ Stalinist society, but many — in many
regards, it's possible to say that Comrade Kim Il-Sung, ladevfor 15 years but still officially
an eternal president of the republic, managed to be ntaliei§ than Stalin himself. | believe
nobody has ever been so successful in controlling irgtiom ever in history like, not Kim Jong-
I, but his late father.

Look, we had a society where if you possess a radiostefree tuning, you are
committing a political crime, five to 10 years of imprisaemh It still technically is the case.
Actually, it has changed. It was a society where 8@idor publication, including publications
from other Communist countries, was — any kind of forgigblications — they are off-limit for
people without security clearance.

So in order to read People’s Daily or Pravda back int@s,'North Korean had to have a
security clearance, because it was dangerous. It wagetyswhere nobody was allowed to
travel overseas. And you probably heard about studentsth Klorean students in the Soviet
Union and Eastern Bloc countries. Few people are alwaten 1960, North Korea essentially
recalled back all their students. And only since the'¥ls, they began to send again in very
small numbers.

Plus, you have unusually tough system of surveillance amdtggolice which is virtually
everywhere. So the official picture which existed usaly, roughly 15 years ago was very
simple. North Korea is a paradise and envy of thedytine most prosperous society. All news
about the outside world was bad. The worst place imwté was, of course, South Korea, a
starving American colony.

In math books, people were asked to solve questions likéh 8ovean city is suffering
under the yoke of the two-legged, wolf-like American imgksi bastards — it’s much shorter in
Korean. Yes, in this city — (inaudible) — let's sa$Z5 students, of who, say, 1,327 are
polishing shoes of the American two-legged, wolf-like impksi bastards and, say, 2,000-
something are begging for food. What is the — you knosvaitness — yeah, four or five, you
have to work out proportions.

MR. GEDMIN: Can | ask you — that is, of course, wisatommunicated in this very
restrictive environment. Now, | remember travelingtaridcastern Europe in the 1980s. Now,
it’s not the same and you're going to jump in and s&yniBt comparable —

MR. LANKOV: It's not the same.



MR. GEDMIN: But I also recall, in that not-comparalsituation, that as heavy and
intense as the propaganda was, everybody pulled you asidmai@, don’t worry, we don't
believe that.

MR. LANKOV: Yes, nobody believe it.

MR. GEDMIN: Now, in North Korea, is it your judgmeriased on study but also living
and working there — is this actually believed and interedllzy a majority of citizens?

MR. LANKQOV: Unfortunately, until roughly 20 years ago, ybscause they were much
more cut from the outside world than (when | was growino the Soviet Union. Indeed,
nobody believed official story. Nobody. But it’s nott-+wias not the case in North Korea.

However, in order to keep this surveillance systemyéiry expensive. You need
money, and the economy collapsed in the early '90®yhad no money to pay enforcers, plus
there is a great deal of smuggling through the Chinese bo@tenese border is essentially
unprotected. It's much more now, much better protested Used to be unprotected.

So information began to get in. Many people essentialtaime refugees during the
famine, when half-a-million to one million people std to death in the '90s. Roughly a
qguarter-million North Koreans went to China, and theyedack with stories about Chinese
success and stories about the outside world.

And people began to smuggle shortwave radios, which enaitally illegal, but because
country suddenly became very corrupt — when it was peBtadinist state, it was not very
corrupt. It didn't make sense for an official to berapt in a Stalinist state. Now, it does make
a lot of sense.

So you can basically — even if somebody discover ydetm possession of radio, you
can just pay a small bribe and keep it.

MR. GEDMIN: Can | ask you — forgive my ignorance, batwhmany people in North
Korea have access to Internet? Five people, 11 people, 22 —

MR. LANKOV: Last time — maybe slightly more. Lasnte | checked, they — | would
not bet on that — last time | checked, they said tiaase about 100 IP addresses in the country.
So | would say it should be low hundreds.

MR. GEDMIN: Okay —

MR. LANKOV: Yes, but they have intranet, which is qaletely cut off from the
outside world. They have their local system, whichahbsolutely in no way physically connected
to the Internet.

And what is important and not widely understand in thimaugdible) — in the United
States. You know, just a small remark aside, ovelagtdew months, | spent roughly half of



every single day talking to the freshly arriving refugeesifiNorth Korea. And what | myself
was surprised to see, the level of penetration of compuliEssstill very low, but it's much
higher than | expected, myself.

You know, even in high school in the countryside, yowld@&xpect to have one or two
computers. They are not connected, but they still kk&®8. They still have USB drives, which
makes a difference, because it's now becoming possihkisetonodern — first time in history —
modern technology. IT-based technology are becominlicapfe in dealing with North Korea.

But even — what is much more important still — in thagl run, it's a tremendous change,
but now, | still believe it’s still basically a veryan era of radio, of radio broadcast. But we
should not forget about new opportunities.

MR. GEDMIN: And Walter Isaacson said this morning that BBG is platform-
agnostic and ruthlessly pragmatic, so thank you. We’'reggoimome back, Andrei, and we’re
going to get in a moment to what bad guys are doing to blutknapede and what good guys
ought to be doing, but let’s get to know our countries.firs

Carlos, Cuba is not North Korea and it’s not IranaxithWhat is it?

CARLOS A. GARCIA-PEREZ: It's a beautiful island 90 eslaway from the Florida
coast — (laughter) — where there is tremendous repressany civil society — Andrei kind of
made me feel good, | think we have more e-mail addréisaaghey do — where our challenge to
deliver content to our audience starts from two air@dhat we have in the Keys — | think I'm
the only guy in the agency that signs for jet-fuel ingsie to sending text messages.

We view ourselves as — when | first started this jodng kime ago, three months ago, |
thought that we were going — that the Martis are timelewv to the Cubans, to the outside world.
| have come to learn otherwise. We are the windowemutside world to the Cubans and to
our audience, but we also are the window to the streessatne street from the neighbors, from
the town over.

We've come to learn, like a lady told us in a focus grewmsolicited, irrelevant to the
focus group —the only way we find out about events in Gldiizare not related to sports or the
Castro brothers or cultural, if it’'s happened before wy@s. So we have focused tremendously
to report and broadcast events that happen in the iglaheé Cubans. Our goal is to become the
number-one station in Cuba delivering the news to the Guban

MR. GEDMIN: Carlos, how do you know what Cubans thidkjuess, if you mention a
focus group, that didn’t take place in Havana.

MR. GARCIA-PEREZ: It did not. (Laughter.)

MR. GEDMIN: How do you measure not only audience bizeaudience attitudes?



MR. GARCIA-PEREZ: That's a very good question. Ohéhe things that we’'ve done
is we open the telephones to our audience. We haweengage our audience now in our
programming. They call us. They tell us what’s going ®hey are tremendously brave
individuals. Some — we have a woman’s show in the mothigigthe first week that we opened
the telephone lines, she gave us her address. I'mdreteshe knew the entire radio and TV
Marti program, and it was amazing.

So through the telephone calls and e-mails that weayet Jeff, we find out more about
what our audience needs. We’'ve done focus groups. tealis groups in December, which
are — they were targeted actually to find out how Cubantensenessaging and Internet. We
met three days. We left — we had, like, six focus groampd,basically our conclusion was, they
do have access to the Internet, but they use it to migy cannot browse, because they get
censored or they can get some type of retaliation.

Mobile phones are like when you used to use pagers balok i80s, maybe, or '90s.
You get a phone call, you identify who’s calling you, y@und up, you go to a public phone and
you call back. They do text each other. It's expensivethey use text among themselves and
they use intranet, which is — intranet is within thendla So that’s the challenges that we face.
We are using our radio broadcasts to educate our audiemmwoio better use the Internet, how
to use Twitter and Facebook.

MR. GEDMIN: Thank you, Carlos. We’'ll come right acChris, let’'s go over to you
for a second. When we use these things at RFE/RL Agextid Facebook and social media —
anything, actually — in our harder countries, we assumetlhorities are monitoring and
infiltrating and participating. Let me give you one ex&énpy the way.

| can’t prove what | think | know, but a year-and-a-tagb, in June, when the Green
Movement was launched in Iran and tens of thousandsopte@/ere in the streets throughout
the country, we got — and probably, Kambiz, you did, too, até/of America — we would get
messages like — and they’d come through Facebook, they'dttwougyh all sorts of media —
we’'d get a message conveying to us that we should make atipetple don’t go to a
demonstration on Thursday because snipers will be pragmesitand there will be a massacre.

And as it would turn out, there were no snipers and tvaseno demonstration. And we
suspected that that was old-fashioned, classic disinfamaith new-media tools. Chris,
would you say a word, not about how good guys and small-“Diedeats, liberals, use these
things, but how are authoritarians thinking about new meeia,technology, social media?
Pick a country or pick an issue.

CHRISTOPHER WALKER: Thanks, Jeff. | think | mighisi share a quick observation
on the distinction between Iran, North Korea and Cslme that’'s on the agenda.

You indicated that Cuba isn’t quite North Korea, and thaglst. If you look at our
findings, you'll find that North Korea in some ways s generis, for all the reasons that Andrei
just described. It's the worst performer on our scHlgou look at the “not-free countries” we
produce, it's all the way on the farthest side of ghectrum, for clear reasons.



If you look at Iran, | think some of the issues that K&must touched on gives you a
sense of the sort of sophistication that the auilbentill use to prevent access to information.
This includes what | would call different degrees of thesance factor. So you have a demand
for information, people want the information.

The authorities either slow down Internet-connectipeeds — it makes it very
frustrating, requires those who deliver information ol fnew and nimble ways to get it through,
requiring slicing and dicing along the lines of these downltlaspeople described. Also a
nuisance; people do it, but it makes the access to themafion weaker.

I'd include in this state media. This is another piefcth® puzzle, while the same people
who aren’t downloading podcasts are probably watching stadkarout in the hinterlands. This
would be the bread and butter, the political base ofdti®aities. It's a very important part of
the equation, so when you look at the entire mediaagié& were, | think the authorities in Iran
have been very clever in how to increase the nuistaater in the face of great demand for this
information.

MR. GEDMIN: Thank you, Chris. Tell us a little bit@lt how — you’ve done a study
on this, you work with Libby at Radio Free Asia and URIBE — how were authoritarians
employing and deploying the new social media and new tedfiaslto, as | said, to block,
impede, infiltrate — to suppress their citizens, but alker's topic, Ken Berman’s topic — to
keep information out?

MR. WALKER: Well, I think there is also a distinctidrere between regimes that
simply reject information technology, like North Kor¢laose who haven’t really put their chips
on the Internet in new information technologies. €heme a number of countries, several of
which are in the news today, that by and large have maglehbice.

And it's a very interesting point to consider, if younthabout Egypt, for example.
China certainly is in this category. They're trying to hanmth ways — get the economic
benefits without allowing meaningful political conversatio

MR. GEDMIN: Where does Russia fit?

MR. WALKER: Well, I should note that Freedom Houseuatitwo months from now
will release the new edition of its “Freedom on Ket” Internet assessment. Russia will be
included there. Russia is a country that, for the tieiedy has in our view a partly free Internet.
It's largely free. There are some looming challerayebissues that we see. | think there’s a real
concern that the potential for more meaningful politeahmunication on public-policy issues
will generate greater encroachments by the authorities.

So | think at the moment, they're in the middle. Thag go in either direction, and
there’s a real concern on our part that they can ritekerrong choices in the coming term,
which would be a really dreadful development, given tlgrekeof interest that certain



demographic groups in Russia have in the Internet, who ebyaly, are turning away from state
television.

If you look at 30-to-40-year-olds in Russia, they’re fed uginwhe limits that you find in
the content of state television. They're the onke are turning to the Internet to find
meaningful news and information as an alternative source

MR. GEDMIN: Very good, thank you. | would like to open itnpy. We have 35
minutes, up to 35 minutes for discussion. And you've raised lyand and you don’t work for
the BBG, the IBB, VOA, RFE — (laughter) — yeah, sogne you the floor.

Q: (Chuckles.) Okay, this is for — | don’t know if I'pmonouncing your name right,
Kambiz?

MR. GEDMIN: You have — first of all, you have to pronoanmur own name.

Q: Okay, I'm Maha Swais. I'm from the MBN networkactually, with the new media
department for Radio Sawa and Alhurra.

As we saw in Egypt, the revolution started — or, likejas facilitated with the use of
social media. But | know in Iran, it’s not — | medémgy’re not as, | guess, free to do that. Do
you think that they will be able to ever start a revolutvithout the tools of social media? Are
they ever going to be able to, kind of, mobilize?

MR. HOSSEINI: Without it?

Q: Yeah, like — or I mean, obviously they have Facelzwk you know, as we saw, you
had — your fan page had 300,000 fans —

MR. HOSSEINI: Yeah.
Q: But | mean, like, with the censorship being a bit nsbriet?

MR. HOSSEINI: Well, let me remind you that the wheteial-media revolution using
Twitter and Facebook started from Green Movementain last year, if you recall. And | think
Iranian youth, they were the first youth in the woHhdttthey used Twitter and Facebook to get —
and YouTube — to get their message out.

Without it, | don’'t — look, without Facebook, nothingpsssible these days. (Laughter.)
Seriously, we are on Facebook 24/7. 1 just — you knovad w a plane from San Francisco last
night, and it was funny, | went to the bathroom realligkjeoming back — it was U.S. Airways,
they provide Internet — everybody was on Facebook. Beewy It was like, you know — | was
laughing — and including Iran.

People love Facebook. People — it's a new trend. It doink that two, three years from
now, we can — just like — in last five years, everything ¢teanged because of the tremendous



success of Google and YouTube and Facebook and all thay. changed our life. And | don't
think that — everybody has e-mail today, here, inrtsn, and everybody is going to have a
Facebook account and Twitter account five years from now

MR. GEDMIN: Kambiz, can you try this one for me, [ge@ Walter mentioned this
morning Malcolm Gladwell, and they're starting now a dnmalustry of social and new-media
skeptics. And of course, in a way, it's an easy tatggtause no one says — | didn’'t hear
anybody say that social media is a panacea and ésallproblems, all places for all people at
all times.

Could you say a word about Iran and the new technolagiescial media? When
you’re thinking about doing what you're doing, which is prawgdinformation broadly in
support of human rights, civil society, rule of law, d&nmacy, what are the — as specific as
possible, what can this new media do and what can da®tNot in a theological debate, but
what’s the promised opportunity, but what are also thiédlin

MR. HOSSEINI: Well, what social media and othemfiats, they can do, they connect
people. And they connect us to people inside Iran. Anddéeyollect their thoughts and share
things. That’s what we do in Facebook. We sharelmughts, we share videos, we share
things. We share information.

And the only thing that is scary for me, honestlyhes money that the Iranian
government is spending with this cyber-army that they .h@rel they are spending a lot of
money organizing an army of people, organized army of pethalethey are in social media and
Twitter and they are trying to send out wrong informatiémd that’s the only thing, actually,
we fight against right now in social media.

Other than that, | think it’s working for closed so@stiike Iran, because it's connecting
people.

MR. GEDMIN: Thank you. Next question, please. Therapbone is coming right to
you.

Q: Hi, I'm Susan Schindehette and | just left TIMEGdrporated after 32 years. Hi,
Walter. (Chuckles, laughter.) | was the top wrdePeople magazine, which is only interesting
because that meant that | wrote for a weekly audiehd8 million. And when you were asking,
what are the limitations of social media, I'm platfeagnostic and | believe that Twitter is a
tool. And what I'm doing is a website that is the Peapégyazine equivalent for 3 billion people
who are never heard from in mainstream media.

And | think when things are really going to get interestingeevjust using little flip
cameras in the hands of NGOs which can be uploaded afeggionally produced so that
audiences really want to see the content. And thigeisvindow that opens up — you know, as
you know, guys like Clay Shirky and Zuckerman at Global ¥siare worried that we'’re
hardening silos, in a way.



It's wonderful to have all this information being disseated within communities. It
absolutely has to be done, but | see it as a firpt st&l | think where this is really going to get
interesting is when we start connecting people on ogpssies of the world, not as institutions
or causes or problems or charities, but as real hueiags

And | think you started to see it with Cairo. | was doat the demonstration in New
York outside the UN, and there were a lot of Amaigaho were watching Al Jazeera because
it was the only place they could really get informatdout the other side. So I just wanted to
toss that into the hopper in terms of platform-agosti

| showed this to Bob Boorstin at Google. | presented dt/tBe Center for Citizen
Diplomacy, and he was talking about exactly what yos&agng, about the repression. And he
said, yeah, this will work over the long haul. It woulflyou get this in the hands of a tracker
and the kid uploads in hours with a raw video to us, byitine lhe gets to the border checkpoint,
it's gone and it's not traceable.

MR. GEDMIN: Thank you. I’'m going to take the libertyadgking Enders Wimbush a
qguestion, if | may, because Enders is a governor dBB®@ and he is a former director of Radio
Liberty and he is — which makes him a kind of old-media/ns¥dia guy at the same time.

And Enders, it seems to me — now, I’'m going to overréachake of argument and
suggest that a key part of the mission of U.S. intesnatibroadcasting is to promote the free
flow of information, ideas, promote this connectivity veetalking about. But it's also to
promote a certain set of values.

We have — one of our services — I'll tell you which ohe, Tajik service, where the
director came to some associates of mine and said, daing social media and we have so
much connectivity and collaboration and cooperationatitience is really talking to each other.
And it’s all Islamic extremists. They love it, thage it, they occupy it, they dominate it.

And when we were talking about Egypt, it seems to me — ag@iaverreach. |
exaggerate for effect for the point of conversatidihe social media may well connect people,
inspire people, mobilize people, bring people to bring dowargust regime. But it doesn'’t
necessarily, does it, inculcate, promote, deepenngiize, liberal — broadly speaking — liberal
values that at least help assure that what comessnexire liberal and not more authoritarian?

Could you take the microphone? | mean, you did this durinGoie War. You didn’t
have new media, but as | understand, you were interestgdist in imparting information but
also providing a kind of intellectual and values nourishrnepeople who had a vision of
something different and better.

ENDERS WIMBUSH: Yes, thank you, Jeff, that — I find seif in aggressive agreement
with just about all the assertions in your questioamlone of — | am one of the new social-
media skeptics, not because | —

MR. GEDMIN: 1 didn’t say that you're a social medidy the way — (chuckles).



MR. WIMBUSH: - but for precisely the reasons that hawe raised, it seems to me that
the question that we have to ask — and | can tell yeuydlrd wrestles with this — the question
we have to ask is, how does it advance the goals ofiéameforeign policy? And how does it
propagate the kinds of values that that foreign policyesgosimply by connecting people?

Is the whole idea of connection and engagement suffitbeschieve those goals? | am
not certain it is, and | wrestle all the time withaeve the connective tissue is. So | can't answer
this exact — | can’t answer this explicitly. I'm not’m learning, I'm here and enjoying it.

But | can tell you, in the old broadcast environment, tibadicasts that we put into the
Soviet Union, for example, that | was responsibledfere drenched in values of one kind or
another. And it was very — it was done very consmesty, the idea that the very act of
broadcasting into a controlled-monopoly media environmestinferential in its values.

But we loaded up our broadcasts with discussions of livataés, democracy, great
thinkers — | mean, all the sorts of things that seemee- do not necessarily go into new social-
media activities. But | don’t know.

MR. GEDMIN: Enders, thank you. Let me, if | may,@xtl and take the liberty of
asking Walter Isaacson a question. And now that I'mitgpRFE/RL, | can ask the chairman a
guestion and not worry about whether he’s mad at me aheguestion I've asked.

Walter, you said something this morning in compliment tol'B@resentation about, this
is a model and template of what we do want for U.@rmational broadcasting. | don’t know if
you used the word integrated, but you suggested something likeAthatyou still used the
word journalism.

And this morning, | was in my cab and | heard NPR doingdamréisement. And NPR
said — I'm paraphrasing — we still do reporting and fasebdgournalism, as if others would have
them do differently or abandon that. Could you help us’revg®ing to come back to Andrei,
come back to Carlos, come back to the audience — but e thigtking about the mission of
U.S. broadcasting — the values, the needs of the agdiehow do we calibrate this? What's the
right — what’s not enough, what'’s too far?

MR. ISAACSON: Yeah, and it ties in with what Endgrst said in your original
guestion, which is whether connective technologies areantig democratizing or whether or
not it helps to integrate them with other things.

| think that's a very theological question, your firsieo On balance, connective, sharing
technologies that allow the flow of information betn people tend to be, over the long run,
democratizing and liberalizing, because they do empower petyiether it's Gutenberg’s
printing press or the Internet, it allows a flow ofoirrhation that then allows individual
empowerment, which brings the arc of history towardsatgaty and liberal values.



However, it is a long arc of history and Islamic fundataésts or, you know, repressive
regimes can dominate social and connective technologiease them for their own purposes.
So it's not inevitable or inherent in any technology teatls to a certain direction. In fact,
technologies can be used for good or bad purposes, as psefleem, which | think was the
thrust of what Enders said.

Therefore, it's why | liked what Paul presented. If Wweught connective technologies in
and of themselves would democratize this world, we coulthdigtjust step aside and let
Facebook and Google groups do everything, and we wouldn’t ndsedpart of this
conversation.

But what Kambiz does or what Paul does or what we do jdetdy/integrate these
connective technologies with very good journalismhwin explanation of values and America’s
values, let’s infuse the conversation with what wedweliin, in terms of democracy, liberty,
individual empowerment and America’s foreign policy vajisesthat these connective
technologies won't become an echo chamber where, pertiee bad guys can dominate, but
we’ll have infused in them journalism that is fact-basedl #alues that reflect American foreign
policy, so we’re not ceding this connective technologyremvhent to people whose values we
don’t fully share.

MR. GEDMIN: Thank you. Chris, we're going to get you iihen we’re going to go
back to the audience and urge you to pick on Andrei and Cartmsare getting only there for a
moment. Chris?

MR. WALKER: A very quick observation on this pointthink, for the example that
was raised on Iran — | think this may apply to Egypt ds-wis clear that social media has
played a role in the stage of democratization we'teegsing. | think if we look at other
examples of democratic change, even in the recefntthageally tough slog comes in the
institutional change.

And | think the research and the assessments on hogvdbesecting technologies
impact, say, meaningful change of the judiciary or stadia over time, that’s a large, open
guestion. You only have to look as far as Ukraine, whiglgu look at Freedom House
indicators, probably had in its mix of democratic ingrathea few advantages over Egypt today.
And they're having their own tough go right now. So notlsirgggiven.

And | think the way in which social media can be legerdhin addition to the traditional
ways of mobilizing and keeping people engaged with the gpidemocratic values and
democratic change is something we haven't fully comeifs gvith yet.

MR. GEDMIN: Chris, thank you. | was going to pick arhd Fox because he’s
standing and tall but | don’t know if he was actualfgtfi Well, Heather, give it to John first,
right there, and then we’ll work our way forward. Ble’



Q: Thank you. Yeah, a question each on North Kord&Canba, if | may. On North
Korea, what do you think are the most effective kindgrogramming for the international
broadcasters to be sending in?

And on Cuba, what does the — what’s the status now?d@oul give us an update on
the Cuban regime’s jamming and countermeasures? Expétid kit on what you did say and
what new measures the U.S. is undertaking and whatt'® ipipeline on that front. Thank you.

MR. LANKOV: So talking about the programs: First df &lwould say news and all
kinds of information related to South Korea becauseNgarean audience is generally very
much interested in the outside world, to an unusual deddeetheir major interest is about
South Korea. And essentially, when we are talkinguablorth Korea, it’s their peculiarity.

They have a vulnerable spot: the existence of Southaavhich used to be a poorer part of the
country and now has a per-capita income between 15 amathé&®dreater. And they believe that
this difference, in the long run, is what will decidhe butcome of the North Korean problem.

So North Korean audience want to learn about news angteing about the outside —
life on the outside world but above all, life in So#tbrea.

Plus, | would say, maybe more than culture — popular cuituwhich expanded to
because they are cut off from the modern culture to sotent. But major kind of interest
should be in South Korean society, South Korearahi@ political views. Thank you.

MR. GARCIA-PEREZ: | want to answer, first, Jeff ditl not answer the focus groups
before. They're recent arrivals; they're not heldHavana like Jeff — they’re not trying to imply.
But they're recent arrivals, more than — not more tha®e months since they got into the
United States. And that’s how we picked our focus groups.

On the jamming question, that’s, | guess, the most fainl thave since | started this job.
It's the never ending story: Do they jam us? Theytdam us? The only way | can answer
that is by telling you, from my experience working at stegion, what goes on. And again, we
get phone calls from all over the island on AM. Shueaire continues to be important for us
because they do listen to short-wave. AM we thinkrnajed in Havana — not purposely but it's
kind of difficult to get there.

| was at our marathon station, our transmissiofiostatwo weeks ago. And we
unplugged the transmitters to see what kind of noise we gedting from Cuba and it was
silent. So maybe that day, they knew we were thetdlay would say, let’s fool them. We
never know.

We know from the audience and from the calls thagetethat they listen to us. Ways
that we're getting away from the jamming issue and thmrjang stories is through new media.
We are texting; we are receiving Twitters; we are Timge And we are receiving e-mails and
exchanging information through e-mail.



| think that's really where our great opportunity is. E¥®eml new cable that Chavez has
laid out from Venezuela to the island of Cuba. Theyeveeme laying it out on Februarl,amy
mother’s birthday. So | called, | say, Mom, happy loigth And we think that that’s going to
expand the access to Internet and new media insidgldhd.

It seems like this is something that they’re not goingd@ble to stop. The regime has
already stated that they have bloggers on the Intantkbn cyberspace blogging their cause and
their ideas. So it’s a constant war.

And | say “war” because the chief cyber police from@udban regime was in a — they
caught him on a YouTube video and he was saying that thkitiew’s new battlefield is the
Internet. And it was 55 minutes; | took notes. And belieegewe understand what our
battlefield is and we’re pursuing it aggressively.

MR. GEDMIN: Carlos, before we go back to the audégnehat — I’'m going to ask you
a question not about what you think but what you feelumxgou’re connected to this issue.
When, one day, the Cuban — the Castro regime falls amor@ liberal order emerges, what do
you think people will be saying about Marti and Cuban Broaihggs Big role? Small role?
Intellectual roles? Popular effect? What do you im&@jiNéhat do you think?

MR. GARCIA-PEREZ: | think they're going to say that get the truth from Radio and
TV Marti. It was jammed; it was — sometimes, thees a lot of rhetoric because we do have
programs where we have a lot of rhetoric. We're givanthat.

But | think they're going to say, they provided us, againwimelow. They were the
window for the outside world and they were the windowh®events that are happening across
the street. |think it’s going to be a very importaiebecause we are also — and | feel; like, you
asked me what | feel — | feel our current broadcast mdsthadio and TV, are going to be very
useful to educate our audience on how to use social mediidn@ opportunities that are there.

We're actually using it as we speak. We have a showenkierannounce or broadcast
articles that are being sold on the gray market in Céval we do — that show started for a half
hour; now, it’s an hour long. The e-mails and cali the get inquiring about the show and
where things are being sold are incredible. But wege &king the opportunity to tell our
audience, look, you can go on the Internet when yowodahat and look it up yourself. So |
think that’s — it's an educational role and providing infotiova It's going to be a very
important role.

MR. GEDMIN: Thank you. Next question, please. Ledletthis gentleman here
because | think he was first and then this gentlemaniméne third row. Thank you, Heather.

Q: Charles Silver, Department of State. I'm cledhree of you have begun by going
back to the Cold War. And let me do that for a minidering the '80s, there were really two
ways that the Soviets kept USIA from fulfilling its 1980 s of telling America’s story to the
world. One was through jamming but the other was througinalarge and well organized
disinformation campaign.



Cutting to the Internet, we have a large discussiatigiveen going on today about
technical obstacles. But one of the other sidesisfsibrt of the parallel to misinformation. A
lot of what is out in social media is absolute nonseriset me offer two bits of evidence.

My last overseas assignment was Indonesia and | woudtl ne@sonably mobile,
intelligent Indonesians who were confident and would @itdence on the Internet that 9/11 was
a plot of the Mossad and the CIA to embarrass Musliliigou want to look closer to home, an
astonishing percentage of the American people believéh@gpresident was not born in the
United States and he’s a Muslim.

So my question is this. On the editorial policy side, lovbroadcasters who are
working in social media deal with the fount of misinfation out there? Do you take it head-on
and risk validating it — “if BBG says it's not true, iust be”? Or do you ignore it and hope that
your voice is louder?

MR. GEDMIN: Anybody?

MR. HOSSEINI: Look, social media is — we can't stopial media. It's growing. We
can’t do anything about it. It's out there. Islamicdamentals or whoever says what they say —
they can say whatever they say. But my experiel¢e:created a product in this platform that
is attractive and people are watching and listening and weerhave audience than they do right
now.

So it’s a competition. It's out there. They cag sdnatever they say. We have to get
creative and in an — it's not a regular market. We havhink outside the box and get creative
and — to be able to deliver the message.

(Off mic.)

MR. GARCIA-PEREZ: | think it's a different ballgamdhe world has changed. And |
think, us, as United States and international broadcastersise these platforms not to be
paternalistic about our values but to provide platforms ghese issues can be fully discussed.
And | think if these tools are used correctly — and yought; Enders has a very good point too
— but if we use them correctly and we put resources hetimt they could be very fruitful and
beneficial to the world.

MR. GEDMIN: Now, Art is over here lobbying for his comsénts. (Laughter.) This
gentleman was — really, 10 minutes ago, so let’s get himhemmdwe get your group. So this
gentleman here first. Heather is coming to you withi@ophone.

Q: Thank you for the conference and I find the examp{éhwfia very interesting
because even though they have that authoritarian eeginorder to have a successful economy,
in order to have successful businesses, they have tocohatiact with the world.



So this question is for Professor Andrei Lankov and foloSdearcia-Pérez. In the case
of Cuba, the Cuban state is trying to promote internatitrade with more countries. But if you
have international trade with other countries, you neé&@ép in contact with your clients. You
need to keep in contact with the people you have — to thi@egou are selling your goods.

You can have this by Internet, for example. The Cubate is promoting tourism. But
when the tourists are in Cuba, what do the visitorstWal hey want to see their e-mail
addresses. They want to go to Facebook.

In the case of North Korea, | think the decision ninamnatic because the government is
so desperate for getting cash. In fact, | saw the NGrtkan — the official webpage of the North
Korean government, because they do have an official webpand there’s a section for
tourism. They organize, once a year, a trip — busiessip for business. What they do is they
select like eight or 10 people; they all meet up in Shaingbu pay $4,000 cash — not credit, all
in cash — and they take you to Pyongyang, to Pyongyang andbye meetings with all of the
top officials of the government. A funny thing is tha¢ytloffer you access to Internet. If you
are a visitor for business, they offer you accesstrnet because they know that you need, as a
businessperson, to have contact with the world.

What | was wondering, in the case of North Korea andaCis this necessity of the
governments for getting cash, for having businesses. Vd@hsame extent, at some point in the
future will be like a hope for the opening of the countris&rmation or other stuff? Thank
you.

MR. GARCIA-PEREZ: In the case of Cuba, you're rightternational trade is going to
forcibly open the access to Internet, although thdélycsintrol who gets access to the Internet or
not. | mean, I’'m not an expert on the future but delstahis cable that’'s been laid out from
Venezuela to Cuba with a huge broadband, it’'s going to ‘héti& going to open the information
to a lot of the Cubans inside Cuba.

In terms of the tourists — and | think | understood coryeaaur question; if not, please
repeat it — in terms of the tourists having accessedmternet, they do have access to the
Internet in the hotels and other television statibias are not available to the regular Cubans.
For example, two weeks ago, they took away from tiels CNN en Espafiol. They don't
broadcast that anymore into the hotels in Cuba. Why?h&Ve no idea.

So we always try filling those gaps and provide the infolonahat we know that Tele
Rebelde and Cubavision do not provide. | don’t know fidveered your question or not but —

MR. LANKOV: Well, | think it's a sort of common mispeeption that North Korean
government needs economic growth. It's unique in being owergffew countries, very few
governments in the world which don’t put — which does notyglt priority on achieving
economic growth. It doesn’t mind having some money ogrfriom overseas.

But the bottom line is that money should come on tt@aditions. They believe that all
contacts with the outside world are inherently dangektecause all kind of these contacts might



get them killed. And unfortunately, it's usually descrilsdoaranoia. It's not paranoia. It's a
very rational, pragmatic assessment of their uniquetsitua

So Internet access exists in few major internatibogls, plus foreign embassies from
2004 and foreign economic offices have access to Intethefas provided by a German
company and directed by former East German officialallgfeople. But talking about you,
there are still — in spite of what | just said, thsrene important thing. They are very skeptical
about growth but they still have a hope, a great hopehwishared by many regimes of this
type coming from — starting from Chairman Mao and ComE&tdén.

They believe that the major problem of their econodifiiculties is not their
exceptionally ideologic economic and social systematianal, crazy, inefficient. They believe
that the major issue is that they have not discovdredight technology. This type of regimes
are technological fetishists. They believe thatehmaust be somewhere some technology which
will solve all the problems.

And this is good because had Kim Jong Il been a really edldiztator — completely,
100 percent, not just 95 percent but 100 percent — he would dvaplsll computers in the
country. But he cannot do it because he and his peojEedéhat there must be some wonder
technology which will — sooner or later, might solveitiproblems.

And because they have some access — very superficidhe tatside world, they also
are not very knowledgeable about the outside world. Tiasg heard about wonders of IT and
they suspect that this technology, future wonder teclyyolmust, must be somehow related to
computers. So they do try to spread computers in thergouhhey do support spread of IT
technologies but as long as they don’'t have Intercedss.

And this is good because | believe that they are diggig dlvn grave by doing so. But
| don’t mind. Thank you.

MR. GEDMIN: Chris, on the subject of digging one’s ograve — I'm thinking about
what Andrei just said and something that Walter said als W@eluld one argue, actually — |
mean, if you consider, Andrei just said that the Norbindans don’t want any contact with the
outside world and other authoritarian regimes do wantact, often for commercial and
business reasons, but they want to manipulate it and tantro

But could one argue that in the long game, these regiraafae because the openness
that this new media promotes is the oxygen for the betip stuff, the grassroots, the civil
society? And it really is ultimately mild poison oradily poison for those who are trying to
control these things?

So if you look out 10, 20, 30 years, isn’t time on our sidefd isn’t the new social
media going to undo a lot of these authoritarian structumesvay or another anyway?

MR. WALKER: 1 think it all depends on your timeline.dllike to think that yes, the
answer is, over time.



But I'd play devil's advocate just for the sake of argumeitich, if you look back 10 or
15 years ago, the conventional wisdom on China was, ecomgpowth, a growing middle class
would inexorably lead to greater information, greater coitpet a desire by the middle class
for more responsiveness form the government.

| think it's happening, right, so we're going to assume Chimggasving. | use China as
the example because it’'s the most interesting exhiltitese countries. At the same time,
there’s a lot of evidence to suggest that the authorities heen very adept at adapting and
finding new ways to not entirely suppress information buhamage it in a way that
marginalizes politically consequential news and information

Not for everyone — they realize they can’t contra@mgthing. But they control what they
believe is critical through multilayered Internetdiiing and other technical controls, through a
very sophisticated method — commercially-based contriv&ditional media, still maintaining
control of state media.

So I think as a snapshot, looking right now, one could attatehe Chinese authority is
doing pretty well in creating obstacles to meaningful im@ation. Not entertainment but
meaningful information — the sorts of things we’ve besdking about.

Over time, I'm relatively confident that the wheelsl wome off the wagon. | think the
issue is are we talking about two years or 10 years oe@@9 There’s a big difference between
those. Ifit’s 20, the strategic calculations for he@/re interacting with China, China’s role in
the world is dramatically different than if it's in tikext handful of years. Of course, you can’t
predict that but —

MR. GEDMIN: Fair enough. We have time for one more tjoes And all right, to
your side of the room.

Q: Hi. Steven Starr, Citizen Global. | just wahte thank everybody for their
enthusiasm for what was presented earlier. It's g&ojting for us to be here.

| have a couple of comments. First of all, it’s vareresting to note that the turning
point in Cairo was when they shut off social meddad that was a moment where people
couldn’t stay home, and they went out in the stregist-an interesting observation.

But the word that hasn’t been mentioned here today whiehlly think is valuable is co-
creation. The best evidence of co-creation on tteriat today is Wikipedia — 3.5 million
communities interested in a specific subject collabdratethat subject. When people talk
about expertise and they talk about the concern abouhnkdemness of social media, | just want
to make the observation and open it up to comment.

The tools that allow people to story-tell online, thadlge them to bridge the tension
between traditional command-and-control media and so@dia, is the future of the narrative
of this planet. | would argue that what we’re seeingnisxplosion in the impulse to create. We



have seen the technology grow proficiently, but weeh& seen the story-telling tools and the
professionalization come forward quite as it should.

Just another note would be, imagine a journalist supervissognanunity on the Human
Rights Project. Imagine a documentarian with an auipg of contributors all over the world
on any given subject. There are many, many ways facdheern around the randomness and
the lack of voracity and the inability to vent and préaets in social media — they’re all coming.

They're all in front of us, and | would just suggest thatithpulse to create is a
liberatory impulse, and if people are going to create agaurthoritarian ideas, you will see that
the smell of that is easily spotted and the reactidhdt is easily deployed. So I think there’s a
noble future in front of us for this social media, and Veny excited to be here today. Thank
you.

MR. GEDMIN: Thank you. We're going to let that stanchastatement. Before | give it
over to one of our colleagues, Governor Dennis Mulhdapg concluding word, thanks to all
of you for coming and spending the morning. Dennis as thalhk you as well. Thank you to
Diane Zeleny and her team and her counterparts at thedBB@he other broadcast groups for
organizing this wonderful program and intelligently crafting i

And before | give up my microphone, Andrei, | have one tues$o you: Do you still —
first — | have three questions — first, do you still h&riends in North Korea?

MR. LANKOV: Frankly, no, because all my friends, oteehds, | think it's very
dangerous to communicate with them. Then, a couple ofg@gepout of the country. They
manage sometimes to send a short memo, but it's atmaaxtelling essentially, we are here,
we are still alive.

MR. GEDMIN: Then let me ask you this question, becausekyow this country.
You've lived in this country, you have a passion — the ottler®o, of course. If one of your
North Korean contacts or acquaintances or friends tere with us today —

MR. LANKOV: Yep.

MR. GEDMIN: — knowing the subject, knowing the purpose,vking the mission, what
would they want people to know? Succinctly, what woulg thant this group to hear about,
about their needs and what’s happening in their country?

MR. LANKOV: Well, first of all, I — when you ask abofriends, | thought you were
asking about friends from high school, yes, from univwerges, because | have a lot of friends
and very good contacts in the refugee community. And ddnéhey want? Above all, they
believe that the major thing is to bring information] have said, news and knowledge about
the outside world.

| also say something which | don’t share. There is at gnesrest about, you know,
political rumors about North Korea itself. But you kndte ruling family, it sells very well



with North Korean refugees. Even so, | am sort ops&al about it, but this is what they want
to know about their own country. Unfortunately, thaydtéo associate it with the high-echelon
politics, not the country in general. | don’'t see mutterest, say, in many of North Koreans
about the North Korean history, about how it has dgexlan such a way, and so on.

But there is a great deal, as | have said, interékeinutside world, in South Korea and
in the current high politics of South — of North Koreslf.

MR. GEDMIN: | take it when they're interested in Sloiorea, they're interested in
Korea and what Korea could be or what Korea could look like

MR. LANKOV: Yes.

MR. GEDMIN: Thank you very much. Now, Dennis Mulhaupt member of the
Broadcast Board of Governors. He is chairman oRRE/RL group, and | invite him to the
microphone, the podium, to offer a concluding word. Dennis?

DENNIS MULHAUPT: Well, thank you, Jeff, and thank youyenuch to the panel —
Chris, Carlos, Kambiz and Andrei. | don’'t want tonstdoetween you and lunch or you and
getting back to work, but a couple of quick remarks.

First of all, this was mentioned earlier, but | wansay it again: This, | believe, is Jeff
Gedmin’s last official act in Washington as presiderRBE/RL, of Radio Free Europe/Radio
Liberty. Is that correct, Jeff? (Laughter.) | thibk publicly, and I just want to say on behalf of
the board — I have the honor to chair the RFE/RL hdartlon behalf of the BBG, thank you for
your exceptional service, Jeff. (Applause.) And we knovll e seeing a lot of each other, |
hope, in the days, months, years to come.

| want to express my appreciation and that of my colleagu&enator Reed for
sponsorship of this event and to his staff for helping tlegdination. | want to thank the Senate
Recording Studio, the Senate Superintendent’s Office an@ffice of the Sergeant at Arms for
their help in making this event a reality.

Most especially, thank you all for coming and for thogou that are watching online at
www.bbg.gov. | hope we were able to give you some sense oéally important and dynamic
work that's happening across U.S. international broaicpiiday.

We are not like a private media organization. We haaeynof the same platform and
technological challenges, but as you know, we can’'t rdakesions alone on the basis of
private-sector models. New technologies, new toolsnemdways — and the winds of
democratic change are transforming everything we do, andoaud is very aware of this and
talks about it every single day.

We want to make sure that we respond boldly and intaeffestive way, and we want to
promote the values that Enders has talked about — thdt tatk @about when we get together. |
just want to say that that’s the one content for-etite one constant for our mission — the



commitment to free and independent journalism and tprdwotion of values of freedom and
liberty.

These are things that we stand for, and we thank swthat are on the frontlines,
doing that in such an important way. And we are gratbétlin the last few weeks, we’ve seen
such wonderful demonstrations of the success of our miasibiour people that put their lives,
in many cases, and their families’ lives on the linprtwvide the important — to do the important
work that we undertake.

So thank you all for coming. We look forward to seeing @bagain, and thanks so
much for being here. Good afternoon. (Applause.)

(END)



