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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE, MARYLAND 20755-6000

FOIA Case: 62647B
11 April 2011

This is our final response to your Freedom of Information Act (FOIA)
request submitted via the Internet on 21 August 2010, for “A document or
documents that provide a general description of SIGNIN (a WWII era machine).”
A copy of your request is inclosed. As previously stated in our letter dated
3 November 2010, for purposes of this request and based on the information
you provided, you are considered an “all other” requester. As such, you are
allowed 2 hours of search and the duplication of 100 pages at no cost. Since
processing fees were minimal, no fees are being assessed.

Your request has been processed under the provisions of the FOIA and
the remainder of the material you requested is enclosed.

Sincerely,

. /,bzg 4 ikl

PAMELA N. PHILLIPS
Chief
FOIA /PA Office
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a/s



DOCID: 3839111 Do By

Ju;; IC PRINCIPLES | | 29 Naey /700

Machine is combined teletypewrdler and cipher machine. It generates
running key, expressed electrically In 5-baud teletype characters, by passage
of éurrent through multiple paths in an B-rotor maze; and applies this key
baud-by-baud to plain text to accomplish encryptien, addision following the
rule "unlike impulses produce mark impluses.”

Current input: 1 band of & wires on the left endplate.
Key output: 5:bands of 3 wires on th: right endplate.

The eight roters have only the follewing motiem which 1s accomplished by 5 step-
ping contrel notches arranged around the periphery of each roter in accerdance
with a standard pattern. NOTE: 1If a retor remains on a notched positien, the

rotor it contrels dbes not keep stepping but steps omly th._azs;p time the motch
was effective.

Fast Medium Slow Xtrz (Separator) Fast Slow Medium Fast
S S SO ~__/ [ S

Roters may be inserted in normal position but not in reversed’. Rotors may be

rewired le-tsetdbwts without soldering. Mixed-wire separator is permanently

located batween 4th and 5th rotor positions.
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DEPARTMENT OF DEFENSE
ARMED FORCES SECURITY AGENCY

Washington 25, D.C,

- SUMMARY BHEEP: ATTACK ON SIGNIN

AFs , i
46-3(1)/N36-10( )
Summary No.

Dates 29 May 1950

SYSTEM

GIVEN:

SPECTAL CONDITIONS:

RECOGNITION OF THE CASEs

RESULT: -

i
b g ‘
i ‘
i
ESTIMATED TIME TO COMPLETE SOLUTION: Man hours and/or machine hours
(a) Existing approved machine methods. ’ i
(b) Non-existing approved machine methods. |
(c) Visualized machine methods.
(d) Remarks on hand/machine methods:
REFERENCES ;
EVALUATION:

SUMMARY OF METHOD:
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SECTION I
BUBIARY

1. Descriptiont Chenge D consists of the addition of a band
transyosition maze to the encijhering unit of SIGRIR. Tne added muse ‘
transyoses the bends of the aipher text according to en arbitrary key.

2. Purposet To test the advisability of adding band trensposition.

3. Givens MNesszges enciphered on SIGHRIN with bocnd transgosition
sdied as follows:

a. Two messages in depth one a stegger of the other.
b. Two mosscges in depth with ono probcblea word given.
4. Results: Xyen with the addition of thc bend transgosition,
two messages in depth cen be reaa though the unique soluticn for the
transposition and substitution is not ususlly attelnable.

5. Conclusions: The addition of btond treneposition is not
recomeended for SIGHIN.
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1. Change D condsts‘o.f the addition of a transposition maze
to the enciphering unit of SIGNIN, This added maze trunsposes the
bands of aisher text sccording to an arvitrary key. Thws, if the
cipher text weres + ~ = = - 1% pight appear as onc of the follow-

ings

11114
LI I T |
[ O B
LI SO B I |

+1 L0t

2, Although it is true that the process of reading messagos
in depth is cosplicated by the transposition process, it 1s still
possible that two messages be read, Two tests wera runt

8. The plain text of two messages were the same, but
steggered by a varying asount. In the numcrous depths in treflic
studied, this 1s the case usually found, It is caueecd by service
re-runs in which the sams indicator is used,

b. The plain text of the two messages wers entirely oiff-
ercnt, but a probable word was given,

3. Solution 1s based upon the fact that when two messsges
aro in depih, the key 1s the sume, 0(dven two plain-texts: P; and P2,

" the enciphering process may be represented by

Meszsage 11 Cp = (Py 4 K) T
Nessage 2: O3 (P, 4+ K) T

a’n Laxt, K < ¥ey; T = tranipo«ition,
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ﬁ; (cont'd)

the foxmulas ars added, yielding:

Gl+02=(i‘1+l) T+(P2+K) T

CL4Cp=(PL+P2) T4(K+K) T
When two identical lettors in Baudot Code are added, thelr effect is
cancelled )Y

°1+°2=(P1'“'2) T
In enciphering with 32 alphabets, the assunytion of a plain-text letter
in one message gives one and only one plain-text letter in the other
loougé. Fhen a transpoaition is added to the cipher text, however,

i SIONTN .
E
!
|
l

the assumption of a plain-text letter in one message produces & possi-
bility of 1, 5 or 10 plain-text letters in the other message dspending
on the character of tho combined cipher text., The letters of the
32-letter alrhabet can be combined into six groups as follows:
l 1. All transpositions of 2 plusses— A, D, H, I, L, N, O, R, S, Z.
_. 2, M1l transpositions of 3 plusses— U, J, W, C, P, N, G, B, I, F.
. 3. All transpositions of one plus-- E, J, 3; 7, T. .
4+ All transpositions of 4 plusses— X, Q, X, V, Z.
5. All transpeositions of 5 plusscs— 4.
6, A1l transpositions of no plus— 6.

\}# Note: Bee report "Solution of a Teletypewriter Systen Using Two
Bndless Kgy Tapes", paragraph 3 b.
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Charccters
with
3 plusases
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Characters
with
2 plusses
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Chagacters
with
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Charactleras
with 6
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BCOUEPGHIJELUNOPQRSTUVRXYZ754326
OXK76N2YURCWNIPEQPJIZILLEHNTVAVEBOER
ZNJAKOP3IDFPTVCGHY7ULBMZAQWROXIBS
XEFBDVTSKJPOTULWCERAGIBZYNI264)
ZIEDSLKCAUCHN3TVLS5FOKP2YXB6ERQANT
PYSEXRIPILSNRIIBGY6UCAFBREOLKHJT

ABCDEYOQHIJKLENOPQRSTUOVWRXY2Z754326
UIZPVLOBJBRTFAWNUD7YGKOENSRCQXb 234

ABCULEFPOGHIJEKELMNNOPQRSTUVEXY 2754326
ABCDEFGHIJELNROPQRSTUVRIYZT754326

o

Exsuple of enciphering two plain-iext latters in depthi

Pl =434 wilx  ydmes
KsLl= -+--4 sLe S}--t
(P +X) = T--F= (Pz+X) = F---F
T = 23154 T = 23154
P FE) T -e- -y (P2 4K} T= —-4+4-~
QG = =--=-v4 C, = —=-d4-
02 = e I
B0 W i =K

In the assumplion tebles for characters with 3 plusscs, if we assume Lhe

plain-text letter P} = 0, we find A i¢ one of the ten posaibilities for Ps.
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Selution of tro messages in depth using Aesumption Tables.

Plainl, SHIP3SAILING3TIMES3
Cipher 1. BDXTOXXPFIAQUY3IRVDJIH

Conbdined
Clpher T, OAJUNQYVZITDQHDRRSG

Qipher 2. X RIQEREGRILUGWVGARH
Bain2, DYESEL3IO!I LIATWENTYS

REISS51LADZIAPRJISKEPYP
SXRC7SEZRXCWWTSBM
ELLPYRY2I1L7CBYO3E
K6KJUNROBRSEIMOURPW
2R HwNes DLXSRATANRYSU
SRXHAF O ¥A P PHUB

¢VasLe vV RV 5 BRTY
ANOMJd X ON T JIGA
NAKRT3 T wih & 3DYT
OGNT7T D AQ J TXES
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T meseagns with sams Malx text with varying ascumt of stegper:

1. BEOWXERICITEIRALCETSS57TCLASSIFICAYION3CONFPIVENTIALSZ

:

T e
1, A55I%PO0EU7JRBATDEUSHMFYTLINL2YCEXBALATRESFYTCTALIZZ23J0FC

it

? UZJYYGZT3KCIFWR2UEHAO657TWCVPFKBOVOYVD366IENY3CKTPAR

f

2, 3¥D7IQJ3AUEE7ANCCER)IFP20R7LDPAQSDL8kDDY 77 UENYLIZACY
Plain
2% ALBABRONEBRI3ICITEIRNAACGEI7?S557CLALASSTIFICATIOR3CORPIJENT

sesssgan with ewtiraly diflersat ;lain texiz

l, SHIPIB3A1LINGAITIMESAND3DATEBS3UNUSTIND
2. DDETOXKTFINUYUWNIRVLJIJHO3STCVAUOYYCSHIFPEK

e eag

. OAJUNQYVZITDQHDRROTFFAALZO6HKLQLUDLGY

f

2 EZBR2C ERGVILUGWYQAZHTDKSZRBRMUERGSLTVECG

:

2, UIXSELIOILITWENTY3IWTSMROIBNGITURERS
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4. fonclusionss Even with the a.ddit.ioz; of the transposition,
two meesages in depth can be read though the unigue solution for the
transposition and substitution is not usually attained,
The same sclution outlined above can be applied to the following
cases: i
a, Transposition is applied to plain text before substitution:
GG =P T+K
C,=PpT+KE

-c1+c2:(Pl+P2)T+x7/x

b. Substitution is followed by transposition which is followed
by & mecond transposition:
C, = (P +K) THEK,
Co= (P +K;) T+EK,
6y + Gy = (P + £y) 'r+(xl/+/xl) T+7{ +5

¢y Transposition is followed by substitution which 4is followed
by & second transposition:
G, =(Pp T +K) T,
Ca=(Py Ty +K) Ty
°L+°z=(P1+P2) 'rl'r2+(7/+x) T,

——
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. -TOP CHORET-SROURITY INPORMATION— C26.34-508
e (52-AFSA-412B3-1)
Y B¥ESONLY— 27 February 1952
. CEYPTOGRAPEIC DATA SHEET f‘\
|
o DESIGNATOR: PANDORA NG
N
. SHORT TITLE: SIGNIN (Comverter N-294) Q ;§ g
. STATUS: Scheduled for use., Category A. >
F
o JFUNCTION: Off-lins, om-line, and local encipherment and clocu.plm'uut.X s
also bo used as a teletypewriter for the tranemission of plain text. g
. CRYPTOGRAPHIC PRINCIPLES: Machine is combined teletypewriter and eipher| of =y
t generates running key, expressed electrically in 6-baud teld-S =<
type characters, by passage of current through multiple paths in an 8- F
U.J rotor maze; and applies this key baud-by-baud to plain text to acocmplish -
oneryption. lddition following the rule "unlike impulses produce mark N
- impulse".
m . Cryptographic diagram follows:
.- '

= - == 4 rotors - - - - separator - - - - 4 rotors -~ - - -

E Eey out-
!-nwt | ‘ l ' | ‘ put; B
1 blnd beands of
6 wire 3 wires

Medium Slow Very ow Medium

Slow

Rotors have only the motione indicated. A rotor steps each time the
rotor that controls it steps from a notohod position. Each rotor has
five stepping~ocontrol notches érranged around its periphery in accordance
with a standard pattern. Rotors ere in sets of 10 and wiring is pluggable.
A1l rotors of a set can be interchanged in the eight positiona but thasy
cannot bs reversed. Current rotors are random wired. A mixed wired seps=
rator is permanently lrctod between the 4th and 5th rotor positions.
The aycle length is 28%.

AV, V4
53,

KBY LIST DATA: EKey lists oontain the following information applicable to
the operation of the machine for one monmth: I

(i
2L

a. A regular arrangesment of rotors for each 12-hour oryptoperiod of each
day.

b« Five reserve arrangements with associated reserve system indicators
to be used as needed during the month.
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©e A 26=35 chock group for each rogular rotor arrangement and one for
esach resorve rotor arrangsment,

do A system indicator.

IKDICATOR SYSTEM: The messase rotor aligmment is encrynted on a one=time

pad to derive & messaje indicator. The transmitted messaje set is an

eleven letter groups The first three letters indicate the nppropriate
keywgroup of the effective one~time pado The remaining eizht letters
ccmprise the message indicator. One-time pads contain approximately
100 papes eacho All stations in a particular net hold identical pads.
The encipher~decipher cards are Latin squares, Each station in each
net is issued a different SEND card, Bach receiving station has =
RECEIVE copy of that ocard, identical except in colore

SPECIAL PROCEDURES:

a. A oryptoperiod is 12 hours.

b. lisssages may be tailed within a 12=hour pericd:; however, rotors will
be advanced from 10-36 steps before seleoting a new messapge rotor
aligmment in off-line operation.

8. No pure key will be transmitted; tranemission will oocur only when
intelligence is being passed.

do No bisection and no variable spacing will be required.

e, The classification of each message shall always be inserted within
. the first 25 letters of plain text.

fo The first message rotor alipnment selected, after any rotor arrange=
ment has been put into effect, mey not contain the same letters in
positions 1, 6 and B,

CULDILIONS RESULTIG IW CCIPRO.JISE OF TRA: FIC ON ORE KEY:
2o Flagged transmission of mesgage rotor aligmment in the clear permits

recovery of the rotor arrangment and all traffioc for the oryptoperiod
can be read.

bs Flagged transnission of the 26+35 check group in the olear permits

recovery of the rotor arrangment and all traffic for the aryptoperiod
oan be read,

ceo Usze as a message rotor alizmment an alizmment olosoly following the
ali ment on the rotors at the end of the & ~35 letter check.

TFOPSEGRET-
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100 CULLDITIONS RESULIING IN COMPROMISE OF INDIVIDUAL :ESSAGZSs

8o If two or moro messages are enciphered in depth, the messazes cen
be read.

bo If slid depth oocours between messages, it can be located statistically
and the everlapping portions of the messages can be read.

110 SP.CIAL CULWDILIONSS .

ac A plain text orib (approximately 100 letters) can be matched to the
oipher text by statisticel tests. Pure key is thereby recovered.

be If pure key oan be obtained for two messages sent with the same rotor
arrangement and only one rotor offset betwsen the two encipherments,
a bagis for rotor recognition exists.

eo If very long streams of gure key or m--otpunbyaam-
oipherments apart can be obtained, a basis for rotor recognitiom
existse




