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From: "Aaron Barr" <aaron@hbgary.com>
To: "Bob Slapnik" <bob@hbgary.com>
Sent: Thursday, April 29, 2010 7:57 AM

Attach: Threat Monitoring Center-3.ppt
Subject: Re: Slides so far

On Apr 29, 2010, at 8:46 AM, Bob Slapnik wrote:

> Aaron,
>

>You sent me some kind of weir filetype. | can read ppt or pdf files, not a

> key file type.
>

> Bob

> emee- Original Message-----

> From: Aaron Barr [mailto:aaron@hbgary.com]

> Sent: Wednesday, April 28, 2010 10:46 PM

> To: Bob Slapnik

> Subject: Re: Slides so far

>

>

>

> | still have some work on these but wanted your input.
>

> | think based on your information more needs to be added as well.
>

> Aaron

>

> On Apr 28, 2010, at 4:25 PM, Bob Slapnik wrote:

>

>> Aaron,

>>

>> | could not see any dlides. Please send as powerpoint file or as pdf.
>>

>>Bob

>>

>> --oe- Original Message-----

>> From: Aaron Barr [mailto:aaron@hbgary.com]

>> Sent: Wednesday, April 28, 2010 3:09 PM

>>To: Bob Slapnik

>> Subject: Slides so far

>>

>> Hey Bab,

>>

>> Tell me what you think so far. Still working on them.
>>

>> Aaron Barr

>>CEO

>> HBGary Federal Inc.

2/13/2011
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>>

>>

>> No virus found in this incoming message.

>> Checked by AVG - www.avg.com

>>Version: 9.0.814 / Virus Database: 271.1.1/2840 - Release Date:
>> (04/28/10 02:27:00

>>

>

> Aaron Barr

>CEO

> HBGary Federal Inc.

>

>

> No virus found in this incoming message.

> Checked by AVG - www.avg.com

> Version: 9.0.814 / Virus Database: 271.1.1/2840 - Release Date: 04/29/10
>02:27:00

> <Threat Monitoring Center-3.key>

Aaron Barr

CEO
HBGary Federal Inc.

2/13/2011
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Additional Feed Sources Feed Processor

http://www.safer-networking.org/en/threats/
http://www.emergingthreats.net/rules/
http://www.symantec.com/business/security_respon
se/threatexplorer/

http://code.mwcollect.org/
http://nepenthes.carnivore.it/
http://www.offensivecomputing.net/
http://www.threatexpert.com/
http://www.support-intelligence.com Meta Data
http://www.threatstop.com
Many more....

Digital DNA




AV Updates as Feed Source Feed Processor

avast! Free 5.0

AVG Anti-Virus 9.0
AVIRA AntiVir Premium 9
BitDefender Antivirus 2010 \ \ \ r.'i
eScan Anti-Virus 10 S/
ESET NOD32 Anti-Virus 4.0
F-Secure Anti-Virus 2010

G DATA AntiVirus 2010
Kaspersky Anti-Virus 2010 Meta Data
Kingsoft Antivirus 2009+

McAfee VirusScan Plus 2010

Microsoft Security Essentials 1.0
Norman Antivirus & Anti-Spyware 7.30
Sophos Anti-Virus 9.0

Symantec Norton Anti-Virus 2010
TrustPort Antivirus 2010 Digital DNA

machines
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Malware Attack Tracking

Digital DNA™

Active Threat Tracking

Detect relevant attacks in progress.
Determine the scope of the attack.

Focus is placed on

* Botnet / Web / Spam Distribution systems
* Potentially targeted spear/whalefishing

* Internal network infections at customer
sites

Development idioms are
fingerprinted.

Malware is classified into
attribution domains.
Special attention is
placed on:

* Specialized attacks

e Targeted attacks

* Newly emergent
methods

Determine the person(s) operating the attack,
and their intent:

Leasing Botnet / Spam

Financial Fraud

Identity Theft

Pump and Dump

Targeted Threat

Email & Documents Theft Intellectual Property
Theft

Deeper penetration




Cyber Command Integration

Malware Attack Tracking Digital DNA™ Active Threat Tracking

Meta data from HBGary Global Threat HBGary Threat
HBGary feed Genome Tracking Data

Malware feed from

. Customer Genome Customer maintained threat tracking data
internal sources

Palantir Front End

Alert: newly
Feed: blacklist emergent
method

Alert: targeted Alert: known Alert: expected
threat intent attack







