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2/13/2011

Matt, 
 
We can talk more about this tomorrow but I need some assistance.  The more I am digging into the vulnerabilities of 
social media the more I am getting nervous and I want to prove the point.  I am going to target the largest nuclear 
operator in the United States, Exelon, and I am going to do a social media targeted collection, reconnaissance against 
them.  I also want to prove the power of link analysis in pulling out valuable intelligence information from people 
friends. 
 
The attached is an example of data I just pulled form a seeds public facebook page.  From here you can determine there 
are 12 other people he is friends with that  publically list they work for Exelon.  Just taking those 12 and correlating 
common friends you should be able to pull out a bunch of others that work for the company but just don't publicly list 
it. 
 
There is a bunch more I think we can do with this data just off of facebook.  Then we can extend that out to twitter and 
linkedin, etc.  I have submitted talks at BlackHat DC, B-Sides SanFran so far for this. 
 
Let me know what you think. 
 
The premise is well I think you can get the premise with the latest discussions around Stuxnet.  Things are going to 
start getting heated up and we are just a sitting target. 

 
 
Aaron Barr 
CEO 
HBGary Federal, LLC 
719.510.8478 
 
 



236 Micklitz Dr 
Pottstown, PA 19464 
Property Value $287,500 
Aliases: None 
Age: 35 
Date of Birth: 11/24/1974 
Phone: 610-718-8398 
 
Relatives 
Theresa Lynn Johnson 40 
Reginald Lynn Johnson 44 
Lavonda Michelle Johnson 42 
Angela Williams (Johnson) - Wife 
3 Children (K - 16, DJ - 11, and AJ - 4) 
 
Hometown Elizabeth, NJ 
Likes: Ip Man, NFL, I don't care about your farm, etc. 
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