
 
 

From: "Aaron Barr" <aaron@hbgary.com>
To: "Ted Vera" <ted@hbgary.com>
Sent: Sunday, September 26, 2010 8:02 AM
Attach: New Media Training.pptx
Subject: Training PPT

Page 1 of 1

2/12/2011

ok here is what I have so far.  Needs some more work on the effective us and risks page (easy stuff).  The compelling 
sections I think are Intro and recon. 

 
 
Aaron Barr 
CEO 
HBGary Federal, LLC 
719.510.8478 
 
 



Social Media: Security Reset

Aaron Barr
CEO
Aug 9, 2010



Outline
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• Responsibilities to New Media

• What Interests in Social Media?



Class Structure

• This course is focused on familiarizing you with social 
media and the benefits and vulnerabilities to individuals 
and organizations.

• Each section of this course features the following:
• Lecture

• Hand Outs



Objectives

• After completing this course, students will be able to:
• Define the various components of Social Media and their 

potential benefits to your organization. 

• Understand and be able to identify social media risks to you 
and your organization.

• Make recommendations on proper use and effective methods 
for internal training and monitoring for information exposure.



Outline

• Introduction

• Effective Use

• Risks

• Social Media Recon

• Policy and Protection



INTRODUCTION TO SOCIAL 
MEDIA

Module 1



What is Social Media?

Media for social interaction, using highly accessible and 
scalable publishing techniques. Social media uses web-based 
technologies to transform and broadcast media monologues 
into social media dialogues. They support the 
democratization of knowledge and information and 
transform people from content consumers to content 
producers.



Social Media Tagcloud

• Icon size represents the 
amount of traffic to the 
service



Top Web Destinations

• The battle for web 
domination:      Search 
vs. Social.

• Top 20 sites 
predominately are social 
media based or are 
significantly moving 
more social.



Social Media Landscape

• Social Media techniques 
are encompassing more 
and more of our daily 
lives.



Future of Social Media

Eventually Everything is…



Evolution of Social Media

Social Media Timeline

Foursquare
2009

Google Buzz
2010



Why is Social so Popular?

• Personalizes user experience.  Provides tailored 
information and fosters engagement.

• Social Media filters web content based on PII to 
provide you with tailored and targeted information.

• This is information that regular searches are not well 
equipped to provide.



Social vs. Search

• Search can tell me a restaurants location and provide 
contact information or a menu.  Social provides whether 
or not the restaurant is good and what is good based on 
recommendations.

• Search can provide where to buy jeans.  Social can 
provide whether or not other people with my same 
dimensions like those pants or not and why?

• Its about relevance to me…
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Content Aggregation

• 150 Networks control 50% of all Internet traffic.

• 30 Companies account for 30% of all Internet traffic.  
Google alone accounts for 6%.



Social is King

• In 2009, Twitter grew 577% to 100M visits a day

• Facebook grew 187% to 490M visits a day.

• Mobile Social Networking grew 240% in 2009.



Top Social Networks



Video is King

• 30 Billion videos watched online in the US in April 
with the majority from Google sites.

• Currently 35% of internet traffic is video.

• Historically video consumption grows at 70% annually.

• Estimates as high as 60% of Internet traffic will be 
video by 2013.



Video Projections



Location is King

• Driving information and services based on location

• Hyper targeted advertising

• Check-in model: Foursquare, FB Places, Gowalla

• Location SNS: Google Latitude, Loopt, etc…



Location Based Services

• Hyper-targeting based on preferences and location will 
change the perception on the release of PII.

• If a service can tell you that what you want is on sale right 
around the corner your going to opt in.



When is Location Relevant

• When Walmart starts 
offering 20% off 
specially marked 
goods for checking in 
using Facebook 
Places.



Other Technologies

Convergence

• Object and Facial Recognition.

• Augmented Reality

• Drive toward user experience.



Face Recognition

•Migration to implicit rather than explicit release 
of PII.  Your in the background of a photograph 
and can be automatically identified.



Object Recognition

•Advancements in this space can not only tell 
whose in the photograph but where they are.



Augmented Reality

• Location-based services, object recognition, and SNS 
consolidation

• Real-time, Geo-located web



Future Web

Social Virtual Local



EFFECTIVE USE
Module 2



Effective Use

• Completely dependent on Personal and Business goals 
but all areas of social media have a potential benefit 
that might not be quickly recognizable.
• Collaboration and Partnerships

• Business Opportunities

• Recruiting and Training

• Marketing and Advertising



Understanding Social Media

• Understanding the markets, etiquette, resources 
required for successful engagements is critical to 
effective and successful use of social media

• Likewise understanding what could be the potential 
risks is critical.
• The wrong tweet could cause you to lose your job, customers, 

or expose information you wish you hadn’t.



Social Media Categories

LBSLBS



Social Networks

• Social Networking Services focus on enhancing the 
social relationships of individuals or organizations who 
share interests or activities.
• Facebook – Family and Friend based social network

• Linkedin – Professional social network

• Ning – Topical or micro social networks

• Yammer – Business Social Network

• Twitter – Microblogging

• Tumblr – Social blogging



Microblogging

• Microblogging is a means of broadcasting small chunks 
of information.
• Twitter

• Tumblr

• SNS like Facebook, LinkedIn (through status updates)



Sharing

• Content sharing is yet another way to broadcast and 
dialogue 
• Flickr – Picture sharing

• YouTube – Video sharing

• SlideShare – Presentation sharing

• Last.fm – Music sharing

• Ping – Music sharing

*A sharing site for just about any media type.



Publishing

• Wikipedia

• Blogs



Discussing

• Very interactive conversational, dialogue based.
• Forums

• Skype

• IM



Massively Multiplayer Online 
Games (MMOs)

• Internet-based multiplayer immersive environment 
supporting hundreds to thousands of users.
• Characteristics: Interactive, dynamic, online currency.

• Usage: Teambuilding, Role-play, Emersion, Collaboration

• Examples: World of Warcraft, Second Life, SIMs



MMOs

• WoW



Social Games

• Variety of online games that incorporate your social 
network to create a different medium for interaction.
• Farmville

• Mafia Wars





Video Streaming

• Livecasts – Live broadcast video, often with associated 
chat.  Podcasting is an outgrowth.
• Justin.tv

• Ustream.tv

• Livecast.com

• Lifestreaming
• Socializr

• FriendFeed

• Lifecasting – 24/7 life capture.



What to use and When?

• Twitter – Inform a wide audience on information of 
interest, or current information relevant to your 
organization.

• Facebook – Personal friendships or organization 
updates through pages.

• LinkedIn – Professional relationships, recruiting, 

• Youtube – video diaries, training, media marketing

• Foursquare– hyper marketing, intimate customer 
engagement.



Examples of Social Media

• Marketing department uses Twitter to keep a broad 
audience

TwitterTwitter

FacebookFacebook

LinkedinLinkedin

YouTubeYouTube

FoursquareFoursquare



RISKS
Module 3



Targeting



Link Analysis



Exposure of Information

• Cross platform analysis

• Embedded data (gps, other)



Exploitation



Unintended Consequences



Getting Fired in 140 Characters 
or less

• OctavianasrCNN: (CNN ME Journalist) Sad to hear of the passing of Sayyed 
Mohammad Hussein Fadlallah.. One of Hezbollah’s giants I respect a lot.. 

• MikeBacsik (Radio Host): Congrats to all the dirty Mexicans in San Antonio.

• Stuartmaclennan (UK Politician) Got this fairtrade, organic banana is shit.  
Can I have a slave-grown, chemically enhanced, genetically modified one 
please?



Social Media Recon

• Social media provides a wealth of personal and 
organizational information that when analyzed in 
aggregate can be quite informative.

• Some easy analysis techniques.
• Facebook – social link analysis can expose information about 

partnerships, personal history.

• Twitter – what themes are re-ocurring.  Where you get your 
news and personal beliefs. Personal linkages.

• Linkedin – Professional background and experience.

• Forums – Hobbies, challenges



USE CASES
Module 4



Social Media Recon 101

• Who is the target?
• Defense, Commercial, Government

• Characterize the organization and personnel

• What to create?
• pages

• personas
• Hometown, Highschool, College, Jobs

• Likes/disklikes, hobbies?
• Movies, Music, Quotes, Books, Activities

• Build up and in towards your target.

• Create multiple paths



Background Research

• Tell me where current military mobile commands are.
• http://www.navy.mil/navydata/navy_legacy_hr.asp?id=146

• http://www.strategypage.com/fyeo/howtomakewar/databases/w
herearethedivisions.asp

• Object recognition.  What if I could recognize ARMY on t-
shirts.



Organization website

• Landing pages 
provide information 
about the org. and 
current events.

• Use this information 
in social media space 
to legitimize profile 
and create 
conversation.



Build a Personnel DB

• Contact sheets will 
give me people to call 
to get bits of 
information.

• Google searches:
• @domain.com

• (703) 706-

• Site: domain.com



Facebook Pages

• Most organization 
have Facebook pages 
that provide current 
information.

• Place to perform 
recon, engage and 
form connections



Linkedin Searches

• Search for people 
associated with 
organization.

• Specific personal 
information regarding 
work experience and 
skill sets.



Facebook Profiles

• Individual Profile 
social recon

• SN Link Analysis



Whats in a Picture?

• Interesting photo on 
Facebook.

• Embedded GPS

• Facial recognition



Background Search

• Fills in personal 
history and family 
relationships.

• Family members used 
for extended social 
media profiling.



Twitter Page

• Personal Info

• What do they post

• Who do they follow

• Who follows them



Classmates

• Fills in personal 
history.  May need to 
use someone from 
past in development 
of persona profiles.



Reconnaissance Flow Graph
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Profile Building

• Fills in personal 
history.  May need to 
use someone from 
past in development 
of persona profiles.



Not all Exposure is good

• Build Social Maps

• Deep Dive on an individual

• Direct Traffic – to a photograph, purchase, clicking 
something.

• Once you get to your targeted location, friend carefully 
and slowly.  Those that do friend you use their contact 
list to friend others, but not too many, spread it out.



Not all Exposure is good

• Once you get to your targeted location, friend carefully 
and slowly.  Those that do friend you use their contact 
list to friend others, but not too many, spread it out.

• Go to the pages and start interacting.  Look for people 
that need to connect out.  PRA, MWR, etc.



Facebook Pages

• 13 friends from high 
school and Army within 8 
hours.

• Started to focus on 
Belvoir after 8 hours 
specifically INSCOM

• Careful.  If you get too 
many unanswered 
requests they might block 
you for some period of 
time.



Facebook Pages

• One of the largest high 
schools in Seattle.  Also 
has the biggest facebook 
page followers.  Need to 
hide in the noise.

• Start with people with 
lots of friends.



Facebook Pages

• Work your way up and in.  
Friend people from high 
school to start.  If not 
feasible start with hobbies 
and activities.

• Also use large employers, 
colleges, etc.



Facebook Pages

• Once you have built a 
base you can go after the 
more direct target.

• The closer to your target 
the more methodical you 
need to be.  Try and 
create an objective or 
conversation around a 
friend request.



Facebook Profiles



Facebook Profiles



#Hashtag Jacking

• Insert yourself into a 
localized 
communication 
stream to build a 
connection using 
shared experiences.

• Could be ½ around 
the world.



Pwn U Page

• Create a page to 
further ground 
persona, create a 
landing spot, deliver 
content



Facebook Pages

• Physical device.
• GPS

• Wifi

• Audio

• That was easy



Pwn U Invitation

• E-vite services allow 
you to create creative 
and completely 
customizable e-vites 
with dynamic content.



E-vite Posting Options

• Fully integrated with 
Facebook.



E-vite Posting Options

• Fully integrated with 
Facebook.



Mobile Applications

• Jackeey Wallpaper app (7/28/10) – wallpaper app 
downloaded over 1M times, collects SIM card numbers, 
txt msgs, subscriber ID, voicemail passwords and send 
to www.imnet.us, linked to Shenzen China.

• Camera+ app (8/13/10) – camera app that unlocks a 
hidden tethering feature after visiting a specific website.



POLICIES AND PROTECTION
Module 5



• Lock down all your accounts.

• Understand what you want to get out of SM service use 
and stick to it.

• Reject people you don’t know or are not affiliated with.

• Review contacts for risky use, suspicious behavior.



Top 10 Security Tips

• Facebook – Friends only

• Facebook – Hide your friends list

• Use social media appropriately



Top Tips for Organizations

• Training

• Monitor your brand

• Have mitigation plans
• What ifs

• Social Media Exposure Monitoring


