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Sent: Sunday, September 26, 2010 8:02 AM

Attach: New Media Training.pptx
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Outline

e Trainer

e Class participant introductions
 Name
* Responsibilities to New Media
 What Interests in Social Media?
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Class Structure

e This course Is focused on familiarizing you witltis
media and the benefits and vulnerabilities to irhials
and organizations.

e Each section of this course features the following:
e Lecture
e Hand Outs
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ODbjectives

» After completing this course, students will be dlole

* Define the various components of Social Media and their
potential benefits to your organization.

* Understand and be able to identify social media risks to you
and your organization.

 Make recommendations on proper use and effective methods
for internal training and monitoring for information exposure.
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Outline

e Introduction

» Effective Use

e Risks

e Social Media Recon
 Policy and Protection
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Module 1

INTRODUCTION TO SOCIAL
MEDIA
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What i1s Social Media?

Mediafor social interaction, using highly accessible and
scalable publishing techniques. Social media uses web-based
technologiesto transform and broadcast media monologues
Into social media dialogues. They support the

democr atization of knowledge and information and
transform people from content consumer sto content

producers.
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* [con size represents the
amount of traffic to the
service
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Top Web Destinations

google.com

Enables users to search the Web, Usenet, and images. Features include PageRank, caching and tra...

More
drirdrirdy Search Analytics »  Audience »

facebook.com

A social utility that connects people, to keep up with friends, upload photos, share links and ... More

frdrfrirsy Search Analytics » Audience »

youtube.com

YouTube is a way to get your videos to the people who matter to you. Upload, tag and share your.

Srirdrir Search Analytics » Audience

yahoo.com

Personalized content and search options. Chatrooms, free e-mail, clubs, and pager.

Prirfriry; SearchAnalytics » Audience »

live.com
Search engine from Microsoft.
i ey Search Analytics B Audience b

wikipedia.org
An online collaborative encyclopedia.
frirfrirydsr SearchAnalytics » Audience »

baidu.com
Music search engine and free MP3 & video streaming for all kind of topic.
rér iy Search Analytics » Audience

blogger.com

Free, automated weblog publishing tool that sends updates to a site via FTP,

Privdriryy Search Analytics » Audience »

msn.com

Dialup access and content provider.

rirdrdr Search Analytics »  Audience »
gg.com

PEBARI AN, RHEIRER, FwERN. RgFRblkEgnsd s,

Prirfrirdy SearchAnalytics » Audience »

... More

... More

 The battle for web

domination:
vS. Social.

e Top 20 sites

Search

predominately are social
media based or are
significantly moving

more social.
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Soclal Media Landscape

Google J4 « Social Media techniques
facebook. .
are encompassing more
P and more of our daily
lives.

SOURCEFQRGE
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yelp::" slideshare WIKIPEDLA
- e \
AINLIIE YouQUlL d] ..

~ flickr
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| Ingredients forlife..  |st-fm WARLRAET
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allrecipes)com [
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Future of Social Media

Eventually Everything is...
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Why Is Social so Popular?

* Personalizes user experience. Provides tailored
iInformation and fosters engagement.

e Social Media filters web content based on PIl to
provide you with tailored and targeted information.

* This is information that regular searches are redt w
equipped to provide.
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Socilal vs. Search

e Search can tell me a restaurants location and gi@ovi
contact information or a menu. Social provides thbe
or not the restaurant is good and what is gooddiase
recommendations.

e Search can provide where to buy jeans. Social can
provide whether or not other people with my same
dimensions like those pants or not and why?

e [ts about relevance to me...
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Framework of the Web
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Content Aggregation

150 Networks control 50% of all Internet traffic.

e 30 Companies account for 30% of all Internet tcaffi
Google alone accounts for 6%.

@kamai YUU GOUS[@ l:ILimeIigETEm
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Social Is King

e In 2009, Twitter grew 577% to 100M visits a day
e Facebook grew 187% to 490M visits a day.
* Mobile Social Networking grew 240% in 2009.
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Top Social Networks

! Cyworld
Facebook g
Friendster
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Zing Map data @
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Video Is King

30 Billion videos watched online in the US in April
with the majority from Google sites.

e Currently 35% of internet traffic is video.
 Historically video consumption grows at 70% annyall

e Estimates as high as 60% of Internet traffic wal b
video by 2013.
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Video Projections

Global Consumer Intemet Traffic 2008 - 2013

35,000

30,000
25,000
20,000
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M FileSharing B All Video (Streaming) All Other
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Location is King

 Driving information and services based on location
e Hyper targeted advertising
* Check-in model: Foursquare, FB Places, Gowalla

e Location SNS: Google Latitude, Loopt, etc...
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L ocation Based Services

e Hyper-targeting based on preferences and locatibbn w
change the perception on the release of PII.

o If a service can tell you that what you want issafe right

around the corner your going to opt in.
HB Gary
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When iIs Location Relevant

specially marked

.Llj | o goods for checking in
of = SRS ISP using Facebook

N Places.

 When Wall t start
WAL*MART Rt vt

N
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Other Technologies

Convergence
* Object and Facial Recognition.
 Augmented Reality

e Drive toward user experience.
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Face Recognition

®fOC9.com is that you?

Searching for faces

Tagging Widget

on your HTML pages!

*Migration to implicit rather than explicit release
of PIl. Your in the background of a photograph
and can be automatically identified.
HB Gary
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Object Recognition

*Advancements in this space can not only tell

whose in the photograph but where they are.
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Augmented Reality

 Location-based services, object recognition, an® SN
consolidation

 Real-time, Geo-located web
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Future Web

Social Virtual Local

HB Gary

Federal



Module 2

EFFECTIVE USE
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Effective Use

 Completely dependent on Personal and Business goals
but all areas of social media have a potential titene
that might not be quickly recognizable.
» Collaboration and Partnerships
e Business Opportunities
e Recruiting and Training
e Marketing and Advertising
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Understanding Social Media

e Understanding the markets, etiquette, resources
required for successful engagements is critical to
effective and successful use of social media

o Likewise understanding what could be the potential

risks iIs critical.

 The wrong tweet could cause you to lose your job, customers,
or expose information you wish you hadn't.
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Soclal Networks

e Social Networking Services focus on enhancing the
social relationships of individuals or organizasamho
share interests or activities.

* Facebook — Family and Friend based social network
 Linkedin — Professional social network

* Ning — Topical or micro social networks

 Yammer — Business Social Network

« Twitter — Microblogging

 Tumblr — Social blogging
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Microblogging

e Microblogging is a means of broadcasting small &sun
of information.
o Twitter
e Tumblr
 SNS like Facebook, LinkedIn (through status updates)
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e Content sharing Is yet another way to broadcast and
dialogue
 Flickr — Picture sharing
* YouTube — Video sharing
 SlideShare — Presentation sharing
e Last.fm — Music sharing
* Ping — Music sharing

*A sharing site for just about any media type.
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Publishing

* Wikipedia
 Blogs
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Discussing

 Very interactive conversational, dialogue based.
e Forums
o Skype
« IM
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Massively Multiplayer Online

Games (MMOs)

 Internet-based multiplayer immersive environment
supporting hundreds to thousands of users.
e Characteristics: Interactive, dynamic, online currency.
» Usage: Teambuilding, Role-play, Emersion, Collaboration
 Examples: World of Warcraft, Second Life, SIMs
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e WoW
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Soclial Games

 Variety of online games that incorporate your slocia
network to create a different medium for interactio
e Farmville
 Mafia Wars
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Trademark Share (%) - Social Gaming

Iridnids Tracksrmuadka 02010
[hitp:/ finuidetradamarks com|
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Video Streaming

e Livecasts — Live broadcast video, often with asdeda
chat. Podcasting is an outgrowth.

e Justin.tv

e Ustream.tv

e Livecast.com
e Lifestreaming

e Socializr

e FriendFeed

 Lifecasting — 24/7 life capture.
HB Gary
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What to use and When?

o Twitter — Inform a wide audience on information of
Interest, or current information relevant to your
organization.

e Facebook — Personal friendships or organization
updates through pages.

 Linkedln — Professional relationships, recruiting,
e Youtube — video diaries, training, media marketing

e Foursquare— hyper marketing, intimate customer
engagement.
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Examples of Social Media

 Marketing department uses Twitter to keep a broad
audience
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Module 3

RISKS
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Targeting
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Link Analysis
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Exposure of Information

e Cross platform analysis
 Embedded data (gps, other)
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Exploitation
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Unintended Consequences
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Getting Fired in 140 Characters

or less

e OctavianasrCNN: (CNN ME Journalist) Sad to heahefpassing of Sayyed
Mohammad Hussein Fadlallah.. One of Hezbollah'atgihrespect a lot..

 MikeBacsik (Radio Host): Congrats to all the dikgxicans in San Antonio.

o Stuartmaclennan (UK Politician) Got this fairtradeganic banana is shit.
Can | have a slave-grown, chemically enhanced,tgpatly modified one
please?
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Socilal Media Recon

« Social media provides a wealth of personal and
organizational information that when analyzed in
aggregate can be quite informative.

e« Some easy analysis technigues.

e Facebook — social link analysis can expose information about
partnerships, personal history.

o Twitter — what themes are re-ocurring. Where you get your
news and personal beliefs. Personal linkages.

 Linkedin — Professional background and experience.
 Forums — Hobbies, challenges

HB Gary
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Module 4

USE CASES
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Soclal Media Recon 101

* Who is the target?

» Defense, Commercial, Government
» Characterize the organization and personnel

 What to create?
e pages
* personas

 Hometown, Highschool, College, Jobs

e Likes/disklikes, hobbies?
 Movies, Music, Quotes, Books, Activities

 Build up and in towards your target.
 Create multiple paths HBGary

Federal



Background Research

e Tell me where current military mobile commands are.
e http://www.navy.mil/navydata/navy legacy hr.asp?id=146

o http://www.strategypaqge.com/fyeo/howtomakewar/databases/w
herearethedivisions.asp

e Object recognition. What if | could recognize ARMY on t-
shirts.
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Organization website

Home
About Fort Balvair

&
Relocating fo Fort Belvoair

Map and Directions
Base Operations Staff
Bervicas

Tenant Organizations
Civilian Parsonnel
Belvair Eagle

Llﬂkul of Interesat

Housing

Balvoir Phone Numbars
Army Suggestion Program
Archived News

DaWitt Army Hospital
Balvoir MWR

Press Releases

Belvoir Rags & Puba

Interactive Customer
Evaluation - Let us
Know how we're doingl

o
5‘! .
Operation Eagle Eye

Fort Belvoir
Leaders in Excellence

Upcoming Events | Site Map | Feedback

New Commissary, Exchange and Mixed-Use
Development Environmental Assessment

The draft Environmental Assessment for, “The New Commissary,
Exchange and Mixed-Use Development” at Fort Belvoir is available for
review at hitp:iwww.belvolr.army.milwtu/Draft_Environmental_Assessmentpdf. Interested
parties may submit written comments to Commander, U.S. Army Garrison,
Fort Belvoir, 9430 Jackson Loop, Suite 100, ATTN: Directorate of Public
Works, Fort Belvoir, Virginia 22060-5116 or e-mail comments to
environmental--dpw@conus.army.mil. For more information, contact Mr. Patrick
McLaughlin, Chief of Environmental and Natural Resource Division, at
(703) 806-4007.

Belvoir's Walker Gate to Close for Upgrades

Fort Belvoir's Walker Gate is scheduled to be closed for renovations
this weekend, Aug. 14-16. The gate will close at its regular time Friday
night, Aug. 13, at 9 p.m., and reopen Tuesday, Aug. 17, at 5 am. This
weekend's closure is to prepare the gate site for complete renovation
to begin the next week, on Monday, Aug. 23. On that date, the gate is
scheduled to close again, for a week, and reopen on Monday, Aug. 30
at 5 a.m. Fort Belvoir officials have coordinated the work {o be
completed before the school year begins and school buses begin
using the gate to reach the post's housing areas. Residents and
employees will need to use Pence Gate to enter and leave Fort
Belvoir while Walker is closed. A more detailed article on the work to
improve Walker Gate will appear in next week's issue of the Belvoir
Eagle.

Defense Intelligence Agency opens new facility at Rivanna Station

e Landing pages

provide information
about the org. and
current events.

e Use this information

In social media space
to legitimize profile
and create
conversation.
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Build a Personnel DB

United States Army Intelligence and Security Command

LT = T

}qu Lommand

Commanding General (703} 706-1603
Executive Officer (703) 706-1212
Aide-de-Camp (703) 706-2221

Deputy Commanding General (IMA) (703) 706-1637
Deputy Commander (703) 706-1637
Command Sergeant Major (703) 706-1205

Command Chaplain (703} 706-2043
Inspector General (703) 706-1158

Staff Judge Advocate (703) 706-2536
Senior Cryptologic Advisor (301) 688-6403
U.S. Army Senior Science Advisor (703) 706-1555
Intelligence Principal Assistant Responsible for Contracting (703) 706-2203
& Security Intelligence Oversight office: (703) 706-1203
Directerate of Contracting (703) 428-4580
Command Army G2X (703} 706-2097

8825 Beulah St.
Ft Belvoir, VA
22060-5246

Command
and Staff
Phone
Numbers

v e d it lesred 7 Lind & R o
EViewe leared/

» Contact sheets will
give me people to call
to get bits of
Information.

* Google searches:
e @domain.com
e (703) 706-
e Site: domain.com
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Facebook Pages

— * Most organization

Wall Info Photos Discussions Boxes Notes 2

Q, Filters I
Rafiyga T. Dunnavant Has anyone heard of whether the Bounce Splash on h ave ace b O O k p ag eS

Pullen Field will be cancelled or not due to the weather???7?
& hours ago - Flag

L]
Jenny Patterson Basinger was wondering this myself! tI I at rOVI d e ' l I rre I lt
4 hours ago - Flag
Rafiyga T. Dunnavant Have you heard anythign yet Jenny?

Information.

Rafiyga T. Dunnavant anything*
4 hours ago - Flag

Add to My Page's Favorites
Suggest to Friends

This is the OFFICIAL Fort Belvoir
Facebook page. Views and
opinions expressed here are
those of the writers and do not
reflect an official position of
DOD, the Army or Fort Belvoir.
Call the Public Affairs Office at
(703) B05-5001 for more info.

Mairim Soto-Basel | drove passed the field this morning and the
slides are up. . r r m
3 hours ago - Flag

Mairim Soto-Basel | just called and yes it is still going on.

recon, engage and

3 hours ago - Flag

Information n
Location: Fort Belvoir Not to worry about your eggs if you bought 'em at the fO rm CO n n e Ct I O n S
9820 Flagler Road Suite 201 Commissary . —
Fort Belvoir, United States, 22060 http://www.armytimes.com/mobile/index.php?
Phone: storyUrl=htt p%3A%2 F%2 Fwww.armytimes.co
(703) 805-5001 m%2FnewsX2F2010%2F08%2Fmilitary-eggs -commissaries -recall-
082010wH2F
Mon - Sun £ "
7:00 am - 7:00 pm 20 hours ago via Facebook for iPhone

£ 4 people like this.
1,848 People Like This
1 View all 4 comments

_ Jonathan Nosrati @Ching-Yao Yu: "This strain of bacteria is
I ¥ found inside a chicken's ovaries, and gets inside an egg.”

-

http: / /www.google.com/hostednews fap/article /ALegM5hC

Brenda Jessica van gQpXZIEF) 7k kmSWS5 TIXjisulxPQDIHNH3IPEZ
Iewell Fasnacht Campbell 18 harire 3nn . Flan HB’Gar
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Linkedin Searches

Account Type: Business Welcomea, Aaron Barr + Add Connectio

LiﬂkEd Home Profile Contacts Groups Jobs Inbox More... !Pecplnv

Find People  Advanced People Search  Reference Search  Saved Searches ® S e arC h fo r p e O p I e
@ Looking for Army candidates? Post your Army job on Linkedin. aS S O C i ate d W i t h

Search Sort by: Relevance -~ View: Basic - 3M resuits. &5 Save . .

o mihar 5 52 organization.
NS Deputy Commander, INSCOM at US Army

Eirst Name: Washington D.C. Metro Area | Military

Last Name: Chief, Engineering and Installation Branch at ® S p e C i fi C p e rS O n al

INSCOM CIO/G6 at US Army

Title: | \é\.f;:ngmn D.C. Metro Area | Information Technology and I n fo rm at I O n re g ard I n g

Current or past

Lawrence Rickard &)

- A work experience and
AL Washington D.C. Metro Area | Military

| Current 4
L]
— St (Bt} Ak 0 skill sets
Director of Contracting, U.5. Army INSCOM u

Location: Washington D.C. Metro Area | Government Administration

Located in or near: TR
Country: Dianna Plummer (5=
| United States =] Chief, IM/IT IDC at Department of Army
Postal Code: ‘;.f;:::lzgmn D.C. Metro Area | Information Technology and

22080 Lockup
e Budget Analyst at US Army INSCOM

25-Ariankem) = Washington D.C. Metro Area | Logistics and Supply Chain
] Keep fiter selections
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Facebook Profiles

Dianna Plummer (Dianna Pendergraph) |+ Add as Friend | o I n d IVI d u aI P rOfI I e

Info

. I I l
|_-E’| Dianna only shares some of her profile information with everyone. If you know Dianna, send S O C I a re CO
her a message or add her as a friend.
SN Link Analysi

Sex: Female

Send Dianna a Message

N Likes and Interests
Friends

67 friends Seeall Activities Show all (3)

Christien James Debra

Ray Burch Pendergr
aph

Reading and Traveling

Chris Wally
Plummer Bethea

Music Classic rock, Yoko Says No!

Report/Block this Person

| ® Share

Books Sidney Sheldon, Beverly Lewis

HB Gary
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Whats in a Picture?

.
facebook 1 * Interesting photo on

U.S. Army Special Forces Command (Airborne)'s Photos - Special Forces in Action

Photo 8 of 20 Back to Album - U.5. Army Special Forces Command (Airborne)'s Photos - ULS. Army Special Forces Command
(Airborne)'s Prefile .

« Embedded GPS
« Facial recognition

HB Gary
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Background Search

BeenVerified.com - Steven Paul Jobs

L] -
<] O M =+ rwv.-.fw.bccmrerific.:d.c0m."mport:s.-’fft:»‘&?ﬂcaot1353c:bdddU08E38ﬁ15b450\... C,1 ( @ FI I IS I I I pe rSOI I aI

S Paul Job : "
Lozgci\cligrvl\lalngléreek?CAsl Age: 55 e :—::port Monitoring - h IStO ry an d faml Iy

Click here to begin monitoring this
ig= N e
wls - =

*_ S % report for changes. - -
7 e O FElAtIONSHIDS
updates to this information. u

Overview Property Crirninal Relatives Street View  Social Search  Sex Offende
B view
Possible Relatives and Associates Locations -
We found 4 people that could possibly be related to Steven Paul Jobs. R . aI I I I y I I l e l I I e rS l | S e
# Name Age Previous Addresses
ecent Reports
1 Laurene Powell Jobs 46 2101 Waverley St, Palo Alto, CA 94301

]

L ]
95 Robles Dr, Woodside, CA 94062 ® | Steven Jobs f r X n I I
440 Santa Rita Ave, Palo Alto, CA 94301 = about 22 hours ago
101 Ygnacio Valley Rd, Walnut Creek, CA 94596
240 High Crest Dr, West Milford, N.J 07480 | Heather Alexander
3901 Spruce St, Philadelphia, PA 19104 I EEBEE - “1:
780 Montrose Ave, Palo Alto, CA 94303 B | Julis Alaxander I I |e I a p rO I I n g
2335 Pacific Ave, San Francisco, GA 94115 B 14 caye ago n

870, Philadelphia, PA 19104

0]

& Deborah L Alexander
2. Ellman Burke Jobs Unavailable 2101 Waverley St, Palo Alto, CA 94301 14 days ago
440 Santa Rita Ave, Palo Alto, GA 94301
601 California St, San Francisco, CA 94108 P_)| belhaleins
14 days ago
3. Johnson Jobs Unavailable 2101 Waverley St, Palo Alto, CA 94301 ™ | Keith Alexander
440 Santa Rita Ave, Palo Alto, GA 94301 2 clays ago
601 California St, San Francisco, CA 94108
£ | Aaron Barr
4 Stecen P Jobs Unavailable 1 Infinite Loop, Cupertino, GA 95014 14 days ago
& Scott Brown

14 days ago

Joshua Leibner
15 days ago
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Twitter Page

ClLlnrrer Home Profile Find People Settings Help Sign out

- e * Personal Info
= Location DC Metro Area
L { . n|CKharbour Web http:/ /www.rnicro...

& ' Bio Reverse Engineer.

. Malware Analyst for

g Mandiant. Doesn't afraid of () q at O t e OSt

anything.
+ Following & &) Elsts v fFv 114 493 34

following followers  listed

. *Who do they follow

| bought Civ5 and Halo Reach for Favorites
this weekend. Do not expect me Actions ° qu fO”OWS them
to hang out W|th you block nickharbour

report for spam

Also followed by @lennyzeltser, @Mandiant, and @carnaldwnage

You both follow

e )
=1 Nightvision242 A higgs-boson walks into a church. The ‘ E:‘lﬂ
priest says you arent allowed in here. The higgs-boson says
without me how can you have mass? Following

gerwested by nickharbourand 18 others A%
#ff @strcpy @quine ni!o 2:_'
this sort of "faith-healing" thing disturbs me '1 “ l:l’h n
it 1Sl iy W23 Faeapalim tl SxE

| | SOuEAT
epic day yesterday, toured @dogfishbeer, drank a super-hop

infused ale from #DFHRandall and we bought a truckload of Vil
dogfishhead beer —

nickharbour’s tweets HB}Gary
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Classmates

Email:

D) classmates-com: ~—— i o FllIS In personal
history. May need to
use someone from

—_— ~"  pastin development

*Year of birth

; Classmates is firmly committed to Of e rS O n a rOfI I eS
Title OMr. OMs. OMrs. O Miss privacy. Please read our Privacy "

Palicy to learn mare.
* First name

% Roosevelt High School has 13446 members listed.

Please complete your free registration to view your alumni from Roosevelt High Schoal.

A password will be sentin a
Last name confirmation email to the email
address you provide.
* Last name at graduation

* Email address

* Retype email address to confirm

Current ZIP /Postal Code

By clicking 'Submit', you agree to the Classmates Terms of Service and Privacy Policy. A
password will be sent In a cenfirmation emall to the emall address you provide.

Submit

HB Gary
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Reconnaissance Flow Graph
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Profile Building

e Fills in personal
history. May need to
use someone from
past in development
of persona profiles.

HB Gary
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Not all Exposure Is good

 Build Social Maps
* Deep Dive on an individual

 Direct Traffic — to a photograph, purchase, clicking
something.

e Once you get to your targeted location, friend ftaise
and slowly. Those that do friend you use theirtaoin
list to friend others, but not too many, spreauliit.

HB Gary
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Not all Exposure Is good

* Once you get to your targeted location, friend ftaise
and slowly. Those that do friend you use theirtaoin
list to friend others, but not too many, spreaaliit.

* Go to the pages and start interacting. Look farpe
that need to connect out. PRA, MWR, etc.

HB Gary
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Facebook Pages

facebook &

Sean [l ttin' uo. starting a new day in a new place. o an o soo dear ¢ 13 frl en dS fro m h I g h
e e school and Army within
& Tell us about yourself. Begin editing your profile below. h O u rS .

About Me # Edit

wicwo e » Started to focus on
L g % Belvoir after 8 hours

Political Views: Not sure yet .
specifically INSCOM
n i # Bio Recently became all | could be. Miss home but | am enjoying a new experience

o Careful. If you get too
mmm— many unanswered
requests they might bloc
you for some period of
time.

¢ Edit

Work and Education

UNITED STATES ARMY

Likes and Interests

Football, Hiking

HB Gary
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Facebook Pages

facebook 1 Search

— e One of the largest high
Garfield High School | & Like | .
Info Related Posts Wikipedia SC h OO I S I n S eattl e " AI SO
Our goal is to make this Community Page the best collection of shared h aS th e b i g g eSt face bOO k

knowledge on this topic. If you have a passion for Garfield High School, sign
up and we'll let you know when we're ready for your help. You can also get us

started by suggesting the Official Facebook Page. page fOIIOWEfS NeEd to
Description hlde In the nOISe-

From Wikipedia, the free encyclopedia
James A. Garfield High School is a public high school in the Seattie Public Schoaols district of

o Start with people with

Located along 23rd Avenue between E. Alder and E. Jefferson Streets in Seattie's urban Central
District, Garfield draws students from all over the city. Garfield is also known as the magnet school

.
for the school district's Accelerated Progress Program for especially gifted students. As a result it I OtS Of frl e n d S
has many college-level classes available ranging from calculus-based physics to Advanced u

Placement (AP) studio art.

| e N
Patrick Leah Nicole History
Moaney TheGreat Mayu James A, Garfield High School was founded in 1920 as East High School at its current location. The
Travis first graduating class consisted of only 282 students who transferred from Broadway High School. In

three years, the school's enrollment forced the 12-room building to be scrapped for the Jacobean-
style building designed by Floyd Maramore. In 1929, the city commissioned the architect to design
an addition for the school as enrollment peaked at 2,300 students.

Carter Nadine Garfield High School has long played a key role in its neighborhood, and because the Central District
Yasutake Roblot- Jones has changed, so has the school's population. In its early decades, the school was noted for its
Coulands Jewish, Japanese and Italian populations. After Warid War II, the neighborhood became
predominantly African-American and by 1961, 51 percent of Garfield students were black,
compared to only 5.3 percent of the general Seattle schooi district population. In the late 1960s and
1970s, Garfield was at the center of the school district's attempts to avoid forced busing through
various plans, including turning it into a "magnet” schooi. This began the focus on music and

Create a Page 1 5
science that persist to the present day.

Report Page
Read More

— HB Gary
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Facebook Pages

B Work your way up and ir
The U.S. Army For those of you who have served - past, present, and future - incluc

civilians - thank you. We are great because of you. Please take a moment to suggest thi F rl e n d peo p I e frOI I I h I g h
and friends so we can have more people supporting the U.S. Army. 13 hours =
wall Info HOOAH! Discussions Other Pages RSS/Blog » S C h O O I to Start If n Ot
L ]

Write something...

A - feasible start with hobbies

o T P A P o TED 124K kb

The US. Army + Others [QUTCHIESEV W Just Others an d aCtIVItI eS
Suggest to Friends .

Subscribe via SMS The U.S. Army For those of you who have served - past, present, and

future - including family members and civilians - thank you. We are great

because of you. Please take a moment to suggest this page to your family Y AI SO u E ;e I ar e e m I O e rS
Welcome to the U.5. Army's and friends so we can have more people supporting the U.S. Army. ]
Official fan page on Facebook, a 13 Kours:age Comment Like

place to connect, share, and tell O

us what you think. If you're = ;

locking for the official source of i 2,677 people fike this. ‘ O eg eS y e ‘ .

information about the U.S. Army, g

visit our homepage at L) View all 327 comments

www.army.mil.

Write a comment..

(LD The U.S. Army What do you think of the new multi—cams?
Troops receive new MultiCam ACUs, gear
www.armytimes.com

CAMP SHELBY
EIJan Improvemen

Location
1500 Pentagon
Washington, DC, 20310

— A new Army Combat Uniform —

ng nearly a
ed the quick
eaded to the

385,254 People Like This

‘ﬂl.‘;lho.u.’s ago - Comment - Like - Share - Report

: 1 1,416 people like this.
Letha Paul Rachel

L) View all 883 comments
Waltemath Baggett Bonzo—
Kibble

Write a comment...

HB'Gary

Federal



Facebook Pages

Fort Belvoir @' o Once yOU have bUIIt a.
Wall Info Photos Discussions Boxes Notes » base you Can go after the

Q, Filters

Rafiyga T. Dunnavant Has anyone heard of whether the Bounce Splash on

Pullen Field will be cancelled or not due to the weather???7? m O re d i re Ct targ et .

6 hours ago - Flag

n Jenny Patterson Basinger was wondering this myself!

* The closer to your target
Rafiyga T. Dunnavant Have you heard anythign yet jenny?
the more methodical you
Rafiyga T. Dunnavant anything® y
4 hours ago - Flag

;F:éseézéieﬂgggl.c\llilzvzo;gelv0|r ﬂ Mairim Soro-Basel | drove passed the field this morming and the n eed to b e . I ry an d

Add to My Page's Favorites
Suggest to Friends

opinions expressed here are slides are up.
those of the writers and do not
reflect an official position of

DOD, the Army or Fort Belvoir,
Call the Public Affairs Office at
(703) 805-5001 for more info.

3 hours ago - Flag

S S S create an objective or

3 hours ago - Flag

e conversation around a

3 hours ago - Flag

Fort Belvoir Not to worry about your eggs if you bought 'em at the fri e n d req u eSt .

Commissary

Information

Location:
9820 Flagler Road Suite 201

Fort Belvair, United States, 22060 ; hetp: f /www.armytimes.com/mobile/index.php?

Phone: storylUrl=http%3A%2 F%2 Fvwww.armytimes.co

(703 205-5001 m¥%2Fnews%2F2010%2F08%2Fmilitary-eggs-commissaries-recall-
082010wH2F

Mon - Sun . .

7:00 am - 7:00 pm 20 hours ago via Facebook for iPhone

Y 4 people like this.
1,848 People Like This
=) View all 4 comments

N Jonathan Nosrati @Ching-Yao Yu: "This strain of bacteria is
- I #7 found inside a chicken's ovaries, and gets inside an egg.” HB’Gar
_ - __. — httpf feww.google.com/ hostednews fap /article /ALegM5hO
Erenda Jessica Van QpXZFEF) ThkmSWS TIX|IsuUxPQDIHNHIPEZ

lewell Fasnacht Camobbell 1R hanre ann . Flan Federa'

-




Facebook Profiles

George Mesias ! # Add as Friend |

Info

IH George only shares some of his profile information with everyone. If you know George, send
him a message or add him as a friend.

About Me

Sex: Male

s - &
i s % ik Likes and Interests

Music Old schoa! hip hop, Anything That Sounds Good
Information
Networks Oid schoo!
Montclair Alum '04 hip hap

United States Army
Ceorge Mason Crad Student '11

His Dark Materials, Harry Potter series, Silence of the Lambs,
= Three Cups of Tea, Malcom Gladwell
Friends

316 friends See All
3
Fx

.

‘I’l Movies WALL=E, In America, City of Men, Anchorman: The Legend of
ustin i Perc',r- Ron Burgundy, .5c<.}tt Pilgrim _\.-s._ the World, t;uty of .Cod,
Lane Ortega Enrique Stranger than Fiction, Pulp Fiction, Hayao Miyazaki, J. J.
Chang Abrams, Edgar Wright, Christopher Nolan, Alfonso Cuaron, WALL«E

Clint Eastwood, Jon Favreau and 1 more

_g Television Phineas and Ferb, Futurama, The Shield, Chappelle's Show, ]
Mannine  Frank Samjoe

Conen Federal




Facebook Profiles

Jeff Pridgen [ 2 Add as Friend |

Wall Info

I__E\ Jeff only shares some of his profile information with everyone. If you know Jeff, send him a
message or add him as a friend.

About Me

Send Jeff a Message

nfo Sex: Male

Information Siblings 5L|:-_ue Pridgen )
Trish Pridgen Weeks

Relationship Status: Children: Christian Pridgen
Married to Savannah Jackson
Tracy Bass Pridgen Lauren Jackson
Children Relationship Married to Tracy Bass Pridgen
Christian Pridgen Status
Savannah Jackson
Lauren Jackson Hometown Rocky Mount, North Carolina
Hometown

Rocky Mount, NC

Z Work and Education
Friends

278 friends See All Er

United States Army November 1995 - Present
585G

——
'_,_‘P | Work in FDC in a Field Artillery Unit
L,.-i L. ‘\’Jt e . o
Kelly Little fan Frankie Pridgen Tire & Auto Center May 1991 - Present

Livingston Anderson Exec VP

- Rocky Mount, Morth Carolina
P T
!‘3

We are a family owned full service tire and auto repair business located at 3521
Sunset Ave. Rocky Mount, NC.

| F | s

"I

Ryan Larry B. Scott

Cooper High Waters

United States Navy May 1986 - May 1991
AW2Z
Aviation Anti-Submarine Warfare Operator and Search and Rescue Swimmer

High School Rocky M t High '81

!"- _‘.'--harenl Frederick Military Academy '81 __
— (10 Federal




#Hashtag Jacking

#internet he is inventing Interplanetary communications.

ﬁ aaronbarr It's not good enough Vint Cerf is the father of the
#pnldc

q milouness Won't aliens just hack the interplanetary internet?
I #pnldc

t

robpegoraro Cerf cont'd: but TCP/IP needs extensions to
handle hours of latency and authenticate all data - can't have
a Mars rover hacked #pnldc

ht[p Htwﬁp:c com !2 525cu

agahran RT @digiphile: Vint Cerf describing an interplanetary
IP network with Mars Rovers. #pnldc
hllp leupqc com!252:2? {@SkyGuy, note!}

=l

—l agahran RT @digiphile: "TCP/IP works fine on Mars but not
@ between planets. Speed of light is too slow."-Vint Cerf #pnidc

planets. The speed of light is too slow."-Vint Cerf #pnidc
http Htwwmc com32525cu

IFRome

i digiphile "“TCP/IP works fine on Mars but not between

IP network with Mars Rovers. #pnldc

digiphile Geeking out. Vint Cerf describing an interplanetary
hm:l .rf[w:tplc comf252:»2?

* Insert yourself into a
localized
communication
stream to build a
connection using
shared experiences.

e Could be 2 around
the world.

HB'Gary

Federal



Pwn U Page

I UBER PWN

N|0/0[B

Add to My Page's Faveorites

Suggest to Friends

PWN (verb) L. An act of
dominating an oppeonent. 2.
Creat, ingenious; applied to
methods and objects. Originally
dates back to the days of
WarCraft, when a map designer
rmispelled “Own" as "Pwn". What
was originally supose to be
“player has been owned.

2 People Like This

Mo friends like this page.

Pwn _E"E

Wwall Info Photos Discussions

Pwn + Others m Just Others

Pwn Pronunciation: (pdn) Originally a misspelling of the word own, as
§ in to totally have a skillful advantage over someone or something pwn
is to more than just own; to pwn.

September 7 at 7:48pm

[E] Pwn joined Facebook.

e Create a page to
further ground
persona, create a
landing spot, deliver
content

HB Gary
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Suggest to Friends

The HOOAH! Button's mission is
to inspire, motivate, and add
some fun. Order yours now.
http: f fwww. hooahbutton.com /

HOO-AH! (who'-ah}: It's military
for motivated!

Information

Founded
2008

13,500 People Like This

Henry
‘Wang

ook Pages

Hooah! Button | £ Like |

wall Info Photos FOR FANS ONLY! YouTube Links
Basic Info
Founded 2009

Detailed Info

Website http! / fhocahbutton.com
Company Overview Crootz is a 100% woman owned for-profit business developing
a complete arsenal of military-themed gifts, novelties, games
and candy. The one-and-only HOOAH! Audie Button is a
division of Crootz. It is distributed exclusively by Crootz, under
license from TCBC Enterprises.

Mission: To field an arsenal of patriotic and military themed audio
buttons, These products provide the military community and
general public with a pre-packaged capability to participate in
a slice of military life while demonstrating their support for the
troops. HOOAH!

If you think you can help us accomplish that mission, we'd like
to talk to you. We are loooking for representatives in and
around major military installations if you are interested in
becoming a member of the Crootz team email to
admin@crootz.com

Products HOOAH! Audio Button
Far see a virtual demo button, turn up your speakers first, then
go to http: /hooahbutton.com

Facebook Page http: / fwww.facebook.com/HooahButton

>

* Physical device.

e GPS
o Wifi
e Audio

 That was easy

HB Gary
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Pwn U Invitation

* E-vite services allow
you to create creative
and completely
customizable e-vites
with dynamic content.

| This Is the link you will click that will compromise your machine. ‘

HB Gary
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i

YOUR ORDER: AL56-5354
explore cocodof .

- cards & initations

Remember the Date - Event ... INCLUDED:
$0.00
- Wanage & track all of
. g ‘events SUBTOTAL $0.00
" 4 ' DISCOUNT $0.00
» - create E}OHY Aream TAX $0.00
‘ weddinge witha cocodof! SHIPPING $0.00
TOTAL $0.00

. VIEW + MANAGE YOUR CARD

- K3 POST TO YOUR WALL
Kl PosST TO A FRIEND'S WALL
Kl SEND TO FRIENDS' INBOXES

Your Facabook recipents wal nof appsar on your
recipien! b=t uniesa they leave & commenl.

 Fully integrated with

Facebook.

HB Gary
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E-vite Posting Options

Fully int ted with
From: Spoofed Name Here <mailer@delivery.cocodot.coms
Subject: Spoofed Name Here sent you a card
Date: September 16, 2010 1:43:41 PMEDT ace OO
To: Aaron Barr [ ]

Aaron Barr, you have been sent a card...

HB Gary
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Mobile Applications

» Jackeey Wallpaper app (7/28/10) — wallpaper app
downloaded over 1M times, collects SIM card numpers
txt msgs, subscriber ID, voicemall passwords and se
to www.imnet.us linked to Shenzen China.

o« Camera+ app (8/13/10) — camera app that unlocks a
hidden tethering feature after visiting a specN&bsite.

HB Gary
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Module 5

POLICIESAND PROTECTION

HB Gary
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* Lock down all your accounts.

e Understand what you want to get out of SM servee u
and stick to it.

* Reject people you don’t know or are not affiliateith.
e Review contacts for risky use, suspicious behavior.

HB Gary
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Top 10 Security Tips

* Facebook — Friends only
e Facebook — Hide your friends list
e Use soclial media appropriately

HB Gary
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Top Tips for Organizations

e Training
* Monitor your brand

« Have mitigation plans
e What ifs

» Social Media Exposure Monitoring

HB Gary
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