
 
 

From: "Aaron Barr" <aaron@hbgary.com>
To: "Liddy, Corinne C" <ccliddy@nsa.gov>
Sent: Tuesday, June 15, 2010 6:35 AM
Attach: REBL Presentation.ppt
Subject: Re: ReBl Briefs Needed ASAP
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Presentation. 
 
I will bring a copy on disk, but just in case. 
 

 
On Jun 14, 2010, at 10:30 AM, Liddy, Corinne C wrote: 
 

All- 

  

As of 1000 on 14 June 2010, no member of the ReBl planning committee has a soft copy of your brief.  Please let 

those in the CC’ed line know whether you will be bringing a copy of your brief on CD (that will not be returned to 

you) or if you will be forwarding us the brief.  This needs to be done as soon as possible. 

  

We look forward to hearing your brief this week.  

  

R, 

Corinne 

  

_______________________________________________________________________________ 

Corinne Liddy 
Red/Blue Team Planner 

ccliddy@nsa.gov ***ccliddy@nsa.smil.mil***ccliddy@nsa.ic.gov 
410.854.8964 

  

 
Aaron Barr 
CEO 
HBGary Federal Inc. 
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Social Media, Exploitation, 
and Persistent Internet 

Operations
Aaron Barr

CEO



a s Soc a ed

Social media are media for social interaction, using highly 
accessible and scalable publishing techniques. Social 
media use web-based technologies to transform and 

broadcast media monologues into social media dialogues. 
They support the democratization of knowledge and 

information and transform people from content consumers 
to content producers.



a s Soc a ed

Eventually everything is...



Soc a ed a e o u

Collection and correlation of information to 
drive content in real-time. 

Everyone has a voice.  Desire to connect a
collaborate in real-time.  Platforms are 
adapting.

Mobile access of information and services w
continue to increase dramatically.



S S ea do



op 0 es a o s

The top 20 sites 
are social 
networking 
platforms, with 
the exception of 
Amazon at #18.



G oba S S by Cou



Soc a ed a S a s c

Social Networks and Blogs are the most 
popular online category.

n 2009, Twitter grew 577% to 100M visits a
day and Facebook grew 187% to 490M visi
a day.

Mobile Social Networking grew 240% in 200



g a o o e e
150 Networks control 50% of network traffic

30 Companies account for 30% of all intern
traffic.  Google alone accounts for 6%.

Web is concentrating to large content 
providers.

Localization and Personalization of 
nformation is becoming more prominent.

nternet is shifting from an information medi
to an entertainment and social medium.



ype G a s
esterday Today

Tier1 ConteContent



S S us ess
6.8% of Business Internet traffic goes to 
Facebook, 10% goes to YouTube

Who is doing the monitoring of in service 
content and applications?

Linkedin considered a significant resource i
he business community, especially small 
businesses.

Twitter and Facebook also commonly used 
a marketing tool.



S S Go e e

DoD DTM 09-026 – Responsible and Effect
Use of Internet-based Capabilities.

DNI Directive for responsibility to share 
classified information amongst those with a 
need to know.

Analytic Transformation

nternal Collaboration: Intellipiedia, A-space



a eu Co e

An amateur voice of thousands is more 
responsive and accurate than the trained 
voice of one.

More choices to select the voices of interest

Wikipedia is more accurate than encycloped



deo

30 Billion videos watched online in the US in
April with the majority from Google sites.

Currently 35% of internet traffic is video.

Historically video consumption grows at 70%
annually.

Estimates as high as 60% of Internet traffic 
be video by 2013.



deo



Ga g

n 2008 video game sales surpassed movie
sales.

n 2009 traditional game sales declined, wh
digitally delivered casual game sales 
skyrocketed.

Phone/iPad/Android and SNS Social Gamin
s starting to drive the market.

Virtual goods sales surpassed $1B in 2009.



Soc a Ga g



oca o Se ces

Driving information and services based on 
ocation

Hyper Targeted advertising

Checking model: Foursquare, Gowalla

Location SNS: Google Latitude, Loopt, etc…



oca o ased Se c



ace ecog o



Objec ecog o



U ed Co s

ntegration of real-time communications.

Simplify personal and business 
communication.



ug e ed ea y

Augmented Reality: 
LBS, object 
recognition,  and SNS 
consolidation

Real-time, Geo-
ocated web



acy s Co e
The amount of exposed personal informatio
will increase dramatically to drive content.

Privacy is a receding tide.

Privacy dialogue has focused on single 
platforms.      Ex: Google Buzz and Facebo

Google project to derive searchable text fro
video and audio clips.

Static Web -> Social Web -> Realtime web 
Geolocated web.  Live Location based SN 
Web



e so a o a o

SNS and LBS integration with technology; 
object recognition, video and audio to text 
conversion.

Overhear a conversation, take a picture, we
will tell me who it is.

Find a picture of interest.  Web will tell me 
who it is and where they are.



g a ge p s
This is me…

1

5



p o a o o S
Social Media is the single most effective 
resource when developing targeted attacks

There is no firewall, no anti-virus program fo
the human brain

No technological capability to protect PII.

Little capability to monitor and protect again
n app content.

How can you tell the different between a 
egitimate program collecting information to
drive content vs malware?



S S ac a o

Malicious content in ads or apps.

Reconnaissance and Social Engineering.

CovCom and Command and Control.



s o ca ac s

Phishing and Spear Fishing

Attacks on SNS increased 70% from 2008 t
2009.

C&C Resources

Aurora good example of effectiveness of us
SNS for Reconnaissance and execution.



aceboo ea ess

Sophos conducted an experiment in late 20
and started friending random people.

46% accepted

89% divulged their full birthdates

50% town of residence

LikeJacking



S S Secu y

Block it

DLP

Training

Protect you PII

Use platforms specifically.

Be suspicious of content, even from friend



Ope a o s

Persona Management

Backstopping

No information is information.  Real vs. Alt.

Government needs to think commercially

Limited use of SNS for government purpose

CovCom



ac g ou d Sea c
Gather personal 
nformation and 
nformation 
about 
mmediate 
family

Do SNS 
searches for 
family 
members.



ed

LinkedIn 
provides one of 
the best 
resources for 
dentifying
specific targets



ed

Linkedin
provides 
detailed 
professional 
nformation as 
well as 
associates.



aceboo e ds

Facebook 
Privacy defaults 
to off.

Most peoples 
friends lists are 
exposed.



ou squa e o e

Location 
nformation on 
Gray including 
spots he 
frequents most 
and friends.



ou squa e

nformation on 
Location, who 
frequents, tips, 
events.



Goog e a ude

Real-time 
ocation based 
messages using 
Google Buzz.



Go a a

Gowalla is 
currently the 
most 
nformative 
LBS.



Go a a oca o

See Everyone 
that has 
checked in at 
Apple HQ.

Mondays are 
ndoc days at 
Apple.



Go a a oca o

Berry is excited 
to be starting 
with Apple 
today.

And look he has 
a twitter 
account too.



e

Twitter provides 
ots of good 
background 
nformation

Service 
ntegration



u u e

Suzanna Hamilton
Age: 35

Occupation: Trainer
Profile
History
Topics

Martin Place
Sydney Australia
Opened in 1891

History
Events

Recent Visitors

Eric Arthur Blaire
Age: 44

Occupation:  Author
Profile
History 


