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From: "Aaron Barr" <aaron@hbgary.com>
To: “Liddy, Corinne C" <ccliddy@nsa.gov>
Sent: Tuesday, June 15, 2010 6:35 AM

Attach: REBL Presentation.ppt
Subject: Re: ReBl Briefs Needed ASAP

Presentation.

| will bring a copy on disk, but just in case.

On Jun 14, 2010, at 10:30 AM, Liddy, Corinne C wrote:
All-
As of 1000 on 14 June 2010, no member of the ReBl planning committee has a soft copy of your brief. Please let
those in the CC’ed line know whether you will be bringing a copy of your brief on CD (that will not be returned to

you) or if you will be forwarding us the brief. This needs to be done as soon as possible.

We look forward to hearing your brief this week.

R,
Corinne
Corinne Liddy
Red/Blue Team Planner
ccliddy@nsa.gov ***ccliddy@nsa.smil.mil***ccliddy@sa.ic.gov
410.854.8964
Aaron Barr
CEO

HBGary Federal Inc.
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you) or if you will be forwarding us the brief. This needs to be dose@s as possible.
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Socilal Media, Exploitation,
and Persistent Internet
Operations

Aaron Barr
CEO

HB Gary



N g facebook

Social media are media for social interaction, using highly
accessible and scalable publishing techniques. Social
media use web-based technologies to transform and
broadcast media monologues into social media dialogues.
They support the democratization of knowledge and
nformation and transform people from content consumers
to content producers.

- B ) U



Eventually everything is...




_ollection and correlation of information to
irive content in real-time.

—veryone has a voice. Desire to connect a
>ollaborate in real-time. Platforms are
adapting.

Viobile access of information and services \
sontinue to increase dramatically.
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google.com
Enables users to search the Web, Usenet, and images. Features include PageRank, caching

he top 20 sites

Wriririrys SearchAnalytics » Audience »

youtube.com
YouTube is a way to get your videos to the people who matter to you. Upload, tag and share y

|
- 2 facebook.com
¥ ‘ ! S O C I a A social utility that connects people, to keep up with friends, upload photos, share links and .
i Search Analytics » Audience »
{ Ki

g i Search Analytics » Audience »
|
dlatforms, with * yahoocom
) | Personalized content and search options. Chatrooms, free e-mail, clubs, and pager.

L

Triririryr Search Analytics » Audience »
he exception of 5 live.com
Search engine from Microsoft.

! - _,,_

oo T Search Analytics » Audience =

Amazon at #18.

An online c:c-llabc-rative encyclopedia.
wiririry Search Analytics » Audience »

7 baidu.com
Music search engine and free MP3 & video streaming for all kind of topic.

i - -

iy Search Analytics »  Audience »

blogger.com
Free, automated weblog publishing tool that sends updates to a site via FTP.

=5

Triririryr Search Analytics » Audience »
4 msn.com

Dialup access and content provider.

i Search Analytics » Audience »
10 gg.com
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Soclal Networks and Blogs are the most
Jopular online category.

n 2009, Twitter grew 577% to 100M visits :
Jay and Facebook grew 187% to 490M vis|
1 day.

Vlobile Social Networking grew 240% in 20
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150 Networks control 50% of network traffic

30 Companies account for 30% of all intern
raffic. Google alone accounts for 6%.

Neb Is concentrating to large content
yroviders.

_ocalization and Personalization of
nformation is becoming more prominent.

nternet Is shifting from an information med
0 an entertainment and social medium.
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).8% of Business Internet traffic goes to
-acebook, 10% goes to YouTube

Nho Is doing the monitoring of In service
ontent and applications?

_Inkedin considered a significant resource |
he business community, especially small
)usinesses.

witter and Facebook also commonly used
1 marketing tool.



J)oD DTM 09-026 — Responsible and Effect
Jse of Internet-based Capabllities.

ONI Directive for responsibility to share
lassified iInformation amongst those with a
1eed to know.

Analytic Transformation

nternal Collaboration: Intellipiedia, A-space



%

. ; ‘éfﬁ‘ .
Vs -

\n amateur voice of thousands is more
esponsive and accurate than the trained
/oice of one.

Viore choices to select the voices of interes

ANilcineadia ic more acciirate than ancveloned



30 Billion videos watched online in the US |
\pril with the majority from Google sites.

_urrently 35% of internet traffic is video.

Historically video consumption grows at 70¢
innually.

-stimates as high as 60% of Internet traffic
)e video by 2013.



Global Consumer Intemet Traffic 2008 - 2013
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n 2008 video game sales surpassed movie
ales.

n 2009 traditional game sales declined, wh
ligitally delivered casual game sales
s kyrocketed.

Phone/iIPad/Android and SNS Social Gami
s starting to drive the market.

/irtual goods sales surpassed $1B in 2009,



Trademark Share (%) - Social Gaming

Mietecr Games g
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|t Trackermerks TE010
{http:f finsidetraderarks com)




Jriving information and services based on
ocation

1yper Targeted advertising
_hecking model: Foursguare, Gowalla

.ocation SNS: Google Latitude, Loopt, etc.
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ntegration of real-time communications.

>iImplify personal and business
ommunication.



Augmented Reality:
_BS, object
‘ecognition, and SNS
“onsolidation

Real-time, Geo-
ocated web




54

'he amount of exposed personal informatic
vill iIncrease dramatically to drive content.

Jrivacy Is a receding tide.

rivacy dialogue has focused on single
dlatforms. EXx: Google Buzz and Facebo

500gle project to derive searchable text fro
/Ideo and audio clips.

Static Web -> Social Web -> Realtime web

seolocated web. Live Location based SN
AN ah



SNS and LBS integration with technology;
bject recognition, video and audio to text
“onversion.

Overhear a conversation, take a picture, we
vill tell me who it Is.

-Ind a picture of interest. Web will tell me
vho It Is and where they are.
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Soclal Media Is the single most effective
‘esource when developing targeted attacks

I'here Is no firewall, no anti-virus program f
he human brain

\No technological capability to protect PII.

_ittle capability to monitor and protect agair
n app content.

How can you tell the different between a
egitimate program collecting information to

rinvie contant wve mMahanara?



vialicious content in ads or apps.
Reconnaissance and Social Engineering.

~ovCom and Command and Control.



°hishing and Spear Fishing

\ttacks on SNS increased 70% from 2008 1
20009.

_&C Resources

\urora good example of effectiveness of us
SNS for Reconnaissance and execution.



>0phos conducted an experiment in late 2C
ind started friending random people.

46% accepted
89% divulged thelir full birthdates
50% town of residence

_ikeJacking



3lock It
JLP
[raining
’rotect you Pl
Use platforms specifically.

Be suspicious of content, even from frienc



’ersona Management

3ackstopping

No Information Is information. Real vs. Alt.
sovernment needs to think commercially
_Imited use of SNS for government purpost

~ovCom
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facebook

-acebook
2rivacy defaults ¢
0 Off.
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Send Wojciech a Message
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Wojciech Skup | # Add as Friend

Info

Friends of Wojciech Skup

-: W Adrian Zabuski

rich

Agnieszka Bosek

n Agnieszka Dadej
4 l

E; Aleksandra Kublik
B ’ Alicja Maciotek

Agmeszka Duklewska
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2 — Gowalla Spots — Apple HQ
>ee Everyone gz
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_J
Passport
|
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Check-In Berry Kercheval

3erry IS excited
0 be starting
vith Apple
oday.

And look he has
3 twitter
Account too.




.l ATET 5 9:08 PM

. . “ — Twitter
Twitter provides =

ots of good

Passport

Tweets

yackground Fr——
nformation

about 1 hol o in re Durgin
Apple - Vallco Parkway 2

;a Berry_k First day at Apple, getting orientated.
- about 10 hou 4]

Apple Ridgeview Court 9
;a Berry_k At #baycon - am | having fun yet?

VA |

;a Berry_k @JK Itis great, innit?

about 1 month ago eply 1o

"a S
' about 1 mont

;a Berry_k Waiting for new fridge at new house #borednow

about 1
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pple De Anza 2
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Eric Arthur Blaire

Martin Place. Age: 44
: gydney Austraha Occupation: Author
Suzanna Hamilton Opened in 1891 Profile
Age: 35 History History
Occupation: Trainer Events
Profile Recent Visitors

History




