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From: "Greg Hoglund" <greg@hbgary.com>
To: "Karen Burke" <karen@hbgary.com>
Sent: Friday, October 01, 2010 11:55 AM

Attach: PMA_for_intrusion.pptx
Subject:  Karen, slides for Doug's conference next week

Karen,

| put together a presentation this morning (attached). | actuatlg mahole presentation two days ago, but after
sleeping on it was completely unhappy with it and threw it in thé.tr&®, | had to start again. The good news is tha
now I'm happy with it. 1 am very familiar with these slides altlbe completely at home in this. As usual it appears
| have too many slides, but it's my understanding this is a 1-hour talklsaral know by now this is about 80 slides
for my speed of delivery. IF THIS IS A 30 MINUTE PRESENATIONEED TO KNOW NOW!!!

Please review, and if you have any specific slides you want addpdeasd let me know and | will rearrange as
needed to make sure specific talking points are hit.

-Grec

2/19/201.:
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Why Memory Forensics?

A more
complete
investigation
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To execute, it must exist in RAM

CPU

Registers

RAM

computern storage

[x] HBGaryLogo_Black_noTag...

ROM & Network External  Hard Traditional Forensics & Security Software
BIOS  Storage Drives Drive

INPpUrSOUrces

Network  Email Floppy Thumb Other Keyboard
cD Drives Sources
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Memory (RAM

Physical Memory

Operating System

Virtual Memory(s)
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Total Logical Memory

e Sum of all Virtual Memory

2 GB Memory (RAM Physical Memory

OS

Virtual Memory
6 x 4GB = 24 GB of Logical Memory
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File View Plugin Options Help

Project | Working Canvas || Report | D4 (» ||
: C_J_I:n_ject _. _ [ Object | Virtual Address | Physical Offset [ Length
-{2) Documents and Me. .. | | B tahomabd. ttf Ox00740000 00056000
Bk Drivers || B Unidentified 0x000F0000 000OFO00
(2] Internet History | | B} Unidentified 0%00DE0000 0000FD0D
-4 Keys and Passwords || B stack (Thread: 0x24¢) 0x004A0000 0003F000
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J Physical Page (Valid/Unrefere... Ox00CD4000 Valid/Unreferenced

,L_j Physical Page {Valid/Unrefere,.. 0x00CD5000 Valid/Unreferenced
J Physical Page {(Valid/Unrefere... Ox00CDS&000 Valid/Unreferenced 00001000
J Physical Page (Valid/Unrefere... Ox00CDZ000 Valid /Unreferenced 00001000
{ lsass.exe / | J Physical Page {Valid/Unrefere,., 0x00CDS000 Yalid/Unreferenced 00001000
| rpcsetup.exe -{_) Physical Page (Valid/Unrefere... 0x00CD3000 valid/ffleferenced 00001000
i rundl32.exe / | i i) Physical Page (valid/Unrefere... 0x00CDADOD Vali 00001000

SErvices.exe _} Physical Page {Valid/Unrefere.., 0x00CDEO00 f Q0001000
[ LE,} EMES, EXE 55D

z

Case | Modules | Memory Map

Memory Block Block Length
Individual Pages for this Block Unreferenced Pages
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User Virtual Memory

Process specific Windows system structures

Windows System DLLs

Windows and Application DLLs or Allocated Memory

DLLs or Allocated Memory

Application Binary

Stack
Heap or Allocated Memory
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Might be Heap

Object Virtual Ad... &
'E:'--E__bh Stack (Thread: 0x7ac)  Ox00ABOOOO

'—%-"DI Unidentified O ETE:ElEu:uj Res po n d e r. p rOVi d es a

'i:'--tjl Stack (Thread: 0x7h<) O
&hE ) Unidentifiec Ox .
2 st vt o570 0000300 complete picture of
I}’;J-tj| Stack (Thread: ) Ox00D 7000 .

32 sk et iy Do contents in memory
IEEI--[__°|| ;'tEu:L IETI':rn;:n:I; Ox7ed) I;I- 2000

Application

e xpspzres.di N
'-%-"fjl uxtheme.dll wSADT000 DLLS
B ) netapiz2.d (SBSE

'l-'";-"fjl shimeng.dll

'E;'"[jl comct32.dll

'?;"i:'ll acgenral.dll

'i"'l:ll admwprox.dll 0x71440000

'i‘-l::h mawsock, dll Ox71A50000

'Ei'"t:ll wsZhelp.dl Ox71AADDOD

I'ii'l'{_—bl' ws2_32.dl Ox71AB0000

'i"'l:ll netrap.di

|}‘:,L-t:|| usbmon.dl - 23 : SySte m D LLS

E:'"Ejl topman. dil
'l-':;-"'fjl winspool.dry

Case |Modules | Memory Map |Processes
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Why Live Memory Forensics?

Today it’s easy!
Mission-critical systems
— 99.999999% availability

Anti-forensic techniques used by bad guys
— Hax0rs
— Cyber spies
— Cybercriminals
Valuable information in RAM cannot be found on disk
— Passwords, encryption keys
— Network packets, screen shots
— Private chat sessions, unencrypted data, unsaved documents, etc.
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Useful Information in RAM

Processes and Drivers Logged in Users
Loaded Modules NDIS buffers

Network Socket Info Open Files

Passwords Unsaved Documents
Encryption Keys Live Registry
Decrypted files Video Buffers — screen

Order of execution shots
Runtime State BIOS Memory
Information VOIP Phone calls

Rootkits Advanced Malware

Configuration Instant Messenger chat
Information
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The Bad Guys are Winning

* Cybercrime & espionage is the dominant criminal
problem globally, surpassing the drug trade

— Russians made more money last year in banking fraud than the
Columbians made selling cocaine

— Chinese are crawling all over commercial & government networks
* The largest computing cloud in the world is controlled
by Conficker
— 6.4 million computer systems*
— 230 countries
— 230 top level domains globally
— 18 million+ CPUs
— 28 terabits per second of bandwidth

*http://www.readwriteweb.com/cloud/2010/04/the-largest-cloud-in-the-world.php
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$500+ $1,000+ $10,000+ for
$10,000+ for 0-day

0-day
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$5,000
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$100.00
per 1000

infections

Country that doesn’t
co-op w/ LE

Sells accounts in
Country where
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Intelligence Spectrum

Blacklists Net
Recon
C2

& Nearly Useless

MD5 Checksum
of a single
malware sample

Finge

Sweet Spot

IDS signatures with
long-term viability

Predict the
attacker’s next
moves

Social Physical
Cyberspace Surveillance
DIGINT HUMINT

Nearly Impossible 2>

SSN & Miissile
Coordinates of the
Attacker
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Archaeology layer

Actions / Intent (attacker’s behavior, as opposed to code)

Installation + Deployment method
Command + Control (primary outer loops)
CNA (spreader) CNE (search and exfil tools)
COMS (code level view, as opposed to network sniff)
Defensive / Antiforensics (usually a packer, easily changed)

Exploit weaponization / delivery vehicle
Shellcode

DNS, C2 Protocol, Encryption Method (high rate of change)
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Intel Value Window

Lifetime =
Minutes Hours Days WEELS Months Years
Blacklists ATTRIBUTION-Derived

Developer
Toolmarks

Signatures
Algorithms

NIDS sans Hooks
address

Protocol Install

[P
Address

Checksums
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Rule

e The human is lazy

— The use kits and systems to change checksums,
hide from A/V, and get around IDS

— They DON’T rewrite their code every morning
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Rule #2

 Most attackers are focused on rapid reaction
to network-level filtering and black-holes

— Multiple DynDNS C2 servers, multiple C2
protocols, obfuscation of network traffic

 They are not-so-focused on host level stealth

— Most malware is simple in nature, and works
great

— Enterprises rely on A/V for host, and A/V doesn’t
work, and the attackers know this
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Rule

* Physical memory is King

— Once executing in memory, code has to be
revealed, data has to be decrypted
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DISK FILE IN MEMORY IMAGE

100% dynamic

. Copied in full

Copied in part

Vol
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In memory,
traditional
checksums
don’t work

MD5 MD5 Software

Checksum Ch.ecksum Traits remain
Is not consistent

reliable consistent
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Starting

Malware
Packed

WELWEIL:

S
@
©
S
<]
-
7
O

IN MEMORY IMAGE

Software
Traits remain
consistent

Packer #1

Packer #2

- Decrypted

Original

Physical
memory
tends to
get around
the
‘packing’
problem
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Malware
Tookit

Different
Malware
Authors
Using
Same
Toolkit

Packed

OS Loader

IN MEMORY IMAGE

Toolkits
can be
detected

Toolkit traits
are apparent
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Memory Analysis is Not Hard

e |If you can read a packet sniffer, you can
analyze malware

— Yes, this means more people in your organization
can do this

— Focus on strings and human-readable data within
a malware program

— In most cases, code-level reverse engineering is
not required
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Architecture Diagram

Executive

Base Kernel
Device Drivers

USER and GUI
support

HAL

Kernel mode

Windows
API

User mode

User Applications

Services

Environment
Subsystems

System Support
Processes
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The Flow of Forensic Toolmarks

Developer

~
Core ‘Backbone’

Sourcecode

Tweaks & Mods

3 party
Sourcecode

3 party

libraries

(

\_

Compiler

Machine

Time

Paths

7

\.

Runtime
Libraries

)

\ENWEI

—/

MAC address
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Developer

Developer Fingerprints

—

Communications Functions

Installation & Deployment Method

Command & Control Functions

Compiler Environment

Stealth & Antiforensic Technigues

)

[\ ENWEI
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Example: GhOstNet

¢ GhDst RAT Beta 2.4.3

s GhOst RAT Beta 2.4.3

- FHACE

K R Few [ | - REIECE
- PR e e
el o8 92 163. 1. 10R _I!I]:I_n_.-Fi-!I'-ﬂ'_I]D

HIEEHL

" e s ~ EeRfHERD
1| LeaEw

- Rl
A AR E I 0oy Dat 1FREH IR EIEFRAIEF
{ Connections s Settings J-I:tr Euild ,.l"r -
1192,168.1.106 5: 0.00 kbjs R: ,EH F .'E
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WIKIPEDIA
The Free Encvelopedia

Main page
Contents
Featured content
Current events
Random aricle

* |nteraction

GhostNet

Ghost Rat

From Wikipedia, the free encyclopedia

Ghost Rat (or Ghilst RAT), is a Trojan horse for the Windows platform that the operators of GhostMet uf
of the most sensitive computer networks on Earth "/ It is a cyber spying computer program. The "Rat" g
tot

-1 of the most sensitive computer networks on Earth.!" It

;f; to the software’s ability to operate as a "Remote Admi ”Ett

complete, real-time control ™ Such a computer can be controlled or inspected by its hackers, and even

ol

e GhostNet

WIKIPEDIA
The Free Encyclopedia

From Wikipedia, the free encyclopedia

For the fishing net, see Ghost nel.

Main page
Contents
Featured content
Current events

GhostHet {simplified Chinese: B4R p{; traditional Chinese: BEEREH. pinyin: YoulingWang) is the name given by researchers at
the Information Warfare Monitor to a large-scale cyber spying' = operation discovered in March 2009. Its command and
control infrastructure is based mainly in the People’'s Republic of China and has infiltrated high-value political, economic and

control infrastructure is based mainly in the People’s Republic of China and has infiltrated high-value political, economic and
media locations™ in 103 countries. Computer systems belonging to embassies, foreign ministries and other government
offices, and the Dalai Lama's Tibetan exile centers in India. London and New York City were compromised. Although the

media locations™ in ‘1[]&3 countries. Computer S‘fﬂStEfT‘IE belonging to embassies, foreign ministries and other government
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UPX!

fayyU«dfiSVW3yy

Packer Signature

MZx90

This progRy. y cannot
be run in DOS mode

Embedded executable
NOTE: Packing is not
fully effective here

L
[

=

= bl [

GhostNet: Dropper

@6FP6' 6. CE. ly—. @
[ T O S

Ty e ]

cannot be run 1.
DiC mode. i, —E
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fayyU«dfiSVW3yy

Resource Culture Code

0x0804

MZx90

This progRy. y cannot
be run in DOS mode

GhostNet: Dropper

LConfiguration: | Active(Release) v| Platform: |Active('.“|fir|32] v| | Canfiguration Manager..

on Properties l Preprocessor Definitions NDEBUG

enfiguration Properties Culture Chinese (Simplified, PRC) (0x804)
General Additional Include Directories
Debugging dard Include Path
CiC++

1 Linker
Manifest Tool
Resources

Show Progress

e File Name

The embedded executable is tagged
with Chinese PRC Culture code
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GhostNet: Dropper

fayyU«dfiSVW3yy

0x0804 MZx90

This progRy. y cannot
be run in DOS mode

The embedded executable is

extracted to disk. The extracted
module is not packed. PDB path
reveals malware name, E: drive.

- This program cannot

be run in DOS mode

E:\ ghOst\ Server\ Rel ease
\install. pdb

Embedded PDB Path
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Link Analysis

The web reveals Chinese hacker sites
that reference the “ghOst\” artifact

fara.inform

mESH

lanrit

I Sl L G | €5
AEBEABTEo TT41472T FE
102917325

FE—E ks mhil G
AhEN AT 200-300 0g
1069761644 ZERIGERI=ZE
#rlpEEnlEa e w
858881785

HEEERiET . REFGER
ZEX U EEM I 0RTRKTA
. BriEaesERig. ¥
Fiete ! EAE e L)

Qg: 1372111326

CELER- s T Y
Cz

[I°m DDOS]2010EMRANSR K F !
SRRV FREL >HAE
[, 0o696TT3

HEad mos BEABHE K
EARGT %8R i mxE
FI18 00:6369029

28 'Hackroots

B J7 MK S
KEWIHGO &1
QQ97184704

1 FR miRiEs mos
R TEFI60 (
455 MBS T B ) gnasy

AntoSql 3.0 i
SUEMEBERTMR
isEXAEE o
40:383211650
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driver.

=)

This program
cannot be run

in DOS mode

E:\ ghOst\ Server\ Rel ea
selinstall. pdb

MZx90

Another embedded EXE

GhostNet: Backdoor

The dropped EXE is loaded as svchost.exe on the
victim. It then drops another executable, a device

D

3 44
o0 00
o0

[E14]
L II.l L L II.l

TLE TLE TLE TLE TLE

e:\ghOst\server\sys\i
386\ RESSDT. pdb

Another PDB path
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65
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o0 o0 O

What do we know...

g1 \ghlOsthserver)

sys\i3B6\RESSDT.

i R T =TT w T TS
oA JofConple

EEEQHEEt..H.IDDE‘

letelevice. P . Io
DeleteSymbolicli
nk. . 0. KeServiceD

e=zcriptorTable. .

& ProbeForiirite. 4
@ ProbeForRead. T

c_except_handle

r3. . F.IoCreateSy

i386 directory is common to device
drivers. Other clues:

1.sys directory

2.'SSDT’ in the name

SSDT means System Service Descriptor
Table — this is a common place for rootkits
and HIPS products to place hooks.

Also, embedded strings in the binary
are known driver calls:

1.1oXXXX family
2.KeServiceDescriptorTable
3.ProbeForXXXX

KeServiceDescriptorTable is used when
SSDT hooks are placed. We know this is a
hooker.
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What do we know...

P ——
i gzi'? lofCompleteRequest, loCreateDevice,
DeleteSymbolicli loCreateSymbolicLink, and friends are
;L:I'l';f?ﬂdf[' used when the driver communicates to
4 ProbeForVrite. usermode. This means thereis a

v E;::Efiij B usermode module (a process EXE or DLL)

r3. F.IoCreateSy that is used in conjunction with the device
Rl  driver.

When communication takes place
between usermode & kernelmode, there
will be a device path.

A+ A . +E. ol ..
ala.1.5...7.Y.1

L. ™MBachl . L AL

[m Y
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Link Analysis

“‘RESSDT”

Net-Worm.Win32 .Rovud.a-c
Trojan.Win3dz2 . ConnectionServices . Xx—aa
Worm.Win32.AutoRun.dtx
Worm.Win3Z? .  AutcRun.hr
Backdoor.Win32.Agent.lad
not—a-virus: FraudTool . Win32 . UltimateDefender.cm
Trojan-Downloader.Win3z2.Agent.wbu
Backdoor.Win32.5Small.cyb
not—-a-virus:FraudTool . Win3z2 . XPSecurityCenter.c
E‘I—_"l not—a-virus:Downloader . Win32 . Vistalntivirus.a
= not—-a-virus:FraudTool . Win3zZ . UltimateAntivirus. an
Vhped Jeam Ats.ubgne} not-a-virus:FraudTool .Win32.UltimateAntivirus. ap
Trojan—-5py.Win32 . Zbot .dlh
Trojan-Downloader.Win3z2.5mall.abp=
Rootkit.Win32.Res=sdt.br
Worm.Win32 . AutoRun.l=sf
.com  endurer.bokee.com forums.cnet.com home.meafes.com Worm.Win32.AutoRan. epo
Worm.Win32? .  AutcoRun.enw
Backdoor.Win32.UltimateDefender.a
0.0.20 Copyright (C) EKasper=ky Lab, Antropov Alexey, Vitaly Eamlt
rved.

it.rising.com.cn kr.ahnlab.com pesafer kukinews.com hhs.360.cn R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R R

A readme file on Kasperky’s site
references a Ressdt rootkit.
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What are Device Drivers?

 Dynamic, loadable modules that run in kernel
mode and can provide hardware /O support,
and/or user I/O translation.

e Again, as with all kernel components, device
drivers have unrestricted access to the system

( )!




Project  Working Canvas || Report |
& =

Dt/ 4 |P|!

2
A

Object
Eliﬁ Case IIIIJl
. I?!’-{:_J_ Physical Memory Snapshot
=[] Windows XP Professional-5...
l_—l{_:J Hardware
__j Interrupt Table
!_'—l-f;j_ Operating System
(:J All Analyzed Strings
{_:J All Analyzed Symbaols
'n':J All Modules
ﬁ:.! All Open Files
{:J All Open Metwork ...
{:.J All Qpen Registry Keys
Ff:.i Docurnents and Mes. ..

=Y ,___\j agp4).sys

Driver Mame
[ ipsec.sys
- [SApnp.5YS

- kbddass.sys
- kdcom, dil

- kmixer.sys
- ks.ays

- keecdd.sys
- mnmdd.sys

- moudass. sys
- mouhid.sys

- mountmar.sys
- Mrwday.sys
- mrxsmb.sys
- mafs.sys

- MSOPC.5YS
- masmbios, sys

- MUP.SYS

&

@ & @ @

Hid..

Falze

Falze

False

iy

Ii=

Base Address

OxFB1F2000

OxFI99C000

OxFICSC000
DXF%EEIDDD
0xF23539000
0xF973EDD0
OxFSEBGO00
OxFICe4000
OxFFFACOO0
0xF99AC000
OxFFC42000
OxFa0Bs000
0xFSCBCO000
OxFIACCO00
OxFSEFO000
0xF3GC2000

Size

0x00013000

000009000

0x00008000

000028000

O0x00023000
0x00017000
000002000
0x0000&000
000003000
000008000
0x00020000
0x0006F000
000005000
0x00003000
0x00004000
0x0001B000

&

Path

\systemrootisystem32\drivers\ipsec.sys

\driver\sapnp

systemrootisystem32\driverskbddass. sys

Wy
e

‘systemrootsystem32driverskmixer.sys

\systemrootisystem32idriversiks.sys
\driver \ksecdd
\systemroot\system32\drivers\mnmdd. sys
\systemrootisystem32\drivers\mouclass. sys
\systemrootisystem3 2idriversimouhid. sys
Ydriver ymountmgr
\systemrootisystem32\driversimrxdav. sys
\systemrootisystem32idriversimrxsmb. sys
\systemrootisystem32idriversimsfs.sys
systemrootisystem32\driversimsapc.sys
‘systemrontisystem32\drivers\mssmbios. sys
Vfilesystemmup
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‘ Rootkit
e:\ghOst\server\sys\i386\RESSDT.pdb

e:\job\ghOst\ReIease\Loader.pdb&{ Dropper

.?PAVCghOstDoc@@

.PAVCghOstApp@@
.?AVCghOstView@ @ GUI (MFC)

CghOstView S
CghOstDoc usually MFC
e:\job\ghOst\Release\ghOst.pdb
C:\ghOst3.6_src\HACKER\i386\HACKE.pdb
\ghO0st3.6_src\Server\sys\i386\CHENQI.pdb

Already at Rootkits
version 3.6
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ghOst RAT, source code, team, and forum

www.wolfexp.net

B.70208 Basuarey Taas g8

LRSS/}

,'

C. Rufus Security Team »Forum Statistics

Statistics Options

Basic Overview
Forurn Ranking
Top Threads
Post Ranking
Annex Ranking

Management Team

Bulletin Boa

Article Cage

Forum Dirg

General Discilksion

Today, irrigatic
vater, say
tomorrow, then

Indifferent

Cormfortable
reincarnation

Disappear and
then disappear

xidoyu
Jackie Chan
Sad fish

Little Zhi
Alone naughty

Soul Harbour

Disappear and

Elineran

C. Rufus Security Team

Forum
inistratar

Orum
istrator

per

Brator

erator
Moferator

per
fleratar

arum
inistratar

Super
Moderator

Super

2010-6-28 23:38

2009-9-21 10:09

2009-11-28 00:29
2010-6-21 12:32
2009-10-16 20:23
2010-1-15 16:40

2010-3-21 17:25

2010-6-25 20:00

2010-7-12 23:58

2009-11-28 00:29

Guest: Reqister | Login | Statistics |

58

268

175

474
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Format Strings

 These are written by humans, so they provide
good uniqueness

NE L EE MEeWIT .
200 Mozilla~4 .0
(comPatIble; HMSI

SObseeNl  hitp://%s:%d/%d%04d

o Oy O O
.

i
i
BE
g

o 0 O e
= = =S

o

(RS e TREE T
[F10]...[F&1....
[EEs s TERfonas
[F&1. B [F41... .
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vpe | e
' | Ramdi=l ... . CD-E
O  Femnote .find

oo wAdMAwdM o L .

' | Remowable . . .Tna

dM ﬁEE
#d=¥d  PageFil
Free: dH

I
Sy=tem Power
=

e #f hou

.. .machines
tvpe: mavbe po. .
.. .machine type

: mayvbe Laptop!.
........ veErslon
wad.sd build

=.. . Windl= o

Searching for:
-“Unable to determine” &
-“Unknown type!”

Reveals that the attacker is
using the source-code of
BO2k for cut-and-paste
material.
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GOL}SAE' COdB SearCh [*Unable to determine” “Unknown type ~ Search IAd»'sncsu Code Search

labs

Code

a3 char *zRplmeminfo; S/ Beply: "Memory: %dM in use: %d%% Page file: %dM free: dMin"
iz char *sRplerrdsk: // Reply: "Unable to determine.'n"
char *zRpldskrmv; f/ BReply: "Removablehn"

char #*aRpldskram; ff Reply: "Ramdiskin"
char #*aRpldskuk; S/ Reply: "Unknown type!\n"
char #*sRpldskinfo; f/{ Beply: "™ Bytes free: %u MB(%s)/%u MB(%s)h\n"

prdownloads.sourceforge. net/boxplboxp beta? src.zip - GPL - C - More from boxp betal src zips

boxp betaG/srv system/cmd system.cpp - 1

caze 0:
api-»*plstrcat (svReply, "Unable to determine.’n"):
break:;

default:
api-»plstrcat (svReply, "Unknown type!in"):
break;

prdownloads sourceforge net/boxp/boxp _betab src zip - GPL - C4+

srv systemicmd system.cpp -

case 0O:
l=trcat (svReply, "Unable to determine.\n™):
brealk:

defaunlt:
istrcat (svReply, "Unknown type!'\n™);:
break;

prdownloads. sourceforge net/bo2kfbo?kdey sre 1-1-1.zip - LGPL - C4++
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3
73
oo
0o
0o
&D
2K
2E
2E
75
0o
20
0o
2D
65

0o
0o
44
50
4D
70
30
30
24
69
6E
31
25
6B
b4

0o
0o
b5
iF
6F
b1
3B
3B
33
b4
6B
2E
%3
20
75

0o
0o
bE
53
Th
74
20
20
32
0o
65
74
5C
BE
6C

Mutex Names

aa | ~Services-s=. | ..
o | rb. == 5= ==

61 tnp.DISPLAY.Defa Mutex hames remain

54 | ult Winstal. POST

iaveliaaaell Cconsistent at least for one
69 lla~4.0 {(compati 5 .
S  infection-push, as they are

2E | indow=s HT §.0: . .
34 | NET CLR 1.1 dESIgﬂEd to prevent

ol ISl multiple-infections for the
same malware.

65 | wcho=st .
65 | t=wves.

10000AlF
1000621 F
10006R22
1000eR25
10006A27
1000en2C
10006AZE
10008A30
10008A35
10006A38

call CreateMutexh:

mov eax, dword pil [ebp+0x24]
add e=sp,0x14

shr eax,1
push 0Ox0

push Ox0

mow ebx, 0xl

mov dword ptr [ebp+OxZ4] ,eax

call £l __imp_KERHELBE.dll!Crehteﬂutexﬂ[ﬂﬁﬂlzﬁﬁﬁl

@ 2010 HBGary, Inc. All Rights Reserved



Link Analysis

2] Hooki2 B iR R EMiaHe « 0 o o

SFET— T HoOKREIAF B 0 o 0 o
FHEAS AT RAT . -
Pskey400 MG o o o BRERAIZMABATTHo 0 0 0 02 00 0

void WriteChar{char® sText)

i

g

HANDLE hMetux = OpenMutex[MUTEX_ALL ACCESS, FALSE, "PsKey400™):

if(hMetux 1= NULL)
WaitForSingleObject{hMetux, 200);

FILE fp;

if ((fp = &fopen(m_CharFileName,"ab™)) == NULL)

{
MessageBox(NULL,"fTH THte", "fIH T i MB_OK);
folose(&fp);

¥

if (Fwrite(sText,strlen(sText),1,&fp) 1= 1)

{
MessageBox(NULL,"5 » Hig","5 A 8" MB_OK):
fclose(&fp);

T

folose(&fp);

wiww.cnblogs.com

@ 2010 HBGary, Inc. All Rights Reserved



HBGary

Communication

e Malware is often desighed to communicate
over networks for various reasons:

— Signal initial infection
— Receive commands

— Send sensitive data

— Scan internal networks
— Infect other machines
— DDoS other machines
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Command and Control

[

Once installed, the malware phones home...

EEE—

’/

X

‘ TIMESTAMP | SOURCE COMPUTER USERNAME >
VICTIM IP | ADMIN? | OS VERSION -
HD SERIAL NUMBER
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C&C Hello Message

this queries the uptime
of the machine..
checks whether it's a
laptop or desktop
machine...

enumerates all the
drives attached to the
system, including USB
and network...

gets the windows
username and
computername...

gets the CPU info... and
I ELIYA

the version and build
number of windows.
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Command and Control Server

e The C&C system may vary
— Custom protocol (Aurora-like)
— Plain Old URL’s
— |IRC (not so common anymore)
— Stealth / embedded in legitimate traffic

e Machine identification

— Stored infections in a back end SQL database
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Aurora C&C parser

A) Command is stored as a
number, not text. It is
checked here.

B) Each individual
command handler is
clearly visible below the
numerical check

C) After the command
handler processes the
command, the result is
sent back to the C&C
server
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Open Network Sockets

e Examine

[5[s;

LDp 5
TCP alg.
uoe

(EAIRN]
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Internet

e Examine

File  “iew Flugin  Options Help
| Report | Objects | Timeline | camwvas | Binary S :
- Do s @
| Object A | | Offset | URL | Descript... 7

IE'--i.g-Case {unnamed) . »| ; 68,11 4d4b-d05a-7249-3e ; .
| | Physical Memary Snapshat | i oo, 555 upnpiEc364ddb-d05a-7949-323e... Found LIRL
| aurora-Flypaper-1.vmem | i 0x0000... http:ff192.168.1.1:2555/upnpj8c364d4b-d05a-7949-3a3e... Found URL
 Hardware | 00000, .. http:/i192.168.1.1:2555/upnpj3c364d4b-d05a-7949-3e3e.,. Found LRL

- {,' Operating Swstem | L 0x0000.,, http:ff192,168.1,1:2555/upnp/8c364d4b-d05a-7949-3e3e. .. Found URL

I

f

---*i_r.'i All Madules - Op0000.., hEbpefi192.168,1,1: 2555 fupnpfac3e4d4b-d05a-7949-3e3e, .. Found URL
Hl All Open Files | 00000, .. httpefi192.168.1.1:2555/upnpj8c364d4b-d05a-7949-33e... Found URL
i al Open Metwork, Sockets | L. 00000, ., http:ffhome. microsoft, com) Found LIRL

! Al Open Registry Kevs | i owo000... https ffhome. microsoft,comy" =here<fa=, </h2= Found URL
il Documents and Messages | b oo ks v, msn. comy Fourd URL
J | & 00000, .. htkpe /e, msn.com" =here<faz, <fhz = Found LIRL
- 00000, httpiffadmedia.wsod, comfmediafx. png Found URL
- 0x0000.,, httpsfiasl,suitesmart, comi90534 /G994 3, 5" Found URL
EH Processes | b 00000, .. htkp:fis0, 2mdn.netfviewad/1361549/153-1x1_tracking_pi... Found URL
311 System Service Descriptor Tables | i w0000, http: fiad. doubleclick. net/ad/M3340, Autos M3, comE3521 ... Found URL
| L oo, httpefis0. 2mdn. netjviewad! 1361549/ 153-1:1_tracking_pi... Found URL
- 00000.., http:fis0, Zmdn.netfviewad/ 1361549715311 _tracking_pi... Found URL
- 00000, htbps /192,168, 1, 1: 2555/ upnpfac3e4d4b-d05a-7949-3e3e, .. Found URL
- 00000, hkeps S, msn.com/ Found URL
- 00000, ., ek fenans s, com)f Found URL
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Detecting Internet Downloads

e The WININET.DLL API e Addresses, URL, and web
— InternetOpenfFile requests
— InternetReadFile — http://
— InternetOpenURL — Vi

— .com
— InternetConnect

| — HTTP/1.0
e winsock API — Content-Type
— socket

— WSASocket
— connect
— WSAConnect
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What is a Dropper?

* Malware is delivered in steps
— Dropper is initial downloaded package
— Can be a Trojan or embedded exploit

 The dropper carries the malware in a payload

 Once dropped, the dropper decompresses
and executes a secondary payload
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Steps in Malware Deployment

Dropper

Embedded
Resource

/V
T~

Embedded Resource
Decompressed to Disk

Embedded Resource is
Launched as an EXE
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Things to look for...

CreateProcess ShellExec
Rundll32.exe ShellExecute

cmd.exe ShellExecuteA
cmd /c WinExec
command.com /c %s Shell32.DLL
exec
execve

system
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Cleanup using BAT files

@echo off

: %5

del %%1

if exist %%1
goto %s
rem %s"




HBGary
Detecting embedded resources

Starting points for Resource Possible embedded kernel
Extraction drivers

e FindResource PsCreateSystemThread
\\DosDevices

.SYS

drivers
loCreateSymbolicLink
loDeleteSymbolicLink
loCreateDevice
loDeleteDevice
Kelnitialize

SpinLock
ObReferenceObjectByHandle

e SizeOfResource
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What are Processes?

* Processes are containers for executing a
program
— Private virtual memory space
— Unique identifier called a Process ID (PID)
— At least one thread of execution
— Security context

@ 2010 HEGary, Inc. All Rights Reserve d




Project | Working Canvas | Repert || Divd [
= e = 2 @ @ H @
DbJE'It o B | Process Name 4 | Hidden ParentPID | Start Time
hﬁ Case 001 alg gxe False . 630 4:26:20 FM
=] {..] Physical Memory Snapshot || csrss.exe Falze 3] 540 4:26:03 PM
=-{=5) Windows XP Professional-5... e explorer.exe False 2028 4 20:17PM
-2 Hardware | | . IEXPLORE.EXE False 112 4:27:20 PM
+.[_) Interrupt Table | L inetinfo.exe False 630 4:26:15 PM
{2 Operating System | | i lsass.exe False 636 4:26:03PM
-{2) Al Analyzed Strings || rundiz2.exe False 112 4:26:19 PM
2] All Analyzed Symbols | b rundl3z.exe False 630 4:26:33PM
‘f,j Al Modules ||| i services.exe False 636 4:26:03 PM
~4Z) All Open Files | smss.exe False 540 3 4:25:59 PM
{5} Al Open Netwark 5. || - spoolsv.exe False 1444 630 4:26:07 PM
-] All Open Registry Keys || sychost.exe False 1004 630 4:26:04 PM
~{Z) Documents and Mes... | i sychost.exe False 1052 630 4:26:05 PM
B2 Drivers | | i suchost.exe False 1148 630 4:26:06 PM
~{Z) Internet History || i suchost.exe False 343 630 4:26:04PM
-7 Keys and Passwords || - svchost.exe False 912 4:26:04PM
) alg.exe || i VMwareService False 4:26:16PM 0
- 2 Memory Map | YMwareTray.exe False 504 112 £26:19PM O
J Modules 4 VMwarelser.exe False &a16 112 4:26:19PM 0
0
0

0
0
0
0
0
0
0
0
0
0
0
0
0
0
0
0

{__] Open Files e winlogon. exe Falze &35 540 4:26:03 FM
r_ Open Metwo... - WITIDrYSe, eXe False 1604 343 42728 FM
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Services

e User mode programs that provide
functionality independent of the current user
 For example:
— Task scheduler
— Print spooler
— Windows Update

@ 2010 HEGary, Inc. All Rights Reserve d
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Services

e Services.exe

e Svchost.exe
e Others (see VMWareService.exe)

112
5€ 1830 (atali] :2
_mmﬁ-
lse 4:25:59FM 0
1444 07PM O
1004 04PM O
= 1052 6a0 PM
By ook cxe 1148 &80 4:26:06 PM
vt || - svchost.ex : 848 680 4:26:04 PM
B 912 680 4:26:04 PM
- System - 4 0
VMwareService. 1820 4:26:16 PM
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Registry

* A system database that contains important
system information

 For example:
— Startup settings
— Hardware configurations

— Application configurations
— Current user data
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HBGary
Malware Boot Registry Keys

* Registry API
— RegCreateKey
— RegOpenKey
e Trysearching...
— CurrentControlSet

— CurrentVersion
— SOFTWARE (all caps)

e Common registry keys to survive reboot

— HKLM\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

— HKCU\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

— HKCU\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

— HKLM\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
HKCU\Software\Microsoft\Windows\CurrentVersion\RunServices
HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices
HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnceEx
HKLM\SYSTEM\CurrentControlSet\Services\{Service Name}
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The Run Keys

HKLM\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKLM\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\Ru
n

HKCU\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce

HKLM\Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
HKCU\Software\Microsoft\Windows\CurrentVersion\RunServices
HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices

HKLM\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
HKCU\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce
HKLM\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce\Setup
HKCU\Software\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce\Setup
HKLM\Software\Microsoft\Windows\CurrentVersion\RunOnceEx
HKCU\Software\Microsoft\Windows NT\CurrentVersion\Windows\Load
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Services Registry Key

HKLM\SYSTEM\CurrentControlSet\Services\{Service Name}

For any given service, there may be a value called ImagePath
that indicates the path to the file that implements the service.
If the file in question ends in .sys, there is a good chance that
it’s a kernel mode driver. To be sure, check the type value:

— 1: Kernel mode driver
2: File system driver
4: Adapter Arguments
8: File system service
16: Win32 program that runs as it's own process

32: Win32 program that shares a process w/ other services
(think services.exe)
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Directory and File Creation

e Starts with these strings and symbols:
— CreateDirectory

— ExpandEnvironmentStrings
* %ProgramFiles%
* %SystemRoot%

— File extensions

* .exe
o dll
* .SYS
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What to look for...

CreateDirectory \\ (double backslash)
GetSystemDirectory MovekFile
CreateFile \\TEMP
DeleteFile WINDOWS
CopyFile SYSTEM32
OpenfFile cmd /c del
ExpandEnvironmentStrings del %s
%PROGRAM FILES% GetTempPath
%SYSTEMROOT% .DLL
C:\ .SYS
.EXE ANI
it ANF

.BAT
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Fingerprinting




HBGary

GhostNet: Screen Capture Algorithm

Loops, scanning every 50t line (cY)
of the display.
Reads screenshot data, createsa ANe = A =&
special DIFF buffer

Ry W iy

LOOP: Compare new screenshot to -
. . o]
previous, 4 bytes at a time _ _
| el i :

If they differ, enter e ;
secondary loop here, writing S
a ‘data run’ for as long as S~

) ’F_-;udnw -
there is no match. _
e

Offset in .
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GhostNet: Searching for sourcecode

004201080 dword ptr [esi+0x5b] ,2ax

00401083
00401088
0040108D
00401081
00401096
00401034
004010%E
00401043
00401044
00401046
00401048
004010AF
00401086
004010BD
004010C1
004010C5
004010CT
004010C8H
004010CH
004010CA

eax,0xl

edx, 0x31

word ptr [esi+0=x4B],ax
ecx, Ox41

word ptr [ESi+GR&E],dﬂ
word ptr [esit+0x52],Ccx
eax,0x2

edi

edx, edx

word ptr [e=si+0x5&] ,.ax
ecx,0x0140

Large grouping of constants

Search source code of the

dword ptr [esi+0x4A],0x1F40
dword ptr [ezi+0x4E],0x&658

word ptr [e=si+0x54].,d=x
word ptr [eszi+0x58],cCcx
geax,esi

esi

ebp

N e
0@y
)

G0o0gs

¥ |abs

‘Net

8000 1625 65 2 320|

Search public source code.

| Search Code Advanced Code Search
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GhostNet: Refining Search

Has something to do with
audio...

wFormatTag
f* dwhvgB

: 1625% (dwSamplesPerSecond/8000. }+0
wBlockhli 5;

=
gn

o

wBitsPerSample

osdn. dl sourceforge net/sourceforge/sox

Further refine the search by including
‘WAVE_FORMAT_GSM610’ in the search requirements...
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GhostNet: Source Discovery

Chudio: :Chudio ()
i
m hEventWaveln = CreateEvent (NOLL, false, fals=se, HNULL):;
m _h3tarctRecord = CreateEvent (NULL, fal=se, false, HNULL);
m hThreadCallBack HULL;
m niavelnIndex =
m nWavebutIndex ==
m nBufferLength = 1000; // m GSMWavefmt.wfx.nSamplesPerSec / 8(bit)

m _bIsWavelnUsed = false:;
m_bIsi-IavEDutUSEd = false; /

for (int. i = 07 i <27 it+t)

. We discover a nearly perfect ‘c’

m lpInRudicData[i] = new BYTE[m nB|  representation of the disassembled

lpInfudioHdr[i] = new WAVEHDR: .
- PSSR function. Clearly cut-and-paste.

m lpCuthudiolatafi] = new BYTE[m nf
m lpOuthudicHdr[i] = new WAVEHDR:

memzet (&m GESMWawvefmt, O, sizenf(GSHEJ.DI'm‘.?'E[
We can assume most of the audio
m GSMWavefmt.wfx.wFormatTag = WAVE FOBMAT {

m_GSMWavefmt.wfx.nChannels = 1: functions are this implementation of
rc._GSI-ﬂ-Iavefmt.wfx.nSaﬂplesPerﬁec = 8000; ‘ . 7 _
m G5MWavefmt.wfz.nAvgBytesPeriec = 1625; CAUdIO CIaSS no need for any

m GSMWavefmt.wfx.nBlockAlign = &5; further low-level RE work.
m GSMWavefmt .wix.wBitsPerSample = 0;

rc._GSI-ﬂ-Iaveme WEx.chSize = 2
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On link analysis...




Example: Link Analysis with Palantir™

Implant

' oy . Forensic

DL Dislodsl ~Sineden Toolmark
™ specific to

sk Implant
o\ — . Searching the
- “ )

- Net reveals
source code that
leads to Actor

S _ . Actoris
CSDNNET supplying a

backdoor

Group of people
asking for
technical
support on their
copies of the

backdoor
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Keylogger (link analysis)

Viotto-Security.net - Home

" B
FueAve,com R

viotto fileave.com

Horme

widgetserver.com disgus.com edge.quantsenve.com - synsecurity.net

Announcemel

www.guantcastcom  img38.imageshackus  ryan1918.com

Free SOMB file hosting., Sign up here!

What is an OCX Error 7

Delphi

CH+ S0

AskNerd explains what an OCx er

asknerd.net

Hame

CODEJO~3 05K

COMDLG32. 0CH

Controls.ocx

Hardware | Generator.exe

kevlogoer 1Ds b

keylogoger Update tx

mscormetl ocy

-

Dciopus 1Dsbd

Wil builder va.0 Private exe

FSCIADSEE
L2 3CEFO3D

L17C7RAEAT
FESEESYSF
PDAESFODT

[30/12/2010
|12/7/2010
|12/7/2010
|12/7/2010
[17/7/2010
|17/ 7/2010
|15/7/2010
|15/ 7/2010
|18/ 7/2010
|23/7/2010
|23/7/2010
|25/7/2010
|26/ 7/2010

|3/8/2010
|2/8/2010
|13/9/2010
|21/8/2010
|10/2/2010
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Viotto
Markus
Markus
Markus
Xeuz
Xeuz

wvlad.drakon
wlad.drakon

mijrods

Christianh Palmer
lucie miloup

sarsh_pen

counterstrikewi

Pilipinas

aditya

aditya
Hus7afa

Phi Van Hoan

Rick Ross
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Working back the timeline

e Who sells it, when did that capability first
emerge?

— Requires ongoing monitoring of all open-source
intelligence, presence within underground
marketplaces

— Requires budget for acquisition of emerging
malware products

@ 2010 HEGary, Inc. All Rights Reserve d




HBGary
Penetrating Cyberspaces

Maintaining and building digital cover
Non-attrib pop on ‘net

Multiple identities

Contribution for bonafides




HBGary

carders.cc

HolyDarkness:f5a602d0d9300e18197a1fdd1ad49507::hodark@Safe-mail.net
2727277777:d5c84c7f046f103d98b3a769d433fd72::wickedboy2007 @gmail.com
house727:203488391fa5af323a408beba858a5cc::closer727@gmail.com
god-son:a84142494a9340afd735f2487401918b::zanucamig@yahoo.com
Kurokaze:17bef81eb5a39113a2743abb4eeebele::baron.de.cash@googlemail.com
slic3menic3:1ba2cf5cc41ef9701cfbff21c7f6145¢c::13hero37@web.de
N.A.S.A.:eb2f0229da724ee600012a047f7ab725cc81b51b:fuckface::x1x8x2@yahoo.de
Flex:6a1e9faf60f1a7dfd0230f1715e44a93::maxim_16@hotmail.de
*HIV*:6563883a558daa7a76f51e84ffc5a706::hivhiv@hushmail.com
FreakOut:9df6b1e3a642b8b95d9641bcf2add90a::t.koritkowski@web.de
AFreedom:321d0134947848alafc6f3f79b4936dc::lucky.024@gmail.com

Final x-2:4626472c9d208893242715ae8062ce6082db953::FinalX2@web.de
secreTSline:2ad9ce7b3d92280553616578bd3d8df4::secretsline@mail.ru
MyOwn:34efb4818c564b5b933b1b414441450f::dennis_rieger@web.de
CeeK:c990575a993cee991498aad711a0ef5a::gyros@spambog.com
Spitfir3:14bb037e1205338e4487f7c5f9e473dd24a46570:0123456:uweuckel@yahoo.de
next:d7f798cf492aab7b0598260049d3928f087c4118::luxbanking@secure-mail.biz
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Defining Threat Groups

Smallest atomic unit: the individual

Largest cloud unit: the scam

— Fraud, IP-theft, access reseller

A.B.C € narrowing cloudspace to individual

Developers

— Less than number of malware (with malware
defined before MD5 created aka pre-packing)

Users
— Larger than number of developers
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HBGary

Fingerprint Utility

Developer Fingerprint Utility, Copyright 2010 HBGar
File: 1228ad2e39befad4319733e98d8ed2890.livebin

Original project name: RESSDT
Developer's project directory: e:\ghOst\server\sys\ 1386
Compiler: Microsoft Visual C++ 6.0 release

User interface: Windows GDI/Common C ontrols
Media: Windows multimedia A Pl

Media: Microsoft VIW (Video for Windows)
Compression: Inflate Library vers ion: 1.1.4
Networking: Windows sockets (TCP /1P)
Networking: Windows Internet API

Source directory: e:\ghOst\server\sys\ 1386
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whois. exe AUTOrunsc. exe

m The set of Mark

Russinovich’s
movefile.exe free Syste m

ProcFeatures.exe pipelist. exe tOOIS. YOU can

Reghide. exe

hexZdec.exe See Wthh OneS

are just variants
of the same
il source base, or

were compiled

- : on the same
— psfﬂe_m platform in or

around the same
time.

Tcpview. exe

TCcpvcan. exe
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Clustering a malware collection

Large number of samples

Need to group self-similar items into
“clusters”

— Like a “strange attractor”

From the cluster, perform link analysis into
social cyberspaces to find “participants”

— Some participants may “resolve” into a developer,
user, or other archetype
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system32 directory —
, : Windows 7 64 bit
Old-school ERRE e R Professional
DOS s 5 ’
command
EXE’s

. , : These were very small
More old school, % . ¥ 0% o0 s j binaries with almost
o . y

but these have no fingerprint data
extra cmd- SErP

parsing features

=]

Autorun
infecting

Rebel Base

sysinternals

Language support
tskill, . ; £ binaries (NLS)
tsdiscon,
logoff, y
changelogon, : ; o s 3 ¥ A : Vobfus
etc ' '

1/41 on virtualtotal

-} e o

Yahl_over 0.0 8 % 6 @ Rungbu se0COO
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Takeaways

Actionable intelligence can be obtained from
malware infections for immediate defense:

— File, Registry, and IP/URL information
Existing security doesn’t stop ‘bad guys’
— Go ‘beyond the checkbox’
Adversaries have intent and funding

Need to focus on the criminal, not malware

— Attribution is possible thru forensic toolmarking
combined with open and closed source intelligence
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Fingerprint Download

e Get fingerprint from www.hbgary.com
= Or _
e Stop by the HBGary booth to get a CD
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Thank You
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