
 
 

From: "Rich Cummings" <rich@hbgary.com>
To: "'Greg Hoglund'" <greg@hbgary.com>
Sent: Monday, April 13, 2009 10:38 AM
Attach: pdf_exploit_botnet_packet_analysis.docx
Subject: RE: Maltego Test
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2/20/2011

G, 
Here are a bunch of screen shots from our packet capture.  I’ve isolated the IP addresses/URL’s and most of the files 

downloaded from China and the Ukraine. 
  
Take a look.  I’ll get Maltego today and start looking for the guy running the jRoger botmanager 1.5. 
  
Call me when you have time. 
R 
  
From: Greg Hoglund [mailto:greg@hbgary.com]  

Sent: Saturday, April 11, 2009 2:51 PM 

To: rich@hbgary.com 

Subject: Maltego Test 
  
Rich, 
Lets get the free version of maltego and run a test to ID the guy running that JRoger botnet.  What was the DNS of the 
bot controller? 
  
-Greg 



PDF Zero Day Exploit Received 3/26/2009  

AcroRd32.exe is used to open the readme.pdf.  then adobe updater is launched to check for online 

updates.  Readme.pdf injects the chinese URL http://lieliteautobody.cn/load.php?id=0.  This proceeds to 

download and execute load.exe.  

 

 

 

 

 

 

 

 

 

 

 

Lieliteautobody.cn = 94.247.3.151 
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GET /load.php?id=0 HTTP 1.1 



 

Iframes are used to re-direct the download to another website in China.  Litedownloadfinest.cn 

 

This url will download and execute load.exe 

 

 

 

 

 

 

 

 

 

 

 



 

The lieliteautobody.cn web server is running nginx software. (? What is this?) 

nginx is a HTTP server and mail proxy server written by me (Igor Sysoev) from russia.  

http://sysoev.ru/en is his website. 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 



 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

Ukranian IP 

address

 

 

Ukranian Location:  

 % This is the RIPE Whois query server #1. 

% The objects are in RPSL format. 

% Rights restricted by copyright. 

% See http://www.ripe.net/db/copyright.html 

%To receive output for a database update, use the "-B" flag. 

% Information related to '213.155.4.80 - 213.155.4.87' 

inetnum:         213.155.4.80 - 213.155.4.87 

netname:         tarelka 

descr:           tarelka - Anton Giliashvili 



country:         UA 

admin-c:         AG100-RIPE 

tech-c:          AG100-RIPE 

status:          ASSIGNED PA  

mnt-by:          MNT-HOSTINGUA 

source:          RIPE # Filtered 

person:          Anton Giliashvili 

address:         po. box 5802, Sharjah, AE, 5802 

phone:           +9715725060 

nic-hdl:         AG100-RIPE 

abuse-mailbox:   maazaltd@ya.ru 

source:          RIPE # Filtered 

% Information related to '213.155.0.0/19AS41665' 

route:           213.155.0.0/19 

descr:           Datacenter Hosting.UA 

origin:          AS41665 

mnt-by:          MNT-HOSTINGUA 

source:          RIPE # Filtered 

 

 

 

 















 


