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From: "Rich Cummings" <rich@hbgary.com>
To: "Aaron Barr" <aaron@hbgary.com>; "Ted Vera™ <ted@hbgary.com>; "Greg Hoglund"™ <greg@hbgary.com>
Sent: Saturday, January 30, 2010 12:33 PM

Attach: HBGary SEAL v5.pptx
Subject: FW: Con Call with McAfee SE Team

Guys,

This is the presentation I'm giving to 120 McAfee sales engineers on fonda
about our DDNA integration. Even if 25% of them get it we now have 4@ mor
technical people pitching DDNA. This is how REAL companies scale
Grrrrrrr!

Have a good weekend.
Rich

----- Original Message-----
From:Namit_Arora@McAfee.conimailto:Namit_Arora@McAfee.com]
Sent: Friday, January 29, 2010 9:25 PM

To: rich@hbgary.comJohn_Klassen@McAfee.com

Cc: Eric_Renner@McAfee.conpenny@hbgary.com

Subject: RE: Con Call with McAfee SE Team

Rick, here is the final ... | just added titles on two slicah(
screenshots). Thanks, and | look forward to your presentation on Monday!

Namit Arore

Sr. Manager, Marketing, SIA
McAfee, Inc.

Direct: +1.408.346.5208

----- Original Message-----

From: Rich Cummings [mailto:rich@hbgary.com]
Sent: Thursday, January 28, 2010 10:10 PM

To: Klassen, John

Cc: Renner, Eric; Arora, Namipenny@hbgary.com
Subject: RE: Con Call with McAfee SE Team

John,

Thank you very much for the feedback | really think it's come together well
I've added in your 3 slides and thanks for doing the work there too. Here is
the latest version attached.

| will go through this again tomorrow morning and let you all know if I've
made any edits. | believe I'll be able to do the current presemiat

the allotted 20 minutes without any problems as | have only a couple key
points to touch on per slide.

Feel free to send me any more suggestions or improvements.

We're fired up to work with you all!
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Best,
Rich

----- Original Message-----
From:John_Klassen@McAfee.comailto:John_Klassen@McAfee.com]

Sent: Friday, January 29, 2010 12:21 AM

To: rich@hbgary.com

Cc: Eric_Renner@McAfee.conNamit_Arora@McAfee.compenny@hbgary.com
Subject: RE: Con Call with McAfee SE Team

Rich,

This is a really good presentation, really hits the mark for whatrieed
to know!

Suggestions:

Slide 4 - the build isn't quite right, the ovals appear to earlied f
it in the attached PPT.

Slide 10 - | *LOVE* the side-by-side comparison. In the table, é¢tesrge
"McAfee EPO" to "McAfee Total Protection for Endpoint" (ToE&dpoint)
because ePO is the management framework, not the security ptbdticts
provide anti-malware protection (VirusScan Enterprise, HIPS, dltc
adjusted the size as well.

Slide 15 - The Red for ePO Server box is not McAfee Red, too br@fenge
"ePO Agents" to "McAfee Agents" to match the McAfee product ngr(ii know,
it's not clear why ePO = ePO Server + McAfee Agent but ttet'surrent
standard). | made these changes in the attached PPT too so yoteeould s
what | mean.

Otherwise only praise, especially for the "on disk" vs. "in menmogge"
slides -- brilliant!

-jkk

John Klassen
Technology Director, Security Innovation Alliance McAfee, Inc.
Mobile: 510.290.8900

----- Original Message-----

From: Rich Cummings [mailto:rich@hbgary.com]
Sent: Thursday, January 28, 2010 6:47 PM

To: Arora, Namit;penny@hbgary.com

Cc: Renner, Eric; Klassen, John

Subject: RE: Con Call with McAfee SE Team

Thank you Namit,

| really like what you've done, it looks really good on your background.
Great suggestions as well, I've made most of the changes you recordrhende
believe. | will take another quick look in the morning and send it over if

| make any edit
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Penny please review and let me know your thoughts.

Thanks again,
Rich

----- Original Message-----
From:Namit_Arora@McAfee.conimailto:Namit_Arora@McAfee.com]
Sent: Thursday, January 28, 2010 6:39 PM

To: rich@hbgary.compenny@hbgary.com

Cc: Eric_Renner@McAfee.condohn_Klassen@McAfee.com

Subject: RE: Con Call with McAfee SE Team

Thanks Rich,

The slides look good. | apologize for not mentioning that this needs to be
in the McAfee template. So | went ahead and transferred thent®ntgee
attached deck. Please review it to make sure there are ndtfogma
glitches. After this call, we'll use it as the primary HBGpresentation

in the Sales Resource Center for use by our Reps/SEs in customer
environments.

Here are some changes | made: combined slides 4 and 5 in your destedepl
the ecosystem diagram. | also added slide #23.

What would be nice is a statement of the customer problem you haug set
to solve. This could go on slide #3. It would be good to have titles for
slides #12-#15, a descriptor for what we are looking at. Reallglitte

#10. Please add contact details on slide #23.

Also, would it be possible to recast slide #22 summary as custmmefits
of the integration, rather than only technical capabilities of DIDNA?

The SEs would want to take away a couple of key nuggets on why they should

care, when they should think of you, etc.

It may be challenging to cover 23 slides and also take questions in 20
minutes but I'll leave it to you whether you want to shorten the
presentation a bit. That's all | have. John is reviewing thissisand
might have some suggestions.

Thanks,

Namit Arore

Sr. Manager, Marketing, SIA
McAfee, Inc.

Direct: +1.408.346.5208

----- Original Message-----

From: Rich Cummings [mailto:rich@hbgary.com]
Sent: Thursday, January 28, 2010 12:38 PM

To: Arora, Namit;penny@hbgary.com

Cc: Renner, Eric

Subject: RE: Con Call with McAfee SE Team

Hi Namit,
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Please find attached my draft of the presentation for Monday. vEllygiu
a call in a couple minutes to see if we can chat. If | dosdrgou

please feel free to call me on my cell (703-999-5012) anytime untiletve
this finalized to everyone's satisfaction.

We're really look forward to the Sales Engineering call on Monday and
winning some business together.

Best,
Rich

Rich Cummings | CTO | HBGary, Inc.

Office 301-652-8885 x112

Cell Phone 703-999-5012
Website:www.hbgary.comemail:rich@hbgary.com

----- Original Message-----
From:Namit_Arora@McAfee.conimailto:Namit_Arora@McAfee.com]
Sent: Tuesday, January 26, 2010 10:44 PM

To: rich@hbgary.compenny@hbgary.com

Cc: Eric_Renner@McAfee.com

Subject: RE: Con Call with McAfee SE Team

Rich, checking in to see if you are on track to send me a draéma¢i®n
by tomorrow, Wed?

The SE call is from 1-2 PM PST on Monday. I'll forward the meatinie
later this week. Thanks.

Namit Arore

Sr. Manager, Marketing, SIA
McAfee, Inc.

Direct: +1.408.346.5208

----- Original Message-----

From: Arora, Namit

Sent: Wednesday, January 20, 2010 2:41 PM
To: Renner, Eric; Rich Cummings; 'Penny Leavy'
Subject: RE: Con Call with McAfee SE Team

Thanks, Eric.

Rich,

I'll be happy to help you develop a presentation for the SE call. Bgsica
what we need is a deck with about 10-12 slides. It should provide an
overview of HBGary and its products/solutions and then talk about our joint
solution and its customer benefits. Screen shots that illudtejeint
integration tend to work really well. Since the audience heressiSiE

Ok to be technical.

I'm not sure if the total time of 20 mins will allow a live delnd if you
feel confident of finishing your entire presentation in 20 mins, go &
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Ideally you should get through the slides and the demo in a bit under 20
mins, leaving 3-4 mins for any Q&A.

Please send me a draft presentation by Tuesday next week (Jan Atth), w
should give us time to review and request edits as appropriatendll s

you call-in details later next week. This will be a LiveMeetad) and you

will get presentation control. Over 80 North American SEs geyeatitnd.

Let me know if you have any questions.

Namit Arore

Sr. Manager, Marketing, SIA
McAfee, Inc.

Direct: +1.408.346.5208

----- Original Message-----

From: Renner, Eric

Sent: Tuesday, January 19, 2010 1:07 PM

To: Rich Cummings; 'Penny Leavy'; Arora, Namit
Subject: RE: Con Call with McAfee SE Team

Penny, thank you for the introduction.

Hi Rich, great to meet you and looking forward to your participation on this
McAfee SEAL Team Call with our SEs. Namit is lining this, so he'll
coordinate with you on all the details.

Thanks again,

Eric

Eric Renner

Director, Business Development - SIA
McAfee, Inc.

Direct: 408.346.5451

----- Original Message-----

From: Rich Cummings [mailto:rich@hbgary.com]
Sent: Tuesday, January 19, 2010 12:41 PM

To: 'Penny Leavy'; Renner, Eric; Arora, Namit
Subject: RE: Con Call with McAfee SE Team

Hi Eric and Namit,

| look forward to the call. Please feel free to call my aeytime. The
number is 703-999-5012.

Thanks,
Rich

Rich Cummings | CTO | HBGary, Inc.
Office 301-652-8885 x112
Cell Phone 70-99¢-5012
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Website:www.hbgary.comemail:rich@hbgary.com

----- Original Message-----

From: Penny Leavy [mailto:penny@hbgary.com]

Sent: Tuesday, January 19, 2010 3:30 PM

To: Rich Cummings; eric_renneramit_arora@mcafee.com
Subject: Con Call with McAfee SE Team

Rich,

Met Eric Renner. Eric is our POC for the ePO initiatifeday, we will be
signing the sales agreement that allows HBGary and McAfee ttyjegit
our DDNA for ePO solution. On 2/1/10 thre is a call with 80-120 SH®y
would like HBGary to participate. The call will be for 20 minudesl
answer

WHo we are

Our Core Technology

Functional ePO integration

What Customers get with integration
Demo of product

The session will be recorded and archived for all of McAfeeadelevork
with Eric and Namit to schedule. Eric, Rich's phone is
703-999-5013 or he is at ext 112

Penny C. Leavy
HBGary, Inc
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¥ McAfee

An Overview Presentation

Rich Cummings, CTO, HBGary

February 11, 2011
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¥ McAfee

 Who is HBGary —
» SIA Partnership — Theft and Forensics
« HBGary Digital DNA —
— What is it?
— How it works
— How it complements McAfee End Point Protection
 Existing Customers
e Questions and Answers
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HBGary Background U McAfee

® Founded in 2003 by Greg Hoglund — Founder of Rootkit.com

» First 4 years spent on
e Government Services Contracts
e Advanced Government Research Projects
e 2007 — Commercial Products and Solutions focused
e Responder Pro — Memory Forensics & Malware Analysis
e Digital DNA — Enterprise Malware Detection System

R&D Funding

* Next Generation Software Reverse Engineering Tools
Air Force Research Labs 1 * Kernel Virtual Machine Host Analyzer
* Virtual Machine Debugger

7
™
. * Next Generation Botnet Detection and Mitigation
Dept Homeland Security o _ . . -
(HSARPA) * H/W Assisted System Security Monitor
* Subcontractor to AFCO Systems Development
J
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Where HBGary Fits in the SIA Program
Incident Response & Forensics
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Who is HBGary? Y McAfee

HBSary specializes in developing advanced computer analysis products
to detect, diagnose, and respond to advanced malware, targeted
threats and other cybercrime activities, HRGary's flagship product,
Cigital DMA™, performs unparalleled detection coupled with
Responder™ post-exploitation forensics with dynamic analysis of
malware of live running software,

Through this partnership, Digital DMA™ s now integrated with ePO™ =0
that Mcafee custormers can deploy Digital DMA, scan physical mermory
for malicious and unauthorized code, and report results to Mcafee ePO
consale for optimmal corrective action, Read the solution brief for more

details,
7 McAfee McAfee Compatible solution: HEGary Digital DN& 1.7 and McAfee
COMPATIELE ePC 4.0,
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What is Digital DNA? @ McAfee

eDigital DNA is:
— A Software and Malware Classification System
— A Learning System - gets smarter over time

— A programming language with logic used to create rules
for Computer RAM

— A system to identify all executable code in RAM and
predict it’s behaviors so analysts can quickly identify if a
machine has unauthorized or unwanted executable
code running on Windows Workstations and Servers.

Confidential McAfee Internal Use Only



What is Digital DNA U McAfee

A System designed to:

e Detect Zero Day or Unknown Malware - Passively

e Below the operating system — memory forensics

e No protection or prevention or blocking - reactive
e Detect Malware regardless of how it was packaged

e “MD5’s are useless in memory at runtime”
e Report Code Capabilities and Behaviors to the Analyst

e “Reverse Engineering for Dummies”

e Programming techniques identified with clear descriptions
e Easily Identify variants across the Enterprise

e Fuzzy Searching/Percentage of Match
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DDNA Core Technologies U McAfee

GOALS: Gain the ™\

lowest level of 2 .
diagnostic visibility @ Fhysical

. Memor

in order to detect L AN

Forensics /

5

malware and ]

malicious behaviors L
Code T
\ 1 a'f \ | "
4 Reverse ; '
To obtain our goals we Engineering

combined the latest
advances in Memory
Forensics & Reverse
Engineering technology.
The result was Digital
DNA.

Digital DNA

(Behavioral Analysis)
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How DDNA Works? W McAfee

/_ Detect
T\ Executable Code

/ Phase 1
/~ Physical

Memo-ry ‘\ Code

Forensics i h
into Code - | ere
Phase 2 ‘ Code

“Diagnose”
Reverse
Engineering ;v Vz

Digital DNA

Visibility ]

(Behavioral Analysis)

Detect Malware and
|dentify Behaviors |

with DDNA
Phase 3
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How DDNA Complements ePO U McAfee

Malware Detection McAfee
Techniques Total Protection
for Endpoint
. _ Yes No
Active Protection for Malware
. . _ Yes No
Scans Live Windows machines for malware in
memory
Scan’s Computer Hard disks and static files for Yes No
malware
Prevents infection by USB/CDROM Yes NoO
Memory Forensics No Yes
“Like Crash Dump Analysis”
“Offline Analysis of RAM”
Rebuilds “Runtime” State of workstation and No Yes
servers from a memory image snapshot or image
Automated Reverse Engineering No Yes

with
Responder Pro & REcon
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What Digital DNA Looks Like

W McAfee

Ranking Software Modules by Threat Severity

CFDOO03 63 ipnat.sys

Digital D& Sequence I Maodule ! Process ! Severity i ‘Weight 5
) 0B 84 C2 0S5 OF 51 030F 6., iimo.sys Swstem RRRERERR 92,7

SO (7 71 30000563 ipfledry sys System 13.0/
i intelpprn, sys Syskem 1.0
: S742007E 1., ks.sys Syskem -10,0 |

Svyskem

OBB8AC2050F510z0F6427277BEDO06194200C202213D 00630221

Traik:

Trait:

oFed —;;-I& Trait:

Description:

————————————————————— -—— 1 Description:

Description:

a4 2

The driver may be a rookkit ar anti-rootkit koal, Ik should be examined in more
detail,

aF 51

There is a small indicator that detour patching could be supported by this
software package, Detour patching is a known malware technique and is also
used by some hacking programs and swstem utilities,

0F &4

The driver has a patential hook, point onta the windows TCP stack, This is
commion to deskiop firewalls and also a known rootkic technigue,

Software Behavioral Traits
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Digital DNA Threat Reporting in ePO W McAfee

Log Audit

All Machines Module Explorer

Machine: HBGARY-PMLAPPY
Total Machines: Modules 0

High Risk: Sequence Module Process Severity

Medium Risk: DB 8AC20S0OFS1030F 640501 340  iimo.sys System i

Low Risk:

No Risk: 01 40 D& 04 2B 69 05 60 0B 0SS FEF2 [ flypaper.sys System ]}

'é't";zf:'""ed: 02 B4 0B 0S5 14 CB 042476 05 94 C6 (0 olepro.dll explorer.exe nm
05 FEF4 05 7FSF 0523 1305 14C8 0 wuaueng.dll swchost.exe L[]}
OSFEF4 05 7FSF 0523 130514 C3 0  wsock32.dll swchost.exe

0222441 02B40B03 14 C8036EFLL  vmnatexe vmnat.exe

07 CDE30S 4F 9005 A8 FLOS 89 E4C  rsaenh.dll svchost.exe

0S5 7FSF 0523 120514 C2 05 A2 F1 0 winhttp.dil swchost.exe

05 B0 47 02 C7 CS5 05 5E 4B 05 68 541 mpr.dll Dhagview exe

OF COE305518705A8FLO05 89 E40  usereny.dll winlogon.exe

Severity MName

Tm HEGARY-PMLAPRY
MCSERVER
HEGARY-FCSD7OD2

LS
L2
®
L2
L
L2
L2
L2
L2
L3

Trait Explorer
Module: flypaper.sys

Traits 0

Trait Description

40 D& This kernel mode driver is accessing files on the filesystem. By itself this does not indicate s
2B 69 The kernel driver may be sniffing network packets, This is either suspicious, or this is relate
60 0B The driver appears to be hooking interrupts, While many low level drivers are known to use
FE F2 The driver appears to be hooking interrupts. \While many low level drivers are known to use
02 DF The driver uses context structures, This might be used to hide the fact a breakpoint is set,
BD BF This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a con
ga Ra9 This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a comi

SF FD This driver uses trap frames, this is related to interrupt hooking. Interrupt hooks are a conm

FEEPEERERDR

49 F3 The driver appears to be hooking interrupts. While many low level drivers are known to LS s




Digital DNA Threat Reporting in ePO W McAfee

Audit Log Euen WPMA Console

.FI\.II I"-‘ia;:hi.nes L} I:iociule Exr.‘-lorer
i o [l Machine: HBGARY-PMLAPPY
fodules 0

Seqguence Module Process Severity

Trait Sequence: |DE. B4 C2 05 0F 5103 0F 64030134

Threshold:

OB BAC2050FS1030F640501L3A8C  iimosys System [Hnm
01 40 DA 04 2B 69 05 60 0B'0S 7EF2 L flypaper.sys System [Hnm
02B40B0514CE 0424760594 C6 0 alepradl explarer.exe ][]
OSFEF4 05 7FSF0523130514C80 wuaueng.dll sychost.axe ][]
OSFEF4 05 7FSF0523 130514 C80 wsock3z.dl syvchost.exe

02 B8A4102R40B0O514CBOSGEFLL  wmnatexe ymnat.exe

07 CODE30S54F9005A3F10589E4C  rsaenh.dll svchost.exe

0S 7FSFOS5 23130514 CE305A3F1 0 winhtp.dl sychost.exe

05 BO 47 02 C7 C5 05 5E 4B 05 68 540 mpr.dll Dhaview exe

07 CODE305518705A3F1 0589 E40  userenyv.dll winlogon.exe

Severity Mame

{1111} HEGARY-PMLAPPY

MCSERVER
HBGARY-FCSD70D2

Haddadaaaad

Trait Explorer
Module: flypaper.sys

Traits e

Trait Description

40 DA, This kernel mode driver is accessing files on the filesystemn, By itself this does not indicate sLﬁ,
2B 69 The kernel driver may be sniffing network packets. This is either suspicious, or this is relate
&0 0B The driver appears to be hooking interrupts, While many low level drivers are known to Use
FE R The driver appears to be hooking interrupts, While many low level drivers are known to Use
032 DF The driver uses context structures, This might be used to hide the fact a breakpoint is set.
BD BF This driver uses trap frames, this is related to interrupt hooking, Interrupt hooks are a coml_
29 B9 This driver uses trap frames, this is related to interrupt hooking, Interrupt hooks are a comi

SFFD This driver uses trap frames, this is related to interrupt hooking, Interrupt hooks are a comi

Y Y rrrr .

49 Fg The driver appears to be hoaoking interrupts. While many low level drivers are known to Uses|
1y | 2]




HBGary Portal — Risk Intelligence & Updates @ McAfee

I | | Sequences - Global Threat Gen... [Lj I | | Job Global Threa

Welcome, Greg Hoglund!  Logout My Account Support HBGary.com

HOME ADMINISTRATION

SriifiaRy . » Sequences

Modules Filters

Strings

Displaying Page 1 of 11 (215 Sequences)

M]r Account Sequence Module
| 0BGAC2Z05BEFI02CYC5058EDS05C02405230E05B59B0SY0E2 01 2 modules
CEO3D3C501 4DF201 B4EED] AEDA DS 38440564 DB 0S 23 CEOD 3994212087 acBd32e30b4 7 508
My Downloads i 20303 C500B40B0233CO02676EC 01 AEDA DS 23 CEM 1ETE 04 bibl fd9cfST 7 ObeScf20hedeas
O0E4080235C0 01 4DF201 B4EEO227 F1 01 AEDAOSGEF1 02 06ed9577 b1 haZel 773945k
140 F201 B4AEED] AEDAOSEBF 4501 65 5A 01 1E7BO2 04 86 OF 841658071 593d24be5597helt
Cho401 BEO904 290E00 0B AE QD4 028004 D090 00 1897 00 d68938ef79303323860621 41

My Analysis Jobs

5,000 Malware Is sequenced every 24 hours

. 00B40B0235C0M 4DF201B4EEQT AEDA D2 CY CS 01 1EVB 04 60 SE Q0 Boedd acdedb62dSk 1d0cc2f
D303 C505BCEEOSBER D2 CF S5 0385 ADOF CO 0401 BE 0900 4CEC 01 awtgnkhe dll




Mapping The Malware Genome

HB)Gary #

HOME  ADMINISTRATION

Over 5,000 Traits are
Hit Report categorized into
Malware Factor, Group, and

Trusted

Unknown SUbgroup'

Factor / Group ! Subgroup

Installstion and Deployment Th | ) | S our = Gen om e"

Code Injection
Procesz Memoary
Thread Injection

Process Enumersation
Tetnp Files Dropped in RAM or File System

Reboot Survival

Registered Service We eX p eCt tO h a.ve
e 10,000 Traits by end
Development Of year

Compression
Self Defenze
File Time Modifications

Evidence Remowval
Sabatage

Antivirus
Desktop Firesweall
Anti-wirus

e
[o's

=2
Cm'o TR e T TR s [N S o SN o1 ¥ N (8

iy
L

93.8%

s
6.3%

Hits (%)
87 5%
B A%
50.0%
12.5%
43 5%
18.8%
56 3%
25 0%
18 8%
12.5%
62.5%
50.0%
B8 8%
18 8%

12.5%
a1.3%

Y McAfee

Malware Analysis Factors

Installation/ Deployment
Information Security
Defensive

Development
Communications
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HBGary Malware Analysis Factors

Development Factors

In what country was the malware created?
Was it professionally developed?

Are there multiple versions?

Is there a platform involved?

Is the a toolkit involved?

Are there multiple parts developed by different
groups or developers?

Command and Control Factors

How is the malware controlled by its master?
Do commands come from a cutout site?
What commands are supported?

Sniffing, logging, search file system, Attack
Poison Pill - Self-destruct?

Defensive Factors

Signs of packing or obfuscation

AV Sabotage

Does it have self-defense?

Does it use rootkit techniques/stealth?
Does it bypass the operating system?

W McAfee

Communication Factors

Where does it connect to on the Internet?
Drop points, Update Sites, C&C,

IP addresses or DNS names

incoming or outbound connections?
Does it use encryption?

Does it use Steganography?

Installation and Deployment Factors

Does it use the registry?

Does it drop any files?
Autorun.inf? USB? Open shares?
Does it sleep and awaken later?
JavaScript? Flash?

Infection Point/Attack Vector

Information Security Factors

Identify the risks associated with the binary
What does it steal?

Does it sniff keystrokes, passwords, 2 factor
authentication tokens?

Can it destroy data?
Can it alter or inject data?
Does it download additional tools?
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Easy Installation and Work Flow 'Y McAfee

-

Responder — Post
ePO Exploitation

Console Analysis

Schedule McAfee

270 Agents

— ]  SeIVer € (Endpoints)
Events

HBGary Server Digital DNA Module
Module
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Why MD5’s Don’t Work in Memory Y McAfee

* In memory, once executing, a file is represented in a new way that
cannot be easily be back referenced to a file checksum

 Digital DNA™ does not change, even if the underlying file does

— Digital DNA is calculated from what the software DOES (it's
behavior), not how it was compiled or packaged
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DISK FILE

MD5
Checksum
reliable

IN MEMORY IMAGE

MD5
Checksum
IS not
consistent
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W McAfee

100% dynamic

Copied in full

- Copied in part

In memory,
traditional

checksums
don’t work
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DISK FILE IN MEMORY IMAG
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U McAfee
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Digital DNA Defeats Packers @ McAfee

IN MEMORY IMAGE

)

- Packer #1
l - Packer #2
Decrypted
Original

S Loader

LI

Digital
Starting DNA
Malware defeats

Packed ackers
Malware P
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Digital DNA Detects Malware Toolkits @ McAfee

( IN MEMORY IMAGE\
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°
b} °
U  S—
| S —
B - 8
0p) ° L
@) - Digital
: DNA
Malware — detects
Tookit | toolkits
Different Toolkit
Malware Detected by
Authors Digital DNA
Using
Same Toolkit
\_ J

Packed
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Cus

1.

2.

3.

4.

tomer Benefits of Integrated Solution U McAfee

The McAfee ePO/HBGary Integrated solution provides organizations with a
military grade Defense-In-Depth posture

Precision Strike Response with Unprecedented End-Point Visibility

Digital DNA detects the Advanced Persistent Threat (APT) hiding in
Computer RAM

The Memory Forensics approach augments McAfee’s proactive threat protection with
law enforcement grade diagnostics for deep detection

Detected Malware can be sent to Avert Labs for Rapid Virus Signature creation
Rapidly Understand The Malware’s Intentions and Capabilities

What is being stolen, Who it communicates with, How the malware installs itself,
Command and Control Channels

Use this Risk Intelligence for enterprise policy changes and to identify
scope of breach

IP Addresses, URL’s are blocked at the IPS/Gateway

Registry keys and files are searched
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Call to Action U McAfee

* Visit the McAfee Sales Resource Center
— Joint Solution Brief
— Customer Presentation
— Sales Teaming Guide (Coming soon)
— Sales Teaming Cheat Sheet (Coming soon)

» Contact HBGary for detailed product information

— Name: Rich Cummings
e Tel: 301-652-8885 x112
« Email: rich@hbgary.com

— Website: www.HBGary.com

McAfee

COMPATIBLE
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Thank you very much

sales@hbgary.com




What’s in a Trait? U Mchfee

04 OF
51
T

Weight / Control flags

B[OO 24 73 ??]KH AND S[>004]

C”QueueAPC”{arg0:0A,arg}

b E Trait: aF 51
Description: There is a small indicator that detour patching could be supported by this
zoftware package, Detour patching is a known malware techrique and is also
used by some hacking programs and syskem atilities,

The rule is a specified like a regular
expression, it matches against automatically
reverse engineered details and contains

Boolean logic. These rules are considered
intellectual property and not shown to the
user.
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Responder Pro w/DDNA Y McAfee

Digital DMA Sequence Mame Process Mame Severity v W "';
- | 025FCE01 64 ... gzipmod.dl winlogon, exe i 1000 =)y . ﬁ
-/ | 025F CEO1 B4 ... gzipmad.dll WIMIprYse, exe i 100.0
- | 025F CE01B4 ... gzipmod.di iexplore, exe i 100.0 :
SIS 0= 5F CE 01 B4 ... |gziprod.dil wiauclk, exe i
. Send ko report
- | 025F CE01B4 ... gzipmod.di alg.exe [TT1111]
T . | Wiew Eraits
-/ 025F CEO1 B4 ... geipmad.dll wscntFy. exe Him
- | 025FCE01B4 ... gzipmod.di wuaudt, exe Him View report items
-] 025F CEO1 B4 ... gzipmad.di cmnd. exe [[{[]{]]] View binary
- | 02SFCE01B4 ... gzipmod.di WhlwareService e Him View strings
-5 04428205 0E .. vhagz.sys System 1 View symbols
+[=5| 2/ 80 AC 80 80 ... memorymod-pe-0x021d0000-0x02,.. iexplore.exe
1_] ¥ F P Copy to clipboard
J OOEES1003C ... kernel3z.dl WIMpryYse, 2xe
. S 0 As.
] ODEES1008C... kernel3z.dl alg.exe s A
el o —— . - - . —m o o
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Traits for gzipmod.dll

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

Trait:

Description:

65 54

Protected skorage COM interface DLL - could indicate scanning for username/passwords

D04
Packed using UPx

549

The program is deleting files,

£5 64

Program may be using named pipes. This is a method for bwo processes bo communicake
with one another,

S e7

Program appears ko use a nebwork protocal that suskains a connection over time,

1549

The program has the ability to launch another, second process. This is common to marey
programs,

270

Program is changing memory permissions on another process, potentially For injection
pUrposes,

¥ McAfee
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Malware Analysis- Responder Pro

Repork || Ohjects || Timeline || Canyas || Bimary

@ & @ @

Digital CRA Sequence

- | 02SFCEOLB4 ...
-] ozSFCEOLBA4 ...
<[] 025F CEOL B4 ...
IR 02 SF CE 01 B4 ...
) 025FCEOLE4 ...
-] 025FCEDLB4 ...
-] 02SFCEOLB4 ...
-] ozSFCEOLBA4 ...
<[] 025F CEOL B4 ...
=) 044z82050€ ..,
52| za 0 ACEDED ...
-] ODEES1 O0AC ...
-] onEESt DAAC ...

Marme

qgzipmad.dll
gziprod. dll
gziprnod. dll

qziprod.dll
qziprnod. dll
qziprnod. dll
qgzipmad.dll
gziprod. dll
gziprnod. dll
wbagz, svs

memorymod-pe-0x02 1d0000-0x02, .,

kermel32. dil
kermel3z. dil

Digital DMN& | Script

Process Name
winlogon, exe
WMIpFYSe, Bxe

iexplore. exe

wiaucl, exe

alg.exe

warnkFy, gxe
wiaucl, exe
cmd.exe
YMwareService, e
Swskem

igxplore, exe
WMIpFYSe, BXe

alg.exe

W McAfee

g 0 @

v |e

T 100.0 =

T 100.0|
T 100.0

s

Send to report
Yiew traits
View report items

Wiew binary

View strings

Wiew symbols
Copy to clipboard
Save Copy As..,
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Actionable Intelligence — Responder Pro U McAfee

- gzipmo... | 0x00034273 | OperMutexsonind]
Q:x0000B930 2 sfid="%uRshel=%uisocksport=" Ul er=9%h0ttppart=":ufuptimem=":ufuptimeh="5U2wid="

0x000099 To (e By \

JEYEE POP3 Passwordz

- gzipma, ..

- gzipma, .. 0x002

-
- gzipmo,., 000006501  POP3 Server .

< pipmo.., S St Password Stealing Malware ]
- gzipmo.,, PxO0000BOYE  POST [%esrdt=08id=%u HTTP/1.0

- gzipma, .,  Nx00034AZ7F  Process3zFirsk [

- gziprno, ., ONJOO3AZEF  Process3Z2hlexk CO m m and & CO ntr()l U R L

- gzZipma,,.  0x0NJOE975  PSite: %65 | %es \.

- gzipmao, .. 0x00003s85
g_zip_mcl. o Dx0000ETe0
r gzipmo...  Ox0003AZB7  Sleen
- gzipmo...  0x00002166
> gzipmo... Ox0000B7EBO  SOFTWARE\Microsoft)Internet Account Manager) Accounts
gzipmo...  Ox000074862  Software)MicrosoftInkernet Explorer Exkensions

> gzipmo...  Ox00007A0C  SoftwareiMicrosoftInkernet Explorert Toolbar
gzipmo... Ox000067B7  SOFTWARE)\Microsoft\wWindows MT
> gzipmo...  Ox00003CCA SOFTWAREYMicrosaft) Window
gzipmo... Ox00007492  SoftwarelMicrosofthwindows\QwrrentYersiom ExploreriBrowser Helper Objecks
> gzipmo... 0x00002115  SoftwarelMicrosofthwindows\Corren '

pstorec.dll

shore_reatelnstapos

[Malware Installation Factors]

sorcial-bos, biz

ersiontinlogon) Mokify:

T\ CurrentersiontWinlogonMokify gzipmod

ExploreriShell Folders
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