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From: "John Farrell" <john@endgames.us>
To: "Aaron Barr" <aaron@hbgary.com>
Sent: Wednesday, January 20, 2010 3:05 PM

Attach: 2009_ARO_chapter.pdf; Topological Vulnerability Analysis Nov 09.ppt; Splunk_Executive_Brief.pdf;
LE_Intel Use Case 03_22 09.pdf
Subject: Re: Endgames / HB Gary Federal

Aaron,

Yes, | will facilitate introductions to Bill Hornish, Splunk (foer Mantech PM at State Dept) and John Williams,
CEO, Prolnfo (cauldron is their vulnerability analysis/management produettioned). | have attached their
introductory briefs for your review. | have another company, ATS, butpheduct competes directly with Palantir.
Also, LookingGlass CEO, Derek Gabbard, is someone who you should mees@amsdiour model (see his attached
whitepaper t00).

Look forward to working with you. we're set for next Tuesday!

John

On Jan 20, 2010, at 11:24 AM, Aaron Barr wrote:

> Hi John,

>

> You mentioned a few other companies and reports | was wondering ibyttlsend those to me. Thanks,
> Aaron

>

> 0n Jan 19, 2010, at 4:22 PM, John Farrell wrote:

>

>> Great meeting you. Look forward to advancing this relationship!
>>

>> Just confirmed other meeting for Wed morning. Can we do Tuesdayoafteor Wed afternoon with you and your
CTO? Maybe Palantir after that. Thanks

>>

>> John

>> John M Farrell

>> VP Federal, Endgame Systems

>>703.622.9025 M

>>

>> ---me Original Message -----

>> From: Aaron Barr garon@hbgary.com

>> To: John Farrell

>> Sent: Tue Jan 19 10:46:25 2010

>> Subject: Re: Endgames / HB Gary Federal

>>

>> Sure thing.

>>

>> Greenberry Coffeehou
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>> 6839 Redmond Dr

>> Mc Lean? VA

>> United States

>>

>> From my iPhone

>>

>> 0On Jan 19, 2010, at 11:43 AM, John Farr@hra@endgames.uswrote:
>>

>>> Aaron,

>>> |t was good speaking with you. | look forward to meeting you at
>>> 230pm today. Please send me the address for the office or coffee
>>> shop and I'll see you there. Thanks

>>> John

>>> John M Farrell

>>> VP Federal, Endgame Systems

>>> 703.622.9025 M

>>>

p Original Message -----

>>> From: John Farrell

>>> To:aaron@hbgary.comaaron@hbgary.com
>>> Cc: Chris Rouland

>>> Sent: Tue Jan 19 08:11:53 2010

>>> Subject: Re: Endgames / HB Gary Federal
>>>

>>> Can you call me and we can discuss? Thanks
>>> John

>>> 7036229025

>>> John M Farrell

>>> VP Federal, Endgame Systems

>>> 703.622.9025 M

>>>

>>> --o-- Original Message -----

>>> From: Aaron Barr garon@hbgary.com

>>> To: John Farrell

>>> Cc: Chris Rouland

>>> Sent: Tue Jan 19 06:56:52 2010

>>> Subject: Re: Endgames / HB Gary Federal
>>>

>>> Hi John,

>>>

>>> What does your week look like, maybe we can find some time to get

>>> together.

>>>

>>> Aaron

>>>

>>>

>>> On Jan 14, 2010, at 4:31 PM, Chris Rouland wrote:

>>>

>>>> John,

>>>>

>>>> | wanted to introduce you to Aaron Barr, the CEO of HBGary
>>>> Federal. This is a new company spun out of HB Gary focused on
>>>> classified government services in our space. Aaron may have a

>>>> opportunity to work with us on a Cayman/Corsica data feed for the

>>>> Army, as well as a few others. Hopefully you guys can gethtege
>>>> face to face soon in D
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>>>>
>>>> Thanks,

>>>>

>>>> Chris

>>>>

>>>> -

>>>> Chris Rouland

>>>> CEO

>>>> Endgame Systems
>>>> chris@endgames.us
>>>>

>>>>

>>>>

>>>>

>>>

>>> Aaron Barr

>>> CEO

>>> HBGary Federal Inc.
>>>

>>>

>>>

>

> Aaron Barr

> CEO

> HBGary Federal Inc.
>

>

>

John M Farrell

VP Federal

Endgame Systems

75 5th Street Suite 208
Atlanta, GA 30308
john@endgames.
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ScoutVision™ Use Cases for Law Enforcement and Intelligence

SCOUTVISION™ FUNCTIONALITY — BASE INTERNET INTELLIGENCE AND LAW ENFORCEMENT

AND INTELLIGENCE MODULE

ScoutVision"" is the industry’s first Internet-to-Enterprise network intelligence platform,
offering a real-time logical, physical, and contextual view of the global Internet as well as
the enterprise network. ScoutVision™ supports a wide range of government and
commercial applications, including critical infrastructure protection, network security
management, and cyber intelligence. By fusing data from various proprietary sources and
partnerships, ScoutVision™ provides analysis and visualization of logical (IP routing),
physical (geo-location) and transit medium (fiber, satellite) topology. With these
advanced tools and data, Lookingglass empowers cyber professionals to gain insight into
potential threats and makes it possible to accelerate analysis, improve decision-making,
and inform correct action in real-time.

ScoutVision™ empowers law enforcement and intelligence analysts to take control of
their efforts toward attribution. No longer reliant solely upon requests to others for this
data, mission-driven analysts can employ an easy-to-use cyber intelligence platform.

Whether or not the Internet is the source of origin, the fact remains that it is the vehicle

through which terrorists
obtain and share information
about weapons and planned
attacks, where conspiracies
are hatched and conspirators
are recruited. ScoutVision™"
provides the unique
visualization and continuous
Internet surveillance
capabilities needed to
discover and identify
emerging situations and
potential nefarious activity.
This powerful solution also
facilitates trending analysis to
deliver a complete contextual
view of the observed
behavior.
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SCENARIO #1 — GEO-SELECTION OF REGIONS OF INTEREST

For law enforcement and intelligence analysts who are interested in detailed analysis of
assets, targets, or other pertinent cyber information related to a specific region,
ScoutVision™ provides the platform for this analysis.

Step 1 — From ScoutVision™",
Analyst selects region of interest
from world map. The dots on this
map indicate customer specific data
sets, and include such items as
sensors, other collection assets,
facilities, etc. These data sets are
defined by the customer.

Step 2 — Analyst sees what sensors
are available for collection within
the selected region. In this case, the
analyst can see what types of
sensors are deployed in the region,
and where those assets are
specifically located. Additionally,
the analyst may overlay other
internal data sets, such as locations
of physical facilities, locations of
known targets, or other proprietary
information.

The analyst then clicks on any of
the assets or information sets
displayed and drills in to see
additional details about that asset.
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SCENARIO #2 — TRACKING COLLECTION ASSETS

For law enforcement and intelligence analysts who are tracking asset coverage and
access, it is difficult to be able to see asset/sensor deployment and to put that asset/sensor
in perspective. This perspective may include: physical location information, logical
location information, perspective on both physical and logical relationship with other
sensors or assets, detailed information about communication paths between targets of
interest and the sensors relationship to those paths, and a host of other proprietary
analysis actions. ScoutVision'" is a platform that can fuse and integrate the relevant data
sets and present them to the analyst for analysis and tracking of collection assets or

Sensors.

Step 1 — An analyst uses
ScoutVision™ to search for
connections from an autonomous
system, IP address, or network range
of interest and can visualize how
sensors and collection assets are
deployed around that item of interest.
In this case, there are a number of
collection assets of various types in
place on connections to or from the
autonomous system in question. This
tells the analyst immediately if there
are any sensors that can be used in
collection activities related to the
autonomous system, IP address, or
network range in question.

Step 2 — If the analyst needs to see
what coverage the sensors or
collection assets viewed in Step 1
have beyond the IP, network range, or
autonomous system in question, the
analyst can jump from the
Autonomous System view to a view
showing the complete coverage of the
sensors or collection assets in
question.
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Step 3 — The analyst can use the
ScoutVision™" Route Analysis page to
ensure that there are sensors deployed
across the route as needed. In this case,
the routes between the addresses in
question have multiple sensors across
them, so an analyst interested in
collection of information exchanged
between these targets can see what
coverage the sensors have.
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SCENARIO #3 — INVESTIGATING DATA AND CONNECTIONS OBSERVED BY COLLECTION ASSETS

For law enforcement and intelligence analysts who are tracking asset coverage and
access, it is critical to be able to quickly and accurately identify not only where the asset
is located and what address ranges it is able to observe, but also to quickly identify source
and destination of all traffic observed in those networks. ScoutVision™ provides an
analyst this perspective, with multiple workflows providing insight into all network
traffic observed by a sensor or collection device.

Step 1 — The analyst starts with the My Aooount  Explore WO Hitp.  Log uF I _
view of the sensors and the networks SCOUTVISION™ =
those sensors cover. If the analyst ScoutVision o

hovers a mouse over any of the R ———
networks in question, the analyst can

see more details about those networks —
to include such information as address
range, geo-coordinates, etc. In this case,
information (address ranges) from three
of the observed networks has been
shown. e
From this screen, the analyst can either
drill down into the networks or into the
details about the sensors.

feedback
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that specific sensor. Selecting one of rtiner o Do 1~ | — B

those networks shows all individual o = o -
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analyst with all of the addresses/hosts o -
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with that the sensor has observed. There | ... s

are links here in this selection that can e ————— e o

be associated with actual content, so an prmm————— oun s

analyst can gather and analyze the e —
content in this location. Goste)
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Step 3 — If at any point in the analysis
process, the analyst needs to see a
physical world location (map) of the
sensors as they relate to a network of
interest, they can jump to a page in
ScoutVision™ that shows additional
details on the network in question, the
sensors as they relate to that network,
and any traffic observed by that sensor.

In this example, the analyst has drilled
down into a network that is covered by
a number of sensors, and the traffic
reported by those sensors is visible to
the analyst. The analyst can also see the
geo-location of the network in question
as well as all of the sensors.
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Summary
ScoutVision™ is a flexible, scalable platform that offers analysts across multiple sectors

and purposes the ability to bring together a wide variety of network data, geo-location
data, and other pertinent data sets together into one platform. Once the data has been
integrated or fused in the ScoutVision™" platform, the analyst has very flexible
visualization capabilities as well as analytic capabilities.



