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JOINT HEARING ON AGENCY RESPONSE TO CYBERSPACE POLICY REVIEW
TUESDAY, JUNE 16, 2009

House of Representatives,

Subcommittee oh Technology and Innovation

joint with the

Subcommittee on Resgearch and Science Education

Committee on Science and Technqlogy

Washington, D.C.

The Subcommittees met, pursuant to call, at 2:47 p.m.,
in Room 2318 of the Rayburn House Office Building, Hon. David
Wu [Chairman of the Subcommittee on Technology and

Innovation] presiding.
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Chairman WU. This hearing will now come to order.
Welcome everyone to this afterncon’s hearing on the
Administration’s cyberspace policy review. This is the
second of three hearings the Science and Technology Committee
ig holding on cyber security. Last week the Research and
Science Education Subcommittee held a hearing on the research
needs for improved cyber security, and next week my
Technology and Innovation Subcommittee will hold a hearing on
the cyber d¢ecurity activities of the National Institute of
Standards and Technology and the Department of Homeland
Security.

I have been long concerned by the lack of attention
given to cyber security by the federal government and by the
private sector. Previously, federal efforts were output
oriented-focused on things like the number of programs, funds
spent, or numbers of interagency working groups rather than
outcome driven. I am pleased that the new Administration has
made cyber security a top priority and is focusing efforts on
achieving outcomes such as fewer breaches of federal systems,
fewer cases of identity theft, and the security of smart grid
systems and health IT systems.

In order to achieve these very, very important results,
it is essential to first conduct a reviéw of our federal
cyber security structure and efforts. The Administration’s

cyberspace review does not make any brand new
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recommendations. However, it is wvaluable as a frank
assesgment of current federal activities and a rcadmap for
what needs to be fixed. 1In general, the recommendations
suggest improving interagency caordinatién and cocrdination
with the private sector, modernizing the research agenda, and
enhancing public education on cyber security.

By addregsing each of these recommendations we are
laying the building blocks for our new, outcomes-based
approach to federal cyber security. The four agencies
appearing before the Committee today have a significant role
to play in creating that foundation. During today's hearing,
I hcope to learn how each agency intends to improve its
current cyber security efforts in response to the
Adminigtration’s review. This information will help guide
the Committee’'s ongoing efforts to protect our Nation's data,
computer systems and its citizens.

[The statement of Mr. Wu follows:]
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60 Chairman WU. I want to thank ocur witnesses for

61| appearing before us toeday, and now I would like to recognize
62| Representative Smith for his opening statement.

63 Mr. SMITH. Thank you, Chairman Wu, and thank vou for
64| holding this hearing today to review the Administration’s

65| efforts to strengthen cyber security as outlined sgpecifically
66| in the White House's recently released Cyberspace Policy

67| Review. While federal efforts to increase network security
68! date back several years, they were brought to the forefront
69 in early 2008 when President Bush formally established the
70| Comprehensive National Cyber Security Initiative to deal with
71| widespread and successful cyber attacks on federal networks.
72| President Obama has committed to fully continue this effort
73| under his Administration and emphasized its importance in a
74| recent speech.

75 It seems the continuity across the Bush and Obama

76| Administrations, as well as the increased attention being

77| given to this issue in Congress, provide indication of a

78| small but important advantage of where we were just a couple
79| of years ago. Awareness of this problem and the need for

80| action is now nearly universal. There is broad agreement on
81| the seriousness and magnitude of our cyber security

82| wvulnerabilities and the complexity of the technical and

83| policy challenges that must be addressed to overcome them.

84 However, while there is a consensus on the problem, we
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are still at the earliest stages of identifying and
implementing solutions, and we are working through relatively
unchartered policy territory as we do so. Accordingly, I
hope both Congress and the Administration will work to
balance the pressure to act quickly and aggressively on cyber
gecurity with the need for thorough and deliberate
consideration of all possible courses of action.

To this end, as we hold these hearings and consider
legislative options later this summer, I hope to focus on
three brocad areas of cyber security policy: (1} R&D. Are we
investing enough in R&D given its importance as the primary
driver of increasing security over the long term? (2)
DHS-led efforts to secure the dot-gov domain. Are we
confident that the reported $30 billion price tag of this
initiative is appropriately focused and is ite centerpiece
program EINSTEIN going to provide effective and lasting
security? And (3) private sector critical infrastructure.
What 1s the best approach to improving the security of these
networks? Do new regulations or liability protections make
sense or could they be counterproductive to our security
goalea?

I hope today’s hearing will serve to begin the process
of answering these questions. I thank the witnesses for
being here, and I certainly loock forward to a productive

discussion. I yield back.




H8Y167.180 PACGE

110 [The statement of Mr. Smith follows:]

113 hkkkxkhkikkkddrd TNSERT 2 *dkdkdkdhkddrrhkdhddhsx




kg

115

1186

L7

T2 L

122

L=

124

125

126

127

128

129

130

131

1.32

133

134

135

i)

SY167.180 PAGE

u]

Chairman WU. Thank you very much, Mr. Smith. 2nd now I
would like to recognize Representative Lipinski, Chairman of
the Research Subcommittee, for his opening statement.

Chairman LIPINSKI. Good afterncon. I would like to
thank Chairman Wu for joining me in holding this hearing. I
look forward to working with him and other members of this
Committee on the critical issue of cyber security.

Last week my‘Research and Science Education Subcommittee
held a hearing on the state of cyber security R&D, and
several of our witnesses emphasized the need for better
partnerships and information sharing between the Federal
Government and the private sector. We also discussed the
challenges facing incentivizing agencies, companies, and
individuals, especially those that don’t face an immediate or
cbvious threat to adopt established best practices and tc
disclose breaches in security, and the expert panel echoed
recent reports regarding concerns over lack of prioritization
in the federal R&D portfolio.

One additional issue we discussed in last week's hearing
was the importance of education. The panel emphasized that
cur IT workforce needs to be taught the skills necessary to
incorporate security into software and systems from the
beginning. But IT professionals are not the only ones who
need to be better educated. The panel agreed that increasing

the public’s awareness of the risks and consequences of poor
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security practices is also essential. People are the
beneficiaries of IT but also the weakest link in IT security,
and computer scientists need to team with social scientists
to gain a better understanding of how humans interact with
and utilize technology.

We need a cultural change in the ways that Americans
practice their computer hygiene.

Now, today I look forward to hearing from our witnesses
about their agency’s responses to cyberspace policy review.
As I said, this is a critical issue: and I am very happy that
the Administration has focused in on it and we are doing soO
here on the Committee.

A secure and resilient cyberspace is vital not enly for
the Federal Government but for businesses large and small and
for every single American. This goal can only be realized
through our combined efforts and a multi-disciplinary
approach to the problem. So all of our witnesses and their
agencies will play a key role in maintaining this vital
cyberspace. I want to thank the witnesses for taking the
time to appear before us this afternoon, and I look forward
to your testimony.

[The statement of Mr. Lipinski follows:]
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Chairman WU. Thank vou, Chairman Lipinski. And now I
would like to recognize Mzr. Ehlers for his opening statement,
the Ranking Member of the Research Subcommittees.

Mr. EHLERS. Thank you, Mr. Chairman. .As the last and
probably least, I will try to keep my comments very short.

The security of our information is vitally important to
all Federal Government entities and that includes the House
of Representatives. Many of my colleagues are aware that our
own networks are targeted daily by people and governments who
would like to do harm to us or to our government or to find
out personal information that has been provided to us by our
constituents or other friends in other countries.

It takes strategic planning and organization to avoid
and address these attacks. When considering the impacts of
information security on policy development related to
electronic health records, national defense and technology
development, for example, it quickly becomes obvious how
important trusted networks are to the public and to
legislators.

All of the federal agenciegs testifying at the witness
table today play a critical role in protecting the security
of our systems while maintaining the necessary fresedom to
exchange unfettered communication.

I look forward to your comments on how the agencies are

advancing the national cyber security efforts, and I expect




BSY167.150 Ba

185

i86

187

188

to learn a great deal from each one of you today.

very much.

[The statement of Mr. Ehlers follows:]
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Chairman WU. Thank you, Dr. Ehlers. If there are other

members who wish to submit opening statements, vour
statements will be added to the record at this point.

2And now it is my pleasure to introduce our witnesses.
Ms. Cita Furlani is the Director of the Information
Technology Laboratory at the National Institute of Standards
and Technology. Dr. Jeannette Wing is the Assistant Director
at the Directorate for Computer & Information Science &
Engineering at the National Science Foundation. Dr. Robert
Leheny is the Acting Director of the Defense Advance Research
Projects Agency, and Dr. Peter Fonash is the Acting Deputy
Agsistant Secretary at the Office of Cyber Security
Communications at the U.S. Department of Homeland Security.

The witnesses will have 5 minutes for spoken testimony,
and your written testimony will be included in the record in
their entirety. And when you complete you testimony, we will
begin with questions. Each member will have 5 wminutes to

question the panel, and Ms. Furlani, please proceed.
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207 | STATEMENTS OF CITA FURLANI, DIRECTOR, INFORMATION TECHNOLOGY
20B| LABORATORY, NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY
208| (NIST); JEANNETTE WING, ASSISTANT DIRECTOR, DIRECTORATE FOR
210| COMPUTER & INFORMATICN SCIENCE & ENGINEERING, NATIOHRAL

211} SCIENCE FOUNDATION (NSF); ROBERT F. LEHENY, ACTING DIRECTOR,
212| DEFENSE ADVANCE RESEARCH PROJECTS AGENCY (DARPA}; AND PETER
213 | FONASH, ACTING DEPUTY ASSISTANT SECRETARY, OFFICE OF CYBER
214 | SECURITY COMMUNICATICNS, U.S. DEPARTMENT OF HOMELAND SECURITY

215 - (DHS)
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STATEMENT OF CITA FURLANI

Ms. FURLANI. Thank you, Chairman Wu and Chairman
Lipingki, Ranking Membérs Smith and Ehlers, and Members of
the Subcommittees. I appreciate the opportunity to appear
before you today to discuss our role in cyber security and
our perspective on the Administration’s Cyberspace Poiicy
Review.

Through our work in information technology, NIST
accelerates the development and deployment of information and
communication systems that are reliable, usable,
interoperable, and secure. It advances measurement science
through innovations in mathematics, statistics, and computer
science and conducts research to develop the measurements and
standards infrastructure for emerging information
technologies and applications.

Many of our vital programs impact national security,
such as improving the accuracy and interoperability of
biometrics recognition systems and facilitating
communications among first responders.

Research activities range from innovaticns in identity
management and verification, to metrics for complex systems,
to development of practical and secure cryptography in a
quantum computing environment, to automation of discovery and

maintenance of system security configurations and status, and
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to techniques for specification and autcmation of access
authorization in line with many different kinds of access
policies.

As you are aware, beginning in the early 1870’s, NIST
has developed standards to support federal agencies
information assurance requirements. ' Through the Federal
Information Security Act, or FISMA, Congress again reaffirms
NIST’s leadership role in developing standards for cyber
security. FISMA provides for the development and
promulgation of federal information processing standards, or
FIPS, that are compulsory and binding for federal computer
systems. NIST’s mission in cyber security is to work with
federal agencies, industries, and academia to research,
develop and deploy information security standards and
technolcogy to protect information systems against threats to
the confidentiality, integrity, and availability of
information and services.

Consistent with this mission and with the
reccmmendations of the President’s Cyberspace Policy Review,
NIST is actively engaged with private industry, academia,
non-national security federal departments and agencies, the
intelligence community, and other elements of the law
enforcement and national security communities in coordination
and prioritization of cyker security regsearch, standards

development, standards conformance demonstration, and cyber
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security education and cutreach.

The national security community, a number of state
governments, and major private sector organizations are also
adopting the risk management framework and cyber security
controls designed by NIST for the Federal Government. NIST
is engaging industry to harmonize preduct assurance
requirements to align with industry business models and
system development practices.

We play a leading security role in supply chain risk
management, health care information technology, the Smart
Grid, biometrics and face authentication, next generation
véting systems, and cloud computing. We work with the
intelligence and counterterrorism communities to facilitate
cross sector information sharing among federal, state and
local government organizations. We team with the Department
of Justice and the Small Buginess Administration in extending
cyber security education and training beyond the Federal
Government into the private sector.

For the first time, and as part of the ongoing
initiative to develop a unified information security
framework for the Federal Government and its contractors,
NIST has included security controls in its catalog for both
national security and non-national security systems. The
updated security control catalog incorporates best practices

in information security from the United States Department of
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Defense, the intelligence community, and civil agencies to
produce the most broad-based and comprehensive set of

safeguards and countermeasures ever developed for information

Under the provisions of the National Technology Transfer
and Advancement Act, NIST is also tasked with the key role of
encouraging and coordinating federal agency development and
use of voluntary consensus standards and coordinating the
public-private sector development standards and conformity
assessment activities through consensus standards
organizations. NIST will continue to conduct the research
necessary to enable and provide cyber security
specifications, standards, assurance processes, training, and
technical expertise needed for securing the U.S5. Government
and critical infrastructure information systems to mitigate
the growing threat. NIST will continue to closely coordinate
with domestic and international private sector cyber security
programs and national security organizations.

Thank you for the opportunity to testify today on NIST's
work in the cyber security arena and our views on the
President’s Cyberspace Policy Review. I will be happy to
answer any guestions you may have.

[The statement of Ms. Furlani follows:]
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STATEMENT OF JEANNETTE WING

Ms. WING. Thank you very much. Good afternoon,
Chairman Wu and Chairman Lipinski, Ranking Members Smith and
Ehlers, and members of the Subcommittees. I am Jeannette
Wing, and T am the Assistant Director of the Computer and
Information Science and Engineering Directorate at the
National Science Foundation.

I am delighted to have the opportunity to speak with you
today about NSF’s support for cyber security research at the
frontiers of knowledge, investments that capitalize on the
intellectual capacity of the best and the brightest in our
Nation’s colleges and universities, as well as their many
partners in the private sector. The research outcomes
generated with NSF support will undoubtedly contribute to the
security, stability and integrity of our global cyber
infrastructure for many years to come.

To begin, I would like to emphasize that many cyber
security measures deployed today build upon the fundamental
research outcomes generated decades ago. Thus, as the recent
60-Day Cyberspace Policy Review concludes, a national
strategy to secure cyberspace in both the near and the long
term must include investments in fundamental, unclassified,
long-term research.

Allow me to share with you just a few important
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fundamental research contributions made to date by the open
research community, many originally developed with
applications other than security in mind.

Cryptographic schemes and cryptographic-based
authentication, enabling today’s internet commerce, such as
on-line banking.

Program analyses and verification techniques, enabling
early detection of software vulnerabilities, thereby often
preventing cyber attacks such as phishing, worms and botnets.

Machine learning and data mining approaches are now used
in filtering spam and detecting credit card fraud.

CAPTCHAs, the distorted.text that only humans, not
machiﬁes, can decipher, ensuring that it is indeed a human,
not a bot, who is buying a ticket online.

These and many other research results developed with NSF
funding are being used routinely in numerous corporations
today. Moreover, NSF-funded projects have spawned start-up
companies that bring critical technologies to the
marketplace, creating new jobs, expanding the economy, and
helping to secure cyberspace.

This year, NSF will invest almost $137 million in
cutting-edge research on the science and engineering of
trustworthy systems. Our interdisciplinary Trustworthy
Computing Program, is a significant component of this

investment and supports more than 800 principal
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investigators, co-principal investigators, and graduate
students.

We contribute to the Comprehensive National Cyber
Security Initiative, CNCI, through this program with the
focus on three vital areas, the scientific foundations of
trustworthiness, privacy, and usability.

NSF coordinates its cyber security research and plaﬁning
activities with other agencies primarily through the
Networking and Information Technology Research and
Development program, NITRD, and the InfoSec Research Council.

We play a leadership role in both activities.

NSF and the academic¢ community greatly‘appreciatad the
opportunity to contribute to the 60-Day Cyberspace Policy
Review. We are pleased that the review recognizes the
importance of investments in both fundamental unclassified
cyber security research, the kind of research NSF supports,
and cyber security education. The review also recognizes the
importance of a strong academia-industry-government
partnership in which NSF plays a central enabling role.

For example, the NSF Science and Technology Center,
called TRUST, and three Cyber TRUST Centers, all work
directly with industry partners to speed the transition of
research outcomesg into products and services.

Looking ahead, there are several areas ripe for

industry-university collaboration. First, industry has data
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that are otherwise unavailable to academics. Providing
access to real data, appropriately sanitized, anonymized, and
scrubbed, based on real adversaries and real users of
operational systems and networks will allow researchers to
test their theories and to gain new insights.

Second, 'industry has problems looming on the horizon
that they just don’t have time to solve or they can’'t even
imagine because they aré so focused on the present. These
are exactly the kinds of problems academic researchers can
work on, anticipating the threats of tomorrow so that when
they arrive, solutions will be ready.

In my testimony today, I have provided examples of the
ways in which NSF works with its partners in the Federal
Government, the private sector, and academe to catalyze
research advances in cyber security.

With robust sustained support for research in both the

executive and legislative branches, we have a unique

opportunity to increase our Nation’s investments in

fundamental, open, long-term cyber security research.
Investing now for the future means a more secure future.
This concludes my remarks. Thank you very much.

[The statement of Ms. Wing follows:]
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Chairman WU. Thank you very much, Dr. Wing. Dr.

Leheny, I am going to get you started,

is going to take over for a while.

proceed.

DI,

and Chairman Lipinski

Leheny, please
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STATEMENT CF ROBERT LEHENY

Mr. LEHENY. Mr. Chairman, Subcommittee members and
staff, thank you very much for this opportunity ta discuss
DARPA’s programs, information assurance, and cyber security.

As I believe you are already aware, DARPA’s mission is
to invest in high-risk, high-reward technologies that create
new capabilities for our military and information assurance,
and cyber security are important elements in our current
portfolio of programs. Let me begin today by commenting on
the significance of robust secure self-forming networks to
the defense department.

Like'many commercial enterprises, the department is
transforming to network centric operations, so DARPA's
programs are focused on ensuring that these networks can
operate independently in a robust and secure manner. We are
interested in two types of networks, strategic high-speed
optical and satellite based global networks, networks relying
on commercial hardware technologies for the most part. For
these types of networks, our focus is largely on operations,
survivability under attack, and security.

At the other extreme are practical, largely wireless
networks, networks directly supporting the war fighter on the
front lines. Wireless networks present both hardware and

software challenges. They must be agile and adaptive,
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capable of operating in any environment, as well as being
able to manage, defend, and heal themselves at gpeeds beyond
human capabilities. And they must be self-forming without
recourge to the infrastructure or cell towers of the
commercial provider.

As network capabilities become ever more essential to
operations, these networks above all else must be secure. We
will spend about $127 million on information assurance and
cyber security in the current fiscal year, and we are
requesting an increase of more than 14 percent to $164
million £or 2010. While most of these investments are
targeted to software architecture and protocol issues, to
ensure networks are secure from the ground up, their
underlying hardware must also be secure. So in what is truly
a DARPA hard problem, we are investing in a procgram we call
TRUST, oddly enough the same name that the NSF for one of its
programs, but we are doing something completely different.
What we are doing is we are investigating methods for
detecting malicious featuregs inserted into semiconductor
chips during their design and manufacture and programming.
All of these efforts focus on the department challenges, but
we believe our successes, as has been the case in the past,
will eventually impact commercial network technologies as
well.

At this time, perhaps our most visible program, one of
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particular interest to this Committee which we took on as
part of the Comprehensive National Cyber Initiative, 1is our
program to develop a National Cyber Range. Recognizing that
scientific progress has always been paced by advances in our
ability to observe, test and perform rigorous experiments, we
are designing this range to be a vehicle for a significantly
advancing progress in cyber understanding and capabilities,
to be a tocol for rapid, realistic, and quantitative
simulation assessment of cyber technolcocgies. Researchers
will be able to operate at either the classified or
unclassified levels and with many more nodes than current
cyber test ranges with highly automated tools and regiment
techniques, they will have access to revolutionary research
capabilities, capabilities that will allow rapid network
simulation under real-world conditions, enabling efficient
development and testing of information assurance and cyber
security strategies.

The program has three phases. In the current first
phase, we began by seeking ideas from multiple sources which
after a government panel review resulted in our placing seven
teams under contract to develop competing designs for
delivery later this summer. At that time, the government
team will evaluate and select the best among these designs to
continue into a Phase IT program to produce a limited number

of prototype ranges. In a third phase, the most capablé
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prototype range will be further developed into the
operational range to be completed in 2012. DARPA is managing
the National Cyber Range development, but we will transition
the completed range to another organization for operation.
The details are a work in progress. Presently two government
working groups are studying the issues. One is developing a
technical vision and business model for the range operations.
The other is focused on security issues for accrediting the
range for use by all agencies across the government. In the
end, I believe the range will operate like other national
research assets with a panel toc review and prioritize user
proposals and an administrator ﬁo maintain facilities and
facilitate research or access.

Regarding how we coordinate our research with other
agencies, I can assure you that we actively coordinate our
aefforts. Two eperific examples inalude the multi- agency
participation in the development of the National Cyber Range,
and our teaming with the NSF to organize two cyber security
workshops this summer. But in general, in the process of
developing new prcograms, oOur program managers routinely
engage with their counterparts in other agencies to scope out
the best way forward to achieve a specific research goal.
Regarding the 60-Day Cyberspace Policy Review, this
high-level document ranges over a wide variety of policy

issues, but I note that it specifically recognizes the
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importance of innovation in achieving cyber security,
explicitly calling out the supply chain threat which our
TRUST program is addressing and the importance of modeling
and simulation capabilities that the NCR will enable.

In conclusion, as the department expands its net-centric
operation, information assurance remaing a critical concern.
In dealing with this concern, we are committed to working :
with organizations across the government to contribute to the
national goals for a secure cyberspace, and when the new
DARPA director is in place, refining our plans, programs and
budgets for cyber security will be high on our agenda.

I would be pleased to answer your questions.

[The statement of Mr. Leheny follows:]
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STATEMENT OF PETER FONASH

Mr. FONASH. GCood afternoon, Chairman Wu, Chairman
Lipinski, and members of the Subcommittees. Thank you for
the opportunity to discuss the White House's recently
released Cyber Policy Review as it relates to the Department
of Homeland Security’s ongoing efforts to secure the federal,
civil, executive branch networks and information systems and
to coordinate activities focused on securing the Nation’s
critical infrastructure.

One of the greatest threats facing our Nation is a cyber
attack to the critical infrastructure on which we depend.

Qur society relies on technology and telecommunications to
support our economy and critical government functions. The
cyber threats to these systems are real, growing, and
evolving. They are large, diverse and range from independent
unsophisticated opportunistic hackers to technically
competent adversaries and nation states.

The Nation must be vigilant, proactive and innovative as
it addresses and mitigates the service disruptions. The
department’s National Cyber Security Division, or NCSD,
serves as the nationél focal point for cyber security on
behalf of DHS. It works with the private sector and federal,
state, local, tribal and international governments to assess

and mitigate cyber risk and prepare for, prevent, and respond
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to cyber incidents.

The Cyberspace Policy Review assesses the current state
of U.S. cyber security policies and structures. Based on
this assessment, future decisions will be made regar&ing G
cyber security policy and appropriate structures to execute
it. It is anticipated that those decisions will focus on the
following five key areas outlined in the Review which build
upon existing programs and activities: (1) developing a new,
comprehensive strategy to secure America’s information and
communications infrastructure; (2) ensuring an organized and
unified response to future cyber security incidents; (3)
strengthening public, private, and international
partnerships; (4) investing in cutting-edge research and
development; and (5) beginning a national campaign to promote
cyber security awareness and digital literacy and to build a
digital workforce for the 21lst century.

Within those areas, a series of near- and mid-term
actions are set forth. DHS and NCSD, working with
interagency partners, are actively engaged in advancing these
actions. As many of them align with current NCSD activities,
such as cyber security-related information sharing with
federal, state, local and private sector partners, supply
chain risk management, cyber workforce development, and the
promotion of cyber security through national public awareness

and education efforts, NCSD’s fiscal year 2010 budget request
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provides further justification details on how DHS tends to
grow and support these and other cyber security activities
necessary to protect the Nation from cyber threats.

Before I address some of NCSD’s current initiatives, let
me emphasize that privacy and civil liberties considerations
are at the center of our efforts. Protecting the privacy of
Americans and their personal information is not just a
priority, it is required by law and we take it very
geriously.

DHE leads a multi-agency approach to cocordinate the
security of federal, civil, executive branch networks. The
United States Computer Emergency Readiness Team, or US-CERT,
serves as a central federal information security incidence
center and is the focal point for the security of federal
civil executive branch networks. Agencies report instances
to US-CERT, and it guides agencies on enhancing detection
capabilities and works with them to mitigate information
gsecurity incidence. US-CERT compiles and analyzes incident
information, shares the information with the operators of
federal information systems. US-CERT provides products
ranging from current and potential information security
threats to alerts about vulnerabilities.

In addition, US-CERT is improving its capabilities to
protect the federal enterprise in response Lo growing cyber

threats, in large part to ramp up the current activities due
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to the Comprehensive National Cyberseburity Initiative, or
CNCI. Over the last year, DHS has led the CHCI e=ffort to
establish a front-line defense for federal executive branch.
As part of this effort, DHS works with the Office of
Management -and Budget to reduce federal executive branch’s
external connections through the Trusted Internet Connection,
or TIC, program. Consolidating such connections is the first
step to creating front-line defense. As we reduce external
connections, we will deploy EINSTEIN, an intrusion detection
system, at trusted internet connections which will allow us
to more effectively analyze malicious activity across federal
executive branch networks. We also work with federal
agencies to develop additional capabilities to detect and
eventually prevent intrusions. Such collaboration will help
inform the ﬁroducts necessary to provide actionable
information to our critical infrastructure community.

Tn addition to coordinating the security of federal
civil branch networks, we work with industry and government
partners to secure the Nation’s critical infrastructure
networks. The vast majority of the Nation’s cyber
infrastructure is owned by the private sector. As such,
cyber security is not exclusively a federal responsibility,
and the key to our assured success is protecting cyber
infrastructures’ collaboration with the private sector. It

is for this reason DHS will continue to strengthen and build
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upon a public-private partnership framework created under the
National Infrastructure Protection Plan, or NIPP. The NIPP
was used for one of the CNCI initiatives whose focus is on
improving protection of privately owned critical network
infrastructure through public-private partnership. It is
often referred to as Project 12.

State, local, tribal governments and international
communities also play crucial roles in improving cyber
security. Recognizing the contributions that can be made by
leveraging such partnerships, DHS works with all levels cof
government and in the international community to help them
increase awareness. DHS also works with other agencies to
develop a plan for the retaining a skilled, trained
workforce. We need to build the next generation of ocur cyber
security workforce that will help us wmaintain a competitive
advantage. Over the coming years, we will focus resources on
the education and training of our current workforce and
developing and recruiting new talent. DHS is also
encouraging university programs and provides scholarships to
promising students.

In conclusion, as a Nation becomes ever more dependent
upon cyber networks, we must address cyber security
strategically. Overcoming new cyber security challenges is a
difficult task requiring a coordinated, focused approach to

better secure the Nation’s technology communications
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infrastructure. President Obama’s Cybergpace Policy Review
reaffirms that cyber security is among the wmost significant
issues facing the Nation’s economic and national security and
it solidifies the priority that the Administration. places on
improving cyber security.

Thank you for your time today. I appreciate the
opportunity to discuss the department’s efforts in advancing
our cyber security posture. I would be happy to answer any
gquestions from the Subcommittee.

[The statement of Mr. Fonash follows:]

kkwkkkkkkkhkdkt TNSERTS B, 9 *Fkkkkdkkddkdkkx
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Chairman LIPINSKI. Thank you, Dx. Fonash. We will now
move onto questions. Chairman Wu is down there. I am not
sure if you want to take back the Chair here or lead off with
guestions or shall I go?

Chairman WU. Go ahead.

Chairman LIPINSKI. Okay. This Chair will recognize
himself for 5 minutes to lead off with the questions. Dr.
Wing, you know, I was there yesterday at NSF and meet with
Dr. Bement and the AD’s. Some of these things that I am
going to ask about are not going to be a surprise to you or
anyone actually who knows my background as a social
scientist. I brought up in my opening statement that one of
the most important things that I think is often overlooked
and probably the weakest link that we have right now for
cyber security is the general population.

Now, I want to lead off by asking, what is NSF doing
right now in terms of research? What research is being
funded by the NSF or where are you trying to, you know,
search out for research that involves social science aspects
of cyber security and facilitating collaboration between
social scientists and computer scientists?

Ms. WING. Thank you for your question. It gives me an
opportunity to speak about the Trustworthy Computing program
which is one of the things I wanted to do when I got to the

National Science Foundation, was to actually broaden the
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scope of what we were doing in cyber security to make sure to
include topics like privacy and usability, which absolutely
includes understanding social science and how humans behave,
how organizations behave.

And so one of the things we sgpecifically did was to
broaden the scope of our Cyber TRUST Program to include
privacy and usability, to work with our social science
colleagues to make sﬁre that, for instance, we have reviewers
from their communities looking at propcsals that speak
directly to these kinds of issues. In fact, cyber security
is of course not just security, reliability, privacy, and
usability. It is not just the technical issues that all of
us scientists and engineers like to address, but there are
much broader issues like legal and ethical which, if you look
at the whole problem, we really need expertise from both the
scientific and engineering communities as well as these
less-technical communities.

So we are very much keen at the National Science
Foundation in looking at the broader picture.

Chairman LIPINSKI. Thank you, Dr. Wing. I want to
throw out a general question for esach one of you actually
going along these lines to tell me what rules do you have at
your agency, what type of education do you do of your
employees so that they do not wind up practicing bad computer

hygiene at the agency? So we will start with Ms. Furlani.




HSY16'7.190 PAGE 38

717
718
719
720
T2
722
723
724
725
726
T2
728
729
730
731
732
733
734
735
736
737
738
739
740

741

Tell me if there is anything that you do along those lines
for your employees.

Ms. FURLANI. Well, of course, because we write the
standards for the Federal Government, we expect our employees
to live up to a higher standard. So we do work very
diligently with our Chief Information Officer to ensure that
the understanding of what needs to be accomplished to protect
the systems and the citizens that are interacting with us are
deployed appropriately into the staff. So it is something
that we pay a lot of attention to in probably a more unigque
situation than others.

Chairman LIPINSKI. Actually, I have a friend who works
for NIST who was going around to places where you can get
your pictures printed up. He was trying to get to see where
he could find a certain--I don’t know if it was a virus or
what exactly it was, but he was trying to find places where
he could pick that up because he knew that this was going
around to just get a better handle on all of this. Thank
vou. Dr. Wing?

Ms. WING. Yes, at NSF we have a Secure Information
Technology Awareness Program. Every single NSF employee is
required to go through a training every year, and it covers
all the topics from how to choose a good password to shutting
down your machine to make sure that screens with confidential

information are not displayed and sc on. And there are
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policy documents about this thick that everyone is expected
to read. So we have a very serious--we take security very
seriously, and everyone goes through this training program.

Chairxrman LIPINSKI. Dr. Leheny?

Mr. LEHENY. DARPA is a relatively small agency with
under 200 government employees. We have a large number of
contractors that work within ocur environment. We have no
formal training program with regard to computer security, but
as an agency within the Defense Department, our computers are
a part of a larger enclave that is monitored very closely.

We have a very robust information resource directorate that
igs available to help pesople work their way through problems
they might be having with their cowputers. And so far we
have been successful in locking large numbers--as you might
imagine,_our computer system is regularly under attack, and
we have had good success at preventing those attacks from

having any adverse affect on the operations of our computers.

Chairman LIPINSKI. Thank you, Dr. Leheny. Dr. Fonash?

Mr. FONASH. Yes, sir. Thank you. First of all, we
follow all the FISMA best practices, and we closely follow
FISMA. Our CIO is the person responsible for making sure
those things are implemented across our department. We also
are very much into security awareness training, and we

annually require people to take security awareness. In fact,
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I have to take that tonight when I get home.

We also have sort of eat our own dog food in the sense
of what we do is again, I mentioned the TRUST internet
connections, and we actually have two TRUST internet
connections and we are moving to have all our network traffic
go through those trusted internet connections. B2And we have a
close relationship between our security operations center and
our US-CERT. Thank you.

Chairman LIPINSKI. Thank you. My time is expired. I
will now recognize Mr. Smith.

Mr. SMITH. Thank you, Mr. Chairman. For Dr. Fonash, it
we could maybe discuss a little bit the prioritization of the
defenses, and with the deployment of EINSTEIN I know that
approximately five agencies right now have already been
deployed with EINSTEIN, is that correct?

Mr . FONASH. We have deployed. The systems are not
operational yet. We are actually right now in the process
of--there are several agréements that have to be set up.
There is the service-level agreement, there is a memorandum
of understanding. So those have to go through legal reviews,
and in particular we have to address privacy issues. So we
actually physically have those things established at those
locations, but we are working the legal issues at this point
in time.

Mr. SMITH. And then following will be eventually all
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agencieg?

Mr. FONASH. Well, the idea is we are doing it in
phases. What we are doing, first of all, is we are doing it
at DHS, and that is one of the five agencies I included. And
then where we are going to go is we are working now with
Justice, Department of Agriculture, and State Department and
NASA in terms of deploying trusted internet connections,
actual, the physical EINSTEIN devices to those locations. We
have also worked with GSA, and we actually put on contract,
we actually made contract modifications working with GSA on
the networks contract, and now agencies can go to the
networks contract and get those services, trusted internet
connection services, from the networks contract vehicle. 2nd
so we are actually working with the carriers right now, ATET,
Sprint, Verizon to get them so that they can provide the
capabilities. For example, they have to have a secure
facility to do this trusted internet connection. So right
now the carriers are working those particular instances of
what equipment they need to put in place so they can offer
those services.

So that will be available to any agency that wants to do
that. And then our next phase would deploy at 25 additional
agencies and then the rest at some future point in time.

Mr. SMITH. And so can you speak to the prioritization

and perhaps the need to deploy with every single agency?
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Mr. FONASH. I think that clearly the larger the agency
and the more--you know, beauty is in the eye of the beholder,
sir. So let me say that. So each agency has to make its own
determination how important it feelsg its need to get this
trusted internet connection. We clearly at DHS have wmoved
forward and actually have installed trusted internet
connections. In addition to that, we believe that State and
Justice and NASA and Department of Agriculture, key locations
that needed those trusted internet connections, and then we
have made available to anyone who feels that they have the
need to immediately move to those contract vehicle. Those
contract vehicles will be available and actually the services
will be offered to use those capabilities through the
networks contract, and that is the determination by those
individual agencies as they want to move toward that
capability.

And then we have a list of 25 other agencies that we can
provide to you if you wish in terms of what we feel are the
top 25--

Mr. SMITH. Okay. Thank you.

Mr. FONASH. --beyond that.

Mr. SMITH. Relating to privacy, I appreciate the fact
that the President said, with emphasis, that he would seek
not to include monitoring the private sector networks or

internet traffic. Then in the New York Times last Saturday
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stated that senior Administration officials have admitted
those assurances may be challenging to guarantee and practicé
and that scme Administration officials have begun to discuss
whether laws or regulations must be changed to allow law
enforcement, military or intelligence agencies greater access
to networks or internet providers when significant evidence
of a national security threat was found. So I mean, maybe it
is easier said than done to say that no private sector
networks or internet traffic would be included in this.

How would you respond?

Mr. FONASH. What we do is because of the capabilities
that we have with EINSTEIN we afa actually able to--we do not
track the individual personal part of the messages. What we
do is we drop that and what we do is we track information,
what is called header information, basically the information,
where it came from, where it is going to, and we also will
look at--if we also recognize code, we will have patterms. A
particular code, a particular program has certain pattern, a
bit pattern in it, so you are able to actually recognize for
example malware. So if you have Conficker traffic or some
type of malicious code going past, you can actually recognize
what is called the signature of that and pick that up. But
for example, we wouldn’'t get into the privacy of a person's
email unless there was some igsue, a national security issue,

or something like that. But clearly what you can do is
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protect the privacy by locking at the header information, and
there will be issues about PKI capture as we go forward, but
we will address that. We will make sure we are doing that
linked up with the privacy people, you know, making sure we
are protecting the privacy of the individual.

Mr. SMITH. And do you suggest any legislative or
regulatory changes?

Mr. FONASH. I think that is something that needs to be
addressed as we go forward. At this point in time, I cannot
recommend it.

Mr. SMITH. You do not recommend 1it?

Mr. FONASH. I would not be one to say yes or no at this
point in time. I think that is an issue that needs further
study.

Mr. SMITH. Okay. Thank you.

Chairman WU. The gentleman from New Mexico, recognized
for 5 minutes.

Mr. LUJEN. Mr. Chairman, thank you very much. I know
that I read a lot in the testimonies about the need for
coordination. If you could briefly touch upon how you were
together, how the coordinating is working. If it is not
working, what suggestions you may have, and alsc if any of
you worked directly with any of the expertise that we have
within any of our NNSA laboratories.

Ms. WINC. So let me take that question on coordination.
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The coordination happens at all levels, and the best
coordination happens in fact at the lowest level or with the
technical people, at different agencies working together,
informing each other about what each agency does in terms of
what we fund, what we actually do. So we have program
directors who talk to each other at the different agencies,
and we coordinate things like running joint workshops to
reach the academic community, the private sector jointly, and
that ccordination works beautifully from my perspective.

We also have more formal techniques for coordination.
For instance, NITRD, Networking Information Technology
Research and Development Program, and specifically we have
been overseeing the senior steering group of the CNCI, the
National Cyber Leap Year that is happening right now, and we
are working very well together on that. |

Let me also say as far as NSF goes, in working with
other agencies like DHS and DARPA, we are actually working
together on deploying a cyber security test beds. A couple
of the test beds that we jointly support with the other
agencies, like DHS and DARPA, are actually starting points
for DARPA’s cyber range. So I think we coordinate quite well
together.

Mr. LUJEN. Dr. Wing, do you work at all with any of the

expertise at any of our NSA laboratories, that you are aware?
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Ms. WING. They contribute to NITRD.

Mr. LUJEN. To which?

Ma. WING. NITRD.

Mr. LUJEN. And what is NITRD?

Ms. WING. The Networking Information Technology
Research and Development program.

Mr. LUJEN. Okay.

Ms. WING. It is a coordination--an organization that
coordinates over 13 federal agencies on networking
information technology and research and development.

Mr. LUJEN. OCkay.

Mr. LEHENY. I would support Dr. Wing'’'s comments about
how coordination occurs largely at the program managexr
working level. As you may be aware, DARPA is an agency that
does almost all of its research activities outside the agency
by contract. Over 90 percent of our budget gbes out as
contracts to industry, academia and federal laboratories.
Specifically, Sandia, for example, is an active participant
in many of our programs including the National Cyber Range
Development that I spoke about in my oral testimony. I would
like to point out that innovation and creativity in research
is an individual property or characteristic of individuals,
and it is not a type of activity that works well when it is
driven from above. I like to characterize DARPA as a

bottoms-up organization. It is not the case that I wake up
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in the morning and come into work and ask my secretary to
send me a program manager to manage great ideas I had
overnight. Rather, it is the case that I arrive at work,
open my email and find that one of my program managers 1is
trying to get on my calendar to come and tell me about his or
her great idea. And it is in that way that new ideas, new
programs, are created.

Of course, in order to support the argument for creating
a program, a program manager has to reach out to other
workers in their particular field in order to be able to put
together a case for why a particular program should be
started and executed, relying solely on their own internal
creation of the program idea. It is usually not a good way
to make a convincing case. You want to draw on as wide a
body of people familiar with the technology and the
challenges that the program is going to address that you
possibly can in order to make the strongest case that you
carn.

Mr. LUJEN. Thank you, Mr. Chairman. As my time
expires, I want to see if I may be available, if time
permits, for a second round of questions. I would like to
still look a little bit more into the true collaboration with
the NSA laboratories. Not too long age we did include an
amendment to NITRD to include our national laboratories

because there was a concern that maybe we weren’t using the
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coordination as much as we should have been in the past. And
so I would like to explore a little bit more and specifically
pin down to the expertise that does exist within NSA with the
attacks that they experience on a regular basis and then a
few other questions I may have. So thank you very much, Mr.
Chairman.

Chairman WU. Very good. We will come back to the
gentleman.

Now, the gentleman from Michigan, Dr. Ehlers, recognized
for 5 minutes.

Mr. EHLERS. Thank you, Mr. Chairman. 2aAnd I have a
question for Dr. Wing, although any of you could try to
answer it if you wish. But I was surprised to discover
approximately six months ago that the number of students in
colleges and universities deciding to major in computer
science has gone down dramatically and also that there is not
that much interest in high schools in getting involved in.
Everyone likes to play with their computer, but not very many
are saying I would like to do this and build a better
computer some time in my life. Since you are at NSF, you
have access to all these data. What is happening? Is the
enrollment continuing to be down? I raise this in the
context of this hearing because if we are not producing the
right people, we are not going to get anywhere with our

discussions on cyber security, and particularly
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implementation of new ideas and new approaches. Could you
enlighten me on that?

Ms. WING. Yes, thank you very much for that question.
It is a concern, of course, at the National Science
Foundation and my directorate about the decline in
enrollments in the computer science undergraduate level. We
had seen a decline for the past few years, primarily because
of the dot-com bust and other worries. But fortunately, this
past year we actually saw an uptick, and the community at
large is much more optimistic now about seeing the
enrollments go back up. So we are crossing cur fingers and
hoping that that will be a trend, a positive_trend.

I do share your concern that we are not producing enough
trained and educated students in computing, not just because
they are likely the ones to be designing and building next
generation information technology systems that we are all
going to enjoy using on a daily basis, but we are working as
a community to try to increase the pipeline to increase--to
improve how it is we project what computer science is so that
we can attract the best and brightest to the field.

Mr. EHLERS. I hope you are successful. It looks like
Dr. Leheny would like to make a comment, too.

Mr. LEHENY. Yes. Thank you very much for this
opportunity. DARPA has no specific charter to advance

undergraduate or below education. However, we have two
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programs that I would like to inform you about that I think
are attempting to overcome some of the issues that you raise.

The first program is one we call Computer Science Study
Group. It is a program targeted to untenured, young faculty
members in computer science, and it is a three-year prograum.
Over the period of three years the support level for the
individual in the program could reach as much as a million
dollars, and as part of the program, “we bring these
individuals onto military installations and expose them to
specific areas of interest to the Defense Department in the
hope that we can encourage them to think about their research
agenda in terms of solving the kinds of problems that the
Defense Department has to deal with.

Currently, with the three-year program, as I mentioned,
we bringing in about 10 untenured faculty into the program
each year. We currently have about 30 in the program. As
you may be aware, a few years ago, we ran a series of what we
called grand challenges which were targeted to demonstrate
the ability of unmanned automobiles to navigate through
difficult terrain. We found that there was an enormous
amount of interest among students in that program and in
participating in that program. And so we asked in our budget
last year for a modest amount of funds, on the order of a
couple million dollars, to create a special program that

would reach out to high school students, particular students
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interested in things like robotics in an attempt to stimulate
interest among students and the kinds of problems that we
have to deal with. Thank you.

Mr. EHLERS. Also the robotics FIRST program 1g==

Mr. LEHENY. Yes, that is one of the groups that we
expect to be supporting.

Mr. EHLERS. Dr. Wing, you have something else?

Ms. WING. Yes, Mr. Ehlers. I forgot to mention one of
the programs that my directorate runs is called CPATH, and it
wag recognized in fact by the Gd—Day Cyberspace Policy Review
as a way to again address a problem that you are concerned
about, attracting the best and the brightest to computer
science. And the whole notion of the program is to really
revitalize the undergraduate curriculum in computer science.
And one of the things I am very keen on doing ig to actually
do outreach to the K through 12 level because I do believe
that it is increasing the pipe even before they get to
college to explain what computing is all about and to get
them into the field- So I wanted to mention the CPATH
program. Thank you.

Mr. EHLERS. Well, that is good. Thank you. And I try
to do my part. As members of Congress, we get invited to
speak in schools regularly, and whenever 1 speak in high
schools I always tell the students they have to choose their

subjects very carefully and they should not overlook math and
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science because when they get out and start looking for a

job, they will discover that they will either be a nerd or

2

work for a nerd and ask which they would prefer doing. And

of course, they don’t believe that, and then I simply ask
them who is the richest man in the world? And finally the
light starts to dawn a bit.

But you know, they just haven't heard this. They don’
realize it. They don’t understand the possibilities. They
may love to play with their computer, even to do esoteric
things with it. But the thought of doing that as a career
doesn’t always crosse their mind, probably because they don'
have a contact with people who do that on a regular basis.

Thank you very much. I yield back.

Chairman WU. Thank you, Dr. Ehlers. The National
Science Foundation has data that indicates you are having
success in vour efforts.

The gentleman from New York, recognized for 5 minutes.

Mr. TONKO. Thank you, Mr. Chair. Dr. Wing, the
investments that are made long-term wise in cyber security
research by our Federal Government and certainly by the
private sector can bear great benefits. How do you see us
NSF facilitating and encouraging the transfer of research
from academia into that equation?

Ms. WING. Well, this a very good question because it

specifically relevant for cyber security, obviously.

[

t
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Academics can do their research, write their papers, produce
students, and so on, but what really matters in the end is
protecting and securing our cyberspace. And if the private
sector owns most of that, then there has to be this more
engagement between the academic community and the private
sectox.

NSF, as, I mentioned, through the Science and Technology
Centers that we run here and the Cyber TRUST Centers that NSF
supports, has direct connections to industry. There are
industrial partners who serve on the advisory boards on all
of these centers and also--so they are formal mechanisms that
we have. Even the large awards that we grant through the PIs
or our normal programs, often those PIs will have connections
to industry.

It goes without saying that a lot of the researchers,
especially in cyber security, want to see that their research
ideas are relevant and can help. And so they have a personal
motivation to actually work with industry. Some of the
techniques just get out there immediately. So for instance,
one of the results recently has been in developing secure web
browsers. And so now one of the open source web browsing
companies has picked up those techniques immediately. A part
of it is because many of the researchers have personal
contacts in industry, and these kinds of things transfer

informally but quickly.
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Another mechanism that ig not formal but very useful is
many of the students, graduate students, that are funded
through NSF often take summer internships at companies like
Google and Microsoft and Yahoo and sc on, and one of the
reasons that they do that is in fact how they can get access
to real data. So there is great incentive to actually do
that. Plus it is a very good opportunity for students to see
what it is like to do research in an industrial setting.

8o there is a lot of free flow of information in that
way, and it is easy for academics to talk to industry and get
ideas out there.

Mr. TONKO. On the flip side, how do you envision the
private sector having the greatest influence or impact on
creéting the research agenda for NSF? Do they have a way to
influence that agenda?

Ms. WING. Well, our agenda is officially--it is
actually very much like what Dr. Leneny was saying. We are a
ﬁery botfom—up organization as well, and it is the academic
community that speaks to us as far as where they see the
frontiers of research going, where the frontiers of science
goiﬁg, what the challenging science questions are, and they
come to us with brilliant ideas and say, well, this is where
the field is going. And in those conversations, we are
always engaging industry. So whenever we run these planning

workshops, industry is as invited as the academic community.
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So even from the very beginning, we try to engage the private
sector in these kinds of strategic, agenda-setting programs,
processes. We of course have the National Science Board
where there is industry input through the Science Board.

That helps the Foundation, helps us set priorities. And then
as I mentioned before, some of the larger centers that we
fund, like the TRUST Center, and we actually have four Cyber
TRUST Centers, have industrial members on the advisory
boards.

So there are formal and informal mechanisms that
industry can use to provide input into the academic research
agenda.

Mr. TONKO. And is there room for a lot more
participation from the private sector or do you think that
the awareness is out there and it has been pretty much
heightened in the last couple of years, or do you think there
is room for improvement in that?

Ms. WING. I actually think there is a heightened
interest, so I have gotten specific queries from IBM, AT&T
labs, besides the usual IT companies like Microsoft, Google,
and so on. We interact with them very closely on all sorts
of reasons. But specifically, I have been hearing from some
of these companies that they would like to participate more
in telling the academics what the real problems are and what

they should be working on, and the academicg, you know, can
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listen.

The other mechanism I forgot to mention is of course in
our review procegs, through the panel reviews, through the
committee of visitors that we have. We always have industry
representatives there to help with the reviews so that they
can give some sanity check. Well, that is an interesting
problem, but it is not relevant for industry. They can also
help in the committee of wvisitors also provide in?ut on the
portfolio of investments that we make.

So there are a lot of ways in which industry, either
informally or formally, provides input to NSF.

Mr. TONKO. . Thank you. Thank you, Chair.

Chairman WU. Thank the gentleman. Mr. Smith,
recognized for 5 minutes.

Mr. SMITH. I am inclined to ask about the use and
application of sanity checks, but maybe there is not enough
time here. I am just teasing.

Dr. Fonash, if you wouldn’t mind further discussion
here, when it comes to public-private partnerships, I was
pleased that the President did say that the Administration
will not dictate security standards for private companies but
will instead collaborate with industry to find technology
solutions. Is that your take on his comments, briefly?

My, FONASH. Yes, sir, I believe that is correct. What

we need to do is, you know, our wmission right now is
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predominantly focused on protecting the Federal Governmént
and protecting the deot-mil domain and then working with our
private partners, and in particular, our critical
infrastructures and making sure that they are aware of the
situation sc we do a lot of information sharing, so we are
working on information sharing programs so they are aware of
the threat and sc that they take the appropriate measures to
protect the network. And I think it is‘the issue of
the--appropriate level of security for the infrastructure
depends upon if you are dealing with a critical defense
contractor who has critical national security information and
is protecting that versus Walmart protecting ‘the latest sales
price on their network. So it is a relative issue. It is an
igssue that is somewhat based on the business case, you know,
in terms of what is the risk, and you have to do risk
mitigation:

Mr. SMITH. Right.

Mr. FONASH. 2And so you put the appropriate investment
in based on risk.

Mr. SMITH. In your testimony you mentioned
public-private partnership objectives as being key. Could
you elaborate on that and you know, really maybe define how
we go about that? I mean, I know that we want to take care
of government and then the private sector, but I think we

need to acknowledge that already there is a great degree of
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overlap there and already public-private partnerships do
exist, and there is transfer of information across the
internet between government and the privaté sector. So how
do we sort through that and especially with the broadensd use
of the key objective being public-private partnerships?

Mr. FONASH. So the Federal Government clearly deoes not
operate in a vacuum. We do our business. You know, the
critical infrastructure that we even actually use on our own
networks 1is actually owned by the ISPs or commercial carriers
such as Verizon or AT&T. So we heévily rely on the public
infrastructure to provide us services, to provide us
communications, for us to do our business. And so what we do
is we actually have under national infrastructure protection,
have set up a process where we work with the critical
infrastructures in terms of protecting those critical
infrastructures. And we, the National Cyber Security
Division, is actually the sector lead for the IT
infrastructure, and then within cyber security and
communications is the sector for cyber security and
communications is the national communications system, and
that is actually the sector lead for communications. So the
two critical communications and IT sectors is within that
authority, and we work cleosely with industry to develop risk
mitigation. We are actually developing right now an IT risk

mitigation process, and we will publish that in the near
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future so there is actually a process where they can actually
look at the IT sector and determine, you know, how they do
risk mitigation. That is actually a process that we actually
developed with industry.

Going back to the R&D, we actually work with industry.
There i1s actually an industry panel that works with us
closely as part of the--each of the sectors have a--there is
a government sector commiftee and there is actually a public
industry sector community. And within that industry sector
committee, there is actually a group that works with us on
the R&D portion. And they actually provide ug what they
believe are the IT R&D requirements and the communications
R&D reguirements which we then pass on to the R&D community
through our S&T directorate and also through attendance of
their appropriate meetings.

So we work that way. We also work from an operational
point of view. We work for the US-CERT which provides--from
the US-CERT is the information sharing, information security
center that we run for the Federal Government. But we make
that information available to our private partners in terms
of the warnings. And we also are building upon something the
Defense Department started was Defense Industrial Base, if
vou are familiar with the Defense Industrial Base. What that
is is through the contracting process at DoD--

Mr. SMITH. We can maybe get into that. I just have
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limited time here, and I was just wondering, vou talked a
little bit about critical infrastructure protection. Can you
perhaps indicate whether or not there is any intent to take
the critical infrastructure off of the so-called internet
grid as a means of protection?

Mr. FONASH. At this point in time, there are no plans
toc make it off the grid because for the most part, there are
two reasons. First of all, the cost in terms of trying to
make the government and private sector a private network.
The cost is very large. It wouldn’t be robust in many ways
because--for example, because you have a separate network,
you wouldn’t have the robustness of the public network, and
so I don't think there would be any--and then also from a
security point of view, since you are really all using the
same network--when vou talk about the internet, you are
really talking about AT&T, Verizon and Sprint. And so
everyone uses those networks. So it is a common carrier
perspective here. So it is very difficult to take it off
grid. So what we have to do is work together with industry
in making sure it is secure, and you can have portions of it
that are more secure. So for example looking at DNSSEC is
something that we’re looking at and going toward and going on
the trusted internet connection so that certain enclaves are
more secure than others.

Mr. SMITH. Okay. Tank you.
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Chairman WU. Thank vyvou. Mr. LujZn, recognized for 5
minutes.

Mr. LUJEN. Thank you very much, Mr. Chairman. Ms.
Furlani, I will begin with you. I have a few guestions about
the role that NIST pays with the payment card industry, if
you can help me understand that and the coordination with
that and what requirements maybe NIST has established for
PCI.

Ms. FURLANI. What we have is the national vulnerability
database which captures all the--which works with industry
and with government to provide data on what the
vulnerabilities are. And the PCI, the payment card industry,
decided to use that database ag their mechanism to determine
whether their companies meet certain criteria. We don’‘t tell
them what to do, but we provide the resources that they can
measure against and understand whether their criteria are
being met before they issue a payment card.

Mr. LUJEN. So let me see if I understand that_
correctly. NIST does not mandate or prescribe any standards
if you will that PCI has to fellow? They utilize your
database as a tool, but there is no regquirement that NIST
provides for them, is that correct?

Ms. FURLANI. We are not a regqulatory agency except for
the standards for the Federal Government to use in their

cyber security.
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Mr. LUJEN. Z&Are you aware of any organization that has
standards that the credit card industry has to follow in
protecting consumer information against cyber security
crimes?

Ms. FURLANI. I am not.

Mr. LUJEN. 2And Ms. Furlani, I am not, either. T have
locked into this. I just thought maybe there is something
out there. The reason I bring it up, Mr. Chairman, if there
is no objection, I would like to submit an article from the
National Journal 2709, The Cybercrime Wave, into the record,
that maybe we could review which outlines some of the
alarming rates of crime, security breaches that are
increasing year to year, money lost, Mr. Chairman, and I
would make this available to the Committee and make sure we
get a copy for the record if there is no objection, Mr.
Chairman.

Chairman WU. No objection, so ordered.

[The information follows:]
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Mr. LUJEN. The reason I say that, Mr. Chairman, is as
we look at this, I couldn’t agree more with some of ocur
colleagues. The coordination that must take place from a
public and private perspective to be able to protect
cgonsumers’ information when they are getting hit at enormous
rates, I think the average that an individual gets hit back
to 2007 anyway that was measured according to the article is,
depending on the type of crime, between $3,000 and $3,500,
but just depending on what it may hit. We all know that we
are trying to help people out mere and more today, Mr.
Chairman, that are sometimes getting taken advantage of. And
this is an area where I think we could truly coordipate to
provide some of those needed protections. One of the things,
Mr. Chairman, that vendors, as an example, are required to do
is to actually keep the data and back it up. And those are
some of the areas where the largest breaches occur. The
article highlights a breach that most of us are familiarx
with, at TJMaxx where I think it was 90 million reccords were
actually taken advantage of, and to see truly what the
requirement of the merchants are, vendors are, as we are
looking at this cyber security loophole or lapses sometimes
that take place to see what we can learn from there to be
able to help individuals out. This is something that we
touched on a little bit in our Homeland Security Committee

hearing not too long ago, Mr. Chairman. I thought it was
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important to bring up.

Lastly, Mr. Chairman, the reason that I asked the
guestion about the coordination is the first item in the
report says that we need to improve interagency coordination.

And so I know that we read about this, and what I would ask,
Mr. Chairman, if our witnesses today are able to provide us
with any thoughts or ideas, whether they support that point
that wae brought up or if they have suggestions on what can
be brought up. Mg. Furlani, before I go, I would just like
to highlight the point I was trying to make earlier, Mr.
Chairman, around the expertise that we have within some of
our NSA laboratories who have to deal with cyber attacks on a
daily basis. Not only do they have the sophistication from a
technological perspective on some of the data sets that they
have compiled with how we can combat some of these attacks,
but they have an interface with the Government and private
sector as well, especially because of the nature of them
being classified and also being civilian organizations
because of how they have been created and that we lock to
them to see how we could utilize that expertise. 2nd with
the time remaining, Mr. Chairman, I would go to Ms. Furlani.

Ms. FURLANI. I would like to specifically mention the
interagency coordination that has led to our new draft
publication 853 which is the recommended security controls

that can be cause for low-, medium-, or high-risk systems and
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the agreement across, the Director of Naticnal Intelligence,
CIO, the DoD, the Committee for National Security Systems,
and of course, NIST so that there is one base line for all
the Federal Government which enables the vendorg to sell into
the Government much more easily. 2And then the other agencies
that have much higher security requirements than what NIST
normally promulgates can set their standards higher than
that. So this was just recently released, and it is a true
outcome of the coordination, particularly in the response to
the Cyber Security Review.

Chairman WU. Thank you very much, and I want to thank
vou all for appearing before the Committee thig afternocon.
The record will remain open for two weeks for additional
statements from members and for answers to any follow-up
questions the Committee may ask of witnesses. The witnesses
are excused, and the hearing is now adjourned.

[Whereupon, at 4:05 p.m., the Subcommittee was

adjourned. ]
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