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The Office of Internal Affairs (IA), Security Management Division (SMD) prepared a pre­

construction security requirements document for the U.S. Customs and Border Protection Border
 
Patrol Special Response Team (SRT) and Border Patrol Search Trauma and Response
 
(BORSTAR) located in El Cajon, California. The document was compiled by George Miller,
 
SMD Senior Physical Security Specialist, and is intended for use with the SRT and BORSTAR
 
project only.
 

The attached document provides the minimum security requirements extracted from the
 
HB 1400-02B, Us. Customs and Border Protection Security Policy and Procedures Handbook,
 
August 13,2009, and shall be used to assist the architectural and engineering contractor(s) in the
 
development of drawings for the SRT and BORSTAR. Dissemination of the attached document
 
will be on a need-to-know basis only and in accordance with the HB 1400-02B, Us. Customs
 
and Border Protection Security Policy and Procedures Handbook, August 13,2009, Chapter 17.
 
To ensure compliance with the attached minimum security requirements, please submit the 35- ,
 
65- , and 100-percent drawing submittals for review.
 

If you require assistance with any phase of this project please do not hesitate to contact our office
 
at CBP.Security@dhs.gov or (202) 325-0110.
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Washington, DC 20229

Commissioner

Foreword

The Office of Internal Affairs (IA) Security Management Division (SMD) is responsible for establishing 
policies, standards, and procedures to ensure the safety and security of the U.S. Customs and Border 
Protection (CBP) personnel, facilities, information, and assets.  IA/SMD has developed the CBP 
Security Policy and Procedures Handbook to provide CBP with uniform standards and procedures for 
the proper administration of Physical Security; Safeguarding Classified and Sensitive but Unclassified 
Information; and Badges, Credentials, and Official Identification. This handbook serves as mandatory 
minimum requirements for CBP managers to implement and improve the security posture for their 
designated CBP area of responsibilities. 
 
This handbook implements security policies and standards published in a number of relevant source 
documents including numerous Public Laws, Presidential Directives, regulations, rules, Interagency 
Security Committee security design criteria, and U.S. Department of Homeland Security (DHS) 
Management Directives (MD) regarding integrating, managing, and governing various Security 
functions.  It is issued under the authority of DHS MD 11080; Security Line of Business Integration and 
Management, January 3, 2006.

This handbook supersedes the CBP memorandum; Interim Physical Security Guidance for Customs and 
Border Protection (CBP) Facilities, October 25, 2006; Customs Handbook (HB) 1400-02A, Physical 
Security Handbook, April 2000; Customs Directive No. 5230-029A, Employee Badges and Credentials, 
April 20, 2002; Customs HB 1400-03, Safeguarding Classified Information Handbook, February 
15, 1991; U.S. Immigration and Naturalization Service (INS), Security Officer’s Handbook (SOH), 
September 2001; legacy U.S. Department of the Treasury, U.S. Customs Service, INS, U.S. Border 
Patrol, and U.S. Department of Agriculture’s Animal and Plant Health Inspection Service security 
policies and directives.

The CBP Security Policy and Procedures Handbook is effective immediately and applicable to 
ALL CBP-owned, -leased or -occupied offices, facilities, installations, ports of entry, and stations.  
Compliance with this handbook is mandatory and will ensure consistent standards and effectiveness 
in executing security initiatives for the preservation of CBP’s mission to safeguard our Nation from 
terrorists and the instruments of terror.

This handbook may be accessed through the CBPnet, Office of Internal Affairs website quick links at 
http://cbpnet.cbp.dhs.gov/xp/cbpnet/ia/ or CBP’s Policy Online Document Search (PODS) website: 
http://pods.cbp.dhs.gov/. To request further assistance or offer feedback regarding this handbook, contact 
the Security Management Division at (202) 325-0110 or by submitting your comments through the SMD 
Policy and Procedures Handbook Comment form.

Jayson P. Ahern
Acting Commissioner

http://cbpnetsecure.cbp.dhs.gov/sites/ia/smd/_layouts/FormServer.aspx?XsnLocation=http://cbpnetsecure.cbp.dhs.gov/sites/ia/smd/SMD%20Handbook%20Library/Forms/template.xsn&SaveLocation=http%3A%2F%2Fcbpnetsecure%2Ecbp%2Edhs%2Egov%2Fsites%2Fia%2Fsmd%2FSMD%20Handbook%20Library&Source=http%3A%2F%2Fcbpnetsecure%2Ecbp%2Edhs%2Egov%2Fsites%2Fia%2Fsmd%2FPages%2FCBP%5FWelcome%2Easpx&DefaultItemOpen=0
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4.1.	 Executive Orders

EO 10450, Security Requirements for Government Employment, dated 23 Apr. 1953
EO 12196, Occupational safety and health programs for Federal employees, dated 26 

Feb. 1980
EO 12333, United States Intelligence Activities, dated 4 Dec. 1981
EO 13355, Strengthened Management of the Intelligence Community, dated 27 Aug. 

2004
EO 12656, Assignment of Emergency Preparedness Responsibilities, dated 18 Nov. 

1988
EO 12829, National Industrial Security Program, dated 6 Jan. 1993
EO 12885, Amendment to EO 12829, dated 14 Dec. 1993
EO 12958, Classified National Security Information, dated 20 Apr. 1995
EO 12968, Access to Classified Information, dated 7 Aug. 1995
EO 12977, Interagency Security Committee, dated 19 Oct. 1995
EO 13228, Establishing the Office of Homeland Security and the Homeland Security 

Council, dated 8 Oct. 2001
EO 13284, Amendment of Executive Orders, and Other Actions, in Connection With the 

Establishment of the Department of Homeland Security, dated 23 Jan. 2003
EO 13286, Amendment of Executive Orders, and Other Actions, in Connection With the 

Transfer of Certain Functions to the Secretary of Homeland Security, dated 5 Mar. 
2003

4.2.	 Code of Federal Regulations/Federal Acquisition Regulation (FAR)
Homeland Security Acquisitions Manual, §3004.470-2, December 2006.
41 CFR §102-74, Facility Management, dated 1 Jul. 2007
48 CFR §1, Federal Acquisition Management Systems, March 2005.

4.3.	 Public Law

PL 91-596, Occupational Safety and Health Act of 1970
PL 107-296, Homeland Security Act of 2002

4.4.	 Director of Central Intelligence Directives

DCID 6/1, Security Policy for Sensitive Compartmented Information, dated 1 Mar. 1995
DCID 6/3, Protecting Sensitive Compartmented Information within Information Systems, 

and Appendices, dated 24 May 2000
DCID 6/4, Personnel Security Standards and Procedures Governing Eligibility for 

Access to Sensitive Compartmented Information, dated 2 Jul. 1998
DCID 6/7, Intelligence Disclosure Policy, dated 20 Apr. 2001
DCID 6/9, Physical Security Standards for Sensitive Compartmented Information 

Facilities, dated 18 Nov. 2002

4.5.	 Department of Homeland Security Management Directives

DHS MD 0565, Personal Property, dated 10 Dec. 2004
DHS MD 11000, Office of Security, dated 8 Sep. 2006
DHS MD 11005, Suspend Access to DHS Facilities, Sensitive Information and IT 

Systems, dated 23 Mar. 2006
DHS MD 11030.1, Physical Protection of Facilities and Real Property, dated 21 Apr. 
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http://www.fas.org/irp/offdocs/eo/eo-13355.htm
http://www.fas.org/irp/offdocs/eo/eo-13355.htm
http://www.fas.org/irp/offdocs/EO12656.htm
http://www.fas.org/irp/offdocs/EO12656.htm
http://www.fas.org/irp/offdocs/eo12829.htm
http://www.archives.gov/federal-register/executive-orders/pdf/12885.pdf
http://www.fas.org/irp/offdocs/eo12958.htm
http://www.fas.org/irp/offdocs/eo12968.htm
http://frwebgate.access.gpo.gov/cgi-bin/getdoc.cgi?dbname=1995_register&docid=fr24oc95-145.pdf
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http://www.fas.org/irp/offdocs/eo/eo-13286.htm
http://www.fas.org/irp/offdocs/eo/eo-13286.htm
http://www.gpoaccess.gov/cfr/index.html
http://www.dhs.gov/xlibrary/assets/opnbiz/hsar.pdf
http://www.thefederalregister.com/d.p/2008-12-19-E8-30180
http://acquisition.gov/far/
http://www.gpoaccess.gov/plaws/index.html
http://www.osha.gov/pls/oshaweb/owadisp.show_document?p_id=2743&p_table=OSHACT
http://www.ise.gov/docs/guidance/hsa.pdf
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2003
DHS MD 11045, Protection of Classified National Security Information: Accountability, 

Control, And Storage, dated 4 Oct. 2004
DHS MD 11046, Open Storage Area Standards for Collateral Classified Information, 

dated 22 Feb. 2005
DHS MD 11047, Protection of Classified National Security Information Transmission & 

Transportation, dated 3 Jun. 2005
DHS MD 11056.1, Sensitive Security Information (SSI), dated 3 Nov. 2006
DHS MD 11080, Security Line of Business Integration and Management, dated 3 Jan. 

2006

4.6.	 Department of Homeland Security Delegations

DHS Delegation 7035.2, Delegation of the Chair of the Interagency Security Committee 
to the Assistant Secretary of Infrastructure Protection, dated 15 Aug. 2007

DHS Delegation 8001, Delegation to the Chief, Office of Security, for Security 
Clearances of DHS Personnel, dated 28 Feb. 2003

DHS Delegation 8100.3, Delegation of Original Classification Authority, dated 2 Jun. 
2006

DHS Delegation 8150, Delegation to Chief, Office of Security, of Determination Authority 
and Cognizant Security Authority, dated 17 Jun. 2003

DHS Delegation 12000, Delegation to Designate Officers and Agents, dated 14 Dec. 
2005

DHS Delegation 12002, Delegation to Designate Officers and Agents on Behalf of 
Mount Weather Police Department, dated 26 Jun. 2006

4.7.	 Customs and Border Protection Directives

CBP Directive 3290-010B, Physical Security Standard for Customs and Border 
Protection Laboratories, dated Feb. 2008

CBP Directive 5230-032, Personal Property Management, dated 1 Jun. 2005

4.8.	 Customs and Border Protection Handbooks

CBP HB 5200-13B, Personal Property Management Handbook, dated Nov. 2005

4.9.	 Legacy

Immigration and Naturalization Service, Security Officer’s Handbook, dated Mar. 1997
Immigration and Naturalization Service, Personal Property Operations Handbook
CIS HB 1400-02A, U.S. Customs Service, Physical Security Handbook, dated Apr. 2000
CIS HB 4400-01A, U.S. Customs Service, Seized Asset Management and Enforcement 

Procedures Handbook, dated Jan. 2002
CIS HB 3200-07A, U.S. Customs Service, Canine Enforcement Program Handbook, 

dated Aug. 2002

4.10.	 Interagency Security Committee Standards

ISC Standard, Facility Security Level Determinations for Federal Facilities
ISC Standard, Security Design Criteria for New Federal Office Buildings and Major 

Modernization Projects
ISC Standard, Security Standards for Leased Spaces
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https://dhsonline.dhs.gov/portal/jhtml/tracking/viewdoc2.jhtml?doid=4203001
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4.11.	 Unified Facilities Criteria

UFC 4-010-01, DoD Minimum Antiterrorism Standards for Buildings, dated 8 Oct. 2003
UFC 4-010-02, DoD Minimum Antiterrorism Standoff Distances for Buildings, dated 8 

Oct. 2003
UFC 4-022-01, Security Engineering: Entry Control Facilities / Access Control Points, 

dated 25 May 2005

4.12.	 Unified Facilities Guide Specifications

UFGS-08 11 13, Steel Doors and Frames, dated Jul. 2006
UFGS-08 14 00, Wood Doors, dated Jul. 2006
UFGS-08 33 23, Overhead Coiling Doors, dated Jul. 2007
UFGS-08 34 59, Security Vault Door, dated Apr. 2006
UFGS-08 71 00, Door Hardware, dated Oct. 2007
UFGS-28 16 00.00 20, Basic Intrusion Detection Systems (IDS), dated Apr. 2006
UFGS-28 23 23.00 10, Closed Circuit Television Systems, dated Apr. 2006
UFGS-32 31 13.53, High-Security Chain Link Fences and Gates, dated Apr. 2008

4.13.	 Federal and Military Specifications and Standards

AA-D-600D, Door, Vault, Security (with Amendment 1), dated 15 May 2000
FF-L-2740A, Locks, Combination (with Amendment 1), dated 12 Jan. 1997

4.14.	 Department of Justice

Vulnerability Assessment of Federal Facilities, dated 28 Jun. 1995

4.15.	 Department of Defense

DoDI 2000.16, DoD Antiterrorism (AT) Standards, dated 2 Oct. 2006
DoDI 5200.08, Security of DoD Installations and Resources, dated 10 Dec. 2005
DoD 5200.08-R, Physical Security Program, dated 9 Apr. 2007
DoD 5220.22-M, National Industry Security Program Operating Manual (NISPOM), 

dated 28 Feb. 2006
DoD 5220.22-M-Sup 1, National Industry Security Program Operating Manual 

Supplement, dated Feb. 1995
MIL-HDBK-1013/1A, Design Guidelines for Physical Security of Facilities, dated 15 Dec. 

1993
MIL-HDBK-1013/10, Design Guidelines for Security Fencing, Gates, Barriers, and 

Guard Facilities, dated 14 May 1993
MIL-HDBK-1013/14, Selection and Application of Vehicle Barriers, dated 1 Feb. 1999

4.16.	 General Services Administration

PBS-P100, Facilities Standards for the Public Buildings Service, dated Mar. 2005

4.17.	 Office of Personnel Management
Dealing With Workplace Violence, a Guide for Agency Planners Handbook, dated Feb. 

1998

4.18.	 National Fire Protection Association

NFPA 101, Life Safety Code, dated 2006
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Chapter 6: Facility Protection
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6.1.	 General

6.1.1.	 The degree of facility protection shall be determined by the Regional or District 
Security Officer based on the results of a comprehensive security assessment of the 
facility.

6.1.2.	 Perimeter protection is the first line of defense in providing physical security for 
personnel, property, and information at a facility.

6.1.3.	 The second line of defense, and perhaps the most important, is interior controls. 

6.1.4.	 The cost of security controls above these minimum standards normally shall not 
exceed the monetary value of the item or areas to be protected, unless necessitated 
through an assessment. 

6.2.	 Planning Facility Protection

6.2.1.	 The objective of planning facility protection is to ensure the integrity of operations 
and the security of assets. Security planning must be an integral part of selecting, 
designing, constructing, reconfiguring, or moving into a CBP facility.

6.2.2.	 The modification of a facility or addition of security measures after occupying a 
facility can be costly and impractical. Therefore, the responsible Project Manager 
and Designated Official (DO), as defined in the Federal Property Management 
Regulation (FPMR), will coordinate from the outset, on any addition, alteration, or 
new construction with CBP/IA/SMD. The coordination shall begin with the funding 
and concept phase, including the designers and architects and continue through the 
contracting process, actual construction, installation, and acceptance.

6.2.3.	 When CBP occupies General Services Administration (GSA)-leased facilities, it is 
imperative that the CBP/IA/SMD Security Specialist and the Security Liaison (SL) 
establish a working relationship with the GSA and local law enforcement officials. 
The SL is required to participate and maintain an active role as a member of the 
Building Security Committee (BSC). 

6.2.4.	 Facility Protection in CBP-owned or leased Facilities. For buildings and grounds 
owned or leased by the CBP, the DO having jurisdiction over the real property is 
responsible for implementing additional security measures above the minimum 
standards. The degree of protection to be provided for the space will be determined 
by the physical security assessment conducted by CBP/IA/SMD. The assessment 
will evaluate the security of that specific facility, taking into consideration the facility’s 
location, size and configuration, history of criminal activity or disruptive incidents, 
extent of exterior lighting, presence of physical barriers, and other factors that may 
be deemed pertinent.

6.2.5.	 Facility Protection in GSA-Owned or Leased Facilities. For building and grounds for 
which GSA has space assignment responsibility, GSA is responsible for furnishing 
standard protection not less than the degree of protection provided by commercial 
building operators of similar space for normal risk occupants. The degree of 
protection is determined by a Federal Protective Service (FPS) physical security 
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assessment and the minimum security standards contained in this policy handbook 
This protection may include guards, access control, intrusion detection (alarms), 
closed circuit television surveillance (CCTV), inspection of packages, etc., when the 
FPS assessment determines that the security countermeasures are warranted for 
general Government occupancy and not necessitated by special activities or specific 
agencies. Special protection required due to the nature of the business conducted 
within the space or unusual public reaction to an agency’s program and missions 
(whether or not of a continuing nature) is determined jointly by the FPS, CBP/IA/
SMD, and the occupant agency or agencies and is provided on a reimbursable 
basis.

6.2.6.	 Protection Criteria. The FPS and CBP/IA/SMD determine the level of normal 
protective service on a case by-case basis. The facility’s location, size, number 
of occupants and configuration, history of criminal or disruptive incidents in the 
surrounding area, even those not primarily directed toward the occupant agency’s 
mission; the extent of exterior lighting, presence of physical barriers or other factors 
may be deemed pertinent and will be taken into consideration.

6.2.7.	 Physical Protection. FPS provides normal and special protection through mobile 
patrol or fixed posts manned by contractually engaged uniformed personnel; security 
systems and devices; locking building entrances and gates during other than normal 
hours; cooperation of local law enforcement agencies; or a combination of these, 
depending upon the facility and the degree of risk involved. The degree of normal 
and special protection is determined by completion of a FPS physical security 
assessment, crime prevention assessment, and CBP/IA/SMD minimum standards 
outlined in this handbook.

6.2.8.	 Crime Prevention. The FPS collects and disseminates information about criminal 
activity on or against property under the charge and control of GSA, and provides 
crime prevention awareness training to occupant agencies upon request.

6.2.9.	 Facility Protection. In facilities where GSA has delegated protection authority to 
the agency or prime tenant, virtually all protection responsibilities are transferred to 
the agency, including acquisition, installation, and maintenance of physical security 
equipment and systems, and procurement and management of any guard contracts. 
In cases such as this, CBP/IA/SMD remains the approving authority for all security-
related equipment and standards. CBP will not procure guard contracts on its own 
and will continue to procure guard services through FPS on a reimbursable basis. 
Normally, GSA/FPS will retain responsibility for mobile patrols, monitoring of alarms, 
response to incidents, request for criminal investigations, fire and facility safety and 
health inspections. GSA/FPS will provide such services at no charge to the agency 
beyond the Basic Security Charge, which is included in the rent.

6.2.10.	 Design Factors. It is imperative that security systems and procedures are considered 
from the start of the design phase so that conduit runs and alarm wiring, structural 
requirements, reinforcing devices, and other necessary construction requirements 
are provided in the original plans. 
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6.3.	 Determining Building Security Level

6.3.1.	 CBP/IA/SMD has determined that all CBP facilities shall meet the Level III security 
requirements listed in the table below. A higher level of security may be assigned to 
a facility based on the risk assessment conducted.

6.3.2.	 Determine the building security level in accordance with the criteria and process 
used in determining the Facility Security Level (FSL) of a Federal facility. This 
categorization serves as the basis for implementing protective measures under 
other Interagency Security Committee (ISC) standards. Consistent with the authority 
contained in Executive Order 12977, “Interagency Security Committee,” dated 
October 19, 1995, this Standard is applicable to all buildings and facilities in the 
United States occupied by Federal employees for non-military activities. These 
include existing buildings; new construction; major modernizations; facilities owned, 
to be purchased, or leased; stand-alone facilities, Federal campuses; and, where 
appropriate, special-use facilities.

●● Use the “Facility Security Level Determinations for Federal Facilities—An 
Interagency Security Committee Standard,” 2007; 

Federal holdings are divided into four out of the five security levels for this Physical Security 
Handbook, based primarily on staffing size, number of employees, use, and the need 
for public access.

●● See Appendix 6.3, CBP Minimum Standards, for detailed information on facility 
security levels.

6.4.	 Building Security Levels

FACTOR I II III IV SCORE

Mission Criticality LOW MEDIUM HIGH VERY HIGH

Symbolism LOW MEDIUM HIGH VERY HIGH

Facility Population <100 101-250 251-750 >750

Facility Size <10,000 sq. ft. 10,000-100,000 
sq. ft.

100,000-250,000 
sq.ft. >250,000 sq.ft

Threat to Tenant 
Agencies

LOW MEDIUM HIGH VERY HIGH

Sum of above

Facility Security 
Level

I
5-7 Points

II
8-12 Points

III
13-17 Points

IV
18-20 Points Preliminary FSL

Intangible 
Adjustment

Justification
+/- 1 FSL

Final FSL
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●● Facility Security Level Determinations for Federal Facilities—An Interagency 
Security Committee Standard defines the criteria and process to be used in 
determining the Facility Security Level (FSL) of a Federal facility: 
o	 This categorization serves as the basis for implementing protective measures 

under other ISC standards. Consistent with the authority contained in 
Executive Order 12977, “Interagency Security Committee,” dated October 19, 
1995, this Standard is applicable to all buildings and facilities in the United 
States occupied by Federal employees for nonmilitary activities. These 
include: 

–– Existing buildings; 
–– New construction, or major modernizations; 
–– Facilities owned, to be purchased, or leased; 
–– Stand-alone facilities; 
–– Federal campuses; 
–– Individual facilities on Federal campuses (where appropriate); and 
–– Special-use facilities. 

6.5.	 Facility Security Level Determinations for Federal Facilities

6.5.1.	 New Leases in Existing Buildings
●● The appropriate security level for each lease requirement should be determined 

by a CBP/SMD Security Specialist (except in the case of GSA leases, whereby 
FPS/DHS shall make this determination in consultation with CBP/SMD, based 
on a risk assessment as an application of the recommendations set forth in the 
Department of Justice “Vulnerability Assessment of Federal Facilities” (DOJ 
study), dated June 28, 1995, the ISC Security Leasing Criteria, September 2004 
and the new “Facility Security Level Determinations for Federal Facilities (FSL) 
An Interagency Security Committee Standard,” 2007:
o	 Where CBP anticipates making a new lease in an existing building (including 

succeeding lease actions), all of the ISC Lease Security Standards (operating 
standards) listed for that security level must be met, with the exception of 
those requirements specifically prescribed under “New Construction - Blast/
Setback Standards;

o	 The standards shall be considered minimum requirements; and it is the 
intent that offerors unwilling or unable to meet the requirements should be 
considered non-responsive. A distinction should be drawn between operating 
standards and new construction standards;

–– Operating standards pertain to the operational and perhaps out-source 
able nature of security, i.e., access control via guard service, CCTV 
monitoring, magnetometers, x-ray machines and HVAC security, to name 
a few. While the minimum operating standards must be met, existing 
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buildings are not required to meet the blast/setback standards required 
for new construction. CBP, at their own expense, may increase (but not 
decrease) the level of security required in the Lease

–– Security standards. As an example, a recommended security Level III 
for an agency could be raised to a Level IV, at the agency’s request; or 
perhaps only a specific, isolated standard could be added to the Level III 
requirement.

6.5.2.	 Lease Construction Projects
●● When lease construction shall be sought (the SFO specifies a build-to-suit) 

to satisfy a requirement, the Lease Security Standards (operating standards) 
identified for the required security level shall be incorporated into lease 
construction Solicitation For Offers (SFOs); 

●● These projects shall incorporate the new construction-blast/setback standards 
specified in Section III for the specified security level as well as new construction 
design criteria contained in the “ISC Security Design Criteria”, dated May 28, 
2004, or latest version. In some cases, lease construction may be offered 
(although not specifically requested) in direct response to a solicitation for space 
(i.e., the Government mayor may not be the anchor tenant). In this situation, the 
proposal for new construction would be held to the higher standards than that of 
potentially competing existing buildings under the same solicitation; and

●● The existing buildings shall be required to meet only the minimum lease security 
standards (operating standards only) and shall not be subject to the new 
construction-blast/setback requirements or the ISC Design Criteria.

6.5.3.	 Perimeter Security
●● Security control is required over public areas and building entry points. This 

includes adjacent surface parking lots and structures under the building owner’s 
control. Private tenancies shall be expected to comply. Security control means 
(generally) the right to inspect at point of entry and at any time present in the 
public space, the right to deny access and the right to remove vehicles from the 
premises;

●● Security control is obtainable by any of 3 methods: lessor-furnished (turnkey), 
operating agreement (shared-responsibility), or full leasehold control 
(government-furnished) depending on how the owners propose. The Government 
shall retain the right to provide control at anytime during the lease term;

●● Garage control does not require Government parkers, but may require 
Government garage management. Implementation of a vehicle pass/ID system 
for contract/monthly parkers, acceptable to the Government, is required. Signage 
is required to alert parking patrons to inspection and towing policies and removal 
of unauthorized vehicles;

●● Adequate lighting, with emergency power backup, for the exterior of the building 
is required. Parking areas shall also be adequately lighted. 24-hour Closed 
Circuit Television (CCTV) surveillance cameras with time lapse video recording 
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is required at lobbies and parking areas or as otherwise deemed necessary by a 
Government Security Specialist; 

●● Applications of shatter-resistant material, acceptable to the Government, shall be 
applied on exterior windows in Government-occupied space;

NOTE: SHATTER-RESISTANT WINDOW PROTECTION REQUIREMENTS (as of November 2005) (BUILDING 
SHELL)

●● The Lessor shall provide and install wet-glazed or mechanically attached, 
shatter-resistant material not less than 0.18 millimeters (7-mil) thick on all exterior 
windows in Government-occupied space. The offeror shall provide a description 
of the shatter-resistant window system in the attached Lessor Building Security 
Plan; and

●● Alternatively, the Lessor shall provide certification from a licensed professional 
engineer that the window system conforms to a minimum glazing performance 
condition of 3B for a high protection level and a low hazard level. Window 
systems shall be certified as prescribed by WINGARD 4.1 or later or WINLAC 
4.3 software to have satisfied the specified performance condition using the 
test methods provided in the US General Services Administration Standard Test 
Method for Glazing and Window Systems Subject to Dynamic Overpressure 
Loadings or ASTM F1642-04 Standard Test Method for Glazing and Glazing 
Systems Subject to air blast loadings.

6.5.4.	 Entry Security
●● Security Guards for public lobbies and public entrances shall be required for such 

purposes as ID/pass control and manning x-ray and magnetometer equipment. 
Guards can be lessor-furnished or via operating agreement or full leasehold 
control methods. If guards are lessor furnished, they shall be trained and licensed 
in accordance with Federal Government standards consistent with the Federal 
Protective Service. Guards manning magnetometers and x-ray equipment shall 
be armed. For more information, refer to Chapter 11: Access To Facilities;

●● Magnetometers, manned by armed Security Guards, are required at public 
entrances as determined by the CBP/SMD Security Specialist. Guards shall 
direct the building population and visitors through the magnetometers. All 
government mail and packages entering the building shall be subject to x-ray 
screening and visual inspection by armed Security Guards. This includes 
packages and personal belongings of the building occupants and visitors, as well 
as shipments brought into a loading dock;

●● The Government may divert large truck shipments to a secondary location for 
screening purposes. The Government reserves the right to negotiate security 
enhancements necessary for securing any unsecured non-federal block of space 
with a separate entrance (e.g., ground floor retail) based on a Government 
Building Security Assessment; and

●● Intrusion Detection System (IDS) with central monitoring capability is required 
for the building perimeter. Internal IDS may be required as determined by a 
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Government Security Specialist. Exterior entrances shall have high security 
locks. Leases shall state that the Government reserves the right to post 
applicable Government rules and regulations at each public entrance in a 
Federally occupied facility for such things as, but not limited to, barring the 
unauthorized possession of firearms and dangerous weapons. For more 
information on IDS, refer to Appendix 8.9 IDS.

6.5.5.	 Interior Security
●● Acceptable government-issued (e.g. driver’s license) photo ID for all building 

occupants upon entry to the building is required. A visitor control/screening 
system, acceptable to the Government, is required. At a minimum, the system 
shall require Security Guards to screen visitors but could result in a level of 
control that may require escorting them;

●● Utility areas shall be secured and only authorized personnel shall have 
access. Emergency power sources to critical systems (alarm systems, radio 
communications, computer facilities, CCTV monitoring, fire detection, entry 
control devices, etc) are required;

●● Specific protection measures shall be required to protect the building 
environment from airborne chemical, biological, or radiological attacks. 
Accessible fresh air intakes shall be relocated, extended or secured to prevent 
easy ground or roof access. Access to mechanical areas and building roofs shall 
be strictly controlled. Dedicated Heating, Ventilation and Air Conditioning (HVAC) 
shall be required for lobbies, centrally-operated mail rooms (specifically required 
by the government) and loading docks, to prevent widespread dispersion of a 
contaminant released in those areas;

●● Procedures (should airborne hazards be suspected or found) are required for 
the notification of the lessor’s building manager, building security guard desk, 
local emergency personnel, or other Government emergency personnel, for the 
possible shutdown of air handling units serving any possibly affected areas;

●● Securing accessible return-air grilles is required. Protection measures shall 
not adversely affect the performance of the building HVAC system. Access to 
building information, including mechanical, electrical, vertical transport, fire and 
life safety, security system plans and schematics, computer automation systems, 
and emergency operations procedures shall be required. Such information shall 
be released to authorized personnel only. Names and locations of Government 
tenants shall not be disclosed within any publicly accessed document or record; 
and

●● A fire alarm system, with voice communication, is required for emergency 
notification and instructions to building tenants, in the event of possible 
contamination of the HVAC system or other emergency.

6.5.6.	 Administrative Procedures
●● Building managers and owners are required to cooperate with and participate in 

the development and implementation of Government Occupant Emergency Plans 
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(OEP). Conduct background security checks and/or establish security control 
procedures for contract service personnel as deemed necessary;

●● The Government reserves the right, at its own expense and manpower, to 
temporarily upgrade security during heightened security conditions due to 
emergency situations such as terrorist attacks, natural disaster and civil unrest. 
The measures shall be in accordance with the latest version of the Homeland 
Security Advisory System.

6.5.7.	 New Construction/New Construction -Lease
●● For any lease resulting in new construction (not existing buildings), in addition 

to the above Minimum Lease Security Standards, the Interagency Security 
Committee (ISC) Design Criteria, dated May 28, 2001 or latest version, shall also 
apply as well as the following blast/setback standards shall be met;

6.5.8.	 Blast/Setback Standards
●● For non-law enforcement agencies (excluding childcare, but including the 

U.S. Courts), a 50 foot setback guideline with appropriate window glazing, as 
prescribed by WINGGARD 3.15 or later or WINLAC 4.3 software, to achieve a 
glazing performance condition of 3b and a facade protection level of “medium” 
given a blast load standard of 4 psi/28 psi-msec is required.

●● For some law enforcement agencies, a 100 foot setback guideline with 
appropriate window glazing, as prescribed by WINGARD 3.15 or later or 
WINLAC 4.3 software, to achieve a glazing performance condition of 2 and 
a facade protection level of “higher” given a blast load standard of 10 psi/89 
psi-msec is required. For more information on windows, refer to Appendix 7.7 
Windows;

●● Setback refers to the distance from the face of the building’s exterior to the 
protected/defended perimeter (i.e., any potential point of explosion). This would 
mean the distance from the building to the curb or other boundary protected by 
bollards, planters or other street furniture. Such potential points of explosion 
may be, but no limited to, such areas that could be accessible by any motorized 
vehicle (i.e. street, alley, sidewalk, driveway, parking lot);

●● Glazing Performance Condition 3b provides for a high protection level and a low 
hazard level. For a blast of 4psi/28psi-msec, the glazing cracks and fragments 
enter the space and land on the floor not further than 10ft. from the window;

●● “Medium Level Protection” to the facade shall result in moderate damage, but 
repairable. The facility or protected space shall sustain a significant degree of 
damage, but the structure should be reusable. Some casualties may occur and 
assets may be damaged. Building elements other than major structural members 
may require replacement;

●● Glazing Performance Condition 2 provides for a very high protection level and a 
hazard level of “none”. For a blast of 4psi/28psi-msec or 1 Opsi/89 psi-msec, the 
glazing cracks but is retained by the frame. Dusting or very small fragments near 
the sill or on the floor are acceptable; and
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●● “Higher Level Protection” to the facade shall result in minor damage, but 
repairable. The facility or protected space may globally sustain minor damage 
with some local significant damage possible. Occupants may incur some injury, 
and assets may receive minor damage.

6.6.	 Special Requests

6.6.1.	 Building Permit
●● The lessor shall provide a copy of the building permit to the U.S. Customs and 

Border Protection Office of Internal Affairs (IA), Security Management Division 
(SMD).

6.6.2.	 Blueprints, AutoCAD, Floor Plans, Time Requirements
●● No later than 30 days after completion of the job, the contractor/lessor shall 

provide IA/SMD with all blueprints of the space and all associated areas (i.e. roof, 
garage) on AutoCAD and a hard copy of the floor plan;

●● The security system shall be included in the blueprints after the initial floor 
design. The security system shall be on a separate layer. It shall not be included 
on the same layer of the electrical system. The security system shall be treated 
as sensitive information and shall not be given to any contractor who does 
not have a need to know. A hardcopy of as -built of the Security System along 
with the AutoCAD copy shall be provided to SMD no later than 30 days after 
the completion of the job. (This shall include any changes made during the 
construction phase).

Note: Security Plan shall include furniture layout.

6.6.3.	 Pre-Construction Meeting
●● A pre-construction meeting is required by the Security Management Division. 

This meeting shall include representatives from GSA, FPS, Lessor, General 
Contractor (GC), and the CBP/Security Management Division. At this meeting, 
the GC shall provide a proposed project schedule for review and discussion. 
Based on this discussion, the GC shall submit the final detail project schedule 
before construction starts.

6.6.4.	 Security Requirements
●● The CBP/Security Management Division requires one business week after the 

space has been totally built out (including carpet, painting, electrical, plumbing, 
HVAC, communication cable, and video cable, except for the installation of the 
ceiling tile) to complete our security and communication requirements. Once 
these tasks are completed, an inspection may be needed before the ceiling 
tiles are installed. After that, a final walk through shall take place by the SMD 
and GSA to prepare a punch list to present to the contractor/lessor. No security 
project shall be considered substantially complete.

6.7.	 Security Contractor Suitability

●● Any contractors working on this project shall be required to complete and 
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submit background information prior to starting any CBP/IA project. Refer 
to the Homeland Security Acquisitions Manual, §3004.470-2, which states 
that a contractor must complete a background investigation before work may 
commence. 

6.8.	 General Office Requirements

6.8.1.	 Planning Office Security 
●● These general guidelines should be used in conjunction with the CBP Minimum 

Standards in Appendix 6.3, CBP Minimum Standards. 
6.8.2.	 Location of Office and Building Structure

●● The physical location of the Internal Affairs Offices must meet the criteria within 
the guidelines of NEAP, FEMA, and OSHA safety regulations. In addition, the 
Building shall meet all Interagency Security Committee, Security Design Criteria’s 
for New Federal Office Buildings, and Major Modernization/and or ISC leasing 
criteria projects.(i.e. HazMat, proximity to Industrial Facilities, pollutions- noise, 
air, water, secured parking, floodplains, known disaster areas);

●● Due to the critical nature of the protective and investigative responsibilities of the 
U.S. Customs and Border Protection Office of Internal Affairs, the following must 
be considered prior to determining fixed site locations:
o	 Investigative Responsibilities (Prisoners/Detainee Processing and Security, 

Evidence Storage, Classified Storage, File Storage, Surveillance, Vehicle 
Storage, Weapons & Munitions Storage);

o	 (See Section 6.11 for the GSA ISC Guidelines).
●● To reduce the vulnerabilities of window exposure to public areas, streets, and 

parking facilities, the exact location of the office within a commercial or federal 
facility, shall be determined by the Security Management Division Physical 
Security Specialist with Federal Protective Service and General Services 
Administration during market survey. The Building/Office must meet or exceed 
local Fire & Safety codes. A complete re-inspection should be conducted prior to 
the building being selected.

6.8.3.	 Location Within the Building
●● The Internal Affairs Offices shall not be located on the ground floor of any 

building. Top floor locations shall be considered as an alternative to lower 
exposed areas. Space should be located on the third to seventh floors: 
o	 The offices shall be located in contiguous space on one or more floors.;
o	 The Internal Affairs Offices shall not be located in window space that 

is adjacent to outside fire escapes, ledges, balconies, public parking, 
mezzanines, or directly above the loading dock area.

6.8.4.	 Building Security
●● The building shall have a 24-hour security system;
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●● The CBP Offices personnel must have 24-hour unrestricted access to the office 
space and parking.

6.8.5.	 Parking
●● Parking within adjacent parking garage is the optimum situation. These buildings 

shall be considered before other buildings that do not offer that alternative. A 
building which sits above a parking garage shall also be considered, depending 
upon access control to the parking garage and available secured storage of CBP 
vehicles;

●● Special security requirements for the parking area for official vehicles shall 
depend on local conditions, which shall be evaluated before the market survey. 
If on site, or adjacent parking is available, parking shall be within a reasonable 
walking distance of approximately one block of the office building; and

●● Protective and Investigative vehicles shall require secured parking 
implementations. The parking area, or drop off point, must be within close 
proximity to an elevator (preferably a service elevator) in order to expedite 
prisoner/detainee handling and processing.

6.8.6.	 HVAC
●● A building that has an HVAC system, zoned floor to floor, or within a floor, and is 

energy efficient, shall be given priority over other buildings that do not have these 
capabilities;

●● Buildings with HVAC systems that are turned off over weekends MUST have the 
capability to provide 24 hour heating/cooling when CBP personnel are working 
after hours, or on the weekends. Certain areas such as labs, communications 
equipment, security equipment, and Office of Internal Affairs technical equipment, 
and duty desk, etc., shall require 24-hour cooling. If needed, an additional 
independent HVAC system could be installed to provide mandatory 24-hour 
cooling to these areas.

6.8.7.	 Elevators
●● A freight or public elevator that can be keyed off for exclusive use by CBP is 

desirable when transporting prisoners/detainees. The elevator shall go from the 
drop off point in the parking area to the floor on which processing is located;

●● Access to both the freight elevator and loading dock must be made available to 
U.S. Customs and Border Protection personnel;

●● All other elevators that open into Office of Internal Affairs space shall grant 
access only to the Visitor Waiting Lobby during normal working hours; and

●● All other elevators that open into Office of Internal Affairs space require access 
control systems and devices.

6.8.8.	 Egress
●● Every effort shall be made to design IA space so that the IA office has two ways 

of egress, a front door and a back door. Preferably, the doors shall not be located 
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near each other and shall open out into different hallways.
6.8.9.	 Emergency Signaling Devices

●● Audio speakers shall not be installed inside private offices. Required speakers 
shall be installed in the Office of Internal Affairs hallway immediately outside 
the private offices. Required speakers shall be installed in the Office of Internal 
Affairs hallway immediately outside the private offices with the volume adjusted 
so that people inside these offices can hear the alarm;

●● All other audio signaling devices, such as fire alarms, are subject to testing 
by CBP before they can be installed in the Office of Internal Affairs offices. No 
equipment found capable of passing speech components shall be accepted. Fire 
Alarm Strobe Lights located in Office of Internal Affairs areas are acceptable. All 
fire alarm equipment shall meet all current local, fire, and life safety codes;

●● Emergency lighting shall be provided throughout the space. This can be achieved 
either through stand alone emergency lighting fixtures, or by having the building 
standard ceiling lights on an emergency lighting circuit that is supported by a 
standby generator; and

●● Exit doors within our space need to be identified with illuminated exit signs that 
are powered by the emergency lighting system. If required, additional signs shall 
be placed throughout to direct employees to the exits from all interior corridors 
within the Office of Internal Affairs space.

6.8.10.	 Perimeter Doors

6.8.11.	 Perimeter doors must be constructed of 12-gauge steel clad, hollow core metal, 
1¾-inches thick. Solid core wood doors are not authorized for use on the perimeter 
of a facility. Door frames must be constructed of hollow metal that is equal in 
strength to that of the door. For more information on Doors, refer to Appendix 7.6 
Doors and Door Hardware.

●● Perimeter doors must be equipped with door stoppers and door closers. Double 
doors, glass doors, and doors with louvers are unacceptable, unless these 
doors open into the Waiting Room/Lobby from a public hallway. If doors must be 
installed so that the hinge pins are exposed in the unsecured area, then non-
removable pins shall be installed. On out swinging doors, a steel astragal, which 
precludes access to the latch bolt and deadbolt, must be installed on the door. In 
addition to the public entry door, there shall be at least one more perimeter door 
in all Office of Internal Affairs offices;

●● All perimeter doors shall be fitted with a Mortise lockset with deadbolt, which is 
ANSI F20 compliant, unless otherwise noted. Doors utilizing electronic access 
control devices shall use an electric Mortise lockset with power transfer hinge or 
electric strike with a rating of 1200 foot pounds, or as specified by CBP/SMD on 
a case by case basis. All exit doors must comply with local fire codes. 

●● For more information, see Appendix 7.6, Doors and Door Hardware.
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6.9.	 Fire Detection and Suppression (Sprinkler) Systems

●● The U.S. Customs and Border Protection require a fire detection system that 
provides 100% coverage of the controlled office area;

●● All detection systems used must meet or exceed local and NFP A national fire 
detection codes. It is incumbent upon the contractor to ensure all doors, security 
devices and access control systems meet or exceed local and national NFPA fire 
codes;

●● In some offices, the installation of a suppression system may be required. The 
use of a suppression system shall require modifications to the electrical and air 
handling systems. If this installation is necessary, it shall be identified when floor 
plans are prepared;

●● Installation, maintenance, and service of the fire detection and suppression 
systems shall be the responsibility of building management; and

●● All problems with the systems protecting Office of Internal Affairs space shall be 
reported to the appropriate agency supervisor.

6.9.1.	 Radio Communication Antenna and Base Stations(s)
●● It may be necessary to install radio communication antenna on the roof of the 

building and radio communication base stations associated equipment in the 
elevator equipment area or similar type area near the roof;

●● Coaxial cable(s) have to connect the antenna(s) to the base station(s). At a 
minimum, a dedicated 20 amps, 120 VAC, duplex outlet shall be required for 
power to each base station installed and telephone keying lines for remotely 
controlling the base station(s). A building ground shall also be provided for the 
radio base station(s). Every effort should be made to restrict access and secure 
base stations.

6.9.2.	 Generator Service
●● Emergency power sources to critical systems (communications system, intrusion 

detection system, Duty Agent room, Communication Equipment Room, and 
Office of Internal Affairs Technical Support Division Closet) are required. 

6.9.3.	 Cleaning
●● IA office cleaning must be performed during normal working hours. Maintenance 

should be aware that name checks shall be conducted on cleaning and 
maintenance personnel. If the facility is GSA-leased, GSA will provide the 
appropriate documents identifying cleaning crew personnel that have been 
properly adjudicated.

6.10.	 Secure Border Initiative (SBI)
6.10.1.	 The Department of Homeland Security’s Secure Border Initiative (SBI) addresses 

the security challenges along the southern and northern land borders of the United 
States. SBI, in coordination with the other border security missions conducted by 
ICE, USCIS, USGC, Intelligence, and the Department of Justice works to address 
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our Nation’s immigration border security challenges. The scope of SBI provides 
DHS and CBP with the optimum mix of personnel, technology, infrastructure, and 
response platforms to detect, identify, classify, and respond to illegal breaches of 
borders shared with Canada and Mexico and thereby bring the situations to the 
appropriate law enforcement resolution. SBI will employ next generation technology 
in the area of cameras, ground-based radar, communications, unmanned aerial 
vehicles, underground sensors, and sophisticated software packages for terrain 
environments. SBI will bring together multiple state of the art systems as well as 
traditional security infrastructure to create a comprehensive border security program.

6.10.2.	 For more information, see Appendix 6.10, Secure Border Initiative.

6.11.	 Security Survey Process

6.11.1.	 This is in development. When complete, this will contain the steps in conducting 
the survey and a possible checklist which will include the Physical Security Project 
Prioritization Tool:

●● Findings;
●● Requirements;
●● Source document(s); and
●● Response.
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Chapter 8: Interior Protection

Ch8
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8.1.	 Interior Controls 
8.1.1.	 After exterior perimeter controls and access to the facility, the next line of defense 

is interior controls. When an intruder is able to penetrate the perimeter controls and 
the building exterior, the effectiveness of interior controls is tested. There are few 
facilities where every employee has access to every area in the facility. Accordingly, 
access to some areas is necessarily controlled. For example, interior controls are 
necessary to protect classified information from unauthorized disclosure, to prevent 
damage to the area or equipment, to prevent interference with operations, for safety 
purposes, or for a combination of these and other reasons. Usually, interior controls 
are applied to specific rooms or physical spaces within a building. The Designated 
Official is responsible for determining whether interior controls are necessary. Office 
area controls include key accountability systems, locking devices and access control 
systems such as sign-in registers and identifying credentials. Determine the extent of 
interior controls by considering the monetary value and mission criticality of the items 
or areas to be protected, the vulnerability of the facility, and the cost of the controls. 
Normally, the cost of security controls shall not exceed the value of the item or areas 
to be protected.

8.2.	 Access Control

8.2.1.	 Vehicles and Traffic Control. If public vehicle entrances have gates, these will be 
manually opened and closed. Vehicle entrances with restricted access at facilities 
associated with a high threat level will be equipped with electrical or hydraulic 
vehicle gates or movable barriers. Vehicle barriers may be controlled by:

●● Card readers;
●● Biometric devices;
●● Proximity tags;
●● Electronic keypads;
●● Line-of-site or using CCTV; and
●● One-way entry and exit lanes, created for high-traffic areas. 

8.3.	 Vehicle 
●● Vehicle loop detectors or other sensor systems may be used as request-to-exit 

devices, but must be located so as to prevent unauthorized activation.
●● Vehicle screening may need to be conducted at locations associated with a 

high threat level. Screening is most associated with delivery vehicles entering a 
loading zone or dock area. If possible, the screening area shall:
o	 Be at least 100 feet from the building;
o	 Have a one-way restricted traffic lane;
o	 Have signs and barriers to control traffic; and
o	 Allow vehicles to exit the inspection area safely if denied access.
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8.3.1.	 Pedestrians
●● Access control systems must be provided at public waiting and information 

areas, visitor areas, sally ports, secure vestibule, loading docks, and entrances to 
restricted areas.
o	 The access control system may be a personnel, hardware, or computer-

based system;
o	 A personnel-based access control system relies on a person to positively 

identify individuals requesting access, determine if the access is authorized, 
and secure the access point, ensuring that only authorized individual(s) have 
gained access.

●● A hardware-based access control system uses mechanical push button or key 
locks to control access. This type of system is most suitable for interior areas with 
fewer than 25 users. Characteristics of this type of system are:
o	 One combination or the same key is used for all authorized individuals;
o	 No audit trail is available;
o	 No power is required; and
o	 A mechanical spring latch shall not be used as a lock-and-leave security 

measure.
●● Automated access control systems are appropriate for large applications and 

may be required for programs associated with a high threat level. Systems may 
be in the form of stand-alone, one- or two-door units, small networks for 8 - 16 
doors, or larger multi-door, multi-tasking systems. These types of systems are 
ideal for areas with 25 or more users and large systems controlling interior and 
exterior access control readers. Characteristics of this type of system are:
o	 All authorized users are provided with unique pass cards, tags or personal 

identification numbers (pins);
o	 Audit trails are available;
o	 Electrical power is required at each control point; and
o	 Individual users can be deleted from the system without the need to recover 

cards, tags, pins or keys.
●● Egress Control

o	 The decision to provide for controlled or uncontrolled egress will be based on 
a risk assessment of the facility. If it is determined that positive accounting of 
personnel or assets is required, controlled egress will be part of the access 
control system;

o	 The means of egress control will be at least equal to the access control for 
that portal;

o	 Door control applications must meet local fire codes; and
o	 Uncontrolled egress will likely be adequate for most area control points at the 

majority of CBP/IA/SMD activities.
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●● Screening
o	 All persons who are not CBP direct hire or full time contract employees, or do 

not possess a valid building pass for a particular Service facility (if applicable) 
will be considered as visitors;

o	 All visitors requesting access to locations where a threat assessment has 
identified the need to screen for weapons, explosives, and incendiary devices 
will be screened; and

o	 Threat assessment may indicate a need to screen packages for weapons, 
explosives, and incendiary devices. Such packages may be transported by:

–– A visitor requesting access;
–– A freight carrier;
–– An express package delivery firm
–– The U.S. Postal Service;
–– U.S. Government courier.

8.4.	 Routine Conditions

8.4.1.	 Basic requirements for admission to Federal property are contained in FPMR 101-
20.302. Accordingly, during business hours, CBP facilities are normally open to the 
public and restricted to authorized individuals after business hours. 

8.4.2.	 During business hours, property or portions thereof can be closed to the public only 
when situations require this action to ensure the orderly conduct of Government 
business. The decision to close the property or portions thereof to the public shall 
be made by the designated official under the occupant emergency program after 
consultation with the building manager and the responsible Security Officer. When 
property or a portion thereof is closed to the public, admission shall be restricted 
to authorized persons who will register upon entry to the property and, when 
requested, display CBP or other identifying credentials when entering, leaving, or 
while on the property. Property or portions thereof that are closed to the public shall 
be designated as a restricted or closed area.

8.4.3.	 Emergency Conditions. During certain DHS-declared building security alert 
conditions, the display of government identification and additional screening may be 
required to enter the facility during all hours.

8.4.4.	 Public Use of Buildings. The occasional use of public areas within public buildings 
for cultural, educational and recreational activities, is permitted by 41 CFR §102-74-
460 and FPMR 102-74. Any use of public facilities should go through the permitting 
process described in those sections as coordinated with CBP/IA and the appropriate 
GSA contact.

8.5.	 Area Designations 
8.5.1.	 The decision to designate an area as either a “Controlled Area” or a “Restricted 

Area” shall be made in conjunction with a decision to close the property or a portion 
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thereof to the public.

8.5.2.	 Controlled Area. A controlled area is defined as a room, office, building or other 
form of facility to which access is monitored, limited, or controlled. Admittance 
to a controlled area is limited to persons who have official business within the 
area. Responsible managers are authorized to designate an area as a controlled 
area after adequate security measures are in place. The following areas shall be 
designated as controlled areas:

●● Any area where classified information or highly sensitive information is handled, 
processed, or stored;

●● Any area that houses equipment that is significantly valuable or critical to the 
continued operations or provision of services;

●● Any area where uncontrolled access would interfere with or disrupt personnel 
assigned to the area in carrying out their official duties; 

●● Any area where equipment or operations constitute a potential safety hazard; and
●● Any area that is particularly sensitive, as determined by the responsible manager.

8.5.3.	 Restricted Area. A restricted area is a room, office, building, or other form of facility 
to which access is strictly controlled. Admittance to a restricted area is limited to 
personnel assigned to the area and persons who have been specifically authorized 
access to the area. Visitors to a restricted area and uncleared personnel must be 
escorted by personnel assigned to the area and all classified information must 
be protected from observation, disclosure, or removal. The responsible manager 
is authorized to designate an area as a restricted area after adequate security 
measures are in place. The following areas shall be designated as restricted areas:

●● Any area approved by the CBP/IA/SMD for the storage of Top Secret Information;
●● Any area approved by the CBP/IA/SMD for the open storage of Secret or 

Confidential classified information. This includes areas where classified 
information is normally or frequently displayed, such as charts, maps, drawings, 
photographs, equipment, or conference rooms where classified information is 
being discussed. This does not include an office in which classified information 
is discussed or displayed and action can be taken by occupants to prevent 
disclosure;

●● Any area housing a Secure Telephone(s) [formerly known as Secure Telephone 
Unit (STU-III), now referred to as Secure Terminal Equipment (STE)];

●● Any area where classified information is visually displayed on an approved 
standalone office information system;

●● Any area that houses mainframe computers or designated Automated 
Information System (AIS) sensitive systems; and

●● Any area that is highly critical or sensitive, as determined by the responsible 
manager.

8.5.4.	 Special Access Program Area(s) (SAP). A program established for a specific class 
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of classified information that imposes safeguarding and access requirements that 
exceed those normally required for information at the same classification level. 

●● The Director of the Information Security Oversight Office shall be afforded 
access to these programs, in accordance with the security requirements of each 
program, in order to perform the functions assigned to the Information Security 
Oversight Office; 

●● An agency head may limit access to a special access program to the Director 
and no more than one other employee of the Information Security Oversight 
Office; or, for special access programs that are extraordinarily sensitive and 
vulnerable, to the Director only;

●● Special Access Programs are required to be reviewed annually; and
●● The processes and standards are based upon criteria established by Executive 

Order (EO) 12968, “Access to Classified Information,” Department of Defense 
(DOD) Directive 0-5205.7, “Special Access Program (SAP) Policy” and Director 
of Central Intelligence (DCID) Directive 6/4, “Personnel Security Standards 
and Procedures Governing Eligibility for Access to Sensitive Compartmented 
Information (SCI).” 

8.5.5.	 Other Special Access Program Areas. Government agencies outside the intelligence 
community may have special access programs which require stringent physical 
security standards for working and storage areas. CBP/IA/SMD areas where 
special access program information is stored, used, discussed, or processed will be 
constructed in accordance with standards issued by the sponsoring agency.

8.6.	 Security Vaults (Permanent Storage or More Than 72 Hours)
8.6.1.	 A security vault is a completely enclosed space with a high degree of protection 

against forced entry. Vaults are commonly used for storing Top Secret information, 
special access program information, extremely valuable materials and seized 
property.

8.6.2.	 General Requirements for Vaults. There are three classes of vaults for the storage 
of classified material and equipment A, B and C. Class A vaults offer the maximum 
protection against tool and torch attack. Class B vaults offer less than maximum 
protection. A lightweight, portable “modular vault” meeting Federal Specification AA-
V-2737 may also be used to store classified material and equipment. The modular 
vault is equivalent to a Class B vault. Class C vaults offer less than maximum 
protection and may be used where unique structural circumstances do not permit 
concrete vault construction. Utilization of any vault class, or the modular vault, is 
dependent upon the physical location environment where the vault is to be erected. 
The minimum construction requirements for each class of vault are described as 
follows. Reference: FED-STD 832 (This document establishes minimum construction 
requirements for high security vaults for storage of classified information and 
weapons). 

8.6.3.	 For more detailed information, see Appendix 8.6, Vaults. 

Return to Table of Contents

RETURN TO TOP

http://www.fas.org/sgp/clinton/eo12968.html
http://www.fas.org/sgp/clinton/eo12968.html
http://www.fas.org/irp/offdocs/dcid6-4/dcid6-4.pdf
http://www.fas.org/irp/offdocs/dcid6-4/dcid6-4.pdf
http://www.fas.org/irp/offdocs/dcid6-4/dcid6-4.pdf
http://www.fas.org/irp/offdocs/dcid6-4/dcid6-4.pdf


FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall not 
be distributed beyond the original addressees without prior authorization of the originator.

35 of 308

8.7.	 Vault Doors 
8.7.1.	 Vault door and frame shall conform to Federal Specification AA-D-600D,Class 5 

Vault Door.
●● Armory vault doors and security vault doors are both manufactured according to 

Federal Specification AA-D-600D, Door, Vault, Security.  The difference between 
the two doors is that armory vault doors, used to protect AA&E, are fitted with 
UL Standard 768, Group 1, mechanical combination locks.  Security vault doors, 
used to protect classified information, are fitted with locks meeting Federal 
Specification FF-L-2740, Locks, Combination. The armory vault door label 
(silver with red letters) states that it is a “GSA Approved Armory Vault Door”. The 
security vault door label reads “GSA Approved Security Vault Door” (label also 
silver with red letters);

●● There are numerous GSA-approved Class 5 security vault doors being used 
for the protection of weapons, which is authorized under (link), however It is 
strongly recommend that locks be changed out to the UL Standard 768, Group 
1, mechanical combination lock, when and if a failure occurs with an X-07, X-08 
or X-09 lock.  When that change is made it must be noted on the Optional Form 
89 (Maintenance Record for Security Containers/Vault Doors).  It shall also be 
noted on the front of the armory door that is not authorized for the protection of 
classified information. 

Federal 
Specification: AA-D-600D (see links below for documents)

Title: Federal Specification Door, Vault, Security
Scope: This specification covers vault doors that are designed to conform to the minimum 

standards for physical security equipment as required by the Information Security 
Oversight Office Directive governing the safeguarding of national security 
information. The doors provide protection against unauthorized entry for the periods 
of time specified.

Classes: Class 5-V:
Security vault door shall be resistant to 20 man-hours surreptitious entry, 30 man-
minutes covert entry and 10 man-minutes forced entry. 
Class 5-A:
Armory vault door shall be resistant to 30 man-minutes covert entry and 10 man-
minutes forced entry. 
Class 5-B:
Ballistic vault door shall be resistant to 20 man-hours surreptitious entry, 30 man-
minutes covert entry, 10 man-minutes forced entry, ballistic resistant. 

Document Date: 15 May 2000
Document 
Status:

Active

AA-600D Amendment 1, 25 May 2001 
 AA-600D base document, 15 May 2000
QPL-AA-D-600-7 14 May 2000
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GSA-Approved Armory Vault Doors

All armory vault doors listed below are Class 5 and are fitted with a UL Standard 768al 
combination lock.  GSA approved armory vault doors can be purchased direct from the 
manufacturers using the National Stock Numbers listed below.  See the Order tab for 
manufacturer information.

NSN			   Description

7110-01-475-9598  	 Left hand swing, without optical device.

7110-01-475-9596  	 Right hand swing, with optical device.

7110-01-475-9595  	 Right hand swing, without optical device.

7110-01-475-9593  	 Left hand swing, with optical device.

7110-01-475-9590  	 Double leaf, right opening swing active leaf, with optical device.

8.8.	 Strongrooms 
8.8.1.	 A strongroom is an enclosed space constructed of solid building materials. 

Strongrooms are normally used for the storage of classified material or sensitive 
materials, such as firearms or evidence. Protection is normally supplemented by 
guards or alarm systems. Rooms that have false ceilings and walls constructed 
of fibrous materials, and other modular or lightweight materials cannot qualify as 
strongroom. 

8.8.2.	 For more information, see Appendix 8.8, Strongrooms. 

8.9.	 Intrusion Detection Systems 
8.9.1.	 Intrusion Detection Systems (IDS) are alarm systems designed to alert security 

personnel of an actual or attempted intrusion into an area while providing deterrence 
to intrusion. These warning systems detect intrusion or attempts, not prevent them. 
Any alarm system requires an assessment and a response capability to provide real 
protection for an area. All systems have weak points by which their functioning can 
be minimized or even completely interrupted or circumvented. The advantage and 
limitations of a variety of detection systems are described below.

8.9.2.	 For more information, see Appendix 8.9, Intrusion Detection Systems

8.10.	 Hold Rooms

8.10.1.	 A hold room is a secure facility for the detention of aliens encountered and 
processed by operational components of CBP. 

8.10.2.	 For more information, see Appendix 8.10, Hold Rooms
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8.11.	 Planning Alarm Installations

8.11.1.	 Alarms are used to detect approach or intrusion. Some alarms are intended for 
exterior protection, and some are suitable only for indoor installations. The following 
shall be addressed in determining the need for an alarm system:

●● Sensitivity or criticality of the operation;
●● Facility vulnerability to damage, interruption, alteration or other harm;
●● Sensitivity or value of the information or property stored at the facility;
●● Location of facility and accessibility to intruders;
●● Other forms of protection in place or available; and
●● Guard or law enforcement response capability.

8.11.2.	 Components of an Alarm System. 
●● An alarm system is composed of three main parts: 

o	 One or more sensors to detect the presence or actions of an intruder, 
o	 A control unit that constantly monitors the sensors and transmits an alarm 

signal when a sensor detects an intruder, and
o	 The alarm annunciator.

●● Perimeter protection alarm systems utilize point protection sensors almost 
exclusively, while area protection (volumetric) sensors are used primarily in 
interior alarm circuits to detect an individual within a building; 

●● Object protection provides direct security for individual items and is often the final 
stage of an in-depth protection system with perimeter and area-protection; and

●● Alarm systems can be designed so that various parts of a building have separate 
sensor circuits, or zones, and it is not uncommon to have a separate duress or 
holdup alarm circuit to enable employees to summon security personnel.

8.11.3.	 The installation of alarm system components is very important. 
●● Individual sensors are designed to respond to specific stimuli that indicate the 

presence of an intruder or an attempt to gain entry into a protected area; 
●● Switch sensors must be mounted so that they detect the actual opening of a door 

or window, but at the same time, the manner of installation shall not make them 
so sensitive to movement that they actuate an alarm from vibrations caused by a 
truck passing on the street or the wind rattling doors and windows; and 

●● Care must be exercised in adjusting the sensitivity of the more complex sensors 
in order to avoid false alarms. Some units can be actuated by a flickering 
fluorescent light or a telephone bell. Electromagnetic interference from a mobile 
radio or a thunderstorm can trigger some detectors.

8.11.4.	 Sensors. 
●● The three basic types of sensors are: 

o	 Perimeter;
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o	 Volumetric; and
o	 Proximity. 

●● Perimeter protection is the first line of defense. The most common points 
for sensing devices are doors, windows, vents and skylights. These may be 
protected, with detectors sensing their opening or breaking. The major advantage 
of perimeter-protection sensing devices is their simple design. The major 
disadvantage is that they protect only openings such as doors or windows. If 
intrusion occurs through a wall or ceiling, these devices are ineffective:
o	 Switches. These devices are usually magnetic operated switches affixed to 

a door or window in such a way that opening the door or window removes 
the magnetic field causing an alarm. High security switches are normally 
balanced or biased magnetic switches;

o	 Screens. Openings such as vents, ducts, skylights, and similar openings can 
be alarmed by thin wire filaments that signal an alarm if the screen is cut or 
broken. Often the wire filaments are placed in a frame of wooden rods and 
require little maintenance; and

o	 Glass Breakage. Electronic sensing devices used to detect a high-frequency 
sound pattern within the glass when it is broken, or the shock wave a 
substantial impact makes against the surface.

●● Volumetric protection sensors are designed to detect the presence or actions of 
an intruder almost anywhere within an entire room, from floor to ceiling. A variety 
of volumetric devices are available. Each kind of detector has some advantages 
and limitations. Therefore, a device must be selected for a specific environment. 
A major advantage of volumetric devices is that they provide a highly sensitive 
and invisible means of detection in high-risk areas. The major disadvantage is 
that an improper application can result in frequent false alarms.
o	 Infrared. Passive infrared sensors are part of the motion-detection group. 

They sense the body heat of an intruder as he/she passes through the 
protected area. Infrared detectors are relatively free of false alarms; however 
items moved by air currents within the protected area can activate the alarm;

o	 Ultrasonic. Ultrasonic motion detectors generate a high frequency of sound 
that is out of the normal range of human hearing. An intruder disrupting the 
ultrasonic wave pattern initiates the alarm. Ultrasonic devices are prone 
to false alarms, due to excessive air currents or ultrasonic noise from 
mechanical equipment;

o	 Microwave. This kind of motion detector uses high-frequency radio waves, or 
microwaves, to detect movement. Because microwaves penetrate materials 
such as glass, and metal objects reflect them, they can detect motion outside 
the protection area and cause false alarm problems if not properly installed; 
and

o	 Photoelectric. Photoelectric devices transmit a beam across a protected area. 
When an intruder interrupts this beam, the circuit is disrupted causing an 
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alarm. Today’s photoelectric devices use diodes that emit an invisible infrared 
light and usually pulses rapidly to prevent compromise by substitution. A 
disadvantage is that they can be defeated relatively easily; the beams are 
narrow and may be discovered or avoided.

●● Proximity protection provides direct security for individual items.
o	 Vibration. These seismic sensing devices use a piezoelectric crystal or 

microphone to detect the sound pattern that a hammer-like impact on a rigid 
surface would generate. These devices are attached directly to safes and 
filing cabinets, or to the walls, ceiling, and floor of vaults. False alarms may 
occur with these devices by passing vehicles or falling objects;

o	 Capacitance. A capacitance device is used to protect specific objects such 
as security containers and safes. The capacitance alarm uses the metal 
construction of the container and causes it to act as a capacitor or condenser. 
When a change occurs in the electromagnetic field surrounding the metal 
object, the balance is disturbed and the alarm is activated. The system can 
only be applied to ungrounded equipment and accidental alarms can occur if 
the container is carelessly touched when the alarm is activated.

8.12.	 Closed Circuit Television Systems

8.12.1.	 The Closed Circuit Television (CCTV) system is another core subsystem of an 
overall Electronic Security System (ESS). It is a collection of cameras, recorders, 
switches, keyboards, and monitors that allow viewing and recording of security 
events. The CCTV system is normally integrated into the overall ESS and centrally 
monitored from the Dispatch Center. Uses of CCTV systems for security services 
include several different functions as described below.

●● Surveillance. CCTV cameras can be used to give a viewer the capability to be 
made aware of, or view, visual events at multiple locations from a centralized 
remote viewing area. CCTV camera technology makes visual information 
available that would normally only be available through multiple (possibly roving) 
human resources;

●● Detection. CCTV cameras when employed with video content analysis or motion-
path analysis, software and equipment, can be used as a means for intrusion 
detection. Additional information on CCTV can be found in Chapter 11, Access to 
Facilities;

●● Assessment. When alerted by an alarm notification, CCTV cameras allow 
Dispatch Center operators or other viewers to assess the situation and make 
a determination as to what type of response may or may not be required. An 
example is an intrusion alarm at a remote facility. Visual assessment and other 
confirmation may indicate an unannounced maintenance crew at work. If it is 
determined that intrusion has occurred appropriate response would follow; 

●● Deterrence. While more effective against unsophisticated burglars as opposed 
to trained covert insurgents, CCTV cameras may deter burglary, vandalism, or 
intrusion due to fear of discovery and prosecution;
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●● Evidentiary Archives. Retrieval of archived images may be helpful in identification 
or prosecution of trespassers, vandals, or other intruders;

●● Facial Recognition. Cameras can be used for biometric facial recognition as 
discussed in Chapter 11, Access to Facilities; and

●● Intrusion Detection. CCTV cameras, when employed with video content analysis 
or motion path analysis software and equipment, are increasingly being used as 
a means for intrusion detection as discussed in Appendix 8.9, Intrusion Detection 
Systems.

●● For more detailed information, see Appendix 8.12, CCTV.

8.13.	 Open Storage Certification process

8.13.1.	 See MD 11046 Open Storage Area Standards

8.13.2.	 All CBP Open Storage Areas shall be certified as complying with DHS Management 
Directive 11046 (Open Storage Area Standards for Collateral Classified Information). 

8.13.3.	  CBP/IA/SMD is the security approval authority for CBP open storage areas.

8.13.4.	 Open Storage Area is defined as: A room or area constructed and operated pursuant 
to DHS Management Directive 11046, for the purpose of safeguarding national 
security information that, because of its size or nature, or operational necessity, 
cannot be adequately protected by the normal safeguards or stored during 
nonworking hours in approved containers.

8.13.5.	 Examples of CBP Open Storage Areas include:
●● Homeland Secure Data Network (HSDN) rooms: is the secret collateral network 

for DHS and its components. See Figure 1;
●● Vaults: A security vault is a completely enclosed space with a high degree 

of protection against forced entry. Vaults are commonly used for storing Top 
Secret information, special access program information, and extremely valuable 
materials. 

8.13.6.	 General Requirements for Open Storage Area Certification. HSDN and Vault 
Certification

●● Policy
o	 Construction and accreditation of a collateral-level, open-storage facility shall 

be considered only when the volume or bulk of classified material, or the 
functions associated with processing the classified material, make the use of 
GSA-approved security containers impractical;

o	 DHS Management Directive (MD) 11046 prescribes the standards for openly 
storing classified national security information. CBP Operational Division may 
exceed the standards cited in MD 11046, but may not lessen them. If a CBP 
office chooses to exceed the standards cited, sufficient justification must exist 
to warrant any increased expenditures;

o	 Requests to waive requirements cited in MD 11046 shall be submitted, in 
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writing, through the Security Officer/Security Liaison of the requesting office 
to the Internal Affairs (IA), Security Management Division (SMD), Physical 
Security Branch (PSB), via CBP.Security@dhs.gov. Waiver requests shall 
include sufficient justification to support the request and identification of 
compensatory measures that will be implemented to mitigate deficiencies; 
and

o	 CBP offices that have open storage areas that were approved prior to the 
publication of MD 11046, will not need to have their areas re-certified unless 
a change has been made that affects the structure and measures in place 
at the time of the original certification, or the standards used for approval of 
the area are less than those required by this directive. In the latter instance, 
offices shall bring the area(s) up to the standards cited herein within one year 
of publication of this directive, and the area shall be recertified in accordance 
with this directive.

8.13.7.	 CBP Office Procedures for Requesting for Open Storage Area(s) Certification
●● HSDN Certification: If a CBP office determines that an open storage area for 

classified information is necessary for their facility, the office will submit a request 
to CBP’s Office of Intelligence & Operations Coordination (OIOC) outlining the 
justification to begin the process for Open Storage Area Certification. The OIOC 
will verify whether funding is available for equipment and construction of the 
Open Storage Area and initiate a HSDN account;

●● If funding is available, OIOC will send a request to the Internal Affairs (IA), 
Security Management Division (SMD), Physical Security Branch (PSB), via  
CBP.Security@dhs.gov to initiate the certification process for Open Storage Area; 
and

●● Vault Certification: If a CBP office determines that an open storage area for 
classified information is necessary for their facility, the office will submit a request 
to CBP’s Office of Field Operations, Logistic Mission Support, Seizures and 
Penalties Division outlining the justification to begin the process for Open Storage 
Area Certification. The Seizures and Penalties Division will then notify request a 
Vault Certification whether funding is available for equipment and construction of 
the Open Storage Area. 

●● For more information, see Appendix 8.6, Vaults.
8.13.8.	 Once SMD/IA/PSB receives the request, an Open Storage Certification Survey, MD 

11046 with attachments A and B will be sent to the requesting office via email.
●● The requesting CBP office will complete the entire survey ensuring that they 

meet the requirements outlined in Attachments A & B. 
o	 Attachment A. Compliance with construction standards cited in MD 11046 

shall be used to verify that the open storage area meets the minimum 
required construction standards;

o	 Attachment B. The sample Standard Operating Procedures (SOP) shall be 
modified and tailored to suit the specific open storage area to be certified. 
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●● Upon completion of the survey package, the requesting CBP office will send 
survey to IA/SMD/PSB via CBP.Security@dhs.gov;

●● For Vaults, inform Seizures and Penalties Division of intent to conduct Physical 
Security Open Storage Survey.
o	 PASS -If the office meets the requirements outlined in the survey package, IA/

SMD/PSB will schedule a physical security assessment of the facility to verify 
compliance with Attachment A and implementation of SOP in place.

–– If the customer passes, a memorandum signed by the SMD Director will 
be sent to CBP Office Director (Open Storage/Vault/HSDN room).

–– The memorandum will authorize a specific area being approved and will 
specify the maximum level of material authorized for open storage.

–– A copy of the approval memorandum, Open Storage Survey Checklist, 
and SOP shall be maintained by the CBP office.

o	 FAIL. If the customer fails the initial certification survey, SMD/PSB will send a 
memorandum signed by the SMD Director outlining recommended corrective 
actions that must be addressed prior to approval of certification.

8.13.9.	 Open storage area is not authorized until all corrective actions have been 
implemented.

8.13.10.	 Upon verification of corrective actions, the Director of SMD will send a memorandum 
to CBP Office Director (Open Storage/Vault/HSDN room) indicating approval.

8.13.11.	 A copy of the approval memorandum, Open Storage Survey Checklist, and SOP 
shall be maintained by the CBP office.

8.13.12.	 The approval memorandum, Open Storage Survey Checklist, and SOP, shall be 
maintained by SMD/PSB and within the approved open storage area.
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Figure 1: HSDN Room - Example
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Chapter 9: Locks and Keys

Ch9
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9.1.	 Locks

9.1.1.	 General
●● All exterior doors must have a lock with dead bolt or approved equal locking 

capability. All locks with a latch bolt must be equipped with a deadlocking latch 
feature. When specifying locks, use American National Standards Institute 
(ANSI) series lock numbers to obtain the proper type of lock for the function 
desired. The locks must meet all Federal handicap accessibility standards. 
All mortise locksets, whether or not required for security, must be grade one, 
commercial standard locks per ANSI/BHMA (Builders Hardware Manufacturers 
Association) A156.13. Unless specified, all interior non-security locksets may be 
cylindrical locks (bore lockset) as specified in ANSI/BHMA A156.2. The criteria 
in ASM 273.44, Postal Service Locks, also apply. Appendix 7.6, Doors and Door 
Hardware contains an approved list of panic-style entry and exit devices and high 
security devices;

●● Technology advances in the 1980s made locks vulnerable to newly developed 
opening techniques. In response, the Government prepared Federal 
Specification FF-L-2740. FF-L-2740 addresses advances in combination lock 
neutralization technology. Three locks, the X-07, X-08 and X-09, all electro-
mechanical locks, have met FF-L-2740;

●● Some locks have interchangeable cores, which allow the same key system to 
include a variety of locks. Padlocks, door locks, cabinet locks, and electrical key 
switches can all be operated by the same key system. Because these cores are 
removable by a special key, this system allows for rapid re-keying of locks in the 
event that the key is compromised; and

●● Locks are keyed in several different ways. When several locks are keyed 
differently, each is operated by its own key. When they are keyed alike, one 
key will open them all. Locks that are master-keyed are keyed differently, yet 
have one key that will open them all. Master-keying is done for convenience 
and represents the controlled loss of security. Master-keying is not used unless 
permitted by regulation.

9.1.2.	 Locking Hardware
●● Locks are the most acceptable and widely-used security devices for protecting 

facilities, classified materials, and property. All containers, rooms, and facilities 
must be locked when not in actual use. Locking devices vary greatly in 
appearance as well as function and application. Locks merely deter or delay 
entry and shall be supplemented with other protection devices when a proper 
balance of physical security is needed. Some locks require considerable time 
and expert manipulation to open, but all locks can be defeated by force and with 
the proper tools. Locks must never be considered as a stand-alone method of 
security.

●● For further information on locks and locking hardware, see Appendix 7.6, Doors 
and Door Hardware.
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9.1.3.	 Types of Locks
●● Key locks consist of but are not limited to the following: 

o	 Dead bolt locks, sometimes called tubular dead bolts. These are mounted on 
the door in a manner similar to cylindrical locksets. The primary difference 
is in the bolt. When the bolt is extended (locked), the dead bolt projects into 
the door frame at least one inch, and it cannot be forced back (unlocked) by 
applying pressure to the end of the bolt. The dead-bolt lock has the potential 
for providing acceptable levels of protection for storerooms and other areas 
where more security is desired. In situations where there is a window in or 
adjacent to the door, a double cylinder dead-bolt lock (one that requires a key 
to open from either side) shall be used;

o	 Mortise locks, so named because the lock case is mortised or recessed 
into the edge of the door. The most common variety of mortise locks has a 
doorknob on each side of the door. Entrance doors often have an exterior 
thumb latch rather than a doorknob. Mortise locks are desired due to flexibility 
and can incorporate dead bolt without compromising fire or life safety 
compliance. Mortise locks for security must adhere to ANSI/BHMA A156.13 
standards and must have a dead bolt with a minimum throw of 1 inch;

o	 Stand-alone access-control electro-mechanical locksets are primarily 
used to control entry into an area. Rather than using a key, these open by 
pushing a series of numbered buttons. The locks can be either electrically 
or mechanically activated. Some of the advantages of using these locks are 
low cost, easy installation, easy combination changing, and simple operation. 
These devices are used for access control and do not provide a high degree 
of security when used alone. Some models have “time penalty” and error 
alarm features and can be tied to an existing alarm system. The combination 
or code used to activate an electro-mechanical door lock shall be changed 
at least every two years and when any person having knowledge of the 
combination no longer requires access to the area;

o	 Padlocks are detachable locks that are typically used with a hasp. Low 
security padlocks, sometimes called secondary padlocks, are used to deter 
unauthorized access, and they provide only minimal resistance to force. Low-
security locks are made with hardened steel shackles. Precautions must 
be taken to avoid confusing these locks with similar brass or bronze locks. 
The brass or bronze locks are commonly used but do not meet the security 
requirements of the hardened shackled locks. High-security padlocks that 
meet FF-P-2827A provide the maximum resistance to unauthorized entry 
when used with a high security hasp;

o	 Cylindrical locksets, often called key-in-knob or key-in-lever locks. These are 
normally used to secure offices and storerooms. The locking cylinder located 
in the center of the doorknob distinguishes these locks. Some cylindrical 
locksets have keyways in each of the opposing knobs that require a key on 
either side to lock and unlock them. Others unlock with a key, but may be 
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locked by pushing or rotating a button on the inside knob. These locks are 
suitable only for very low-security applications. 

–– All CBP lock cylinders must be of a high security, pick resistant design 
with angled key cuts, rotating tumblers, keyway side bitting, and a slider 
mechanism.  The cylinders must be Underwriters Laboratories (UL) 
listed under UL437 and certified under American National Standards 
Institute (ANSI)/Builder’s Hardware Manufacturer’s Association (BHMA) 
certification A156.30, Levels MIAM and ANSI/BHMA A156.5, Grade 1.

–– All cylinders must incorporate three locking elements: a slider mechanism, 
a sidebar mechanism with tumbler rotation, and a pin tumbler elevation.  
All cylinders must be constructed of solid brass with hardened steel 
inserts.  The lock tumblers must combine a dual-axis action with one axis 
utilized for pin tumbler rotation and the other axis utilized for positioning 
key cuts. Randomly selected tumbler pins must incorporate a hardened 
steel insert. The cylinders must be capable of being immediately re-keyed 
to a new combination or a new system. 

–– Interchangeable cores should be used to facilitate this process. A suitable 
number of spare cores should be maintained to facilitate lock changes in 
the event of a lost or stolen master key.

–– The manufacturer must have the capability of establishing a key system 
with a minimum of six angle cuts in six possible pin positions with the 
capability of two distinct positions of cut per pin chamber, if required by 
the parameters of the system.  The manufacturer must have the capability 
of producing a keying system in either of two distinct and different keying 
specifications and pinning specifications.  The system must be capable 
of incorporating a key, with each being capable of more than one bitting 
per position to expand master keying and key changes. The key must 
also incorporate the capacity to include twelve possible side bittings along 
the key blade located on two different planes or surfaces of the key.  The 
system must also have the capability to provide a single master key with 
over 1 million (1,000,000) usable, non-interchangeable change keys in 
a single keyway.  The key thickness must be no less than one hundred, 
twenty-five thousandths (.125″) and must be made from a nickel silver 
alloy.  Each key must be custom coined for tracking and identification 
purposes.

–– The locking system must be deemed proprietary information shared only 
among authorized U.S. Customs and Border Protection (CBP) entities and 
the manufacturer.  Security Specialists assigned to the Office of Internal 
Affairs, Security Management Division (IA/SMD) and employees serving 
as Collateral Security Liaison’s for IA/SMD, will have the authority to 
request additional pinning materials and duplicate keys.
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9.2.	 Combination Locks

●● Combination locks are classified as Group 1, Group 1 R, or Group 2
o	 GROUP 1 - Those locks that have a high degree of resistance to expert 

or professional manipulation. The protection against expert manipulation 
includes advanced design features not found in conventional designs;

o	 GROUP 1 R - Those locks that have a high degree of resistance to expert 
manipulation, including use of radiological means; and

o	 GROUP 2 - Those locks that have a moderate degree of resistance to 
unauthorized opening. 

●● DHS/CBP uses two types of mounted combination locks, one for the protection 
of classified material and one for the protection of weapons and ammunition.  
Combination locks that protect classified material must meet the requirements of 
Federal specification FF-L-2740, Locks, Combination.  Combination locks that 
protect weapons and ammunition must meet the requirements of Underwriters 
Laboratories Inc. Standard For Combination Locks UL 768, Group 1;

●● These locks have been approved under FF-L-2740 for the protection of classified 
material.  The model X-07 lock was approved in November 1991, the X-08 in 
March 1999, and the X-09 in June 2002.  GSA-approved security containers and 
vault doors for the protection of classified material have had FF-L-2740 compliant 
locks installed at the time of manufacture since March 10, 1992; 

●● GSA-approved weapons containers and armory vault doors are available for the 
protection of arms, ammunition, and explosives.  Mechanical combination locks 
that resist manipulation attempts for 20 man-hours are UL-listed as Group 1. 
o	 For further details, see Appendix 10, Storage of Weapons and Ammunition 

(Armory).
●● Pedestrian door dead bolts covered by Federal specification FF-L-2890, 

Lock Extension (Pedestrian Door, Dead bolt) are intended for use on interior 
pedestrian doors used for normal entrance and egress during day-to-day 
operations. These locks have been approved under FF-L-2890: the model 
CDX‑07 door lock was approved in November 1991, the CDX-08 in March 1999, 
and the CDX-09 in June 2002. While the CDX-07 and CDX-08 are still approved 
for securing classified material, they are no longer being manufactured. The 
Lockmaster LKM-7000 series also meets FF-L-2890; and

●● Combination padlocks under the FF-P-110, Padlock, Changeable Combination 
Federal specification are intended for use as determined for low level resistance 
to forced entry and high level tell-tale manipulation or surreptitious action. The 
padlocks are intended for use ashore and aboard ocean going vessels, indoors, 
or outdoors, semi-protected by a structural overhang similar to eaves or a 
lean‑to.

9.2.1.	 Combinations to locks will not be the same throughout a CBP facility, e.g. doors, 
vaults, etc.
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9.2.2.	 Changing Combinations
●● Combinations to locks installed on security containers/safes, perimeter doors, 

windows and any other openings should be changed by the responsible 
individual, the Security Officer, or by a bonded contractor immediately when: 
o	 The container is placed in use; 
o	 An individual knowing the combination no longer requires access to the 

container, unless other means of preventing access exist; 
o	 The combination has been lost or is suspected to have been lost; 
o	 At least 12 months have passed; 
o	 As directed by the manufacturer; or 
o	 The container is taken out of service.

●● Combinations to containers taken out of service must be reset to the standard 
factory combination of 50-25-50 prior to removal from the office space
o	 Methods. Combination locks have either hand-change or key-change 

capability. A number of combination locks produced by a variety of 
manufacturers have been approved by GSA. These GSA-approved locks 
along with the non-approved locks use slightly different operating instructions 
and unique keys or particular hand change techniques for changing 
combinations. Often the experience necessary, as well as change keys, 
operating instructions, and changing procedures, are lost with the passing of 
time;

o	 See the Department of Defense Lock Program for information on security 
hardware selection, requirements, specifications, national stock numbers, 
purchasing, training, and troubleshooting of equipment failures. 

o	 For assistance, contact SMD (CBP.Security@dhs.gov).
9.2.3.	 Selecting Combinations

●● When selecting combination numbers avoid multiples of 5, ascending or 
descending numbers, simple arithmetical series, and personal data such as birth 
dates and Social Security Numbers. Use numbers that are widely separated. This 
can be achieved by dividing the dial into three parts and using a number from 
each third as one of the high-low-high or low-high-low sequences. Use a unique 
combination for each container. Do not re-use this combination anywhere else 
in the same office. Carefully follow any manufacturers’ instructions in installing 
combination numbers.

9.2.4.	 Protecting Combinations
●● Combinations should be known only by those persons whose official duties 

require access. The written combination should be protected at the highest 
classification level of material in the container or be protected in a manner 
commensurate with the value of the protected material;
o	 Combinations should be memorized. They must not be carried in wallets or 
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concealed on persons or written on calendars, desk pads, etc.; and
o	 When opening any kind of combination lock, be sure that no unauthorized 

person can learn the combination by observing the sequence of numbers 
being entered or dialed. It may be necessary to position your body so as to 
block the dial from the view of anyone standing nearby.

9.2.5.	 Recording Combinations
●● Each Security Officer should assure that a record of the combination to each 

vault, secure room, combination padlock, and security container is recorded 
showing the location of the container or room, the name, home address, and 
home telephone number of a person responsible for the container. Standard 
Form (SF) 700, Security Container Information, has been designed for this 
purpose;

●● A central repository, usually the most secure container, should be designated 
to hold the sealed SF 700 for use during emergencies. Only appropriately 
authorized employees should be given access to a combination. Combinations 
shall be controlled in the same manner as keys.

9.3.	 Electronic Locks

9.3.1.	 Electronic lock access control systems use a card key programmed with a particular 
code which is read by a card reader that communicates with an automated central 
or local processor for access control. The card reader obtains data from the card by 
reading punched holes, magnetic strips or spots, imbedded wires, or any of several 
other methods. To open a door or activate a turnstile or lock, the card is typically 
inserted into a slot or groove and the coded area is read by the reader. If the code 
is an authorized one, the processor will direct the lock to open. Key cards shall be 
voided in the system when lost, stolen, or when access is no longer required and the 
card recovered.

9.4.	 Biometric Systems

9.4.1.	 Biometric locking systems are available that use neither keys nor combinations. 
These include locks which open by using one of eight primary categories of 
biometrics technology: fingerprints, hand geometry, retinal scan, signature dynamics, 
voice verification, heat detection, facial recognition, or key stroke dynamics. These 
biometrics systems are primarily designed to control access to extremely sensitive, 
special-use areas where positive personal identification is an operational necessity.

9.5.	 Keys

9.5.1.	 General 
●● This establishes the CBP policy and procedures for a standardized approach to 

the key management program, including administrative oversight, accountability, 
issue, receipt, duplication, replacement and documentation. This policy applies to 
all keys, all spaces, office equipment, vehicles, padlocks, lockers or other assets 
owned and operated by DHS/CBP;
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●● Directives and guidance for the key management program include the following: 
o	 The Homeland Security Act of 2002, PL 107-296, enacted 11/25/02;
o	 Department of Justice Vulnerability Assessment of Federal Facilities, June 

1995;
o	 Department of Defense Lock Program, UG-2040-SHR, July 2000;
o	 MD 11000 Office of Security;
o	 MD 11030.1 Physical Security of Facilities and Real Property; and
o	 MD 11049 Security Violations and Infractions.

9.5.2.	 Key management and oversight helps protect life, property and provides a level 
of security to facilities and all occupants. Keys are the property of DHS and a part 
of physical security, which require strict control, management and accountability 
through keying systems integrity. Locks are the most common mechanism for 
access control on doors and security containers and often provide the primary 
protection against intrusion and theft. When a key is affected and/or compromised, 
the system is affected and compromised. Lack of an operational key control program 
can result in the compromise of personnel, property, and information. A functional 
key control program will ensure accountability; provide administrative oversight, and 
continuity of security through key issuance, duplication and replacement. Although 
a determined individual can open most key locks in a few minutes, they are used 
primarily to delay, discourage, or deter theft or unauthorized access. Exterior door 
locks shall at a minimum meet UL 437 standards. 

9.5.3.	 The integrity of a key system is important to safeguarding property and controlling 
access. The security officer shall ensure that responsible individuals maintain control 
of the facility’s key system by storing, issuing, and accounting for all keys. Issuance 
of keys must be kept to a minimum and only issued to persons who have an official 
need. Master keys must be carefully controlled; successful compromise of a master 
keyed installation can be very difficult and costly to remedy (assuming it is even 
discovered). Master keying systems can also incorporate a lock with a removable 
interchangeable lock core. Accurate accountability records must be kept and all key 
records and documentation will be maintained for no less than one year. When keys 
are no longer needed they will be destroyed and documentation verifying destruction 
will be maintained.

9.5.4.	 A facility master key inventory and log will be maintained for the purpose of chain of 
accountability and access control and will include as a minimum: 

●● The number assigned to each key and lock;
●● How many keys per lock;
●● Location of each lock, to include but not limited to room, container, or cage no.; 

and
●● Access list of persons authorized to use master keys.

9.5.5.	 Computerized systems may be used
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9.5.6.	 The Security Officer or Key Control Person will approve and monitor all requests 
for issuance of new, duplicate, or replacement keys and ensure appropriate 
documentation is completed. 

9.5.7.	 Physical Protection of keys will include, but is not limited to:
●● Keys can only be stamped with blind control codes.
●● Blind codes must not be reflective of buildings, door numbers or offices.
●● Duplicate keys must be kept to a minimum, and when made the Master Key 

Inventory will be updated with required information;
●● Non-issued keys must be safeguarded and controlled within a locked cabinet or 

container accessed only by the Key Control Person; and
●● The key storage cabinet or container will be locked when not in use.

9.5.8.	 Employee Protection of Keys
●● DHS employees issued keys are to protect and secure them at all times, 

ensuring keys are not left on desks, in unlocked drawers, or where they can be 
easily taken and copied. 

●● Employees shall only use their keys to access their assigned work areas and 
shall lock doors when leaving any secured area;

●● DHS employees assigned keys are not authorized to lend keys to individuals not 
specifically authorized; 

●● No person shall knowingly alter duplicate, copy or make a facsimile of any key to 
a lock of any building or property;

●● The unauthorized possession, use or reproduction of any DHS key is a security 
violation; and

●● A penalty shall be incurred for multiple losses.
9.5.9.	 Protection of Cores

●● Excess cores will be secured in a locked cabinet or container and secured from 
unauthorized access;

●● Excess cores will be inventoried; and
●● Cores must not be removed by construction or other maintenance personnel.

9.5.10.	 Key Issuance
●● A key issue form will be documented in every instance of a CBP key issue and 

contain as a minimum:
o	 Building number, floor number, and room, container or cage number;
o	 Key serial number;
o	 Key identification code;
o	 Quantity of keys issued;
o	 Brief statement of key control responsibilities;
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o	 Printed full name of person issued key(s);
o	 Organizational identifier of person issued key(s);
o	 Signature of person issued key(s) acknowledging their key control 

responsibilities;
o	 Printed name of person issuing key(s);
o	 Signature of person issuing key(s); and
o	 Date key(s) issued.

●● No person shall be issued multiple keys for the same area;
●● In no case shall the issuance of keys be authorized by the same person to whom 

the key is to be issued;
●● Requirement for access does not constitute being issued a key, if other means 

are available for access. I.e., intercoms, request for entry, guards etc.;
●● Keys shall be issued only to those individuals who have a legitimate and official 

requirement for the key;
●● Keys are only issued to the occupant of the area, space or office or to a person 

they designate in writing; and
●● Only the authorized recipient of an issued key may sign for that key and no other 

person.
●● When assuming key control duties and responsibilities, the following minimum 

actions will be taken: 
o	 All keys will be jointly inventoried every time a new key control person 

is assigned by both in-coming and out-going key control person and 
documented ensuring accountability;

o	 Inventory will be documented and both persons will sign accountability 
document; and

o	 Inventory will include both individual’s name and signature, date of inventory, 
any discrepancies found and actions taken.

9.5.11.	 Key Return
●● Keys will be returned to the Key Control Person upon the departure or 

reassignment of any person who was issued a key(s), and will not be given to 
any other individual for use or turn-in;

●● Any person returning a key will complete their original key issued form which will 
contain as a minimum:
o	 The printed name and signature of person returning the key(s) and date;
o	 The printed name and signature of key control person receiving key(s) and 

date;
o	 Identification code of key(s) returned; and
o	 Identification of serial number(s) of key(s).
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●● Any employee issued official keys on a temporary basis shall promptly return 
them as ensured by the Key Control Person.

9.5.12.	 Loss/Damage/Destruction of Keys (Key Replacement) 
●● When a key to a designated controlled or restricted area is lost, the locks to 

that area must be changed, depending on risk, as soon as possible as old locks 
remain exposed until replaced;

●● Lost or stolen keys must be reported immediately to the Key Control Person;
●● Anyone reporting a lost or stolen key must provide written documentation to the 

Key Control person. This will include; date, time, circumstances of the loss, any 
key identification and any action taken to retrieve the key;

●● Locks shall be re-keyed in a timely manner and new keys issued when keys are 
lost or stolen; and

●● If a master key is lost, every master lock must be replaced and, depending how 
the keying is done, new keys distributed to the key holders.

9.5.13.	 Documentation 
●● Key and excess core inventory logs will be developed and maintained for a 

period of no less than one year after the life of the key system being used;
●● Key access logs will be developed and maintained for a period of one year;
●● A key issued form will be developed and utilized for key(s) issue and turn in. The 

form will be maintained until the key(s) are returned and for a period of no less 
than one year after the key(s) are returned; and

●● All keys and excess cores will be secured and annually inventoried and 
documented.

●● The DoD Lock Program can be referenced for documentation guidance. See 
Section 9.1, LOCKS, above.

Return to Table of Contents

RETURN TO TOP





FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

57 of 308

Chapter 10: Safes and Storage Equipment

Ch10
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10.1.	 Physical Protection and Storage of Materials 
10.1.1.	 GSA-approved security containers may be utilized for the physical protection of 

Customs and Border Protection (CBP) information and property to include classified 
documents, components, materials, equipment, funds, valuables, weapons, jewelry, 
precious metals, etc. When such containers do not meet appropriate requirements 
for protecting specific types of information and property, appropriate written guidance 
shall be developed and approved by CBP Headquarters (HQ), Internal Affairs, 
Security Management Division (CBP/IA/SMD). Nothing in this policy handbook shall 
be construed to contradict or inhibit compliance with the law or building codes. 

10.2.	 References 
o	 Executive Order 12829, National Industrial Security Program;
o	 Executive Order 12958, as amended, Classified National Security 

Information;
o	 FF-L-2740 Locks, Combination;
o	 FF-L-2937 Combination Lock, Mechanical;
o	 General Services Administration (GSA) Website (http://www.gsa.gov);
o	 AA-C-2737 Modular Vault Systems;
o	 Department of Defense Lock Program Website;
o	 AA-F-358 Filing Cabinets, Legal and Letter Size, Uninsulated, Security;
o	 AA-F363 Filing Cabinet, Security, Maps and Plans, General Filing, and 

Storage

10.3.	 Classified Information 
10.3.1.	 Classified information shall be secured under conditions adequate to prevent 

access by unauthorized persons. Requirements specified in this section represent 
acceptable security standards. Policy concerning the use of force for the protection 
of classified information is specified in Chapter 12, Services, of this policy handbook. 
Weapons or sensitive items such as funds, jewels, precious metals or drugs, etc., 
shall not be stored in the same container used to safeguard classified information 
and property. Current holdings of classified material shall be reduced to the minimum 
required for mission accomplishment. 

10.3.2.	 The Office of Intelligence and Operations Coordination (OIOC) is the only CBP office 
authorized to receive and store SCI within CBP. Any requests for additional facilities 
for the storage of SCI must be approved by the Assistant Commissioner of OIOC. 
OIOC further coordinates with DHS for SCI facility accreditations.

10.3.3.	 Before CBP Offices are allowed the storage of Top Secret information or materials 
within their facilities, a written request must be forwarded to the Office of Internal 
Affairs, Security Management Division for review and approval. Approvals and 
denials will be made based on the review of physical security measures and 
proposed supplemental controls.
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10.3.4.	 Storage of Top Secret information in the National Capital Region will continue to be 
stored in the Sensitive Compartmented Information Facility (SCIF).  

10.3.5.	 A SCIF is not required for the storage of Top Secret information in the Field however 
storage areas must be certified and approved for physical security measures 
and supplemental controls by the Office of Internal Affairs, Security Management 
Division.

10.3.6.	 For Official Use Only (FOUO) includes but is not limited to paper and/or electronic 
documentation of the physical facility information. 

10.3.7.	 SBU is the formal designation for information that, by law or regulation, requires 
some form of protection but is outside the formal system of classification, in 
accordance with Executive Order 12958, Classified National Security Information 
as amended, and DHS MD 11042.1 Safeguarding Sensitive But Unclassified (For 
Official Use Only) Information.

10.3.8.	 Classified information that is not under the personal control and observation of an 
authorized person is to be guarded or stored ONLY in approved locked security 
containers, vaults, rooms or areas, as follows:

●● TOP SECRET Information 
o	 TOP SECRET information shall be stored by one of the following methods:

–– In a GSA-approved security container with one of the following 
supplementary controls:

–– The location housing the security container shall be subject to continuous 
protection by cleared guard or duty personnel; or 

–– Cleared guard or duty personnel shall inspect the security container once 
every two hours. 

o	 The location housing the container must be protected using one of the 
following two methods: 

o	 An Intrusion Detection System (IDS) meeting CBP/IA/SMD standards outlined 
in Chapter 8, Interior Protection, with a personnel response time to alarm 
within 15 minutes of the alarm annunciation or 

o	 A Security-In-Depth Determination (a determination by CBP/IA/SMD, 
that layered complementary controls are sufficient to deter and detect 
unauthorized entry), when the GSA approved container is equipped with a 
lock meeting Federal Specification FF-L-2740.

o	 With written approval from CBP/IA/SMD, Top Secret material may be stored 
in a modular vault, vault, or a secure room (Open Storage) constructed 
in accordance with Chapter 8, Vaults, and equipped with an IDS with 
the personnel responding to the alarm within 15 minutes of the alarm 
annunciation if the area is covered by Security-In-Depth, or a 5 minute alarm 
response time if it is not.

10.3.9.	 SECRET Storage. 
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●● SECRET material shall be stored by one of the following methods: 
o	 In the same manner as prescribed for Top Secret information;
o	 In a GSA-approved security container or vault without supplemental controls; 

or
o	 Until October 1, 2012, in a safe, steel file cabinet or safe-type steel file 

container that has an automatic unit locking mechanism.  
●● All such receptacles will be accorded supplemental protection during non-working 

hours.
o	 Until October 1, 2012, in any steel file cabinet that has four sides and a top 

and bottom (all permanently attached by welding, rivets or peened bolts so 
the contents cannot be removed without leaving visible evidence of entry) 
and is secured by a rigid metal lock bar and an approved key operated or 
combination padlock. The keepers of the rigid metal lock bar shall be secured 
to the cabinet by welding, rivets, or bolts, so they cannot be removed and 
replaced without leaving evidence of the entry. The drawers of the container 
shall be held securely, so their contents cannot be removed with forcing open 
the drawer. This type of cabinet will be accorded supplemental protection 
during non-working hours. 

10.3.10.	 CONFIDENTIAL Storage. 
●● CONFIDENTIAL material shall be stored in a manner prescribed for the storage 

of Top Secret or Secret, without supplementary controls. 
10.3.11.	 BULK Storage 

●● Bulk Storage of classified material requires prior approval of the CBP/IA/SMD.
10.3.12.	 Storage of Sensitive-but-Unclassified Information (SBU)

●● Sensitive and/ For Official Use Only (FOUO) information must be stored in a 
room or area affording sufficient physical and personnel access control and 
preventing unauthorized access, such as a locked room. If a locked room does 
not afford sufficient protection against unauthorized access, then at a minimum, 
materials will be further secured in: 
o	 Key-lock metal cabinets; 
o	 Locked desk drawer 

10.3.13.	 All unclassified information not otherwise designated as FOUO shall be stored in 
accordance with office policy and procedures, where applicable. 

10.3.14.	 Storage of secure forms, stamps, ink and other related materials should refer to 
Chapter 18, Secure Items. 

10.3.15.	 Specialized Security Equipment

10.3.16.	 Specialized security equipment shall address unique requirements and may be 
approved by CBP/IA/SMD in certain situations. When approved by CBP/IA/SMD the 
following apply:
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o	 One and two-drawer Service Approved Security Containers which are 
securely fastened or guarded to prevent theft of the container, may only 
be used in mobile facilities or in areas where small amounts of classified 
information are stored; 

o	 GSA-approved “Map and Plan” Service file container may be used for storage 
of odd-sized items such as computer diskettes or tapes, maps, charts, plans, 
and other media containing classified information; and

o	 GSA-approved modular vaults meeting Federal Specification AA-V-2737 may 
be used to store classified information. See the Appendix 8.6, Vaults for more 
detailed information.

10.4.	 Supplemental Protection 
10.4.1.	 Intrusion Detection Systems (IDS), as described in Chapter 8, Interior Protection, 

shall be used as supplemental protection.

10.4.2.	 Approved security guards may be utilized. When guards are authorized, the patrol 
schedule is 2 hours for TOP SECRET material and, 4 hours for SECRET material. 

10.4.3.	 GSA-approved security containers and approved vaults secured with a locking 
mechanism meeting Federal specification FF-L-2740, located in an area of the 
facility with in-depth security as determined by CBP/IA/SMD, do not require 
supplemental protection.

10.4.4.	 All GSA containers used to secure classified materials, information, equipment, 
weapons, and other valuables, must be housed in areas that will provide security 
from removal of containers and disclosure of information/material. 

10.5.	 GSA-Approved Security Containers

10.5.1.	 GSA establishes and publishes minimum standards, specifications, and supply 
schedules for all containers, vault doors, modular vaults, alarm systems, and 
associated security devices suitable for the storage and protection of classified 
information, material, and property.

10.5.2.	 GSA-approved security containers are primarily used to store classified documents, 
components, materials, and equipment. They are also used to secure funds, 
valuables, and weapons.

10.5.3.	 There are two classes of GSA-approved containers currently being manufactured: 
Class 5, and Class 6. 

10.5.4.	 Classified and non-classified materials shall never be stored together. 

10.5.5.	 GSA-approved containers must have a GSA label affixed to the front of the door, 
the front of the top drawer, or the front of the control drawer. If the container no 
longer has the GSA label attached to it, it is no longer an approved container. If 
your container is no longer approved, see “Container Recertification” section 10.13. 
GSA-approved containers manufactured before October 1990 are identified by their 
GSA label that has either black lettering on a silver background (or silver lettering 
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on a black background).  Since October 1990, only Class 5, 6, and 7 containers 
have been manufactured.  GSA-approved Class 5 and 6 containers manufactured 
after October 1990 have a silver label with red lettering (or red with silver lettering). 
GSA-approved Class 7 containers have a silver label with green lettering.  Class 7 
containers were available in filing cabinet style only and are no longer manufactured.  
Information Processing System (IPS) containers are GSA approved containers for 
protection of computers.  Their GSA approval labels have blue lettering. 

10.5.6.	 Class 5 and 6 Approved GSA Containers
●● Class 5 Containers are typically used for the storage of weapons and sensitive 

items such as funds, jewels, precious metals, etc. However, funds, jewels, 
precious metals, etc. shall not be store in the same container as weapons. 
Class 5 containers may also be used for the storage of classified documents, 
components, materials, and equipment. They provide the same protection as 
Class 6, plus ten minutes against forced entry attack. Class 5 containers come in 
several types: file cabinet, map and plan, weapon storage, COMSEC, and (IPS); 

●● Class 6 Containers are typically used for storage of classified information such as 
documents, maps, drawings, and plans. They come in file cabinet and map and 
plan styles. 

10.6.	 Weapons Storage

10.6.1.	 Weapons shall be stored in Class 5 or 6 GSA-approved containers instead of vaults 
or armories when authorized for storage. 

●● Class 5 is preferred for weapons storage because of the different styles of 
containers;

●● There are several styles of Class 5 containers that can be used for weapons 
storage; and

●● The Class 5 GSA-approved container is available with various drawers, 
adjustable shelves, and in weapons configurations for either rifles or handguns. 
When selecting a container, the appropriate style shall be procured for adequate 
safety and protection. A complete listing of types and styles of Class 5 and 6 
GSA-approved containers can be found on the Federal Specifications and  
Qualified Products Lists (QPLs) provided on the DoD’s Lock Program Web site.

10.6.2.	 Class 5 security containers authorized for weapons storage must be adequately 
protected. The following factors must be considered for each container: 

●● Vulnerability when left unattended for extended periods of time; 
●● Vulnerability of the location where the container is placed;
●● Accessibility and ease of removal of the container;
●● Position where the container will be least vulnerable to unauthorized access by 

heavy lifting equipment (e.g., forklifts or dollies);
●● Position from which unauthorized persons would find it extremely difficult to 

remove the container;
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●● The positive overall security of the arms stored in the container must be 
achieved. Regional Security Officers will ensure that structure protection provided 
by the storage container is adequately increased by the physical security 
measures specified in this policy handbook. 

●● Class 5 – Approved Weapons Container
o	 Class 5: - 53 1/4” H x 22 1/2” W x 39 1/4” D; 

–– Standard colors are gray, black, and parchment;  
–– Group 1 lock or X-09 lock; 
–– Casterbase does not come standard; 

o	 Interiors:
–– Weapon drawer 
–– Correspondence drawer 
–– 9MM Beretta Pistol rack 
–– 45 & .38 Caliber Pistol rack 
–– Adjustable shelf 
–– Security lock 
–– Universal and State Department rifle cart 
–– Standard color is parchment 
–– Drawer Dividers 
–– Drawer Liner 

●● For more information on storage of weapons and ammunitions, see Chapter 16, 
Weapons and Ammunition.

10.7.	 Record Safes Designed for Fire Protection

10.7.1.	 A labeling system has been established by the Underwriters Laboratory (UL) to 
define the level of fire protection each safe can be expected to provide. Prior to 
1972, the UL designations used an alpha designation that was the same as Safe 
Manufacturers National Association (SMNA). Both the former UL and SMNA 
designations are provided, along with the current equivalent UL designation. Fire 
protection container manufacturers and prices of equipment approved by the GSA 
are listed in FSS Group 71 Part III. 

10.7.2.	 Burglary-Resistant Safes
●● Containers designed for burglary protection are classified in accordance with test 

data and specifications that conform to requirements of the UL. burglary-resistant 
equipment will resist an attack by tools, torch, or explosives in proportion to their 
construction specifications. Burglary-resistant container manufacturers and prices 
of equipment approved by the GSA are listed in the FSS Group 71 Part III. 

10.8.	 Combination Locks
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10.8.1.	 DHS/CBP uses two types of mounted combination locks, one for the protection 
of classified materials and one for the protection of weapons and ammunition.  
Combination locks that protect classified material must meet the requirements of 
Federal specification FF-L-2740, Locks, Combination.  Combination locks protecting 
weapons and ammunition must meet the requirements of Underwriters Laboratories 
Inc. Standard For Combination Locks UL 768, Group 1. 

10.8.2.	 See Chapter 9.2 for CBP policy on when to reset combinations.

10.8.3.	 Three locks have been approved under FF-L-2740 for the protection of classified 
materials.

●● The model X-07 lock was approved in November 1991; 
●● The X-08 in March 1999; and 
●● The X-09 in June 2002.

10.8.4.	 GSA-approved security containers and vault doors for the protection of classified 
material have had FF-L-2740-compliant locks installed at the time of manufacture 
since March 10, 1992. 

10.8.5.	 GSA-approved weapons containers and armory vault doors are available for the 
protection of arms, ammunition, and explosives.  Mechanical combination locks that 
resist manipulation attempts for 20 man-hours are UL-listed as Group 1. 

10.8.6.	 Pedestrian door dead bolts covered by Federal specification FF-L-2890, Lock 
Extension (Pedestrian Door, Dead bolt) are intended for use on interior pedestrian 
doors used for normal entrance and egress during day-to-day operations. Three 
locks have been approved under FF-L-2890: the model CDX-07 door lock was 
approved in November 1991, the CDX-08 in March 1999, and the CDX-09 in June 
2002. While the CDX-07 and CDX-08 are still approved for securing classified 
material, they are no longer being manufactured.

10.8.7.	 Combination padlocks under the FF-P-110, Padlock, Changeable Combination 
Federal specification are intended for low level resistance to forced entry and high 
level tell-tale manipulation or surreptitious action. The padlocks are intended for use 
ashore and aboard ocean going vessels, indoors, or outdoors, semi-protected by a 
structural overhang similar to eaves or a lean-to.

10.9.	 Replacement of Unapproved Storage Containers

10.9.1.	 No non-security filing cabinets or containers in use or presently on the market have 
been approved for the storage of classified information. As cited in Executive Order 
12958, Classified National Security Information, Directive on Safeguarding Classified 
National Security Information, dated August 4, 1999, only GSA-approved Class 5 or 
Class 6 security filing containers are authorized for the storage of classified National 
Security Information. 

10.9.2.	 In the past, a number of filing cabinets, equipped with locking bars and secured 
with combination padlocks, and security storage containers equipped with built-
in combination locks, manufactured prior to the GSA-approval process, were 
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conditionally authorized for storing classified information. Executive Order 12958, 
Classified National Security Information, Directive on Safeguarding Classified 
National Security Information, dated August 4, 1999, rescinds all previous conditional 
authorizations for containers storing classified information.

10.9.3.	 Security Officers and custodians must immediately replace these previously 
approved containers with GSA-approved Class 5 or Class 6 security containers. 
The expense of purchasing new security containers can be substantially lessened 
by taking practical steps to reduce the need for classified storage containers, as 
suggested below. 

10.9.4.	 Conduct clean-out campaigns to remove unnecessary classified and other 
unclassified documents from containers. Excess material shall be archived or 
destroyed, as appropriate, and retained classified shall be moved into approved 
containers. 

●● In most offices, classified documents usually constitute a very small percentage 
of the documents in a given container. Remove classified files from existing non-
approved containers and consolidate them in approved security cabinets. The 
non-approved cabinets can still be used for storing unclassified files; 

●● Explore the requisitioning of approved containers through surplus channels 
before purchasing new equipment. 

10.10.	 Defective GSA-Approved Security Filing Cabinets

10.10.1.	 After initially receiving GSA approval, a number of security containers have been 
identified that require either the removal of the GSA approval label or must be 
repaired to eliminate a security hazard. The following Art Metal and Hamilton 
products shall be handled as indicated below:

●● Art Metal Products Inc. The GSA-approval label must be removed from all two- 
and four-drawer, Class 5 security filing cabinets made by the Art Metal Products 
Inc. These containers shall not be used for storage of classified materials;

●● Hamilton Products Group, Inc. Four- and five-drawer, Class 6 security filing 
cabinets made by this manufacturer prior to July 1988, are subject to defects. 
The defects allow the control drawer to be locked while another drawer is 
open. These cabinets must be checked without exerting excessive force on 
the control drawer handle to ensure that it cannot be locked with other drawers 
open. If it is possible to lock the cabinet with less than 10 foot-pounds of torque, 
a modification to the cabinet is required. Security officers who determine it 
necessary to retrofit a container must contact a local locksmith for repairs. 
Cabinets that are found to allow the locking, but are not repaired shall have the 
GSA-Approved label removed.

10.11.	 Maintaining GSA-Approved Security Containers

10.11.1.	 General maintenance on GSA-approved security containers is recommended every 
5 years. A trained and certified locksmith should be retained to examine and service 
security containers with built-in combination locks. Containers used for the storage 
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of classified materials will be examined and repaired only by a cleared locksmith or 
under the constant supervision of a cleared person. 

10.12.	 Repairing Approved Security Containers

10.12.1.	 This section establishes procedures for the neutralization and repair of GSA-
approved containers and vault doors; the information provided herein is derived 
from FED-STD 809A, and details unclassified procedures to neutralize and repair 
lockouts on GSA-approved security containers and vault doors in a manner allowing 
retention of the GSA approval. The terms used in this section are commonly 
understood by the technical community to which they apply, and are not used here in 
such a way as to introduce new or limited meanings.

●● Individuals who repair or drill security containers, vault doors, and padlocks shall 
be cleared for access to the highest level of classified information stored within 
the container, or must be escorted and continuously watched while working on 
the container. Individuals must also be properly trained and certified in repairing 
GSA-approved containers.

10.12.2.	 General Requirements
●● Determine if products are under warranty before attempting neutralization 

procedures on containers or vault doors. Only products with red or blue labels 
may be under warranty; red or blue label products more than a year old are 
not under warranty. Contact the manufacturer concerning warranty provisions; 
provide the serial number and description of container. GSA contracts require 
manufacturers to provide warranties generally one year from the date of 
manufacture. During that time, if a lockout occurs due to failure of the locking 
system, the Government has the right to require the container manufacturer 
to provide access to the container contents within 24 hours. This provision 
applies in the continental US (CONUS) only. Contact GSA for further information 
regarding warranty provisions at www.gsa.gov. Neutralization of lockouts or 
repairs of any damage affecting the integrity of a security container approved for 
storage of classified material shall be done only by authorized or continuously 
escorted personnel specifically trained in the approved methods.

10.13.	 Recertification of GSA-Approved Containers 
10.13.1.	 GSA-Approved Security Equipment Inspection/Recertification Training is now 

available through the DoD’s Lock Program.

10.13.2.	 GSA-approved containers and vault doors are products that have been designed, 
built, tested, and verified as meeting the requirements of Federal specifications. 
GSA researches and develops those specifications for the Federal government. 
Only products that have passed all GSA testing to the requirements of a designated 
Federal specification may bear the label “General Services Administration 
Approved.” The manufacturer attaches the label to the container. 

10.13.3.	 Since the early 1960s, security equipment approved by GSA has had an external 
label indicating approval. That label has been the designation of security equipment 
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authorized for storage of classified material and, more recently, of equipment for 
storage of arms, ammunition, and explosives. 

10.13.4.	 It is standard practice to remove the label if an approved container is opened, 
repaired, or otherwise modified in an unauthorized manner. A missing label indicates 
that a container may not have its original security integrity. However, the label may 
be missing for another reason. The label may have fallen off or may have been 
removed for a reason unrelated to the container’s security integrity. 

10.13.5.	 All maintenance and service activity of a container, including the reason the approval 
label is missing, shall be designated on the Security Container Records Form. If this 
has not been done, the container’s security integrity may be vulnerable. 

10.13.6.	 Containers modified from the original manufacturer’s product, or damaged or 
improperly opened, may not be recertified unless returned to their original condition. 
This may require replacement of parts with new or salvaged OEM parts, or repair in 
accordance with Federal Standard 809. 

10.13.7.	 This policy has been sent to all Federal agencies for incorporation into their relevant 
security regulations. 

10.13.8.	 The figure below is an example of recertification labels from MBA USA (top) and 
Lockmasters (bottom). The container manufacturer’s name will appear on a sticker in 
the center of the label. The color of the label will be indicated by a punch in the circle 
above the appropriate word. 

Figure 1: Recertified Container Labels 

10.13.9.	 More information on the GSA Security Equipment Inspection Program can be found 
at the Department of Defense Lock Program site.

10.13.10.	Contact the Lock Program Technical Support Hotline, (800) 290-7607, if you have 
any questions about the inspection and recertification process.
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Chapter 11: Access To Facilities

Ch11
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11.1.	 General

11.1.1.	 This chapter establishes the policy for access to CBP facilities, and limits the 
establishment of facility entry controls to those necessary for the safety of CBP 
employees and the protection of Government property and information. 

11.1.2.	 This standardized approach will address accessing CBP facilities utilizing 
identification, cards, Photo Access Cards (PAC), other agency passes and 
credentials, X-Ray, magnetometer, irradiation screening devices and admittance to 
CBP facilities.

11.2.	 Definitions 
11.2.1.	 Badge: An emblem (a small piece of plastic, cloth or metal) that signifies 

the bearer’s status, rank or membership or affiliation. A device, patch, or 
accoutrement which is presented or displayed to indicate some feat of service, a 
special accomplishment, a symbol of authority (e.g., police), a simple means of 
identification. Also referred to in FLETC policy as a badge.

11.2.2.	 CFR: Code of Federal Regulation 

11.2.3.	 Credentials: Documentation usually consists of an identity card, badge or a 
shield, etc., issued by a trusted third party after some form of identity verification. 
Credentials are utilized as identification showing that an individual is entitled to 
represent, or exercise official power as, part of a Unites States Government Agency.

11.2.4.	 Designated Official: The highest ranking official of the primary tenant agency of a 
Federal facility or, alternatively, a designee selected by mutual agreement of tenant 
agency officials. For facilities owned and leased by the U.S. General Services 
Administration (GSA), the definition appears in 41 CFR §102-71.20, of the Code of 
Federal Regulations.

11.2.5.	 FIPS 201: Federal Information Processing Standard (FIPS) 201, entitled Personal 
Identity Verification of Federal Employees and Contractors, was developed to satisfy 
the requirements of HSPD 12, which is comprised of two (2) specific components 
PIV-I and PIV-II. FIPS 201 requires that the PIV card be a smart card and the card 
body is similar to a bank credit card conforming to the ISO/IEC 7810 specification.

11.2.6.	 The card must contain both contact and contactless interfaces, which may be 
provided by two separate integrated circuit chips (ICC) or by one dual-interface ICC. 
The contact interface must conform to the ISO/IEC 7816-4:2005 specification 

11.2.7.	 The contactless interface must conform to the ISO/IEC 14443 specification.

11.2.8.	 In most cases, physical access applications will use the contactless interface, 
although there are special cases in which the contact interface will be used for 
physical access. This is according to the NIST FIPS 201 PDF, the Standard 
Publication for Personal Identity Verification (PIV) of Federal Employees and 
Contractors.

11.2.9.	 HSPD-7: Homeland Security Presidential Directive 7 instructs Federal departments 
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and agencies to prepare plans for protecting physical and cyber critical infrastructure 
and key resources (CI/KR), owned or operated, including leased facilities by July 31, 
2004.

11.2.10.	 HSPD-12: Homeland Security Presidential Directive 12 establishes a policy for 
a common identification standard for Federal employees and contractors and 
mandates the establishment of a “mandatory Government-wide standard for secure 
and reliable forms of identification issued by the federal government to its employees 
and contractors”. 

11.2.11.	 IDMS: Personal Identity Verification Identity Management System. A system 
comprised of one or more systems or applications used to manage the identity 
verification, validation, and issuance processes. A DHS/HQ central data base used 
to house personal identifiable information for all DHS employees and contractors. 

11.2.12.	 Internal Affairs Background Investigation Database (IABI): A CBP database 
utilized by CBP/PSD to input CBP personnel’s employment, suitability and clearance 
status for verification purposes by CBP Security personnel.

11.2.13.	 Magnetometer: An electronic device used specifically to search personnel for 
hidden metallic weapons (knives and guns) at entrances to airports, public schools, 
courthouses, and other guarded spaces. When used with access control equipment, 
they can perform two functions: 

	 (1) Detect the presence of concealed metal objects;
 	 (2) Determine the size of those objects. 

●● Metal is detected by measuring the change in an established magnetic field when 
dense metal or ferrous materials are moved through the field. The antenna of 
a detector sets up a magnetic field around itself. As the antenna of the detector 
is brought near metal or metal is moved past the antenna, the pitch from a tone 
generator increases, thereby alerting the operator to the presence of metal. 
Measurement capabilities are adjustable allowing for varying the amount of metal 
desired to be detected.

11.2.14.	 Photo Access Card (PAC): A PAC is a physical artifact, a plastic card issued by 
CBP to employees, contractors and detailees, which allow the bearers, authorized 
access to CBP Facilities. 

11.2.15.	 PIV-I: Specifies the minimum requirements for a Federal Personal Identification 
Verification (PIV) system that meets control and security objectives of PIV-I, 
including the personal identity proofing process. PIV was defined by NIST, the 
National Institute of Standards and Technology, an agency of the U.S. Commerce 
Department’s Technology Administration dealing with the performance of background 
checks for employees and contractors. 

11.2.16.	 PIV-II: Provides detailed technical specifications of components and processes 
required for interoperability of PIV cards with personal authentication, access 
control, and PIV card management systems across the Federal government and the 
issuance of smartcards.
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11.2.17.	 Radiation Detector: An electronic device used specifically to search for radioactive 
materials hidden in cargo or vehicles. Radiation detectors fall into two categories: 
gross counters and energy sensitive. Gross counters count each event (gamma 
or neutron) emission the same regardless of energy. Energy sensitive detectors 
-- used in radio-isotope identification devices (RIIDs) -- analyze a radioactive 
isotope’s distinct gamma energy emissions and attempt to identify the source of 
the radiation. There are several manufacturers of radiation detectors and they use 
various technologies to measure radiation from containers, objects or people. Some 
radiation detectors are small hand-held electronic devices and others are large portal 
monitors that scans vehicles and cargo as they pass through.

11.2.18.	 Security Liaison (SL): The individual responsible for coordinating compliance with 
the implementation of CBP security programs through the District Security Officer/
Regional Security Officer and serve as the primary point of contact for all security 
issues in the their facilities.

11.2.19.	 Visitor: Any person who is not a DHS or CBP Federal employee or DHS or CBP 
contractor with current DHS or CBP suitability and issued a DHS or CBP Photo 
Access Card (PAC).

11.2.20.	 X-ray system: A device or system that inspects the contents of a package or 
container for concealed explosives or contraband. Some systems can only detect 
objects made of materials possessing high atomic numbers, such as steel, tin, 
aluminum, and iron. Other systems can detect materials with both high and low 
atomic numbers. Some systems have two monitors, one for objects with high atomic 
numbers and one for objects with low atomic numbers. Color systems presently 
available use only one monitor to view both types of materials. Specific colors are 
assigned to high and low atomic number materials.

11.3.	 Authority

●● Privacy Act of 1974
●● E-Government Act of 2002 
●● Homeland Security Presidential Directive 12 (HSPD-12), August 2004. 
●● Federal Information Processing Standard 201: Policy for a Common Identification 

Standard for Federal Employees and Contractors, February 2005.

11.4.	 General

11.4.1.	 Entry control facilities provide the first public impression of CBP. They will present 
the proper appearance for visitors, employees, and DHS personnel. The layout, 
landscaping, and architecture of the facilities are factors in this image. The 
architectural design of the facilities will comply with CBP’s architectural design 
standards.

11.5.	 Responsibilities

11.5.1.	 The Security Officer will ensure that all persons entering and exiting any CBP facility 
will adhere to access and egress procedures established in this handbook. 
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●● Employees
o	 All CBP Federal employees and contractors (including guards, maintenance, 

and cleaners) will complete a favorable suitability-to-be-authorized and issued 
a CBP identification prior to entering and/or performing any authorized work in 
a CBP owned or leased facility:

–– The CBP office of security will conduct federal, state and local criminal 
and warrant checks on cleaning force personnel and answering service 
employees;

–– New cleaning personnel and answering service employees must be 
checked prior to their utilization;

–– All names should be rechecked annually;
–– Cleaning personnel or answering service employees are to provide photo 

identification each time they enter the premises to perform their duties; 
and

–– The CBP office of security will issue standardized contractor PACs. 
o	 Photo access card (PAC) identification carriers are responsible to:

–– Maintain control of the issued photo access card (PAC) identification.
–– Safeguarding the photo access card (PAC) identification badge from loss 

or misuse,
–– Immediately report any lost or stolen photo access card identification 

badge; and
–– Notify his/her supervisor in writing of the circumstances surrounding the 

lost/stolen badge or credential. Follow OIA/CBP guidelines to report a lost/
stolen badge of credential; the guidelines can be found at the CBP web 
page.

o	 Employees who have lost or forgotten their photo access card (PAC) 
identification or other issued CBP facilities issued access badge will be 
issued visitors identification after that employee has been verified in the CBP 
personnel security database;

o	 Photo access card (PAC) identification will be relinquished by all employees, 
who shall, prior to resignation, termination; retirement, transfer etc., Complete 
Form CBP-242.PDF the issuing official will annotate the appropriate control 
log or automated system indicating return of the CBP national region photo 
access card (PAC) identification badge or other issued CBP facilities issued 
access badge.

11.5.2.	 The Designated Official will:
●● Ensure compliance with minimum CBP security requirements as determined by 

IA/SMD;
●● Establish additional protection requirements for facilities and space under their 

control as long as these procedures conform to the policy established by this 
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chapter;
●● Develop and implement adequate procedures to protect CBP employees and 

property;
●● Determine normal working hours and non-working hours for the facility;
●● Determine if special access controls to the facility are necessary during normal 

working and non-working hours, and if they are necessary, establish only the 
minimum controls required;

●● Coordinate and establish these special access controls and other protection 
requirements with GSA if the building is operated or leased by GSA; and

●● The Designated Official or Security Liaison will determine if it is necessary to 
establish additional access controls to the facility during normal working hours:
o	 Access controls may be enhanced if the Designated Official or Security 

Liaison determines that there is a threat to harm employees, to steal 
Government property, or to gain unlawful access to information which is 
protected against unauthorized access by Government rules or regulations. 

11.5.3.	 Designated Officials and Security Liaisons are responsible to ensure that the 
physical security policies and procedures applicable to individual program activities 
are adhered to by all employees. 

11.5.4.	 Designated Officials or Security Liaison of a CBP owned facility establish and 
maintain physical security, predicated on programmatic requirements, if any, to 
protect: 

●● Government property;
●● Records; and
●● The well-being of service employees.

11.5.5.	 Designated officials or security officer of both CBP-owned and GSA-leased space 
ensure staff compliance with all applicable policies and procedures in safeguarding 
and protecting:

●● Government personal property;
●● Seized property (if applicable);
●● Government records (personnel, classified documents, etc.); and
●● ADP security requirements.

11.6.	 Access Control

11.6.1.	 At a minimum, access control systems will comply with HSPD-12, FIPS 201 policies, 
Government Smart Card Interoperability Specification (GSC-IS V2.1) and Schedule 
70 for Products and Service Components.

11.6.2.	 CBP/IA/SMD determines the necessary access control and systems for all CBP 
facilities based on the requirements of HSPD 12 and FIPS 201. Planning is required 
to include:
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●● Establishment of a system for positive identification of personnel and equipment 
authorized to enter and exit the facilities; and

●● Maintenance of adequate physical barriers that will be deployed to control the 
facilities.

11.6.3.	 The number of entrances will be kept to a minimum and each entrance must be 
controlled. 

●● CCTV will provide surveillance of all access control operations to include the 
access control area, vehicle search areas, final denial barriers, and pedestrian 
access points. 
o	 For further information, see Chapter 8, Interior Protection.

11.6.4.	 The senior CBP official where a badge system is implemented is responsible for 
oversight and administration of the badge program. Personnel and equipment must 
be provided to properly administer a badge system.

●● Planning will also include increasing vigilance and access restrictions during 
higher threat levels.

11.6.5.	 Basic requirements for admission to Federal property are contained in 41 CFR §102-
74 et. seq. Accordingly, during business hours, areas of CBP facilities are normally 
open to the public and only restricted to authorized individuals after business hours. 

●● During business hours, property or portions thereof can be closed to the public 
only when situations require this action to ensure the orderly conduct of CBP 
business. The decision to close the property or portions thereof to the public will 
be made by the designated official under the Occupant Emergency Program after 
consultation with the building manager and the responsible Security Liaison. 

●● When property or a portion thereof is closed to the public: 
o	 Admission will be restricted to authorized persons who will register upon entry 

to the property;
o	 Authorized persons will display a CBP photo access card (PAC) identification 

badge or issued visitor’s identification while in the facility;
o	 It will be designated as a restricted or closed area:

–– The decision to designate areas as either a “controlled area” or a 
“restricted area” will be made in conjunction with a decision to close the 
property or a portion thereof to the public.

o	 Admittance to a controlled or restricted area will be limited to persons who 
have official business within that specific area. 

11.6.6.	 Public access control (PAC) points and entry control facilities (ECF) act as a 
monitoring and clearance areas ensuring the proper level of access control for all 
personnel, visitors, and commercial traffic. The objective of a PAC and ECF is to 
ensure:

●● Only authorized personnel and/or vehicles have access to specific facilities and/
or areas;
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●● A level of protection from unauthorized access is provided; and
●● Interception of contraband, such as weapons, explosives, drugs, classified 

material, etc. 
11.6.7.	 Public access areas are areas within the building where services are provided to the 

general public:
●● Uncleared persons may enter these areas without escort but will be properly 

screened prior to admittance;
●● The public access control area (normally in the main entrance lobby of the 

building) will provide for screening of visitors and employees before admittance 
into CBP controlled areas/space; and

●● The public access control operations can consist of a screening area, a walk-
through metal detector (WTMD) or hand-held metal detector (HHMD), a guard, 
controlled doors, a controller, and a security receptionist.

11.6.8.	 All forms of issued DHS and CBP identification are the property of the U.S. 
Government and may be retrieved at any time by the issuing official or security 
authority for just cause including, but not limited to:

●● Any unauthorized use, including use for other than official or authorized 
purposes;

●● Altering the badge/card or pass in any manner from original issued condition;
●● Repeated loss; and
●● Failure to display while in facility.

11.7.	 GSA-Operated or Leased Facilities 
11.7.1.	 IA/SMD in conjunction with the Federal Protective Service (FPS) will determine the 

normal level of protection necessary to control entry to GSA-operated facilities. If 
access controls during normal working hours are necessary according to the policy 
of this order; the access procedures will be developed in conjunction with GSA. 

●● GSA will determine the security hours access control procedures in conjunction 
with the Designated Official. 

11.7.2.	 The FPS is responsible for providing facility perimeter physical security predicated 
on programmatic needs at all facilities leased to Federal agencies.

11.7.3.	 Specific information and details pertaining to the administration of security in each of 
these discrete security areas should be included in the Site Security Plan/Program. 

●● General Services Administration’s (GSA) responsibilities for the protection of life 
and property in federally owned and leased buildings and the responsibilities of 
those occupying these facilities;

●● Except as otherwise ordered, property shall be closed to the public after normal 
working hours. During normal working hours, property shall be closed to the 
public only in emergency situations when reasonably necessary to ensure the 
orderly conduct of government business. The decision to close a property shall 
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be made by the designated official under the facility site security plan/program;
●● For buildings and grounds for which the GSA has space assignment 

responsibility, GSA will furnish as normal protection not less than the degree of 
protection provided by commercial building operators of similar space for normal 
risk occupants, as determined by GSA; and

●● Occupants of GSA assigned space shall cooperate to the fullest extent 
possible with all pertinent facility regulations and procedures, and shall make 
recommendations for improving protection. 

11.8.	 Non-GSA Operated or Leased Facilities

11.8.1.	 When CBP elements occupy facilities not under GSA control, the IA/SMD will 
determine if access control procedures are in accordance with the policy of this 
chapter.

11.8.2.	 Dissemination of Access Control Information: When access controls are 
implemented, the Designated Official will:

●● Publicize access control procedures to all facility occupants;
●● Make procedures available at each access control point for review by those 

wishing access to the facility;
●● Provide written access control procedures to each guard post or receptionist, 

defining responsibilities and procedures; and
●● Install signs at all facility entrances announcing that access to the facility is 

controlled. 
11.8.3.	 CBP Offices

11.8.4.	 All CBP offices located outside the National Capital Region will utilize their own 
distinct CBP access card or badge for their facilities. CBP employees and CBP 
contractors and will:

●● Request approval from CBP/IA/SMD in writing to issue their facility access cards/
badges. At a minimum the request will:
o	 Provide detailed access card/badge description; 
o	 Submit a copy of facilities access badge/pass procedures.

●● Receive authorization in writing to issue facility Access Card/badge from CBP/IA/
SMD.

11.8.5.	 CBP offices receiving authorization to issue access cards/badges will have written 
procedures in place for the administration, issuance, reporting of lost, stolen or 
destroyed of their facility access cards/badges.

11.9.	 Photo Access Cards (PAC)
11.9.1.	 The PAC should be kept in a safe place which is convenient enough to ensure 

that it will be brought to work. A good rule of thumb is to afford the PAC the same 
protection given to credit cards. DO NOT write Personal Identification Numbers on 
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the PAC.

11.9.2.	 The CBP Photo Access Card (PAC), identification badge, or other CBP facilities 
issued access card is not for official identification and will never be used outside of a 
CBP or other government facility for the purpose of personal identification.

11.9.3.	 Blank stock of any CBP PACs will be secured in a locked container and remain 
under the positive control of the issuing official.

11.9.4.	 Each issuing official will maintain detailed accountability records of all PACs, to 
include:

●● Issuance;
●● Returns;
●● Loss;
●● Destruction;
●● Unused stock on hand; and
●● Confirmation of suitability.

11.9.5.	 Destroying CBP PACs 
●● All CBP PACs will be returned to the issuing office for destruction;
●● All issuing offices are responsible to develop destruction control processes which 

will include as a minimum:
o	 Maintain log with card holder’s name, card number and date returned and 

date destroyed;
o	 Destruction logs will be maintained for a period of no less than 5 years;
o	 All identification pass/badges will be destroyed by shredding, utilizing a GSA 

approved shredder. 

11.10.	 Visitors

11.10.1.	 Control of the internal movements of personnel within a facility is necessary to 
ensure that only authorized persons are permitted in secured areas and that visitors 
do not wander through the facility unescorted.

11.10.2.	 All visitors will be issued a visitor’s badge/card or pass for the purpose of escorted or 
unescorted authorization to visit in a CBP controlled facility/space/area. Each facility 
will establish an internal Visitor Control procedures and criteria for visitor badging 
and maintain positive control of all visitors, as a minimum:

●● A unique visitor’s temporary or hard badge/card or pass will be developed 
indicating:
o	 Name of facility;
o	 Visitor badge/card or pass number; and
o	 Visitor escort or unescorted status.

●● Visitor badge/card will be strictly controlled and inventoried;
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●● Visitor badge/card issuance shall not exceed 12 hours;
●● Visitor’s logs will be maintained indicating, as a minimum:

o	 Visitors’ time in and time out;
o	 Visitor’s full name printed and their signature;
o	 Visitor’s government-issued photo ID source for identification purpose;
o	 Visitor’s company/organization and contact number;
o	 Visitor badge/card or pass number;
o	 Sponsor’s full name printed and their signature; and
o	 Sponsor’s contact number.

11.10.3.	 The CBP Visitor’s identification badge/card or pass will be used for identification 
purposes only within CBP facilities where it was issued. A visitor badge/card or 
passes is required and the type utilized is based on the need of the facility and at 
the discretion of the DO to facilitate the entrance of employees and visitors requiring 
access into a CBP facility/space or area when the visitor is not authorized to receive 
of a Photo Access Card (PAC) identification badge. 

●● Types of visitors badges/cards or passes:
o	 Disposable badge/card or pass; 
o	 Hard badge/card or pass;
o	 Unescorted badge/card or pass; and
o	 Escort required badge/card or pass

●● Persons who may require a visitor badge/card or pass may include, but are not 
limited to:
o	 Employees;
o	 Visitors;
o	 Construction workers;
o	 Maintenance workers;
o	 Vendors;
o	 Friends, family; and
o	 Foreign nationals.

11.10.4.	 Only a CBP employee, detailee or contractor with a CBP National Capital Region 
Photo Access Card (PAC) identification badge or other CBP facilities issued access 
badge can sponsor a visitor into a CBP facility. 

●● Sponsors are responsible for the control and conduct of their visitor(s) while the 
visitor(s) is on site; 

●● The CBP employee who signed the visitor in is ultimately responsible for 
their visitor even if they have turned control of the visitor over to another CBP 
employee, detailee or contractor.
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11.10.5.	 If a disposable visitor badge/card or pass is issued, issuance will be maintained 
either by manual or electronic means:

●● The badge/card or pass will have as a minimum the visitor’s full name and date 
of expiration;

●● Identify visitor as requiring escort or unescorted status; and
●● Can be issued to employees who have lost or forgotten their National Capital 

Region Photo Access Card (PAC) identification badge or other CBP facilities-
issued access badge:
o	 The Security Liaison will verify the individual in the CBP Personnel Security 

Data Base (IABI):
–– Missing badge/card or pass (possibly due to loss or theft) must be 

immediately reported to the Security Liaison 
11.10.6.	 If a visitor’s hard badge/card or pass is used, a strict accounting of the issuance will 

be maintained either by manual or electronic means and the visitor procedures will 
include an exchange process for issuance for a piece of photographic government-
issued identification.

11.10.7.	 Visitors are responsible for safeguarding their visitor’s identification badge/card or 
pass from loss or misuse.

11.10.8.	 Lost or stolen visitor identification badges/cards/passes:
●● Will be immediately reported to the Security Officer and the sponsor will provide 

written documentation of the loss if requested by the Security Liaison.
11.10.9.	 The Security Liaison will: 

●● Maintain documented records of lost visitor badges/cards or passes; 
●● Complete a re-issuance of visitor badges/cards or passes when the number of 

badges lost exceeds ten percent of the overall number of badges issued:
o	 If re-issuance is accomplished all obsolete badges/cards or passes will be 

destroyed and a destruction documented.
11.10.10.	Visitor identification badges are only issued for the purpose of authorizing a visitor 

into a CBP facility, area or space for the purpose of meetings, briefs, etc or vendors 
supporting CBP activities. 

11.10.11.	 Visitor identification badges must not be issued in place of the National Capital 
Region Photo Access Card (PAC) identification badge or other CBP facilities issued 
access badge to any person for the purpose of daily work in a CBP facility, area 
or space. The only exception to this is that a visitor’s identification badge can be 
provided to CBP personnel who have reported their National Capital Region Photo 
Access Card (PAC) identification badge or other CBP facilities-issued access badge 
lost or stolen and submitted the required documentation. 

11.10.12.	See the Lost Badge or Credential Directive, CD 5230-029A (2002) for further details 
of this documentation process.
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●● Individuals denied a PAC based on suitability are not authorized access;
●● This includes short term visitor access.

11.11.	 Escorts 
11.11.1.	 All DHS Federal employees and contractors assigned escort responsibilities will 

have a valid CBP National Capital Region Photo Access Card (PAC) identification 
badge or other issued CBP facilities issued access badge and authorized entry into 
the areas in which they are performing escort duties. 

11.11.2.	 All DHS Federal employees and contractors assigned escort duties are responsible 
to:

●● Ensure visitors under escort have been properly screened and badged (IAW 11.7 
& 11.8);

●● Not escort more than four (4) visitors at one time;
●● Ensure escorted visitors are under visual contact and positive control at all times;
●● Ensure escorted visitors return visitor identification upon departure (IAW 11.7);
●● Report any unauthorized activities by escorted visitors to the Security Liaison;
●● Never leave escorted required visitors unattended;
●● Never escort a visitor into a restricted, controlled or classified area unless prior 

approval has been granted by the Security Liaison; and
●● Ensure visitors are aware of visitor identification safe keeping including:

o	 Report of loss of identification to sponsor;
o	 Proper display; and
o	 Return policy.

11.12.	 Visitor Parking

11.12.1.	 Where the facility is operated and managed by CBP the following will apply:
●● No unauthorized direct access into any facility from a parking lot or parking 

structure by visitors;
●● Visitor spaces are not intended to accommodate the daily or personal needs of 

employees who work in or near the CBP facility;
●● Post signage and arrange for towing unauthorized vehicles:

o	 Procedures should be established and implemented to alert the public to 
towing policies and the removal of unauthorized vehicles. 

●● Spaces will be designated for the exclusive use of visitors and handicap persons;
●● Utilize effective lighting to provide added safety and deter illegal or threatening 

activities; 
o	 For further information, see Chapter 7.5, Protective Lighting.

●● Twenty-four hour CCTV surveillance and recording is required at all locations as 
a deterrent:
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o	 Requirements will depend on assessment of the security level for each facility. 
●● Digital video recordings (DVR) are also highly valuable as a source of evidence 

and investigative leads; and
●● Where the facility is operated and managed by GSA, 41 CFR §101-20.104 will 

apply.
●● For further information, see Chapter 8.12, CCTV.

11.13.	 Electronic Access Controls

11.13.1.	 For detailed information on access controls see Appendix (CCTV) and Appendix 
(IDS) .

11.13.2.	 Plan for locking devices or controls at perimeter and interior doors, providing 
effective key control. Plan for protection; cleaning, and maintenance personnel and 
determine hours, locations, and levels of access for such personnel.

11.13.3.	 Vehicles and Traffic Control. If public vehicle entrances have gates, they will be 
electronically opened and closed. 

●● Accommodations for handicapped visitors will be provided.
11.13.4.	 Vehicle entrances with restricted access at facilities associated with a high threat 

level will be equipped with electrical or hydraulic vehicle gates or movable barriers. 
●● Vehicle barriers may be controlled by: (see Appendix 7.2, Perimeter Security 

Barriers)
o	 Card readers;
o	 Biometric devices;
o	 Proximity tags; 
o	 Electronic keypads; 
o	 Remotely by line-of-sight or using CCTV; or
o	 For high traffic areas, one-way entry and exit lanes shall be created.

11.13.5.	 Access control systems will be provided at perimeter doors, public waiting and 
information areas, visitation areas, processing areas, sally ports, secure vestibule, 
loading docks, and entrances to restricted areas.

11.13.6.	 The access control system shall be HSPD-12 compliant, hardware, or computer 
based system. 

11.13.7.	 A personnel-based access control system relies on a person to:
●● Positively identify individuals requesting access;
●● Determine if the access is authorized; and
●● Secure the access port ensuring only the individual(s) authorized have gained 

access.
11.13.8.	 GSA Schedule 70 approved automated access control systems are appropriate for 

large applications and may be required for programs associated with a high threat 

Return to Table of Contents

RETURN TO TOP

http://ecfr.gpoaccess.gov/cgi/t/text/text-idx?c=ecfr&sid=9ddc9c9939eb4822dd9783130fb0a4a1&rgn=div5&view=text&node=41:2.1.1.4.14&idno=41


FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

83 of 308

level. Systems may be in the form of stand-alone, one or two door units, small 
networks for 8-16 doors, or larger multi-door, multi-tasking systems. Characteristics 
of this type of system are:

●● All authorized users are provided with unique pass cards, tags or personal 
identification numbers (PINs);

●● Audit trails are available;
●● Electrical power is required at each control point;
●● Individual users can be deleted from the system without the need to recover 

cards, tags, pins or keys; and
●● These types of systems are ideal for areas with 25 or more users and large 

systems controlling interior and exterior access control readers.

11.14.	 Screening Procedures 
11.14.1.	 Entry security must follow ISC Security Standards for Leased Space (Sept. 24, 

2004):
●● A visitor control/screening system, acceptable to the Government, is required. At 

a minimum, the system shall require Security Guards to screen visitors;
●● Security Guards for public lobbies and public entrances shall be required for such 

purposes as: 
o	 ID/pass control; 
o	 Manning X-ray and magnetometer equipment.

●● Guards can be furnished via either: 
o	 Lessor-furnished operating agreement or 
o	 Full leasehold control methods. 

●● If guards are lessor-furnished, they shall be trained and licensed in accordance 
with Government standards;

●● Guards manning magnetometers and X-ray equipment will be armed; and
o	 Guards will direct the building population and visitors through the 

magnetometers.
o	 See Appendix 11.14. Screening Procedures, for more information.

11.14.2.	 Facility Security Standards:
●● X-ray and magnetometer screening devices at all public entrances for the 

screening of visitors, contractors, etc., and all of their purses, bags, briefcases, 
packages, etc., are mandatory for Level IV facilities: 
o	 A standard based on facility evaluation by the SL and/or the building security 

committee for Level III facilities:
–– Is desirable for Level III facilities; 
–– Is not applicable for Level I facilities. 

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

84 of 308

●● X-raying of all packages entering the building delivered by contractors, couriers, 
etc., is mandatory for Level IV facilities: 
o	 A standard based on facility evaluation by the SL and/or the Building Security 

Committee for Level III facilities:
–– Is desirable for Level II facilities;
–– Is not applicable for Level I facilities.

11.14.3.	 Mail and packages entering the building will be: 
●● Subject to X-ray screening;
●● Visual inspection by armed Security Guards:

o	 Packages, briefcases, and other containers in the immediate possession 
of visitors, employees, or other persons arriving on, working at, visiting, or 
departing from Federal property, are subject to inspection. A full search of a 
person and any vehicle driven or occupied by the person may accompany an 
arrest;

o	 The Government may divert large truck shipments to a secondary location for 
screening purposes; and

o	 The Government reserves the right to negotiate security enhancements 
necessary for securing any unsecured non-federal block of space with a 
separate entrance (e.g., ground floor retail) based on a Government Building 
Security Assessment.

11.14.4.	 Visitor screening procedures will be developed based on the facility security level 
(see Chapter 6, Facility Protection, and Appendix 14: Building-Specific Security Alert 
Plan.)

●● The procedures will:
o	 Consider the building design;
o	 Rate and flow of visitors;
o	 Threat level;
o	 Personnel available; and
o	 Types of technical equipment installed.

●● Screening procedures will:
o	 Maintain maximum desired security;
o	 Provide access only to persons with legitimate need. 

11.14.5.	 The use of walk-through metal detectors (WTMD) or hand-held metal detectors 
(HHMD), people-control barricades, and door controls will be incorporated into the 
facility access procedure. The procedure will include:

●● Provisions for active inspection and thorough visual checks of the contents of all 
packages, briefcases, handbags and similar items; such packages that may be 
transported by:
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o	 A visitor requesting access;
o	 A freight carrier;
o	 An express package delivery firm;
o	 The U.S. Postal Service; and
o	 U.S. Government courier.

●● Visual checks of carried items including passage utilizing a WTMD or inspection 
using a HHMD before allowing access into any CBP space.

11.14.6.	 Additional:
●● Emergency power sources to critical systems (alarm systems, radio 

communications, computer facilities, CCTV monitoring, fire detection, entry 
control devices, etc) are required. See Appendix 11.14, Screening Procedures, 
for more information.

11.15.	 Prohibited Entry Notice 
11.15.1.	 The authority of a CBP Designated Official or Security Officer to take reasonable, 

necessary and lawful measures to maintain law and order and to protect personnel 
and property shall include the authority to issue a Prohibited Entry Notice:

●● That authority also includes the removal from or the denial of access to, any CBP 
facility, site or space of individuals who threaten the orderly administration of the 
installation or site;

●● That authority must not be exercised in an arbitrary, capricious, or discriminatory 
manner; and

●● Removal or denial actions must be based on reasonable grounds and be 
judiciously applied. 

11.15.2.	 41 CFR §102-74.450 allows for the fining and possible prosecution of individuals 
who do not conduct themselves appropriately in Federal buildings. 41 CFR §102-
74.390 also outlines the appropriate policy for disturbances in public buildings, 
stating:

●● All persons entering in or on Federal property are prohibited from loitering, 
exhibiting disorderly conduct, or exhibiting other conduct on property that:

(a)	Creates loud or unusual noise or a nuisance;
(b)	Unreasonably obstructs the usual use of entrances, foyers, lobbies, corridors, 

offices, elevators, stairways or parking lots;
(c)	Otherwise impedes or disrupts the performance of official duties by Government 

employees; or
(d)	Prevents the general public from obtaining the administrative services provided 

on the property in a timely manner.

11.16.	 Prohibited Items 
11.16.1.	 Prohibited Articles. The following articles are prohibited from CBP facilities, unless 

approved by the designated Agency/local authority for security: 
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●● Any dangerous weapon, explosive, or other dangerous instrument or material 
likely to produce substantial injury or damage to persons or property;

●● (Reference 18 USC §930, Possession of Firearms and Dangerous Weapons in 
Federal Facilities, and 41 CFR §102-74.440.) Sites shall, at a minimum, employ 
administrative procedures to deter the introduction of explosives into facilities. 

11.16.2.	 Leases shall state that the Government reserves the right to post applicable 
Government rules and regulations at each public entrance in a Federally-occupied 
facility for such things as, but not limited to, barring the unauthorized possession of 
firearms and dangerous weapons.

11.16.3.	 Controlled Articles. The following privately owned articles are not permitted/
authorized in CBP facilities without prior written authorization from the DO.:

●● Recording equipment (audio, video, optical, or data);
●● Electronic equipment with a data exchange port capable of being connected to 

automated information system equipment (portable computer drives or other data 
storage devices);

●● Radio frequency transmitting equipment; and
●● Computers and associated media.

11.16.4.	 Controlled Substances (e.g., illegal drugs and associated paraphernalia, but not 
prescription medicine) are not permitted/authorized. 

11.16.5.	 Other items prohibited by law. 
●● Alcoholic Beverages.

11.16.6.	 18 USC §930 is reprinted at the end of this chapter for the convenience of the 
Security Officer.

11.17.	 National Capital Region DHS/CBP Photo Access Card (PAC) 
11.17.1.	 CBP National Capital Region Photo Access Card (PAC) identification badges or 

other CBP facilities issued access badge are intended for official use only (FOUO) 
and identify the bearer as a CBP Federal employee or contractor authorized 
admittance into a DHS/CBP facility. 

11.17.2.	 Only CBP/IA/SMD is authorized to issue DHS/CBP National Capital Region Photo 
Access Card (PAC) identification badges.

11.17.3.	 CBP National Capital Region Photo Access Card (PAC) and visitor’s identification 
badges/cards or passes will be visibly worn above the waist and below the neck with 
the photograph, if applicable, visible while in any CBP facility servicing the public 
and removed from public view upon departing the facility to avoid publicizing CBP 
affiliation. This identification badge/card or pass must be fully visible, outside of 
clothing, at all times.

11.17.4.	 The Designated Official (DO) is responsible for providing accurate and updated CBP 
Form 346 identifying authorized signature authorities to SMD/IA.
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11.17.5.	 National Capital Region Photo Access Card (PAC) identification passes will be 
returned to the SMD/IA badging office for destruction.

11.18.	 Signage 
11.18.1.	 Interior and exterior signage is standardized by function; Information, Direction, 

Identification and Regulation and is required at CBP facilities. All signage shall follow 
the standards shown in the GSA Manual on the Design of Sign/Symbol Systems for 
Federal Facilities and 18 USC §871

11.18.2.	 A well-designed site should use as few signs as possible. Signs should make the 
site clear to the first-time user by identifying multiple site entrances, parking and the 
main building entrance.

11.18.3.	 Conformity of signage and directions:

11.18.4.	 Signage should be clear to avoid confusion and direct users to their destination 
efficiently. If an escort service is available, signs should inform users; and

11.18.5.	 Signage should conform to 41 CFR §102-74, Rules and Regulations Governing 
Public Buildings and Grounds.

11.18.6.	 Generally, graphics and style of site signage should be in keeping with the signage 
used inside the building. Signs integrated with architectural elements can also be 
very effective. There shall be a consistency in the font style and color plus any 
directional symbology used in site and building signage. Signage placement can be 
an important detail element of the building design whether prominently displayed 
and tooled into the exterior building wall materials or as a freestanding component 
near the entrance to the facility.

11.18.7.	 Persons in and on property shall at all times comply with official signs of a 
prohibitory, regulatory, or directory nature and with the lawful direction of Federal 
Protective Officers and other authorized individuals.

11.19.	 Photography

11.19.1.	 Employees and visitors at CBP-controlled spaces are prohibited from using cameras 
and video recording devices. The senior CBP official on site in coordination with the 
site Security Officer may grant exceptions to this policy on a case-by-case basis in 
writing. This includes, but is not limited to:

●● Television cameras;
●● Telecasting;
●● Video/audio tape equipment;
●● Motion picture;
●● Still analog or digital cameras;
●● Filming; and
●● Any other means of image capture.

11.19.2.	 See CBP Public Affairs Directive 5410-001a for further information on regulations 
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regarding photography.

11.20.	 Security Violations

11.20.1.	 Violation of these procedures constitutes a security violation; the Security Officer will 
comply with all required actions.

11.21.	 Other

11.21.1.	 Legal Name Change: Any CBP federal employee, or detailee requesting a new 
identification badge/pass due to a legal name change (e.g. marriage, divorce, etc) 
will:

●● Notify PSD/records management and mission support specialist of legal name 
change;

●● Provide PSD/records management legal documentation of name change for IAIB 
update; and

●● Be issued new identification only after IAIB reflects legal name change. 
11.21.2.	 Legal Name Change: Any CBP contractor requesting a new identification badge/

pass due to a legal name change (e.g. marriage, divorce, etc) will:
●● Notify their company of the legal name change:

o	 Company will make notification to CBP/PSD.
●● Be issued new identification only after IAIB reflects legal name change. 

11.21.3.	 Non National Capital Region CBP Federal employees, detailees or contractor 
requesting National Capital Region PAC identification badges will:

●● Be assigned duties within the national Capital region for a period of 30 days or 
longer;

●● Accomplish required PAC documentation;
●● IABI data base verification by SMD/IA PAC issuing authority;
●● Personnel not found in the IABI data base can utilize DHS form 11000-5 

Personnel Security Data Verification Request for the transmission of their DHS 
status into IABI;

●● Comply with PAC identification return policy for National Capital Region, detailed 
above in Section 11.17, upon completion of detail or assignment.

11.22.	 Reference

●● e-CFR library
●● 18 USC §930
●● DHS Form 11000-5 Personnel Security Data Verification Request
●● CBP Public Affairs Directives 5410-001a
●● ISO/IEC 7810
●● ISO/IEC 7816-4:2005
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●● ISO/IEC 14443
●● FIPS 201
●● HSPD-7
●● Homeland Security Presidential Directive 12 (HSPD-12), August 2004.
●● PIV-I
●● NIST
●● PIV-II
●● Privacy Act of 1974
●● E-Government Act of 2002 
●● Federal Information Processing Standard 201: Policy for a Common Identification 

Standard for Federal Employees and Contractors, February 2005.
●● CFR 41 §101-20.302. 
●● 41 CFR §102-74.70 for the Rules & Regulations Governing Conduct on Federal 

Property
●● Walk-through metal detector (WTMD)
●● Hand-held metal detector (HHMD)
●● OIA/CBP Guidelines to Report a Lost/Stolen Badge of Credential;
●● Photo Access Card (PAC) identification badge(s) Form CBP-242.pdf 
●● CBP Form 346
●● (GSC-IS V2.1) Government Smart Card Interoperability Specification 
●● Schedule 70 for Products and Service Components:
●● Lost Badge Or Credential, Customs Directive 5230-029a (2002) 
●● 41 CFR §101-20.104
●● 41 CFR §102-74. Subpart C. Prosecution of offenders is appropriate. Also see:
●● 41 CFR §101-20.315 Penalties and other laws: 
●● 41 CFR §101-20.305 Disturbances: Any loitering, disorderly conduct,
●● 18 USC §930
●● Signage should conform to 41 CFR §101-203.3, 
●● CBP Public Affairs Directives 5410-001
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TITLE 18 - CRIMES AND CRIMINAL PROCEDURE
CHAPTER 44 - FIREARMS
Section 930. Possession of firearms and dangerous weapons in Federal facilities

(a)	 Except as provided in subsection (d), whoever knowingly possesses or causes to be 
present a firearm or other dangerous weapon in a Federal facility (other than a Federal 
court facility), or attempts to do so, shall be fined under this title or imprisoned not more 
than 1 year, or both. 

(b)	 Whoever, with intent that a firearm or other dangerous weapon be used in the commission 
of a crime, knowingly possesses or causes to be present such firearm or dangerous 
weapon in a Federal facility, or attempts to do so, shall be fined under this title or 
imprisoned not more than 5 years, or both. 

(c)	 A person who kills any person in the course of a violation of subsection (a) or (b), or in the 
course of an attack on a Federal facility involving the use of a firearm or other dangerous 
weapon, or attempts or conspires to do such an act, shall be punished as provided in 
sections 1111, 1112, 1113, and 1117. 

(d)	 Subsection (a) shall not apply to— 

(1)	the lawful performance of official duties by an officer, agent, or employee of the United 
States, a State, or a political subdivision thereof, who is authorized by law to engage in 
or supervise the prevention, detection, investigation, or prosecution of any violation of 
law; 

(2) the possession of a firearm or other dangerous weapon by a Federal official or a 
member of the Armed Forces if such possession is authorized by law; or 

(3) the lawful carrying of firearms or other dangerous weapons in a Federal facility incident 
to hunting or other lawful purposes. 

(e) 

(1) Except as provided in paragraph (2), whoever knowingly possesses or causes to be 
present a firearm in a Federal court facility, or attempts to do so, shall be fined under 
this title, imprisoned not more than 2 years, or both. 

(2) Paragraph (1) shall not apply to conduct which is described in paragraph (1) or (2) of 
subsection (d). 

(f) Nothing in this section limits the power of a court of the United States to punish for contempt 
or to promulgate rules or orders regulating, restricting, or prohibiting the possession of 
weapons within any building housing such court or any of its proceedings, or upon any 
grounds appurtenant to such building. 

(g)	 As used in this section: 

(1) The term “Federal facility” means a building or part thereof owned or leased by the 
Federal Government, where Federal employees are regularly present for the purpose of 
performing their official duties. 
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(2) The term “dangerous weapon” means a weapon, device, instrument, material, or 
substance, animate or inanimate, that is used for, or is readily capable of, causing death 
or serious bodily injury, except that such term does not include a pocket knife with a 
blade of less than 21/2 inches in length. 

(3) The term “Federal court facility” means the courtroom, judges’ chambers, witness 
rooms, jury deliberation rooms, attorney conference rooms, prisoner holding cells, 
offices of the court clerks, the United States attorney, and the United States marshal, 
probation and parole offices, and adjoining corridors of any court of the United States. 

(h)	 Notice of the provisions of subsections (a) and (b) shall be posted conspicuously at each 
public entrance to each Federal facility, and notice of subsection (e) shall be posted 
conspicuously at each public entrance to each Federal court facility, and no person shall be 
convicted of an offense under subsection (a) or (e) with respect to a Federal facility if such 
notice is not so posted at such facility, unless such person had actual notice of subsection 
(a) or (e), as the case may be.
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Chapter 17: Protection of Building Documentation

Ch17
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17.1.	 General 
17.1.1.	 In order to reduce or minimize the risk that sensitive paper and electronic building 

information will not be used for dangerous or illegal purposes, this chapter 
covers CBP security polices, procedures and responsibilities for the protection of 
Sensitive but Unclassified (SBU) paper and electronic building information and the 
dissemination of SBU paper and electronic building information; owned, leased, or 
delegated facilities. 

17.1.2.	 Information Security (INFOSEC) programs and procedures already exist to protect 
information assets. However, information generally available to the public as well 
as certain detectable activities may reveal the existence of, and sometimes details 
about, classified or sensitive information or undertakings. Such indicators may 
assist those seeking to neutralize or exploit U.S. Government actions. For more 
information, refer to:

●● CBP Website: Sensitive Security Information (SSI) – Directive, Regulations, 
Quick Reference

●● CBP Website: Information Security/For Official Use Only (INFOSEC/FOUO)
●● National Security Decision Directive 298 - National Operations Security Program 

17.1.3.	 OMB requires safeguarding data and documents that are sensitive enough to require 
protection but that may not otherwise be designated as classified information. 
“Protect government information commensurate with the risk and magnitude of harm 
that could result from the loss, misuse, or unauthorized access to or modification of 
such information.” 

●● OMB Circular A-130, Management of Federal Information Resources 
●● Laws and Regulations Governing the Protection of Sensitive But Unclassified 

Information 

17.2.	 Definitions 
17.2.1.	 DUNS: Data Universal Numbering System (DUNS) is a unique nine-digit numbering 

system that is used to identify a business. 
17.2.2.	 For Official Use Only. The caveat “FOR OFFICIAL USE ONLY” will be used to 

identify sensitive but unclassified information within the DHS community that is 
not otherwise specifically described and governed by statute or regulation. For 
reference, see DHS Management Directive 11042.1, Safeguarding Sensitive But 
Unclassified (For Official Use Only) Information

17.2.3.	 OMB. The Office of Management and Budget (OMB) is one of the agencies of the 
Executive Branch of the U.S. Government. Its predominant mission is to assist the 
President in overseeing the preparation of the Federal budget and to supervise its 
administration in Executive Branch agencies.

17.2.4.	 Sensitive but Unclassified (SBU)
●● SBU is the formal designation for information that, by law or regulation, requires 

some form of protection but is outside the formal system of classification, in 
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accordance with Executive Order 12958, Classified National Security Information 
as amended, and DHS MD 11042.1 Safeguarding Sensitive But Unclassified 
(For Official Use Only) Information. This information may be exempt from public 
disclosure under the Freedom of Information Act (5 USC §552) and/or the 
Privacy Act (5 USC §552a).

17.3.	 Types of Information for Document Security

17.3.1.	 Sensitive but Unclassified (SBU) Building Information 
●● SBU includes but is not limited to paper and/or electronic documentation of 

the physical facility information identified below. Building designs (such as 
floor plans), construction plans (site drawings/ blueprints) and specifications, 
renovation/alteration plans, equipment plans and locations, building operating 
plans, information used for building service contracts and/or contract guard 
services, or any other information considered a security risk, for all CBP-owned, 
leased, or delegated facilities, shall be considered covered under this category. 
Specifically (but not exclusively), it includes:
o	 Location of secure functions in the facility; detainees’ secure circulation paths 

(both vertical and horizontal); cell blocks; sally ports; parking; security areas 
and childcare; major computer processing areas or other customer sensitive 
processing areas (e.g. major photo or computer labs, etc);

o	 Location of all utilities: heating, ventilation, air conditioning, information 
technology (IT) systems, location of air intake vents, water sources, gas lines, 
plumbing lines, building automation systems, power distribution systems, 
emergency generation equipment, Uninterruptible power sources (UPS), 
security and fire alarm systems, routes and annunciation panels;

o	 Location and type of structural framing for the building and any information 
regarding structural analysis or building security, blast mitigation analysis, 
counter terrorism methods taken to protect the occupants and building; and

o	 Information regarding security systems or strategies of any kind (i.e., CCTV, 
IDS locations) or security guards (e.g. number and location).

17.3.2.	 Non-Sensitive Unclassified Building Information 
●● Information regarding the building that may be made available for limited public 

dissemination under the following conditions:
o	 Building elevation or other drawings of new or existing buildings will not show 

or label information defined under the SBU categories given above and in the 
Public Buildings Services (PBS) order PBS 3490.1, Document Security for 
Sensitive But Unclassified Paper and Electronic Building Information;

o	 Interior photographs that are limited to publicly accessible space or have been 
cleared for publication by CBP.

●● Conceptual space planning drawings with floor layouts may be made available 
for:
o	 Presentations to professional designers (architect/engineers, etc.);
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o	 Professional schools for educational purposes;
o	 Community planning groups participating in the design of new Federal space;
o	 Professional print publications if specific SBU building information (structural 

columns, utilities, etc.) is not shown; and 
o	 Secure circulation routes, secure elevator locations, etc. are shown as 

generic space with no wall partitions (such as a block of unpartitioned space). 
●● Generic concept (bubble) diagrams may be shown to convey information for a 

non-specific building; and
●● Detailed floor layout drawings of any kind for specific buildings will not be made 

available over the public internet or in public presentations or print media, such 
as brochures, magazines, books, etc.

Note: It is the responsibility of the disseminator to use good judgment and to apply the principle that the 
more open the forum, the more generic/conceptual the information must be.

17.4.	 Electronic media

17.4.1.	 Electronic media includes magnetic tape reels, disk packs, diskettes, compact discs, 
removable hard disks, disk cartridges, optical disks, paper tape, reels, magnetic 
cards, tape cassettes, micro cassettes, videotapes, and any other device on which 
data are stored and that normally is removable from the system by the user or 
operator.

17.5.	 Marking/Labeling of Information

17.5.1.	 In accordance with DHS MD 11042.1, information designated as FOUO will be 
sufficiently marked so that persons having access to it are aware of its sensitivity 
and protection requirements. The lack of FOUO markings on materials does not 
relieve the holder from safeguarding responsibilities. Where the FOUO marking 
is not present on materials known by the holder to be FOUO, the holder of the 
material will protect it as FOUO. Other sensitive information protected by statute or 
regulation, e.g., Protected Critical Information Infrastructure (PCII) and Sensitive 
Security Information (SSI), etc., will be marked in accordance with the applicable 
guidance for that type of information. Information marked in accordance with the 
guidance provided for the type of information need not be additionally marked 
FOUO. 

17.5.2.	 Prominently mark the bottom of the front cover, first page, title page, back cover and 
each individual page containing FOUO information with the caveat “FOR OFFICIAL 
USE ONLY.”

17.5.3.	 All SBU building information, either in electronic or paper formats will have imprinted 
on the top of every page the following information:

PROPERTY OF THE UNITED STATES GOVERNMENT 
FOR OFFICIAL USE ONLY 
Do not remove this notice 

Properly destroy documents when no longer needed
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17.5.4.	 The following paragraph, as set by Public Buildings Services (PBS) order PBS 
3490.1, will be included on the cover page of the information (such as the 
cover page on the set of construction drawings and on the cover page of the 
specifications) and on the label of all magnetic media:

PROPERTY OF THE UNITED STATES GOVERNMENT 
COPYING, DISSEMINATION, OR DISTRIBUTION OF THESE  
DRAWINGS, PLANS, OR SPECIFICATIONS TO UNAUTHORIZED USERS IS PROHIBITED 
Do not remove this notice 
Properly destroy documents when no longer needed

17.5.5.	 The previous two statements will be prominently labeled in bold type in a size 
appropriate for the document. On a set of construction drawings, for example, the 
statements shall be in a minimum of 14-point bold type.

17.5.6.	 Blueprints, engineering drawings, charts, and maps containing sensitive information 
will be marked “Sensitive But Unclassified - Building Information” or “SBU-BI” at 
the top and bottom of each page. If the blueprints, drawings, charts, or maps are 
large enough that they are likely to be rolled or folded, “Sensitive But Unclassified 
- Building Information” will be placed so that the marking is visible when the item is 
rolled or folded. 

17.5.7.	 Materials being transmitted to recipients outside of DHS, for example, other Federal 
agencies, State or local officials, etc. who may not be aware of what the FOUO 
label represents, shall include the following additional notice on the front page of the 
document(s):

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It contains information 
that may be exempt from public release under the Freedom of Information Act (5 USC 
552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of 
in accordance with DHS policy relating to FOUO information and is not to be released 
to the public or other personnel who do not have a valid “need-to-know” without prior 
approval of an authorized DHS official.

17.5.8.	 Electronic Media, Computer storage media, i.e., disks, tapes, removable drives, etc., 
containing FOUO information will be marked “FOR OFFICIAL USE ONLY.”

17.6.	 Responsible Care for Dissemination of SBU Building Information 
17.6.1.	 CBP personnel or others authorized to disseminate SBU building information (which 

includes flow down dissemination by prime/general contractors, subcontractors, 
suppliers, architects/engineers, Federal agencies, lessors, private sector plan 
rooms, State and local governments, print shops/reprographic firms, etc.) will obtain 
a signed copy of the Document Security Notice by authorized users of SBU building 
information agreeing to exercise reasonable care when handling SBU building 
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documents. 

17.6.2.	 The Document Security Notice form may be found at the end of Public Buildings 
Services (PBS) order PBS 3490.1.

17.6.3.	 “Reasonable care” is defined as:
●● Limiting Dissemination To Authorized Users. Dissemination of information shall 

only be made upon determination that the recipient is authorized to receive it. 
The need-to-know criteria determine whether authorization is granted. Those 
with a need-to-know are other Federal Government agencies (who shall make 
requests through their agency management), and non-Government entities that 
are specifically granted access for the conduct of business on behalf of or with 
CBP. This includes DHS or other Federal agencies, organizations or individuals 
such as architects and engineers, consultants, contractors, subcontractors, 
suppliers, plan rooms, and others that the contractor deems necessary in order 
to submit an offer/bid or to complete the work or contract, as well as maintenance 
and repair contractors and equipment service contractors.

Note: It is the responsibility of the person or firm disseminating the information to assure that the 
recipient is an authorized user and to keep the Document Security Notice records of recipients.

17.6.4.	 Authorized users will provide identification as set forth below:
●● Valid Identification for Federal government users. Valid identification of authorized 

government users receiving SBU building information shall be verification of 
government employment;

●● Valid identification for non-government users. Authorized non-government 
users shall provide valid identification to receive SBU building information. 
Valid identification shall be all items (a) through (c), and including item (d), as 
necessary:

(a)	A copy of a valid business license or other documentation granted by the 
state or local jurisdiction to conduct business;

(b)	The license at a minimum will provide the name, address, phone number 
of the company, state of incorporation, and the name of the individual 
legally authorized to act for the company;

(c)	The business will be of the type required to do the work;

(d)	A general contractor’s license may be substituted for the business license 
in states that issue such licenses;

(e)	In the rare cases where a business license is not available from the 
jurisdiction, the information will be provided and testified to by the 
submitter;

(f)	 Verification of a valid Data Universal Numbering System (DUNS) number 
against the company name listed on the business license or certification; 
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(g)	Verification may be obtained by calling Dun & Bradstreet at 1-800-333-
0505 0r 703-807-5078 or to set up an account; 

(h)	A valid IRS tax ID number of the company requesting the information; and, 
as necessary:

●● A valid picture state driver’s license will be required of person(s) picking up SBU 
documents.

17.6.5.	 Prior to releasing any SBU building information the sender will verify that the 
individual(s) receiving or picking up the documentation are authorized by the 
company obtaining the documents. 

17.6.6.	 SBU documents will not be released to any individual or firm who has not either 
previously or at the time of pickup supplied the required documentation as outlined 
above.

17.7.	 Reproduction of SBU information

17.7.1.	 SBU documents may be reproduced without the permission of the originator to the 
extent necessary to carry out official CBP activities. Copies will be protected in the 
same manner as originals. In the event of a copy machine malfunction, the copy 
machine will be cleared and all paper paths checked for papers containing sensitive 
information.

17.8.	 Storage

17.8.1.	 All sensitive information existing in hard copy will be stored within a locked container 
in a limited or exclusion area, an access-controlled electronic environment or under 
the physical control of an authorized individual.

17.8.2.	 On occasions when an individual is traveling within the U.S. and limited or exclusion 
areas are not available, a locked container within a locked room will suffice (e.g., 
locked briefcase or suitcase within a locked hotel room or vehicle).

17.8.3.	 Sensitive information will not be taken outside the U.S., unless authorized by 
component authority.

17.8.4.	 Information handled electronically and transmitted over the network is at a higher 
risk of being released or altered. Sensitive information stored on the CBP network 
will be protected at a level that can ensure that only those who are authorized to 
view the information are allowed access (e.g., machine-generated passwords, 
encryption). 

17.8.5.	 The CBP network systems shall maintain a high level of electronic protection (i.e., 
firewalls, intrusion detection, defense-in-depth, isolation of sensitive information, 
good practices network administration) to ensure the integrity of sensitive information 
and to prevent unauthorized access into these systems. Regular review of the 
protection methods used and system auditing are also critical to maintain protection 
of these systems.
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17.8.6.	 The physical elements of the network systems that store and transmit sensitive 
information or that have direct access to sensitive information will be secured within 
a restricted area. The more central the information resource is (e.g., a network or 
security system control room), the higher the level of access control that will be 
applied.

17.9.	 Record Keeping 
17.9.1.	 Individuals authorized to disseminate CBP SBU building information will require 

a signed Document Security Notice from individuals authorized to receive the 
information. 

17.9.2.	 Records of the signed Document Security Notices will be maintained by the 
disseminator for 5 years.

17.9.3.	 At the completion of work, secondary and other disseminators will be required to turn 
over their Document Security Notice dissemination records to CBP.

17.9.4.	 Proprietary information owned by Architect/Engineers: 
●● All professional services consultants shall sign the Document Security Notice 

that documents containing SBU building information created under contract to 
the Federal government will be handled according to the procedures under this 
order;

●● The Document Security Notice form may be found at the end of Protective 
Building Services’ Order PBS 3490.1.

17.9.5.	 Retaining and Destroying Documents
●● The efforts required above will continue throughout the entire term of the contract 

and for whatever specific time thereafter as may be necessary; 
●● Necessary record copies for legal purposes (i.e., retained by the architect, 

engineer, or contractor) will be safeguarded against unauthorized use for the 
term of retention;

●● Documents no longer needed will be destroyed:
o	 After contract award;
o	 After completion of any appeals process; and
o	 Completion of the work.

●● When a plan is revised, the old one is removed and destroyed and the current 
plan is filed in its place;

●● Destruction will be accomplished by:
o	 Burning or shredding hardcopy;

–– Electronic storage media shall be sanitized appropriately by overwriting or 
degaussing. Contact local it security personnel for additional guidance;

–– Deleting and removing files from the electronic recycling bins;
–– Removing material from computer hard drives using a permanent erase 
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utility or similar software. 

17.10.	 Notice of Disposal

17.10.1.	 For all contracts using SBU building information, the contractor will notify the CBP 
Contracting Officer that he and his subcontractors have properly disposed of the 
SBU building documents with the exception of the contractor’s record copy at the 
time of release of claims to obtain final payment.

17.11.	 Enforcement

17.11.1.	 A violation may result in the cancellation of a person’s conditional access to the 
information covered by the DHS Non-Disclosure Agreement, Form 11000-6 (08/04).

17.11.2.	 A record of violation may serve as a basis for denying an individual conditional 
access to other types of information, to include classified national security 
information. 

17.11.3.	 Sanctions may include reprimand, suspension without pay, removal, termination 
of classification authority, loss or denial of access to classified information or other 
sanctions in accordance with applicable law and agency regulation. 

17.11.4.	 The agency head, senior agency official, or other supervisory official shall, at 
a minimum, promptly remove the classification authority of any individual who 
demonstrates reckless disregard or a pattern of error in applying the classification 
standards of this order.

17.11.5.	 Incidents involving FOUO in DHS IT systems will be reported to the organizational 
element Computer Security Incident Response Center in accordance with MD 
11042.1.

17.11.6.	 Employees or contractors who observe or become aware of the loss, compromise, 
suspected compromise or unauthorized disclosure of FOUO information will report it 
immediately, but not later than the next duty day to the originator and to CBP Internal 
Affairs (IA), CBP.Security@dhs.gov.

17.12.	 Training

17.12.1.	 Although it is not mandatory, CBP offers a course on Awareness Training for 
Safeguarding Sensitive But Unclassified/For Official Use Only Information. A 
description of the training may be found on the CBP web site. The course 
provides an overview for the safeguarding and handling of SBU information and 
supports Department-wide compliance with DHS Management Directive 11042.1 
“Safeguarding Sensitive But Unclassified (For Official Use Only) Information.”

17.12.2.	 Although not mandatory, CBP personnel who work with SBU are encouraged to 
complete this training to ensure information safeguarding requirements.

17.12.3.	 CUI Update: On May 9, 2008, the President issued a memorandum to the heads 
of all Executive Departments and Agencies titled “Designation and Sharing of 
Controlled Unclassified Information [CUI].” In the memorandum the President has 
ordered the adoption of CUI as the “…single, categorical designation henceforth 
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throughout the executive branch for all information within the scope of that definition, 
which includes most information heretofore referred to as ‘Sensitive But Unclassified’ 
(SBU) in the Information Sharing Environment…” Over the coming days and months 
an inter-agency effort will commence under the leadership of the CUI Executive 
Agent, (the National Archives and Records Administration), and in coordination with 
a CUI Council consisting of senior representatives of all applicable Departments 
and Agencies (to include DHS), to define the CUI standards as reflected in the 
President’s memorandum, and publish CUI policy standards. Until such time as 
these policy standards are developed and published, it is important to emphasize 
that the manner in which we currently mark and safeguard information that is 
sensitive but unclassified, such as the use of the marking “For Official Use Only” as 
cited in DHS Management Directive 11042.1, will continue. The use of CUI and its 
associated markings shall not begin until appropriate policies have been published 
and those policies are supported by adequate training. 

17.12.4.	 For further information on the Presidential Memorandum of May 9, 2008, see:
●● President’s Memorandum Defining the Designation and Sharing of Controlled 

Unclassified Information (CUI) (May 9, 2008)
●● Background on the Controlled Unclassified Information Framework (May 20, 

2008) (to Accompany Memorandum of May 9, 2008)
●● Memorandum: Establishment of the Controlled Unclassified Information Office 

Update to Memorandum of May 9, 2008 (May 21, 2008) 
●● DHS Controlled Unclassified Information (CUI) Implementation Plan (April, 2008)
●● Controlled Unclassified Information (CUI) Framework (Powerpoint Presentation). 

Updated May 12, 2008 (Office of the Chief Security Officer) 
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Appendix 6.3: CBP Minimum Standards

MinStds
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I.	 Site Planning and Landscape Design

Vehicular Control
Description Levels of Protection

Min Low Medium High
Distance Minimum distance from a building to unscreened vehicles or parking is determined based on project-specific 

threat. Vehicle access control countermeasures include: 
•	 Perimeter barriers and street furniture;
•	 Structural hardening and parking restrictions; 
•	 Relocation of vulnerable functions within or away from the building; and
•	 Operational procedures, such as tighter access control.

Site Perimeter 
Barriers 

NA NA Select a barrier that will stop the threat vehicle. Measures for the barrier system include:
•	 Use various types and designs of buffers and barriers such as walls, fences, trenches, berms, 

ponds and water basins, plantings, trees, static barriers, sculpture, and street furniture;
•	 Design site circulation to prevent high speed approaches by vehicles; 
•	 Offset vehicle entrances as necessary from the direction of a vehicle’s approach to force a 

reduction in speed.
•	 See Appendix 7.2, Barriers.

Perimeter Vehicle 
Inspection

NA NA If directed by the risk assessment, provide:
•	 Space for inspection at a location to be specified that is separated from the building as 

much as practical (e.g., the curb line or outside the protected perimeter for gross amounts of 
explosives);

•	 Design features for the vehicular inspection point that:
o	 Stop vehicles, to stop 15,000 lbs vehicle at 30-50 MPH (K-4 thru K-12) at a minimum;
o	 Prevent them from leaving the vehicular inspection area; and
o	 Prevent tailgating.

If screening space cannot be provided, other design features such as hardening, or other 
operational procedures such as finding alternative space for inspection, may be required.

Site Lighting
Description Levels of Protection

Min Low Medium High
Design Site Lighting 
to Perform the 
Required Functions.

NA Effective site lighting levels include: 
•	 Vehicular and pedestrian entrances: (5 fc), horizontally maintained);
•	 Perimeter, vehicular, and pedestrian circulation areas: (5 fc), horizontally maintained.
In most circumstances, perimeter lighting should be:
•	 Continuous/on both sides of the perimeter barriers with minimal hot and cold spots (1-2 fc);
•	 Sufficient to support CCTV and other surveillance.
However, for safety reasons and/or for issues related to camera technology, lower levels may be 
desirable. 
Other codes or standards may restrict site lighting levels.
•	 Flag (20 fc);
•	 Building perimeter (2 fc up to 10’ high and 10’ from the building);
•	 Sally port – (20 fc);
•	 Parking areas (1-2 fc);
•	 Impound lots (5 fc);
•	 Fuel island (20 fc);
•	 Entry sign (20 fc);
•	 Storage area (1-2 fc);
•	 Site roadways (1-2 fc);
•	 Vehicle maintenance parking (1-2 fc). 
Exterior lighting types should be assorted to prevent prolonged re-strike issues. 

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

105 of 308

Site Signage
Description Levels of Protection

Min Low Medium High
Reduce Possible 
Confusion 

NA Reduce possible confusion over site circulation, parking, and entrance locations that can contribute to a 
loss of site security by:
•	 Providing signage at entrances;
•	 Having on-site directional signs, parking signs, and cautionary signs for visitors, employees, service 

vehicles, and pedestrians; and
•	 Not posting signs that identify sensitive areas unless required by other standards,.

Landscaping

Description Levels of Protection
Min Low Medium High

Landscaping Design 
Elements 

NA •	 Plants can deter unwanted entry;
•	 Ponds and fountains can block vehicle access;
•	 Site grading can limit access; and
•	 Avoid landscaping that would permit concealment of criminals or obstruct the view of security 

personnel and CCTV.

II.	 Architecture and Interior Design

Planning
Description Levels of Protection

Min Low Medium High
Location of 
Vulnerable Functions

NA NA Place offices of vulnerable officials so that occupants cannot be seen from an uncontrolled 
public area such as a street; whenever possible, these offices should face courtyards, internal 
sites or controlled areas. Alternative protective options for vulnerable functions include:
•	 Locating and orienting the building away from possible vantage points;
•	 Locating vulnerable functions further away from the exterior wall;
•	 Blocking sight lines with barriers, berms, and trees;
•	 Orienting windows and walls so they are oblique to the line of sight;
•	 Minimizing the number of windows; and
•	 Locating parking lots away from the building.
If such forms of protection are not possible, provide suitable obscuring glazing or window 
treatment such as blast curtains, tinted glazing assemblies, film, or ballistic resistant glass. 
On design drawings and lists, number offices rather than referring to them by name, and 
provide a separate, protected key to room names.

Mixed Occupancies NA If high-risk and low-risk offices are housed together, separate publicly accessible areas from high-risk 
offices and design additional solutions as required by the risk assessment.

Public Toilets and 
Service Areas

If required by risk assessment, do not locate public toilets, service spaces, or access to vertical circulation 
systems in any non-secure areas, including the queuing area before screening at the public entrance.

Refuge Provides 
Safe Area For 
Occupants If They 
Cannot Safely Exit 
the Building.

When deemed appropriate in high rise buildings, areas of refuge must be identified during the programming 
and design phases, with special consideration given to egress and related building support systems. Building’s 
OEP must specifically cover the purpose and use of refuge areas during emergency.
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Planning
Description Levels of Protection

Min Low Medium High
Loading Docks 
and Shipping and 
Receiving Areas.

If required by risk assessment, separate loading docks and receiving and shipping areas by at least 50 feet (15 
m) in any direction from utility rooms, utility mains, and service entrances including electrical, telephone/data, 
fire detection/alarm systems, fire suppression water mains, cooling and heating mains, etc. Locate loading 
docks so that vehicles will not be driven into or parked under the building. If this is not possible, you must 
harden the surface for blast.

Retail in the Lobby While important to the public nature of buildings, the presence of retail and other mixed uses may present a 
risk to the building and its occupants and should be carefully considered on a project-specific basis during the 
risk assessment process. Retail and mixed uses may be accommodated, as required, through such means as 
separating entryways, controlling access, and hardening shared partitions, as well as through special security 
operational countermeasures.

Stairwells Stairwells required for emergency egress must be designed to meet applicable codes and must serve as an 
integral part of the OEP. Locate these stairwells as remotely as possible from areas where blast events might 
occur. Wherever possible, do not have stairs discharge into lobbies, parking or loading areas.

Planning
Description Levels of Protection

Min Low Medium High
Mail room •	 Locate the mail room away from facility main entrances, areas containing critical services, utilities, 

distribution systems, and important assets;
•	 Place it at the perimeter of the building with an outside wall or window designed for pressure relief; an area 

near the loading dock;
•	 In some situations, an off-site location may be cost effective or several buildings may share one mail room; 

and
•	 Provide adequate space for explosive disposal containers and equipment to examine incoming packages as 

directed by your risk assessment. 

Exterior Entrances
Description Levels of Protection

Min Low Medium High
Entrance Design •	 The entrance design must balance security, operational, and aesthetic considerations. One strategy to 

reduce operational costs is to co-locate public and employee entrances, although this may make access 
control more difficult (see the risk assessment for project-specific directions). 

•	 Design entrances to avoid significant queuing. If queuing will occur within the building footprint, enclose the 
area in blast-resistant construction. If queuing is expected outside the building, provide a rain cover.

•	 The following design measures can enhance protection at entrances:
o	 Minimizing the number of doors;
o	 Providing doors and skylights without transparent glazing;
o	 Using bullet resistant door assemblies (see Army TM 5-853-3); and
o	 If glazing in doors is required for other reasons, minimizing the size. 

•	 For wall types see criteria below (Lobby Doors and Partitions).
Forced Entry For protection against limited hand tool attacks on the building, see swinging door, horizontal sliding door, wall 

criteria and window criteria. See Appendix 7.6, Doors.
Equipment Space NA If required, provide space at public and employee entrances for immediate or possible future installation 

of access control and screening equipment, including walk-through metal detectors and x-ray devices, 
sensors, ID check, electronic access card, and turnstiles.

NA NA Space for equipment at public entrances and employee entrances (including space for 
possible installation of detection equipment currently under development). Note: Space to add 
equipment in times of heightened alert should also be provided for Low Protection.

Entrance Co-location Combine public and employee entrances if directed by your risk assessment.
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Exterior Entrances
Description Levels of Protection

Min Low Medium High
Garage and Vehicle 
Service Entrances

If required by risk assessment, for all garage or service area entrances that are not otherwise protected by 
site perimeter barriers, provide devices capable of arresting a vehicle of the designated threat size at the 
designated speed. This criterion may be lowered if the access circumstances prohibit a vehicle from reaching 
this speed.

Additional Features
Description Levels of Protection

Min Low Medium High
Areas of Potential 
Concealment

If required by the risk assessment, reduce the potential for concealment of devices before screening points, 
avoid installing features that can be used to hide devices. If mail or express boxes or trash receptacles are used, 
restrict the size of the openings to prohibit insertion of packages.

Roof Access Design locking systems and other countermeasures to limit roof access to authorized personnel.

Interior Construction
Description Levels of Protection

Min Low Medium High
Lobby Doors 
and Partitions

Security procedures and Occupant Emergency Plans (OEPs) have a major impact on lobby design. Where screening 
and access control are performed, an adversary may bring a weapon into the pre-screening area. Consistent with 
project-specific risk assessment, make doors and walls along the line of security screening ballistic resistant per UL 
752, “Standard for Safety: Bullet-Resisting Equipment” as follows:

N/A UL Rating Level 3 UL Rating Level 8
Critical Building 
Components

Increase the likelihood that emergency systems will remain operational during a disaster by locating critical building 
components away from main entrance, vehicle circulation, parking, or maintenance area or if such a location is not 
possible, critical components may need to be hardened. Examples of critical building components include:
•	 Emergency generator including fuel systems, day tank, fire sprinkler, and water supply;
•	 Normal fuel storage;
•	 Main switchgear and telephone distribution (LAN Room);
•	 Fire pumps;
•	 Building control centers and UPS systems controlling critical functions;
•	 Elevator machinery and controls;
•	 Shafts for stairs, elevators, and utilities; and
•	 Critical distribution feeders for emergency power.

III.	 Structural Engineering

General Requirements
Description Levels of Protection

Min Low Medium High
Designer 
Qualifications

For buildings designed to meet Medium or High Protection Levels, a blast engineer must be included as a 
member of the design team blast analysis are required in all new projects. He/she will have formal training in 
structural dynamics, and demonstrated experience with accepted design practices for blast resistant design 
and with referenced technical manuals.

Design Narratives A design narrative and copies of design calculations are required at each phase identifying the building-specific 
implementation requirements. Security requirements will be integrated into the overall building design starting 
with the concept and funding phases.
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General Requirements
Description Levels of Protection

Min Low Medium High
Compliance Full compliance with the risk assessment and this chapter is expected. Specific requirements should be in 

accordance with the findings of the facility risk assessment. Once the level of protection has been identified, 
the risk assessment should be conducted as early in the process as possible and in advance of project 
funding. 

New Techniques Provided that the performance level is attained, alternative analysis and mitigation methods are permitted. New 
and untested techniques must be evaluated and approved by Headquarters CBP/IA/SMD.

Methods and 
References

All building components requiring blast resistance must be designed using established methods and 
approaches for determining dynamic loads, structural detailing, and dynamic structural response. 

Structural and Non-
Structural Elements

To address blast, base the priority for upgrades on the relative importance of a structural or non-structural 
element, in the order below:
•	 Primary Structural Elements – the essential parts of the building’s resistance to catastrophic blast loads and 

progressive collapse, including columns, girders, roof beams, and the main lateral resistance system;
•	 Secondary Structural Elements – all other load bearing members, such as floor beams, slabs, etc.;
•	 Primary Non-Structural Elements – elements (including their attachments) that are essential for life 

safety systems, or elements that can cause substantial injury if failure occurs, including ceilings or heavy 
suspended mechanical units; and

•	 Secondary Non-Structural Elements – all elements not covered in primary non-structural elements, such as 
partitions, furniture, and light fixtures.

Priority should be given to the critical elements that are essential to mitigating progressive collapse. Designs 
for secondary structural elements should minimize injury and damage. Consideration should also be given to 
reducing damage and injury from primary as well as secondary non-structural elements. Your risk assessment 
may specify protective measures for secondary, non-structural elements for Medium and High Protection.

Loads and Stresses NA NA Structures must be designed to resist blast loads. The demands on 
the structure will be equal to the combined effects of dead, live, and 
blast loads. Blast loads or dynamic rebound may occur in directions 
opposed to typical gravity loads. For purposes of designing against 
progressive collapse, loads shall be defined as dead load plus a 
realistic estimate of actual live load. The value of the live load may be 
as low as 25% of the code-prescribed live load. The design should use 
ultimate strengths with dynamic enhancements based on strain rates. 
Allowable responses are generally post elastic. Data on materials 
properties and performance may be found in TM5-1300 and ASCE 
Design for Physical Security.

Damage to the 
Structure and 
Exterior Wall 
Systems For Each 
Protection Level.

Major damage: 
•	 The facility or protected space will 

sustain a high level of damage 
without progressive collapse; 

•	 Casualties will occur and assets 
will be damaged; and

•	 Building components, including 
structural members, will require 
replacement, or the building may 
be completely un-repairable, 
requiring demolition and 
replacement.

Moderate damage, repairable: 
•	 The facility or protected space 

will sustain a significant degree of 
damage, but the structure should be 
reusable; 

•	 Some casualties may occur and 
assets may be damaged; and

•	 Building elements other than major 
structural members may require 
replacement.

Minor damage, repairable: 
•	 The facility or protected 

space may globally sustain 
minor damage with some 
local significant damage 
possible; and

•	 Occupants may incur some 
injury, and assets may 
receive minor damage.
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General Requirements
Description Levels of Protection

Min Low Medium High
Good Engineering Practice Guidelines – The following are rules of thumb commonly 
used to mitigate the effects of blast on structures. These guidelines are not meant to be 
complete, but are provided to assist the designer in the initial evaluation and selection 
of design approaches.
•	 For higher levels of protection from blast, cast-in-place reinforced concrete is normally the construction type of choice. Other types 

of construction such as properly designed and detailed steel structures are also allowed. Several material and construction types, 
while not disallowed by these criteria, may be undesirable and uneconomical for protection from blast.

•	 To economically provide protection from blast, inelastic or post elastic design is standard. This allows the structure to absorb the 
energy of the explosion through plastic deformation while achieving the objective of saving lives. To design and analyze structures 
for blast loads, which are highly nonlinear both spatially and temporally, it is essential that proper dynamic analysis methods be 
used. Static analysis methods will generally result in unachievable or uneconomical designs;

•	 Recognize that components might act in directions for which they are not designed. This is due to the engulfment of structural 
members by blast, the negative phase, the upward loading of elements, and dynamic rebound of members. Making steel 
reinforcement (positive and negative faces) symmetric in all floor slabs, roof slabs, walls, beams and girders will address this issue. 
Symmetric reinforcement also increases the ultimate load capacity of the members;

•	 Lap splices should fully develop the capacity of the reinforcement;
•	 Lap splices and other discontinuities should be staggered;
•	 Ductile detailing should be used for connections, especially primary structural member connections;
•	 There should be control of deflections around certain members, such as windows, to prevent premature failure. Additional 

reinforcement is generally required;
•	 Balanced design of all building structural components is desired. For example, for window systems, the frame and anchorage must 

be designed to resist the full capacity of the weakest element of the system;
•	 Special sheer reinforcement including ties and stirrups is generally required to allow large post-elastic behavior. You should 

carefully balance the selection of small but heavily reinforced (i.e., congested) sections with larger sections with lower levels of 
reinforcement;

•	 Connections for steel construction should be ductile and develop as much moment connection as practical. Connections for 
cladding and exterior walls to steel frames shall develop the capacity of the wall system under blast loads;

•	 In general, single point failures that can cascade, producing wide spread catastrophic collapse, are to be avoided. A prime example 
is the use of transfer beams and girders that, if lost, may cause progressive collapse and are therefore highly discouraged;

•	 Redundancy and alternative load paths are generally good in mitigating blast loads. One method of accomplishing this is to use two-
way reinforcement schemes where possible;

•	 In general, column spacing should be minimized so that reasonably sized members can be designed to resist the design loads and 
increase the redundancy of the system. A practical upper level for column spacing is generally 9.1 m (30 ft.) for the levels of blast 
loads described herein;

•	 In general, floor-to-floor heights should be minimized. Unless there is an overriding architectural requirement, a practical limit is 
generally less than or equal to 4.9 m (16 ft.);

•	 It is recommended that you use fully grouted and reinforced CMU construction in cases where CMU is selected;
•	 It is essential that you actively coordinate structural requirements for blast with other disciplines including architectural and 

mechanical;
•	 The use of one-way wall elements spanning from floor-to-floor is generally a preferred method to minimize blast loads imparted to 

columns; and
•	 In many cases, the ductile detailing requirements for seismic design and the alternate load paths provided by progressive collapse 

design assist in the protection from blast. You must bear in mind, however, that the design approaches are at times in conflict. 
These conflicts must be worked out on a case-by-case basis.

Historic Buildings – Historic buildings are covered by these criteria in the same manner 
as other existing buildings.
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IV.	 Mechanical Engineering

Protection Against Airborne Contaminants – Protection against airborne chemical/
biological/radiological (CBR) contaminants can be achieved by using the devices listed 
below.

Description Levels of Protection
Min Low Medium High

Particulate filters •	 Remove airborne solid or liquid substances including biological substances that exist in the form of aggregated 
molecules or particles;

•	 Radioactive particulates can also be removed;
•	 High efficiency particulate air (HEPA) filters are capable of removing a higher percentage and finer particles; and
•	 Particulate filters produce life cycle benefits that may exceed life cycle costs.

Adsorption filters Remove certain gaseous chemicals from the air stream, primarily using activated carbon. 
Some are also capable of exchanging radioactive isotopes for stable ones.

Biological or 
Radiological 
Contaminants

Adopt NIOSH document recommendations
NA Use MERV 13 

filter or functional 
equivalent

Use HEPA filter or functional 
equivalent

Use HEPA filter or
functional equivalent

NA NA Design for future detection technology
Chemical or 
Radiological 
Contaminants

Adopt NIOSH document recommendations

NA None Use gas absorber for outside air Use gas absorber for outside air and return air
NA NA Design for future detection technology

Air System 
Description Levels of Protection

Min Low Medium High
Air Intakes •	 Raising air intakes makes the building ventilation system less accessible and therefore less vulnerable to threats 

that might introduce contaminates directly into the intakes;
•	 On buildings of more than 4 stories, locate intakes on the 4th floor or higher;
•	 On buildings of 3 stories or less, locate intakes on the roof or as high as practical;
•	 Locating intakes high on a wall is preferred over a roof location;
•	 When choosing secure locations for intakes in urban areas, take into consideration the vantage points offered to 

threats by nearby buildings and roofs; and
•	 Results of analyses using air plume models related to CBR clouds could affect the placement of intakes. If 

directed by your risk assessment, incorporate analysis results into your project’s design.
Utility Protection – Protecting utility systems, locating them away from vulnerable areas, 
and restricting access helps assure that services will facilitate life safety and operations 
support after an event.

Description Levels of Protection
Min Low Medium High

Utilities and 
Feeders

NA NA If required, locate utility systems at least 15 meters (50 feet) from loading docks, front 
entrances, and parking areas.

Incoming 
Utilities

NA NA If required, within building and property lines, conceal incoming utility systems and 
give them blast protection, including burial or proper encasement, wherever possible.

Water Supply If directed by the risk assessment, consider using off-the-shelf countermeasures to enhance protection of the water 
supply that include: backflow preventers, central building water filtration and treatment systems, and point-of-use 
filters.

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

111 of 308

Ventilation Systems – Pressurization is not necessary in buildings lower than 23 meters 
(75 feet) or six stories above or below grade, unless required by other criteria. For 
ventilation systems to function, electrical power must be available.

Description Levels of Protection
Min Low Medium High

Smoke Removal 
Systems

•	 In the event of a blast or event-related fires, the ventilation system may be essential to smoke removal, 
particularly in large, open spaces;

•	 Locate ventilation equipment away from high-risk areas such as loading docks and garages, and protect the 
system controls and power wiring to the equipment;

•	 Connect the ventilation system to emergency power to provide the ability to selectively run one or several 
air-handling units for smoke removal;

•	 Your facility’s multidisciplinary team should consider having separate HVAC systems in lobbies, loading 
docks, and other locations where the significant risk of internal event exists;

•	 Provide smoke removal equipment with stand-alone local control panels that can continue to individually 
function in the event the control wiring is severed from the main control system; and

•	 It may be appropriate to locate the panels with a fire alarm control panel.
Pressurized 
Stairways

NA NA •	 Stairway pressurization system should maintain positive pressure in stairways for 
occupant refuge, safe evacuation, and access by fire fighters;

•	 The entry of smoke and hazardous gases into stairways must be minimized..

V.	 Electrical Engineering

Service and Distribution
Description Levels of Protection

Min Low Medium High
Distributed 
Emergency Power

NA •	 Emergency and normal electric panels, conduits, and switch gear should be installed separately, at 
different locations, and as far apart as possible;

•	 Electric distribution should also run at separate locations; and
•	 Emergency power is required for life safety, security systems, and critical components at a minimum, 

for all CBP facilities. 
Normal Fuel Storage These criteria increase the reliability of the building’s power distribution, fuel storage, generator, utilities, and 

feeders during an emergency. The focus is on separating power sources and locating electrical systems away 
from vulnerable areas. 

NA •	 The main fuel storage should be located away from loading docks, entrances, and parking. Access 
should be restricted and protected (e.g., locks on caps and seals).

Emergency Fuel 
Storage

NA •	 The day tank should be mounted near the generator, given the same protection as the generator 
and sized to store approximately 120 hours of fuel; 

•	 A battery and/or UPS could serve a smaller building or leased facility.
Tertiary Power A tertiary power source is intended for High Protection in buildings where operational continuity is critical. 

Conduit and line can be installed outside to allow a trailer-mounted generator to connect to the building’s 
electrical system; if this option is used, an operations plan must address this issue. Other tertiary power 
methods include generators and feeders from alternative substations.

Emergency 
Generator

NA •	 Locate the emergency generator away from loading docks, entrances, and parking. More secure 
locations include the roof, protected grade level, and protected interior areas;

•	 If the emergency generator is installed outdoors at grade, it should be protected by perimeter walls 
and locked entrances. The generator should not be located in any areas that are prone to flooding; 
and

•	 Provisions for refueling and shutoff values in fuel lines within the building must be addressed.
Utilities and Feeders NA •	 Utility systems should be located away from loading docks, entrances, and parking. Underground 

service is preferred; 
•	 Alternatively, they can be hardened.
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Power and Lighting 
Description Levels of Protection

Min Low Medium High
Site Lighting Site lighting should be coordinated with the closed-circuit television (CCTV) system. Although CCTV cameras 

are available for low-light applications, operations are enhanced with higher uniform lighting levels. See 
Appendix 7.5, Protective Lighting, for further information.

Restrooms NA NA •	 Emergency lighting in restrooms can facilitate evacuation and permit limited use during 
power outages when sheltering-in-place is required;

•	 Otherwise, emergency power for exit lights should be provided.
Stairways and Exit 
Signs

NA NA •	 Self-contained battery lighting should be provided in stairwells and for exit signs as back up 
in case of emergency generator failure;

•	 As an alternative to battery powered lighting, handrails, stair treads, signs, and doors can 
be painted with phosphorescent paint; and 

•	 Floor-level evacuation lighting systems should also be considered since a design event 
may fill corridors with dense smoke.

Communications and Security Systems
Description Levels of Protection

Min Low Medium High
Redundant 
Communications

NA NA Base radio communication system with antenna should be installed, consistent with building 
codes, and portable sets distributed on floors. This is the preferred alternative.

NA The facility could have a second telephone service to maintain 
communications in case of an incident.

Radio Telemetry •	 Wireless data transmission minimizes the risk of communications breakdowns due to wiring damage.
•	 Radio telemetry can be used for non-secure data that support the life safety system and other critical 

operations. 
NA NA NA Distributed antennas could be located throughout the facility 

if required for emergency communication through wireless 
transmission of data.

Alarm and 
Information Systems

NA NA •	 Alarm and information systems should not be collected and mounted in a single conduit, 
or even co-located. Having circuits follow different paths reduces the risk of total system 
failure during some events. Install circuits to various parts of the building in at least two 
directions and/or risers; 

•	 Low voltage signal and control copper conductors should not share conduit with high 
voltage power conductors; and

•	 Fiber-optic conductors are generally preferred over copper.
Empty Conduits NA NA •	 Empty conduits and power outlets can be provided for possible future installation of 

security control equipment. This would eliminate the need for major retrofits and facilitate 
installing security equipment, including metal detectors, explosives detectors, sensors, and 
X-ray machines, as the need arises and technology advances;

•	 This criterion does not require installation of equipment. Some future technology may not 
require conduits

COMSEC Refer to Attachment Q of DHS MD 4300B.
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VI.	 Fire Protection Engineering

Fire Analysis
Description Levels of Protection

Min Low Medium High
Fire Protection 
Engineering Analysis

Perform a fire protection engineering analysis whenever a blast analysis is required. In addition, a fire 
protection engineer should coordinate with the blast engineer on issues affecting life safety and building 
egress. Fire analysis is consistent with building codes and applies only to the design events of the Criteria.

Active System - Protecting the water supply, dual fire pumps, and standpipe connection 
and/or locating them away from vulnerable areas helps ensure that services will provide 
life safety and operations support after an event.

Description Levels of Protection
Min Low Medium High

Water Supply The water system should be protected from single point failure. The incoming line should be encased, buried, 
or located 15 m (50 ft.) away from high threat areas. The exterior mains should be looped and sectionalized. 
When supported by the risk assessment, the interior standpipes should be cross-connected on each floor.

Dual Fire Pumps: 
Electric and Diesel

To increase the reliability of the fire protection system for High Level Protection, a dual pump arrangement 
may be used, with one electric pump and one diesel pump. There should be a performance-based design to 
address the type and magnitude of failures the sprinkler/standpipe systems must withstand, along with the 
appropriate pump system in a building with multiple generators.

Egress Door Locks All security-locking arrangements on doors used for egress must comply with requirements of NFPA 101, Life 
Safety Code. See Appendix 7.6, Doors and Door Hardware.

Operational System
Description Levels of Protection

Min Low Medium High
Guard and Employee 
Training

•	 Create an OEP manual for use by security guards and employees that covers all locations in your facility; 
•	 Guards and employees should receive emergency training in the proper reporting and response to fires and 

other emergencies, and in the use of portable and built-in protection systems, including training in system 
maintenance.

Building Documents Designate an area, preferably in the Operation Control Center, where the following building documents will be 
readily available: 
•	 Emergency instructions;
•	 OEP manuals (see Chapter 15, Occupant Emergency Plan); and
•	 Building plans for Medium and High Protection Levels.

VII.	 Electronic Security

Control Centers and Building Management Systems
Description Levels of Protection

Min Low Medium High
Operational Control 
Center (OCC)
Fire Command 
Center (FCC)
Security Control 
Center (SCC)

•	 Centralizing control center information through co-location can improve the reliability and effectiveness of life 
safety systems, security systems, and building functions;

•	 If the control centers are co-located, you must specify operational requirements, especially a pre-designated 
chain of command to ensure that the most qualified leadership is in control for specific types of events; and

•	 As an alternative to co-locating command centers for Minimum and Low Protection, provide secure 
information links between the SCC, OCC, and FCC.

Backup Control 
Center (BCC)

NA NA Provide a backup control workstation in a 
different location, such as a manager’s or 
engineer’s office. If feasible, consider an off-site 
location.

Install a fully redundant BCC.
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Security for Utility Closets, Mechanical Rooms, and Telephone Closets - Control access to 
security system, emergency communication, and associated systems wiring and conduit, 
preferably by routing them through separate and secure closets.

Description Levels of Protection
Min Low Medium High

Key System Use a key system with a method of recording times of entry and departure such as a watchman’s clock system. 
For use with conventional keyed doors only.

Monitored Access NA NA Design for remote monitoring of access to mechanical, electrical, and telecommunication 
rooms. Access should be authorized, programmed, and monitored by the CCC through pre-
identification of maintenance personnel. To design the doors, you may need details of the 
security system.

Devices and Alarms
Description Levels of Protection

Min Low Medium High
Elevator Recall •	 Consistent with the facility OEP, provide a button on the Fire Control Center (FCC) to recall elevators to 

an alternative floor if the elevators could safely be used to evacuate disabled persons or if the normal 
evacuation route would involve traveling through a high risk area;

•	 Consider whether elevators should discharge personnel on the first floor (lobby) during some events. 
Consider the requirements of the Safety Code for Elevators and Escalators, ASME Standard A17.1.

Elevator Emergency 
Message

•	 In conjunction with the recall system, install a pre-recorded message in the elevator cab speakers, notifying 
passengers of an emergency and explaining how to proceed;

•	 Provisions must be made for an override of recorded message with a live transmission with directions for the 
specific emergency.

Intrusion Protection System
Description Levels of Protection

Min Low Medium High
Door Locks Special 

keying 
system not 
needed.
Key lock 
when the 
facility is 
unoccupied

Security 
keying 
or card 
reader 
system.

High security keying or card reader system with provisions for a pin number. Key 
duplication should be made difficult and recorded. 
Electronic locking such as electromagnetic locks for fire exits, consistent with 
NFPA 101 requirements.
A formal key control program shall be maintained. See Chapter 9, Keys and 
Locks.

Intrusion Detection Provide basic intrusion detection for entrances into the facility
Generally by means of balanced magnetic reed switches

NA •	 Basic intrusion detection for entrances into the facility; 
•	 Interior door protection should be by means of balanced magnetic contact 

switch sets for locations at which magnet substitution is a vulnerability;
•	 Exterior door protection, especially at loading docks, should only be provided by 

balanced magnetic contact switch sets, to include all overhead/roll-up doors;
•	 Glass-break sensors shall be provided; and
•	 Requirements for roof intrusion detection should be reviewed.
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Intrusion Protection System
Description Levels of Protection

Min Low Medium High
Monitoring Monitoring provided by 

a commercial central 
station. Under special 
circumstances, an on-
site security central 
control center may be 
provided during normal 
business hours for low 
levels of protection.

Security systems monitored by an 
on-site, proprietary security control 
center. Commercial central stations 
may be used for after-hours or to 
supplement on-site monitoring.

Security systems monitored by an on-site, 
24-hour proprietary security control center.

Closed Circuit TV 
(CCTV)

NA •	 Provide a color CCTV surveillance system with recording capability to view and 
record activity at the perimeter of the building; 

•	 A mix of monochrome cameras should be considered for areas that lack adequate 
illumination for color cameras. Monitoring mainly at entrances, monitored exits, 
vehicular entrances into parking garages, and loading docks;

•	 The CCTV systems should be primarily for alarm assessment and access control 
automation purposes. The use of the CCTV system for general surveillance should 
be discouraged, with the occasional exception of automated video guard tours;

•	 All CCTV cameras should be on real-time and time-lapsed video recorders; and
•	 For deterrence as well as to aid post-incident investigations, key exterior areas (for 

Medium Protection) or most exterior areas (for High Protection), especially vehicle 
routes close to the facility, should be video recorded. The use of digital video 
systems should be considered by the designer. 

•	 See Chapter 8.12, Closed Circuit Television Systems.
Duress Alarms or 
Assistance Stations

Provide call buttons at key public contact areas and as needed in the offices of managers and directors, in 
garages, and other areas that are identified as high risk locations by the project-specific risk assessment.
Alarms should 
report to the central 
station during normal 
business hours

•	 Duress alarms should report to the security command center;
•	 Duress alarms are required for all guard posts and command centers.
If CCTV coverage is available, automatic activation of corresponding cameras 
should be provided, as well as dedicated communications with security or law 
enforcement stations.

VIII.	 Parking Security

Parking
Description Levels of Protection

Min Low Medium High
Parking on Adjacent 
Streets

Parking is often permitted in curb lanes, with a sidewalk between the lane and the building. Where the distance 
from the building to the nearest curb provides insufficient setback, and compensating design measures do 
not sufficiently protect the building from the assessed threat, you must restrict parking as required by your risk 
assessment as follows:
Unrestricted 
parking

Government-owned and key employee 
parking only.

Use the lane for stand-off; use structural 
features to prevent parking. For typical 
city streets, this may require negotiating to 
close the curb lane.

Parking on Adjacent 
Properties

Adjacent public parking should be directed to more distant or better-protected areas, segregated from 
employee parking and away from the facility. One alternative to distance for blast is the acceptance of some 
higher degree of risk. 
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Parking
Description Levels of Protection

Min Low Medium High
Parking Inside the 
Building

Public parking with 
ID check

Parking for 
government 
vehicles and 
employees of the 
building only.

Parking for selected 
government 
employees only.

Parking only for selected government 
employees with a need for security.

On-Site Surface or 
Structured Parking

As directed by the risk assessment, adjacent surface parking must maintain a minimum stand-off of X meters. 
Parking within X meters of the building must be restricted to authorized vehicles. 

Parking Facilities
Description Levels of Protection

Min Low Medium High
Natural Surveillance •	 Maximize visibility across, as well as into and out of, the parking facility and openness to the exterior; 

•	 Use express or non-parking ramps that speeding the user to parking on flat surfaces;
•	 Plan pedestrian paths to concentrate activity to the extent possible;
•	 Limit vehicular entry/exits to a minimum number of locations;
•	 Use long-span construction and high ceilings to enhance openness and aid in lighting the facility;
•	 Avoid sheer walls, especially near turning bays and pedestrian travel paths. If they are required, improve 

visibility using large holes in sheer walls;
•	 Eliminate dead-end parking areas, as well as nooks and crannies;
•	 Landscaping should be done judiciously so as not to provide hiding places. It is desirable to hold planting 

away from the facility to permit observation of intruders; and
•	 Locate attended booths, parking offices, or security stations so that activity at pedestrian and vehicle entry 

points to the facility can be monitored. 
Perimeter Access 
Control

NA NA •	 Design a system of fencing, grilles, doors, etc., to completely close down access to the 
entire facility in unattended hours, or in some cases, all hours;

•	 Any ground level pedestrian exits that open into non-secure areas should be emergency 
exits only and fitted with panic bar hardware for exiting movement only;

•	 An intercom/car reader/keypad station at vehicle and pedestrian entrances (with optional 
installation at exit-only openings); and

•	 Devices to allow for an audit trail of cards, electronic vehicle tags, or keypad codes that 
have been used to release electromechanical locks, activate roll-up service door motors, or 
otherwise permit entrance to a controlled parking area.

•	 See Appendix 7.3, Fencing.
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Parking Facilities

Description Levels of Protection
Min Low Medium High

Stair Towers and 
Elevators

NA NA •	 Stair tower and elevator lobby design must be as open as code permits. The ideal solution 
is a stair and/or elevator waiting area totally open to the exterior and/or the parking areas. 
Designs that ensure that people using these areas can be easily seen - and can see out - 
should be encouraged;

•	 If a stair must be enclosed for code or weather protection purposes, glass walls will deter 
both personal injury attacks and various types of vandalism;

•	 Potential hiding places below stairs should be closed off; nooks and crannies should be 
avoided;

•	 Elevator cabs should have glass backs whenever possible;
•	 Elevator lobbies should be well lit and visible to both patrons in the parking areas and the 

public out on the street;
•	 Where the means of egress must be protected, self-closing doors must be used; and
•	 Supporting systems (e.g., heat detectors or other sensors) should be considered.

Surface Finishes and 
Signage

 NA •	 Paint interior walls a light color (i.e., white or light blue) to improve illumination; 
•	 Signage should be clear to avoid confusion and direct users to their destinations efficiently; and
•	 If an escort service is available, signs should inform users.

Lighting •	 The lighting level standards recommended by the Illuminations Engineering Society of North America 
(IESNA) Subcommittee on Off-Roadway Facilities are the lowest acceptable lighting levels for any parking 
facility;

•	 A point-by-point analysis should be done in accordance with the IESNA standards.
Emergency 
Communications

NA NA •	 Place emergency intercom/duress buttons or assistance stations on structure columns, 
fences, other posts, and/or freestanding pedestals and brightly mark them with stripping or 
paint visible in low light. These stations are to be used in conjunction with – and not as an 
alternative to – on-site monitoring;

•	 If CCTV coverage is available, automatic activation of corresponding cameras should be 
provided, as well as dedicated communications with security or law enforcement stations;

•	 It is helpful to include flashing lights that can rapidly pinpoint the location of the calling 
station for the response force, especially in very large parking structures;

•	 It should only be possible to re-set a station that has been activated at the station with a 
security key. It should not be possible to re-set the station from any monitoring site; and

•	 The horizontal distance on a floor to reach an emergency communication station shall not 
exceed 15 m (50 feet).

CCTV NA NA •	 Place color CCTV cameras with recording capability and pan-zoom-tilt drivers, if warranted, 
at entrance and exit vehicle ramps. Auto-scanning units are not recommended. The 
cameras should be oriented to record license plates of entering and departing vehicles, and 
to record pedestrians exiting or entering via vehicle ramps;

•	 Place fixed-mount, fixed-lens color or monochrome cameras on at least one side of regular 
use and emergency exit doors connecting to the building or leading outside. In order for 
these cameras to capture scenes of violations, time-delayed electronic locking should be 
provided at doors, if permitted by governing code authorities. Without features such as 
time-delayed unlocking or video motion detection, these cameras may be ineffective.
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IX.	 Determining Building Security Level

•	 It has been determined by CBP/IA/SMD that all CBP facilities shall meet the Level 
III security requirements listed in the table below. A higher level of security may be 
assigned to a facility based on the risk assessment conducted.

•	 Determining the building security level in accordance with the ISC Standard, Facility 
Security Level Determinations for Federal Facilities, dated 21 Feb 2008, ISC Security 
Design Criteria, defines the criteria and process to be used in determining the Facility 
Security Level (FSL) of a Federal facility. This categorization serves as the basis for 
implementing protective measures under other ISC standards. Consistent with the 
authority contained in Executive Order 12977, “Interagency Security Committee,” dated 
October 19, 1995, this Standard is applicable to all buildings and facilities in the United 
States occupied by Federal employees for non-military activities. These include existing 
buildings; new construction; major modernizations; facilities owned, to be purchased, or 
leased; stand-alone facilities, Federal campuses; and, where appropriate, special-use 
facilities.

•	 Federal holdings are divided into four out of the five security levels for this Physical 
Security Manual, based primarily on staffing size, number of employees, use, and the 
need for public access.

X.	 Building Security Levels

Factor I II III IV Score

Mission Criticality LOW MEDIUM HIGH VERY HIGH

Symbolism LOW MEDIUM HIGH VERY HIGH

Facility Population <100 101-250 251-750 >750

Facility Size <10,000 sq.ft. 10,000-100,000 
sq. ft.

100,000-250,000 
sq.ft. >250,000sq.ft

Threat to Tenant 
Agencies LOW MEDIUM HIGH VERY HIGH

Sum of above

Facility Security 
Level

I
5-7 Points

II
8-12 Points

III
13-17 Points

IV
18-20 Points Preliminary FSL

Intangible 
Adjustment

Justification +/- 1 FSL

Final FSL

•	 Facility Security Level Determinations for Federal Facilities—An Interagency Security 
Committee Standard” (the Standard) defines the criteria and process to be used in 
determining the Facility Security Level (FSL) of a Federal facility. 

•	 This categorization serves as the basis for implementing protective measures under 
other ISC standards. Consistent with the authority contained in Executive Order 12977, 
“Interagency Security Committee,” dated October 19, 1995, this Standard is applicable 
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to all buildings and facilities in the United States occupied by Federal employees for 
nonmilitary activities. These include: 
οο Existing buildings; 
οο New construction, or major modernizations; 
οο Facilities owned, to be purchased, or leased; 
οο Stand-alone facilities; 
οο Federal campuses; 
οο Individual facilities on Federal campuses (where appropriate); and 
οο Special-use facilities. 

XI.	 Security Standards and Layers of Security

•	 Security Standards. Security standards are discussed based on layers of security for a 
facility. These include:
οο Perimeter Security. Perimeter security standards pertain to the areas outside 

government control. Depending on the facility type, the perimeter may include 
sidewalks, parking lots, outside walls of the building, a hallway, or simply an office 
door. The elements of perimeter security are: parking, closed circuit television 
monitoring, lighting, and physical barriers.

οο Entry Security. Entry security standards refer to security issues related to the entry 
of persons and packages into a facility. The elements of entry security are: receiving/
shipping, access control, and entrances/exits.

οο Interior Security. Interior security standards refer to security issues associated 
with prevention of criminal or terrorist activity within the facility. This area concerns 
secondary levels of control after people or things have entered the facility. The 
elements of interior security are: employee/visitor identification, utilities, occupant 
emergency plans, and day care centers.

•	 Security Planning. Security planning standards refer to recommendations requiring 
long-term planning and commitment, as well as security standards addressing broader 
issues with implications beyond security at a particular facility. The elements of 
security planning are: intelligence sharing, training, tenant assignment, administrative 
procedures, and construction/renovation.

•	
The following sections present security standards at each layer of security for the facility 
security levels.

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable    = CBP Minimum standard
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XII.	 Security Standards by Layer of Security

Perimeter Security Standards Facility 
Level

Parking III IV V

Control of Facility Parking
Access to government parking should be limited where possible to government 
vehicles and personnel. At a minimum, authorized parking spaces and vehicles 
should be assigned and identified.

  

Control of Adjacent 
Parking

Where feasible, parking areas adjacent to Federal space should also be controlled 
to reduce the potential for threats against Federal facilities and employee exposure 
to criminal activity.

  

Avoid Leases Where 
Parking Cannot Be 
Controlled

Avoid leasing facilities where parking cannot be controlled. If necessary, relocate 
offices to facilities that do provide added security through regulated parking.   

Leases Should Provide 
Security Control for 
Adjacent Parking

Endeavor to negotiate guard services as part of lease.   

Post Signs and Arrange 
for Towing Unauthorized 
Vehicles

Procedures should be established and implemented to alert the public to towing 
policies and the removal of unauthorized vehicles.   

Identification System and 
Procedures for Authorized 
Parking

Procedures should be established for identifying vehicles and corresponding 
parking spaces (e.g., placard, decal, card key, etc.)   

Adequate Lighting for 
Parking Areas

Effective lighting provides added safety for employees and deters illegal or 
threatening activities.   

Closed Circuit Television (CCTV) Monitoring III IV V

CCTV Surveillance 
Cameras with Time Lapse 
Video Recording

Twenty-four hour CCTV surveillance and recording is required at all locations as 
a deterrent. Requirements will depend on assessment of the security level for 
each facility. Time-lapse video recordings are also highly valuable as a source of 
evidence and investigative leads.

  

Post Signs Advising of 24-
hr Video Surveillance

Warning signs advising of twenty-four hour surveillance act as a deterrent in 
protecting employees and facilities.   

Lighting III IV V

Lighting with Emergency 
Power Backup

Standard safety code requirement in virtually all areas. Provides for safe 
evacuation of buildings in case of natural disaster, power outage, or criminal/
terrorist activity.

  

Physical Barriers III IV V

Extend Physical Perimeter 
with Barriers

This security measure will only be possible in locations where the Government 
controls the property and where physical constraints are not present. Barriers 
should be made of concrete and/or steel.

  

Parking Barriers Desirable to prevent unauthorized vehicle access.   

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable    = CBP Minimum standard
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Entry Security Standards Facility 
Level

Receiving / Shipping (R/S) III IV V
Review Current R/S 
Procedures Audit current standards for package entry and suggest ways to enhance security.   

Implement Modified R/S 
Procedures

After auditing procedures for R/S, implement improved procedures for security 
enhancements.   

Access Control III IV V
Evaluate Facility 
for Security Guard 
Requirements

If security guards are required, the number of guards at any given time will depend 
on the size of the facility, the hours of operation, and current risk factors, etc.   

Security Guard Patrol   
Intrusion Detection 
System with Central 
Monitoring Capability

See Appendix 8.9, Intrusion Detection Systems.   

Upgrade to Current Life 
Safety Standards Life safety standards include: fire detection and fire suppression systems.   

Entrances/Exits III IV V
X-Ray and Magnetometer 
at Public Entrances

Level III and IV evaluations would focus on tenant agencies, public interface, and 
feasibility.   

Require X-Ray Screening 
of All Mail/Packages

All packages entering building should be subject to x-ray screening and/or visual 
inspection.   

Peep Holes Easy and effective visual recognition system for small offices.   
Intercom Communication tool that can be used in combination with peephole.   

Entry Control with CCTV 
and Door Strikes

Allows employees to view and communicate remotely with visitors before allowing 
access. Not applicable for larger Levels III and above because of entry screening 
devices required at these Levels.

  

High Security Locks Any exterior entrance should have a high-security lock as determined by GSA 
specifications and/or agency requirements.   

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	  = CBP Minimum standard 
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Interior Security Standards Facility 
Level

Employee/Visitor Identification III IV V
Agency Photo 
Identification Displayed at all times by all personnel.   

Visitor Control/Screening 
System

Visitors should be readily apparent in Level III facilities. Other facilities may ask 
visitors to sign-in with a receptionist or guard, or require an escort, or formal 
identification badge. 

  

Visitor Identification 
Accountability System

Stringent methods of control over visitor badges will ensure that visitors wearing 
badges have been screened and are authorized to be at the facility during the 
appropriate time frame.

  

Established Issuing 
Authority

Develop procedures and establish authority for issuing employee and visitor 
identification.   

Utilities III IV V

Prevent Unauthorized 
Access to Utility Areas

Smaller facilities may not have control over utility access, or locations of utility 
areas. Where possible, assure that utility areas are secure and that only authorized 
personnel can gain entry.

  

Provide Emergency Power 
to Critical Systems

CBP requires that all alarm systems, CCTV monitoring devices, fire protection 
systems, and entry control devices, etc., are required to be connected to 
emergency power sources. The tenant is responsible for determining which 
computer or communication systems require backup power.

  

Occupant Emergency Plans (OEPs) III IV V
Examine OEP and 
Contingency Procedures 
Based on Threats

Review and update current OEP procedures for thoroughness. OEPs should 
reflect the current security climate.   

OEPs in Place, Updated 
Annually, Periodic Testing 
Exercise

See Chapter 15, Occupant Emergency Plans.   

Assign and Train OEP 
Officials

Assignment based on GSA requirement that largest tenant in facility maintain 
OEP responsibility. Officials should be assigned, trained and a contingency plan 
established to provide for the possible absence of OEP officials in the event of 
emergency activation of the OEP.

  

Annual Occupants 
Training

All occupants should be aware of their individual responsibilities in an emergency 
situation.   

Day Care Centers III IV V
Evaluate Whether to 
Locate Day Care Facility 
in Buildings with High 
Threat Activities

Conduct a thorough review of security and safety standards.   

Compare Feasibility 
of Locating Day Care 
in Facilities Outside 
Locations

If a facility is being considered for a day care center, an evaluation should be made 
based on the risk factors associated with tenants and the location of the facility.   

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation
 = Not applicable	  = CBP Minimum standard 
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Security Planning Facility 
Level

Intelligence Sharing III IV V

Establish Law 
Enforcement Agency/
Security Liaisons

Intelligence sharing between law enforcement agencies and security organizations 
should be established in order to facilitate the accurate flow of timely and relevant 
information between appropriate government agencies. Agencies involved in 
providing security must be part of the complete intelligence process.

  

Procedures for Intelligence 
Receipt & Dissemination

Determine what procedures exist to ensure timely delivery of critical intelligence. 
Review and improve procedures to alert agencies and specific targets of criminal/
terrorist threats. Establish standard administrative procedures for response to 
incoming alerts. Review flow of information for effectiveness and time critical 
dissemination.

  

Uniform Security & Threat 
Nomenclature

To facilitate communication, standardized terminology for Alert Levels should be 
implemented (e.g., Normal, Low, Moderate, and High) See Chapter 14, Incident 
Response/HSAS.

  

Training III IV V

Annual Security 
Awareness Training

Provide security awareness training for all tenants. At a minimum, self-study 
programs utilizing videos, and literature, etc., should be implemented. These 
materials should provide up-to-date information covering security practices, 
employee security awareness, and personal safety, etc.

  

Armed/Unarmed Guard 
Qualifications and Training 
Requirements

Liaison with the Federal Protective Service to ensure the standardized unarmed/
armed guard qualifications and training requirements are being met. No CBP entity 
has contracting authority for guard service within DHS except FPS. 

  

Tenant Assignment III IV V
Co-locate Agencies with 
Similar Security Needs

To capitalize on efficiencies and economies, agencies with like security 
requirements should be located in the same facility if possible.   

Do Not Co-locate High/
Low Risk Agencies

Low risk agencies should not take on additional risk by being located with high-risk 
agencies.   

Administrative Procedures III IV V

Flexible Work Schedules
Establish flexible work schedule in high threat/high risk area to minimize employee 
vulnerability to criminal activity. Flexible work schedules can enhance employee 
safety by staggering reporting and departure times. 

  

Arrange for Employee 
Parking in or Near Building 
after Normal Work Hours

Minimize exposure to criminal activity by allowing employees to park at or inside 
the building after normal work hours.   

Background Security 
Checks and Security 
Control Procedures 

Conduct background security checks and/or establish security control procedures 
for service contract personnel.   

Construction/Renovation III IV V
Install shatter resistant 
material On All Exterior 
Windows (Shatter 
Protection)

Application of shatter resistant material to protect personnel and citizens from 
the hazards of flying glass as a result of impact or explosion. See Appendix 7.7, 
Windows. 

  

Review Current Projects 
for Blast Standards

Designs and construction projects should be reviewed, to incorporate current 
technology and blast standards. Immediate review of ongoing projects may 
generate savings in the implementation of upgrading to higher blast standards 
prior to completion of construction.

  
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Security Planning Facility 
Level

Review/Establish Uniform 
Construction Standards 

Review, establish, and implement uniform construction standards as it relates to 
security consideration.   

Review/Establish Uniform 
New Design Standards for 
Blast Resistance

In smaller facilities or those that lease space, control over design standards may 
not be possible. However, future site selections should attempt to locate in facilities 
that do meet standards. New construction of government-controlled facilities 
should review, establish, and implement new design standards for blast resistance.

  

Establish Street Set-Back 
for New Construction

Every foot between a potential bomb and a building will dramatically reduce 
damage and increase the survival rate. Street set-back is always desirable, but 
should be used in conjunction with barriers in Level IV and V facilities.
 

  

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard

XIII.	 Security Standards by Facility Security Level

LEVEL III Facility Perimeter Security Standards Applicability
   

Parking

Control of Facility Parking
Access to government parking should be limited where possible to 
government vehicles and personnel. At a minimum, authorized parking spaces 
and vehicles should be assigned and identified.



Post Signs and Arrange 
for Towing Unauthorized 
Vehicles

Procedures should be established and implemented to alert the public to 
towing policies and the removal of unauthorized vehicles. 

Identification System and 
Procedures for Authorized 
Parking

Procedures should be established for identifying vehicles and corresponding 
parking spaces (e.g., placard, decal, card key, etc.). 

Adequate Lighting for 
Parking Areas

Effective lighting provides added safety for employees and deters illegal or 
threatening activities. 

Control of Adjacent 
Parking

Where feasible, parking areas adjacent to Federal space should also be 
controlled to reduce the potential for threats against Federal facilities and 
employee exposure to criminal activity.



Avoid Leases Where 
Parking Cannot Be 
Controlled

Avoid leasing facilities where parking cannot be controlled. If necessary, 
relocate offices to facilities that do provide added security through regulated 
parking.



Leases Should Provide 
Security Control for 
Adjacent Parking

Negotiate guard services through FPS as part of lease. 

Closed Circuit Television (CCTV) Monitoring

CCTV Surveillance 
Cameras with Time Lapse 
Video Recording

Twenty-four hour CCTV surveillance and recording is desirable at the 
entrance and egress all locations as a deterrent. Requirements will depend 
on assessment for each facility. Time-lapse video recordings are also highly 
valuable as a source of evidence and investigative leads. See Appendix 8.12, 
CCTV. 



Post Signs Advising of 24-
hr Video Surveillance

Warning signs advising of twenty-four hour surveillance act as a deterrent in 
protecting employees and facilities. 
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LEVEL III Facility Perimeter Security Standards Applicability
   

Lighting

Lighting with Emergency 
Power Backup

Standard safety code requirement in virtually all areas. Provides for safe 
evacuation of buildings in case of natural disaster, power outage or criminal/
terrorist activity.



Physical Barriers

Extend Physical Perimeter 
with Barriers

This security measure will only be possible in locations where the Government 
controls the property and where physical constraints are not present. Barriers 
should be made of concrete and/or steel. See Appendix 7.2, Barriers.



Parking Barriers Desirable to prevent unauthorized vehicle access. 

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation 
 = Not applicable	 =CBP Minimum standard

LEVEL III FACILITY: Entry Security Standards Applicability
   

Receiving / Shipping
Review Receiving & 
Shipping Procedures 

Audit current standards for package entry and suggest ways to enhance 
security. 

Implement Receiving & 
Shipping Procedures

After auditing procedures for receiving & shipping, implement improved 
procedures for security enhancements. 

Access Control
Evaluate Facility 
for Security Guard 
Requirements

If security guards are required, the number of guards at any given time will 
depend on the size of the facility, the hours of operation, and current risk 
factors, etc.



Intrusion Detection 
System with Central 
Monitoring Capability

See Appendix 8.9, Intrusion Detection Systems 

Upgrade to Current Life 
Safety Standards Life safety standards include: fire detection and fire suppression systems. 

Security Guard Patrol 

Entrances/Exits
High Security Locks Any exterior entrance should have a high security lock as determined by GSA 

specifications and/or agency requirements. 

X-Ray and Magnetometer 
at Public Entrances

Level III and IV evaluations will focus on tenant agencies, public interface, and 
feasibility. 

Require X-Ray Screening 
of All Mail/Packages

All packages entering building should be subject to X-ray screening and/or 
visual inspection. 

Peep Holes Easy and effective visual recognition system for small offices. 

Intercom Communication tool that can be used in combination with peephole. 

Entry Control with CCTV 
and Door Strikes

Allows employees to view and communicate remotely with visitors before 
allowing access. Not applicable for larger Levels III and above because of 
entry screening devices required at these Levels (e.g., “Airphone”).



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard
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LEVEL III FACILITY: Interior Security Standards Applicability
   

Employee/Visitor Identification

Visitor Control/Screening 
System

Visitors should be readily apparent in smaller Level III facilities. Other facilities 
will make visitors sign-in with a receptionist or guard, or require an escort, and 
formal identification badge. 



Agency Photo 
Identification Displayed at all times by all personnel. May not be required in smaller facilities. 

Visitor Identification 
Accountability System

Stringent methods of control over visitor badges will ensure that visitors 
wearing badges have been screened and are authorized to be at the facility 
during the appropriate time frame.



Established Issuing 
Authority

Develop procedures and establish authority for issuing employee and visitor 
identification. 

Utilities

Prevent Unauthorized 
Access to Utility Areas

Smaller facilities may not have control over utility access, or locations of utility 
areas. Where possible, assure that utility areas are secure and that only 
authorized personnel can gain entry.



Provide Emergency Power 
to Critical Systems

CBP requires that all alarm systems, CCTV monitoring devices, fire protection 
systems, and entry control devices, etc., are to be connected to emergency 
power sources. The tenant is responsible for determining which computer or 
communication systems require backup power.



Occupant Emergency Plans (OEPs)
Examine OEP and 
Contingency Procedures 
Based on Threats

Review and update current OEP procedures for thoroughness. OEPs should 
reflect the current security climate. 

Oeps In Place, Updated 
Annually, Periodic Testing 
Exercise



Assign and Train OEP 
Officials

Assignment based on GSA/FPS requirements that the largest tenant in 
facility maintain OEP responsibility. Officials should be assigned, trained and 
a contingency plan established to provide for the possible absence of OEP 
officials in the event of emergency activation of the OEP. See Chapter 15, 
Occupant Emergency Plans



Annual Occupant Training All occupants should be aware of their individual responsibilities in an 
emergency situation. 

Day Care Centers
Evaluate Whether to 
Locate Day Care Facility 
in Buildings with High 
Threat Activities

Conduct a thorough review of security and safety standards. 

Compare Feasibility 
of Locating Day Care 
in Facilities Outside 
Locations

If a facility is being considered for a day care center, an evaluation should be 
made based on the risk factors associated with tenants and the location of the 
facility.



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard
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LEVEL III FACILITY: Security Planning Applicability
   

Intelligence Sharing

Establish Law 
Enforcement Agency/
Security Liaisons

Intelligence sharing between law enforcement agencies and security 
organizations should be established in order to facilitate the accurate flow 
of timely and relevant information among appropriate government agencies. 
Agencies involved in providing security must be part of the complete 
intelligence process.



Procedures for Intelligence 
Receipt & Dissemination

Determine what procedures exist to ensure timely delivery of critical 
intelligence. Review and improve procedures to alert agencies and specific 
targets of criminal/terrorist threats. Establish standard administrative 
procedures for response to incoming alerts. Review flow of information for 
effectiveness and time critical dissemination.



Uniform Security & Threat 
Nomenclature

To facilitate communication, standardized terminology for Alert Levels should 
be implemented (e.g., Normal, Low, Moderate, and High - as recommended by 
Security Standards Committee).



Training

Annual Security 
Awareness Training

Provide security awareness training for all tenants. At a minimum, self-study 
programs utilizing videos, and literature, etc., should be implemented. These 
materials should provide up-to-date information covering security practices, 
employee security awareness, and personal safety, etc.



Unarmed Guard 
Qualifications and Training 
Requirements

Liaison with the Federal Protective Service to ensure the standardized unarmed 
guard qualifications and training requirements are being met. No CBP entity 
has contracting authority for guard service within DHS except FPS.



Armed Guard 
Qualifications and Training 
Requirements

Liaison with the Federal Protective Service to ensure the standardized unarmed 
guard qualifications and training requirements are being met. No CBP entity 
has contracting authority for guard service within DHS except FPS.



Tenant Assignment
Co-locate Agencies with 
Similar Security Needs

To capitalize on efficiencies and economies, agencies with similar security 
requirements should be located in the same facility if possible. 

Do Not Co-locate High/
Low Risk Agencies

Low risk agencies should not take on additional risk by being located with high-
risk agencies. 

Administrative Procedures

Flexible Work Schedules
Establish flexible work schedule in high threat/high risk area to minimize 
employee vulnerability to criminal activity. Flexible work schedules can enhance 
employee safety by staggering reporting and departure times. 



Background Security 
Checks and Security 
Control Procedures 

Conduct background security checks and/or establish security control 
procedures for service contract personnel. 

Arrange for Employee 
Parking in or Near Building 
after Normal Work Hours

Minimize exposure to criminal activity by allowing employees to park at or 
inside the building after normal work hours. 

Construction/Renovation

Review Current Projects 
for Blast Standards

Designs and construction projects should be reviewed to incorporate current 
technology and blast standards. Immediate review of ongoing projects may 
generate savings in the implementation of upgrading to higher blast standards 
prior to completion of construction.



Review/Establish Uniform 
Construction Standards 

Review, establish, and implement uniform construction standards as it relates 
to security consideration. 
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LEVEL III FACILITY: Security Planning Applicability
   

Review/Establish Uniform 
New Design Standards for 
Blast Resistance

In smaller facilities or those that lease space, control over design standards 
may not be possible. However, future site selections should attempt to locate 
in facilities that do meet standards. New construction of government-controlled 
facilities should review, establish, and implement new design standards for 
blast resistance.



Install Shatter resistant 
materials on All Exterior 
Windows (Shatter 
Protection)

Application of shatter resistant material to protect personnel and citizens from 
the hazards of flying glass as a result of impact or explosion. See Appendix 7.7, 
Windows. 



Establish Street Set-Back 
for New Construction

Every foot between a potential bomb and a building will dramatically reduce 
damage and increase the survival rate. Street set-back is always desirable, but 
should be used in conjunction with barriers in Level IV and V facilities. 



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard

LEVEL IV FACILITY: Perimeter Security Standards Applicability
   

Parking

Control of Facility Parking
Access to government parking should be limited where possible to government 
vehicles and personnel. At a minimum, authorized parking spaces and vehicles 
should be assigned and identified.



Post Signs and Arrange 
for Towing Unauthorized 
Vehicles

Procedures should be established and implemented to alert the public to 
towing policies and the removal of unauthorized vehicles. 

Identification System and 
Procedures for Authorized 
Parking

Procedures should be established for identifying vehicles and corresponding 
parking spaces (e.g., placard, decal, card key, etc.) 

Adequate Lighting for 
Parking Areas

Effective lighting provides added safety for employees and deters illegal or 
threatening activities. See Appendix 7.5, Lighting. 

Control of Adjacent 
Parking

Where feasible, parking areas adjacent to Federal space should also be 
controlled to reduce the potential for threats against Federal facilities and 
employee exposure to criminal activity.



Avoid Leases Where 
Parking Cannot Be 
Controlled

Avoid leasing facilities where parking cannot be controlled. If necessary, 
relocate offices to facilities that do provide added security through regulated 
parking.



Leases Should Provide 
Security Control for 
Adjacent Parking

Endeavor to negotiate guard services as part of lease through FPS. 

Closed Circuit Television (CCTV) Monitoring

CCTV Surveillance 
Cameras with Time Lapse 
Video Recording

Twenty-four-hour CCTV surveillance and recording is desirable at all locations 
as a deterrent. Requirements will depend on assessment of the security level 
for each facility. Time-lapse video recordings are also highly valuable as a 
source of evidence and investigative leads.



Post Signs Advising of 24-
hr Video Surveillance

Warning signs advising of twenty-four hour surveillance act as a deterrent in 
protecting employees and facilities. 
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LEVEL IV FACILITY: Perimeter Security Standards Applicability
   

Lighting
Lighting with Emergency 
Power Backup

Standard safety code requirement in virtually all areas. Provides for safe 
evacuation of buildings in case of natural disaster, power outage, or criminal/
terrorist activity.



Physical Barriers
Extend Physical Perimeter 
with Barriers

This security measure will only be possible in locations where the government 
controls the property and where physical constraints are not present. Barriers 
should be made of concrete and/or steel.



Parking Barriers Desirable to prevent unauthorized vehicle access. 

 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard

LEVEL IV FACILITY: Entry Security Standards
Applicability
   

Receiving / Shipping (R/S)
Review Current R/S 
Procedures 

Audit current standards for package entry and suggest ways to enhance 
security. 

Implement Modified R/S 
Procedures

After auditing procedures for R/S, implement improved procedures for security 
enhancements. 

Access Control
Evaluate Facility 
for Security Guard 
Requirements

If security guards are required, the number of guards at any given time will 
depend on the size of the facility, the hours of operation, and current risk 
factors, etc.



Intrusion Detection 
System with Central 
Monitoring Capability

See Appendix 8.9, Intrusion Detection Systems. 

Upgrade to Current Life 
Safety Standards Life safety standards include: fire detection and fire suppression systems. 

Security Guard Patrol 
Entrances/Exits
Require X-Ray Screening 
of All Mail/Packages

All packages entering building should be subject to x-ray screening and/or 
visual inspection. 

High Security Locks Any exterior entrance should have a high security lock as determined by GSA 
specifications and/or agency requirements. 

X-Ray and Magnetometer 
at Public Entrances

May be impractical for smaller Level III facilities, whereas, Larger Level III and 
IV evaluations would focus on tenant agencies, public interface, and feasibility. 
Link to X-ray



Peep Holes Easy and effective visual recognition system for small offices. 
Intercom Communication tool that can be used in combination with peephole. 

Entry Control with CCTV 
and Door Strikes

Allows employees to view and communicate remotely with visitors before 
allowing access. Not applicable for Levels III and above because of entry 
screening devices required at these Levels.



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard
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LEVEL IV FACILITY: Interior Security Standards Applicability
   

Employee/Visitor Identification
Agency Photo 
Identification Displayed at all times by all personnel. May not be required in smaller facilities. 

Visitor Control/Screening 
System

Visitors are required to sign-in with a receptionist or guard. Visitors are 
required to be escorted and wear a formal identification badge. 

Visitor Identification 
Accountability System

Stringent methods of control over visitor badges will ensure that visitors 
wearing badges have been screened and are authorized to be at the facility 
during the appropriate time frame.



Established Issuing 
Authority

Develop procedures and establish authority for issuing employee and visitor 
identification. 

Utilities

Prevent Unauthorized 
Access to Utility Areas

Smaller facilities may not have control over utility access or locations of utility 
areas. Where possible, assure that utility areas are secure and that only 
authorized personnel can gain entry.



Provide Emergency Power 
to Critical Systems

CBP requires that all alarm systems, CCTV monitoring devices, fire protection 
systems, and entry control devices, etc., are required to be connected to 
emergency power sources. The occupant is responsible for determining which 
computer or communication systems require backup power.



Occupant Emergency Plans (OEPs)
Examine OEP and 
Contingency Procedures 
Based on Threats

Review and update current OEP procedures for thoroughness. OEPs should 
reflect the current security climate. 

OEPs in Place, Updated 
Annually, Periodic Testing 
Exercise

See Chapter 15, Occupant Emergency Planning 

Assign and Train OEP 
Officials

Assignment based on GSA requirement that largest tenant in facility maintain 
OEP responsibility. Officials should be assigned, trained and a contingency 
plan established for emergency activation of the OEP in the place of OEP 
officials.



Annual Occupant Training All occupants should be aware of their individual responsibilities in an 
emergency situation. 

Day Care Centers
Evaluate Whether to 
Locate Day Care Facility 
in Buildings with High 
Threat Activities

Conduct a thorough review of security and safety standards. 

Compare Feasibility 
of Locating Day Care 
in Facilities Outside 
Locations

If a facility is being considered for a day care center, an evaluation should be 
made based on the risk factors associated with tenants and the location of the 
facility.



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable		  =CBP Minimum standard
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LEVEL IV FACILITY: Security Planning Applicability
   

Intelligence Sharing

Establish Law 
Enforcement Agency/
Security Liaisons

Intelligence sharing between law enforcement agencies and security 
organizations should be established in order to facilitate the accurate flow of 
timely and relevant information between appropriate government agencies. 
Agencies involved in providing security must be part of the complete 
intelligence process.



Procedures for Intelligence 
Receipt & Dissemination

Determine what procedures exist to ensure timely delivery of critical 
intelligence. Review and improve procedures to alert agencies and specific 
targets of criminal/terrorist threats. Establish standard administrative 
procedures for response to incoming alerts. Review flow of information for 
effectiveness and time critical dissemination.



Uniform Security & Threat 
Nomenclature

To facilitate communication, standardized terminology for Alert Levels should 
be implemented (e.g., Normal, Low, Moderate, and High -as recommended by 
Security Standards Committee).



Training

Annual Security 
Awareness Training

Provide security awareness training for all occupants. At a minimum, self-study 
programs utilizing videos, and literature, etc., should be implemented. These 
materials should provide up-to-date information covering security practices, 
employee security awareness, and personal safety, etc.



Unarmed Guard 
Qualifications and Training 
Requirements

Liaison with the Federal Protective Service (FPS) to ensure the standardized 
unarmed guard qualifications and training requirements are being met. No 
CBP entity has contracting authority for guard service within DHS except FPS.



Armed Guard 
Qualifications and Training 
Requirements

Liaison with the Federal Protective Service to ensure the standardized armed 
guard qualifications and training requirements are being met. No CBP entity 
has contracting authority for guard service within DHS except FPS.



Tenant Assignment
Co-locate Agencies with 
Similar Security Needs

To capitalize on efficiencies and economies, agencies with like security 
requirements should be located in the same facility if possible. 

Do Not Co-locate High/
Low Risk Agencies

Low risk agencies should not take on additional risk by being located with 
high-risk agencies. 

Administrative Procedures

Flexible Work Schedules
Establish flexible work schedule in high threat/high risk area to minimize 
employee vulnerability to criminal activity. Flexible work schedules can 
enhance employee safety by staggering reporting and departure times. 



Background Security 
Checks and Security 
Control Procedures 

Conduct background security checks and/or establish security control 
procedures for service contract personnel. 

Arrange for Employee 
Parking in or Near Building 
after Normal Work Hours

Minimize exposure to criminal activity by allowing employees to park at or 
inside the building after normal work hours. 
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LEVEL IV FACILITY: Security Planning Applicability
   

Construction/Renovation
Install Shatter Resistant 
materials On All Exterior 
Windows (Shatter 
Protection)

Application of shatter resistant material to protect personnel and citizens from 
the hazards of flying glass as a result of impact or explosion. See Appendix 
7.7, Windows.



Review Current Projects 
for Blast Standards

Designs and construction projects should be reviewed, if possible, to 
incorporate current technology and blast standards. Immediate review of 
ongoing projects may generate savings in the implementation of upgrading to 
higher blast standards prior to completion of construction.



Review/Establish Uniform 
Construction Standards 

Review, establish, and implement uniform construction standards as it relates 
to security consideration. 

Review/Establish Uniform 
New Design Standards for 
Blast Resistance

In smaller facilities or those that lease space, control over design standards 
may not be possible. However, future site selections should attempt to locate 
in facilities that do meet standards. New construction of government-controlled 
facilities should review, establish, and implement new design standards for 
blast resistance.



Establish Street Set-Back 
for New Construction

Every foot between a potential bomb and a building will dramatically reduce 
damage and increase the survival rate. Street set-back is always desirable, but 
shall be used in conjunction with barriers in Level IV and V facilities. 



 = Minimum standard	  = Desirable	  = Standard based on facility evaluation	
 = Not applicable	 =CBP Minimum standard
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Appendix 7.6: Doors and Door Hardware

Doors
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I.	 Exterior/Perimeter Doors

A.	 The number of doors to a facility should be limited to an absolute minimum. In cases 
where more than one door exists, only one of these should be provided with outside-
mounted locks and entry hardware. All others should, if possible, present blank, flush 
surfaces to the outside to reduce their vulnerability to attack.

B.	 Perimeter doors must be constructed of 12-gauge steel clad, hollow core metal, 
1¾-inches thick. Solid core wood doors are not authorized for use on the perimeter 
of a facility. Door frames must be constructed of hollow metal that is equal in 
strength to that of the door.

C.	 All exterior perimeter doors must be equipped with deadbolt locks equipped with UL 
437 cylinder. The deadbolts must have at least a 1-inch throw. Coordination must be 
made with the local fire marshal before construction to determine compliance with 
building code(s) associated with National Fire Protection Association 101 (NFPA 
101).

D.	 Double doors must have one door secured with Flush Mount Bolts (Door Hardware 
H) at the top and the bottom. Astragals (Door Hardware A) must be used to inhibit 
access to latches from the attack side of the door.

E.	 A Balanced Magnetic Alarm Switch (Door Hardware G) must be installed on each 
perimeter door to detect the opening/closing of the door. The application of this 
type of door alarm is utilized due to its application of two magnetic poles rather than 
one on standard alarm systems. This reduces the risk of the alarm switch being 
compromised. For more information on Intrusion Detection Systems, see Appendix 
8.9, IDS.

F.	 All perimeter doors must have a commercial grade automatic door closer installed 
(Door Hardware K).

G.	 To prevent access to the latch/deadbolt, all perimeter doors will have anti-pry strips 
installed. Refer to Figure 3 for minimum design specifications and illustrations.

H.	 Perimeter door hinge pins that are located on the outside of the facility must be non-
removable (Door Hardware J). Additionally, a dowel-pin and socket system should 
be utilized. Refer to Figure 2 and Figure 4 for minimum design specifications and 
sample illustrations.

I.	 All door hardware (e.g., hinges, lock hardware) must be secured to the door frame 
with stainless steel screws that are at least 3 inches long.

1.	 Building Entrances

(a)	Material:

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

135 of 308

●● Doors must be constructed of 12-gauge steel clad hollow core metal, 
1¾-inches thick, and hung in hollow metal frames. Wood Doors will not 
be used on the perimeter of a facility. 

●● Other than in a secure reception area, there will be no windows.

(b)	Hardware:

●● Install Lockset D or H (as applicable).

●● Install Cylinder A.

●● Install Door Hardware F.1, if door is equipped with a card reader/
keypad.

●● Install Door Hardware E.

●● Install Door Hardware G.

●● Install Door Hardware L, if door swings outward.

●● Install Door Hardware J, if door swings outward.

●● Install Door Hardware K.

J.	 Perimeter door designated as an emergency exit

1.	 Perimeter exits that provide emergency egress must generate a local audible/
visual alarm at the door, if it is breached. An alarm must also annunciate in the 
Control Room. Depressing a door activation bar for more than two seconds will 
initiate an alarm and activate the associated CCTV camera.

2.	 A High-Security Emergency Exit device with deadbolt should be installed. It is 
distinguishable from other exit devices in the following ways: (1) it is labeled for 
both fire and emergency and (2) it has no means of locking the deadbolt or latch 
in a retracted position.

3.	 Emergency exits should be equipped with special locking devices approved by 
the National Fire Prevention Association (NFPA), that provide opening delays 
of 5-15 seconds. The installation of breakable devices or niches over door 
activation bars can often deter misuse. In consultation with local code officials, 
design a system that assures safety and also satisfies CBP requirements.

4.	 Emergency exits will be equipped with non-removable hinges with a set screw in 
the barrel that is only accessible when the door is swung open.

(a)	Material:
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●● Doors must be constructed of 12-gauge steel clad hollow core metal, 
1¾-inches thick, and hung in hollow metal frames. 

(b)	Hardware:

●● Install Lockset H.

●● Install Door Hardware E.

●● Install Door Hardware G.

●● Install Door Hardware L, if door swings outward.

●● Install Door Hardware J, if door swings outward.

●● Install Door Hardware K.

K.	 Overhead Coiling Doors:

1.	 Overhead doors will be the roll-up, flush-fitting type with a balanced magnetic 
switch attached to the bottom of the door. 

2.	 The doors are to be factory-fitted with a slide-bolt that can be extended through 
each of the metal slide rails. Each slide-bolt will be fitted to the door within 6 
inches of the floor and designed to accommodate the use of a high security 
padlock.

3.	 The doors will be fitted with the appropriate electric motor system supplied by 
the manufacturer. The motor system shall have a manual override feature in 
the event the motor fails. Chains used to operate the door manually shall be of 
such a length that the door can be easily operated from the floor. An eyebolt will 
be affixed into the concrete in the area of the chain to allow the use of a high 
security padlock as an additional security feature. The electric control buttons 
and the manual override feature will be located so that they cannot be reached 
by cutting a hole through the door.

(a)	Material:

●● Doors must be metal, dual-slat, manufactured with 12-, 14-, or 
16-gauge exterior slats and 18-, 20-, 22-, or 24-gauge interior slats with 
insulated centers.

(b)	Hardware:

●● Install Door Hardware G.

●● Install High Security Padlock
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II.	 Interior Doors

A.	 Counter-Terrorism Response Suite (CTR), Rover Coordination Center (RCC),  
CBP Coordination Center (CCC)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 

2.	 Hardware:

(a)	Install Lockset D or H.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware F.1.

(d)	Install Door Hardware G.

(e)	Install Door Hardware L, if door swings outward.

(f)	 Install Door Hardware J, if door swings outward.

(g)	Install Door Hardware K.

(h)	Provide access control/card reader.

B.	 Secondary Exam Podium and Baggage Belts Area (Port of Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware F.1.

(d)	Install Door Hardware J, if door swings outward.

(e)	Install Door Hardware K.
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C.	 CBP/APHIS Veterinary Services (VS) Bird Quarantine and Bird Holding Facilities 
(Port of Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware J, if door swings outward.

(g)	Install Door Hardware K.

(h)	Install door seal around frame.

D.	 Interview Rooms

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 
The upper half of the door must be equipped with a tempered-glass view 
window. The door must swing 180-degrees in the direction of egress.

2.	 Hardware:

(a)	Install Lockset B.

(b)	Install Cylinder A, key interview rooms alike.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.
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E.	 Violator Waiting Area (Port of Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal 
or of single solid core wood, 1¾-inches thick, and hung in hollow metal 
frames. The door should have a 180-degree swing in direction of egress. 
(The doors must swing out from the room so individuals can not barricade 
themselves in when the officer steps out.)

2.	 Hardware:

(a)	Install Lockset E2.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware J.

(g)	Install door-pull on ingress side and a push plate on egress side of door.

F.	 Violator Processing Area (Port of Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware D.

(d)	Install Door Hardware F1.

(e)	Install Door Hardware K.

(f)	 Provide access control/card reader.
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G.	 Search Room

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾ inches thick, and hung in hollow metal frames.  
The doors must swing in the direction of egress.

2.	 Hardware:

(a)	Install Lockset E2.

(b)	Install Cylinder A, key search rooms alike.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware J.

(g)	Install door-pull on ingress side and a push plate on egress side of door.

H.	 Hold Room

1.	 Material:

(a)	Doors must be constructed of 2-inch thick, detention-grade, 12-gauge 
steel that swings in the direction of egress. The door frames must be 
12-gauge steel and grouted into the surrounding wall. The door must be 
equipped with security glass or a barred window, 12-inches x 12-inches 
and installed at the standard height for convenient visual checks. Security 
glass and bars must be of appropriately sturdy construction to prevent 
escape. Do not install a door closer on hold room doors.

2.	 Hardware:

(a)	Detention –type hardware is required, as indicated below. Finish of visible 
parts must match finish of other building hardware.

(b)	Hinges: 41/2” X 41/2”, minimum 3 per door, heavy duty ball bearing type 
with tamper-resistant screws and non-removable pins.

(c)	Locks: Locks shall be detention dead bolt, heavy duty, mortised (MOGUL 
Key on One Side) mechanical with ADA compliant lever handles; except 
where suicide resistance is warranted, a substitute cone-shape handle 
may be used. Locks with interchangeable cores are acceptable (obtain 
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approval from COTR and Using Agency). It must deadlock in both locked 
and unlocked positions.

(d)	Door Pull: Raised pull on outside of door. Pushplate not required on inside 
face.

(e)	Door Stops/Wall Bumpers: Dome type 13/8” high or as required to meet 
applicable conditions.

(f)	 Door Closers: No closers or self-closing hinges on hold rooms. Closers 
are required on doors to a secure perimeter.

(g)	Additional information about specifications for Electro-Mechanical Locks 
can be found in the following UL Listings: UL1034 listed as Burglary-
Resistant Mechanisms, and UL10B listed as Fire Door Accessories.

I.	 Fraudulent Document Analysis Room (Port of Entry only); Alien Baggage Storage; 
and Joint Automated Booking System/Identification Room:

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware J, if door swings outward.

(g)	Install Door Hardware K.

J.	 Alien Documentation, Identification & Telecommunications Room (ADIT) (Port of 
Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 
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2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually NOT under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware J, if door swings outward.

(g)	Install Door Hardware K.

K.	 Seizure Processing Area (Port of Entry only)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Tamperproof with high security deadlock and no master key. Provide card 
reader/keypad to track users, but not as a substitute for a deadlock. The 
card reader shall be integrated to the locking mechanism. One shouldn’t 
work without the other. Appropriately authorized card and key should be 
necessary for access. The door must be fitted with a UL-437 approved 
high security locking cylinder deadbolt lock (or equivalent). The keying 
must be different from all other keys and must be keyed off a master key.

L.	 General Storage/File Room

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, 40-42” wide and hung in hollow 
metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware D.
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(d)	Install Door Hardware J, if door swings outward.

(e)	Install Door Hardware K.

M.	Secure Storage Room

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾ inches thick, 40-42” wide and hung in hollow 
metal frames. 

(b)	Hinges and frame should be appropriate for door. Door may require 
shoring.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually, NOT under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware J, if door swings outward.

(f)	 Install Door Hardware K.

N.	 Temporary Seized Property Storage Vault (Evidence Storage)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal, 
1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Lockset G.

(d)	Install Door Hardware J.

(e)	Provide Access Control/Card Reader
NOTE: A card reader/keypad will be utilized to augment the deadbolt lock. During non-working hours, the 
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deadbolt lock will be engaged.

O.	 CBP Chief Officer’s Office (OIC); Supervisor’s Office; Secondary Supervisor’s Office

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾ inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset B.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

P.	 Anti-Terrorism Contraband Enforcement Team (AT-CET) Office; Passenger Analysis 
Unit (PAU)/Intelligence Office

(a)	Material:

●● Doors must be constructed of 12-gauge steel clad hollow core metal 
or of single solid core wood, 1¾ inches thick, and hung in hollow metal 
frames.

(b)	Hardware:

●● Install Lockset D.

●● Install Cylinder A, keyed individually under a CBP master.

●● Install Door Hardware B.

●● Install Door Hardware D.

●● Install Door Hardware E.

●● Install Door Hardware K.

Q.	 Weapons and Ammunition Storage

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal 
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1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset J (recommended)

(b)	Install Lockset G.

(c)	Install Cylinder A, keyed individually NOT under a CBP master.

(d)	Install Lockset D.

(e)	Installation of one of the following types of Door Hardware may be 
recommended: F, J, K, B, or E 

(f)	 An access control device or system will be utilized to track users. A card 
reader/keypad will be utilized to augment the deadbolt lock. During non-
working hours, the deadbolt lock will be engaged.

R.	 General Office

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 

2.	 Hardware:

(a)	When entered from processing area, floor, or non-sterile side of terminal:

●● Install Lockset D.

●● Install Cylinder A, keyed individually under a CBP master.

●● Install Door Hardware B or D.

●● Install Door Hardware J, if door swings outward.

●● Install Door Hardware K.

●● Provide access control/card reader.

(b)	When entered from a secure corridor:

●● Install Lockset B.

●● Install Cylinder A, keyed individually under a CBP master.

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

146 of 308

●● Install Door Hardware D.

●● Install Door Hardware K.

S.	 Cashier’s Office

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually NOT under a CBP master.

(c)	Install Door Hardware B or D.

(d)	Install Door Hardware J, if door swings outward.

(e)	Install Door Hardware K.

(f)	 Provide access control/card reader.

T.	 Break Room; Male & Female Staff Toilets/Showers/Locker Rooms; Document/Copy/
Shredder/Fax Room;

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.  

2.	 Hardware:

(a)	Install Lockset B.

(b)	Install Cylinder A, keyed like toilet rooms and physical training room under a 
CBP master.

(c)	Install Door Hardware D.

(d)	Install Door Hardware K.

U.	 Conference/Muster/Training Room

1.	 Material:
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(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.  

2.	 Hardware:

(a)	Install Lockset A.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Install Door Hardware K.

V.	 Canine Unit Office with General Storage

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware B.

(d)	Install Door Hardware D.

(e)	Install Door Hardware E.

(f)	 Provide access control/card reader.

W.	CBP Agricultural Laboratory & Disposal Room

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Door Hardware K
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X.	 Emergency Generator Room

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

●● Install Lockset D.

●● Install Cylinder A, keyed individually under a CBP master.

●● Install Door Hardware C.

●● Install Door Hardware D.

●● Install Door Hardware J, if door swings outward.

●● Install Door Hardware K.

Y.	 Local Area Network/Telephone Communications Room; Communications Room 
(Radio)

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually NOT under a CBP master.

(c)	Install Door Hardware D.

(d)	Install Door Hardware J, if door swings outward.

(e)	Install Door Hardware K.

(f)	 An access control device or system will be utilized to track users. A card 
reader/keypad will be utilized to augment the deadbolt lock. During non-
working hours, the deadbolt lock will be engaged.

Z.	 Mechanical Room

1.	 Material:
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(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames. 
Provide double doors, as required. 

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware C.

(d)	Install Door Hardware D.

(e)	Install Door Hardware J, if door swings outward.

(f)	 Install Door Hardware K.

AA.	 Electrical Closet

1.	 Material:

(a)	Doors must be constructed of 12-gauge steel clad hollow core metal or of 
single solid core wood, 1¾-inches thick, and hung in hollow metal frames.

2.	 Hardware:

(a)	Install Lockset D.

(b)	Install Cylinder A, keyed individually under a CBP master.

(c)	Install Door Hardware D.

(d)	Install Door Hardware J, if door swings outward.

(e)	Install Door Hardware K.

III.	 Vault Doors

A.	 Armory vault doors and security vault doors are both manufactured according to 
Federal Specification AA-D-600 Door, Vault, and Security.  The difference between 
the two doors is that armory vault doors, used to protect AA&E, are fitted with UL 
Standard 768, Group 1, mechanical combination locks. Security vault doors, used to 
protect classified information, are fitted with locks meeting Federal Specification FF-
L-2740 (with Amendment 1), Locks, Combination. The armory vault door label (silver 
with red letters) states that it is a “GSA Approved Armory Vault Door.” The security 
vault door label reads “GSA Approved Security Vault Door” (label also silver with red 
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letters).

B.	 At present, there are numerous GSA approved Class 5 security vault doors being 
used for the protection of weapons.  We strongly recommend that locks be changed 
out to the UL Standard 768, Group 1, mechanical combination lock, when and if a 
failure occurs with an X-07, X-08 or X-09 lock.  When that change is made it must be 
noted on the Optional Form 89 (Maintenance Record for Security Containers/Vault 
Doors).  It should also be noted on the front of the armory door that is not authorized 
for the protection of classified information.

C.	 For further information on vault doors refer to Chapter 8.7 and Federal Qualified 
Products List QPL-AA-D-600-8.

IV.	 Door Hardware Descriptions 

Door Hardware A: Astragal 

Hardware A1

A metal molding attached to the face of the active leaf 
of a pair of doors and overlapping the inactive leaf. See 
Figure A1.

(CBP Policy:  Astragals must be installed on all double 
doors leading into CBP space)

Door Hardware B: Automatic Door Bottom 

Hardware B1

A movable plunger, in the form of a horizontal 
bar (B1) at the bottom of a door, which drops 
automatically when the door is closed; when 
closed, a horizontal protruding operating rod 
(B2) strikes the door jamb, thereby actuating the 
plunger, sealing the threshold (B3) and reducing 
noise transmission. This device is also known as 
an automatic threshold closer
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Hardware B2

Hardware B3

Door Hardware C: Door Coordinator

Hardware C1

A door coordinator is used 
on double doors when 
the inactive door needs 
to close earlier than the 
active door. This prevents 
the active door from 
closing before the inactive 
door thus preventing an 
unsecured situation. Hardware C2

Door Hardware D: Door Stop

Hardware D

A rubber-tipped projection attached to a wall 
or floor to protect it from the impact of an 
opening door.

Door Hardware E: Door Threshold (Saddle)
 A horizontal piece of metal that forms the bottom of a doorway and provides a visual and 
mechanical transition between the bottom of the door and the floor.
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Hardware E1
Hardware E2

Door Hardware F: Electric Strike

Hardware F

A strike used with a lock and designed to be actuated by 
a remotely controlled electromagnet to permit the door 
to be opened without retracting the latch.

(CBP Policy:  All electric door strikes must be 24 Volts 
AC and be centrally powered from a Communications 
closet.)

Hes-1006

Door Hardware F-1: Electric Strike for Deadbolt Lock Doors 
An electric strike must be utilized that can accommodate a mortise lock having up to 
a ¾ inch throw latch bolt with a 1-inch deadbolt where the strike does not release the 
deadbolt.   The strike must be tamper resistant, will be of heavy duty stainless steel 
construction, and must have a horizontally adjustable keeper or other horizontal adjustment 
to allow for door and frame misalignment.  The strike must be Fail Secure.
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Door Hardware F-2: Electric Strike for Non-Deadbolt Lock Doors
An electric strike must be utilized that can accommodate a non-deadbolt lock, e.g., bored 
lock, mortise lock, or mortise exit device having up to a ¾-inch throw latch bolt. The 
strike must be tamper resistant, be of heavy duty stainless steel construction, and have a 
horizontally adjustable keeper to allow for door and frame misalignment.  The strike must be 
Fail Secure.

Door Hardware G: Balanced Magnetic Alarm Switch (BMS)

Hardware G

A two-part sensor that generates an alarm condition when a 
change in the magnetic field between the parts is detected. A 
BMS is usually mounted on a door and door frame to detect 
opening of the door. The application of this type of door alarm 
is utilized due to its application of two magnetic poles rather 
than one on standard alarm systems. This reduces the risk of 
alarm switch compromise.
The BMS must meet UL 637 (Level II) requirements.
(CBP Policy: A BMS must be installed on each perimeter 
door to detect the opening/closing of the door.)

Door Hardware H: Flush Bolt 

Hardware H1 Hardware H2

A bolt that is mortised into the 
edge of a door that will lock either 
or both the top and bottom of the 
door
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Door Hardware I: Latch Protector 

Figure I1
Figure I2 Figure I3

A device fastened to 
the door or frame that 
prevents access to 
the latch/deadbolt and 
cannot be pried or forced 
back.

(CBP Policy:  Latch 
Protectors must be 
installed on all out 
swinging doors)

Door Hardware J: Non-Removable Hinges (NRPs)

Hardware J

A hinge equipped with a set screw in the barrel that is only 
accessible when the door is swung open. Must be installed to 
door frame with stainless steel screws at least 3 inches long.

(CBP Policy: NRP Hinges must be installed on all perimeter and 
out swinging doors)

Door Hardware K: Pneumatic Door Closer - Commercial Grade

Hardware K

A device that automatically controls the closing or 
positioning of a door.

(CBP Policy:  Automatic Door Closers must be 
installed on all perimeter doors and card reader 
doors.)
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Door Hardware L: Anti-Pry Strip

Hardware L

A strip of 7-gauge steel, a minimum of 1¾-inches-wide that is 
installed on the outside of the door on the lock side. Used to 
prevent the door from being pried open.

(CBP Policy: All perimeter doors are required to have anti-pry 
strips installed.)

Cylinder A: UL 437 Compliant

Cylinder A

All CBP lock cylinders must be of a high security, pick resistant design with angled key cuts, 
rotating tumblers, keyway side bitting, and a slider mechanism.  The cylinders must be 
Underwriters Laboratories (UL) listed under UL437 and certified under American National 
Standards Institute (ANSI)/Builder’s Hardware Manufacturer’s Association (BHMA) certification 
A156.30, Levels MIAM and ANSI/BHMA A156.5, Grade 1.

All cylinders must incorporate three locking elements: a slider mechanism, a sidebar 
mechanism with tumbler rotation, and a pin tumbler elevation.  All cylinders must be 
constructed of solid brass with hardened steel inserts.  The lock tumblers must combine a 
dual-axis action with one axis utilized for pin tumbler rotation and the other axis utilized for 
positioning key cuts. Randomly selected tumbler pins must incorporate a hardened steel insert.  
The cylinders must be capable of being immediately re-keyed to a new combination or a new 
system. 

Interchangeable cores should be used to facilitate this process. A suitable number of spare 
cores should be maintained to facilitate lock changes in the event of a lost or stolen master 
key.

The manufacturer must have the capability of establishing a key system with a minimum 
of six angle cuts in six possible pin positions with the capability of two distinct positions of 
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cut per pin chamber, if required by the parameters of the system.  The manufacturer must 
have the capability of producing a keying system in either of two distinct and different keying 
specifications and pinning specifications.  The system must be capable of incorporating a key, 
with each being capable of more than one bitting per position to expand master keying and key 
changes. The key must also incorporate the capacity to include twelve possible side bittings 
along the key blade located on two different planes or surfaces of the key.  The system must 
also have the capability to provide a single master key with over 1 million (1,000,000) usable, 
non-interchangeable change keys in a single keyway.  The key thickness must be no less than 
one hundred, twenty-five thousandths (.125″) and must be made from a nickel silver alloy.  
Each key must be custom coined for tracking and identification purposes.

The locking system must be deemed proprietary information shared only among authorized 
U.S. Customs and Border Protection (CBP) entities and the manufacturer.  Security Specialists 
assigned to the Office of Internal Affairs, Security Management Division (IA/SMD) and 
employees serving as Collateral Security Liaison’s for IA/SMD, will have the authority to 
request additional pinning materials and duplicate keys.
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V.	 Locksets

Lockset A: Commercial Grade 1 - Mortise Lever Lockset - Classroom Function

Lockset A

- For Doors 1 3/4” Minimum (1 1/4” armor front) 
- For Doors 1 3/8” Minimum (1” armor front) 
Latch Bolt By Key outside and lever either side unless 
outside lever is locked by key outside 
Auxiliary latch deadlocks latch bolt 
(CBP Policy:  This lock is not permitted on perimeter doors 
or doors equipped with a card reader and electric strike.)

Lockset B: Commercial Grade 1 - Mortise Lever Lockset with Thumb Turn

Entrance Function 

Lockset B

- For Doors 1 3/4” Minimum (1 1/4” armor front) 
 - For Doors 1 3/8” Minimum (1” armor front) 
 
Latch Bolt By Key Outside and lever either side unless 
outside lever is locked by toggle action stop 
Deadbolt by key outside and turn piece inside 
Turning inside lever retracts latch and deadbolt 
simultaneously 
Outside lever remains locked.  

(CBP Policy:  This lock is not permitted on perimeter doors 
or doors equipped with a card reader and electric strike.)
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Mortise Lockset: Details
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Lockset C: Commercial Grade 1 - Cylindrical Lever Lockset - Storeroom Function

Lockset C1

A lockset where the outside lever is always fixed, (i.e., locked) and 
the inside lever is always unlocked.  Entrance is permitted by key 
only. 

 

Lockset D: Commercial Grade 1 – 
Mortise High Security Lever Lockset with Deadbolt - Storeroom Function

Lockset D1	 Lockset D2

A lockset where the latch bolt has a 
minimum ¾-inch throw that is retracted 
by a key outside or by a lever inside and 
the outside lever is always fixed (i.e., 
locked). The deadbolt must have a 1-inch 
minimum throw which can only be thrown 
or retracted by a key outside or a thumb 
turn inside.  By turning the inside lever, it 
simultaneously retracts both the deadbolt 
and latch bolt.  Auxiliary latch deadlocks 
latch the bolt when the door is closed

FOR PERIMETER DOORS 
TRANSFORMATION INSTRUCTIONS 
(BELOW) MUST BE STRICTLY 
OBSERVED FOR LOCKSET D.

DO NOT INSTALL THUMBTURN UNIT 
ON INSIDE OF LOCKSET D SO THAT 
THE Deadbolt CAN ONLY BE THROWN 
OR RETRACTED BY THE KEY 
OUTSIDE.

 
Lockset E: Commercial Grade 1 -  
Mortise High Security Institutional Deadbolt Lever Lock (i.e., Double Cylinder Lock)

Lockset E1

Lockset E2
A lock where a deadbolt is installed on both 
sides of the door and must have a minimum 
1-inch throw that is retracted by a key 
outside or inside
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Lockset F: Commercial Grade 1 - Deadbolt/Dead Latch 

Lockset F

A lockset where the outside handle is stationary.  The hook 
shaped deadbolt is thrown or retracted by a 360-degree turn of 
the key.  Turning the key 120-degrees further retracts the latch 
bolt.

Lockset G: CDX-09 High Security Electromechanical Lock

A self-powered, tamper resistant lock where the bolt is retracted by dialing a combination.  
The lock has audit trail capability and a limited view LCD display with indicator arrows.

5340-01-498-2759  CDX-09 Combination Deadbolt Lock For Pedestrian Doors With A Non-
Drill Resistant Mounting Plate. 
 
5340-01-498-2760   CDX-09 Combination Deadbolt Lock For Pedestrian Doors With a Drill-
Resistant Mounting Plate. 

CDX-09 must meet FF-L-2890.

 
Lockset H: High Security Exit Device with Deadbolt
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Lockset H

An exit device which may legally be installed on a fire door.  
It is distinguishable from other exit devices for the following 
reasons: (1) it is labeled for both fire and panic and (2) it has 
no means of locking the deadbolt and latch in a retracted 
position.

(CBP policy:  This device must be installed on all CBP doors 
designated as perimeter emergency exits.  The device must 
accept a large format interchangeable core (LFIC) for key 
override purpose.)

Lockset I: Panic Exit Device 

Lockset “I”

An exit device which may legally be installed on a fire 
door.  It is distinguishable from other exit devices for 
the following reasons: (1) it is labeled for both fire and 
panic and (2) it has no means of locking the latch in a 
retracted position.

(CBP policy:  This device must be installed on all 
CBP doors designated as interior emergency exits.)

Audible alarm requires key reset.

Lockset J: UL Group 1, Mechanical Combination Lock

Lockset J

A mechanical combination lock able 
to withstand 20 man-hours of expert 
manipulation as well as other specifications 
listed in UL 768.
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VI.	 Additional Information

Figure 1: Perimeter Door Hinge Side Protection – Medium-Severity Threat
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Figure 2: Perimeter Door, Medium-Security Hinge-Side Protection
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Figure 3: Perimeter Door Anti-Pry Strips for Medium-Security Applications
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Figure 4: Hinge Side Protection Plan for Using a Pin-in-Socket Technique

VII.	 References

●● MIL-HDBK-1013/1A, Design Guidelines for Physical Security of 
Facilities

●● Land Port of Entry Design Guide

●● Customs and Border Protection Lock Hardware Requirements for all 
Ports of Entry

●● AA-D-600D, Door, Vault, Security (with Amendment 1)

●● FF-L-2740A, Locks, Combination (with Amendment 1)
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Appendix 7.7: Windows

AppWindows
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I.	 General

A.	 Glazing Design

B.	 A necessary phase in designing glazing systems is developing the design criteria to 
describe what will happen when a bomb detonates near the structure. In this phase, 
it is important to define:

C.	 Performance goals to establish how the glazing will perform include:

1.	 Expected range of threats to establish the blast loading requirements.

2.	 Amount of damage allowed ensuring that he performance goals are met.

D.	 The design criteria will help establish a common basis of communication between 
security professionals and design engineers. Building functionality and various levels 
of performance for glazing systems are defined below:

1.	 Collapse Possible – Buildings designed for no protection against an explosive 
threat. Standard glazing and frame systems will be completely destroyed at this 
performance level.

2.	 Non-Repairable – Buildings designed for minimal protection against an explosive 
threat. The building will be heavily damaged but will not undergo “progressive 
collapse,” which has a dramatic impact on loss of life. This design allows for full 
disruption of the building functions and a high probability that the building will 
not be repairable. Standard glazing and frame systems will most likely fail at this 
performance level.

3.	 Extended Disruption – Repairable. Buildings designed for moderate protection 
against an explosive threat. The building will be damaged, but damage will be 
controlled and limited. The building will be out of service for an extended time 
(months to years) but probably will be repairable. All glazing systems will fail but 
fragments will be retained. Some frame failure will also occur at this performance 
level.

4.	 Repairable – Buildings designed for a high level of protection against an 
explosive threat. The building will be damaged but damage will be controlled 
and limited so that the building will be repairable in a matter of weeks to a few 
months. Most of the glazing systems will fail, but will remain anchored to the 
frame and wall.

5.	 Quickly Repairable – Buildings designed for a very high level of protection 
against an explosive threat. The damage will be very limited. Most functions will 
be restored in a brief time and the building will be fully operational in a matter of 
weeks. Some glazing systems will fail, but all will remain in place and resist the 
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effects of the design basis threat.

6.	 Essentially Operable – Buildings designed for maximum protection against 
an explosive threat. The damage will be of a superficial nature. All functions 
operable without significant interruption. Glazing systems are designed to 
withstand the applied pressures without failure.

E.	 Design Threats. For the above performance categories there may be a range of 
possible threats. The threats are defined below.

1.	 Maximum Event. The largest explosive threat expressed as a net equivalent TNT 
hemispherical charge at a specified standoff distance.

2.	 Controlling Event. An explosive threat source, expressed as a net equivalent TNT 
hemispherical charge at a standoff distance and location, which produces the 
most damage to the target. The controlling event may not be the largest event 
but is a function of explosive size, standoff distance, and location which produces 
the most damage.

3.	 Design Events. A combination of explosive threats, expressed as net equivalent 
TNT hemispherical charge at a separation distance, which comprise a range of 
possible attack scenarios. This includes a variety of events of different sizes and 
locations.

F.	 Based on the desired performance goals and threat, a structural engineer can 
define a set of response limits for the structure. Designing for operable/repairable 
construction can be very difficult and costly. Construction required protecting against 
a large explosive threat at close range would take the form of fully blast-hardened, 
bunker-type construction.

G.	 Placement of the explosive is another major concern and all possible locations must 
be considered to find the critical location that produces the greatest damage to the 
structure.

II.	 Glazing Material Characteristics

A.	 Glazing design is applicable to three performance levels: repairable, quickly 
repairable, and essentially operable.

B.	 Glazing failure is a complex function dependent not only on the pressure-time 
loading but the glazing thickness, size, shape, type, and age. Flaws in the glazing 
material will cause the glazing to respond in an unpredictable manner, requiring the 
use of experiential procedures for glazing design.

C.	 There are three types of glazing cross sections: monolithic, laminated, and insulated.
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1.	 Monolithic cross sections consist of a single piece of glass or polycarbonate. 

2.	 Laminated cross sections consist of two or more plies of material bonded 
together with a tough interlayer material.

3.	 Insulated cross sections consist of two or more sheets separated by a sealed 
airspace.

D.	 Monolithic glass cross sections (not including polycarbonate) are very vulnerable to 
blast loads. Once the glass fails, there is nothing to keep the broken fragments from 
injuring personnel both inside and outside the structure.

1.	 The various types of materials available for use as monolithic glazing are:

(a)	Annealed glass

(b)	Heat strengthened glass

(c)	Thermally tempered glass

(d)	Chemically treated glass

(e)	Wire-reinforced glass

(f)	 Polycarbonate

(g)	Acrylic

2.	 Annealed Glass:

(a)	Annealed glass is the most common form of glass available. Depending 
on manufacturing techniques, it is also known as plate, float, or sheet 
glass. During the manufacturing process, annealed glass is cooled slowly 
without tight controls. This process yields a product that has very little 
residual compressive surface stress and large variations in strength. When 
compared to tempered glass, annealed glass has relatively low bending 
strength.

(b)	Upon failure, annealed glass fractures into razor-sharp, dagger-shaped 
fragments. One-quarter inch annealed glass typically fails at 0.2-psi 
overpressure. Annealed glass should conform to American Society of 
Testing Materials (ASTM) Standard C1036.

3.	 Heat Strengthened Glass:

(a)	Heat-strengthened, heat-treated, or semi-tempered glass exhibits neither 
the higher tensile strength nor the small cube-shaped fracture pattern 
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associated with thermally tempered glass. The cooling process of heat 
strengthened glass is controlled more tightly than annealed glass, but less 
than thermally tempered glass. These results in large variations in the 
strength of heat strengthened glass as precompression levels vary. Heat 
strengthened glass is recommended for use in fire and environmental 
protection applications.

(b)	One-quarter inch heat strengthened glass typically fails at 0.4-psi 
overpressure. Heat strengthened glass should conform to ASTM C1048, 
Type HS.

4.	 Thermally Tempered Glass:

(a)	Thermally Tempered Glass (TTG) is the most readily available tempered 
glass on the market. It is manufactured from annealed glass (float, 
polished, or plate) by heating to a high, uniform temperature and then 
applying controlled, rapid cooling.

(b)	Thermally tempered glass is typically four to five times stronger than 
annealed glass.

(c)	Only tempered glass meeting the minimum fragment specifications of 
American National Standards Institute (ANSI) Z97.1-1984, American 
National Standard for Safety Glazing Materials Used in Buildings - Safety 
Performance Specifications and Methods of Test, or certified by the Safety 
Glazing Council (SGC), should be used.

(d)	The fracture characteristics of tempered glass are superior to those of 
annealed glass.

(e)	Due to the high strain energy stored by the prestressing, tempered glass 
will eventually fracture into small cube-shaped fragments instead of the 
razor-sharp, dagger-shaped fragments associated with the fracture pattern 
of annealed glass. However, even if the tempered glass breaks up initially 
into small fragments, high blast overpressures can propel these fragments 
at velocities high enough to constitute a severe hazard to personnel. One-
quarter inch tempered glass typically fails at 0.8-psi overpressure.

5.	 Chemically Treated Glass:

(a)	Glass can be tempered chemically using a bath process; however, the 
fracture pattern resembles that of annealed glass. Most commercially 
available, chemically tempered glass for architectural purposes is 
manufactured from a soda-lime base. A common problem is surface flaws. 
The resulting stress will often induce premature failure. One-quarter inch 
chemically treated glass typically fails at 0.2-psi overpressure.
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6.	 Wire-Reinforced Glass:

(a)	Wire-reinforced glass is a common glazing material. It consists of 
annealed glass with an embedded layer of wire mesh. Its primary use is 
as a fire resistant barrier. Wire-reinforced glass has the fracture and low 
strength characteristics of annealed glass and, although the wire binds 
some fragments, it still ejects a considerable amount of sharp glass and 
metal fragments. One-quarter-inch wire-reinforced glass typically fails at 
0.2-psi overpressure.

7.	 Polycarbonate:

(a)	Thermoplastic polycarbonates are suitable for glazing systems 
designed to resist the effects of an explosion. Polycarbonate is available 
monolithically in thicknesses up to 1/2 inch. It can be fused together 
to obtain any thickness needed. In the 1/2-inch range of thickness, 
polycarbonate is twice as expensive as TTG glass but a third of the 
weight. Other than cost, polycarbonate’s main disadvantage is that it is 
subjected to greater environmental degradation than glass, especially the 
effects of abrasion and degradation from ultraviolet radiation exposure.

(b)	Chemical coatings are available to protect polycarbonates from both 
abrasion and ultraviolet radiation. All exposed polycarbonates should 
have one of these surface coatings. With these coatings, a service life 
expectancy of 10 years or longer on externally exposed polycarbonate can 
be expected.

(c)	Polycarbonate is subject to high heat damage and tends to soften. 
Polycarbonate will burn when a flame is held to it; however, it will tend to 
extinguish when the flame is removed.

(d)	Rated as a class CC-1 material, it is much less combustible than acrylic 
plastic.

(e)	Local building codes should be consulted before polycarbonate is 
specified. Since polycarbonate can be difficult to break, local fire codes 
may require a percentage of polycarbonate glazing to pop out for 
emergency egress and venting.

(f)	 Polycarbonate failure points are dependent on the thickness of the cross 
section. Having an adequate frame bite of 1 inch or more and allowing 
for expansion of the material are key factors in achieving satisfactory 
performance. 
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8.	 Laminated Cross Sections:

(a)	Combining interlayer bonding materials with plies of glass, polycarbonate, 
or both, produces cross sections that perform well against blast loading. 
Laminated cross sections can include the following materials and 
combinations:

●● Interlayer materials

●● Thermally tempered laminated glass

●● Laminated and fused polycarbonate

●● Glass-clad polycarbonate

●● Glass-clad ionomer

E.	 Interlayer Materials

1.	 Compatibility issues and cost drive selection of interlayer material. Consideration 
must be given to incompatibilities when bonding no homogeneous materials. As 
a consequence, only Plasticized Polyvinyl Butyral (PVB) and Aliphatic Urethane 
are used for the lamination of security glazing.

2.	 PVB is used universally by the glazing industry for laminating glass products 
together.

3.	 PVB is the most cost-effective interlayer material available. There are three 
grades available: architectural, aircraft, and automotive. Architectural grade 
PVB is the most widely used. Aircraft grade PVB is approximately twice as stiff 
as the architectural grade but costs about four times more. Automotive grade 
is the same cost and thickness as architectural grade PVB. The environmental 
durability of PVB is a known and proven quantity. Long-term use in automotive 
and aerospace industries indicates that few, if any, problems of environmental 
degradation will be encountered.

4.	 Polyether urethane interlayer material can also be used to laminate glass or 
polycarbonate materials. Urethane material has better viscoelastic (remain 
flexible) behavior at low temperatures than PVB material. Currently, there are 
only two interlayer materials that are compatible with polycarbonate for use in 
the lamination process. These materials are urethane and Copal_ (available only 
with General Electric polycarbonate glazing laminates). Polyether urethane is the 
only type of interlayer material that is commercially available to all laminators for 
laminating polycarbonate.
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F.	 Thermally Tempered Glass (TTG)

1.	 TTG laminates use PVB or urethane for lamination.

2.	 Frame compatibility and light transmissibility establish a laminated glass 
thickness of 2.5 inches as a practical upper bound. However, if special 
circumstances warrant, thicknesses up to 5 inches are available.

3.	 When subjected to blast overpressure, laminated TTG will exhibit strength and 
behavior between that of a set of stacked glass sheets and a monolithic sheet, 
depending on temperature and duration of load. Both the Government and 
private industry use design strength of a PVB glass laminate at 75 percent that of 
a monolithic plate of the same thickness. For this load condition, the laminate is 
at ambient temperature.

4.	 A laminated, blast resistant glazing cross section offers a significant fragment 
retention advantage over monolithic glass. If glass failure does occur (which 
could happen if blast loads exceed the initial design), the interlayer material will 
retain most of the glass fragments. If catastrophic failure occurs from excessive 
blast overpressure, increased fragment retention can be obtained by installing a 
catch bar or fragmentation curtains on the interior of the glazing system.

G.	 Laminated and Fused Polycarbonate

1.	 Thickness of polycarbonate glazing exceeding 1/2 inch can be achieved 
by lamination or fusion (melting together). Whenever large thicknesses of 
polycarbonate are anticipated, a design review should be considered to 
determine if the frame and building will accept the design.

2.	 Polycarbonate is a moderate temperature insulator, and a large temperature 
differential can lead to delamination of a laminate or stress hardening of the 
monolithic material. This results in a phenomenon known as crazing or small 
cracks on the surface. Polycarbonate and urethane under blast overpressure 
loading are similar enough for a laminated cross section to be considered 
monolithic for design purposes.

H.	 Glass-Clad Polycarbonate (GCP)

1.	 Glass-clad polycarbonates are primarily designed to protect against forced entry 
and ballistic attacks. If a glass-clad polycarbonate was intended to resist a bomb 
attack, a conservative approach would be to calculate the resistance for either 
the glass or polycarbonate material, but not a combination of both. There are two 
configurations for glass-clad polycarbonate glazing cross sections, symmetrical 
and asymmetrical. Symmetrical cross sections are more environmentally stable.

2.	 Environmental conditions are an important consideration for laminates 
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incorporating a polycarbonate core thickness greater than 5/8 inch. Because 
polycarbonate has a coefficient of expansion eight times that of glass, the 
interlayer material at the glass-polycarbonate interface must be thick enough to 
allow for movement. The de facto industry standard at the glass polycarbonate 
interface is 0.050 inch.

3.	 Aspect ratios (ratio of length to width) are an important consideration and must 
be kept as close to one as possible. Avoid designing glazing “ribbons” (long, 
narrow window openings) because they tend to create unbalanced stresses 
relative to the long and short sides of a glazing, which can pull the laminate apart.

I.	 Glass-Clad Ionomer

1.	 Glass-clad ionomer cross sections are produced only in a symmetrical 
arrangement. They are designed primarily for ballistic and forced entry 
resistance. There is little data available on the performance of glass-clad ionomer 
in resisting blast loads.

J.	 Other Materials

1.	 Materials such as glass block could be substituted for traditional windows. Glass 
block has a substantially higher resistance compared to conventional glass 
panes. In this manner the windows can be upgraded to strengths at or near 
conventional wall strengths. There is little data available on the performance of 
glass block in resisting blast loads.

K.	 Fragment Retention Film (FRF)

1.	 Thin plastic film that can be applied to standard annealed and tempered glass to 
retain fragments during an explosion, FRF is an injury mitigation measure and 
not intended to provide protection against the pressure effects of an explosion 
other than to reduce exposure to glass fragments. FRF is one of the most 
cost-effective methods for mitigating the effects of glass breakage in existing 
structures during an explosion. 

2.	 Select 10-mil film in a daylight (to the edge of frame) application regardless of 
loading conditions if fragment retention is the primary goal.

3.	 Install a catch bar or single side (top) mechanical anchoring system for all 
daylight applications.

4.	 For insulated (air-gap) glass installations and conditions where maximum 
retention of fragments is required, use a frame anchoring system (two-sided) for 
the film if existing frame conditions permit.

(a)	See Uses of Fragment Retention Film for greater detail.

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

182 of 308

III.	 Window Frames

A.	 Framing System

1.	 Window glazing frames provide a connection between the building envelope and 
the glazing material. This connection must be strong enough to transfer the edge 
load of the glazing into the building. A basic frame system consists of a main 
frame, sub frame, removable stop, fasteners, glazing tape, and sealant. More 
elaborate frame systems also include sub frames (see Figure 1).

Figure 1: Typical Frame Cross-Section

B.	 Main Frame

1.	 A main frame can be made from aluminum, aluminum with steel inserts, or steel. 
The frame must provide a system of drainage channels and flashing to allow 
water accumulation discharge to the exterior.

2.	 Operable frame designs, which allow the window to be opened, are not 
recommended for security applications where protection against explosive 
threats is a concern. The frame bite should be at least 1 inch or the minimum 
determined by the glazing manufacturer or design engineer. If the bite is 
sufficient to hold the glazing and resist the blast load, all pressure is transferred 
through the frame to the wall. This can be sizeable load acting on the wall, which 
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is additionally weakened by the presence of the opening. For high pressures, 
additional structural reinforcing around the window may be required.

C.	 Sub frame

1.	 A matching sub frame and outer frame are recommended to resist explosive 
effects. Sub frames are mounted in the concrete formwork prior to pouring 
concrete. Anchorage is embedded with studs welded directly to the building 
reinforcing steel. After pouring the walls, outer frames and glazing can be 
installed in the sub frames. A blast consultant is recommended for analyzing and 
designing the sub frame and anchorage system.

D.	 Removable Stop

1.	 The removable stop is a component of the frame that holds the glazing in place. 
The purpose of the removable stop is to allow installation of the glazing into the 
frame.

2.	 Better security integrity is achieved when the removable stop is on the interior 
side of the glazing. The removable stop must be capable of resisting the entire 
load collected by the glazing, both in positive inward loading and in negative 
rebound outward loading.

E.	 Glazing Tape and Sealant

1.	 Glazing tape and sealant provide a cushion between frame material and glazing 
to prevent glass breakage from thermal expansion, settling, and wind loads. 
Glazing tape and sealant support the glazing laterally. They set and maintain 
the face clearance between the frame bite and the glazing face. Setting blocks 
are used to establish and maintain the edge clearance of a glazing. The window 
seals should preclude the leakage of high blast pressures into the building.

2.	 A sealant provides resistance to environmental degradation effects around the 
edge of a glazing. Security laminates should be wet sealed with silicone sealant 
to obtain optimum performance in security applications. 

F.	 Frame Anchorage

1.	 Blast resistant window framing must be capable of resisting the load transferred 
from the glazing. This requirement translates to rigid frames and frame-to-wall 
interfaces and flatness of the frame and glazing assembly. If the frame system 
is skewed or out of plane, the glazing can develop unbalanced stresses when 
loaded and fail prematurely.

2.	 Aluminum frames with steel sub frames can be used for small blast loads less 
than 5 psi.
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(a)	 Above 5 psi, the entire frame system must be constructed from steel 
members.

3.	 Some frame designs for concrete construction use anchor bolts for a dual 
purpose. They serve to anchor the frame to the structure and as fasteners for 
the removable stop. Since a glazing must be removable without destroying the 
wall, careful consideration must be exercised when selecting the type of anchor 
bolt. Sleeved anchors and compression bolts, which cannot be reinstalled, are 
unacceptable.

G.	 Frame Design

1.	 The window frame must absorb the full load of the glazing pane (created by the 
blast pressure) for reliable performance. Unless this is done, frame deflections 
can induce higher tensile stresses in the glazing pane and reduce its ability 
to resist blast loading. Frame members must also resist the blast load directly 
applied on all exposed areas.

2.	 Selection and evaluation procedures for frames, anchorage, and walls are 
complex engineering processes and beyond the scope of this Guide. The 
assistance of a structural engineer with experience in blast overpressure analysis 
and design to carry out a comprehensive analysis of these components is highly 
recommended.

H.	 Security Glazing Installation Notes and Recommendations

1.	 All security glazing cross sections should be fixed to maximize their 
effectiveness.

2.	 Movable glazing that is open when a blast occurs can leave assets and 
personnel vulnerable to the forces resulting from the explosion. Acceptable 
glazing material for blast resistance in new construction includes laminated 
annealed glass, laminated thermally tempered glass, laminated chemically 
tempered glass, monolithic polycarbonate and air gap polycarbonate, and glass 
systems (polycarbonate laminates with glass on the outboard face separated by 
an air gap).

3.	 Annealed glass, monolithic thermally tempered glass, heat-treated (semi-
tempered) glass, wire-reinforced glass, soda-lime-based chemically tempered 
glass, and acrylic sheets are unacceptable glazing materials for new construction 
where explosive blast loading is a concern. Insulated or air gap glazing systems 
provide significant heat transfer benefits and associated cost savings. Typically, 
an air gap glazing can reduce the temperature gradient inside a structure by as 
much as 50 percent. This is an important consideration for security applications 
requiring larger thicknesses of polycarbonate, where thermal stresses can 
significantly reduce the life of a product.
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IV.	 Ballistic Threat Characteristics

A.	 A ballistic threat depends on caliber, type, shape and weight, impact velocity, angle 
of impact, muzzle energy, multiple versus single impact, and target range. The most 
probable threat is from pistol, rifle, submachine gun, shotgun, or automatic weapons 
fire.

1.	 Caliber – The caliber of a bullet refers to its diameter and is expressed in either 
decimals of an inch (caliber) or in millimeters. Typical examples include the 
0.303-caliber and 7.62-mm NATO Ball.

B.	 Bullet Characteristics

1.	 Bullet characteristics vary as follows:

(a)	Armor-Piercing (AP) - A bullet with a hardened metal core, a soft metal 
envelope, and a copper bullet jacket. When the AP bullet strikes armor, the 
envelope and jacket are stopped, but the armor-piercing core continues 
forward to penetrate the armor. The AP bullet is characterized by high 
accuracy in flight and high velocity. 

●● If AP is considered a threat, windows should be eliminated since they 
cannot cost-effectively defeat this threat.

(b)	Ball - A non-armor-piercing bullet having a lead or mild steel core.

(c)	Full Metal Jacket - A copper outer shell that encapsulates the core and 
increases accuracy and penetration characteristics.

C.	 Bullet Configurations

1.	 The different bullet designs are spire point (long, acutely pointed), round nose, 
flat point, full metal jacket (completely copper coated), hollow point, short jacket 
(copper coated at tip), cast bullet, and wad cutter. Ballistic performance during 
flight and on impact is sensitive to a projectile’s shape and construction (e.g., 
whether or not the bullet is jacketed; the length, thickness, and hardness of the 
jacketed material; the presence of a hollow nose, a cavity, and hollow base; and 
the hardness of the lead).

2.	 A pointed projectile will initiate fracture of the target. By comparison, a flat-nosed 
projectile would favor plugging of the target around the projectile as it advances 
into the target. A lighter bullet will slow down quickly on impact while a heavier 
bullet will penetrate further into the target. An AP-type bullet has a greater 
capacity to penetrate than the ball type because the AP bullet has a hardened 
steel core that resists deformation on impact.
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D.	 Oblique Attack Effect

1.	 Penetration resistance is affected by the angle at which a projectile strikes the 
target. A projectile impacting the surface at an angle approaching parallel to the 
surface must travel through more material to penetrate.

E.	 Projectile Energy

1.	 In security glazing, the initial impact layer must be hard to deform the projectile 
on initial impact. This allows the tough polycarbonate layer behind to “catch” the 
bullet before it penetrates the cross section.

F.	 Multiple Impacts

1.	 The effect of multiple hits depends on separation of the points of impact and the 
degree to which the glazing material is damaged by preceding impacts. Where 
a small area of dispersion of successive hits fall within the crater of the first 
projectile, the possibility of penetration increases.
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Table 1: Ballistic Tactic Threat Ballistic Severity Levels
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V.	 Threat Severity Levels

A.	 Low Threat Severity Level – The low threat severity level is ANSI/Underwriters 
Laboratories (UL) Level 1 described in ANSI/UL-752. This threat normally would be 
employed against facilities when the main objective of the attacker is to persuade 
someone to turn over items of high value, such as cash or drugs. 

B.	 Medium Threat Severity Level – The medium threat severity levels are ANSI/UL 
Levels 2 & 3 described in ANSI/UL-752. This threat normally would be employed 
when the attacker knows that ballistic resistant glazing is installed.

C.	 High Threat Severity Level –The high threat severity levels are ANSI/UL-752 
Levels 4, 5, and 6. This threat would normally be employed for sniper situations 
and conditions where 9-mm automatic weapons might be expected. ANSI/UL-752 
also describes the high severity threat level as a 12-gauge 437-grain rifled slug and 
double 0’s buckshot.

D.	 Very High Threat Severity Level – The very high threat severity level, 5 shots from a 
5.56 or 7.62 NATO Ball Military round, is described in ANSI/UL-752 as Levels 7 and 
8. This threat normally would be employed for locations where paramilitary attacks 
are expected.

VI.	 Design Of Ballistic Resistant Glazing

A.	 Ballistic Resistance

1.	 The term “ballistic resistance” denotes protection against complete penetration, 
passage of projectiles, or spallation (chip or splinter off the backside) of the 
protective material to the degree that injury would be caused to a person 
standing directly behind the bullet-resisting barrier. This definition is set forth 
in the ANSI/UL-752, “Standard for Bullet-Resisting Equipment.” The ANSI/UL 
definition of bullet-resisting glazing material specifies that there should be no 
penetration of the projectile. Fragments of the projectile or fragments should not 
penetrate the glazing assembly with sufficient force to embed into or damage 
1/8-inch-thick corrugated cardboard indicators placed a distance of 18 inches 
behind the protected side of the test sample.

B.	 Ballistic Resistant Glazing

1.	 Ballistic resistant glazing is composed of materials with the dual properties of 
being virtually transparent while having a resistance to penetration of small-arms 
projectiles and fragments. In general, ballistic glazing is a laminated composite 
of glass and elastomers. A potential disadvantage of glass is breakup on 
projectile impact and the subsequent shattering and formation of sharp, needle-
like splinters. Safety glass, which consists of two or more sheets of tempered 
glass bonded together by synthetic resin, produces cube-shaped pieces when 
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fractured that usually have rounded edges. The energy absorbing mechanics 
of polycarbonate materials offer an advantage over glass, which will spall on 
impact. Polycarbonate can often be used to reduce shatter. When combined 
with glass as a spall shield or a laminated glass/plastic configuration (with 
polycarbonate on the inside face), polycarbonate can inhibit the shattering of 
the glass by containing the glass particles. The suppression of spallation is a 
powerful method that can be used to increase the impact resistance of ballistic 
resistant glazing. A laminated and bonded composite cross section consisting 
of TTG and polycarbonate layers provides visual clarity and tested resistance to 
small-arms projectiles.

VII.	 Glazing Selection Strategies

A.	 Selection of security glazing systems for ballistic resistance can include several 
strategies either alone or in combination, including concealment of the asset, 
providing resistance to the anticipated threat using glazing systems, or using 
alternative ballistic resistant systems.

1.	 Concealment - The strategy for the low level of protection is concealment of 
assets by elimination of sight lines. Concealment provides a low-cost and 
effective solution. Concealment can be achieved by arranging windows or 
locating assets in visually inaccessible places and the using window-obscuring 
treatments such as reflective Mylar film, blinds, or draperies. Concealment can 
also be achieved through the use of standoff walls that shield the target from 
direct line-of-sight fire. Wall systems selected from Table 2 can be used for this 
purpose. The benefit of concealment is that aggressors usually will not fire at 
targets they can not see.

2.	 Resistance - Use bullet resistant windows for a high level of protection. Bullet 
resistant windows essentially constitute transparent armor. As for all attack 
resistant construction, the degree of protection provided by a bullet resistant 
window should equal that of the adjoining wall system.

3.	 Alternate Systems - Components such as bullet resistant window shutters can be 
combined with obscuring window treatments and used on conventional windows. 
This allows the building occupant to control the level of protection.

B.	 Design Considerations for Bullet Resistant Windows:

1.	 If bullet resistance is required for a window, select a manufactured unit or design 
an assembly using tested materials that are manufactured, marketed, and 
certified as ballistic resistant. The various materials available and issues that 
should be considered in selecting or designing a bullet resistant window are 
discussed below.
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(a)	Glazing Materials - Ballistic resistant glazing systems can provide 
protection for all threat severity levels, although glazing which resists 
armor-piercing rounds may not be available from all manufacturers. 
The most significant considerations for the glazing include cost; weight, 
thickness, and early replacement from environmental considerations or 
abuse. When selecting a security glazing system to defeat an identified 
threat, it is important to also consider the frame and surrounding wall 
systems.

(b)	Frames - Frames specified for ballistic resistant glazing systems must 
be capable of resisting the same ballistic threat as the glazing and 
surrounding wall system. Bullet resistant window frames are fabricated 
from various types and grades of aluminum, carbon steel, or stainless 
steel, and they are typically reinforced internally with armor-grade steel 
shapes. Aluminum is also used by some manufacturers to improve 
appearance or for corrosion resistance. Custom fabricated wood-clad or 
wood-trimmed assemblies may be available from some manufacturers 
when aesthetic concerns warrant the additional (and considerable) 
expense. The frame, sash, mullions (vertical member between window 
lites), and muntins, if used, must also be designed to resist the identified 
threat. 

●● Fixed windows may be fabricated of steel channels or angles to 
provide integral anchorage, but the steel must be specified as bullet 
resistant. Specify bullet resistant frame and sash material either by the 
tested threat severity level or by an actual material designation. Sills for 
exterior use should be designed to allow drainage. Coordinate window 
design with glazing manufacturers to ensure adequate size, bite, 
glazing bead, and sealant compatibility. Eliminate weak areas in the 
assembly such as visible connectors or hardware. Sashes and glazing 
stops should not be removable from the outside. Where possible, use 
fixed sashes to eliminate hinge and lock components. Mullions and 
muntins are rarely used in bullet resistant windows because to be 
effective, particularly against higher ballistics threats, the sections must 
be extremely heavy, which may detract from the window design.

●● Also, when the glazing is bullet resistant glass, it has a tendency to 
completely disintegrate when struck by bullets. For best performance, 
eliminate mullions and muntins and size lites in accordance with the 
manufacturer’s recommendations.

(c)	Anchorage - Methods of anchorage depends upon the type of window 
frame and the wall construction in which the window is anchored. Methods 
include masonry anchors, wood or steel stud anchors, silicone adhesives, 
gasket systems, and curtain wall glazing systems. Windows may also 
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be detailed into a wall system such that the wall provides an integral 
stop, although moisture entrapment is a concern with this approach. 
Manufacturers of window assemblies recommend anchorage methods 
that provide adequate support and protection for the window’s threat 
resistance.

(d)	Construction - Manufacturers use different thicknesses of glazing 
materials and vary the frame and sash details to meet the same threat 
levels. Because design details, structure to support the increased weight 
of bullet resistant materials, and anchorage requirements influence wall 
construction, consult at least three manufacturers for specific information 
on specific window designs to meet job-specific criteria. Detail the window 
installation accordingly and include governing characteristics in window 
specifications (such as the maximum weight of the window). Consider 
the weight of bullet resistant windows designed to meet a specific threat 
severity level when designing the surrounding wall structure.

(e)	Wall Systems - Wall systems described in Table 2 will provide equivalent 
penetration resistance at the threat severity levels listed. When selecting 
security glazing systems, it is important to consider the ability of the 
surrounding wall system to resist the same level of threat. If this factor 
is not considered, the value of an expensive glazing system could be 
substantially reduced.

Table 2: Minimum Thickness for Ballistic-Resistant Walls
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VIII.	 Typical Thicknesses For Ballistic Resistant Glazing

A.	 Tables 3, 4, 5 and 6 provide information on typical cross sections that would normally 
be required to resist specific threat levels. These tables should be used for reference 
and cost estimating purposes only. Any material must be independently tested to UL 
standards before use to ensure performance of the cross section at the desirable 
level.

Table 3: Typical Thickness for Low Threat Severity Level Ballistic-Resistant Glazing Cross Sections
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Table 4: Typical Thickness for Medium Threat Severity Level Ballistic-Resistant Glazing Cross-Section
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Table 5: Typical Thickness for High Threat Severity Level Ballistic-Resistant Glazing Cross-Section

Table 6: Typical Thickness for Very High Threat Severity Level Ballistic-Resistant Glazing Cross-Section

IX.	 Specifying Ballistic Glazing

A.	 Performance Specifications

1.	 Use performance-based specifications whenever possible. Include all relevant 
performance criteria such as ballistic resistance, thermal transmission, and sound 
transmission. Glazing should be specified for exterior or interior use, depending 
upon the specific application. Indicate which specific ballistics test standard and 
threat severity level must be met.Terminology

2.	 Specify “bullet-resistant glazing,” because specifying “bullet-resisting glass” 
precludes the use of plastics, composites, and multi-layer systems. Do not use 
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the term “bulletproof” as a performance requirement because no glazing systems 
are bulletproof.

B.	 Test Standards

1.	 Clearly describe the test or performance standard that must be met. Because 
most standards are subject to periodic revisions, the designer should obtain 
the most recent revision and develop specifications accordingly. Although using 
the threats listed in UL-752 is recommended, other design threats can also be 
specified. When non-standard ballistic threats are specified, include information 
on the:

(a)	Weapon

(b)	Bullet type

(c)	Velocity

(d)	Distance between the weapon and the test material

(e)	Number of shots required

(f)	 Interval between each shot

(g)	Temperature requirements of the sample

(h)	Angle at which the bullet is to strike the sample

(i)	 Failure criteria when using non-standard threats, it is recommended that 
an independent testing laboratory be required to test the window and 
that the manufacturer be required to submit certified test results to the 
designer.

C.	 Tested Windows

1.	 Specify windows tested to a recognized standard (such as UL-752) when 
possible. Not all test standards require complete testing of all window 
components. Some standards test only the glazing. Some do not designate 
where specific rounds are to be placed in the tests. Carefully review selected 
test standards before using them. Verify that the standard meets the design 
criteria required. If not, add additional testing or certification requirements to the 
specification.

2.	 If the costs of such job-specific testing are prohibitive or unwarranted, inform the 
facility user that only certain components will be certified as ballistic resistant.
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D.	 Installation

1.	 Indicate anchorage into surrounding construction and coordinate instructions for 
window installation with the manufacturer.

E.	 Markings

1.	 Some ballistics test standards require that each manufactured unit be 
permanently and legibly marked or labeled with the manufacturer’s name, 
date of manufacture, ballistics rating, strike face (if any), and exterior/interior 
application. Bullet resistant windows should be checked for required markings in 
the field prior to installation. Markings or labels may be omitted or installed to be 
visible only from the protected side, if required by specification, so the window’s 
resistance level will not be divulged. Consult the facility user for a preference as 
to whether or not marks or labels are required.

X.	 Window Systems Designed to Resist Forced Entry

A.	 Levels of Threat for Forced Entry

1.	 There are five threat levels normally associated with forced entry protection. Only 
three of these threat levels are appropriate for security glazing systems: very low, 
low, and medium. Moving from low to very high threat severity levels increases 
the required technical skill or sophistication level of the adversary.

2.	 Very Low Level Threat. Aggressor uses quiet methods of entry such as saws and 
hand drills, or a single blow to break the glass using rocks, etc.

3.	 Low Level Threat. Aggressor uses low-observable hand tools.

4.	 Medium Level Threat. Aggressor uses unlimited hand tools (high and low 
observable) and limited battery powered tools.

5.	 High Level Threat. Aggressor uses unlimited hand, power, and thermal tools. 
Glazing systems are not available to protect against this level of attack.

6.	 Very High Level Threat. Aggressor uses unlimited hand, power, and thermal 
tools, plus explosives. Glazing systems are not available to protect against this 
level of attack. While security glazing systems will provide some resistance to 
threat levels above medium, they are not recommended for these applications. 
Specifying windows to resist the high or very high threat severity levels is not 
possible because there are no glazing systems currently available that can 
cost-effectively resist the combination of power and thermal tools, and powerful 
explosive breaching charges associated with these threat levels.
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B.	 Selection of Glazing Systems for Forced Entry Protection 

1.	 To specify a security glazing cross section, first identify the forced entry threat 
severity level the window must resist (very low, low, or medium). As previously 
mentioned, there is currently no security glazing system available that will cost 
effectively withstand the high and very high threat levels.

2.	 Very Low Forced Entry Threat Severity Level

(a)	Install 10-mil fragment retention film (FRF) as described.

C.	 Low Forced Entry Threat Severity Level

1.	 Select a tested cross section from Table 7 that will provide protection against a 
low threat severity level. Ensure the wall system for the structure is at least equal 
to one of the wall cross sections listed in Table 8.

2.	 Specify the following minimum frame requirements:

(a)	Frame Thickness = 1/4-inch steel

(b)	Removable Stop Thickness = 3/16-inch steel

(c)	Bite Depth = 1-inch

(d)	Glazing Rabbet Depth = 1-1/4 inches

(e)	Width Between Frame Members = 42 inches

●● Specify a minimum 3/8-inch lag bolt with a 3-inch embedment into the 
structure surrounding the frame.

●● Lag bolt spacing must be a minimum of 9 inches from the frame corner 
to the first bolt on each side of the corner and a minimum of 18 inches 
on center between all other bolts.

●● Removable stop anchor bolts shall be 3/8-inch, shouldered at least two 
per side.

●● Spacing for stop anchor bolts will be a minimum of 9 inches from the 
frame corner to the first bolt on each side of the corner and a minimum 
of 18 inches on center between all other bolts.

D.	 Medium Forced Entry Threat Severity Level

1.	 Select a tested cross section from Table 9 that will provide protection against a 
low threat severity level. Ensure the wall system for the structure is at least equal 
to one of the wall cross sections listed in Table 10.
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2.	 Specify the following minimum frame requirements:

(a)	Frame Thickness = 1/4-inch steel

(b)	Removable Stop Thickness = 3/16-inch steel

(c)	Bite Depth = 1 inch

(d)	Glazing Rabbet Depth = 1-1/4 inches 

(e)	Width Between Frame Members = 42 inches

●● Specify either a 1/2-inch, one-piece expansion sleeve with a 3-inch 
embedment into the structure surrounding the frame; or a 3/8-inch 
taper bolt with a 3-inch embedment into the structure surrounding the 
frame.

●● Bolt spacing must be a minimum of 6 inches from the frame corner to 
the first bolt on each side of the corner and a minimum of 12 inches on 
center between all other bolts.

●● Removable stop anchor bolts shall be 3/8-inch, shouldered at least two 
per side. 

●● Spacing for stop anchor bolts will be a minimum of 9 inches from the 
frame corner to the first bolt on each side of the corner and a minimum 
of 18 inches on center between all other bolts.

Table 7: Minimum Glazing Requirements for Low Threat Severity Level
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Table 8: Minimum Wall Thickness for Low Threat Severity Level

Table 9: Minimum Glazing Requirements for Medium Threat Severity Level
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Table 10: Minimum Wall Thickness for Medium Threat Severity Level

XI.	 Installation of Security Glazing Systems for Forced Entry

A.	 Frames, Sash, Mullions, and Muntins

1.	 Fully grout frames to minimize access to anchors and make the frame more rigid, 
or use anti-spreading frame reinforcements at maximum 8-inch intervals.

2.	 Provide heavy or reinforced sash, frames, and other elements rated for the 
appropriate threat severity level and delay time.

3.	 Conceal exterior fasteners or use tamper-proof fasteners.

4.	 Use non-removable exterior stops.

B.	 Operators and Hardware

1.	 Where possible, use fixed sash (inoperable) windows. If windows must be 
operable, provide key-operated dead bolt locking devices on the inside face.

C.	 Anchorage

1.	 Conceal fasteners from the exterior or use tamperproof fasteners, provide non-
removable exterior stops, grout frames to minimize access to anchors, and 
provide a steel channel along the inside and out side of the window opening to 
minimize access to anchors by thermal or power cutting tools.

D.	 Fragment Retention Film

1.	 Fragment Retention Film (FRF) is an optically clear tough film attached to the 
inside of a glass surface with a strong, pressure-sensitive adhesive. Films are 
composed of polyester, polyethylene terephthalate, or composite materials. FRF 
is also known as shatter resistant film, safety film, or protective film.
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E.	 Uses of Fragment Retention Film

1.	 Airborne glass fragments produced during an explosion or other type of attack 
pose a significant danger to occupants of a building. Tests on annealed glass 
subjected to explosion show that a large number of small, sharp fragments are 
disbursed throughout the test area at high velocity. Tests on thermally tempered 
glass show similar results, although there are typically more fragments that are 
not quite as sharp, but just as deadly.

2.	 FRF offers a relatively inexpensive solution that can reduce the destructive 
capability of glass fragments. FRF is particularly beneficial for retrofitting existing 
glass windows. FRF provides no added value on polycarbonate glazing. FRF 
provides some protection from glass hazards when subjected to ballistic attack 
and added protection (delay time) when attacked with simple hand tools. It will 
also provide protection against injury from glass fragments during earthquakes, 
hurricanes, and other extreme weather conditions. When combined with solar 
tinting, it can also provide ultraviolet protection and improved energy efficiency.

F.	 Ballistic Attack

1.	 When subjected to ballistic impact (or shrapnel), the projectile creates a hole 
in the FRF reinforced glazing approximately the size of the projectile, leaving 
the remainder of the glass intact. The glass around the impact area continues 
to adhere to the FRF so fragmentation is minimized. FRF will not provide any 
substantial resistance to ballistic resistance unless the entire glazing system is 
designed to defeat the intended threat (i.e., 1/2- to 3/4-inch laminated glass with 
10-mil FRF would be required to defeat an underwriters Laboratories (UL) Level I 
threat).

G.	 Forced Entry Attacks

1.	 A substantial increase in forced entry resistance can be gained by using a 
10-mil FRF for protection against very low level forced entry threats. When 
glass reinforced with FRF is struck with an ax or other impact tool, the hole will 
approximate the size of the tool used. Multiple impacts will be necessary to 
enlarge the hole to a size large enough for entry. FRF for forced entry protection 
should be limited to situations where nominal additional delay and sound will 
deter an attack (smash and grab situations such as storefronts). The use of FRF 
specifically to resist forced entry threats is not recommended. Ten-mil FRF is 
recommended as the most cost-effective film thickness for protection against 
thrown objects or simple weapons.

H.	 Effects of Explosives

1.	 FRF is not intended to resist blast loads. Its only purpose is to retain fragments 
of the shattered glass and minimize the number of fragments disbursed into a 
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protected area.

2.	 Blast testing with very short duration blasts characterized by a small, close-in 
explosion shows that FRF tends to hold the glass in position even though the 
glass shatters. Under long duration blast loads characterized by large, distant 
explosions, the fractured glass tends to be propelled as a single unit or as a 
group of large fragments with little retention in the frame. 

3.	 The use of a catch bar (Figures 2 and 3) attached to the inside is recommended 
to reduce injury caused when the FRF system will not be retained in the frame. 
Ten-mil FRF is the most practical and cost-effective alternative for retention of 
glass fragments. Limited testing by manufacturers shows that under certain 
explosive conditions (3 to 9 psi, 35 to 80 psi-ms impulse), 4-mil film retained 
approximately 80 percent of the glass fragments, while 7-mil film retained 90 
percent and 10-mil film retained 98 percent. Thicker films retained only slightly 
higher fragment percentages. Thicker films retain about the same fragment 
percentage as 10-mil film. Based on this information, 10-mil FRF appears to 
provide a substantial increase in performance at an additional installed cost that 
is only 50 percent more than the installed cost of 4-mil.

Figure 2: Catch Bar Sequence During an Explosion
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Figure 3: Catch Bar Detail

XII.	 Design of Fragment Retention Film Systems (FRF)

A.	 Design

1.	 Design factors for a FRF system include composition, thickness, and tint, 
surrounding construction, and glazing materials.

B.	 Composition

1.	 Films are composed of polyester, polyethylene terephthalate, or composite 
materials.

C.	 Thickness

1.	 Based on limited testing, the use of 10-mil FRF appears to be the most cost-
effective choice for most applications. Ten-mil FRF appears to provide more 
protection than lighter films from flying fragments of glass due to blast loads or 
other threats. Heavier film provides about the same performance at greater cost.
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D.	 Tints

1.	 FRF is available in tinted versions. The most common has a silver tint and has 
the added benefit of improving the thermal energy performance of a building 
while providing a degree of obscuration from the outside. Although tinted film in 
darker colors is available, this film can cause internal heat buildup and internal 
stresses in the glazing, which can result in a weakened glazing system.

E.	 Surrounding Construction

1.	 When using 10-mil and thicker FRF that is anchored, the frame must have 
sufficient strength to allow the FRF to perform at maximum capacity; a qualified 
structural engineer should investigate building components adjacent to the frame 
for adequate transfer of the blast load or other threats.

F.	 Glazing Materials

1.	 The film manufacturer must be provided with the type of glass to be reinforced as 
well as information about gaskets, frame type, and configuration, depending on 
the type of application selected.

G.	 Applications

1.	 There are a number of ways FRF is applied. They are described here and shown 
in order of lowest to highest cost.

H.	 Daylight Applications

1.	 Daylight applications (film installed only on the area of glass that allows light 
to pass, see Figure 4) are the least costly and serve only to hold the glazing 
material together during an explosion. This application does not improve the blast 
resistance of the glazing material. In a daylight application, the FRF is trimmed 
back 1/16-inch from the edge of the frame. For all daylight applications, a catch 
bar or blast curtains are recommended to restrict movement of the glass panel 
when blown out of the frame.

Figure 4: Daylight Application for FRF
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XIII.	 Wet Glazing

A.	 Wet glazing (film installed beyond the “daylight” area and secured along the edges 
with silicone “wet” glazing, see Figure 5) is used when the film can not be installed 
under the frame stops or various gaskets. This application is normally selected 
only when some additional fragment retention of the panel is desirable. For this 
application, the gasket is trimmed back as far as possible and the film embedded 
as deeply as possible beyond the frame edge. The gap between the frame and 
glass is then filled with an approved structural silicone caulking material. If trimming 
the gasket is not possible or adequate, an aluminum angle can be installed along 
the frame edge to form a reservoir for the structural silicone. For all wet glazing 
applications, a catch bar (Figures 2 and 3) or blast curtains are recommended to 
restrict movement of the glass panel when blown out of the frame.

Figure 5: Wet Glazing Application for FRF

XIV.	 Mechanical Anchoring Systems

A.	 These mechanical anchoring systems (Figure 6) are used to improve the 
performance of FRF. They can be either one-sided (along the top edge) or two-sided 
(on the long sides of the window). For this application, the film is brought past the 
edge of the glass and down along the frame. Using a steel or aluminum anchor bar 
with rounded edges, double-sided foam tape, and adequate anchor bolts, the film is 
normally wrapped around the anchor bar that is then bolted to the frame (depending 
on the manufacturer). The mechanical anchor holds the film to the frame and allows 
the film to retain a maximum percentage of fragments. Mechanical anchoring 
systems should be used only with 10-mil or thicker film material. 

B.	 When considering the use of a mechanical anchoring system, always require 
independent testing that will show performance characteristics under the loading 
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conditions anticipated. If expected blast loads will exceed the performance 
capabilities of the installed system, always include a catch bar or blast curtains to 
restrict movement of the glass panel.

C.	 Two-sided mechanical anchoring is strongly recommended for insulated glass. Two-
sided anchoring will provide a higher level of glass retention for the unprotected 
outer glazing system than “daylight” or single side anchoring.

Figure 6: Mechanical Anchoring for FRF

XV.	 Film Specification

A.	 Minimum Requirements

(a)	The FRF will be optically clear polyester, polyethylene terephthalate, 
or a composite. It must be multi-layered or factory laminated. The film 
will include an abrasion resistant coating on the exposed surface. The 
film will be supplied with an optically clear, weather resistant, pressure-
sensitive adhesive. The adhesive will contain ultraviolet (UV) inhibitors 
that prevent 95 percent of the radiation between 300 and 380 nanometers. 
The adhesive will not be water activated. A water-soluble detackifier and/
or release liner may be used over the adhesive to make film application 
easier.

B.	 Minimum Performance

1.	 As a minimum level of performance, film must pass American National Standards 
Institute (ANSI) Z97.1 or 16 CFR § 1201, Category II impact tests. These 
standards set a minimum level of performance for FRF on reinforced glass 
(termed organic-coated glass) based on impact strength, tensile strength, and 
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adhesion. These tests include samples that have a simulated 1-year exposure to 
sunlight and UV radiation.

C.	 Test Sample

1.	 For the purpose of the test, the film should be attached to a piece of 1/4-inch 
thick flat glass conforming to the requirements of ASTM C 1036, Type I, Class 1, 
Quality q3.

D.	 Passing Criteria

1.	 After the impact portion of the test, satisfactory performance of the test specimen 
is determined using ANSI Z97.l, on the interpretation of results. To be acceptable 
for use as FRF, the manufacturer must provide a statement that the film 
satisfactorily performed according to ANSI Z97.1.

E.	 Tensile Strength

1.	 The tensile strength of the film should be 25,000 psi minimum.

F.	 Thickness

1.	 Minimum thickness should be based upon design requirements. Ten-mil film is 
recommended for most applications.

G.	 Peel Strength

1.	 The peel strength should be a minimum of 4.7 pounds/inch for 7-mil and thicker 
films.

H.	 Optics and Tint

1.	 All film, regardless of color, should be optically clear from the inside to ensure 
an undistorted view through the glass. Color, tint, and reflectivity, when required, 
should be specified. The amount of reflectivity of solar radiation is specified as a 
percentage.

I.	 Flame Spread and Smoke Density

1.	 When required by life safety or local building codes, specify a flame spread rating 
and a smoke density rating for the film. The film should not exhibit a flame spread 
index exceeding 25 and a smoke density index exceeding 100 when tested in 
accordance with ASTM E 84. For the purpose of testing, the specimen should be 
mounted to 1/2-inch thermally tempered glass.
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J.	 Manufacturer’s Qualifications

1.	 Specifications for FRF should require the manufacturer to have at least 3 years 
of experience in the manufacture of FRF, and that the film be a standard product 
of the manufacturer and intended for the purpose described in the specifications. 
Only films designed for fragment retention will perform in an acceptable manner.

K.	 Cleaning Instructions

1.	 Always specify that the manufacturers provide cleaning instructions with the film 
materials. Many cleaning compounds are not compatible with film.

XVI.	 Installation

A.	 New Construction

1.	 Quarter-inch laminated glass in a standard frame will perform about the same as 
a daylight application of 10-mil film and will last for the life of the structure.

B.	 Retrofit Application

1.	 Film can be installed beyond the frame edge to improve retention characteristics 
of the glass panel. However, any extension of the film past the inner frame edge 
will require at least partial frame dismantling. For this application, the glazing 
should be removed and the film applied to the outside edges of the glazing 
material, which extend into the frame bite. If dismantling is too expensive, specify 
a “daylight” application where the film is applied to within 1/16 inch of the edge of 
the visible glazing. Although it is less likely the glazing will be retained in its frame 
under a blast load, it is still a substantial improvement in fragment retention. If 
this method is used, install a catch bar (Figure 3) to prevent the glass section 
from penetrating the protected area.

C.	 Film Splice

1.	 The film may be spliced or lapped when a glazing dimension exceeds 60 inches 
in either direction. All seams or splices will be applied with a butt joint. For 
windows with seams, catch bars should be placed at 90 degrees to the seam 
direction. For installations where “smash and grab” theft is also a concern, seams 
should always be horizontal.

D.	 Visual Inspection

1.	 Within 30 days of application, the adhesive should be 95-percent cured. No water 
bubbles, foreign particles, or excessive distortion should be visible when viewed 
by the unaided eye from a distance of up to 10 feet from the interior room side at 
angles up to 45 degrees.
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E.	 Application

1.	 This film is attached directly to the glass surface. FRF should be applied on 
the interior of windows for protection from the effects of spalling. For double-
glazed units (insulated glass), apply the film to the room (protected) side of the 
innermost frame. Specify that the film must be applied in strict accordance with 
the manufacturer’s application instructions. If the film is used on double-glazed 
units, film anchorage on two sides is strongly recommended to improve glass 
retention of the unprotected outside glazing.

F.	 Qualifications of Personnel

1.	 Specify that personnel applying or supervising the application of the FRF be 
trained and certified by the film manufacturer.

G.	 Environmental Issues

1.	 The film will not be applied if there are visible dust particles in the air, if there is 
frost on the glazing, or if any room conditions such as temperature or humidity 
do not meet the manufacturer’s instructions. The manufacturer must be informed 
about the environment the film must withstand, such as interior or exterior 
atmosphere, solvents, chemicals, or excessive humidity. After film application, 
room conditions should be kept as required by the manufacturer’s instructions 
to allow proper curing of the adhesive. The manufacturer must also know the 
characteristics of the glass being treated with the film to ensure compatibility.

XVII.	Blast Curtains, Shades, And Spall Shields

A.	 There are several types and styles of blast curtains, shades, and spall shields that 
are commercially available that can be used in situations where film and laminated 
glass are not suitable, such as on windows with multiple panes or where film would 
be subject to excessive abuse. Blast curtains and shades are manufactured from 
tough fiber materials such as Kevlar or Spectra, which have strong tear resistance. 
They can also be used in conjunction with Fragment Retention Film (FRF) in place 
of a catch bar or mechanical anchoring. Spall shields are rigid barriers usually made 
with thin sheet (1/8-inch to 1/4-inch) polycarbonate, intended to absorb fragments 
before they enter an occupied space. 

B.	 Blast curtains, shades, and spall shields must be designed to withstand the loading 
conditions anticipated. 

C.	 Blast Curtains

1.	 Commercially available blast curtains (Figure 7) are made of various materials 
such as Kevlar- or Spectra-polyethylene fiber or knitted polyester. Blast curtains 
allow venting of the blast wave while at the same time “catching” any fragments 
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resulting from an explosive blast.

2.	 The concept of a blast curtain is to allow sufficient fabric and strength to give 
with the blast load and prevent glass fragments from flying into the occupied 
space. Drapes should be treated to withstand fading, mildew, and soiling. Before 
selecting a blast curtain for use, insist on independent testing of the product to 
ensure it will perform as required. It is vitally important to have supporting test 
data that will demonstrate the product’s effectiveness within the range of threats 
anticipated. Drapes should allow light to enter the protected space and allow 
some degree of visual access. Opaque drapes that must be opened for light and 
vision will be useless during an explosive event.

Figure 7: Blast Curtain Detail

D.	 Blast Shades

1.	 Blast shades (Figure 8) are also intended to prevent or minimize injuries to 
occupants of buildings in the event of a terrorist bombing. Blast shades are rigidly 
mounted to the interior wall of the structure, in back of the glazing system. They 
are most commonly used for retrofit installation where Fragment Retention Film 
would not be effective (such as multi-pane glass lites). Blast shades should be 
treated to resist fading, mildew, and soiling.
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2.	 Commercially available blast shades are normally made with Kevlar or Spectra 
polyethylene fiber. Before selecting blast shades for use, insist on independent 
testing of the product to ensure it will perform as required. It is vitally important to 
have supporting test data that will demonstrate the product’s effectiveness within 
the range of threats anticipated. Shades should allow light to enter the protected 
space and allow an acceptable degree of visual access from inside the room. 
They should be permanently attached, but allow for access to the glazing system 
for maintenance.

Figure 8: Blast Shade Detail

E.	 Spall Shields

1.	 A spall shield (Figure 9) is a secondary glazing system mounted behind and 
away from the existing glazing system. A spall shield will effectively absorb glass 
fragments generated during an explosive event. The spall shield is constructed 
with clear polycarbonate and has its own frame and mounting system (four-sided 
attachment).

2.	 Before selecting a spall shield for use, insist on independent testing of the 
product to ensure it will perform as required. It is vitally important to have 
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supporting test data that will demonstrate the product’s effectiveness within the 
range of threats anticipated.

Figure 9: Spall Shield
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XVIII.	Effect Of The Environment On Glazing

A.	 Exterior Environments

1.	 Polycarbonate and Glass-Clad Polycarbonate:

(a)	If a polycarbonate cross section is exposed to conditions of high humidity 
or salt air, consider hard-coating the surface of the polycarbonate 
to protect it from abrasion and contaminant penetration. Extreme 
temperature differentials and large thicknesses of polycarbonate can 
produce bending stresses that will eventually lead to delamination. 
Glass-clad polycarbonate systems are particularly prone to this effect 
because of the 8:1 difference in coefficient of expansion between glass 
and polycarbonate materials. If thick cross sections of polycarbonate 
(greater than 5/8 inch) are exposed to temperature swings greater than 
70°F, use an air gap system and adequate ventilation to reduce moisture 
accumulation. An air gap will minimize the temperature impact on the 
polycarbonate material.

(b)	Certain temperature and humidity conditions, either interior or exterior, can 
also cause a slight bowing in polycarbonate, usually in the direction of the 
higher temperature or humidity. This bowing is reversible and flatness can 
be restored to the sheet by equalization of the factors that cause bowing. 

(c)	Although bowing doesn’t affect visibility, it can cause distorted reflections. 
Specifying thicker polycarbonate sheet and increasing the edge 
engagement are ways of reducing distortion and bowing. The amount of 
additional edge engagement needed for expansion or contraction depends 
on the dimensions of the polycarbonate sheet. Edge engagement ranges 
from 1/16 inch for a 24- inch sheet to 3/8 inch for a 120-inch sheet. 
The exact requirement can be calculated by multiplying the length of 
the sheet in inches times the temperature span (minimum to maximum 
expected temperature) times 0.0000375 (coefficient of expansion). This 
figure is added to the structural requirement for edge engagement, which 
is normally 1 to 1-1/4 inches. When large variations of temperature 
are expected, dry glazing (using silicone or neoprene gaskets) is 
recommended over wet glazing (high-grade silicone sealants and fully 
cured butyl tapes).

B.	 Physical Abuse

1.	 Polycarbonate:

(a)	If a polycarbonate cross section is exposed to high traffic conditions or 
conditions where the material can be physically abused by occupants of 
the building, consider hard-coating the surface of the polycarbonate to 
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protect it from abrasion and scratching. If a serious condition exists, a 
laminated cross section with annealed glass facing the inside will protect 
the polycarbonate against abuse. Glass has 30 times the resistance 
to abrasion than uncoated polycarbonate and 3 times better abrasion 
resistance than coated polycarbonate.

2.	 Laminated Glass:

(a)	Laminated glass is not vulnerable to normal scratching and abrasion.
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Appendix 8.8: Strongrooms

AppStrongrooms
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I.	 General

A.	 A strongroom is an enclosed space constructed of solid building materials. 
Strongrooms are normally used for the storage of classified or sensitive materials, 
such as firearms. Protection is supplemented by guards and or Intrusion Detection 
Systems (IDS). Rooms that have false ceilings and walls constructed of fibrous 
materials, or other modular or lightweight materials, do not qualify as strongrooms.

B.	 Construction of strongrooms may be necessary for bulk storage or where use of 
GSA-approved security containers are not adequate or not practical. Possible 
applications for strongrooms are:

1.	 Open storage of classified National Security Information (NSI);

2.	 Closed storage of NSI in a non-controlled facility;

3.	 Weapons and ammunition rooms;

4.	 Evidence storage rooms/Temporary seized property held less than 72 hours;

5.	 Mail rooms;

6.	 Rooms used to store high value tools and equipment;

7.	 Funds and valuables storage;

8.	 LAN/TELCOM; and 

9.	 Other sensitive assets.

II.	 Construction Standards

A.	 Heavy-duty builder’s hardware shall be used in construction. All screws, nuts, bolts, 
hasps, clamps, bars hinges, and pins should be securely fastened to preclude 
unwanted entry. Hardware accessible from outside the strongroom must be peened, 
pinned, or spot-welded to preclude removal.

B.	 Walls:

1.	 The perimeter walls, floors, and ceiling will be permanently constructed using 
slab to slab construction. Slab to slab construction (true floor to the true ceiling) is 
defined as walls that extend from the solid concrete floor to the underside of the 
roof slab above. All construction must be done in a manner as to provide visual 
evidence of unauthorized penetration.

2.	 Walls will be constructed using reinforced Concrete Masonry Units (CMU) not 
less than 8 inches thick.
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(a)	Masonry units will be solid brick or hollow type block and filled with 
concrete and metal reinforcement bars.

●● When using hollow type blocks, they will be filled with concrete and 
reinforced with #5 rebar, a minimum of 5/8 inches in diameter. The 
reinforcing is to be anchored into the ceiling and floor to a minimum 
depth of one-half the thickness of the adjoining member. 

3.	 Where a CMU wall is not feasible, the following alternate method can be used:

(a)	The inside walls will be constructed of 5/8-inch fire rated gypsum board 
and the outside walls with standard 5/8-inch gypsum board and a layer of 
9-gauge expanded metal on the inside of the area.

(b)	The expanded metal shall be in a 1½-inch x 2-inch diamond pattern, 
attached to metal studs and spot welded at 6-inch intervals. If wooden 
studs are used to attach the expanded metal, the studs shall be no less 
than 2 inches x 4 inches; otherwise it shall securely anchored to the stud 
with stainless steel screws and washers. The screws shall be no less 
than 3 inches in length and installed at no more than 6-inch intervals. The 
expanded metal shall be affixed in a manner to prevent tampering and to 
show evidence of attempts at removal. Although less expensive to build 
this is not the preferred method for securing arms and ammunition. See 
Figure 1.

(c)	To view the specifications for expanded metal mesh, see Section VII, 
Construction Standards: Expanded Metal Mesh Specifications.

C.	 Ceilings:

1.	 When walls are being constructed using the CMU method described above in 
II.B.2, and they do not extend to the true ceiling and a suspended (false) ceiling 
is created, the suspended (false) ceiling must be reinforced with a 9-gauge 
expanded metal to serve as the true ceiling. When expanded metal is used, it 
must overlap the adjoining walls and be secured in such a manner that removal 
will show evidence of tampering. 

2.	 When constructing walls using the alternate method described above in 
paragraph II.B.3 and the walls do not extend from slab to slab and a suspended 
(false) ceiling is created, the suspended (false) ceiling must be reinforced with a 
9-gauge expanded metal to serve as the true ceiling.

(a)	When metal studs are used to construct the walls, the expanded metal 
must be spot welded at 6-inch intervals to the framing of the side panels 
so that any attempted removal will show evidence of tampering.
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(b)	When wooden studs are used to construct the walls, the expanded metal 
must be securely anchored to the stud with stainless steel screws and 
washers. The screws shall be no less that 3 inches in length and installed 
at no more than 6-inch intervals. 

3.	 When the walls of an area do extend from slab to slab and a false ceiling is 
added it is not necessary to reinforce the false ceiling.

D.	 Floors:

1.	 For new construction, floors will consist of reinforced concrete with a minimum 
thickness of 8 inches. The concrete mixture will have a minimum compressive 
strength of at least 3,000 psi. Reinforcement will be accomplished with 2 grids 
of #5 rebar, a minimum of 5/8-inch diameter, positioned centrally and spaced 
horizontally and vertically 6 inches on center; rods will be tied or welded at 
intersections.

2.	 Existing floors will consist of reinforced concrete based on structural/floor loading. 

E.	 Doors/Door Hardware:

1.	 Doors must be constructed of 12-gauge steel clad hollow core metal or of single 
solid core wood, 1 ¾ inches thick, and hung in 12-gauge hollow metal frames. 

2.	 All doors to unclassified area(s) will be equipped as a minimum with a card 
reader/keypad and a Commercial Grade 1 – GSA approved High Security 
Lockset. Doors to classified areas must be equipped as a minimum with a Kaba 
Mas CDX-09 High Security Electromechanical Lock and a Commercial Grade 
1 – Mortise High Security Lever Lockset. Keys must be off the building master in 
facilities that are not solely occupied by CBP. 

3.	 Double doors must have one door secured with flush mount bolts at the top and 
the bottom. Astragals (overlapping molding, preferably metal) must be used to 
inhibit access to lock bolts.

4.	 Perimeter door hinge pins that are located outside the office area must be non-
removable (peened, pinned, or spot welded). If the door swings outward, hinge 
side protection in the form of a dowel-pin and socket is required. Refer to Figure 
2 of Appendix 7.6: Doors and Door Hardware for details. All perimeter doors must 
have a commercial grade pneumatic door closer and an anti-pry strip installed to 
prevent the door from being pried open.

5.	 All door hardware (e.g., hinges, lock hardware) must be secured to door frame 
with stainless steel screws at least 3 inches long.

6.	 For additional information on Doors and Door Hardware, refer to Appendix 7.6.
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F.	 Windows:

1.	 Strongrooms shall have no exterior windows.

2.	 Interior vision panels may be approved on a case-by-case basis.

G.	 Miscellaneous Openings:

1.	 Where vents, ducts, registers, sewers, tunnels and other miscellaneous openings 
are of such size and shape (in excess of 96 inches square) and enter or pass 
through the area as to permit unauthorized entry, they should be protected with 
either steel bars or wire mesh grills. If bars are used, they should be at least 3/8-
inch diameter hardened steel, welded vertically and horizontally, six inches on 
center. If grilles are used, they must be of 9-gauge woven wire mesh.

2.	 For additional information on Miscellaneous Openings, refer to Appendix 7.8, 
Openings.

III.	 Intrusion Detection System (IDS)

A.	 All strongrooms shall include an IDS and it shall be connected to a Class A Central 
Monitoring Station. At a minimum the IDS should include a balanced magnetic 
switch (BMS) on the door, motion detection sensors inside the room and a card 
reader/keypad to track users. There should be a backup method of communication 
set up with the Central Monitoring Station (e.g. a wireless phone link, such as 
cellular or an extra analog/digital telephone line), so that if a telephone line is cut 
or otherwise interrupted, an alarm is activated at the Central Monitoring Station. 
Acknowledgement of an alarm condition by the Central Monitoring Station must take 
place within 30 seconds of the alarm. The Central Monitoring Station must dispatch 
the correct response (law enforcement, duty agent, etc.).

B.	 For additional information on IDS, refer to Appendix 8.9, Intrusion Detection 
Systems.

IV.	 Closed-Circuit Television (CCTV)

A.	 All strongrooms will use CCTV. At a minimum, CCTV will monitor the entrance and 
perimeter areas. The minimum components that the system must have is one color 
monitor and one high resolution digital video recorder (DVR), capable of recording a 
minimum of 30 days and playing back any camera view. All camera views associated 
with an alarm must be automatically recorded. CCTV images must be retrievable 
and operable over weekends and holidays.

B.	 For additional information on CCTV, refer to Appendix 8.12, CCTV.
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V.	 References

•	 Expanded Metal Manufacturers Association, EMMA 557-99, Standards for Expanded 
Metals

•	 National Concrete Masonry Association
•	 Customs and Border Protection Lock Hardware Requirements
•	 GSA Advantage (Manufacturers)
•	 GSA Schedule

VI.	 Graphics

Figure 1: Strongroom Wall Detail - 9-Gauge Expanded Metal Mesh

VII.	 Construction Standards

A.	 Expanded Metal Mesh Specifications

1.	 Expanded metal mesh shall meet ASTM F1267-89 type, Class 1 standard and 
shall have the following characteristics:

(a)	Strand thickness: No. 9 - 10-gauge minimum (flattened);

(b)	Weight: 195 lbs/csf minimum;
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(c)	Material: Carbon Steel;

(d)	Shape: Flattened;

(e)	Pattern: Diamond;

(f)	 Dimensions: 3.20 inch maximum (long opening) (LWD) and 1.33 inch 
maximum (short opening) (SWD); and

(g)	Recommended mesh: 3/4” #9 (10 ga).

B.	 Mesh shall be fastened to steel stud and top and bottom runners using either screw 
or weld attachment. Screws or weld shall be spaced at 6” on center maximum, with 
all corners fastened to the framing. Mesh splice shall occur at studs only. Splice 
between supports is not permitted unless: a) such splice is welded continuously top 
to bottom; b) mesh is overlapped three inches, and fastened or welded every six 
inches.

C.	 Steel framing receiving metal mesh shall be 16 gauge minimum.

D.	 Screws shall be self-drilling #8 shank minimum (1/4” minimum penetration into 
steel framing.) Fasteners must be used from the secure side of the mesh. 1/2-inch 
washers must be installed when using screws to deter ability to pull mesh over tops 
of screw heads.

E.	 Welds shall be 1/8” x ½” long fillet type excepting at unsupported splices where the 
weld must be continuous.

F.	 There can be no gap in coverage. Gaps may be closed with steel studding or flat 
metal welded (or fasted where welding is not permitted) to the secure side of the 
expanded metal.
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Appendix 8.9: Intrusion Detection Systems 

AppIDS
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I.	 Intrusion Detection Systems 

A.	 General

1.	 The Intrusion Detection System (IDS) is an essential part of the physical security 
system. As defined in the United Facilities Criteria (UFC) UFC 4-021-02NF, an 
IDS consists of the combination of electronic components, including sensors, 
control units, transmission lines, and monitoring units integrated to be capable 
of detecting one or more types of intrusion into a protected area. Security 
equipment installed in Customs and Border Protection (CBP) facilities and that 
will utilize CBP network infrastructure must be approved for use by Office of 
Information and Technology (OIT) and listed in the DHS Technology Reference 
Manual (TRM) before the equipment is connected to or utilized on the network. 
In systems that will create a System of Records (SOR) other requirements may 
be necessary before the system is utilized. More information at the DHS TRM 
Hierarchy Report.

2.	 During procurement and acquisitions the software or equipment required should 
be listed in the DHS TRM at the time of award.

3.	 For information about the Technology Evaluation Process used to approve 
equipment for use on the CBP network please access the following links TMR 
Change Process and OIT PAL.

B.	 Uses of IDS 

1.	 IDS can include both interior and exterior systems. These are utilized to provide:

(a)	The earliest practical warning of any attempted penetration into protected 
areas; 

(b)	A greater defense capability to detect and defeat intruder attacks; 

(c)	Additional controls at critical areas or points;

(d)	Insurance against human error;

(e)	A substitute for other physical security measures that cannot be used 
because of safety issues, operational requirements, building layout, cost 
or similar issues. 

C.	 The primary function of an IDS is to detect intruders. The detection of an intruder 
is the first of a four-phase process. This detection phase starts the clock on the 
“Detect, Assess, Delay and Respond” timeline. To be effective these actions must 
be less than the time it would take an aggressor to cause damage or to complete his 
mission. 
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D.	 To maximize the effectiveness of an IDS, the design should utilize both the 
“Protection In-Depth” (tiered defensive system) principle and the concept of 
complementary devices. Protection In-Depth first identifies an asset requiring 
protection and then configures layers of unbroken defensive rings protecting that 
item. The first detection layer is located at the outermost defensive rings necessary 
to provide the required delay needed to timely stop the aggressor. 

II.	 Alarm Components

A.	 Components of an alarm system

1.	 An alarm system is composed of four main parts: 

(a)	A control unit used to arm/disarm the system as well as edit system 
capabilities and responses;

(b)	 One or more sensors to detect the presence or actions of an intruder;

(c)	A central processing unit (CPU), or remote monitoring station dedicated to 
constantly monitoring the sensors and transmits an alarm signal when a 
sensor detects an intruder; and 

(d)	The alarm annunciator, which signals an activation of the system.

III.	 Alarm Installation

A.	 Planning Alarm Installations

1.	 Alarms are used to detect approach or intrusion. Some are intended for exterior 
protection, and some are suitable only for indoor installations. The following 
should be addressed in determining the need for an alarm system: 

(a)	Sensitivity or criticality of the operation;

(b)	Facility vulnerability to damage, interruption, alteration or other harm;

(c)	Sensitivity or value of the information or property stored at the facility;

(d)	Location of facility and accessibility to intruders;

(e)	Other forms of protection in place or available; 

(f)	 Guard or law enforcement response capability.

B.	 Tiered Defensive System Concept

1.	 As shown in Figure 1 the Protection in-Depth principle has one potential 
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weakness. Once an asset has been identified for protection, the methods 
selected to protect that asset have to be similar or identical to an aggressor’s 
method of attack. This requires that every possible method of attack be taken into 
consideration.

2.	 Combining a ”Line” device such as a vibration activated fence, with a volumetric 
device such as an exterior bistatic microwave detector is a good example of 
complementary protection. Each device provides protection assistance to the 
other type of device in the overall coverage of that area. Bridging over a fence 
still subjects the aggressor to the capabilities of the microwave system.

(a)	It is important to remember that this technique is not infallible. Each type 
of device still retains its inherent weakness. A determined intruder with 
the proper intelligence, resources and capabilities can still bypass/defeat 
this type of setup by analyzing the composition of the total system and 
then developing a response to each individual device. In this example 
the intruder bridges the fence without touching it, landing as closely as 
possible to the microwave transmitter where the cone of protection is the 
smallest. Then, depending upon the construction of the microwave, the 
intruder can either climb onto and over the transmitter or crawl underneath 
its cone of protection.

3.	 Choosing the proper system, installing it correctly, and routine maintenance are 
also very important issues concerning the effectiveness of the IDS.

4.	  Laziness, lack of knowledge, programming weaknesses, confusion, and 
improper placement of sensors system can be exploited by the knowledgeable 
intruder. Improper maintenance procedures resulting in multiple false alarms 
and causing a lack of confidence in the system are also pathways for bypassing 
the system. This is especially true of exterior sensors where environmental 
conditions mandate that devices be maintained regularly for their proper function.

Figure 1: Tiered Defensive System Concept
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C.	 Sensors 

1.	 The three basic types of sensors are perimeter, volumetric, and proximity. The 
following are general definitions and each will be covered more in depth in 
attached interior and exterior use sections.

(a)	Perimeter. Perimeter protection is the first line of defense. The most 
common points for sensors are doors, windows, vents and skylights. 
These may be protected, with detectors sensing their opening or 
breaking. The major advantages of perimeter-protection sensors are their 
simple design and reliability. The major disadvantage is that they protect 
only openings such as doors or windows. If intrusion occurs through 
a wall or ceiling, these devices are bypassed and the intrusion goes 
undetected. 

●● Switches. These devices are usually magnetic operated switches 
affixed to a door or window in such a way that opening the door or 
window removes the magnetic field causing an alarm. High security 
switches are normally balanced or biased magnetic switches. Another 
type of switch is the plunger or roller switch which is compressed 
when the door or window is closed. Once the door or window is 
opened pressure on the device is released, the alarm circuit is broken 
and an alarm results;

●● Screens. Openings such as vents, ducts, skylights, and similar 
openings can be alarmed by thin wire filaments that signal an alarm 
if the screen is cut or broken. Often the wire filaments are placed in a 
frame of wooden rods and require little maintenance; and
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●● Glass Breakage. Electronic sensing devices used to detect high-
frequency sound patterns within the glass when it is broken, or the 
shock wave a substantial impact makes against the surface. 

(b)	Volumetric. Volume protection sensors are designed to detect the 
presence or actions of an intruder almost anywhere within an entire 
room from floor to ceiling. A variety of volumetric devices are available. 
Each kind of detector has some advantages and limitations. Therefore, 
a device must be selected for a specific environment. A major advantage 
of volumetric devices is that they provide a highly sensitive and invisible 
means of detection in high-risk areas. The major disadvantage is that an 
improper application can result in frequent false alarms. 

●● Infrared. Passive infrared sensors are part of the motion-detection 
group. They sense the rapid change in temperature caused by 
body heat of an intruder compared to the room’s normally stable 
environment as the intruder passes through the protected area. 
Infrared detectors are relatively free of false alarms; however, items 
moved by air currents within the protected area can activate the alarm. 
Passive Infrared Detectors are most effective when deployed in a 
manner where the intruder’s movement crosses in front of the device;

●● Ultrasonic. Ultrasonic motion detectors generate a high frequency of 
sound that is out of the normal range of human hearing. An intruder 
disrupting the ultrasonic wave pattern initiates the alarm. Ultrasonic 
devices are prone to false alarms, due to excessive air currents or 
ultrasonic noise from mechanical equipment. Ultrasonic devices are 
most effective in detecting movements towards or away from the 
device;

●● Microwave. This kind of motion detector uses high-frequency radio 
waves, or microwaves, to detect movement. Because microwaves 
penetrate materials such as glass, and metal objects reflect them, 
they can detect motion outside the protection area causing false alarm 
problems if not properly installed; and 

●● Photoelectric. Photoelectric devices transmit a beam across a 
protected area. When an intruder interrupts this beam, the circuit 
is disrupted causing an alarm. Today’s photoelectric devices use 
diodes that emit an invisible infrared light and usually pulses rapidly 
to prevent compromise by substitution. A disadvantage is that they 
can be defeated relatively easily; the beams are narrow and may 
be discovered or avoided. They can be utilized effectively at “choke 
points” where the intruder is forced to pass.

(c)	Proximity. Object protection provides direct security for individual items. 
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●● Capacitance. A capacitance device is used to protect specific objects 
such as security containers and safes. The capacitance alarm uses the 
metal construction of the container and causes it to act as a capacitor 
or condenser. When a change occurs in the electromagnetic field 
surrounding the metal object the balance is disturbed and the alarm is 
activated. The system can only be applied to ungrounded equipment 
and accidental alarms can occur if the container is carelessly touched 
when the alarm is activated;

●● These seismic sensing devices use a piezoelectric crystal or 
microphone to detect the sound pattern that a hammer-like impact on 
a rigid surface would generate. These devices are attached directly 
to safes and filing cabinets, or to the walls, ceiling, and floor of vaults. 
False alarms may occur with these devices by passing vehicles or 
falling objects. 

IV.	 Exterior Sensors

A.	 Planning

1.	 Exterior sensors without frequent and proper maintenance are prone to false/
nuisance alarms which can result in a lack of confidence in these devices. In 
addition, because of the harsh environmental conditions in which they function, 
they generally are more expensive than comparable interior sensors. These 
same environmental conditions can influence the detection capabilities of these 
devices in two different manners:

(a)	Rain and snow can reduce the viewing distances of CCTV cameras 
and can potentially create a gap in coverage. Conversely, these same 
environmental conditions can increase the likelihood of intruder detection 
by having the rain or snow impact raise the “irritation” factor of the device 
close to the threshold alarm level. The result is a reduced window of 
opportunity for the intruder to exploit.

2.	  One advantage exterior sensors have over interior sensors is that the exterior 
devices are left in the secure mode at all times offering no opportunity for the 
intruder to disable the device when the system is disarmed. 

V.	 Exterior Fences

A.	 Planning

1.	 Studies have shown that fences and walls provide less than 15 seconds of 
penetration resistance. They do serve to accomplish one or more of the following 

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

230 of 308

functions. They serve the purpose of being a demarcation line indicating the 
perimeter dimensions of the protected area. They also serve as a debris catcher, 
especially in a two-fence system, minimizing the potential of false alarms caused 
by stray animals, blowing branches, papers, etc. (In a two fence system, the 
interior fence is used for detection purposes and to provide some delay.) This 
barrier also causes an intruder to overtly declare his intentions to violate the 
protected area. The exterior fence line can also serve as a platform for CCTV 
cameras and can with the proper adjustments have IDS devices attached.

B.	 Installation

1.	 Perimeter sensors are normally installed directly on the fences, walls, or gates. 
Penetration attempts (such as climbing, cutting, or lifting) generate mechanical 
vibrations and stresses in fence fabric and posts that are usually different than 
those caused by natural phenomena like wind and rain. In general, if the fence is 
part of the IDS system it is activated in one of two ways -by touch, or a threshold 
change in the fence’s electric field or capacitance. The emanation field projects 
approximately 6 feet (3 feet on each side of the fence) from the fence.

2.	 For further information, see:

(a)	The U.S. Navy’s Interim Technical Guidance (ITG) 03-3, Entry Control 
Facilities. 

(b)	Chapter 7.3, Fencing.

C.	 Types of Fence Sensors

1.	 Strain-Sensitive Cable

(a)	Strain-sensitive cables are transducers that are uniformly sensitive 
along their entire length. They generate an analog voltage when subject 
to mechanical distortions or stress resulting from fence motion. Strain-
sensitive cables are sensitive to both low and high frequencies. The signal 
processor usually has a band-pass filter that passes only those signals 
characteristic of fence-penetration actions. An alarm is initiated when 
the signal’s frequency, amplitude, and duration characteristics satisfy the 
processor’s criteria.

(b)	Strain-sensitive cable acts like a microphone; some manufacturers offer 
an option that allows the operator to listen to fence noises causing the 
alarm. Operators can then determine whether the noises are naturally 
occurring sounds from wind or rain or are from an actual intrusion attempt. 
This feature is relatively costly to implement because it requires additional 
cable from each signal processor to the security center and, if CCTV is 
being used, it may be of limited benefit. Strain-sensitive cable is attached 
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to a chain-link fence about halfway between the bottom and top of the 
fence fabric with plastic ties. One end of the cable is terminated at the 
signal processor and the other end with a resistive load. The DC through 
the cable provides line supervision against cutting or electrically shorting 
the cable or disconnecting it from the processor.

(c)	A typical installation is shown in Figure 2. 
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Figure 2: Typical Strain-Sensor Cable

2.	 Taut-Wire Sensor

(a)	A taut-wire sensor combines a physically taut-wire barrier with an 
intrusion-detection sensor network. The taut-wire sensor consists of a 
column of uniformly spaced horizontal wires up to several hundred feet in 
length and securely anchored at each end. Typically, the wires are spaced 
4-8 inches apart. Each is individually tensioned and attached to a detector 
located in a sensor post. Two types of detectors are commonly used: 
mechanical switches and strain gauges:

●● The mechanical switch consists of a specially designed switch 
mechanism that is normally open. The tensioned wires are 
mechanically attached to the switch and movement of the wire beyond 
a preset limit causes the switch to close. To counteract small gradual 
movements of a wire (such as that caused by settling of the fence or 
by freezing or thawing of soil) switches are usually supported in their 
housing by a soft plastic material. This material allows the switch to 
self-adjust when acted upon by gradual external forces and wire effects 
or contraction.

●● Strain-gauge detectors are attached to the taut wire with a nut on a 
threaded stud. When a force is applied to the taut wire, the resulting 
deflection is converted by the strain gauge into a change in electrical 
output that is monitored by a signal processor. 

3.	 With sensors that use mechanical switches as detectors, the switches in a single 
sensor-post assembly are wired in parallel and are connected directly to the 
alarm-annunciation system. Pulse-count circuitry is not used because a single 
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switch closure, such as that caused by an intruder moving or cutting one wire, 
is indicative of an intrusion attempt. Strain-gauge detectors in a sensor post 
are monitored by a signal processor. When the signal from one or more strain 
gauges satisfies the processor’s criteria, an alarm is triggered.

4.	 The taut-wire sensor can be installed as a freestanding fence or can be mounted 
on an existing fence or wall. Figure 3 shows a freestanding configuration. 

Figure 3: Typical Taut-Wire Installation

5.	 Fiber-Optic Cable Sensors

(a)	Fiber-optic cable sensors are functionally equivalent to the strain sensitive 
cable sensors previously discussed. However, rather than electrical 
signals, modulated light is transmitted down the cable and the resulting 
received signals are processed to determine whether an alarm should 
be initiated. Since the cable contains no metal and no electrical signal 
is present, fiber-optic sensors are generally less susceptible to electrical 
interference from lightning or other sources. 

6.	 Electric-Field Sensors

(a)	Electric-field sensors consist of an alternating-current (AC) field generator, 
one or more field wires, one or more sense wires, and a signal processor. 
The generator excites the field wires around which an electrostatic field 
pattern is created. The electrostatic field induces electrical signals in the 
sensor cable sense wires, which are monitored by the signal processor. 
Under normal operating conditions, the induced signals are constant. 
However, when an intruder approaches the sensor, the induced electrical 
signals are altered, causing the signal processor to generate an alarm 
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(b)	Several different field- and sense-wire configurations are available. They 
range from one field wire and one sense wire to as many as four field 
wires and one sense wire or four field wires and four sense wires. Figure 
4 shows the detection pattern produced by vertical three-wire (one field 
and two sense wires) configurations. The three-wire system has a wider 
detection envelope and is less costly (one less field wire and associated 
hardware). However, because of the tighter coupling between wires, 
the four-wire system is less susceptible to nuisance alarms caused by 
extraneous noise along the length of the zone. 

(c)	A signal processor monitors the signals produced by the sense wires. The 
processor usually contains a band-pass filter that rejects high-frequency 
signals such as those caused by objects striking the wires. Additional 
criteria that must be satisfied before the processor initiates an alarm 
include signal amplitude and signal duration. By requiring the signal to be 
present for a preset amount of time, false alarms (such as those caused 
by birds flying through the detection pattern) can be minimized. 

(d)	As with taut-wire sensors, electric-field sensors can be freestanding 
(mounted on their own posts) or attached by standoffs to an existing 
fence. They can also be configured to follow contours of the ground. The 
area under the sensor must be clear of vegetation, since vegetation near 
or touching sense wires can cause false alarms. These sensors can also 
be installed on the walls and roof of a building. 

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

235 of 308

Figure 4: Typical Electric-Field-Sensor Detection Patterns

7.	 Capacitance Proximity Sensors

(a)	Capacitance proximity sensors measure the electrical capacitance 
between the ground and an array of sense wires. Any variations in 
capacitance, such as that caused by an intruder approaching or touching 
one of the sense wires, initiates an alarm. These sensors usually 
consist of two or three wires attached to outriggers along the top of an 
existing fence, wall, or roof edge. To minimize environmental alarms, 
the capacitance sensor is divided into two arrays of equal length. The 
signal processor monitors the capacitance of each array. Changes in 
capacitance common to both arrays (such as produced by wind, rain, 
ice, fog, and lightning) are canceled within the processor. However, when 
changes occur in one array and not the other because of an intruder, the 
processor initiates an alarm. 

8.	 Buried-Line Sensors

(a)	A buried-line sensor system consists of detection probes or cable buried 
in the ground, typically between two fences that form an isolation zone. 
These devices are wired to an electronic processing unit. The processing 
unit generates an alarm if an intruder passes through the detection field. 
Buried line sensors have several significant features:

●● They are hidden, making them difficult to detect and circumvent.
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●● They follow the terrain’s natural contour.

●● They do not physically interfere with human activity, such as grass 
mowing or snow removal. 

●● They are affected by certain environmental conditions, such as running 
water and ground freeze/thaw cycles. (Seismic, seismic/magnetic, 
magnetic, and balanced pressure sensors are seldom used and will 
not be discussed here.)

(b)	The ported-coax cable sensor consists of two coax cables buried in 
the ground parallel to each other. A radio frequency (RF) transmitter is 
connected to one cable and a receiver to the other. The outer conductor 
of each cable is ported (fabricated with small holes or gaps in the shield). 
The transmitter cable radiates RF energy into the medium surrounding 
the cables. A portion of this energy is coupled into the receiver cable 
through its ported shield. (Because of the ported shields, these cables are 
frequently referred to as leaky cables.) When an intruder enters the RF 
field, the coupling is disturbed, resulting in a change of signal monitored 
by the receiver, which then generates an alarm.

(c)	Two basic types of ported-coax sensors are available: pulse and 
continuous wave.

●● Pulse-type sensors transmit a pulse of RF energy down one cable 
and monitor the received signal on the other. The cables can be up 
to 10,000 feet long. The signal processor initiates an alarm when the 
electromagnetic field created by the pulse is disturbed and identifies 
the disturbance’s approximate location.

●● Continuous-wave sensors apply continuous RF energy to one 
cable. The signal received on the other cable is monitored for 
electromagnetic-field disturbances that indicate an intruder’s presence. 
Cable lengths are limited to 300 to 500 feet. Additionally, the sensor 
is available in a single-cable configuration as well as two separate 
cables. The pattern typically extends 2-4 feet above the ground 
and can be 5-13 feet wide, depending on cable spacing and soil 
composition. Figure 5 represents a typical cross-section of a detection 
pattern created by a ported-cable sensor. 
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Figure 5: Typical Ported-Cable Detection Pattern

(d)	Sensor performance depends on properties of the medium surrounding 
the cables. Velocity and attenuation of the RF wave that propagates 
along the cables and the coupling between the cables are functions 
of the dielectric constant of the soil and its conductivity which, in turn, 
depends on its moisture content. For example, the velocity is greater and 
the attenuation is less for cables buried in dry, low-loss soil than in wet, 
conductive soil. Freeze/ thaw cycles in the soil also affect the sensor’s 
performance. When wet soil freezes, the wave velocity and the cable 
coupling increase and the attenuation decreases, resulting in greater 
detection sensitivity. Seasonal sensitivity adjustments may be necessary 
to compensate for changing ground conditions.

(e)	Although usually buried in soil, ported cables can also be used with 
asphalt and concrete. If the asphalt or concrete pavement area is relatively 
small and only a few inches thick (such as a pedestrian pavement 
crossing the perimeter), the ported cables can be routed under the 
pavement. However, for the large and deep pavements, slots must be cut 
into the asphalt or concrete to accept the cable. 

(f)	 A portable ported-coax sensor can be rapidly deployed and removed. 
The cables are placed on the surface of the ground rather than buried. 
This sensor is useful for temporary perimeter detection coverage for small 
areas or objects (such as vehicles or aircraft). They are affected by certain 
environmental conditions, such as running water and ground freeze/thaw 
cycles (seismic, seismic/magnetic, magnetic, and balanced pressure 
sensors are seldom used and will not be discussed here). 

9.	 Line Of Sight (LOS) Sensors

(a)	The LOS sensors, which are mounted above ground, can be either active 
or passive. Active sensors generate a beam of energy and detect changes 
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in the received energy that an intruder causes by penetrating the beam. 
Each sensor consists of a transmitter and a receiver and can be in a 
monostatic or bistatic configuration. Passive sensors generate no beam of 
energy; they simply look for changes in the thermal characteristics of their 
field of view. For effective detection, the terrain within the detection zone 
must be flat and free of obstacles and vegetation. 

10.	Microwave Sensors

(a)	Microwave intrusion-detection sensors are categorized as bistatic or 
monostatic. Bistatic sensors use transmitting and receiving antennas 
located at opposite ends of the microwave link, whereas monostatic 
sensors use the same antenna.

(b)	A bistatic system uses a transmitter and a receiver that are typically 
separated by 100 to 1,200 feet and that are within direct LOS with each 
other. The signal picked up by the receiver is the vector sum of the directly 
transmitted signal and signals that are reflected from the ground and 
nearby structures. Detection occurs when an object (intruder) moving 
within the beam pattern causes a change in net vector summation of 
the received signals, resulting in variations of signal strength. The same 
frequency bands allocated by the Federal Communications Commission 
(FCC) for interior microwave sensors are also used for exterior sensors. 
Because high-frequency microwave beams are more directive than low-
frequency beams and the beam pattern is less affected by blowing grass 
in the area between the transmitter and the receiver, most exterior sensors 
operate at the next to highest allowable frequency, 10.525 gigahertz 
(GHz). The shape of the microwave beam and the maximum separation 
between the transmitter and the receiver are functions of antenna size 
and configuration. Various antenna configurations are available, including 
parabolic-dish arrays, strip-line arrays, and slotted arrays.

●● The parabolic antenna uses a microwave-feed assembly located at the 
focal point of a metallic parabolic reflector. A conical beam pattern is 
produced (see Figure 6). A strip-line antenna configuration produces 
a nonsymmetrical beam that is higher than its height. Larger antenna 
configurations generally produce narrower beam patterns.
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Figure 6: Stacked Microwave Configuration

(c)	Monostatic microwave sensors use the same antenna or virtually 
coincident antenna arrays for the transmitter and receiver, which are 
usually combined into a single package. Two types of monostatic sensors 
are available. Amplitude-modulated (AM) sensors detect changes in 
the net-vector summation of reflected signals similar to bistatic sensors. 
Frequency-modulated (FM) sensors operate on the Doppler principle 
similar to interior microwave sensors. The detection pattern is typically 
shaped like a teardrop (see Figure 7). Monostatic sensors can provide 
volumetric coverage of localized areas, such as in corners or around the 
base of critical equipment. 

Figure 7: Typical Monostatic-Microwave-Sensor Detection Pattern

11.	Infra-Red Sensors

(a)	Infra-red (IR) sensors are available in both active and passive models. 
An active sensor generates one or more near-IR beams that generate an 
alarm when interrupted. A passive sensor detects changes in thermal IR 
radiation from objects located within its field of view.

(b)	Active sensors consist of transmitter/receiver pairs. The transmitter 
contains an IR light source such as a gallium arsenide light-emitting diode 
(LED) that generates an IR beam. The light source is usually modulated 
to reduce the sensor’s susceptibility to unwanted alarms resulting from 
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sunlight or other IR light sources. The receiver detects changes in the 
signal power of the received beam. To minimize nuisance alarms from 
birds or blowing debris, the alarm criteria usually require that a high 
percentage of the beam be blocked for a specific interval of time. 

(c)	Active sensors can be single- or multiple-beam systems. Because single-
beam sensors can be easily bypassed, multiple-beam systems are 
generally used in perimeter applications. There are two basic types of 
multiple-beam configurations. One type uses all transmitters on one post 
and all receivers on the other post; the second type uses one transmitter 
and several receivers on each post. Both types are illustrated in Figure 8.

Figure 8: Typical IR-Sensor Beam Patterns

(d)	The spacing between transmitters and receivers can be as great as 
1,000 feet when operation is under good weather conditions. However, 
conditions such as heavy rain, fog, snow, or blowing dust particles 
attenuate the IR energy, reducing its effective range to 100 to 200 feet or 
less. 

12.	Video Motion Sensors - Exterior

(a)	A video motion sensor generates an alarm whenever an intruder enters a 
selected portion of a CCTV camera’s field of view. The sensor processes 
and compares successive images from the camera and generates an 
alarm if differences between the images satisfy predefined criteria. Digital 
devices convert selected portions of the analog video signal into digital 
data that are compared with data converted previously; if differences 
exceed preset limits, an alarm is generated. 

(b)	The signal processor usually provides an adjustable window that can be 
positioned anywhere on the video image. Available adjustments permit 
changing the window’s horizontal and vertical sizes, its position, and its 
sensitivity. More sophisticated units provide several adjustable windows 
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that can be individually sized and positioned. Multiple windows permit 
concentrating on several specific areas of an image while ignoring others. 
For example, in a scene that contains several critical assets and multiple 
sources of nuisance alarms (such as large bushes or trees), the sensor 
can be adjusted to monitor only the assets and ignore the areas that 
contain the nuisance alarm sources. 

(c)	The use of video motion-detection systems for exterior applications has 
been limited, primarily because of difficulties with uncontrolled exterior 
environments. Lighting variations caused by cloud movement and 
shadows of slow-moving objects, birds and animals moving within the 
camera’s field of view, camera motion and moving vegetation during windy 
conditions, and severe weather conditions have traditionally caused a 
multitude of unwanted alarms in this type of system. Systems using more 
advanced signal-processing algorithms have improved motion-detection 
capability and nuisance-alarm rejection; however, they are still subject to 
high unwanted-alarm rates under certain conditions and should be used 
with due caution and extreme care.

(d)	For further information, see Appendix 8.12, CCTV.

VI.	 Interior Intrusion Detection Sensors 

A.	 Planning

1.	 Interior intrusion-detection sensors are devices used to detect unauthorized entry 
into specific areas or volumetric spaces within a building.

2.	 These sensors are usually not designed to be weatherproof or rugged enough 
to survive an outdoor environment. Therefore, this type of sensor should not be 
used outdoors unless described by the manufacturer as suitable for outdoor use. 

3.	 Interior intrusion-detection sensors generally perform one of three detection 
functions—detection of an intruder penetrating the boundary of a protected area, 
detection of intruder motion within a protected area, and detection of an intruder 
touching or lifting an asset within a protected area.

4.	 Interior sensors are commonly classified as boundary-penetration sensors, 
volumetric motion sensors, and point sensors. Although duress switches are not 
intrusion-detection sensors, they are included in this discussion because they are 
usually wired to the same equipment that monitors the interior intrusion-detection 
sensors. 

B.	 Boundary Penetration Sensors

1.	 Boundary penetration sensors are designed to detect penetration or attempted 
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penetration through perimeter barriers. These barriers include walls, ceilings, 
duct openings, doors, and windows. 

C.	 Structural-Vibration Sensors

1.	 Structural-vibration sensors detect low-frequency energy generated in an 
attempted penetration of a physical barrier (such as a wall or a ceiling) by 
hammering, drilling, cutting, detonating explosives or employing other forcible 
methods of entry. A piezoelectric transducer senses mechanical energy and 
converts it into electrical signals proportional in magnitude to the vibrations. 
To reduce false alarms from single accidental impacts on the barrier, most 
vibration sensors use a signal processor that has an adjustable pulse-counting 
accumulator in conjunction with a manual sensitivity adjustment. The count 
circuit can be set to count a specific number of pulses of specific magnitude 
within a predefined time interval before an alarm is generated. However, the 
circuitry is usually designed to respond immediately to large pulses, such as 
those caused by an explosion. The sensitivity adjustment is used to compensate 
for the type of barrier and the distance between transducers. Typically, several 
transducers can be connected together and monitored by one signal processor. 
Figure 9 shows an example of wall-mounted, structural-vibration sensors. 

D.	 Glass-Breakage Sensors

1.	 Glass-breakage sensors detect the breaking of glass. The noise from breaking 
glass consists of frequencies in both the audible and ultrasonic range. Glass-
breakage sensors use microphone transducers to detect the glass breakage. 
The sensors are designed to respond to specific frequencies only, thus 
minimizing such false alarms as may be caused by banging on the glass. 

E.	 Passive Ultrasonic Sensors

1.	 Passive ultrasonic sensors detect acoustical energy in the ultrasonic frequency 
range, typically between 20-30 kilohertz (kHz). They are used to detect an 
attempted penetration through rigid barriers (such as metal or masonry walls, 
ceilings, and floors). They also detect penetration through windows and vents 
covered by metal grilles, shutters, or bars if these openings are properly sealed 
against outside sounds. 
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Figure 9: Wall-Mounted, Structural-Vibration Sensors

F.	 Detection Transducer 

1.	 The detection transducer is a piezoelectric crystal that produces electrical signals 
proportional to the magnitude of the vibrations. A single transducer provides 
coverage of an area about 15 by 20 feet in a room with an 8- to 12-foot ceiling. A 
typical detection pattern is shown in Figure 10. Ten or more transducers can be 
connected to a signal processor. As with vibration sensors, the signal processor 
for a passive ultrasonic sensor has manual sensitivity adjustment and an 
adjustable pulse counting accumulator.

G.	 Ultrasonic Sensors 

1.	 Passive ultrasonic sensors detect ultrasonic energy that results from the breaking 
of glass, the snipping of bolt cutters on metal barriers, the hissing of an acetylene 
torch, and the shattering of brittle materials (such as concrete or cinderblock). 
However, the sensors will not reliably detect drilling through most material nor 
attacks against soft material such as wallboard. Their effective detection range 
depends largely on the barrier material, the method of attempted penetration, 
and the sensitivity adjustment of the sensor. Examples of maximum detection 
distances for a typical sensor for different types of attempted penetration are 
shown in Table 1.
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Figure 10: Typical Passive-Ultrasonic-Sensor Detection Pattern

Table 1: Max. Detection Distances for Typical Sensors
Penetration Distance (in Feet)

Cut ¼-inch-thick expanded metal with bolt cutters 55
Cut 5/8-inch reinforcing bar with bolt cutters 45
Use acetylene cutting torch 39
Cut wood with circular saw 30
Cut 5/8-inch reinforcing bar with hacksaw 19
Drill through brick 15
Drill through 1/8-inch steel plate 6
Cut 1/8-inch steel plate with hacksaw 4
Drill through cinderblock 3

H.	 Balanced Magnetic Switches

1.	 Balanced magnetic switches (BMS) are typically used to detect the opening of 
a door. These sensors can also be used on windows, hatches, gates, or other 
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structural devices that can be opened to gain entry. When using a BMS, mount 
the switch mechanism on the door frame and the actuating magnet on the door. 
Typically, the BMS has a three-position reed switch and an additional magnet 
(called the bias magnet) located adjacent to the switch. When the door is closed, 
the reed switch is held in the balanced or center position by interacting magnetic 
fields. If the door is opened or an external magnet is brought near the sensor in 
an attempt to defeat it, the switch becomes unbalanced and generates an alarm. 
A BMS must be mounted so that the magnet receives maximum movement 
when the door or window is opened. Figure 11 shows several configurations for 
mounting BMS.

I.	 Grid-Wire Sensors

1.	 The grid-wire sensor consists of a continuous electrical wire arranged in a 
grid pattern. The wire maintains an electrical current. An alarm is generated 
when the wire is broken. The sensor detects forced entry through walls, floors, 
ceilings, doors, windows, and other barriers. An enamel-coated Number 24 or 
26 American wire gauge (AWG) solid-copper wire typically forms the grid. The 
grid’s maximum size is determined by the spacing between the wires, the wire’s 
resistance, and the electrical characteristics of the source providing the current. 
The grid wire can be installed directly on the barrier, in a grille or screen that is 
mounted on the barrier, or over an opening that requires protection. The wire can 
be stapled directly to barriers made of wood or wallboard. Wood panels should 
be installed over the grid to protect it from day-to-day abuse and to conceal it. 
When used on cinder, concrete, and masonry surfaces, these surfaces must first 
be covered with plywood or other material to which the wire can be stapled. An 
alternative method is to staple the wire grid to the back side of a panel and install 
the panel over the surface.
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Figure 11: BMS Mounting Configurations

J.	 Volumetric Motion Sensors

1.	 Volumetric motion sensors are designed to detect intruder motion within the 
interior of a protected volume. Volumetric sensors may be active or passive. 
Active sensors (such as microwave) fill the volume to be protected with an 
energy pattern and recognize a disturbance in the pattern when anything 
moves within the detection zone. Whereas active sensors generate their own 
energy pattern to detect an intruder, passive sensors (such as IR) detect energy 
generated by an intruder. Some sensors, known as dual technology sensors, use 
a combination of two different technologies, usually one active and one passive, 
within the same unit. If CCTV assessment or surveillance cameras are installed, 
video motion sensors can be used to detect intruder movement within the area. 
Since ultrasonic motion sensors are seldom used, they will not be discussed 
here. See FM 3-19.30, Physical Security, for further information.

K.	 Microwave Motion Sensors

1.	 With microwave motion sensors, high-frequency electromagnetic energy is used 
to detect an intruder’s motion within the protected area. Interior or sophisticated 
microwave motion sensors are normally used. 
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L.	 Interior Microwave Motion Sensors

1.	 Interior microwave motion sensors are typically monostatic; the transmitter and 
the receiver are housed in the same enclosure (transceiver). They may each be 
provided with a separate antenna or they may share a common antenna. The 
high-frequency signals produced by the transmitter are usually generated by a 
solid-state device, such as a gallium arsenide field-effect transistor. The power 
generated is usually less than 10 milliwatts, but it is sufficient to transmit the 
signal for distances up to about 100 feet. The shape of the transmitted beam is 
a function of the antenna configuration. The range of the transmitted beam can 
be controlled with a range adjustment. A variety of detection patterns can be 
generated (see Figure 12). The frequency of the transmitted signal is compared 
with the frequency of the signal reflected back from objects in the protected area. 
If there is no movement within the area, the transmitted and received frequencies 
will be equal and no alarm will be generated. Movement in the area will generate 
a Doppler frequency shift in the reflected signal and will produce an alarm if the 
signal satisfies the sensor’s alarm criteria. The Doppler shift for a human intruder 
is typically between 20 and 120 hertz (Hz). Microwave energy can pass through 
glass doors and windows as well as lightweight walls or partitions constructed of 
plywood, plastic, or fiberboard.

2.	 As a result, false alarms are possible because of the reflection of the microwave 
signals from the movement of people or vehicles outside of the protected area. 
The designer can sometimes take advantage of this when the protected area is 
large and contains a number of partitions. 

Figure 12: Typical Detection Patterns for Microwave Motion Sensors
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M.	Sophisticated Microwave Motion Sensors

1.	 Sophisticated microwave motion sensors may be equipped with electronic range 
gating. This feature allows the sensor to ignore the signals reflected beyond 
the settable detection range. Range gating may be used to effectively minimize 
unwanted alarms from activity outside the protected area. 

N.	 PIR Motion Sensors

1.	 Passive Infrared (PIR) motion sensors detect a change in the thermal energy 
pattern caused by a moving intruder and initiate an alarm when the change in 
energy satisfies the detector’s alarm criteria. These sensors are passive devices 
because they do not transmit energy; they monitor the energy radiated by the 
surrounding environment. 

2.	 All objects with temperatures above absolute zero radiate thermal energy. The 
wavelengths of the IR energy spectrum lie between 1-1,000 microns. Because 
the human body radiates thermal energy of between 7-14 microns, PIR motion 
sensors are typically designed to operate in the far IR wavelength range of 4-20 
microns.

3.	 The IR energy must be focused onto a sensing element, somewhat as a 
camera lens focuses light onto a film. Two techniques are commonly used. One 
technique uses reflective focusing; parabolic mirrors focus the energy. The other 
uses an optical lens. Of the various types of optical lenses, Fresnel lenses are 
preferred because they can achieve short focal lengths with minimal thickness. 
Because IR energy is severely attenuated by glass, lenses are usually made of 
plastic.

4.	 The sensor’s detection pattern is determined by the arrangement of lenses or 
reflectors. The pattern is not continuous but consists of a number of rays or 
fingers, one for each mirror or lens segment. Numerous detection patterns are 
available, several of which are shown in Figure 13. The PIR is not provided with a 
range adjustment, but the range can be adjusted somewhat by manipulating the 
sensor’s position; therefore, careful selection of the appropriate detection pattern 
is critical to proper sensor performance. 
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Figure 13 Typical Detection Patterns for a PIR Detector

5.	 Most manufacturers use a pyroelectric material as the thermal sensing element. 
This material produces a change in electric charge when exposed to changes 
in temperature. To minimize false alarms caused by changes in ambient 
temperature, most manufacturers use a dual-element sensor. The sensing 
element is split into halves, one that produces a positive voltage pulse and the 
other a negative pulse when a change in temperature changes. An intruder 
entering one of the detection fingers produces an imbalance between the two 
halves, resulting in an alarm condition. Quad-element sensors that combine 
and compare two dual-element sensors are also in use. Pulse-count activation, 
a technique in which a predefined number of pulses within a specific interval of 
time must be produced before an alarm is generated, is also used. 

O.	 Dual-Technology Sensors

1.	 To minimize the generation of alarms caused by sources other than intruders, 
dual-technology sensors combine two different technologies in one unit. Ideally, 
this is achieved by combining two sensors that individually have a high DP and 
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do not respond to common sources of false alarms. Available dual-technology 
sensors combine an active ultrasonic or microwave sensor with a PIR sensor. he 
alarms from each sensor are logically combined in an “and” configuration; that 
is, nearly simultaneous alarms from both active and passive sensors are needed 
to produce a valid alarm. Although combined technology sensors have a lower 
false-alarm rate than individual sensors, the DP is also reduced. For example, if 
each individual sensor has a DP of 0.95, the DP of the combined sensors is the 
product of individual probabilities (0.9).

2.	 Also, ultrasonic and microwave motion sensors have the highest probability 
of detecting movement directly toward or away from the sensor, whereas PIR 
motion sensors have the highest probability of detecting movement across the 
detection pattern. Therefore, the DP of sensors combined in a single unit is less 
than that obtainable if the individual sensors are mounted perpendicular to each 
other with overlapping detection patterns. Because of the lower false alarm rate, 
the reduced DP can be somewhat compensated for by increasing the sensitivity 
or detection criteria of each individual sensor. 

P.	 Interior Video Motion Sensors

1.	 A video motion sensor generates an alarm when an intruder enters a selected 
portion of a CCTV camera’s field of view. The sensor processes and compares 
successive images between the images against predefined alarm criteria. 
There are two categories of video motion detectors—analog and digital. Analog 
detectors generate an alarm in response to changes in a picture’s contrast. 
Digital devices convert selected portions of the analog video signal into digital 
data that are compared with data converted previously; if differences exceed 
preset limits, an alarm is generated. The signal processor usually provides 
an adjustable window that can be positioned anywhere on the video image. 
Available adjustments permit changing horizontal and vertical window size, 
window position, and window sensitivity. More sophisticated units provide several 
adjustable windows that can be individually sized and positioned. Multiple 
windows permit concentrating on several specific areas of an image while 
ignoring others. For example, in a scene containing six doorways leading into 
a long hallway, the sensor can be set to monitor only two critical doorways. For 
further information, see Chapter 8.12, CCTV Systems

VII.	 Point Sensors

A.	 Planning

1.	 Point sensors are used to protect specific objects within a facility. These sensors 
(sometimes referred to as proximity sensors) detect an intruder coming in close 
proximity to, touching, or lifting an object. Several different types are available 
including capacitance sensors, pressure mats, and pressure switches. Other 
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types of sensors can also be used for object protection. 

B.	 	 Duress Alarm Devices

1.	 Duress-alarm devices may be fixed or portable. Operations and security 
personnel use them to signal a life-threatening emergency. Activation of a duress 
device will generate an alarm at the alarm-monitoring station. Because of the 
nature of the alarm, duress devices should never annunciate at the point of 
threat. These devices are customarily manually operated. 

2.	 Fixed duress devices are mechanical switches permanently mounted in an 
inconspicuous location, such as under a counter or desk. They can be simple 
push-button switches activated by the touch of a finger or hand or foot operated 
switches attached to the floor. 

3.	 Portable duress devices are wireless units consisting of a transmitter and a 
receiver. The transmitter is portable and small enough to be conveniently carried 
by a person. The receiver is mounted in a fixed location within the facility. Either 
ultrasonic or RF energy can be used as the communication medium. When 
activated, the transmitter generates an alarm that is detected (within range) by 
the receiver. The receiver then activates a relay that is hardwired to the alarm-
monitoring system. 

C.	 Monitoring

1.	 The Homeland Security Act of 2002 provides the Secretary of Homeland 
Security with the authority and responsibility to “protect the buildings, grounds, 
and property that are owned, occupied, or secured by the Federal Government 
(including any agency instrumentally or wholly owned or mixed-ownership 
corporations thereof) and the persons on the property.” This responsibility 
has been delegated to U.S. Immigration and Customs Enforcement’s Federal 
Protective Service (FPS). As such, FPS also offers IDS monitoring and services 
through GSA leases.

2.	 FPS has designed and built four Mega-Centers to provide monitoring and 
related services. These centers are located in Suitland, Maryland; Philadelphia, 
Pennsylvania; Battle Creek, Michigan; and Denver, Colorado. Among other tasks, 
these centers monitor intrusion/duress alarm systems, fire detection systems, 
environmental systems, and elevator emergency telephones for multi-regional 
areas. In order to take full advantage of the Mega-Centers’ IDS monitoring 
capabilities, FPS mandates that all installations and upgrades of the IDS in 
both leased and government facilities are standardized on a national basis, are 
fully compatible with the standardized alarm-receiving equipment existing in the 
Mega-Centers, and are capable of being remotely programmed with software 
from the approved panel manufacturers.
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3.	 A national decision was made that FPS would only recommend and support 
alarm systems that fully interfaced with the control center’s equipment and 
software. Therefore, FPS requires that only remote-programmable alarm systems 
are specified when designing or upgrading alarm systems that are monitored at 
the Mega-Center. Additionally, all remote-programmable alarm systems must be 
able to easily communicate with the Mega-Centers’ monitoring equipment.

4.	 Approved alarm panels must communicate via the Mega-Center’s alarm 
receivers. The Mega-Centers can also accept most digital communicators for Fire 
Detection Systems that transmit one of the standard formats. (communications 
protocol): ADEMCO Contact ID, Radionics / Bosch Modem II, Modem IIE and 
Modem IIIA or SIA.

5.	 All alarm systems/IDS must have tampered devices, cabinets, and junction 
boxes. All devices will report as one point as a zone description that can be used 
when reporting an alarm condition to the responding authority.

6.	 FPS cannot monitor any alarm system that does not fully comply with the above 
referenced criteria. If a system does not meet these criteria, either the customer 
or GSA shall assume the cost of commercial monitoring.

7.	 In order to ensure necessary standardization, full compatibility, and coordination 
of effort, designs for all installations and upgrades of intrusion / duress alarm 
systems must be coordinated with the serving Mega-Center.

8.	 All IDS shall be installed in accordance with UL Guidelines for Burglary Intrusion 
Detection Systems. The Security System installer/vendor must properly complete 
and communicate the FPS Mega-Center Alarm Requirements (MAR) Document 
to the respective FPS Mega-Center. The MAR document includes the following 
information: 

(a)	A record of the alarm account data

(b)	A list of all devices and a sketch of the device locations

(c)	The emergency telephone list 

(d)	User codes 

(e)	A test of the alarm panel and system 

9.	 The Security System installer/vendor must have documented experience 
installing IDS that are monitored by the Federal Protective Service or the United 
States Federal government. The Security System installer/vendor is not to be 
released of their contractual obligations until the CBP Office of Internal Affairs 
Security Management Division identified personnel have received a minimum 
of 4 hours training to properly operate, maintain, and troubleshoot the Intrusion 
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Detection System, and until the IDS system is 100% operational and being 
actively monitored by the respective FPS Mega-Center. 

10.	The installed IDS shall be fully integrated with the Security Management System 
and be capable of having all alarm situations simultaneously report to both the on 
site Security Management System and the FPS Mega-Center.

11.	FPS cannot monitor any alarm system that does not fully comply with the above 
referenced criteria or does not have an active dedicated analog phone line for 
each alarm panel installed. Therefore, it is imperative that there is no deviation 
from the IDS requirements listed above. 

12.	Security equipment installed in Customs and Border Protection (CBP) facilities 
and that will utilize CBP network infrastructure must be approved for use by 
Office of Information and Technology (OIT) and listed in the DHS Technology 
Reference Manual (TRM) before the equipment is connected to or utilized 
on the network. In systems that will create a System of Records (SOR) other 
requirements may be necessary before the system is utilized. More information 
at the DHS TRM Hierarchy Report.

13.	During procurement and acquisitions the software or equipment required should 
be listed in the DHS TRM at the time of award.

14.	For information about the Technology Evaluation Process used to approve 
equipment for use on the CBP network please access the following links TMR 
Change Process and OIT PAL.

VIII.	 System Validation Assessment for Emergency Responders (SAVER)

A.	 DHS has established the System Assessment and Validation for Emergency 
Responders (SAVER) program to assist with procurement decisions. The SAVER 
Program conducts unbiased operational tests on commercial equipment and 
systems, and provides those results along with other relevant equipment information 
to the community in an operationally useful form. SAVER provides information on 
equipment that falls within the categories listed in the DHS Authorized Equipment 
List (AEL).

B.	 Follow these steps to reach the SAVER Project Library Index. 

1.	 Go to the Project Library Index link; 

2.	 Scroll down to, and click on, “14 Physical Security Enhancement Equipment”;

3.	 Select “14SW Surveillance, Warning, Access Intrusion Control”;

4.	 Click on “14SW-01 General”;
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5.	 Select “14SW-01-Sensors and Alarms, Alarms”;

6.	 Click on “14SW-01-IDS”; and

7.	 Chose the appropriate IDS assessment project document.

C.	 To request the complete IDS Handbook, follow this link to the SAVER Document 
Request Form. Enter your e-mail address and choose the format for the document 
(e-mail, mailed CD, or mailed hard copy). This link leads only to the request form 
for the full IDS Handbook. To view the project highlights or assessment summary 
documents, follow the instructions above.

https://saver.fema.gov/default.aspx?module=requestform&DocID=4968
https://saver.fema.gov/default.aspx?module=requestform&DocID=4968
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Appendix 8.12: Closed Circuit Television (CCTV)

AppCCTV
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I.	 General

A.	 The CCTV system is a core subsystem of an overall Electronic Security System 
(ESS). It is the collection of cameras, recorders, switches, keyboards, and monitors 
that allow viewing and recording of security events. The CCTV system is normally 
integrated into the overall ESS and centrally monitored at the Dispatch Center. 
Uses of CCTV systems for security services include several different functions as 
described below. 

1.	 Surveillance

(a)	CCTV cameras can be used to give a viewer the capability to be made 
aware of or view visual events at multiple locations from a centralized 
remote viewing area. CCTV camera technology makes visual information 
available that would normally only be available through multiple (possibly 
roving) human resources. 

2.	 Assessment 

(a)	When alerted by an alarm notification, CCTV cameras allow Dispatch 
Center operators or other viewers to assess the situation and make a 
determination as to what type of response may or may not be required. 
An example would be an intrusion alarm at a remote facility. Visual 
assessment and other confirmation may indicate an unannounced 
maintenance crew at work. Symptoms of intrusion would lead to a 
response. 

3.	 Deterrence

(a)	While more effective against unsophisticated burglars as opposed to 
trained covert agents, CCTV cameras may deter burglary, vandalism, or 
intrusion due to fear of discovery and prosecution. 

4.	 Evidentiary Archives

5.	 Retrieval of archived images may be helpful in identification or prosecution of 
trespassers, vandals, or other intruders. 

6.	 Facial Recognition

(a)	Cameras can be used for biometric facial recognition as discussed in 
Chapter 11. 

7.	 Intrusion Detection

(a)	CCTV cameras when employed with video content analysis or motion path 
analysis software and equipment are increasingly being used as a means 
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for intrusion detection as discussed in Chapter 11, Access to Facilities. 
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Figure 1: CCTV System

II.	 System Overall Requirements

A.	 Requirements

1.	 Major components of the CCTV system must be capable of full color 
transmission, although day/night cameras are commonly utilized in areas 
requiring light sensitivity. Pan, tilt, zoom (PTZ) cameras are to be utilized to 
supplement fixed cameras, permitting more accurate coverage in critical areas. 
All camera views associated with an alarm must be automatically recorded. 
A color monitor and high resolution DVR with a minimum 30 day recording 
capability must be employed to store video footage; the DVR shall also be 
capable of playing back any camera view Cameras in hold rooms and interview 
rooms will have detention-grade housings and, to deter tampering, cannot 
be mounted over fixtures in the rooms. CCTV cameras will not be installed in 
search rooms. Questions or concerns about the adequacy of an existing or 
proposed CCTV system or component should be addressed to CBP/IA/SMD 
at cbp.security@dhs.gov.  Security equipment installed in Customs and Border 
Protection (CBP) facilities and that will utilize CBP network infrastructure must be 
approved for use by Office of Information and Technology (OIT) and listed in the 
DHS Technology Reference Manual (TRM) before the equipment is connected 
to or utilized on the network. In systems that will create a System of Records 
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(SOR) other requirements may be necessary before the system is utilized. More 
information at the DHS TRM Hierarchy Report.

2.	 During procurement and acquisitions the software or equipment required should 
be listed in the DHS TRM at the time of award.

3.	 For information about the Technology Evaluation Process used to approve 
equipment for use on the CBP network please access the following links TMR 
Change Process and OIT PAL.

4.	 The system, including all components and appurtenances, shall be configured 
and installed to yield a mean-time-between-failure (MTBF) of at least 10,000 
hours, and shall be calculated based on the configuration specified in the section 
titled “Overall System Reliability Calculations.”

B.	 Power Line Surge Protection

1.	 Requirements

(a)	All equipment connected to AC power shall be protected from surges. 
Equipment protection shall withstand surge test waveforms described in 
IEEE C62.41.1 and IEEE C62.41.2. Fuses shall not be used for surge 
protection.

C.	 Video Line Surge Protection

1.	 Requirements

(a)	All cable, except fiber optic cable, used for sync or video signal 
transmission shall include protective devices to safeguard the CCTV 
equipment against surges. The surge suppression device shall not 
attenuate or reduce the video or sync signal under normal conditions. 
The surge suppression device shall be capable of dissipating not less 
than 1500 watts for 1 millisecond, and the response time from zero volts 
to clamping shall not be greater than 5 nanoseconds. Fuses shall not be 
used for surge protection.

D.	 Control Line Surge Protection

1.	 Requirements

(a)	All cables and conductors, except fiber optic cables, which serve as 
communication, control, or signal lines shall be protected against surges 
and shall have surge protection installed at each end. Protection shall 
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be furnished at the equipment and additional triple electrode gas surge 
protectors rated for the application on each wire line circuit shall be 
installed within 1 m 3 feet of the building cable entrance. Fuses shall not 
be used for surge protection. 

E.	 Power Line Conditioners

1.	 Requirements

(a)	A power line conditioner shall be furnished for the security console CCTV 
equipment. The power line conditioner used for the CCTV equipment 
shall be the same one as provided for Intrusion Detection System (IDS) 
ESS. The power line conditioner shall be of the ferro-resonant design, 
with no moving parts and no tap switching, while electrically isolating 
the secondary from the power line side. The power line conditioner shall 
be sized for no less than 125 percent of the actual connected kVA load. 
Characteristics of the power line conditioner shall be as follows:

●● At 85-percent load, the output voltage shall not deviate by more than 
plus or minus 1 percent of nominal when the input voltage fluctuates 
between minus 20 percent to plus 10 percent of nominal; 

●● During load changes of zero to full load, the output voltage shall 
not deviate by more than plus or minus 3 percent of nominal. Full 
correction of load switching disturbances shall be accomplished within 
5 cycles, and 95 percent correction shall be accomplished within 2 
cycles of the onset of the disturbance.

F.	 Environmental Conditions

1.	 Field Equipment

(a)	The cameras and all other field equipment shall be rated for continuous 
operation under ambient environmental conditions of minus 10.0 to 55 
degrees C 14 to 120 degrees F using no auxiliary heating or cooling 
equipment. Equipment shall be rated for continuous operation under the 
ambient environmental temperature, humidity, wind loading, ice loading, 
and vibration conditions specified or encountered for the installed location.

2.	 Security Center Equipment

(a)	The Security Center and remote control/monitoring station equipment 
shall, unless designated otherwise, be rated for continuous operation 
under ambient environmental conditions of 15.6 to 29.4 degrees C 60 to 
85 degrees F and a relative humidity of 20 to 80 percent.
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3.	 Hazardous Environment

(a)	All system components located in areas designated “Hazardous 
Environment,” where fire or explosion hazards may exist because of 
flammable gases or vapors, flammable liquids, combustible dust, or 
ignitable fibers or flyings, shall be rated Class II, Division I, Group F, and 
installed according to Chapter 5 of the NFPA 70 . 

4.	 Electrical Requirements

(a)	Electrically powered IDS equipment shall operate on 120- or 240-volt 
[60] [50] Hz AC sources as shown. Equipment shall be able to tolerate 
variations in the voltage source of plus or minus 10 percent, and variations 
in the line frequency of plus or minus 2 percent with no degradation of 
performance.

5.	 Uninterruptible Power Supply (UPS)

(a)	All electrical and electronic equipment in the console shall be powered 
from an UPS provided as specified in Section 26 32 33.00 10 
Uninterruptible Power Supply (Ups) System Above 15 Kva Capacity. The 
UPS shall be sized to provide at least 6 hours battery back-up in the event 
of primary failure. Batteries will be of the sealed non-gassing type.

NOTE: All Security equipment will connect to the emergency backup generator.

See UFGS 26 32 33.00 10 (October 2007)

III.	 Technical Data Package (System Documentation)

A.	 The contractor shall supply a CCTV system data package. The data package shall 
include the following:

B.	 Manufacturers’ Data

1.	 The data package shall include manufacturers’ data for all materials and 
equipment and security center equipment provided.

C.	 System Description and Analyses

1.	 The data package shall include complete system descriptions, analyses and 
calculations used in sizing the equipment required. Descriptions and calculations 
shall show how the equipment will operate as a system to meet the performance. 
The data package shall include the following:

(a)	Switcher matrix size;
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(b)	Camera call-up response time;

(c)	System start up and shutdown operations;

(d)	Switcher programming instructions;

(e)	Switcher operating and maintenance instructions;

(f)	 Manuals for CCTV equipment; and

(g)	Data entry forms.

D.	 Software Data

(a)	The data package shall consist of descriptions of the operation and 
capability of system and application software as specified.

E.	 Overall System Reliability Calculations

1.	 The data package shall include all manufacturer’s reliability data and calculations 
required to show compliance with the specified reliability. The calculations shall 
be based on all CCTV equipment associated with one camera circuit and the 
console CCTV equipment, excluding the data transmission media (DTM).

F.	 Certifications

1.	 All specified manufacturer’s certifications shall be included with the data 
package. This includes the IT Certification and Accreditations (C&A) via DHS 
4300-A and B). For information about the Technology Evaluation Process used to 
approve equipment for use on the CBP network please access the following links 
TMR Change Process and OIT PAL.

2.	

G.	 Site Conditions

1.	 The project security consultant shall verify that site conditions are in agreement 
with the design package. The CBP project manager shall submit redline 
drawings/report to the project security consultants documenting changes to the 
site, or conditions that affect performance of the system to be installed. For those 
changes or conditions which affect system installation or performance, provide 
(with the report) specification sheets, or written functional requirements to 
support the findings, and a cost estimate to correct the deficiency. 

H.	 Operation and Maintenance Manuals

1.	 A draft copy of the operation and maintenance manuals shall be delivered to the 
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Government prior to beginning the performance verification test for use during 
site testing.

I.	 Data Entry

1.	 The contractor shall enter all data needed to make the system operational;

2.	 The contractor shall deliver the data to the Government on data entry forms, 
utilizing data from the contract documents, Contractor’s field surveys, and all 
other pertinent information in the contractor’s possession required for complete 
installation of the data base. The contractor shall identify and request from the 
Government, any additional data needed to provide a complete and operational 
CCTV system. The completed forms shall be delivered to the Government for 
review and approval at least 90 days prior to the contractor’s scheduled need 
date.

J.	 Graphics

The contractor shall create and install all required graphics needed to make the system 
operational. Graphics shall have sufficient level of detail for the system operator to assess the 
alarm. The contractor shall supply hard copy, color examples at least 8-by-10 inches in size, 
of each type of graphic to be used for the completed CCTV system. If the video switcher does 
not use a monitor for display of system information, the contractor shall provide examples of 
the video annotation used for camera identification. The graphics examples shall be delivered 
to the Government for review and approval at least 90 days prior to the contractor’s scheduled 
need date.

K.	 Technical Data Package 

1.	 Final copies of each of the manufacturer’s commercial manuals arranged as 
specified bound in hardback, loose-leaf binders and as electronic data, shall 
be delivered to the Government within 30 days after completing the endurance 
test. The draft copy used during site testing shall be updated prior to final 
delivery of the manuals. Each manual’s contents shall be identified on the 
cover. The manual shall include names, addresses, and telephone numbers 
of each subcontractor installing equipment and systems, and nearest service 
representatives for each item of equipment for each system. The manuals 
shall have a table of contents and tab sheets. Tab sheets shall be placed at the 
beginning of each chapter or section and at the beginning of each appendix. 
The final copies delivered after completion of the endurance test shall include all 
modifications made during installation, checkout, and acceptance. The number of 
copies of each manual to be delivered shall be as specified in writing.

L.	 Functional Design Manual

1.	 The functional design manual shall identify the operational requirements for 
the system and explain the theory of operation, design philosophy, and specific 
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functions. A description of hardware and software functions, interfaces, and 
requirements shall be included for all system operating modes.

M.	Hardware Manual 

1.	 The manual shall describe all equipment furnished, including:

(a)	General hardware description and specifications;

(b)	Installation and checkout procedures;

(c)	Equipment electrical schematics and layout drawings;

(d)	System schematics and wiring lists;

(e)	System setup procedures;

(f)	 Manufacturer’s repair parts list indicating sources of supply; and 

(g)	Interface definition.

N.	 Software Manual

1.	 The software manual shall describe the functions of all software, and shall 
include all other information necessary to enable proper loading, testing and 
operation, including:

(a)	Definitions of terms and functions;

(b)	Procedures for system boot-up;

(c)	Description of using the programs;

(d)	Description of required operational sequences;

(e)	Directory of all disk files; and

(f)	 Description of all communications protocols, including data formats, 
command characters, and a sample of each type of data transfer.

2.	 Operator’s Manual

(a)	The operator’s manual shall explain all procedures and instructions for 
operation of the system including:

(b)	Video switcher;

(c)	Video multiplexer;
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(d)	Cameras and video recording equipment;

(e)	Use of the software;

(f)	 Operator commands;

(g)	System start-up and shut-down procedures; and

(h)	Recovery and restart procedures.

O.	 Maintenance Manual

1.	 The maintenance manual shall describe maintenance for all equipment including 
inspection, periodic preventive maintenance, fault diagnosis, and repair or 
replacement of defective components.

P.	 As-Built Drawings

1.	 The contractor shall maintain a separate set of drawings, elementary diagrams, 
and wiring diagrams of the CCTV system to be used for as-built drawings. This 
set shall be accurately updated by the contractor with all changes and additions 
to the CCTV system and shall be delivered to the Government with the final 
endurance test report. In addition to being complete and accurate, this set of 
drawings shall be kept neat and shall not be used for installation purposes. 
Upon completion of the final system drawings, the project security consultants 
will review the final system work with the contractor. If the final system work 
is not complete, the contractor will be so advised and shall complete the work 
as required. Final drawings submitted with the endurance test report shall be 
finished drawings on Mylar or vellum, and created using AutoCAD.

IV.	 Testing and Training 

A.	 Group IV Technical Data Package ---Systems Acceptance Test (SAT) 

1.	 The contractor shall perform pre-delivery testing, site testing, and adjustment 
of the completed CCTV system. The contractor shall provide all personnel, 
equipment, instrumentation, and supplies necessary to perform all testing. 

(a)	Written notification of planned testing shall be given to the project security 
consultants at least 14 days prior to the test and in no case shall notice be 
given until after the contractor has received written approval of the specific 
test procedures.

2.	 Test Procedures and Reports

(a)	Test procedures shall explain, in detail, step-by-step actions and expected 
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results demonstrating compliance with the requirements. Test reports shall 
be used to document results of the tests. Reports shall be delivered to the 
Government within 7 days after completion of each test.

B.	 Training

1.	 The contractor will conduct training courses for designated personnel in the 
maintenance and operation of the procured CCTV system as specified in the 
procurement contract and in the “owners” manual. 

(a)	The training will be oriented to the specific system procured and installed 
under the contract;

(b)	Training manuals will be delivered for each trainee, along with three 
additional manuals delivered: two (2) manuals for archiving at the project 
site and one (1) manual for the procurement office;

(c)	The manuals shall include: 

●● Class agenda;

●● Class objectives defined for each lesson; and

●● Detailed description of the subject matter for each lesson.

2.	 The contractor is responsible for:

(a)	Furnishing all audio-visual equipment; 

(b)	All other training materials and supplies.

(c)	Where the contractor presents portions of the course through the use of 
audio-visual material, copies of the audio-visual materials will be delivered 
to the Government, either as a part of the printed training manuals or on 
the same media as that used during the training sessions. 

3.	 A training day will:

(a)	Take place Monday through Friday;

(b)	Occur during normal operational hours;

(c)	Not exceed an 8-hour duty day; and

(d)	Incorporate breaks and lunch period.

4.	 Approval for the training content and class scheduled will be obtained from the 
Government by the vendor no less than 30 days prior to the training.
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C.	 Operator Training

1.	 Course training:

(a)	The course shall be taught at the project site for five consecutive training 
days during or after the contractor’s field testing and government 
acceptance of the system;

(b)	A minimum of 3 personnel will attend the course;

(c)	No part of the training given during this course will be counted toward 
completion of the performance verification test; 

(d)	The course shall consist of: 

●● Classroom instruction; 

●● Hands-on training;

●● Instruction on the specific hardware configuration of the installed 
system; and

●● Specific instructions for operating the installed system. 

2.	 The course shall demonstrate:

(a)	 System start-up; 

(b)	System operation; 

(c)	System shutdown; 

(d)	System recovery after a failure;

(e)	Specific hardware configuration; and

(f)	 Operation of the system and its software. 

3.	 The contractor will:

(a)	Prepare and insert additional training material in the training manuals 
when the need for additional material becomes apparent during 
instruction;

(b)	Prepare a written report after the completion of the course;

(c)	List in the report the times, dates, attendees and material covered at each 
training session;

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

268 of 308

(d)	Describe the skill level of each student at the end of this course; and

(e)	Submit the report before the end of the performance verification test. 

4.	 The course shall include:

(a)	General CCTV hardware, installed system architecture and configuration;

(b)	Functional operation of the installed system and software;

(c)	Operator commands;

(d)	Alarm interfaces;

(e)	Alarm reporting;

(f)	 Fault diagnostics and correction;

(g)	General system maintenance; and

(h)	Replacement of failed components and integration of replacement; 
components into the operating CCTV system.

D.	 Training Documentation

1.	 Lesson plans and training manuals for the training phases shall be delivered for 
approval. These will include type of training to be provided, along with a sample 
training report and a list of reference material.

V.	 Maintenance and Service

A.	 General Requirements

1.	 The contractor will provide all services required and equipment necessary to 
maintain the entire CCTV system in an operational state as specified for a period 
of 1 year after the manufacturer’s factory warranty period, and shall provide all 
necessary material required for the work. Impacts on facility operations shall be 
minimized when performing scheduled adjustments or other unscheduled work. 
The vendor will provide a quote for an extended warranty. 

B.	 Description of Work

1.	 The adjustment and repair of the CCTV system includes all computer equipment, 
software updates, signal transmission equipment, and video equipment. Provide 
the manufacturer’s required adjustments and all other work necessary.

C.	 Personnel
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1.	 Service personnel will be qualified to accomplish all work promptly and 
satisfactorily. The Government shall be advised in writing of the name of the 
designated service representative, and of any changes in personnel.

D.	 Schedule of Work

1.	 The contractor will perform two inspections at 6-month intervals or less;

2.	 This work shall be performed during regular working hours, Monday through 
Friday, excluding legal holidays;

3.	 During these inspections, the contractor will:

(a)	Conduct visual checks and operational tests of the CPU, switcher, 
peripheral equipment, interface panels, recording devices, monitors, video 
equipment electrical and mechanical controls, and a check of the picture 
quality from each camera;

(b)	Run system software and correct all diagnosed problems; and

(c)	Resolve any previous outstanding problems.

E.	 Emergency Service

1.	 The Government will initiate service calls when the CCTV system is not 
functioning properly. Qualified personnel shall be available to provide service 
to the complete CCTV system. The Government shall be furnished with a 
telephone number where the service supervisor can be reached at all times. 
Service personnel shall be at the site within 24 hours after receiving a request for 
service. The CCTV system shall be restored to proper operating condition within 
3 calendar days after receiving a request for service.

F.	 Operation

1.	 Performance of scheduled adjustments and repair shall verify operation of the 
CCTV system as demonstrated by the applicable portions of the performance 
verification test.

G.	 Records and Logs

1.	 The contractor will keep records and logs of each task, and shall organize 
cumulative records for each major component and for the complete system 
chronologically. A continuous log will be maintained for all devices. 

2.	 The log shall contain calibration, repair, warranties, serial number, bar code data, 
installation date, major repair dates, and programming data. Complete logs shall 
be kept and shall be available for inspection on site, demonstrating that planned 
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and systematic adjustments and repairs have been accomplished for the CCTV 
system.

3.	 Work Requests

(a)	The contractor shall separately record each service call request, as 
received. The form shall include the serial number identifying the 
component involved, its location, date and time the call was received, 
nature of trouble, names of the service personnel assigned to the task, 
instructions describing what has to be done, the amount and nature of 
the materials to be used, the time and date work started, and the time 
and date of completion. The contractor shall deliver a record of the work 
performed within 5 days after work is completed.

H.	 System Modifications

1.	 The contractor shall make any recommendations for system modification 
in writing to the Government. No system modifications, including operating 
parameters and control settings, shall be made without prior approval of the 
Government. Any modifications made to the systems shall be incorporated into 
the operations and maintenance manuals, and other documentation affected.

2.	 Software

(a)	The contractor will recommend all software updates, including middleware 
if needed to allow multiple processes running on one or more machines to 
interact across a network, to the Government for approval. Upon approval, 
updates will be:

●● Accomplished in a timely manner;

●● Fully coordinated with the CCTV system operators.

3.	 Operation in the system will be verified and incorporated into the operations and 
maintenance manuals, and software documentation. There shall be a minimum 
of one scheduled update near the end of the first year’s warranty period, at which 
time the contractor will install and validate the latest released version of the 
manufacturer’s software.

VI.	 Materials And Equipment   

A.	 All system hardware and software components shall be produced by manufacturers 
regularly engaged in the production of CCTV equipment. Units of the same type of 
equipment shall be products of a single manufacturer. All material and equipment 
shall be new and currently in production. Each major component of equipment shall 
have the manufacturer’s name and address, and the model and serial number in a 
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conspicuous place. Equipment located at the security center or a remote control/
monitoring station shall be rack mounted as shown in Figure 1. Both Television and 
Computing devices shall comply with 47 CFR § 15(B).

B.	 Soldering

1.	 All soldering shall be done in accordance with standard industry practices.

C.	 Enclosures

1.	 The contractor shall provide metallic enclosures as needed for equipment not 
housed in racks or supplied with a housing. The enclosures shall be as specified 
or shown.

D.	 Interior

1.	 Enclosures to house equipment in an interior environment shall meet the 
requirements of NEMA 250 Type 12.

E.	 Exposed-to-Weather

1.	 Enclosures to house equipment in an outdoor environment shall meet the 
requirements of NEMA 250 Type 4X.

2.	 Corrosion-Resistant

3.	 Enclosures to house equipment in a corrosive environment shall meet the 
requirements of NEMA 250 Type 4X.

4.	 Hazardous Environment Equipment

(a)	All system electronics to be used in a hazardous environment shall be 
housed in a metallic enclosure which meets the requirements of paragraph 
“Hazardous Environment.”

F.	 Wiring

(a)	All wiring will be marked in accordance with industry standards and 
correlate with the wiring diagram.

VII.	 Locks And Key-Lock Operated Switches

A.	 Locks

1.	 Locks shall be provided on system enclosures for maintenance purposes; 

2.	 Locks shall be Underwriters Laboratory (UL) listed; 
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3.	 Locks shall be either a round-key type, with three dual, one mushroom, and three 
plain pin tumblers; or conventional key type lock having a combination of five 
cylinder pin and five-point three position side bar; and

4.	 Keys shall be stamped “U.S. GOVT. DO NOT DUP.” The locks shall be so 
arranged that the key can only be withdrawn when in the locked position. All 
maintenance locks shall be keyed alike and only two keys shall be furnished for 
all of these locks.

B.	 Key-Lock-Operated Switches

1.	 All key-lock-operated switches required to be installed on system components 
shall be UL listed, [with three dual, one mushroom, and three plain pin tumblers] 
[or] [conventional key type lock having a combination of five cylinder pin and 
five-point three position side bar]. Keys shall be stamped “U.S. GOVT. DO NOT 
DUP.” Key-lock-operated switches shall be two position, with the key removable 
in either position. All key-lock-operated switches shall be keyed differently and 
only two keys shall be furnished for each key-lock-operated-switch.

C.	 System Integration

1.	 When the CCTV system is installed in conjunction with an IDS, the CCTV system 
shall be interfaced to the IDS and shall provide automatic, alarm-actuated call-up 
of the camera associated with the alarm zone. Equipment shall be supplied with 
all adapters, terminators, cables, mainframes, card cages, power supplies, rack 
mounts, and appurtenances as needed.

VIII.	 Cameras

A.	 Solid State Cameras

1.	 High Resolution Day/Night Camera

(a)	The designer should determine if additional lighting is required;

(b)	Lighting ratios of 5:1 or less (highlight to shadow ratio) will ensure shadow 
detail in the video picture;

(c)	All electronic components and circuits shall be solid state; and

(d)	Signal-to-noise ratio shall not be less than 48 dB unweighted. The 
camera shall exhibit no geometric distortion. The lens mount shall be a C 
or CS-mount, and the camera shall have a back focus adjustment. The 
camera shall operate from minus 20.0 to plus 55 degrees C minus 4 to 
131 degrees F without auxiliary heating or cooling, and with no change in 
picture quality or resolution. The camera shall operate on [60][50] Hz AC 
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power, and shall be capable of operating at a voltage of 105 to 130/205 to 
240/12 Volts DC or 24 Volts AC. 

2.	 Solid State Image Array

(a)	The camera shall have a solid state imager, and the picture produced by 
the camera shall be free of blemishes. The camera shall provide not less 
than 550 lines of horizontal resolution, and resolution shall not vary over 
the life of the camera.

3.	 Sensitivity

(a)	Camera shall provide full video output with the infrared cut-off filter 
installed, without camera automatic gain, and a scene reflectance of 75 
percent using an f/1.2 lens giving a camera faceplate illumination at 2850K 
of 1.0 lx 0.1 foot candle.

4.	 Connectors

(a)	Cameras with lenses having auto iris, manual iris, or zoom and focus 
functions shall be supplied with connectors and wiring as needed for 
lens operation. Video signal output connector shall be a Bayonet Neill-
Concelman (BNC) connector. Cameras with integral fiber optic video 
transmitters shall have straight-tip bayonet type fiber optic video output 
connectors. I.P. cameras may utilize fiber or RJ45 connectors.

5.	 Automatic Circuits

(a)	The camera shall have circuitry to establish a reference black level, and 
an automatic white clipper and automatic gain control circuits.

B.	 Interior Dome PTZ Cameras

1.	 Interior Dome PTZ Camera System

(a)	An interior dome camera system shall be provided with integral camera 
installed and integrated into the dome housing; 

(b)	The camera shall meet the requirements of paragraph VII Cameras as 
specified; and

(c)	The dome housing shall be nominally 160 mm 6 inches and shall be 
furnished in a pendant mount or ceiling mount as shown. The lower 
dome shall be tinted acrylic and shall have a light attenuation factor of 
not more that 1 f-stop. The housing shall be equipped with integral pan/
tilt complete with wiring, wiring harnesses, connectors, receiver/driver, 
pan/tilt control system, pre-position cards, or any other hardware and 
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equipment as needed to provide a fully functional pan/tilt dome. The pan/
tilt shall be permanently lubricated. The motors shall be thermally or 
impedance protected against overload damage. Pan movement shall be 
360 degrees and tilt movement shall not be less than plus and minus 90 
degrees. Pan speed shall not be less than 20 degrees per second, and 
tilt speed shall not be less than 10 degrees per second. There shall not 
be less than 64 preset positions, with positioning speeds of at least 360 
degrees per second in the automatic mode, and not less than 120 degrees 
pre second in the manual positioning mode, with a positioning accuracy 
of plus or minus 1/2 degree. Each set of preset position data shall include 
auto focus, auto iris, pan, tilt, and zoom functions. The system shall be 
able to automatically scan between any two electronically-set limits, and 
shall be able to operate in the “tour” mode covering up to all presets in a 
user defined sequence. The dome system shall withstand temperature 
ranges from minus 10 to 50 degrees C minus 22 to 122 degrees F over a 
humidity range of 0 to 90 percent, non-condensing.  Pan movement shall 
be 360 degrees and tilt movement shall not be less than plus and minus 
90 degrees. Pan speed shall not be less than 20 degrees per second, and 
tilt speed shall not be less than 10 degrees per second

2.	 Exterior PTZ Dome Camera System

(a)	An exterior dome camera system shall be provided with integral camera 
installed and integrated into the dome housing. The camera shall 
have a minimum horizontal resolution of 425 lines (color) or 500 lines 
(monochrome);

(b)	The dome housing shall be nominally 160 mm 6 inches and shall be 
furnished in a NEMA 4 pendant mount, pole mount, ceiling mount, surface 
mount, or corner mount as shown. The housing shall be constructed to 
be dust and water tight, and fully operational in 100 percent condensing 
humidity. The housing shall be equipped with supplementary camera 
mounting blocks or supports as needed to position the specified camera 
and lens to maintain the proper optical centerline. All electrical and signal 
connections required for operation of the camera and lens shall be 
supplied. The housing shall protect the internal drives, positioners, and 
camera from the environment encountered for camera operation;

(c)	The lower dome shall be tinted acrylic and shall have a light attenuation 
factor of not more than 1 f-stop. An integral heater, sized to maintain the 
lower dome above the dew point, shall be part of the camera system. The 
housing shall be equipped with integral pan/tilt complete with wiring, wiring 
harnesses, connectors, receiver/driver, pan/tilt control system, pre-position 
cards, or any other hardware and equipment as needed to provide a fully 
functional pan/tilt dome. The pan/tilt shall be permanently lubricated. 
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The motors shall be thermally or impedance protected against overload 
damage; and 

(d)	Pan movement shall be 360 degrees and tilt movement shall not be less 
than plus and minus 90 degrees. Pan speed shall not be less than 20 
degrees per second, and tilt speed shall not be less than 10 degrees per 
second. There shall not be less than 99 preset positions, with positioning 
speeds of at least 360 degrees per second in the automatic mode, and 
not less than 120 degrees pre second in the manual positioning mode, 
with a positioning accuracy of plus or minus 1/2 degree. Each set of 
preset position data shall include auto focus, auto iris, pan, tilt, and zoom 
functions. The system shall be able to automatically scan between any 
two electronically-set limits, and shall be able to operate in the “tour” mode 
covering up to all presets in a user defined sequence. The dome system 
shall withstand temperature ranges from minus 40 to 50 degrees C 
minus 40 to 122 degrees F over a humidity range of 0 to 90 percent, non-
condensing. When designing CCTV surveillance, consideration needs to 
be given to lost coverage within the camera sweep field-of-view when the 
camera zooms to a fixed location. Refer to Figure 2 below.

C.	 Camera Lenses

1.	 Camera lenses shall be all glass with coated optics. The lens mount shall be 
a C or CS mount, compatible with the cameras selected. The lens shall be 
supplied with the camera, and shall have a maximum f-stop opening of f/1.2 or 
the maximum available for the focal length specified. The lens shall be equipped 
with an auto-iris mechanism unless otherwise specified. Lenses having auto 
iris, manual iris, or zoom and focus functions shall be supplied with connectors, 
wiring, receiver/drivers, and controls as needed to operate the lens functions. 
Lenses shall have sufficient circle of illumination to cover the image sensor 
evenly. Lenses shall not be used on a camera with an image format larger than 
the lens is designed to cover. Lens focal lengths shall be as shown or specified in 
the manufacturer’s lens selection tables.

D.	 Camera Housings And Mounts

1.	 The camera and lens shall be enclosed in a tamper resistant housing as 
specified below. Any ancillary housing mounting hardware needed to install the 
housing at the camera location shall be provided as part of the housing. The 
camera and lens contained in a camera housing shall be installed on a camera 
support as shown. Any ancillary mounting hardware needed to install the support 
and to install the camera on the support shall be provided as part of the support. 
The camera support shall be capable of supporting the equipment to be mounted 
on it including wind and ice loading normally encountered at the site.

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

276 of 308

E.	 Environmentally Sealed Camera Housing

1.	 The housing shall be designed to provide a condensation-free environment for 
camera operation. The housing shall be constructed to be dust and water tight, 
and fully operational in 100 percent condensing humidity. The housing shall be 
purged of atmospheric air and pressurized with dry nitrogen, shall be equipped 
with a fill valve, overpressure valve, and shall have a humidity indicator visible 
from the exterior. Housing shall not have a leak rate greater than 13.8 kPa 2 
psi at sea level within a 90 day period. The housing shall be equipped with 
supplementary camera mounting blocks or supports as needed to position the 
specified camera and lens to maintain the proper optical centerline. All electrical 
and signal connections required for operation of the camera and lens shall 
be supplied. The housing shall provide the environment needed for camera 
operation, and shall keep the viewing window free of fog, snow, and ice;

2.	 The housing shall be equipped with a sunshield, and both the housing and the 
sunshield shall be white. A mounting bracket which can be adjusted to center 
the weight of the housing and camera assembly shall be provided as part of the 
housing.

F.	 Indoor Camera Housing

1.	 The housing shall be designed to provide a tamper resistant enclosure for indoor 
camera operation. The housing shall be equipped with tamper proof latches, and 
shall be supplied with the proper mounting brackets for the specified camera and 
lens. The housing and appurtenances shall be a color that does not conflict with 
the building interior color scheme.

G.	 Interior Mount

1.	 The camera mount shall be suitable for either wall or ceiling mounting and shall 
have an adjustable head for mounting the camera. The wall mount and head 
shall be constructed of aluminum or steel with a corrosion-resistant finish. The 
head shall be adjustable for 360 degrees of pan, and not less than 90 degrees of 
tilt.

H.	 Low Profile Ceiling Mount

1.	 A tamperproof ceiling housing shall be provided for the camera. The housing 
shall be low profile and shall be suitable for replacement of 610 by 610 mm, 2 
by 2 foot ceiling tiles. The housing shall be equipped with a camera mounting 
bracket and shall allow a 360-degree viewing setup.

I.	 Interior Dome Housing

1.	 An interior dome housing shall be provided for each camera as shown. The dome 
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housing shall be a pendant mount, pole mount, ceiling mount, surface mount, 
or corner mount as shown. The lower dome shall be black opaque acrylic and 
shall have a light attenuation factor of not more that 1 f-stop. The housing shall 
be equipped fixed or integral pan/tilt complete with wiring, wiring harnesses, 
connectors, receiver/driver, pan/tilt control system, pre-position cards, or any 
other hardware and equipment as needed to provide a fully functional pan/tilt 
dome. The pan/tilt shall be permanently lubricated. The motors shall be thermally 
or impedance protected against overload damage. Pan movement shall be 360 
degrees and tilt movement shall not be less than plus and minus 90 degrees. 
Pan speed shall not be less than 20 degrees per second, and tilt speed shall not 
be less than 10 degrees per second.

J.	 Exterior Dome Housing

1.	 An exterior dome housing shall be provided for each camera as shown. The 
dome housing shall be a pendant mount, pole mount, ceiling mount, surface 
mount, or corner mount as shown. The housing shall be constructed to be 
dust- and water-tight, and fully operational in 100 percent condensing humidity. 
The housing shall be equipped with supplementary camera mounting blocks 
or supports as needed to position the specified camera and lens to maintain 
the proper optical centerline. All electrical and signal connections required for 
operation of the camera and lens shall be supplied. The housing shall provide 
the environment needed for camera operation The lower dome shall be black 
opaque acrylic and shall have a light attenuation factor of not more that 1 f-stop. 
The housing shall be equipped with fixed or integral pan/tilt complete with 
wiring, wiring harnesses, connectors, receiver/driver, pan/tilt control system, 
pre-position cards, or any other hardware and equipment as needed to provide 
a fully functional pan/tilt dome. The pan/tilt shall be permanently lubricated. The 
motors shall be thermally or impedance protected against overload damage. Pan 
movement shall be 360 degrees and tilt movement shall not be less than plus 
and minus 90 degrees. Pan speed shall not be less than 20 degrees per second, 
and tilt speed shall not be less than 10 degrees per second.

K.	 Exterior Wall Mount

1.	 There are lengths most commonly used for wall mounts. The exterior camera 
wall mount will be in the range of 16, 24 or 36 inches long, and shall have 
an adjustable head for mounting the camera. If another length is required, 
the person responsible for the installation should review catalogs of CCTV 
equipment manufacturers to find a mount in current production that will fulfill 
the requirement. The wall mount and head shall be constructed of aluminum, 
stainless steel, or steel with a corrosion-resistant finish. The head shall be 
adjustable for not less than plus and minus 90 degrees of pan, and not less than 
plus and minus 45 degrees of tilt. If the bracket is to be used in conjunction with a 
pan/tilt, the bracket shall be supplied without the adjustable mounting head, and 
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shall have a bolt-hole pattern to match the pan/tilt base.

L.	 Pan/Tilt Mount “non dome system” or “PTZ base mount system”

1.	 The pan/tilt mount shall be capable of supporting the camera, lens and 
housing specified. If the pan/tilt is to be mounted outdoors, the pan/tilt shall 
be weatherproof, and sized to accommodate the camera, lens and housing 
weight plus maximum wind loading encountered at the installation site. Pan/tilt 
shall be permanently lubricated. The motors shall be thermally or impedance 
protected against overload damage. Pan movement shall not be less than 0 to 
350 degrees; tilt movement shall not be less than plus and minus 90 degrees. 
Pan speed shall not be less than 6 degrees per second, and tilt speed shall not 
be less than 3 degrees per second. The pan/tilt shall be supplied complete with 
wiring, wiring harnesses, connectors, receiver/driver, pan/tilt control system, pre-
position cards, or any other hardware and equipment as needed to provide a fully 
functional pan/tilt mount to fulfill the site design requirements.  Pan movement 
shall be 360 degrees and tilt movement shall not be less than plus and minus 90 
degrees. Pan speed shall not be less than 20 degrees per second, and tilt speed 
shall not be less than 10 degrees per second.

Figure 2: Fixed-camera field-of-view

M.	Explosion-Proof Housing

1.	 The explosion-proof housing shall meet the requirements of NEMA 4 for 
hazardous locations. The housing shall be designed to provide a tamper resistant 
enclosure and shall be equipped with tamper proof latches. It shall be supplied 
with the proper mounting brackets for the specified camera and lens.
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IX.	 Video Monitor 

Figure 3: Dimensions of a 9-inch ESS Display

A.	 Color Video Monitor 

1.	 All electronic components and circuits shall be solid state except for the 
picture tube. The monitor shall have a stabilized high voltage power supply, 
and regulated low voltage power supplies. The monitor shall have automatic 
frequency control (AFC) and horizontal resolution not less than 420 lines at 
the center of the picture tube. The number of lines in the video produced by 
the security camera is a measure of picture resolution (sharpness). The larger 
the number of lines, the better the resolution and hence, overall picture quality. 
Over 380 Lines is generally considered good resolution while over 700 lines is 
considered high resolution. The video input shall allow switchable loop-through 
or 75 ohm termination. The monitor shall have circuitry for automatic degaussing. 
The monitor shall operate on 50/60 Hz, and shall be capable of operating at a 
voltage of 105 to 130,205 to 240 AC Volts;

2.	 LCD monitor minimums:1280×720 (720 lines or greater).

B.	 Controls

1.	 Front panel controls shall be provided for power on/off, horizontal hold, vertical 
hold, contrast, and brightness. The monitor shall have switchable DC restoration.

C.	 Connectors for Video Monitor 

1.	 Video signal input and output shall be by BNC connectors.

D.	 Video Switcher/Controller

1.	 The switcher shall conform to CEA 170 specifications, and shall be a vertical 
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interval switcher. Electronic components, subassemblies, and circuits of the 
switcher shall be solid state. The switcher shall be microprocessor based and 
software programmable. The switcher shall be a modular system that shall allow 
for expansion or modification of inputs, outputs, alarm interfaces, and secondary 
control stations by addition of the appropriate modules. Switcher components 
shall operate on 120V or 230V, 50/60 Hz. The switcher central processor unit 
shall be capable of being interfaced to a master security computer for integrated 
operation and control. The video switcher central processing unit (CPU) shall 
have the capability of accepting time from a master clock supplied in ASCII 
format through a TIA-232-F input. All components, modules, cables, power 
supplies, software, and other items needed for a complete and operable CCTV 
switching system shall be provided. Switcher equipment shall be rack mounted 
unless otherwise specified. 

E.	 Switcher Software

1.	 The switcher shall be software programmable, and the software shall be supplied 
as part of the switcher. The software shall be installed in the switcher CPU, 
and shall be configured as required by the site design. Changes or alterations 
of features under software control shall be accomplished through software 
programming without changes in hardware or system configuration. The switcher 
shall retain the current program for at least 6 hours in the event of power loss, 
and shall not require reprogramming in order to restart the system.

F.	 Alarm Interface Unit

1.	 An alarm interface shall be furnished with the switcher. The interface shall be 
compatible with the ESS alarm annunciation system. The alarm interface shall 
monitor alarm closures for processing by the switcher CPU or video server. Alarm 
Inputs may be configured for supervised or unsupervised mode. See Figure 3 for 
an example of an ESS display dimensions;

2.	 Alarm inputs to the alarm interface shall be relay contact or through other 
interface. The alarm interface shall be modular and shall allow for system 
expansion. The alarm interface to be installed at the site shall be configured to 
handle 64 alarm points, and shall have an expansion capability of not less than 
25 percent. An output shall be provided to actuate a video recorder.

G.	 Switcher or Video Server Response Time and Alarm Processing 

1.	 The switcher response time shall not be greater than 200 milliseconds from 
the time the alarm is sensed at the switcher alarm interface, until the picture is 
displayed on the monitor. The switcher shall continue to process subsequent 
alarms and shall display or place them in a queue. The operator shall be able to 
view the alarms in queue by operating an alarm release function which switches 
the subsequent alarms to the monitor in the order of occurrence.
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H.	 Control Keyboards or Video Monitoring Stations

1.	 Control and programming keyboards shall be supplied for the video switcher or 
video server at the security station, and control keyboards shall be supplied for 
any control/monitoring stations as shown. The control keyboard shall provide the 
interface between the operator and the CCTV system, and shall relay commands 
from the operator to the switcher CPU. The keyboard shall provide control of 
the video switcher functions needed for operation and programming of the video 
switcher. Controls shall include, but not be limited to: programming the switcher, 
switcher control, lens function control, pan/tilt/zoom (PTZ) control, control of 
environmental housing accessories, and annotation programming. If the switcher 
CPU requires an additional text keyboard for system management functions, the 
keyboard shall be supplied as part of the video switcher.

I.	 Accessory Control Equipment

1.	 The video switcher shall be equipped with signal distribution units, preposition 
cards, expansion units, cables, software or any other equipment needed to 
ensure that the CCTV system is complete and fully operational;

2.	 Connectors for Video Switcher or Video Server

(a)	Video signal input and output shall be by BNC connectors, fiber 
connectors, or RJ45 connectors.

J.	 Video Annotation

1.	 Video annotation equipment shall be provided for the video switcher. The 
annotation shall be alphanumeric and programmable for each video source. 
Annotation to be generated shall include, but not be limited to: individual 
video source identification number, time (hour, minute, second) in a 24-hour 
format, date (month, day, year), and a unique, user-defined title with at least 8 
characters. The annotation shall be inserted onto the source video so that both 
shall appear on a monitor or recording. The lines of annotation shall be movable 
for horizontal and vertical placement on the video picture. The annotation shall 
be automatically adjusted for date. Programmed annotation information shall be 
retained in memory for at least 4 hours in the event of power loss.

X.	 Digital Video Equipment 

A.	 Digital Video Recorder (DVR)

1.	 A digital video recorder (DVR) is a device that records video in a digital format 
to a disk drive or other medium. DVR CCTV system provides a multitude of 
advanced functions over VCR technology including video searches by event, 
time, date and camera. There is also much more control over quality and frame 
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rate allowing disk space usage to be optimized and the DVR can also be set to 
overwrite the oldest security footage should the disk become full. In some DVR 
security systems remote access to security footage using a PC can also be 
achieved by connecting the DVR to a Local Area Network (LAN) network or the 
internet;

2.	 Security DVRs may be categorized as being either PC based or embedded. A 
PC based DVR’s architecture is a classical personal computer with video capture 
cards designed to capture video images. An embedded type DVR is specifically 
designed as a digital video recorder with its operating hardware and application 
software contained in firmware or read only memory. A CCTV system may 
provide analog or digital video to the DVR. See Figure 4.

(a)	16 channels, minimum of 120 ips/fps capture card, to provide no less than 
7.5 images per second, per camera;

(b)	Ability to view images directly from the DVR, onto the monitor; if a 
multiplexer or live display card is needed, it should be included;

(c)	An installed network card in both DVR and Redundant Array of 
Inexpensive Disks (RAID), to facilitate hook-up to the network;

(d)	Installed server remote software and include remote access software, with 
unlimited licenses, so it can be viewed in the field via the network;

(e)	Included playback software needed to allow for playback, if not 
automatically included on the export media when exporting video;

(f)	 Rack mount chassis with adequate cooling for both DVR and Raid (locking 
model with keys if PC based);

(g)	Internal DVD-R/RW and CD-R/RW burner combo drive;

(h)	Enough memory installed to allow for recording, playback, etc. without 
skipping/delays/errors, etc. due to low memory problems;

(i)	 Internal storage with enough capacity to store 2 images per second x 16 
cameras x 7 days minimum, with the largest picture size possible, in case 
of RAID failure;

(j)	 External RAID 5 (distributes parity among the drives) storage with enough 
capacity to store 2 images per second x 16 cameras x 30 days minimum 
with the largest picture size possible. All hard drives must be rated to 
withstand continuous use in a RAID environment;

(k)	Include a keyboard, video, mouse (KVM) switch to share the keyboard, 
monitor, and mouse between the RAID and DVR (if PC based);
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(l)	 3-year complete warranty on parts and labor - onsite service included OR 
advance replacement shipped overnight prior to return of defective unit 
and a 30 day “no questions asked” return policy.;

(m)	The DVR(s) shall operate on 100-230 VAC ±10%, 50/60 Hz. The signal 
system shall be NTSC/PAL with an adjustable recording resolution from 
320x240 to 704x480m; and

(n)	The DVR(s) shall be a high-resolution unit with a minimum of thirty (30) 
days recording capability of all channels.

Figure 4: DVR CCTV System Combining Serial, Analog  
and Ethernet/Internet Capabilities

XI.	 Video Signal Equipment 

A.	 The following video signal equipment shall conform to CEA 170. Electrically powered 
equipment shall operate on 120 Volts 60 Hz AC power. All video signal inputs and 
outputs shall be by BNC connectors. 

1.	 Ground Loop Corrector

(a)	The ground loop corrector shall eliminate the measured ground loop 
interference (common mode voltage) in wire line or coaxial video 
transmission lines. The ground loop corrector shall pass the full 
transmitted video bandwidth with no signal attenuation or loss. Clamping 
ground loop correctors shall be capable of rejecting at least an 8 volt peak-
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to-peak 60 Hz common mode signal. Ground isolation transformers shall 
be capable of rejecting at least a 10-volt peak-to-peak 60-Hz common 
mode signal. Ground isolation amplifiers shall be capable of rejecting 
at least a 30-volt peak-to-peak 60-Hz common mode signal. Differential 
ground loop correctors shall be capable of rejecting at least a 100-volt 
peak-to-peak 60-Hz common mode signal.

2.	 Video Distribution Amplifier

(a)	The video distribution amplifier shall have four independent video outputs 
from a single video input. The video distribution amplifier shall have solid-
state circuitry consisting of four identical video amplifiers in parallel provide 
four equal 75-ohm loads, which allow the video outputs to be viewed 
without distortion or loss of clarity. The distribution amplifier shall have 
not less than plus or minus 3 dB of gain adjustment for the video output. 
Output isolation shall be 40 dB or greater at 5 MHz. Bandwidth shall be 10 
MHz or greater, and frequency response to 8 MHz shall be plus or minus 
0.5 dB or less. Hum and noise shall be 55 dB below 1 volt peak-to-peak or 
better. Operating power will be 120 VAC, 50/60 Hz or 230 VAC. The video 
distribution amplifier will comply will these certification/ratings: CE, Class B 
(DA104DT/220), UL Listed (DA104DT), FCC, Class B (DA104DT), Meets 
NEMA Type 1 standards.

B.	 Best practices for CCTV Camera Poles

1.	 Cantilever Camera Pole

(a)	The camera mounting pole shall be a [non-hinged] [hinged] cantilever 
aluminum pole with [counterweights] [and] mounting base. All fittings shall 
be stainless steel. The camera mounting plate shall locate the camera 
4.6 m (180 inches) 180 inches vertically from the base, and 2.7 m 105 
inches horizontally from the centerline of the pole to the centerline of the 
camera. The camera mount shall be adjustable with a minimum of 40 
degrees pan away from the pole and 6 degrees pan toward the pole, and 
plus and minus 90 degrees of tilt. The pole shall have an internal wiring 
harness that routes [video,] [video, sync,] and power between the pole 
base and the camera mount. The wiring harness shall be compatible with 
the model camera to be mounted on the pole and the video DTM. Surge 
protection shall be provided at the pole between the wiring harness, and 
the incoming electronic signal lines and AC power line. The pole shall 
have a weatherproof, AC power service outlet that is surge protected and 
has a ground fault interruption device. Separate circuit breakers shall be 
provided for camera AC power and service outlet AC power.

2.	 Straight Camera Pole
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(a)	The camera mounting pole shall be a non-hinged/hinged straight 
aluminum pole with [counterweights] [and] mounting base. All fittings 
shall be stainless steel. The camera mounting plate shall locate the 
camera 4.6 m 180 inches vertically from the base, and 508.0 mm 20 
inches horizontally from the centerline of the pole to the centerline of 
the camera. The camera mount shall be adjustable with a minimum 
of 40 degrees pan away from the pole and 6 degrees pan toward the 
pole, and plus and minus 90 degrees of tilt. The pole shall have an 
internal wiring harness that routes video and power between the pole 
base and the camera mount. The wiring harness shall be compatible 
with the camera to be mounted on the pole and the video DTM. Surge 
protection shall be provided at the pole between the wiring harness, and 
the incoming electronic signal lines and AC power line. The pole shall 
have a weatherproof, AC power service outlet that is surge protected and 
has a ground fault interruption device. Separate circuit breakers shall be 
provided for camera AC power and service outlet AC power.

3.	 Pan/Tilt Mounting Pole

(a)	The pan/tilt mounting pole shall be a straight steel or aluminum pole. The 
pole shall be (manufactures specifications) m/feet high and shall have a 
mounting plate at the top for the pan/tilt. The pole and mounting plate shall 
have a corrosion-resistant finish. The mounting plate shall have a bolt hole 
pattern to match the base of the pan/tilt to be mounted on the pole. Under 
maximum loading, the total pole deflection shall not exceed 0.1 of one 
degree. A cable conduit shall be provided from the base of the pole to the 
mounting plate of the pan/tilt. The conduit shall be sized to accommodate 
all wiring needed for the camera and pan/tilt.

XII.	 Accessories

A.	 The designer will provide a drawing showing the amount of rack space needed 
for the rack mounted CCTV equipment, and placement of the equipment in the 
rack. Coordinate the CCTV equipment rack layout in conjunction with the ESS 
rack mounted equipment. Standard 482.6 mm 19 inch electronic rack cabinets 
conforming to CEA-310-E shall be provided for the CCTV system at the security 
center and remote control/monitoring sites as shown.

XIII.	 Wire And Cable

A.	 All wire and cable components shall be able to withstand the environment the wire or 
cable is installed in for a minimum of 20 years.

B.	 CCTV Equipment Video Signal Wiring
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1.	 The coaxial cable shall have a characteristic impedance of 75 ohms plus or 
minus 3 ohms. RG 59/U coaxial signal cable shall have shielding which provides 
a minimum of 95 percent coverage, a solid copper center conductor of not 
less than 23 AWG. RG 6/U coaxial cable shall have shielding which provides a 
minimum of 95 percent coverage, with center conductor of 18 AWG;

2.	 Category 6 cable, commonly referred to as Cat 6, is a cable standard for Gigabit 
Ethernet and other network protocols that is backward compatible with the 
Category 5/5e and Category 3 cable standards. The cable contains four twisted 
copper wire pairs, just like earlier copper cable standards. Although Cat-6 is 
sometimes made with 23 gauge wire, this is not a requirement; the ANSI/TIA-
568-B.2-1 specification states the cable may be made with 22- to 24- AWG-
gauge wire, so long as the cable meets the specified testing standards. When 
used as a patch cable, Cat-6 is normally terminated in 8P8C modular connectors. 
Cat-6 connectors are made to higher standards that help reduce noise caused 
by crosstalk and system noise installed in metal conduit to preclude damage; the 
conduit shall be sized to accommodate all wiring.

C.	 Low Voltage Control Wiring

1.	 Plenum or riser cables shall be IEEE C2 CL2P certified.

D.	 Digital Data Interconnection Wiring

1.	 Interconnecting cables carrying digital data between equipment located at the 
security center or at a secondary control/monitoring site shall be not less than 
20 AWG and shall be stranded copper wire for each conductor. The cable or 
each individual conductor within the cable shall have a shield that provides 100 
percent coverage. Cables with a single overall shield shall have a tinned copper 
shield drain wire. Plenum or riser cables shall be IEEE C2 CL2P certified.

XIV.	 LEGACY OFFICES

A.	 For CBP Offices that have not upgraded to fully digital CCTV systems, the following 
will apply.

1.	 Video Multiplexer

(a)	The video multiplexer shall be a multi-channel record and playback system 
with the capability of color real time multi-screen viewing. Electronic 
components, sub assemblies, and circuits of the multiplexer shall be 
solid state. The multiplexer, using time division multiplexing, shall permit 
up to 16 camera inputs to be recorded simultaneously on a single video 
cassette recorder (VCR). All 16 camera inputs shall be capable of being 
viewed on a video monitor either live or recorded. The multiplexer shall 
allow for viewing of either live video or input from the DVR/VCR (Simplex 
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Operation). The multiplexer shall allow for simultaneous viewing, recording 
playback, and multiplexing (Duplex Operation). The inputs shall be 
capable of simultaneous viewing on the monitor or full screen individually 
and in other multi-screen modes such as 2x2, 3x3, 4x4 or other 
configurations. The viewing format shall also permit 2x dynamic zoom 
capability, full screen. The multiplexer shall be compatible with EIA/NTSC/
PAL video cameras. External camera synchronization shall not be required 
for proper operation of the video multiplexer. Control of all functions of the 
multiplexer shall be provided either by a full function keyboard or by push-
button selection with on-screen menu driven set-up. The multiplexer shall 
retain the current program for at east 6 hours in the event of power loss. 
The video multiplexer will have a built-in video loss detection that alerts 
the operators or technicians of camera failure. Logical camera numbering 
provides the ability to assign any camera number to the physical input. An 
integral color bar generator allows the user to adjust monitor settings.

2.	 Predelivery Testing

(a)	General

●● The contractor shall assemble the test CCTV system as specified, 
and perform tests to demonstrate that the performance of the system 
complies with the contract requirements in accordance with the 
approved pre-delivery test procedures. The tests shall take place 
during regular daytime working hours on weekdays. Model numbers 
of equipment tested shall be identical to those to be delivered to 
the site. Original copies of all data produced during pre-delivery 
testing, including results of each test procedure, shall be delivered 
to the Government at the conclusion of pre-delivery testing prior to 
Government approval of the test. The test report shall be arranged 
so that all commands, stimuli, and responses are correlated to allow 
logical interpretation.

(b)	Test Setup

●● The contractor shall provide the equipment needed for the test setup 
and shall configure it to provide alarm actuated camera call-up and 
alarm recording as required to emulate the installed system. The test 
setup shall consist of at least 4 complete camera circuits. The alarm 
signal input to the CCTV test setup shall be by the same method that 
is used in the installed system. The video switcher shall be capable of 
switching any camera to any monitor and any combination of cameras 
to any combination of monitors;

●● The minimum test setup shall include:
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i.	 Four video cameras and lenses, including dome cameras if 
required for the installed system;

ii.	 Three video monitors;

iii.	 Video recorder/DVR if it is required for the installed system;

iv.	 Video switcher including video input modules, video output 
modules, and control and applications software;

v.	 Video multiplexer, if required for the installed system;

vi.	 Alarm input panel if required for the installed system;

vii.	Pan/tilt mount and pan/tilt controller if the installed system includes 
cameras on pan/tilt mounts;

viii.	Any ancillary equipment associated with a camera circuit such as 
equalizing amplifiers, video loss/presence detectors, terminators, 
ground loop correctors, surge protectors or other in-line video 
devices; and

ix.	 Cabling for all components.

XV.	 System Validation Assessment for Emergency Responders (SAVER)

A.	 The U.S. Department of Homeland Security (DHS) has established the System 
Assessment and Validation for Emergency Responders (SAVER) program to assist 
emergency responders making procurement decisions. The SAVER Program 
conducts unbiased operational tests on commercial equipment and systems, 
and provides those results along with other relevant equipment information to 
the community in an operationally useful form. SAVER provides information on 
equipment that falls within the categories listed in the DHS Authorized Equipment 
List (AEL).

B.	 Follow these steps to reach the SAVER Project Library Index. 

1.	 Go to the Project Library Index site;

2.	 Scroll down to, and click on, “14 Physical Security Enhancement Equipment”; 

3.	 Select “14 SW Surveillance, Warning, Access Intrusion Control”;

4.	 Click on “14SW-01 General”;

5.	 14SW-01-VIDA Systems, Video Assessment, Security”; 

6.	 Click on “14SW-01-VIDA CCTV Technology”; and

7.	 Chose the appropriate IDS assessment project document.

C.	 To request the complete CCTV Technology Report, fill out the SAVER Document 
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Request Form. Enter your e-mail address and the format in which you’d prefer to 
receive the document – e-mail, mailed CD, or mailed hard copy. This link leads 
only to the request form for the full CCTV Technology Report. To view the project 
highlights or assessment summary documents, follow the instructions above.

XVI.	 Further Information

A.	 For more information, see The United Facilities Guide Specifications for Closed 
Circuit Television Systems 

B.	 For questions contact cbp.security@dhs.gov

C.	 For information about the Technology Evaluation Process used to approve 
equipment for use on the CBP network please access the following links TMR 
Change Process and OIT PAL.
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Appendix: Glossary

Glossary
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APPENDIX: GLOSSARY

A.C. or AC. See Alternating Current

Access. (1) A condition or equipment mode that allows authorized entry into a protected area 
without alarm by electronically or mechanically deactivating a sensor or sensors. (2) The 
ability and means to approach, store or retrieve data, or to communicate with or make use 
of Information Technology resources. (3) The ability and opportunity to obtain knowledge of 
classified information. An individual, in fact, may have access to classified information by being 
in a place where such information is kept if the security measures which are in force are not 
sufficient to prevent gaining knowledge of the classified information.

Access Code. A group of numbers and/or letters that when properly entered into a specific 
device allow authorized into a specific area without causing alarm or activating sensors.

Access Control. (1) An aspect of security that utilizes hardware systems and specialized 
procedures to control and monitor the movement of individuals, vehicles, or materials into, out 
of, or within secured areas. Access to various points may be a function of authorization level 
or time, or a combination of the two. (2) The use of physical security as a means of controlling 
movement into or out of secured areas.

Access Control Card. A card containing coded information that is read by an access control 
system; access is granted if the card is valid for that specific parameter; ie – date, time, place.

Access-Control System. An electronic, electro-mechanical or mechanical system designed 
to identify and/or admit authorized personnel to the secure area. Identification may be based 
on any number of factors such as a sequencing of combinations, special keys, badges, 
fingerprints, signature, voice, etc. These systems are for personnel access control only and are 
not to be used for the protection of stored information or materials.

Access Parameters. Specifications programmed or entered into an access control system to 
define authorization levels, entry times, identification codes and other system information.

Alarm. (1) an alarm device or an alarm signal. (2) One or more detection devices connected 
to a control device that indicate unauthorized intrusion. (3) An audible or visual warning device 
triggered by the presence of abnormal conditions in a machine or system.

Alarm Station. (1) A manually actuated device installed at a fixed location to transmit an alarm 
signal in response to an alarm condition, such as a concealed holdup button in a bank teller’s 
cage. (2) A well-marked emergency control unit, installed a fixed location usually accessible to 
the public, used to summon help in response to an alarm condition. The control unit contains 
either a manually actuated switch or telephone connection to fire or police headquarters, or a 
telephone answering service. 
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Alarm Zone. Smaller subdivisions into which larger areas are divided to permit selective 
access to some areas while maintaining other areas secure and to permit pinpointing the 
specific location from which an alarm signal is transmitted.

Alternating Current. Abbreviated AC or A.C. a flow of electricity which reaches maximum 
voltage in one direction, decreases to zero volts, reverses itself and reaches maximum voltage 
in the other direction. The cycle is repeated continuously. In the U.S., utility companies provide 
60 hertz power to customers. 

Ambient Light. The normal, non-manipulated light level for an area.

Americans with Disabilities Act (ADA). Federal act requiring individuals with disabilities be 
reasonably accommodated.

Annealed. To subject glass or metal to a process of heating and slow cooling in order to 
toughen, strengthen or harden and reduce brittleness.

Annunciator. (1) A device that signals a change of protection zone status in a security system. 
An annunciator may log alarms or display a continuous status for each alarm sensor in a 
system. Annunciators include Cathode Ray Tube displays; sometimes called an alarm receiver, 
alarm monitor or alarm device. (2) The component of an alarm system that announces a 
change of status of the systems, usually in the form of audible and/or visual signals.

Area Detection. Coverage of an internal space or volume of a secured area by means of a 
space or volumetric detector. See Volumetric Alarm.

Armory. An armory is a space within CBP law enforcement and detention facilities for the 
storage, issuance, and upkeep of weaponry, ammunition, and chemical agents. Armory spaces 
can include the issuing area, weapons maintenance area, leather storage area, ammunition 
storage area, and high-powered weapons and ammunition storage area.

Audit Trail. A sequential record of system activities that is sufficient to enable the 
reconstruction, review, and examination of the sequence of states and activities surrounding or 
leading to each event in the path of a transaction from its inception to output of final results.

Authority Having Jurisdiction (AHJ). An organization (local, state, federal), government 
office, appointee, or other person having authority to enforce and/or interpret laws, rules, 
specifications, and approve equipment or procedures.

Authorized Persons. Those persons who have a need-to-know for the classified information 
involved, and have been cleared for the receipt of such information. Responsibility for 
determining whether a person’s duties require that he/she possess, or have access to, any 
classified information, and whether he/she is authorized to receive it, rests upon the individual 
who has possession, knowledge, or control of the information involved, and not upon the 
prospective recipient. Also includes persons approved to enter a controlled or restricted area.
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Badge. An emblem (a small piece of plastic, cloth or metal) that signifies the bearer’s status, 
rank or membership or affiliation. A device, patch, or accoutrement which is presented or 
displayed to indicate some feat of service, a special accomplishment, a symbol of authority 
(e.g., police), a simple means of identification. Also referred to in FLETC policy as a badge.

Balanced Magnetic Switch. A two-part sensor that generates an alarm condition when a 
change in the magnetic field between the parts is detected. Usually mounted on a door and 
doorframe to detect opening of the door. A balanced magnetic switch provides better protection 
against a defeat attempt than a standard magnetic contact.

Bar Lock. (1) A type of rim lock in which metal bars slide out from a central point on the door 
and into receivers on both sides of the door frame. Turning a key or bolt on the center element 
retracts the bars enough to let the door open. A door with a bar lock cannot be pulled out of its 
frame even if the hinge pins are removed. (2) a metal rod or tube which slides through fittings 
affixed to the front of a file cabinet, bent at the top and secured with a combination lock, which 
holds the drawers closed.

Battery Backup. A standby battery that is kept fully charged for use during a primary 
power failure. An essential element in all electrically operated security systems. Also called 
Uninterruptible Power Supply (UPS). 
 
Biometric Access Control. A method of access verification in which the person seeking entry 
is identified by finger print, retinal eye pattern, palm pattern, hand geometry, voice analysis and 
similar features.

BNC Connector (Bayonet Neil-Concelman). A standard CCTV coaxial cable connector with 
a bayonet locking mechanism.

Bollard. A post used as a barrier against or to control pedestrian or vehicular traffic.

Bolt. The part of a lock which, when actuated, is projected (or “thrown”) from the lock into a 
retaining member, such as a strike plate, to prevent a door or window from moving or opening. 
See also dead bolt, flush bolt, and latch.

Building Security Committee. A committee consisting of representatives of all Federal 
tenants in the facility, generally responsible for identifying building-specific security issues 
and approving the implementation of security measures and practices. In the case of new 
construction or pending lease actions, the Building Security Committee may consist of the 
design team and planned tenants.

Bypassed. Circumvention of an alarm system, rendering it or a portion of it inoperative.

Camera Dome. Spherical high-impact plastic dome that covers a camera to protect it from the 
environment or conceals it from view.
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Camera Housing. An enclosure designed to protect the CCTV camera from undue 
environmental exposure, tampering, or theft. 

Candela. The unit of luminous intensity in a given direction. One candela is commonly called 
one candle power.

Capacitance. The property of two or more objects, which enables them to store electrical 
energy in an electric field between them. The basic measurement unit is the Farad. 
Capacitance varies inversely with the distance between the objects, so the change in 
capacitance with relative motion is greater when one object is nearer to the other.

Capacitance Alarm System. An alarm system in which a protected object is electrically 
connected as a capacitance sensor. The approach of an intruder causes sufficient change 
in capacitance to upset the balance of the system and initiate an alarm signal. Also called a 
proximity alarm system.

Capacitance Sensor. An electric condenser that radiates energy and detects changes in the 
capacitive coupling between an antenna and a ground. When an intruder enters the energy 
field the balance between the antenna and ground is disrupted, causing an alarm.

Card Access. A type of access control system that uses a card with a coded area or strip, 
on or inside the card, to actuate a lock or other access control device. To activate the device, 
the card is inserted into or through a slot where the data in the coded area is read. If the code 
is accepted, a signal will be transmitted to unlock the device or perform some other access 
control function. See definition of Card Reader for more information on types.

Card Key. A card, usually plastic, that contains encoded information to open a locking device.

Card Reader. A device that reads the information on a card key. Card readers may obtain 
data from access cards by reading punched holes, magnetic spots, stripes or wires, or any of 
several other methods that use punched, embossed, or embedded information. The reader 
may be an integral part of the lock, or it can be located in the immediate vicinity. Card readers 
fall in one of two categories, on-line or intelligent. On-line readers must communicate with 
a central processor that makes the entry/exit decision and transmits a signal back to the 
locking device. The intelligent card reader compares the data on the card with preprogrammed 
parameters and entry or exit is granted or denied by the card reader itself at the reader 
location. Intelligent readers are also called stand-alone or off-line readers.

Central Station. (1) An organization or business established for the purpose of monitoring 
subscribers’ alarm systems from a centralized monitoring location rather than at the individual 
sites. Communication with subscriber alarm systems is generally by telephone line, but may be 
by wireless or direct wire. The central station notifies police or fire services immediately upon 
receipt of alarm. All alarms are recorded and investigated. Central stations may utilize WATS 
lines to extend services on a regional or national basis. (2) The control point of a monitoring 
system that is normally supervised by security personnel.
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Central Station Alarm System. An alarm system that uses a central station, as distinguished 
from a proprietary alarm system where the alarm monitoring is done on-site.

Change Key. A key that will operate only one lock or group of keyed-alike locks, as 
distinguished from a master key. 

Cipher Lock. A digital push-button combination type lock.

Classified Information. Official information that has been identified and marked as Top 
Secret, Secret, or Confidential in the interests of National Security.

Closed-Circuit Television. Abbreviated CCTV. A television system, usually hard-wired, 
used for proprietary purposes and not for public or general broadcast. Often used in security 
applications in conjunction with access control, general surveillance, motion detection, or alarm 
assessment.

Cognizant Security Authority. The Central Intelligence Agency has been designated by 
the National Foreign Intelligence Board to maintain cognizance over the Department of the 
Interior’s security program relating to approvals for access to, and the receipt, handling, 
storage, and destruction of Sensitive Compartmented Information (SCI).

Combination. The group of numbers that represent the bitting of a key and/or the tumblers of 
a lock or cylinder.

Combination Lock. A keyless lock which requires the turning of a numbered dial to a preset 
sequence of numbers for the lock to open. It is usually a three position, manipulation resistant, 
dial type lock, although cipher locks with push buttons are also referred to as combination 
locks.

Concrete Masonry Unit (CMU). Cinder block.

Controlled Area. A room, office, building, or facility to which access is monitored, limited or 
controlled. Admittance to a controlled area is limited to persons who have official business 
within the area.

Control Unit. The nerve center of the alarm system located on the premises.

Crime Prevention Through Environmental Design (CPTED). A multi-disciplinary approach 
to deterring criminal behavior through environmental design. CPTED strategies rely upon 
the ability to influence offender decisions that precede criminal acts. As of 2004, most 
implementations of CPTED occur solely within the built environment.

CS-Mount. A CCTV industry standard for lens mounting, consisting of a 1-inch diameter 
threaded barrel with 32 threads per inch. The distance from the lens mounting surface to the 
sensor surface is 0.492 inches (12.497 mm).
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Custodian. An individual who is designated the responsibility for maintaining the Classified 
Document Register (DI Form 1834) and the centralized storage for a given functional area, and 
is charged with the responsibility for safeguarding and accounting for classified information.

Cylinder. A housing that contains a tumbler mechanism and a keyway plug that can only be 
turned by the correct key. It includes a cam or spindle to transmit rotary action to a lock or latch 
mechanism.

Credentials. Documentation usually consists of an identity card, badge or a shield, etc., 
issued by a trusted third party after some form of identity verification. Credentials are utilized 
as identification showing that an individual is entitled to represent, or exercise official power as, 
part of a Unites States Government Agency.

Dead Bolt. A type of bolt that is moved in and out of the strike mechanically without spring 
action, as by a thumb latch knob. Dead bolt locks are available in single and double 
configuration; single throw/cylinder dead bolts have an actuating thumb switch on the interior 
side of the door; double dead bolts utilize a key on both sides of the lock to actuate the lock.

Dead Latch. A spring-actuated latch bolt having a beveled end and incorporating a feature that 
automatically locks the projected latch bolt against return by end pressure.

Dedicated Line. (1) A power or transmission line with a single function, such as data 
transmission, or to a single source such as an outlet for a computer. (2) A non-shared 
telephone line to an individual subscriber from a central station.

Dedicated Mode. Operation of an Automated Information System (AIS) when each user with 
direct or indirect access to the AIS, its peripherals, remote terminals, or remote hosts, has all of 
the following: a) a valid personnel clearance for all information on the system, b) formal access 
approval for and has signed nondisclosure agreements for all the information stored and/or 
processed (including all compartments, sub compartments and/or special access programs), 
and c) a valid need-to-know for all information contained in the system.

Delay. A time interval, measured by an electronic circuit, used to provide a desired alarm 
feature such as entry/exit delay.

Designated Official. The highest ranking official of the primary tenant agency of a Federal 
facility or, alternatively, a designee selected by mutual agreement of tenant agency officials. 
For facilities owned and leased by the U.S. General Services Administration (GSA), the 
definition appears in Title 41, Section 102-71.20, of the Code of Federal Regulations (41 CFR 
102-71.20).

Detector. Any device that senses the presence of an intruder, an intrusion attempt, fire, etc.

Return to Table of Contents

RETURN TO TOP



FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

298 of 308

Deterrent. Any physical or psychological device or method that discourages action. In the 
physical security arena, locks or window grills are physical deterrents and the presence of a 
guard or surveillance camera are psychological deterrents.

Door Closer. A device used to control the closing of a door by means of a spring and either 
hydraulic or air pressure or by electronic means. Multi-stage closers provide for adjustments of 
swing, latch, and back swing.

Doppler Effect. The change in the frequency of a wave, as a light wave or sound wave, 
resulting from relative motion of the source and the receiver.

Dual Technology Sensor. A sensor using two types of sensing technology (e.g. PIR and 
acoustic sensors) to reduce false alarms.

DUNS. The Data Universal Numbering System (DUNS) is a unique nine-digit numbering 
system that is used to identify a business.

Duress Alarm. (1) An alarm condition that signals a dangerous situation, such as an intruder. 
Often unobtrusive sensors so as to not place the victim in greater danger trigger these alarms. 
Duress alarms are usually designed to silently initiate an alarm, which is annunciated at a 
remote station or guard post. (2) A sensor used in a duress-sensing capacity.

Egress Button. A switch used near an access controlled door that, when pushed, sends a 
signal to the controller to release the door locking device. (See also REX)

Electric Door Strike. An electrically activated door locking mechanism consisting of a 
solenoid and mechanical latching device. Application of electrical power causes the solenoid 
to withdraw the latching pin so that the door is free to open or to extend the pin to prevent the 
door from opening.

Electromagnetic Lock. A door lock that uses an electrically actuated magnetic attraction to 
secure the door. Magnetic locks use no moving parts.

End Device. Any device at the end of an operating network, such as an alarm sensor, access 
control reader, electrical lock, or hydraulic device.

Entry Function Lockset. A mortise or cylindrical lockset with the outside or both knobs locked 
or unlocked by an inside thumb turn and unlocked or unlatched by an outside key.

Expanded Metal. An open mesh formed by slitting and drawing sheet metal. It is made in 
various patterns and metal thickness, with either a flat or irregular surface.

Fail Safe. A condition whereby an electromechanical door lock reverts to the unlocked position 
in the event of a power failure. This feature may be necessary for compliance with life safety 
requirements in certain hardware applications.
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Fail Secure. A condition whereby an electromechanical door lock reverts to a locked position 
when there is a power failure.

False Alarm. An alarm signal that does not represent a dangerous or unwanted condition, 
usually caused by some fault or problem in the system.

FIPS 201. Federal Information Processing Standard (FIPS) 201, entitled Personal Identity 
Verification of Federal Employees and Contractors, was developed to satisfy the requirements 
of HSPD 12, which is comprised of two (2) specific components PIV-I and PIV-II. FIPS 201 
requires that the PIV card be a smart card and the card body is similar to a bank credit card 
conforming to the ISO/IEC 7810 specification.

•	 The card must contain both contact and contactless interfaces, which may be provided 
by two separate integrated circuit chips (ICC) or by one dual-interface ICC. The contact 
interface must conform to the ISO/IEC 7816-4:2005 specification.

•	 The contactless interface must conform to the ISO/IEC 14443 specification.
•	 In most cases, physical access applications will use the contactless interface, although 

there are special cases in which the contact interface will be used for physical access. 
This is according to the NIST FIPS 201 PDF, the Standard Publication for Personal 
Identity Verification (PIV) of Federal Employees and Contractors.

Floor Master Key. A master key which operates all or most lock cylinders on a particular floor 
of a building.

Foil. An electrically conductive ribbon used for a sensing circuit. Foil is normally between 
0.001 and 0.0003 inch in thickness, and from 0.125 to 1.0 inch in width. It is commonly used 
on windows and other glass applications. The metal strip completes an electrical circuit that if 
broken, causes an alarm condition. Also called tape.

Foot Candle. A unit of illumination, one foot-candle is the amount of light emitted by one 
candle in one square foot. Abbreviated as fc. In the International Systems of Units, the unit 
is lux (lumens per square meter). One foot-candle is equal to 10.76 lux; typically this is 
approximated as 1 foot-candle being equal to 10 lux.

For Official Use Only (FOUO). The term used within DHS to identify unclassified information 
of a sensitive nature, not otherwise categorized by statute or regulation, the unauthorized 
disclosure of which could adversely impact a person’s privacy or welfare, the conduct 
of Federal programs, or other programs or operations essential to the national interest. 
Information impacting the National Security of the United States and classified Confidential, 
Secret, or Top Secret under Executive Order 12958, “Classified National Security Information,” 
as amended, or its predecessor or successor orders, is not to be considered FOUO. FOUO is 
not to be considered classified information.

General Alarm. The notification, often by annunciation, of an evacuation or readiness alert 
throughout a facility.

Return to Table of Contents

RETURN TO TOP

http://www.iso.org/iso/catalogue_detail?csnumber=31432
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?csnumber=36134
http://www.iso.org/iso/iso_catalogue/catalogue_tc/catalogue_detail.htm?csnumber=39693
http://csrc.nist.gov/publications/fips/fips201-1/FIPS-201-1-chng1.pdf


FOR OFFICIAL USE ONLY

WARNING: This document is FOR OFFICIAL USE ONLY (FOUO). It is to be controlled, stored, handled, transmitted, 
distributed, and disposed of in accordance with DHS policy relating to FOUO information. This information shall 
not be distributed beyond the original addressees without prior authorization of the originator.

300 of 308

Glassbreak Vibration Detector. A vibration detection system which employs a contact 
microphone to detect the particular frequency of the cutting or breaking of glass.

Grand Master Key. The key that operates two or more separate groups of locks, which are 
each operated by different master keys.

GSA. General Services Administration

Hinge. A type of bearing that connects two solid objects such as a door and a door frame. 
There are many types of door hinges. Four main types include:

•	 Pivot Hinges, which pivot in openings in the floor and the top of the door frame. Also 
referred to as a double-acting floor hinge. This type is found already in ancient dry stone 
buildings; 

•	 Butt/Mortise Hinges, usually in threes or fours, which are inset (mortised) into the door 
and frame. Most residential hinges found in the U.S. are made of steel, although mortise 
hinges for out swing doors are often made of brass or stainless steel base to prevent 
corrosion; 

•	 Continuous Hinges, which run the entire length of the door (also known as “Piano 
Hinges”); and

•	 Concealed Hinges, used for furniture doors (with or without self-closing feature, and 
with or without dampening systems). They are made of 2 parts: One part is the hinge 
cup and the arm; the other part is the mounting plate. 

Hinge Dowel. A dowel or pin which projects from a door jamb into an opening in the edge of a 
door at its hinge which prevents removal of the locked door even if the hinges or hinge pins are 
removed.

Holdup Alarm. An alarm that originates from a point where holdup protection is required, such 
as a bank teller window or store cash register. It is usually a silent alarm to protect the cashier.

HSPD-7. Homeland Security Presidential Directive 7 instructs Federal departments and 
agencies to prepare plans for protecting physical and cyber critical infrastructure and key 
resources (CI/KR), owned or operated, including leased facilities by July 31, 2004.

HSPD-12. Homeland Security Presidential Directive 12 establishes a policy for a common 
identification standard for Federal employees and contractors and mandates the establishment 
of a “mandatory Government-wide standard for secure and reliable forms of identification 
issued by the federal government to its employees and contractors.”

IDMS. Personal Identity Verification Identity Management System. A system comprised of 
one or more systems or applications used to manage the identity verification, validation, 
and issuance processes. A DHS/HQ central data base used to house personal identifiable 
information for all DHS employees and contractors. 
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Internal Affairs Background Investigation Database (IABI). A CBP database utilized by 
CBP/PSD to input CBP personnel’s employment, suitability and clearance status for verification 
purposes by CBP Security personnel.

Industrial Security. That portion of internal security that is concerned with the protection of 
classified information in the hands of U.S. industry.

Information. Any information or material regardless of its physical form or characteristics, 
which is owned by, produced by or for, or is under the control of the United States Government.

Infrared Motion Detector. A passive, low power, area protection device that detects a change 
in ambient temperature within the coverage pattern caused by the movement of a body. 
Sensor circuitry generates an alarm when a moving object causes a change in radiated energy 
levels within the coverage area. These units are more sensitive to objects moving across the 
beam pattern than to objects moving toward the sensor. Also called Passive Infrared.

Infrared Sensor. (1) Passive: detects an intruder by body heat (Infrared Energy), (2) Active: a 
photoelectric beam that emits infrared to detect an intruder.
Initial Briefing. The initial indoctrination on the national security information provided to 
personnel prior to being authorized access to classified information and the execution of the 
Classified Information Nondisclosure Agreement form.

Intrusion Detection System. An alarm system comprised of intrusion sensors and alarm 
annunciation devices for the purpose of detecting intruders. Typical intrusion detectors include 
balanced magnetic contact switches and ultrasonic, infrared, or microwave motion or intrusion 
sensors.

Latch Guard. A plate, such as an astragal, applied to an out swinging door that covers a 
portion of the door leaf and the door frame at the area where a spring latch or dead bolt enters 
a strike plate.

Light Meter. A device used to measure the amount of light in a given area.

Line Supervision. A means where a known current is present on the line to the central station. 
Cutting or shorting the line changes this current, which results in an alarm.

Local Alarm. An alarm that annunciates at the location of a locking device, to discourage 
or announce intrusion attempts. The alarm usually uses a bell, siren, lighting system or 
combination of such devices. It usually turns off automatically after a pre-set time, although 
some require a manual shutoff. A local alarm may also be linked to a central station or other 
remote location.

Lux. Abbreviation for unit of illuminance set by the International System of Units (SI); lumens 
per square meter. A measurement of 10 Lux is equal to 1 foot-candle.
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Magnetic Contact. A magnetically operated switch, typically used on doors and windows to 
detect opening.

Magnetic Lock. A type of door lock consisting of an electromagnet and opposing strike plate. 
When current is applied the strength of the electromagnet secures the door to the strike plate.

Magnetometer. An electronic device used specifically to search personnel for hidden metallic 
weapons (knives and guns) at entrances to airports, public schools, courthouses, and other 
guarded spaces. When used with access control equipment, they can perform two functions: 

(1) Detect the presence of concealed metal objects
(2) Determine the size of those objects 

•	 Metal is detected by measuring the change in an established magnetic field when dense 
metal or ferrous materials are moved through the field. The antenna of a detector sets 
up a magnetic field around itself. As the antenna of the detector is brought near metal 
or metal is moved past the antenna, the pitch from a tone generator increases, thereby 
alerting the operator to the presence of metal. Measurement capabilities are adjustable 
allowing for varying the amount of metal desired to be detected.

Microwave Sensor. An active intrusion sensor that detects the movement of a person or 
object through a pattern of microwave energy. Microwave sensors are classified as monostatic, 
bistatic, or terrain following. Generally, they use the Doppler Effect to recognize movement 
within a protected area. Bistatic sensors operate on a beam break principle. Terrain-following 
microwave sensors are essentially bistatic sensors with antenna configurations that are not 
overall line-of-sight. Monostatic sensors are typically designated for indoor use; bistatic and 
terrain-following sensors are normally used for outdoor applications.

Mogul Lock. A high-security lock that incorporates a number of features designed to defeat 
attempts to pick or destroy it. The lock cylinder assembly employs multiple arrays of pass key 
pins, making picking of the lock much more difficult. The arrangement of the pass key pins 
in separate arrays requires that multiple cuts would have to be made into the lock housing 
or cylinder in order to defeat the lock cylinder assembly. The lock cylinder assembly may 
incorporate multiple sets of hardened dowel pins to prevent drilling through the lock housing in 
the area of the driver pins. 

Mortis Lock. A lock with its case is mortised or recessed into the edge of the door. The most 
common variety of mortise lock has a door knob on each side of the door; however, entrance 
doors often have an exterior thumb-latch, rather than a door knob, to open the door. The 
mortise lock can be locked from the inside by a thumb turn, or by a button on the edge of the 
lock case. A key is required to lock or unlock it from the outside.

Multiplexer. A device that allows the simultaneous communication of two or more signals for 
transmission to a remote annunciator or central station. In video, a device that allows a camera 
to be electronically switched to a variety of image projection and recording devices.
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National Security Information. Designated information, which requires protection in the 
interest of national defense or foreign relations of the United States, that is, information 
classified in accordance with Executive Order 12356 and not falling within the definition of 
Restricted Data or Formerly Restricted Data.

Nuisance Alarm. An alarm activation caused by environmental or other unexplained action. 
See also False Alarm.

OMB. The Office of Management and Budget (OMB) is one of the agencies of the Executive 
Branch of the U.S. Government. Its predominant mission is to assist the President in 
overseeing the preparation of the Federal budget and to supervise its administration in 
Executive Branch agencies.

Passive Infrared Sensor (PIR). A sensor that is sensitive changes in infrared energy. It is 
designed to detect motion by sensing the change in infrared energy as a human passes in 
front of its normal background target.

Peened Hinge. A peened hinge is a metal hinge that has had its pins improved by peening. 
Peening is the process of working a metal’s surface usually by mechanical means such as 
hammer blows or by blasting with shot (shot peening). Peening expands the pins head surface 
total area and precludes easy removal. Other methods of securing hinge pins include: spot 
welding, door pinning, and non-removable hinge pins (NRP) which use a set screw to secure 
the hinge pin; the set screw is accessible only with the door in the open position.

Perimeter Protection. A scheme of protection that uses devices to detect intrusion at points of 
entry into a protected area such as doors, windows, skylights, etc.

Photo Access Card (PAC). A PAC is a physical artifact, a plastic card issued by CBP to 
employees, contractors and detailees, which allow the bearers, authorized access to CBP 
Facilities.

Photoelectric Alarm. A kind of motion detector that uses a focused beam of light (usually 
ultraviolet) to detect an intruder. Any interruption in the light path will set off the alarm. The 
beam is usually aimed so that an intruder would have to break the beam in order to move 
through the protected area. Sometimes called an electric eye.
PIV-I. Specifies the minimum requirements for a Federal Personal Identification Verification 
(PIV) system that meets control and security objectives of HSPD-12, including the personal 
identity proofing process. PIV was defined by NIST, the National Institute of Standards and 
Technology, an agency of the U.S. Commerce Department’s Technology Administration dealing 
with the performance of background checks for employees and contractors.

PIV-II. Provides detailed technical specifications of components and processes required 
for interoperability of PIV cards with personal authentication, access control, and PIV card 
management systems across the Federal government and the issuance of smartcards.
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Power Supply. A source of operating power such as a generator, transformer, or battery 
including its circuits, terminations, and connections to the dependant system components.

Propellant-Activated Device. Any tool or special mechanized device or gas generator system 
that is activated by a propellant or releases or directs work through a propellant charge.

Protected Area. That portion of a premises that is covered by an alarm system.

Proximity Alarm System. See Capacitance Alarm System.

Proximity Card. An identification card containing a microcircuit. When place in close proximity 
to a card reader, the card will activate the reader’s circuitry and register its assigned unique 
code.

Radiation Detector. A small electronic device about the size of a pager (Personal Radiation 
Detector) or a hand held electronic device (Radiation Isotope Identification Device) or a large 
portal (Radiation Portal Monitor) that is capable of detecting gamma and neutron emissions 
from radioactive isotopes. 

The Personal Radiation Detector (PRD) is worn on the Border Protection Officer’s utility belt 
while he/she is on duty. The Radiation Isotope Identification Device (RIID) is used by Border 
Protection Officers to determine the exact source of a radiation alarm. The Radiation Portal 
Monitor (RPM) provides a passive, non-intrusive means to screen cars, trucks and other 
conveyances for the presence of radioactive and nuclear materials.

Refresher Briefing. The periodic reindoctrination on the national security information program 
provided to personnel with continuing authorized access to classified information.

Restricted Area. A room, office, building, or facility to which access is strictly and tightly 
controlled. Admittance to a restricted area is limited to personnel assigned to the area or 
persons who have been specifically authorized access to the area. Visitors to a restricted area 
and uncleared personnel must be escorted by personnel assigned to the area and all classified 
and sensitive information must be protected from observation, disclosure or removal. 

REX. A request to exit device. See Egress Button

Risk. The possibility of suffering harm or loss.

Risk Analysis. An analytical tool used to minimize risk by applying security measures 
commensurate with the threats, vulnerabilities, and values of the asset(s) to be protected.

Risk Assessment. A detailed study of the vulnerabilities, threats, likelihood, loss or impact of 
loss and theoretical effectiveness of security measures.
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Risk Management. The process of factoring the criticality of assets with the vulnerability to a 
threat, and determining the threshold of acceptable risk.

Screens. An array of wires or electrified screening that protects areas or openings, such as 
skylights and crawl spaces. It may use broken circuit or capacitance techniques to sense 
intrusion.

Security. Refers to the safeguarding of information classified Top Secret, Secret, or 
Confidential to prevent unlawful unauthorized dissemination, duplication or observation.

Security Liaison (SL). The individual responsible for coordinating compliance with the 
implementation of CBP security programs through the District Security Officer/Regional 
Security Officer and serve as the primary point of contact for all security issues in the their 
facilities.

Sensitive But Unclassified (SBU) Building Information. SBU includes but is not limited to 
paper and/or electronic documentation of the physical facility information. 
SBU is the formal designation for information that, by law or regulation, requires some form 
of protection but is outside the formal system of classification, in accordance with Executive 
Order 12958, Classified National Security Information as amended, and DHS MD 11042.1 
Safeguarding Sensitive But Unclassified (For Official Use Only) Information. 

Sensitive Compartmented Information (SCI). SCI is classified information concerning or 
derived from intelligence sources, methods, or analytical processes, which is required to 
be handled exclusively within formal control systems established by the Director of Central 
Intelligence.

Sensitive Compartmented Information Facility (SCIF). An accredited area, room, group 
of rooms, or installation where SCI may be stored, used, discussed, and/or electronically 
processed.

Small Arms Ammunition. Any shotgun, rifle or pistol cartridge and any cartridge for 
propellant-activated devices. This definition does not include military ammunition containing 
bursting charges or incendiary, tracer, spotting or pyrotechnic projectiles.

Special Access Program. Any program imposing access controls beyond those normally 
provided for access to Confidential, Secret, or Top Secret. Such programs include special 
clearances, investigative requirements, or special access lists of persons determined to require 
special access. Special access programs pertaining to intelligence activities, or intelligence 
sources or materials exercised by the Director of Central Intelligence.

Special Security Officer (SSO). An individual who is designated the responsibility for the 
secure operation of a SCIF and insuring the secure handling, storage, destruction and 
transmittal of foreign intelligence material.
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Spring Latch. A beveled, spring loaded bolt of a rim, mortise, or cylindrical lockset that is 
retracted by a knob, lever,or key, and is depressed by a strike plate lip. The bolt is extended by 
the spring pressure.

Strongroom. A reinforced interior space enclosed by or separated from other similar spaces 
by four walls, a ceiling and a floor, constructed of solid building materials, and used for storage 
of classified materials.

Supervised Lines. Interconnecting lines in alarm systems that are electrically supervised 
against tampering. See also Line Supervision.

Surreptitious Entry. The unauthorized entry into a facility or security container in a manner in 
which evidence of such entry is not discernable under normal circumstances.

Tamper Switch. A switch, usually mechanically operated, used to detect opening of alarm 
equipment.

Termination Briefing. The briefing provided to personnel upon termination of authorization for 
access to classified information and their acknowledgement of their continuing responsibilities 
by executing a Debriefing Acknowledgement.

Threat. Acts or conditions which may result in the compromise of information, loss of life, 
damage, loss or destruction of property or the disruption of the mission of an organization.

Threat Assessment. The analysis of an asset’s vulnerability to its threats.

Top Guard. Anti-personnel device, usually of barbed or concertina wire, installed at the tops of 
fences and along roof edges.

Ultrasonic Detector. A device that senses motion in a protected area by a Doppler shift in the 
transmitted ultrasonic energy. The device operates by filling a space with a pattern of ultrasonic 
waives; the modulation of these waves by a moving object is detected and initiates an alarm 
signal.

Unauthorized Person. Any person who is not authorized to have access to specific classified 
information. Regardless of the degree of clearance, an individual is not authorized access to 
classified information of any degree without a demonstrated need-to-know.

Uninterruptible Power Supply (UPS). UPS systems provide backup power. They monitor 
the incoming power lines and provide continuous electrical current in the event of a change in 
voltage. The UPS provides a certain amount of battery backup.

Vault. A windowless enclosure of heavy, reinforced construction with walls, floor, roof and 
door(s) designed and constructed to delay penetration sufficiently to enable the timely arrival of 
response forces.
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Vibration Detection. An alarm system that employs one or more contact microphones and 
vibration sensors, which are fastened to the surfaces of the area or object being protected to 
detect excessive levels of vibration. The contact microphone system consists of microphones, 
a control unit containing an amplifier and an accumulator, and a power supply. The unit’s 
sensitivity is adjustable so that ambient noises or normal vibrations will not initiate an alarm 
signal.

Visitor. Any person who is not a DHS or CBP Federal employee or DHS or CBP contractor 
with current DHS or CBP suitability and issued a DHS or CBP Photo Access Card (PAC).

Volumetric Alarm. A system that detects movement through the interior of an alarmed area, 
as opposed to the detection of perimeter penetrations.

Vulnerability. The probability that a threat will result in the compromise of information, loss of 
life, damage, loss or destruction of property or the disruption of the mission of an organization.

Walk Test. A procedure of actually walking through the area protected by a motion detector to 
determine the limits of its coverage.

X-ray System. A device or system that inspects the contents of a package or container for 
concealed explosives or contraband. Some systems can only detect objects made of materials 
possessing high atomic numbers, such as steel, tin, aluminum, and iron. Other systems can 
detect materials with both high and low atomic numbers. Some systems have two monitors, 
one for objects with high atomic numbers and one for objects with low atomic numbers. Color 
systems presently available use only one monitor to view both types of materials. Specific 
colors are assigned to high and low atomic number materials. Such systems can detect and 
discriminate among plastics, metals, and explosives in firearms and bombs.

Zone. Large protected premises are divided into areas or zones, each having its own 
identification and/or annunciation.
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